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Abstract 
 
 
These Application Notes describe the configuration steps required for InfoPlus Security Audit, 
by Bristol Capital Inc., to successfully interoperate with Avaya Communication Manager. 
 
InfoPlus Security Audit is a remote solution that interrogates an Avaya Communication 
Manager system.  It collects software data on how the PBX system is being used or misused, 
and flags system security concerns. The resulting InfoPlus Security Audit report is not only a 
detailed summary of how the PBX system is programmed, but specifies corrective action to 
enhance system security.  InfoPlus Security Audit is a meaningful reporting tool for security 
management usage. 
 
Serviceability and performance tests were conducted to assess the reliability of the solution. 
 
Information in these Application Notes has been obtained through DeveloperConnection 
compliance testing and additional technical discussions. Testing was conducted via the 
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab. 
 

 

 
SVS; Reviewed: 
SPOC 8/17/2007 

Solution & Interoperability Test Lab Application Notes 
©2007 Avaya Inc. All Rights Reserved. 

1 of 88 
CMSecurityAudit 

 



 
SVS; Reviewed: 
SPOC 8/17/2007 

Solution & Interoperability Test Lab Application Notes 
©2007 Avaya Inc. All Rights Reserved. 

2 of 88 
CMSecurityAudit 

 

1 Introduction 
InfoPlus Security Audit by Bristol Capital Inc. is a detailed security analysis report of an Avaya 
Communication Manager system.  InfoPlus Security Audit addresses the concerns of possible 
security weaknesses on the PBX platform, and further specifies how to take corrective action to 
prevent the security problems.  The detailed security output result of Avaya Communication 
Manager audit is a meaningful reporting tool for security management. 
 
The InfoPlus Security Audit solution is processed by an InfoPlus Central Database system.  The 
InfoPlus Central Database connects to the Avaya Communication Manager platform using a 
dialup modem connection.  The InfoPlus Central Database is challenged during the login 
process, presents the Server Availability Management Processor (SAMP) interface with the 
correct login criteria, and gains access to the Avaya Communication Manager SAT command 
interface.  The InfoPlus Central Database then executes a subset of SAT commands specifically 
targeted for gathering information about the configuration on the Avaya Communication 
Manager system (see Appendix A for the complete list of SAT commands).     
 
The InfoPlus Central Database manipulates the captured data into a clear and concise format that 
is presented to Bristol Capital’s customer.  From the information obtained by the InfoPlus 
Security Audit solution, Avaya Communication Manager configuration details are clearly 
organized and visualized.   PBX business decisions can be made based on the results of the 
InfoPlus Security Audit solution.   
 
See Appendix B for the InfoPlus Security Audit Report.  
 
The illustration below describes the network configuration used to compliance test the InfoPlus 
Security Audit solution.   The InfoPlus Central Database gains access to the Avaya 
Communication Manager platform via a modem interface, thus allowing the InfoPlus Security 
Audit command-line suite of functions to be executed.   



Figure 1 – InfoPlus Test Configuration 

2 Equipment and Software Validated 
The following table lists the equipment and software versions that were used for compliance 
testing. 
 

Equipment Software  
Avaya S8500 Server with G650 Media 
Gateway 

4.0.0(R014x.00.0.730.5) 

Avaya S8300 Server with G250 Media 
Gateway 

4.0.0(R014x.00.0.730.5) 

Avaya 9600 Series IP Telephones 1.20 (H.323) 
Avaya 4600 Series IP Telephones 4602: 1.8 (H.323) 

4620: 2.8 (H.323) 
Avaya 2400 Digital Telephones  
Avaya C363T-PWR Converged 
Stackable Switch 

4.5.14 

MultiTech System, MultiModem  
InfoPlus Security Audit Solution Not Available 1
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1 InfoPlus software version is for InfoPlus internal use only. 
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Table 1 – Hardware and Software Components  

3 Avaya Communication Manager Configuration 
Administration for proper modem connectivity must be performed.   

3.1 Avaya Server Availability Management Processor 
The Avaya Communication Manager platforms used for the compliance test were an Avaya 
S8500 Server with G650 Media Gateway and an Avaya S8300 with G250 Media Gateway as a 
Local Survivability Processor (LSP).  The SAMP interface card installed on the S8500 in slot 1, 
allows for a modem interface connection.  When the appropriate hardware and modem are 
installed, follow the steps below to ensure proper modem setup. 
 

• Telnet to the S8500 system and log into the Linux interface.  At the Linux system 
prompt, enter sampdial –v.  A response indicating the SAMP interface is functioning 
should be displayed as below (SAMP OK): 

 
craft@S8500C> sampdiag -v 
The SAMP is using the Avaya IP address. 
SAMP HWaddress: 00:0F:29:01:4E:28 
SAMP IPaddress: 192.11.13.2 2
HOST IPaddress: 192.11.13.1 
SSH port: 10022 
SSH OK 
HPI OK 
SAMP OK 
craft@S8500C> 

 
• Setup login access for the modem interface by creating a user and assigning the user a 

password.  At the system prompt, enter rmbuseradd rasaccess (rasaccess is used in this 
case).    

craft@S8500C> 
craft@S8500C> rmbuseradd rasaccess 
craft@S8500C> 
 

• Again, at the system prompt, enter rmbpasswd rasaccess.   This will create the first 
password level challenge encountered by the InfoPlus Central Database processor.  The 
password is not visible when entered. 

 
craft@S8500C> 
craft@S8500C> rmbpasswd rasaccess 
Enter new password: 
Re-enter new password: 
craft@S8500C> 

 
 

2 Default IP addresses are listed with the “sampdiag –v” command results. 



 
 

• Administration of several modem related features must be configured using the 
Maintenance WEB interface.  Launch the Maintenance WEB interface and click on 
Configure Server from the left navigation panel.  Continue and under Configure 
Individual IP Services, select Set Modem Interface as below.  An IP address is 
assigned for the modem PPP connectivity session.  Click and ensure the system updated 
successfully. 
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• On the left navigation panel, click on Modem.  Ensure that Enable modem for 
unlimited incoming calls is enabled.  Click Submit and ensure that the following 
message, as displayed below, is obtained:  

 
  Modem access is administered for incoming calls. 
  The modem is currently available for use. 

 

4 InfoPlus Security Audit Configuration  
The InfoPlus Security Audit solution is not a software package that is configured or operates at 
the customer premise; therefore the customer does not require any setup knowledge of the 
InfoPlus Security Audit solution.  All the system expertise is completely centralized to the 
InfoPlus Central Database location. 
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A pre-determined set of passwords and a network IP address must be known by the InfoPlus 
system administrator to allow modem access to occur.  The Avaya system administrator needs to 
communicate the following information to InfoPlus: 

• Telephone number for modem access 
• Remote access modem login 
• Remote access modem password 
• Assign IP address for “telnet” session 
• SAT login access 
• SAT login password 

5 Interoperability Compliance Testing 
Interoperability compliance testing included InfoPlus Central Database connectivity, command-
line implementation, and serviceability.   
 
Connectivity between systems was pre-arranged by Avaya and Bristol Capital, whereby logins, 
passwords, and a modem IP address were setup in the InfoPlus Central Database processor.   The 
InfoPlus Central Database processor dialed into the SAMP interface using the modem login and 
password, after which a PPP session was created.  A telnet to the modem IP address allowed 
access to the Linux interface.  After logging in using the craft login and password, the SAT 
interface was acquired.  The InfoPlus Central Database processor runs a command-line suite of 
functions from this interface. 
 
The serviceability tests introduced modem connectivity failure scenarios.  The failures were 
performed by pulling out the modem telephone line while the InfoPlus Central Database 
processor was actually in session.   Recovery was accomplished by plugging the telephone line 
back in and restarting the InfoPlus Central Database processor login session.  The last command-
line entered at the time of the failure was the point of pickup as the set of command-line 
functions continued. 

5.1 Test Results 
All command-line functions geared for the InfoPlus Security Audit service passed compliance 
testing.  The output captured and formulated in a value-added concise format, passed compliance 
testing.  Serviceability compliance tests passed.   

6 Verification Steps 
Compare the output produced by the InfoPlus Security Audit solution with the configuration of 
the Avaya Communication Manager system. 

7 Support  
Technical support for Bristol Capital’s InfoPlus Security Audit can be obtained by contacting 
Bristol Capital Inc. at 201-476-0600 or by sending e-mail to support@infoplusonline.com. 
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8 Conclusion 
This Application Note describes what is required to allow Bristol Capital’s InfoPlus Security 
Audit solution to interoperate with Avaya Communication Manager.  The result of the 
interoperability testing is presented in Appendix B. 

9 References  
This section references the Avaya and Bristol Capital documentation that are relevant to these 
Application Notes.  The Avaya product documentation can be found at http://support.avaya.com, 
and information regarding InfoPlus Security Audit can be obtained at 
http://www.infoplusonline.com. 
 
[1] Using the Avaya Server Availability Management Processor (SAMP) - Issue 4), February 
2007 
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10 Appendix A 
The categories of the SAT commands run by the InfoPlus Central Database are listed in the 
following table. 
 

SAT Command Categories by InfoPlus 
Service 

• Extensions  
• Config All  
• Stations  
• Data Modules  
• Attendants  
• Announcements  
• Trunk Groups  
• Trunk Group Details 
• Config DS1  
• Status System All Cabinets  
• Cabinets 
• Capacities  
• Config Software  
• Offer  
• Customer Options  
• Aliases 
• Media Gateways 
• Media Gateway Details  

 

 
A full set of actual SAT commands for the InfoPlus suite is listed in the following table. 
 
Command Category Command Syntax 
Extension List: list extension-type 

 
Abbreviated Dialing Groups: list abbrev group 

 
Abbreviated Dialing Groups Details: disp abbrev system 

disp abbrev group X 
Where X is each group listed by “list abbrev group” 
 

Abbreviated Dialing Personal: list abbrev personal 
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Command Category Command Syntax 
Abbreviated Dialing Personal 
Details: 

disp abbrev personal X list Y 
Where X and Y are all the possible values from  
"list abbrev personal" 
 

Announcements Detail:  disp announcements 
 

Attendants Detail:   display attendant X 
Where X is 1 through 28 inclusive 
 

COS Detail:    disp COS 
 

COR Detail:    display COR X 
Where X can be 0 through 996 inclusive. (For Security 
Audits, retrieve every COR that exists.   For all other 
services, intelligently determine those that are in use by 
analyzing Authorization Codes, Extensions, Remote 
Access and Trunks) 
 

ARS Analysis:    list ars analysis 
AAR Analysis:   list aar analysis 
Config All:    list config all 
Config DS1:    list config ds1 
Config Software:   list config software 
Coverage Answer:   list coverage answer 
Coverage Answer Details:  disp coverage answer X  

Where X is each value from "list coverage answer" 
 

Coverage Path:   list coverage path 
Coverage Path Detail:   disp coverage path X 

Where X is each value from "list coverage path" 
 

Remote Coverage Path Details: 
  

disp cov rem 
OR (if switch needs an Identifier) 
 
disp cov rem X 
Where X is each value from 1-10 inclusive 
 

Data Modules:    list data 
Hunt Groups:    list hunt-group 
Hunt Group Details:   disp hunt-group X 

Where X is each value from "list hunt-group" 
 

Intercom Groups:   list intercom-group 
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Command Category Command Syntax 
Intercom Group Details:  
  

disp intercom-group X 
Where X is each value from "list intercom-group" 
 

Pickup Groups:   list pickup-group 
Pickup Group Details:   disp pickup-group X 

Where X is each value from "list pickup-group" 
 

Route Patterns:   list route-pattern 
Route Pattern Detail:   display route-pattern X 

Where X is each value from "list route-pattern" 
 

Trunk Groups:    list trunk-group 
Trunk Group Details:   disp trunk-group X 

Where X is each value from "list trunk-group" 
 

Paging:    disp paging loudspeaker 
Capacities:    disp capacities 
Offer:     display system-parameters offer 
Partitioned Group:   list partitioned-group 
Partition Route Table:   list partition-route-table 
Toll:     list toll all 
Bridged:    list bridge X 

Where X = each extension found in the Extension list 
 

Stations:    list station 
Logins:    list login 
Login Details:    display login X 

Where X is each value from "list login" 
 

Permissions:    display permission  
Where X is each value from "list login" 
 

Features:    
 

display system-parameters feature 

Maintenance:    display system-parameters maintenance 
Security:    display system-parameters security 
Dial Plan: display dialplan analysis 

 
IP Services:    display ip-services 
CDR:    display system-parameters cdr 

 
Feature Access Codes:  display feature-access-codes 
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Command Category Command Syntax 
Aliases:    display alias station 
Remote Access:   display remote-access 
Time of Day Routing:   display time-of-day X 

Where X is every value from 1-8 inclusive 
 

Report Schedule:   list report-scheduler 
Authorization Codes:   list authorization-code 
Agent LoginIDs:   list agent-loginID 
Vectors:    list vector 
Vector Details:   display vector X 

Where X is each value from "list vector” 
 

Media Gateways:   list media-gateway 
Media Gateway Details:  
  

display media-gateway X 
Where X is each value from "list media-gateway” 
 

Listed Directory:   disp listed-directory-number 
 

Alternate FRL:   disp alternate-frl 
Traffic Measurement:   disp meas-selection trunk-group 

disp meas-selection route-pattern 
 

Tenants:    display tenant X 
(Only if Tenant Partitioning is enabled in Customer 
Options) 
Where X is each value from 1-100 inclusive 
 

Off PBX Feature Name Extensions: 
  

display off-pbx-telephone feature-name-extensions 

Status System Cabinets:  
  

status system all-cab 

Cabinet Details:   status cabinet X 
Where X is each value from "list config-all” 
 

Call Forwarding:   list call-forwarding 
ASG History:    list asg-history 
VDNs:     list vdn 
VDN Details:     
 

display vdn X  
Where X is each value from "list vdn" 

Off PBX Station Mapping:  
  

list off-pbx-telephone station-mapping 

ARS Digit Conversion:   
 

list ars digit-conversion 
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Command Category Command Syntax 
AAR Digit Conversion:  
  

list aar digit-conversion 

Traffic Measurements list measurements attendant group 
list measurements attendant posit 
list measurements call-rate 
   OR (on newer switches) 
list measurements call-rate total 
list measurements block pn last 
list measurements load-b total last 
list measurements tone-r summ last 
list measurements trunk-gr summ last 
list measurements occup summ 
list measurements ip dsp-resource summary last-hour 
(if available) 

 

10.1 Appendix B 
The result of compliance testing the InfoPlus Security Audit solution is attached in this appendix.   
Note: Blank pages in the report were intentionally omitted. 
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