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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between service provider Windstream (Broadsoft platform) and Avaya IP
Office 9.0.

Windstream SIP Trunking provides PSTN access via a SIP trunk between the enterprise and
the Windstream network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Windstream is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider Windstream and an Avaya IP Office solution. In the sample
configuration, the Avaya IP Office (IPO) solution consists of an Avaya IP Office 500v2 Release 9.0,
Avaya Voicemail Pro, Avaya IP Office Softphone, and Avaya H.323, digital, and analog endpoints.

The Windstream SIP Trunking service referenced within these Application Notes is designed for
business customers. The service enables local and long distance PSTN calling via standards-based
SIP trunks as an alternative to legacy analog or digital trunks, without the need for additional TDM
enterprise gateways and the associated maintenance costs.

The Windstream SIP Trunking service uses pilot DID number for basic trunk registration as user
name without password. This registration scheme as specified in SIP RFC 3261 provides security
and integrity protection for SIP trunks.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Windstream SIP Trunking service. This configuration (shown in Figure 1) was used to
exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
A simulated enterprise site with Avaya IP Office was connected to Windstream’s SIP Trunking

service. To verify SIP trunking interoperability, the following features and functionality were
exercised during the interoperability compliance test:

e Response to SIP OPTIONS queries.

e Trunk registration from IPO to service provider.

e Incoming PSTN calls to various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from the Avaya IP Office Softphone.

¢ Inbound and outbound long holding time call stability.
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e Various call types including: local, long distance, international, outbound toll-free, operator
service and directory assistance.

e Codec G.711MU and G.729A.

e Caller number/ID presentation.

e Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and outbound
calls.

e DTMF transmission using RFC 2833.

e Voicemail navigation for inbound and outbound calls.

e Telephony features such as hold and resume, transfer, and conference.

e Use of SIP REFER for call transfer to PSTN

e FAX G.711 Pass Through

e Off-net call forwarding.

e Twinning to mobile phones on inbound calls.

2.2. Test Results
Windstream SIP Trunking passed compliance testing.

Items not supported or not tested included the following:
¢ Inbound toll-free and outbound emergency calls (911) are supported but were not tested as
part of the compliance test.
e T.38 Fax is not supported.
e Operator Assisted Calls (e.g. 0+10 digits in US) are not supported by Windstream.

Interoperability testing of Windstream SIP Trunking was completed with successful results for all
test cases with the exception of the observations/limitations described below.

e OPTIONS from IP Office — If the periodicity of sending OPTIONS to monitor the SIP
trunk connectivity is configured on Avaya IP Office to be larger than the periodicity of
OPTIONS from Windstream, IP Office would effectively cease to send OPTIONS to
Windstream. This is expected behavior on Avaya IP Office since it resets the timer for
sending OPTIONS starting from the most recently received OPTIONS from the network.

e Incorrect Call Display on PSTN Phone — Call display was not properly updated on PSTN
phone involved in a call transfer. After the call transfer was completed, the PSTN phone did
not display the actual connected party but instead showed the party that initiated the transfer.
SIP signaling trace showed that the enterprise IP Office did not send an UPDATE message
to the network to update the call display of the PSTN phone in call transfer. However, the
call transfer is completed with 2 way voice path.

e Call Forward Off Net over SIP trunk — Windstream only allows call forward to work on a
certain number of area codes. This is known issue to Windstream Broadsoft system. During
the testing, the area code being used was 613 and 713 area codes. For the non-working area
code, once the destination phone is connected, the call is dropped right away.

e Twining Mobile Number — Similarly with the Call Forward Off Net over SIP trunk, the
twining mobile number can only be working for a certain number of area codes. The area
codes being used for this testing were 613 and 713.
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e Blind Transfer using REFER — Windstream sent “408 request timeout” message
responding to second INVITE which is being sent from enterprise extension to a second
PSTN phone to initiate a blind call transfer. This 408 message is after Windstream sent
“202 Accepted” message. However, this does not affect the end user. The transferred call is
completed with 2 way voice paths.

e Call Display on PSTN Phone on PSTN Hold and Resume — Call display was not properly
updated on PSTN phone involved in PSTN Hold and Resume operation. After the inbound
call from PSTN to Avaya IP Office, the call was put on hold by PSTN phone, when the call
was resumed, the PSTN phone displayed trunk number instead of the calling party ID.

e Support of RFC2833 DTMF method — When setting DTMF Support to RFC2833 for SIP
Line on IPO, Windstream system does not recognize the DTMF being sent by IPO. This is
due to Windstream trunk configuration issue. Switching to a different trunk resolves the
issue of DTMF RFC2833. Additionally, the change in configuration of IPO as seen in
Section 5.4.2, DTMF Support to Inband, is working correctly for DTMF with the
Windstream system.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Windstream SIP Trunking, contact Windstream at
http://www.windstreambusiness.com
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to Windstream SIP Trunking service through the public IP network. For confidentiality
and privacy purposes, actual public IP addresses used in this testing have been masked out and
replaced with fictitious IP addresses throughout the document.

Located at the enterprise site is an Avaya IP Office 500v2 with the MOD DGTL STA16 expansion
which provides connections for 16 digital stations to the PSTN. The extension PHONE 8 card is also
included and provides connections for 8 analog stations to the PSTN along with a 64-channel VCM
(Voice Compression Module) for supporting VolP codecs. The LAN port of Avaya IP Office is
connected to the enterprise LAN while the WAN port is connected to the public IP network.
Endpoints include an Avaya 9600 Series IP Telephone (with H.323 firmware), an Avaya 9508
Digital Telephone, an Avaya Symphony 2000 Analog Telephone, Avaya IP Office Softphone and
11XX series SIP phone. A separate Windows XP PC runs Avaya IP Office Manager to configure
and administer the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.

Windstream Network
(Broadsoft Platform)
SIP Trunking Services
192.168.64.220

Internet

sip/ |
UDP |

= = -

(Enterprise LAN " Enterprise LAN Enterprise LAN ()

Avaya IP Office | 10.10.98.113

Avaya IP Office Avaya 9600-Series  Avaya 11x0 SIP Ayays Voicemail Pro
Softphone H.323 and SIP H.323IP Telephone IP Telephone for IP Office
10.10.98.86

Digital Phone Analog
Phone { Fax

Figure 1: Test Configuration for Avaya IP Office with Windstream SIP Trunking Service

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 50f 30
SPOC 6/17/2014 ©2014 Avaya Inc. All Rights Reserved. WBSIPTIPO9



For the purposes of the compliance test, Avaya IP Office users dialed a short code of 9 + N digits to
send digits across the SIP trunk to Windstream. The short code of 9 was stripped off by Avaya IP
Office but the remaining N digits were sent unaltered to Windstream. For calls within the North
American Numbering Plan (NANP), the user would dial 11 (1 + 10) digits. Thus for these NANP
calls, Avaya IP Office would send 11 digits in the Request URI and the To field of an outbound SIP
INVITE message. It was configured to send 10 digits in the From field. For inbound calls,
Windstream SIP Trunking sent 10 digits in the Request URI and the To field of inbound SIP
INVITE messages.

Windstream provides the pilot phone number for Avaya IPO to register to the Windstream SIP trunk
network. Calls can’t be established unless the registration is a success.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the Avaya IP Office such as a session border
controller or data firewall. A complete discussion of the configuration of these devices is beyond the
scope of these Application Notes. However, it should be noted that SIP and RTP traffic between the
service provider and the Avaya IP Office must be allowed to pass through these devices.

4. Equipment and Software Validated
The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components

Equipment Release
Avaya IP Office 500v2 9.0.0.829
Avaya IP Office Manager 9.0.0.829
Avaya Voicemail Pro for IP Office 9.0.0.829
Avaya 11x0 IP Telephone (SIP) SIP11x0e04.03.12.00
Avaya 9630G IP Telephone (H.323) Avaya one-X® Deskphone Edition S3.2
Avaya IP Office Softphone 3.2.3.20 64770
Avaya Digital Telephone (9508) 0.55
Avaya Symphony 2000 Analog Telephone N/A
Component Release
Acme Packet Net-Net 4250 SBC SC6.2.0, Patch 3
Broadsoft SoftSwitch 17sp4
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5. Configure IP Office

This section describes the Avaya IP Office configuration to support connectivity to Windstream SIP
Trunking service. Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, select Start = Programs
- IP Office - Manager to launch the application. Navigate to File = Open Configuration, select
the proper Avaya IP Office system from the pop-up window, and log in with the appropriate
credentials. A management window will appear similar to the one shown in the next section. The
appearance of the IP Office Manager can be customized using the View menu. In the screens
presented in this section, the View menu was configured to show the Navigation pane on the left
side, the Group pane in the center, and the Details pane on the right side. These panes will be
referenced throughout the Avaya IP Office configuration. Proper licensing as well as standard
feature configurations that are not directly related to the interface with the service provider (such as
LAN interface to the enterprise site and IP Office Softphone support) is assumed to be already in
place.

5.1. LAN Settings

In the sample configuration, the DevCon IPO2 was used as the system name and the WAN port was
used to connect the Avaya IP Office to the public network. The LAN2 settings correspond to the
WAN port on the Avaya IP Office. To access the LAN settings, first navigate to System (1) =
DevCon IPO2 in the Navigation and Group Panes and then navigate to the LAN2-> LAN Settings
tab in the Details Pane. Set the IP Address field to the IP address assigned to the Avaya IP Office
WAN port. Set the IP Mask field to the mask used on the public network. All other parameters
should be set according to customer requirements. Then click OK to submit.

IP Offices Ei DevCon IPO 2* g -8 X vl<]>

#-R BOOTP (92) System | LAM1 | LAMZ | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | ¥CM | CCR | Codecs
47 Operator (3 = - ;
- %% DevCon IPO 2 LAN Settings | voIP | Network Topology |

(=)= System (1) [

% DevCon IPO 2 Idccress -0 5 10 & 965 witts

-4 Line (9) IP Mask 255 255 . 255 . 224

[#-<=» Control Unit (4)

[+ 4 Extension (42) Primary Trans. IP Address 0 o 1] 1]

@ User(44) . y [

& ’“ Group (7) Firewall Profile | <Mone:> by

(- 8% Short Code (67) RIP Mode None b

B service (0)
-l RAS (1) [[] Enable naT

& @ Incoming Call Route (11)
2 wanPort (0)

o Directory (0) DHCP Mode
£ Time Profile (0)
@ Firewall Profile (1)

[l IP Route (2)
& Account Code (0}
. License (41)

% Tunnel (0) I'—|
@ §q User Rights (8) [ oK l ’ Cancel l [ Help

~

Number Of DHCP IP Addresses |1 &

O server O client O Dialin &) Disabled [ Advanced ]
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Select the Vol P tab as shown in the following screen. The H323 Gatekeeper Enable box is checked

to allow the use of Avaya IP Telephones using the H.323 protocol, such the 9600-Series IP

Telephones used in the sample configuration. The SIP Trunks Enable box must be checked to
enable the configuration of SIP trunks to Windstream. The SIP Registrar Enable box is checked to
allow Avaya IP Office Softphone usage. The RTP Port Number Range can be customized to a
specific range of receive ports for the RTP media. Based on this setting, Avaya IP Office would
request RTP media be sent to a UDP port in the configurable range for calls using LAN2. The
specific values used for the compliance test are shown in the example below. All other parameters
should be set according to customer requirements. Then click OK to submit.

IP Offices

B DevCon IPO 2 e -8 X|v|<|>
@R BOOTP (92 ) System | LAN1 DNS Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | ¥CM | CCR | Codecs
) ;_J/ Operator (3 [— = —J" e = <y 7 = o o " s . = vl
(= *=9 DevCon IPO 2 LAN Settings § g‘rNetwork Topology | ) !
= == System (1) [ -~
| - Do [ H323 Gatekeeper Enable I
#-7 Line (9) [[] Auto-create Extn Auto-create User [] H323 Remote Extn Enable
+-<=» Control Unit {4)
+ -4 Extension {42)
#-§  User(44) SIP Trunks Enable
- 3f Group (7) )
& 9% Short Cade (67) SIP Registrar Enable
@ Service {0) [[] Auto-create ExtnfUser [[] sIP Remate Extn Enable
+ o RAS (1) )
+ e Incoming Call Route {11) Domain Name
@ ‘WanPort (0) I = [
o Directory (0) Lpp UDP Port (5060 2| | Remote UDP Port |
1 Time Profile (0) Layer 4 Protocol TCP TCP Port 5060 3| Remote TCPPort
+ @ Firewall Profile {1} : :
+ |l IP Route (2) Omns TLS Port  |S061 = || Remote TLS Port |
& Account Code (0) ‘ - g i =
. License (41) Challenge Expiry Time {secs) ‘10 3
W& Tunnel (0)
+ &; User Rights (8) RTP
+-¢ ARS (1)
Port Number Range
5 Location (0) < - -
2% authorization Code (0) Minimum 4o152 3| Maximurn
Port Number Range {MAT)
Minimum wotsz 2| Maximurn
Enable RTCP Monitoring on Port 5005
Keepalives
Scope RTP v | Periodic timeout 150
Initial keepalives Enabled v
e = - v
< >
Help
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On the Network Topology tab in the Details Pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet. With this
configuration, STUN will not be used.

e Set Binding Refresh Time (seconds) to 60. This value is used as one input to determine the
frequency at which Avaya IP Office will send SIP OPTIONS messages to the service
provider. See Section 5.9 or complete details.

e Set Public IP Address to the IP address of the Avaya IP Office WAN port. Public Port is

set to 5060

e All other parameters should be set according to customer requirements.

Click OK to submit.

IP Offices

#- R BOOTP (9)
#-¢# Operator (3)
=-%% DevConIPO 2

[=)-*=p System (1)
%2 DevCon IPO 2

#-F4 Line (9)

#-=» Control Unit {4)

+ -4 Extension {42)

) i User {44)

+ 9§ Group (7)

+ 8% Short Code (67)
@ Service (0)

ol RAS (1)

€2 wanPort (0)

om Directory (0)

£ Time Profile (0)
+ @ Firewall Profile {1)
[l IP Route (2)

| Account Code (0)

. License (41)

W& Tunnel {0)
- §3 User Rights (8)
# ¢ ARS (1)

) Incoming Call Route (11)

System | LANT

DevCon IPO 2* £ | X | v | =

|LLANZ | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | ¥CM | CCR | Codecs

LAN Settings | VoIP || Metwork Topology |

Metwork Topology Discovery

STUN Server Address 10,10.10,10 STUN Port ?478 <
Firewall{NAT Type |Open Internet | &

Binding Refresh Time (seconds) 60 .

Public IP Address 10 10 98 113 Cancel

Public Port

| wor 5060 3
TCP 0 v
s 0 8

[:] Run STUN on startup

<

>

|[ oK ]|[ Cancel ] [ Help ]

In the compliance test, the LANL interface was used to connect the Avaya IP Office to the enterprise
site IP network. The LANL1 interface configuration is not directly relevant to the interface with
Windstream SIP Trunking service, and therefore is not described in these Application Notes.
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5.2. System Telephony Settings

Navigate to the Telephony = Telephony Tab in the Details Pane. Choose the Companding Law
typical for the enterprise location. For North America, U-Law is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
service provider across the SIP trunk.

IP Offices Ei DevCon IPO 2* ek -8 X | v|<]>
- R BooTP (92 ; System | LaN1 | LANZ | DNS | Voicemail | Telephony | Directory Services || System Events || SMTP | SMOR | Twinning | veM | ccR || Codecs
1 Operator (3 1 > |
DevCon IPO 2 l Telephony Il Park & Page | Tones & Music | Ring Tones | SM Call Log | TUI
[=)- %%y System (1) ; - ~
[ 29 DevCon IPO 2 Analogue Extensions Companding Law
-1 Li r ] Switch Line
‘_b T4 Lne (9) % Default Outside Call Sequence | Normal v |
[#-“=» Control Unit (4) - — )
[+ 4 Extension (42) Default Inside Call Sequence |Ring Type 1 v} ® U-Law © U-Law Line
[+ & User {44) G :‘
3@ Group (7) Default Ring Back Sequence |Ring Type 2 b O niow B iimiion
-9 ShorF Code (67) Restrict Analogue Extension Ringer Voltage O
@ Service {0)
ol RAS (1) e
: s ! - D35S Status
- Incoming Call Route {11) Dial Delay Time (secs) 14 v O
@ \r\r“anPort o Dial Delay Count o £ Auto Hold
@& Directory (0 — —
£ Time Profile (0) Default No Answer Time (secs) |15 3| ial By Name
@ Firewall Prafile (1) —_— Show Account Code
& 1P Route (2) Hold Timeout {secs) [tz0 5 “
: Ezzon::t(gln;ﬂ e () Park Timeout (secs) 306 775" I O
gt — Restrict Network Interconnect
W& Tunnel {0) Ring Delay (secs) 5 =l 4
- fiy User Rights (8) o o o =i [[] orop External Only Impromptu Conference J
- ARS (1) Call Priority Promotion Time (secs) Disabled 3 ‘
5B Location (0) —_— o [[] visually Differentiate External Call
2% Authorization Code (0) Default Gurrency. [UsD i)
A — [[] Unsupervised Analog Trunk Disconnect Handling
Default Mame Priority | Favor Trunk v
e — High Quality Conferencing
Media Connection Preservation | Disabled v ‘ O
IESS e Strict SIPS
DigitalfAnalogue Auto Create User
v
| oK | [ Cancel ] [ Help
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5.3. Twinning Calling Party Settings

When using twinning, the calling party number displayed on the twinned phone is controlled by two
parameters. These parameters only affect twinning and do not impact the messaging or operation of

other redirected calls such as forwarded calls. The first parameter is the Send original calling party
information for Mobile Twinning box on the System->Twinning tab. The second parameter is the
Send Caller ID parameter on the SIP Line form (shown in Section 5.4).

For the compliance testing, the Send original calling party information for Mobile Twinning as
shown below was unchecked. This setting allows the Send Caller 1D parameter that is set to
Diversion Header in Section 5.4.2 to be used. IP Office will send the following in the “From”
header:

e On calls from an internal extension to a twinned phone, IP Office sends Calling Party
Number of the originating extension.

e On calls from the PSTN to a twinned phone, IP Office sends Calling Party Number of the
originating PSTN party.

IP Offices DevCon IPO 2 & | X | v ]|<|>

# R EOOTP (?g ) System | LAM1 | LANZ | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning |jv € »
+- ¢/ Operator (3 [ - - - - - g o i . 7
(= =% DevCon IPO 2 ID Send original calling party information for Mobile Twinning I
(=% System (1) Calling party information for |
%2y DevCon IPO 2 Mobile Twinning
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5.4. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Windstream SIP
Trunking service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.4.10 create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

IP addresses.

SIP Credentials (if applicable).

SIP URI entries.

Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls.
e Transport — Second Explicit DNS Server.
e SIP Credentials — Registration Required.

Alternatively, a SIP Line can be created manually. To do so right-click Line in the Navigation Pane
and select New = SIP Line. Then, follow the steps outlined in Sections 5.4.2.

5.4.1. Create SIP Line From Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to WBSIPTIPO9.xml. The file name is important in locating the proper
template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.
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?X

Preferences | Directories | Discovery rererences 3 Security | Validation

K4 1P Office Manager Preferences

Icon Size i Small v

| Multiline Tabs
‘ l Enable Template Options |

i) | oK | Cancel I { Help I

3. Import the template into IP Office Manager. From IP Office Manager, select Tools =
Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down
menus in Step 5. The default template location is C:\Program Files\Avaya\lP
Office\Manager\Templates.

File  Edit View | Tools ||Help

A | 4] Extension Renumber. ..
} DevConIPO2 Line Renumber. .. - J
Connect To... % A : |
IP Offi SIP Line - Line 19 - X vlal>
Export >
@ R BOOTP (9) SCM Service User Management RI|voIP | T38 Fax|SIP Credentials

# ¢ Operator (3) - 7|

|-#39 DevCon IPO 2 Busy on Held Yalidation Check 005
[+ %% System (1) z = = :
=17 Line (9) MSM Configuration | | Call Routing Method \ Regquest LRI >
@ 1

Originator number For

2 : ] ; | inni \ |
Import Templates in Manager = | forwarded and twinning calls | ‘

"‘ 17 Iz ¥ 2 —

In the pop-up window (not shown) that appears, select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window (not
shown) will appear stating success or failure. Then click OK (not shown) to continue. If
preferred, this step may be skipped if the template file is copied directly to the IP Office
template directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
navigate to New = New SIP Trunk From Template.

IP Offices SIP Line - Line 19 ek -® | X[ v]< \>I
#- R BOOTP(9) | SIP Line :Transport‘ S1P URI| voIP | T38 FaxSIP Credentials
[#-¢7 Operator (3) . 2 ‘
' DevCon IP P : = Check 005 F
E oo Systemb" 0 mew | > H323 Line B .
EEREiLie (o ©]  Generate SIP Trunk Template 1P DECT Line Call Routing Method |Request URI v
-2 Contro! 1 SIP Line Originator number for l ‘
¥4 Extensig g Cut Chrl+% . forwarded and twinning calls
®§ User (44 2 copy Gtilee SM Line i - =
- 3 Group (3 SIP DECT Line SRt Foy |System Defaut ]
- 8% Short Cf 1 i [ Caller ID from From head
X . I | Mew SIP Trunk From Template I | aller 1D from From header
@ service 75 Delete Ctrl+Del
l:i: ol RAS (?) | validate EY,,SOP[F?IE,‘?@?!@S,S, v: Send From In Clear O
[ @ Incomin -
w WanPor User-Agent and Server i 1
A Headers L |
4 Director New from Template (Binary) : T T 1
£ Time Prg Service Busy Response |503 - Service Unavailable v \
& @ Firewall Export as Template (Binary) ] - — ,Z‘
o B 0 Db a T5Y I Action on CAC Location Limit ‘Allow Voicemail 2l
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5. In the subsequent Template Type Selection pop-up window, select United States from the
Country pull-down menu and select Windstream from the Service Provider pull-down

menu as shown below. These values correspond to parts of the file name
(WBSIPTIPO9.xml) created in Step 1. Click Create new SIP Trunk to finish creating the

trunk.

W Template Type Selection

Locale

Country LVC'ana'ac.i‘a = ;'

Service Provider T_I_B_e_lﬁlnf;?r_lq_d_?w 73/’ [ | Display &
" [ Create new SIP Trunk ] [ Cancel ]

6. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Section 5.4.2.
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5.4.2. Create SIP Line Manually
To create a SIP line, begin by navigating to Line in the left Navigation Pane, then right-click in the

Group Pane and select New - SIP Line. On the SIP Line tab in the Details Pane, configure the
parameters as shown below:

e Set ITSP Domain Name to the enterprise domain so that IP Office uses this domain as the
host portion of SIP URI in SIP headers such as the From header.

e Set Send Caller ID to Diversion Header.

e Check the In Service box.

e Check the Check OOS box. With this option selected, IP Office will use the SIP OPTIONS
method to periodically check the SIP Line.

e Default values may be used for all other parameters.

The area of the screen entitled REFER Support is used to enable/disable SIP REFER for call
transfers. The default values of “Auto” for Incoming and Outgoing effectively disable use of SIP
REFER. To enable SIP REFER, select “Always” from the drop-down menu for Incoming and
Outgoing. In the compliance test, both configurations were successfully tested to transfer a call
between a PSTN phone and an enterprise phone to a second PSTN phone. Then click OK.

IP Offices Ei SIP Line - Line 19* e M X[ vl<]>
# R BOOTP (9) SIP Line {Transport| SIP URI| VoIP | T38 Fax| SIP Credentials
# g7 Operator (3) SN - - A
=) -*%» DevCon IPO 2 Line Mumber |19 =
ITSP Domain Name 192.168.64.220 In Service
URI Type SIP | vw
Prefix | | | checkoos
Mational Prefix [ ‘ Call Routing Method | Request URI v
Originator number for
Country Code forwarded and twinning calls
g, 23 International Prefix Mame Priority | System Default v
[#-<=» Control Unit {4) o
& Extension (42) Send Caller ID Diversion Header I v Caller ID from From header
g User(44) Association Method |By Source IP address v Send From In Clear O
[+ ﬂ Group (7) k i
[+ @% Short Code {(67) User-Agent and Server [
@ Service (0) Headers )
[+ o RAS (1) Service Busy Response 1503 - Service Unavailable
= e Incoming Call Route (11) = —
@ WanPort (0) Action on CAC Location Limit | Allow Yoicemail v
@ Directory (0)
P ’ v'| REFER Si t
£47) Time Profile (0} ERos i g
& @ Firewall Profile {1) Incoming fauto | i~
[+ IP Route {2) ) r —
@ Account Code (0) Outgoing [Auto 1<)
W License (41)
W& Tunnel (0)
@ & , User Rights (8) Method For Session Refresh Update v |
g ARS (1) o =
Session Timer (seconds {On Demand
&5 Location (0) ¢ 2 — —
2% Authorization Code (0) Media Connection Preservation | Disabled v|
s 2
[ oK ] [ Cancel ] [ Help ]
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Select the Transport tab. The ITSP Proxy Address is set to the Windstream SIP Proxy IP Address
provided by Windstream. As shown in Figure 1, this IP Address is 192.168.64.220. In the Network
Configuration area, UDP is selected as the Layer 4 Protocol, and the Send Port is set to the port
number provided by Windstream. The Use Network Topology Info parameter is set to LAN 2. This
associates the SIP Line with the parameters in the System - LAN2 - Network Topology tab.
Other parameters retain default values in the screen below. Then click OK.

IP Offices E SIP Line - Line 19~ k- | X | v <>

+- & BOOTP (9)
+ {7 Operator (3)
=29 DevCon IPO 2

&=

=) System (1
o 1
w2
o, 17
e, 18
e, 20
e, 21
e, 22
e, 23
#-<=» Control Unit {4)
# 4 Extension (42)
E>] ﬁ User {44)
- ip@ Group (7)

~

SIP Line |SIP URI|WoIP | T35 Fax |SIP Credentials

I ITSP Proxy Address |192.168.64.220 I

MNetwork Configuration

Layer 4 Protocol UDP ] = Send Port  |S060 =]
Use Metwork Topology Info  [LAN 2 R |

Explicit DNS Server(s) | 0 0 i} o || o 0 0

Calls Route via Reqistrar

Separate Reqgistrar |

|l gK ]l[ Cancel ] [ Help ]

A SIP Credentials entry must be created for IPO to register to Windstream SIP trunk. To create a SIP
Credentials entry, first select the SIP Credentials tab. Click the Add button and the New Channel
area will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the
top, and click the Edit... button. In the bottom of the screen, the Edit Channel area will be opened.
In the example screen below, a previously configured entry is edited. The entry was created with the
parameters shown below:

e Set User name to the value provided by the service provider.
e No Password is required by service provider in this testing.
e Expiry (mins) is set to 60.
e Check the Registration required option.
e Click OK.
IP Offices =] SIP Line - Line 19 k- X vl<]|>
@ R BOOTP (9) || |SIP Line| Transport |SIP URI| voIP | T38 Fax
[ g7 O k 3 [ 2 :
&%= Dz:(r:z: r1|:(>0)2 Index  UserName Authentication Name  Contact  Expiry (mins)  Register [ Add... &
G-=29 System (1) 1 6785931640 2 True
Remove
:: ; Edit...
., 17 Edit SIP Credentials = -
| user name 6785931640 |
"y, 20 Authentication Name ‘
: ;; Contact
g 23 . Password
#-<=» Control Unit (4)
+ -4 Extension (42} Expiry {mins) |60
+-@ User(44)
&% Group (7) Registration required 3
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A SIP URI entry must be created to match each incoming number that Avaya IP Office will accept
on this line. Select the SIP URI tab, click the Add button and then New Channel area will appear at
the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the

Edit.

.. button. In the example screen below, a previously configured entry is edited. For the

compliance test, a single SIP URI entry was created that matched any DID number assigned to an
Avaya IP Office user. The entry was created with the parameters shown below:

Set Local URI, Contact and Display Name to Internal Data. This setting allows calls on
this line which SIP URI matches the number set in the SIP tab of any User as shown in
Section 5.6.

Set PAI to Internal Data. With this setting IP Office will populate the SIP P-Asserted-
Identity header on outgoing calls with the data set in the SIP tab of the call initiating User as
shown in Section 5.6.

For Registration, select the account credentials previously configured on the line's SIP
Credentials tab.

Associate this line with an incoming line group in the Incoming Group field. This line
group number will be used in defining incoming call routes for this line. Similarly, associate
the line to an outgoing line group using the Outgoing Group field. For the compliance test, a
new incoming and outgoing group 19 was defined that only contains this line (line 19).

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

Click OK.

SIP URI entry for Channel 1

IP Offices 8 SIP Line - Line 19 ek-M X vl<]|>
#- & BOOTP (9) A | |sIP Line | Transport| SIP URI lvoIP | T35 Fax |SIP Credentials
[#-¢# Operator (3) : = - - " ~ . = =
=37 DevCon IPO 2 Channel = Groups Via = Local URI Contact Display Mame Py add...
[+ %% System (1) 1 19 19 1555
2 19 19 1... 6785931643 6785931643 M. Remove
o 1 :
o2 Edit...
., 17
. 18
‘ ‘
" 20 Edit Channel
2
w, 22 Via 10,10.98.113
: Cancel
2 3 . Local URI Use Internal Data v
[# <= Control Unit {4}
#- & Extension (42) Contact Use Internal Data v
#-@  User(44) —
-4 Group (7) Display Name Use Internal Data v
L o Shor_t Code (67 PAL Use Internal Data v
B service (0) L
oz RAS (1) Registration 1: 6785931640 v
= Q Incoming Call Rout — E
£8 wanPort (0) Incoming Group 19
@u Directory (0) ) T
£ Time Profile (0) Outgoing Group
& @ Firewall Profile (1) Max Calls per Channel 10 o
# IP Route (2) | v
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SIP URI entry Channel 2 was similarly created for incoming calls appropriately to pre-define DID
numbers 6785931643 to access to Feature Name Extension 00 (FNEQO). The Short Codes for
FNEOO was defined in Section 5.5 to provide Dial Tone and Mobile Callback for mobility extension.

Channel 2 as shown in the screenshot below was configured with following parameters.

e Setthe Local URI and Contact fields to pre-define DID number 6785931643 appropriately
for Channel 2.

e Associate Incoming Group and Outgoing Group to SIP Line 19.

e Set the Max Calls per Channel field to 10.

e Other parameters retain default values.

Click OK to commit.

SIP URI entry for Channel 2

IP Offices B SIP Line - Line 19 - X v <>
@ R BOOTP (9) # | |s1P Line | Transport| SIP URI lolp | 738 Fax|SIP Credentials
[#4# Operator (3) = - -
= %% DevCon IPO 2 Channel = Groups  Via = Local URI Contact Display Mame = Py Add,.. 4
[#-%3 System (1) 1 19 19 1. \ -
2 19 19 1... 6785931643 6785931643 Remove
o 1 ¢
w2 Edit...
w, 17
", 18
‘
" 20 Edit Channel
~a :
~, 22 via 10.10.98.113
T Cancel
[ W Local URI 6785931643 v
[#-“=» Control Unit (4) —
4§ Extension (42) Contact 6785931643 v
[+ i User (44)  E—— ==
# Q Group (7) Display Mame lUse Internal Data v
[+ -8 ShorF Code (67) PaI iﬁone \;
B service (0) L : £
sl RAS (1) Registration [D: <Mone> v
@ @ Incoming Call Rout A
2 wanPort (0) Incoming Group [19 |
om Directory {(0) . T 1
£ Time Profile (0) RUkgoiNg Grotp |12 |
- @ Firewal Profile (1) Max Calls per Channel 1o & ‘
& [l 1P Route (2) Mil|
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified. Select G.729(a) 8K CS-ACELP as
first choice and G.711 ULAW 64K as second choice of codecs, cause Avaya IP Office to
include these codes, supported by the Windstream SIP Trunking service, in the Session
Description Protocol (SDP) offer, in that order.

e Set Fax Transport Support to G711 from the pull-down menu (T.38 faxing is not currently
supported by Windstream).

e Setthe DTMF Support field to RFC2833 from the pull-down menu. This directs Avaya IP
Office to send DTMF tones using RTP events messages as defined in RFC2833.

e Uncheck the VoIP Silence Suppression box. By unchecking the VolP Silence Suppression
box, calls can be established with the G.729 codec but without silence suppression.

e Check the Re-invite Supported box.

e Default values may be used for all other parameters.

Click OK to commit.

IP Offices B SIP Line - Line 19 ek M X v<]>

@R BOOTP (9) A | |SIP Line | Transport | SIP URIfT38 Fax| SIP Credentials
+ 1‘;' Operator(3) i o . o )
=%y DevCon IPO 2 [[] voIP Silence Suppression

* tem (1
=7 Line (9)

2 Unused Selected
17 G.711 ALAW 64K 1 ss || [e729(a) ek cs-acELP [ Codec Lockdown
__‘i 12 g;gg?":m MP-MLQ ‘G.711 ULAW 64K : [[] PrACK{100rel Supported
", 20 Force direct media with phones
" 21 <<
. 52 X%
g, 23
{#-<= Control Unit (4)
-4 Extension (42)
&g User (44)
i+ @ Group {7)
(- @% Short Code (67) | Fax Transport Support | G.711 | v |
@ Service (0) -
o, RAS (1) Location | Cloud |
i+ Q Incoming Call Route {11) = i
£2 wanPort (0)
= Directory (0) I DTMF Support RFC2833 J v
£ Time Profile {0)
# @ Firewall Profile (1)

& Account Code (D)

[] allow Direct Media Path

Codec Selection Custom ] v

Re-invite Supported

[[] G.711 Fax ECAN

=

Call Initiation Timeout (s) (4 =l
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5.5. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, select Short
Code in the left Navigation Pane, then right-click in the Group Pane and select New. On the Short
Code tab in the Details Pane, configure the parameters for the new short code to be created. The
screen below shows the details of the previously administered “9ON;” short code used in the test

configuration.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N;, this short code will be invoked when the user dials 9 followed by

any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@192.168.64.220”. This field is used to construct the Request
URI and To headers in the outgoing SIP INVITE message. The value N represents the
number dialed by the user. The host part following the “@” is the domain of the service
provider network.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on the
SIP Line in Section 5.4 This short code will use this line group when placing the outbound

call.

e Set Locale to United States (US English).

Click OK to commit.

IP Offices Short Code =] 9N;: Dial ek-8 X[ vl<]>
& BOOTP (9) Code Telephone Number »
17 Operator (3) PeSIE N :
=%z DevCon IPO 2 s ‘ Code |9M;

= System (1) PRASTHE N Fait (ol 7|

% Line (9) BXHT0NE N eature Dia |

é (E-O:tm! U“E';(Z‘;) BXHT IR N Telephone Number N'@192.168.64.220" ‘

o sension §2+9000* _ "MAINTENANCE" [

§ User(44) oxXon; N'@192,168.64.220" | Line Group ID 19 v

2% Group (7) 900N o [ -
i 92n; N2 Locale United States (US Englic v |

B = *DSSN - ";[0)151/ERR - "N —

Ez:sw(cf) (o BXHSDN [0)IS1/ERR - "N Force Account Code O

@ Incoming Call Route (11) ::‘::g: ":[0)151/ERR - "N Force Authorization Code [

2 WanPort (0) T

?&! Directory (0) X3Sk 3SN'@1 .10.97.236" |—|

£ Time Profils (0} OX52xxx _ S2N'@1  .10.97.198" Help
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For incoming calls from mobility extension to FNE features hosted by IP Office to provide Dial
Tone functionality, Short Code FNEOO was created. The FNEOO was configured with the following
parameters.

e Inthe Code field, enter the FNE feature code as FNEOQO for Dial Tone.
e Set the Feature field to FNE Service.
e Set the Telephone Number field to 00 for FNEOQO.
e Setthe Line Group ID field to 0.
e Retain default values for other fields.
IP Offices Short Code @ FNEOO: FNE Service ek -8 [ X | vl<|>
& BOOTP (9) Code Telephone Mumber ~
¢~ Operator (3) PHSIHNE N
=)-%% DevCon IPO 2 9x+s5 Code |FNECO
. 5ystem(l) WIESTENEN Feature FNE Service v
4 Line (9) |70
- Contro! Unit {4) “*;T*E: : Telephone Number 00
f S‘ter:':‘)‘ (42) 9X9000%  "MAINTENANCE" G s = 2
' User ool N ine Group
::zg::] ?;0[0)151;’ERR-"N Locale United States (US Englis ¥
R:r;fl(cf) BR*SDN "[0)151/ERR - "N Force Account Code |:|
@ Incoming Call Route {11) sk " [0)151/ERR - "N Force Authorization Code |:|
ex163N; . 7 = = <
im i Prosccc wer 10572 S | ]
5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4 To configure these settings, first select User in the left Navigation Pane, then
select the name of the user to be modified in the center Group Pane. In the example below, the name
of the user is “H323-29225”. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI in
the From header for outgoing SIP trunk calls. They also allow matching of the SIP URI for incoming
calls without having to enter this number as an explicit SIP URI for the SIP line (Section 5.4). The
example below shows the settings for user H323-29225. The SIP Name and Contact are set to one
of the DID numbers assigned to the enterprise from Windstream. The SIP Display Name (Alias)
parameter can optionally be configured with a descriptive name. If all calls involving this user and a
SIP Line should be considered private, then the Anonymous box may be checked to withhold the
user’s information from the network. Click OK to commit.

IP Offices E Extn29225: 29225* - X|v|<]|>

E AU | User | Woicemail | DND | Short Codes | Source Numbers | Telephony | Forwarding || Dial In | Yoice Recording
oUser

; i il i SIP i
RemoteManager | Button Programming | Menu Programming || Mobll[(y | Group Membersh{g | Announcements VPersonal Directory 0
I__h—|. = ~
e 29225 Extn29225 SIP Name 6785931641 all

& 29226 Extn29226
& 29227 Extn29227 SIP Display Mame {Alias) |H323-29225
29204 Extn29204 ;
29205 Extn29205 Contact
29206 Extn29206
29207 Extn29207
29208 Extn29208

29209 Extn29209 I I
29210 Extn29210 [ oK H Cancel H Help

6785931641
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One of the H.323 IP Phones at the enterprise site uses the Mobile Twinning feature. The following
screen shows the Mobility tab for User H323-29225. The Mobility Features and Mobile Twinning
boxes are checked. The Twinned Mobile Number field is configured with the number to dial to
reach the twinned mobile telephone, in this case 96139675279. Other options can be set according to

customer requirements.

IP Offices

g MoUser

| e 29225 Extn29225 |

29202 Extn29202
29203 Extn29203
29204 Extn29204
29205 Extn29205
29206 Extn29206
29207 Extn29207
29208 Extn29208
29209 Extn29209
29210 Extn29210
29211 Extn29211
29212 Extn29212
§ 29213 Extn29213

~

B swowsoos  CREIRIMIEIR

User | Voicemail | DND

Short Codes || Source Mumbers | Telephony | Forwarding | Dial In | Voice Recording

Button Programming | Menu Programming Mobility Group Membership | Announcements || SIP Personal Directory

Mobility Features Al
Mobile Twinning

'{winngd quile MNumber 96139675279 | "

including dial access code L 8 1

Twinning Time Profile <None> v

Mobile Dial Delay {secs) 2 i

Mobile Answer Guard {secs) |0 S

v
3 |

l[ oK ]I[ concel || hep |

5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, select Incoming Call Route in the left Navigation Pane, then right-click in
the center Group Pane and select New. On the Standard tab of the Details Pane, enter the
parameters as shown below:

IP Offices

- & BOOTP (9)

A

Set the Bearer Capacity to Any Voice.
Set the Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
Set the Incoming Number to the incoming number on which this route should match.
Set Locale to United States (US English)
Default values can be used for all other fields.

B 19 6785931641 ek-BIX|vi<|>

| Standard | vaice Recording | Destinations

(-~ Operator (3) - — =
= DevCon IPO 2 Bearer Capability |Any Voice v/
w3y System (1) % = =1
&7 Line (9) Line Group ID :19 ¥
&< Control Unit (4) Incoming Number 6785931641
(-4 Extension (42) EeeSeas
H§  Userid44) Incoming Sub Address ‘
45§ Group (7) ) .
[+ 8% Short Code (67) Incoming;GLT ]
@B service (0) | Locale |United States (LIS English) v|
o RAS (1) | ‘ ;
Incoming Call Route {11}, Priority ‘71 - Low o
21 .‘
[ 156785031641 | it : |
p) 19 6785931642 Hold Music Source | System Source v
@ 196785931643 = !
@ 20 Ring Tone Override |Mone v |
@0 :
g [ 1 rep
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On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. In this example, incoming calls to 678-593-1641 on line 19 are routed to
extension 29225. Click OK to commit.

IP Offices B 19 6785931641 ek -8 [ X[ vl<]>

- & BOOTP (9) A | | standard | Yoice Recording
#-¢# Operator (3) — =
(=% DevCon IPO 2
w2y System (1) 4 Default Value 29225 Extn29225 v v
17 Line (3)
= Control Unit {4)
4 Extension (42)
§ User(a4)
e @ Group (7)
#-@% Short Code (67)
@ Service (0)
3 RAS (1)

TimeProfile Destination Fallback Extension

LA I S A

(+

Incoming Call Route {11)
€D 196785931641

€D 19 6755931642 ; | | Help |

5.8. Privacy/Anonymous Calls

For outbound calls with privacy (anonymous) enabled, Avaya IP Office will replace the calling party
number in the From and Contact headers of the SIP INVITE message with “restricted” and
“anonymous” respectively. Avaya IP Office can be configured to use the P-Preferred-ldentity (PPI)
or P-Asserted-Identity (PAI) header to pass the actual calling party information for authentication
and billing. For the compliance test, PAI was used for the purposes of privacy.

To configure Avaya IP Office to use PAI for privacy calls, navigate to User = noUser in the
Navigation / Group Panes. Select the Source Numbers tab in the Details Pane. Click the Add
button (not shown).

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_USE_DOMAIN_FOR_PAI. Click OK.

IP Offices NoUser: e~ X|v|<] >]|

User | Voicemail | DND ShortCodesTelephony Forwarding || Dial In | Voice Recording | Button Programming | Menu Prograr ¢ ¥

‘ "

®- & BOOTP(7)
¢ Operator (3)

[

=539 DevCon IPO 2
+ 5w System (1) ‘

#- 4 Line (9)

- Control Unit (4) Edit Source Number

5 B e [ e ]

’f Extension (32) Source Number |SIP_USE_DOMAIN_FOR_PAL I

e | '
rq MNoUser v

The SIP_USE_DOMAIN_FOR_PAI parameter will appear in the list of Source Numbers as shown
below.

ek -@ | X | v <>
| User | ¥oicemail | DND | Short Codesi: Telephony | Forwarding | Dial In | Yoice Recording | Button Programming | Menu Prograr € *
| _Source Number i A
ISIP_USE_DOMAIN_FOR_PAI |
|
|
‘ =
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5.9. SIP Options

Avaya IP Office sends SIP OPTIONS messages periodically to determine if the SIP connection is
active. The rate at which the messages are sent is determined by the combination of the Binding
Refresh Time (in seconds) set on the Network Topology tab in Section 5.1 and the
SIP_OPTIONS_PERIOD parameter (in minutes) that can be set on the Source Number tab of the
noUser user. The OPTIONS period is determined in the following manner:

e Ifno SIP_OPTIONS_PERIOD parameter is defined and the Binding Refresh Time is 0,
then the default value of 300 seconds is used.

e To establish a period less than 300 seconds, do not define a SIP_OPTIONS_PERIOD
parameter and set the Binding Refresh Time to a value less than 300 seconds. The
OPTIONS message period will be equal to the Binding Refresh Time.

e To establish a period greater than 300 seconds, a SIP_OPTIONS_PERIOD parameter
must be defined. The Binding Refresh Time must be set to a value greater than 300
seconds. The OPTIONS message period will be the smaller of the Binding Refresh Time
and the SIP_OPTIONS_PERIOD.

To configure the SIP_OPTIONS_PERIOD parameter, navigate to User = noUser in the
Navigation / Group Panes. Select the Source Numbers tab in the Details Pane. Click the Add button
(not shown). At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_OPTIONS_PERIOD=X, where X is the desired value in minutes. Click the OK button (not
shown).

In this testing, SIP_OPTIONS_PERIOD parameter was not defined in order for IPO to send SIP
options messages periodically every 60 seconds, which is the Binding Refresh Time value set in
Section 5.1.

5.10. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

6. Windstream SIP Trunking Configuration

Windstream is responsible for the configuration of Windstream SIP Trunking service. The customer
will need to provide the IP address used to reach the Avaya IP Office at the enterprise. Windstream
will provide the customer the necessary information to configure the Avaya IP Office SIP
connection to Windstream. The provided information from Windstream includes:

e |P address of the Windstream SIP proxy.

e Supported codecs

e DID numbers

e |P addresses and port numbers used for signaling or media through any security devices.
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7. Verification Steps
The following steps may be used to verify the configuration:

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs = IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Select the SIP line of interest from the left
pane. On the Status tab in the right pane, verify that the Current State is Idle for each
channel (assuming no active calls at present time).

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

Kl System

B & Alarms (8) Status  Utilization Summary Alarms

Kl Extensions (27)
B Trunks (9)

SIP Trunk Summary

Line: 1 Peer Domain Mame: 192.168.64.220
Line:2 Resolved Address: 192.168.64.220
Line: 17 .
Line:18 Line Number: 3 19
» m Number of Administered Channels: 20
Line: 20 Number of Channels in Use: 1]
Line: 21 Administered Compression: G729 A, G711 Mu
Line: 22 Silence Suppression: Off
,Lme' =) Layer 4 Protocol: upp
Active Calls . -
e SIP Trunk Channel Licenses: Unlimited . .
E Voicemail SIP Trunk Channel Licenses in Use: 1}
KX IP Networking SIP Device Features:
Locations
Call  Current Timein Remote  Co... Conne... Caller ID Other Party on Direction Round Receive R > Transmit Transmit
. Ref  State  State Media A... or Dial... Call of Call  TripD... Jitter Packe... Jitter Packe...
1 Ide |18:07:41 »~
2 Idle  [18:39:54 |3
3 Ide |18:39:54 =
4 Ide [18:39:54
5 Idle |18:39:54
] Idle |18:39:54
7 Ide |18:39:54 v

[ Trace All ][ Pause ][ Ping ] Call Details [ Print... ][ Save As... ]

9:47:47 AM Online
e Select the Alarms tab and verify that no alarms are active on the SIP line.

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

K System
B & Alarms (8) Status  Utilization Summary. Alarms
K Extensions (27)
B Trunks (9)
Line: 1
Line: 2 Last Date Of Error Occurrences Error Description
Line: 17
Line: 18
g inc: 19
Line: 20
Line: 21
Line: 22

Alarms for Line: 19 SIP 192.168.64.220

9:54:40 AM Online
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e Verify that a phone connected to PSTN can successfully place a call to the Avaya IP Office
with two-way audio.

e Verify that a phone connected to Avaya IP Office can successfully place a call to the PSTN
with two-way audio.

e Using a network sniffing tool e.g. Wireshark to monitor the SIP signalling between the
enterprise and Windstream. The sniffer traces are captured at the public interface of the
Avaya IPO.

Following screenshots show an example incoming call from Windstream to the enterprise.
e Incoming INVITE request from Windstream.

INVITE sip:6785931641@10.10.98.113:5060; transport=udp SIP/2.0

Via: SIP/2.0/UDP 192.168.64.220:5060;branch=29hG4bKn7ieff30a8alpkckl1681.1
From: <sip:16139675280@192.168.64.220;user=phone;broadworks=BWWESTSIGIS-
lecpggcalh9ba>; tag=593289969-1397505907771-

To: "AvayalO-CS1K7.6-Acmeb6.3 1"<sip:6785931641@192.168.64.220;interopis=interopis-
Jibrp4lpg3jd8>

Call-ID: BW200507771140414-1402095001@192.168.51.199

CSeqg: 820768286 INVITE

Contact: <sip:16139675280@192.168.64.220:5060;broadworks=BWWESTSIGIS-
0617c69dv2579; transport=udp>

Allow: ACK,BYE,CANCEL, INFO, INVITE,OPTIONS, PRACK, REFER, NOTIFY, UPDATE
Accept: application/media control+xml,application/sdp,multipart/mixed
Supported: timer

Min-SE: 60

Max-Forwards: 47

Content-Type: application/sdp

Content-Length: 301

v=0

o=BroadWorks 560577 1 IN IP4 192.168.64.220
g=—

c=IN IP4 192.168.64.220

t=0 0

a=sendrecv

m=audio 39004 RTP/AVP 18 0 101
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=silenceSupp:off - - - -
a=ptime:20

a=maxptime:40
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e Outgoing 2000K response from the enterprise.

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.64.220:5060;branch=z9hG4bKn7ieff30a8a0pkckl681.1
From: <sip:16139675280@192.168.64.220;user=phone;broadworks=BWWESTSIGIS-
lecpggcalh9ba>; tag=593289969-1397505907771~-

Call-ID: BW200507771140414-1402095001@192.168.51.199

CSeqg: 820768286 INVITE

Contact: "H323-29225" <sip:6785931641@10.10.98.113:5060; transport=udp>
Allow: INVITE,ACK,CANCEL,OPTIONS,BYE, INFO,REFER,NOTIFY, UPDATE

Supported: timer

Server: IP Office 9.0.0.0 build 829

Min-SE: 1200

Require: timer

Session-Expires: 1200;refresher=uas

To: "AvayalO-CS1K7.6-Acmeb6.3 1" <sip:6785931641@192.168.64.220;interopis=interopis-
Jibrp4lpg3jd8>; tag=adf2548119163e79

Content-Type: application/sdp

Content-Length: 206

v=0

o=UserA 3947946367 2789278517 IN IP4 10.10.98.113
s=Session SDP

c=IN IP4 10.10.98.113

t=0 0

m=audio 49154 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

Following screenshots show an example outgoing call from the enterprise to Windstream.
e Outgoing INVITE request from the enterprise.

INVITE sip:6139675281@192.168.64.220 SIP/2.0

Via: SIP/2.0/UDP

10.10.98.113:5060; rport;branch=z9hG4bKea3e420b747d3balob9363clet4e97be
From: "H323-29225" <sip:6785931641@192.168.64.220>;tag=5bb084a743b35155
To: <sip:6139675281@192.168.64.220>

Call-ID: e9355edf4d02b598987ca2edab2d4cd0

CSeqg: 775071880 INVITE

Contact: "H323-29225" <sip:6785931641@10.10.98.113:5060; transport=udp>
Max-Forwards: 70

Allow: INVITE,ACK,CANCEL,OPTIONS,BYE, INFO,REFER,NOTIFY, UPDATE
Content-Type: application/sdp

Supported: timer

User-Agent: IP Office 9.0.0.0 build 829

P-Asserted-Identity: "H323-29225" <sip:6785931641@192.168.64.220:5060>
Content-Length: 253

v=0

o=UserA 1272605669 3179921659 IN IP4 10.10.98.113
s=Session SDP

c=IN IP4 10.10.98.113

t=0 0

m=audio 49154 RTP/AVP 18 0 101

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15
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e Incoming 2000K response from Windstream.

SIP/2.0 200 OK

Via: SIP/2.0/UDP
10.10.98.113:5060;branch=z9hG4bKea3e420b747d3bal6b9363cle64e97be; rport=5060
From: "H323-29225" <sip:67859316410@192.168.64.220>;tag=5bb084a743b35155
To: <sip:61396752810@192.168.64.220>;tag=2036693454-1397508463317
Call-ID: e9355edf4d02b598987ca2edab2d4cd0

CSeqg: 775071880 INVITE

Supported: timer

Contact: <sip:6139675281@192.168.64.220:5060;broadworks=BWWESTSIGIS—
0617c69dv2579; transport=udp>

Allow: ACK,BYE,CANCEL, INFO, INVITE,OPTIONS, PRACK, REFER,NOTIFY, UPDATE
Accept: application/media control+xml,application/sdp

Content-Type: application/sdp

Content-Length: 301

v=0

o=BroadWorks 560613 1 IN IP4 192.168.64.220
g=—

c=IN IP4 192.168.64.220

t=0 0

a=sendrecv

m=audio 39036 RTP/AVP 18 0 101
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=silenceSupp:off - - - -
a=ptime:20

a=maxptime:40

8. Conclusion

The Windstream SIP Trunking passed compliance testing. These Application Notes describe the
procedures required to configure the SIP connection between Avaya IP Office and the Windstream
SIP Trunking service as shown in Figure 1.

9. Additional References

[1] IP Office 9.0 Installation, Document number 15-601042 Issue 28, 11 October 2013

[2] IP Office 9.0 Manager 9.0, Document number 15-601011 Issue 9.01, 09 September 2013

[3] IP Office 9.0 Administering Voicemail Pro, Document number 15-601063 Issue 9.0 Release 1.0,
September 2013

[4] IP Office Embedded Voicemail User Guide (IP Office Mode), Document number 15-604067 Issue
9.0, 10 September 2013

Product documentation for Avaya products may be found at http://support.avaya.com. Additional IP

Office documentation can be found at:

http://marketingtools.avaya.com/knowledgebase/

Product documentation for Windstream SIP Trunking is available from Windstream.
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10. Change History

Issue Date Reason

0.1 04/25/2014 | Initial issue
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are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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