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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1, to interoperate
with Charter Business SIP Trunking Service.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Charter Business SIP Trunking Service provides PSTN access via a SIP Trunk between the
enterprise and Charter’s network as an alternative to legacy analog or ISDN-PRI trunks. This
approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Charter is a member of the Avaya DevConnect Service Provider Program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Charter and an Avaya SIP-enabled enterprise solution.

In the configuration used during the testing, the Avaya SIP-enabled enterprise solution consisted of
Avaya IP Office 500v2 Release 9.1 (hereafter referred to as IP Office), Avaya Communicator for
Windows and Avaya Deskphones, including SIP, H.323, digital, and analog.

As a required component of the Charter Business SIP Trunking service offering, Charter will install
a Modular Access Router at the customer premises (enterprise site). Charter will perform the initial
configuration and maintenance as required. The Modular Access Router will be considered
Customer Premises Equipment (CPE).

The Charter Business SIP Trunking Service referenced within these Application Notes is designed
for business customers. Customers using this service with the Avaya IP Office solution are able to
place and receive PSTN calls via a broadband WAN connection using the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

The terms “service provider” or “Charter” will be used interchangeably throughout these Application
Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability Test
Lab by connecting IP Office to the Charter Business SIP Trunking service via the public Internet, as
depicted in Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

To verify the Charter Business SIP Trunking service offering with Avaya IP Office, the following
features and functionalities were exercised during the compliance testing:

Response to SIP OPTIONS queries.

Incoming PSTN calls to various Avaya endpoints, including SIP, H.323, digital and analog at
the enterprise. All incoming calls from the PSTN were routed to the enterprise across the SIP
Trunk from the service provider networks.

Outgoing PSTN calls from Avaya endpoints including SIP, H.323, digital and analog
telephone at the enterprise. All outgoing calls to the PSTN were routed from the enterprise
across the SIP trunk to the service provider networks.

Incoming and outgoing PSTN calls to/from Avaya Communicator for Windows.

Dialing plans including local, long distance, outbound toll-free and international.

Caller ID presentation and Caller ID restriction.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect via normal call termination by the caller or the called parties.

Proper disconnect by the network for calls that are not answered (with coverage to voicemail
off).

Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Codec G.711MU (Charter supported audio codec).

Proper response to no matching codecs.

G.711 Fax Pass-through.

Proper early media transmissions.

Voicemail and DTMF tone support using RFC 2833 (leaving and retrieving voice mail
messages, etc.).

Outbound Toll-Free calls, interacting with IVVR (Interactive VVoice Response systems).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Items not supported or not tested included the following:

The use of the SIP REFER method for network call redirection is not currently supported by
Charter.

Inbound toll-free calls and 911 emergency calls are supported but were not tested as part of
the compliance test.

T.38 fax is not supported by Charter; therefore, T.38 fax was not tested. G.711 Fax Pass-
through was tested successfully and it’s recommended instead.
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2.2 Test Results

Interoperability testing with Charter Business SIP Trunking service was successfully completed with
the exception of observations/limitations described below:

e No matching codec on outbound calls: If an unsupported audio codec is received by
Charter on the SIP Trunk (e.g., 722), Charter will respond with “480 Temporarily
Unavailable” instead of “488 Not Acceptable Here”, the user will hear re-order tone. This
issue does not have any user impact, and should not be seen since the codecs will be matched
during the installation, it is listed here simply as an observation.

e Inbound calls to an unassigned enterprise extension: IP Office sends a “404 Not Found”
message to Charter when it receives calls to an unassigned extension, the user hears re-order
tone instead of the common announcement informing the user that he/she has reached a non-
working number, to please check the number and to try again. This issue is considered non-
service affecting and it’s being investigated by Charter, in order to apply the correct
announcement to the user.

2.3 Support

For support on Charter Business SIP Trunking service visit the corporate Web page at:
https://www.charterbusiness.com/ or call 800-314-7195

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration
Figure 1 illustrates the test configuration used. The test configuration simulates an enterprise site

with an Avaya SIP-enabled enterprise solution connected to the Charter Business SIP Trunking
service through the public Internet.

The Avaya components used to create the simulated enterprise customer site includes:
Avaya IP Office 500v2.

Avaya IP Office Voicemail Pro.

Avaya 96x0 Series H.323 IP Deskphones.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 1100 Series SIP IP Deskphones.

Avaya Communicator for Windows.

Avaya 1408 Digital Telephones.

Avaya 9508 Digital Telephones.

In the reference configuration, a Modular Access Router was required at the simulated enterprise
site, acting as a SIP interface between the Avaya enterprise (IP Office) and Charter’s network.
Charter will install the Modular Access Router at the customer premises (enterprise site). Charter
will perform the initial configuration and maintenance as required. The Modular Access Router will
be considered Customer Premises Equipment (CPE).
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Also located at the simulated enterprise site is Avaya IP Office 500v2 with analog and digital
extension expansion modules, as well as a VCM64 (Voice Compression Module) for supporting
VoIP codecs. The IP Office LAN1 port connects to the inside interface (or private side) of Charter’s
Modular Access Router.

The transport protocol between IP Office and Charter’s Modular Access Router, across the
enterprise private IP network, is SIP over UDP.

For inbound calls, the calls flowed from Charter’s network, across the public Internet, to Charter’s
Modular Access Router, then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to Charter’s Modular Access Router, across the public Internet, then to
Charter’s network.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Charter (refer to Section 5.8). The short code 9 was stripped off by Avaya IP Office
but the remaining N digits were sent unaltered to the network. Since Charter is a U.S. based
company, a country member of the North American Numbering Plan (NANP), the users dialed 7 or
10 digits for local calls, and 11 (1 + 10) digits for other calls between the NANP.

In an actual customer configuration, the enterprise site may also include additional network
components between Charter and the enterprise. A complete discussion of the configuration of these
devices is beyond the scope of these Application Notes. However, it should be noted that SIP and
RTP traffic between the service provider and the enterprise must be allowed to pass through these
devices.

For confidentiality and privacy purposes, actual public IP addresses and DID numbers used during
the compliance test have been replaced with fictitious IP addresses and DID numbers throughout the
Application Notes.
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Figure 1: Avaya Interoperability Test Lab Configuration.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the compliance testing.

Equipment/Software

| Release/Version

Avaya

Avaya IP Office 500v2

9.1.4.0 Build 137

Avaya IP Office DIG DCPx16 V2

9.1.4.0 Build 137

Avaya IP Office Manager

9.1.4.0 Build 137

Avaya Voicemail Pro Client 9.1.4.0 Build 7
Avaya 96x0 IP Deskphones (H.323) Avaya one-X® Deskphone Edition
S3.230A

Avaya 96x1 Series IP Deskphones (H.323)

Avaya one-X® Deskphone H.323
Version 6.6029

Avaya 1120E IP Deskphones (SIP)

SIP1120e Ver. 04.04.18.00

Avaya Communicator for Windows 2.0.3.33
Avaya Digital Deskphones 1408 40.0
Avaya Digital Deskphones 9508 0.55

Lucent Analog Phone

Charter

Broadworks Broadsoft Application Server

AS_Rel 17.sp4_1.197

ACME Packet 4500 Series SBC

SCX6.2.0 MR-9 GA (Build 1014)

Adtran NetVanta 3430 Modular Access Router

R10.3.0.V

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500v2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with Charter Business SIP
Trunking service. IP Office is configured through Avaya IP Office Manager (IP Office Manager)
which is a PC application. On the PC, select Start = Programs => IP Office = Manager to launch
IP Office Manager. Navigate to File > Open Configuration, select the proper IP Office from the
pop-up window, and log in with the appropriate credentials. A management window will appear as
shown in the next sections. The appearance of IP Office Manager can be customized using the View
menu (not shown). In the screenshots presented in this section, the View menu was configured to
show the Navigation Pane on the left side and the Details Pane on the right side. These panes will
be referenced throughout these Application Notes.

These Application Notes assume the basic installation and configuration of IP Office have already
been completed and are not discussed here. For further information on IP Office, please consult
References in Section 9.

5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in the
Navigation pane and SIP Trunk Channels in the Group pane. Confirm that there is a valid license
with sufficient “Instances” (trunk channels) in the Details pane. Note that the full License Keys in
the screen below is not shown for security purposes.

IP Offices !
-8 BOOTP (5) License | Remote Server
+-i# Operator (3)
=% 00E00706530F License Mode  License Mormal
-39 System (1)
1 Line @) PLDS HostID 111309813681
+ = Control Unit (4) R R
+¢ Extension (38) Feature License Key Instances Status Expiry Date Source
+§ User (32) Report Viewer Tvet73mdgdG., 255 Valid Mever ADI Modal
+’a Group (1) Mobility Features OICIuRgHvKOx... 255 Obsolete Mever ADI Modal
#-8% Short Code (65) Advanced Small Community Netw... DaQJI7VeSvUU... 255 Obsolete Never ADI Nodal
+E ;;’;"(‘1&] @ IP500 Voice Networking Channels  T39BkqBXvd6... 255 Vlid Never ADI Nodal
+® Incoming Call Route (2) IP500 Upgrade Standard to Profess... QaHgn76v8j6... 255 Obsolete Mever ADI Modal
| IP500 Voice Metworking Channels JaHLHAVFXD... 4 Valid Mever ADI Nodal
WAN Port (0) 9 J
-2 Directory (0) | SIP Trunk Channels 13CQzGBYDUs... 255 Valid Mever ADI Nodal
Time Profile (0] VPN IP Extensions @qm3fOoR5S... 255 Obsolete Never ADI Nodal
% fp”;"“a't' p(:f)“"e @) IP500 Universal PRI (Additional cha... 2TXC@00NQ... 255 Valid Never ADI Nodal
] oute . .
: Account Code (0) RAS LRQ Support (Rapid Response)  hXIRxBVCEKN.., 255 Valid Mever ADI Modal
ELicense a4 IP Office Dealer Support - Standar... 4AOQGBV5D39D.. 255 Valid Mever ADI Modal
il Tunnel (0} 1P Office Dealer Support - Professi...  dlyY_Dba5SUq7.. 255 Valid Mever ADI Modal
: § User Rights (8) IP Office Distributor Support - Stan... dv956BiXS_M... 255 Valid Mever ADI Modal
+£ :22 Lm R . IP Office Distributor Support - Prof... LIHFZqB6XIeQ... 255 Valid Never ADI Nodal
= Locat&;az]”)” equest (0) UMS Web Services pPGeSUPdLAS)., 255 Valid Never ADINodal
Customer Service Agent j0xhEcAADHO... 255 Valid Mever ADI Modal
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5.2 System

Configure the necessary system settings. In an Avaya IP Office, the LAN2 tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LANL1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
Avaya IP Office to the enterprise private network (LAN), LANZ2 was not used.

5.2.1 System - LAN1 Tab
In the sample configuration, the MAC address 00E00706530F was used as the system name. The
LAN port connects to Charter’s Modular Access Router, across the enterprise LAN (private)
network. The LANL1 settings correspond to the LAN port in IP Office. To access the LANL1 settings,
navigate to System (1) = 00E00706530F in the Navigation Pane then in the Details Pane navigate
to the LAN1-> LAN Settings tab. The LAN1 settings for the compliance testing were configured
with following parameters:

e Setthe IP Address field to the LAN IP address, e.g. 172.16.5.60.

e Setthe IP Mask field to the subnet mask of the public network, e.g. 255.255.255.0.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices |Ei

=R BOOTP (3)

il | Systeml LANL |LAN2 | DNS | Voicemail | Telephony | Directory Services | Systern Events
#-4#% Operator (3)

=)+ O0E00706530F LAN Settings |‘u’oIP | Network T0p0|093f|
ZI-5=) Systern (1)
L. 00E0DT06530F IP Address 172 16 5 60
T4 Line (3]
+ =+ Control Unit (4) IP Mask 255 255 255 0
+-4 Extension (37) ]
: 0 0 0 0
+i User 32) Primary Trans. IP Address
+’a Group (1) RIP Mode None -
+-8% Short Code (65)
B Senvice (0) Enable NAT
oy RAS (1)
+@ Incoming Call Route (4) Mumber Of DHCP IP Addresses 200 =
""" & wanPort ) DHCP Mode

----- @5 Directory (0] ————————
£ Tirne Profile (0) Server Client Dialin @ Disabled Advanced
+-@@ Firewall Profile (1)

+- il IP Route (4)

----- #m Account Code (0)

----- = License (75)

----- & Tunnel (0]

+-§4 User Rights (8)

- ARS (1)

----- " RAS Location Request (0]
----- 5 Location (0)

----- 8 Authorization Code (0)
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The VoIP tab as shown in the screenshot below was configured with following settings:

e Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

e Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to
Charter.

e Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

e Enter the Domain Name of the enterprise under Domain Name.

e Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.

e Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

e Inthe Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

~ IPOffices E 00E00706530F
X Ec.;:w ._{.:_' s,mm DNS | Voicerail | Telephory | Diectory Services | System Events | SMTP | SMOR | Twinning | WCM | Codecs
< WES0 LN Settings Network Topetogy

s ’ Auto-creste Ban Auto-Osate U ¥ H321 Remote Extn Enabie
Control Urat (1)
o M Etension (37) Remote Call Signalfing Port 1720
7 SP Trunks Enable
# 8% Short Code 155)
@ Service 10) 7 SP Registrar Enstie
o &, RAS(1) | PR Extn E
P ) SIP Rernote Extr
5 @ Incoming Call Route () Autorcreate Bxtn/User <. 3P Renote Extn Ensbile
WAN Port |
@ wanport 0 Ir\--u‘n”llhl avayslsb.com
" Directory 0)
Inng Profde ) ) 7 upp UDP Port 5060 x femote UDP Pot 5060
@ Fewwall Profite (1)
< [l P Route ¢ Layer 4 Protecol ¥ 1CP TCP Pont 5060 C Remote TCP Pea 5060
& Account Code [0)
& Licerse (75) 7 TS TISPort 3061 = Remote TLS Port 3061
N Tuenel [0)
B Uses Ragivts (8) Challenge Expiry Time (secs) 10
o ¢ ARS ()
" RAS Location Request D)
% Location (0 RTe
8 Authorization Code ) Port Nurnbet Renge
Mimenums 92 : Maormum 53246

¥' H33 Gaeveeper Enable

{ Line 0O}

Port Numbes Range (NAT)

Misvenum 49152 2 Mackmum 53246

¢ Enabie RTCP Momitecing on Port 5005

RTCP collector IP address for phomes

Keepalrves
Scope P w | Penodc timecut 0
Initial keepalives Enabided A
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In the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even though the default STUN settings are populated, they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value, the value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeat to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices

i R BOOTP )
f-{» Operster (3)
W QOECOT0E530F

Extenmon (37)

5 e RAS 1)

. Incoming Call Route (4)
WAN Port )

# Directory (00
1 Time Profile )

D Firewall Prefile (1)
+ [ P Route (4

& Accourt Code (0)

W Licerne (75)

W Tuneel [0)
i User Rughts (8)
ARS {1
# FAS Locstion Request ()
Lo ' (0)
8 Authorization Code (0)

s,-um.uwz ONS | Voiemil | Telepheey | Dieactory Senvices | System Everts | SMTP | SMDR | Twanning | VM | Codecs

—

Network Tepology Discovery

STUN Server Address £9.50.166.13 STUN Port UM%
Firewsll/NAT Type Open Internet h

Binding Refresh Time (seconds) X

Public B Addren 0 e 0 Run STUN

Public Port

uop 5060

P

s 0

Run STUN on startup
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5.2.2 System - Telephony Tab
Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following

parameters:

e Choose the Companding Law typical for the enterprise location, U-Law was used.
e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfers to the PSTN via the SIP trunk to the service provider.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

£y

2

1P Offices
w R BOOTP 3)

i ¢~ Operstor (3)
o (ENOTDESIE
“ QOENOMB530F
kS Line (51
Conttrot Unat (8]
& Estention 37)
0@ VUser32)
48 Group 1)
i 9% Short Code (85)
. Senvwce (0)
U g RAS 1)
@ Inceeng Call Route 4)
&) WAN Port 0]
o Direcrery [0)
i | Tene Profile ()
@ Firewat Profile 1)
i W P Route )
& Account Code )
W License (75)
W Tunnel (1)
i ‘ 4 User Rights (3)
4 ARS 1)
# FAS Lecstion Request I0)
¥ Location @)
R Aghorization Code 0)

Anslogue Exterciom

Defauit Outside Call Sequence
Default Inside Caf Sequence

Default Ring Back Segquence

Restrict Anslogue Brention Ringer Voltege

Dial Delay Time {18cs) 3
Disl Delwy Count 0
Defaukt No Anrwer Time {seca) 0
Hold Timeout (secs) 0
Park Timeout (secs) 300
Ring Delay (secs) 5

Cull Priaraty Prometion Time (1ecs) Disabled
Defaukt Currency Wb

Dedaut Name Priority Favor Trunk

Medka Connection Presenvation

Phone Falback Manual

Logm Code Complexty
Enforcerment

4

System | LaNS | LN [ 005 | Voicermai [ Telephony | owrectory Servces | System Ecents | sMTP | SMBR. | Twinning | vct | Codecs
P.k&PageiTona&Mih»ng;SM [ catitog | Tur

Companding Law
Setch

& U-Law

Line

& U-LawLine

A-Low

055 Status

<

Auto Hold

¥ Show Account Code

O-Lew Line

Innioe Off-Swtch Forward/ Transfer ]

Restrict Network Intetconnect

Inchude loca
Drop Bxternal Ordy Impromptu Conderence
Visually Differentate Extermal Call

Ursuperased Analog Trunk Deconnect Handling

<

<

Directory Overnides Baming

High Quaiy Conferencing

Digital/Analogue Auto Create User
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5.2.3 System - Twinning Tab

Navigate to the Twinning tab on the Details Pane, configure the following parameters:
e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section
5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

IPOffices || 00E00708530F"

j .“ gtfr::o‘v;l.) System | LANI | LAN2 [ ons | voicemail Telephry | Directocy Sevvces | System Events I SMTP i SMDR Y{M | Codecs
w QOFDO706530F

[ Send coiginal calling party indormation for Mobsle T-\lrnn:]]

Calling party information for
Mobile Twinning

© T4 Line(3)
Cortrol Unit (4)

+ 4 Estension (37)
i l User 32)
Q8 Group )

+ @M Shest Code 165)

t s Incoming Call Route (4)
WAN Port (0)
& Diractory I)
Tume Prefde (D)
& @0 Firewall Profile (1)
+ [l 1P Route (4)
& Account Code (0)
W Licenze (75)
W Tunnel (0)
B4 User Righas (8}
L ARS 1)
" RAS Location Request 1]
"% Location [0
4 Authorcation Code (0)
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5.2.4 System - Codecs Tab

For Codec’s settings, navigate to the System (1) = 00E00706530F in the Navigation Pane, select
the Codecs tab and configure the following parameters:

e The RFC2833 Default Payload field is new in IP Office release 9.1. It allows the manual
configuration of the payload type used on SIP calls that are initiated by the IP Office. The
default value 101 was used.

e For Codec Selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP lines and phones (SIP and H.323) will use the system
default codec selection shown here, unless configured otherwise for a specific line or
extension. The example below shows the codecs used for IP phones (SIP and H.323), the
system’s default codecs and order was used.

e Click OK to commit (not shown).

IPOffices | ¥ 00E00706530F"

37’“"’“;‘\#”1 LANI | DNS Youemail | Telepheny | Directory Services | Systern Events | SMTP | SMOR | Twinning | VCM | Lodecs

R BOOTP 3}

Dperator 3)

I""'-ZL'EJS Defauit Payload 101

Availeble Codecs Defast Codec Sefection
Urwused
Y G732 64K

2 @ Firewall Profile (1
i W P Route (4
& Account Code )
W License (75)
W Tunnel )
B4 User Rights (8}

v ARSI

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.6 (SIP Line — VVoIP
tab) are the codecs selected for the SIP Line (Trunk).
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5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the
Charter’s Modular Access Router resided on the same IP subnet, so an IP route was not necessary. In
an actual customer configuration, these two interfaces may be in different IP subnets, and in that
case an IP route would have to be created to specify the IP address of the gateway or router where
the IP Office needs to send the packets, in order to reach the IP subnet where the Charter Modular
Access Router resides.

To create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Charter Modular Access Router resides (if
located in different subnets), on the left navigation pane, right-click on IP Route and select New.

e Setthe IP Address and IP Mask of the subnet of the private side of Charter’s Modular

Access Router, or enter 0.0.0.0 to make this the default route.

e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.

e Set Destination to LAN1 from the pull-down menu.

e Click OK to commit (not shown).

K

IP Offices - 0.0.0.0

#- & BOOTP (3) IP Route
4% Operator (3]
529 O0EDOTO6520F IP Address 0 0 0 0
|- System (1)

527 00E0O706530F
“T4 Line (3) Gateway IP Address 172 16 5 254
-2 Control Unit (4)
-4 Extension (37) Destination LANL
o-§  User (32)
+,a Group (1) Metric 0
+-@% Short Code (85)
B Service (0)

oy RAS (1)

+e Inceming Call Route (4)
----- §B WAN Port (D)

----- a#m Directory (0)

----- 179 Time Profile (0)

+-{f) Firewall Profile (1)

-l IP Route (4]
n 0.0.0.0
il 17231200
- Jilll 192.168.188.0
[l 192.168.99.0
----- i Account Code (0)

----- % License (75)

----- % Tunnel (0)

+-§3 User Rights (8)

" ARS (1)

----- " RAS Location Request (0)
""" & Location (0]

----- ﬁ Authorization Code (0]

IP Mask 0 0 ] 1]

- [F ] [F] - [F

Proxy ARP
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5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and Charter SIP Trunking
Service. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by Avaya IP Office Manager
to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.3t0 5.4.7.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 to 5.4.7

5.4.1 Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format AF_<user
supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered during
template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.
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2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File - Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK.

i . ™y
" IP Office Manager Preference- &Iﬂ

| Preferences | Directories | Discoveryl Visual Preferences || Security | 1«n"ali-::latiru'r1|

Icon Size ’Small vl
[T Multiline Tabs
| Enable Template Optiunsl
Enable Termnplate Creaticn

(i) | OK ‘ | Cancel ‘ | Help

b A

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View | Tools | Help

2E-d 3 E Extension Renumber...
Homo_IPC_SEC Line Renumber...
I Connect To...
Export 3

---R BOOTP (3) SCM Service User Management

1% Operator (3]

EI""":-\.J Homo_IPO_SBC Busy on Held Validation Number
(-5 System (1) ) )
E‘T?. Line (5) MSM Configuration Domain Mar
CoTeS Print Button Labels
=i £
¥':I g Import Templates in Manager [}rp
T?I 8 Location
...... 17|
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4. A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,
C:\Temp).

Browse For Folder Iﬁ

Select a folder to import templates from -

. ProgramData
. SUPPORT
» L. swtools

) swwork

. Temp

| tmp
J Trilogy

» 1 Users
F mn b

[ Ok ] [ Cancel ]

e =

In the reference configuration, template files AF_Charter R9.1_SIPTrunk.xml was imported. The
template files are automatically copied into the IP Office default template location, C:\Program
Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.

IS = ™
Template Provisioning @
T

ll . '| Successfully imported templates to IP Office Manager from
@Y C\Temp

[ ox ||
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Note —Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be
viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lP Office\Manager\Templates (or C:\Program Files (x86)\Avaya\IP
Office\Manager\Templates), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

& Computer

Fin  Edt  View Toolr Help

B vepa es0 4T

@ - ¢ Computet » Avaya eSOE(CH » Program Flles 6] » Avays ¢ 2 Office » Manager »

New foldes

de-DE

enUs

e MX

fr-fR
IPSET-LNSTIML.OTM
na

LyM¥ireeting
MemonCardy

nl N

Phonelmages

pt-BR

@uv| » Gonzalez, Helmut (Helmut) **CTR™ » AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager »

File Edit View Tools Help

Organize « = Open Include in library Share with + Burn Mew folder
S s i MName . Date modified Size
Ml Desktop Templates 12/8/2015 2:50 PM
4 Downloads __end_of_phone_binaries.bet 1KE
@uv| » Gonzalez, Helmut (Helmut) **CTR™ » AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager » Templates
File Edit View Tools Help
Organize « Include in library Share with + Burn MNew folder
S Eprre i MName : Date modified Size
Bl Desktop =] AF_Charter R9.1_SIPTrunkxml 12/8/2015 2:46 PM 4 KB
4 Downloads
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

#-R BOOTP (3) SIP Line T,an;pm|51p um|u01p |
[#-¢# Operator (3)
-5 00E00706530

Line Murnber

- Sy
_ o)) New 4
a -EI'|‘_“‘)| Mew SIP Trunk from Template
g ] Create SIP Trunk Template
NPT Ctri+X
------ w58 Copy Ctrl+C
84@ é; Paste Ctrl+V
EEI---i Us ?{ Delete Ctrl+Del
- Gr| o/ Validate
EEI"'E zh Connect To... Ctrl+T
..... e
ol R Mew from Template (Binary)
EE""@ Ing Export as Template (Binary)
""" Ei:‘ Warrrore TOT 17

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.

Note — The drop down menu will display the <user supplied text> part of the template file name
(see Section 5.4.1). If you check the Display All box, then the full template file name is displayed.

Locale United States (US English)

| Service Provider |AF_Charter R9.1_SIPTrunk ~| [¥] Display Al

Create new SIP Trunk | | Cancel

s
)
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 17).

IP Offices

#- K BOOTP (3)
4;.----;:1 Operator (3)
%5 Homo_IPO_SBC

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 t0 5.4.7.
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5.4.3 SIP Line - SIP Line Tab
On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below:

Leave the ITSP Domain Name blank. Note that if this field is left blank, then IP Office
inserts the ITSP Proxy Address from the Transport tab as the ITSP Domain in the SIP
messaging.

Verify that URI Type is set to SIP.

Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.

Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.

Verify that Refresh Method is set to Auto.

Verify that Timer (seconds) is set to On Demand.

Set Send Caller ID to Diversion Header.

Under Redirect and Transfer, set Incoming Supervised REFER Support and Outgoing
Supervised REFER to Never (see Sections 2.1).

All other parameters should be set to default or according to customer requirements.

e Click OK to commit (not shown).
= SIP Line - Line 17
L3 Linek Tiangport| SIP URY VolP | 138 Fau| 5P Credentials | SIP Advanced |Engeetang
Line Number 17 - In Service J
I15P Doman Name ek v
URI Type up - Session Timess
Location Cloud - Selrewh Method Aute »
Tuwmar (pconds On Dermand
i & e Peofin Forwarding ad Tainning
: “ Mational Prefr Orignatar rumber
! ; itematicead Brett Send Cates D Diverson Meader -
L
- Country Code Redeect and Transler
G 5 Incorming Supenved REFER Nev -
- Nume Prooty System Detadt = NG S d -
® T Dacedian Outgong Superased REFER Meves -
a ' Send 302 Moved Tempotarily
Outgong Blnd REFER
L
&
-7
a3
WA
-~ R
- Lo
2 A
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:
e Setthe ITSP Proxy Address to the IP address of the inside interface (or private side)
assigned to Charter’s Modular Access Router, as shown on Figure 1.

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.
e Set the Send Port to 5060.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

IP Offices

&

=-K BOOTP (3)
=5 00ED0T06530F

i+ Operator (3)

[Z-*=9 System (1)

706530F

Yy 18

-y 19

[+ Contral Unit (4)
-4 Extension (37)
E-§ User (32)
[E
[E

Jﬂ Group (1)

@ Short Code (65)

B Service (0)

G-afy RAS (1)

- Incoming Call Route (4)
- $8 WAN Port (0)

a4 Directory (0)

£ Time Profile (0)

G-@8 Firewall Profile (1)
-Jill IP Route (4)

-l Account Code (D)

B License (75)

il Tunnel (0)

G-fg User Rights (8)

- ARS (1)

o RAS Location Request (0]
-8 Location (0)

'm Authorization Code (0)

[SIP Ling] Transport [SIP URI|VolP | T38 Fax|SIP Credentials|SIP Advanced | Engineering

[IT5P Proxy Address 172165185

Metwork Configuration

Layer 4 Protocol ’UDP vl Send Port 5060 =
Usze Network Topology Info [LAN 1 vl 5060

Explicit DNS Server(s) 0 0 0 0 0 0 0 0

Calls Route via Registrar

Separate Registrar
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5.4.5 SIP Line - SIP URI Tab

A SIP URI entry needs to be created to match each incoming number that Avaya IP Office will
accept on this line. Select the SIP URI tab, and then click the Add button and the New Channel
area will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the
top, and click the Edit... button. In the example screen below, a previously configured entry was
edited. For the compliance test, a single SIP URI entry was created that matched any DID number
assigned to an Avaya IP Office user. The entry was created with the parameters shown below:

e Set Local URI, Contact, Display Name to Use Internal Data.

e Set PAI to None.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call routes
for this line. Similarly, associate the line to an outgoing line group using the Outgoing
Group field. The outgoing line group number is used in defining short codes for routing
outbound traffic to this line. For the compliance test, a new incoming and outgoing group 17
was defined that only contains this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

e Click OK.

e Click OK again to commit (not shown).

IP Offices IE
a BOOTP (3) |SIP LinelTransportl sIP URIlVoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|
[-¢#% Operator (3)
= Channel Groups Via Local URI Contact Display Mame PAI Credential Max Calls Add...
(L) 1 17 17 1. M.. 0:<Non.. 10
Remaove
Edit...
-2 Control Unit (4)
[ Extension (37)
G- User(32)
(48 Group (1)
(8% Short Code (65)
""" B service (0) Edit Channel
[]---@ Incoming Call Route (4) Via 17216.5.60
----- 8 s
..... @ Directory (0) Local URT Use Internal Data -
-4 Time Profile (0) Use Intermal Dt
EJ-"@ Firewall Profile (1) Contact se Internal Diata -
DE Ec':zz:: E‘]ode o) Display Mame Use Internal Data -
----- B License (75) PAI m -
""" W& Tunnel (0)
B-§i3 User Rights (8) Registration [0: <Mone> -
- ARS (1)
----- " RAS Location Request (0] Incoming Group l?
""" & Location (0) .
----- 'm Authorization Code (0) Outgeing Group u
Max Calls per Channel 10 =
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5.4.6 SIP Line - VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e Inthe sample configuration, the Codec Selection was configured using the Custom option,
allowing an explicit order of codecs to be specified for the SIP Line. The buttons allow
setting the specific order of preference for the codecs to be used on the SIP Line, as shown.
Charter only supports codec G.711ULAW for audio.

e Select G.711 for Fax Transport Support (Refer to Section 2.1).

e Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e  Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on the
trunk.

e Check the PRACK/100rel Supported box, to advertise the support for reliable provisional
responses and Early Media to Charter.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

SIP Line - Line 17

VelP Silence Suppression

¥ Reqrwie Supported

Codec Lockdown

=5 Al

Unused Selected

G711 ALAW 64X G.713 ULAW 53K
G.722 64X

G.729(a) SK CS-ACELS
GIB18C MP-MQ

Allow Disect Media Path

¢! PRACK/100rel Supported

GIu -

RFC2833 v

Disabled -

" PAS Locaton Request (D)
55 Locaten (0
R0 Authorization Code ()

Note: The codec selections defined under this section (SIP Line — VoIP tab) are the codecs selected
for the SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System — Codecs tab)
are the codecs selected for the IP phones/extension (H.323 and SIP).
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5.4.7 SIP Line — SIP Advanced Tab
Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will replace
the calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”. IP Office can be configured to use the P-Preferred-ldentity (PPI) or P-Asserted-
Identity (PAI) header to pass the actual calling party information for authentication and billing
purposes. By default, IP Office will use the PPI header for privacy. To configure IP Office to use the
PAI header for privacy calls:

e Check the box for Use PAI for Privacy.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

|E SIP Line - Line 17
3 - - I 2 ol
SP Line | Transport P URL VR 138 Fan P Cred I SIP Advanced |Eng
Addresseg Medis
< » Associatic o ¢ Altow Empty BOT
o DYED)TDISIF Anccution Method By Source W addrens - fow Empty BIITE
s oty e IVT
i} Acuting Method Raquant RS z Send farplyree BAEIE
2 Niow To Tag Change
Suppress DNS SRV Lookugns P-Eardy-Maths Sapport Nane -
Send SlenceSupp= 0N
Idertty
Use Phone Conbest Media Connection
Add user= phore Presanation Eveebloa -
Use » foi Intemabional
| Use BAI tor Privacy A Cal Central
Use Doman for PAI
Call Inesstion Temeout {s) ‘4
Foute Seap Fram and PA]
Caller ID from From hesder Call Quesing Timeout (m)
SendFrom s Claa Servace Bty Response 438 - Bugy Here -
Trwwpal Prodie ( Cache Junh Credentint v No Uses B
- on No User Responaing A I
: ILP:::: l:‘:,'.k ) User-Agent and Server Meaders Send ' 0%-Request Timeaut =
W License (73 Acton on CAL Locatioo Alow Youcemal -
0 Tunnel (0) Lt
B User Rights () Suppeess QAS) Beason
o ARS i) Heades
 RAS Locetion Recenst (0) Emulste NOTEY for REFER
&8 Locstion M)
Mo REFER i 1 —
Q8 Actherastien Code B) ko REFER if using Divwencn
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5.5 Extension

In this section, an example of an Avaya IP Office Extension will be illustrated. In the interest of
brevity, not all users and extensions will be presented, since the configuration can be easily
extrapolated to other users and extensions. To add an Extension, right click on Extension then select

New = Select H323 or SIP.

Select the Extn tab. Following is an example of extension 3040; this extension corresponds to an
H.323 extension.

IP Offices ‘ i= H323 Extension: 8003 3040
@& BOOTP (5) o || Extn | VolP |
[ Operator (3)

B’“ 00EO0706530F Extension Id 8003
-7 System (1)

Base Extension 3040

Phone Password

. Caller Display Type On
[+ Control Unit (4] Reset Volume After Calls O
[E-& Extension 38)

----- , 80121502 - —
..... : 8011 1540 Device Type E Avaya 9620

----- ", 8010 1542
Location [Automatic -
----- e, 8002 3041
----- g, 8008 3042 Module 0
----- 4 101 3043
----- & 1023044 ||| Pert 0
----- “w, 8000 3047 3
.f 3303102350 Disable Speakerghone ]
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Select the VOIP tab. Use default values on VVolIP tab. Following is an example for Extension 3040;
this extension corresponds to an H.323 extension.

By default, all IP phones (SIP and H.323) will use the system default codec selection configured
under the System Codecs tab (Section 5.2.4), unless configured otherwise for a specific extension by
selecting Custom under Codec Selection on the screenshot shown below. The example below
shows the codecs used for IP phones (SIP and H.323).

|E H323 Extension: 8003 3040)|
Eatn ValP
P Adds 0 0 Vel Silence Suppression
Enable Faststaet for
MAC Addeess non-kvaye IP phones
Codec Slection Gystem Defaut = Y| Ouwt Of Band DTIF
Local Tenes
~ 19 G222 84K | Aliow Deect Media Path
Controf Uit (§) vy
& Edernion 37) GT2%a) 2K
~ B2 1502 GTI31 683 MPMLQ
. 011 1540
. 6010 1542
. 603 3N0
. 502 31
. X8 32
£ 101 043
& 102 048
- B0 N7
25 3085
: ;li.’.l‘;lt') Reserve Licanse None -
D TOM-» I Gain Defoust .
& 24002
1> 108 Gain Detyuit -
Supplementary Sennem | None >4
Macha Securty Same m Systerm ([Dinabbed) -
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5.6 Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first navigate to User in the left Navigation Pane,
and then select the name of the user to be modified in the center Group Pane. In the example below,

the name of the user is Ext3040 H323.

H—

----- 4007 Extn4007
----- 4008 Extn4008
----- 4011 Extnd011
----- 4012 Extn012
----- 4013 Exind013
----- 4014 Extnd014
----- 4015 Extn4015
----- 4016 Extn4016
----- 4017 Extnd017
----- 4018 Extn4018
----- 4019 Extn4019
----- 4020 Extn4020
----- 4021 Extn4021
----- 4022 Extn4022
----- 4023 Extn4023
----- 4024 Extn4024
----- = 3050 5ip3050
(-3 Group (1)

(#-8% Short Code (65)
----- B Service (0)

H-aly RAS (1)

(-4 Incoming Call Route (2)
----- £8 WAN Port (0)

----- == Directory (0)
-1 Tirne Profile (0)
(+-{@ Firewall Profile (1)

Device Type E

User Rights

User Rights view
Working hours time profile

Working hours User Rights

IP Offices = Ext3040 H323: 3040
- R BOOTP (5) i User |Voicemai| | DMD | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recerding | Button Programming
Operator (3)
» 00EDD708530F MName Ext3040 H323
=7 System (1)
9 Line (3) Password e
Control Unit (4)
(-4 Extension (38) Confirm Password e
=@ User (32)
_____ Tm NoUser Account Status Enabled v
RemoteManager Full Name Ext3040 H323

= 3041 Bxt3041 H323 Extension 3040

----- 3042 Ext3042 H323

----- 3043 Ext3043 Digital Ernail Address

----- 3044 Ext3044 Digital

----- 3047 Ext3047 SIP Locale ’ v]
----- 3049 Ext3049 Fax

----- i 3055 Ext3055 H323 Priority 5 )
_____ jgg; x:igg; System Phone Rights ’None

""" 4004 Extnd004 ACCS Agent Type None

----- 4005 Extnd005

----- 4006 Extna006 = profile [Basic User

[] Receptionist
Enable Softphone
[] Enable one-X Portal Services
Enable one-X TeleCommuter
[] Enable Remote Worker
Enable Flare
Enable Mobile VoIP Client
Send Mohbility Email

[T] Ex Directory

HAvaya 9620

’User data

<Monex
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In the example below, the name of the user is “Ext3047 SIP”. This is an Avaya IP Office Softphone

user, set the Profile to Power User and check Enable Softphone.

IP Offices IE EXt3047 SIP: 3047
’! BOOTP (3) || User I‘u’oicemail | DD | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recerding | Button Programming
# Operator (3)
00ED07068530F Name Ext3047 SIP
2 Systemn (1)
17 Line (3) Password sene
+ Control Unit (4)
-4 Extension (38) Confirm Password sees
=@ User(32)
..... Trg NoUser Account Status Enabled -
----- RemoteManager -
_____ 3040 Ext3040 H323 Full Mame Softclient 3047
----- = 3041 Ext3041 H323 Extension 3047
----- 3042 Ext3042 H323
3043 Ext3043 Digital Email Address
- 3044 Ext3044 Digital
E'" Ext3047 SIP Locale [ -]
----- 3049 Ext3049 Fax o
----- = 3055 Ext3055 H323 Priarity ’5 ']
----- 4002 Extn4002 .
_____ 4003 Extnd003 System Phone Rights ’None v]
""" 4004 Extnd004 ACCS Agent Type None
----- 4005 Extn4005
""" 4006 Extn4006 2 Profile ’Power User v] |
----- 4007 Extnd007
..... 4008 Extnd008 [} Receptionist
""" jgﬂ gnjgﬂ Enable Softphone
..... n
..... 4013 Extnd013 Enable one-X Portal Services
----- 4014 Extnd014
_____ 4015 Extnd015 Enable one-X TeleCommuter
..... 4016 Extnd016 Enable Remote Worker
----- 4017 Extnd017
..... 4018 Extnd018 Enable Flare
----- 4019 Extn4019
_____ 4020 Ext:4020 Enable Mobile VoIP Client
..... 4021 Extnd021 [] Send Maobility Email
----- 4022 Extn4022 .
..... 4023 BExtnd023 [ Ex Directory
----- 4024 Extnd024
""" - 3050 sip3050 Device Type Unknown SIP device
(-3 Group (1)
(@ Short Code (65) .
..... B Service (0) User Rights
oy RAS (1) m User Rights view ’User data A
(-4 Incoming Call Route (2)
""" €2 WAN Port (0) Working hours time profile <Monex
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Select the Voice Mail tab. The following screen shows the VVoicemail tab for the user with extension
3040. The Voicemail On box is checked. Voicemail password can be configured using the
Voicemail Code and Confirm Voicemail Code parameters. In the verification of these Application
Notes, incoming calls from Charter to this user were redirected to VVoicemail Pro after no answer.
Voicemail messages were recorded and retrieved successfully. VVoice mail navigation and retrieval
were performed locally and from PSTN telephones to test DTMF using RFC 2833.

IP Offices = Ext3040 H323: 3040

v R BOOTP "S'_ S| User DND | Short Codes | Source Numbers | Telephony i Forwarding | Dval In \ Voice Recording | Buaton Programming
-1 Operstor (3] t

< 0000065305 Voicemai Code weaees

) S System (1

2+ T4 Line 3) Confirm Voicemail Code  eesese 7 Voicernail Help
Control Unet (4)
¥ 4 Bxtension (33} Voicemal Email Voicemnail lingback
. User (32)
Vo LMail Ema meahing
iy NoUser 5

UMS Web Services

p 3041 Ext3041 132
3042 B3042 HI23
3043 Ext3043 Digita
3044 Ext3044 Digited

v 3047 B3047 S
3043 B3049 Fax

DTMF Breakout

3055 Ex13055 1323 Reception / Breakout (OTMFO) System Default () -
3000 bl J

4002 Exrd002 |

4003 Extril) —

-l%i E:nu‘ﬁ Breakout (DTMF 2) System Default ) =

4005 Extr005 i

4006 Extril 006 =

4007 Extrd007 Breakout (DTMF 3 System Default [) o
§ 4008 Extni008

§ 4011 Bandoll

Select the Mobility tab. In the sample configuration user 3040 was one of the users configured to
test the Mobile Twinning feature. The following screen shows the Mobility tab for User 3040. The
Mobility Features and Mobile Twinning boxes are checked. The Twinned Mobile Number field
is configured with the number to dial to reach the twinned telephone, including the dial access code
“9”, in this case 917863311234. Other options can be set according to customer requirements.

1P Offices |E Ext3040 H323; 3040° ) B

® 1 Ve I‘u»cmnl DND  : Shoet Codes | Sousce Numbers | Telepiany | Forwarding | Owi in '»cxohuvﬁnq:ium:n g g | Menu Prog .I\'?E'"'-I

Intemal Twineing

Aermcteflanager
090 B 3080 323

= 041 B3O8l H323

¥1 Mcbiity Features
E R

<

Moile Twirming

D44
b 3047 Twenned Mobde Number — giyueiy oy
04 fa {incheding ted access code)
P 3055 Ent3055 #2303 Teomning Time Profie «None- ®
4002 Exandd02
4003 Extnd0d Mobde Dial Delay (1ecx)
4004 Extndd0d R
4005 BandXn Mobtsle Answer Guad (secs) ©
4006 Extndd06
Hant group calls ehigible for mobike twi
4007 Exind307 nt group calls eligibie tor winmng
4008 Extndo0e Formarded cally ebgitle for mebile twinming
4011 Extna®al
Twio When Logged Out
4012 B2 w0 When Logged Out
4013 Extnd003 wrve- X Moyl Chent

4014 Extrdla
40LS Extnd21S

<

Motile Call Cantrol

4018 Endd10 Mateie Calback
4017 Extnd)7
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To program a key on the telephone to turn Mobil Twinning on and off, select the Button
Programming tab on the user, then select the button to program to turn Mobil Twinning on and off,
click on Edit = Emulation = Twinning (not shown). In the sample below, button 4 was
programmed to turn Mobil Twinning on and off on user 3040.

| Ext3040 H323: 3040
User | Voscernail | DND | Short Codes | Source Mumbers | Telephony | Forwerdmng | Dial In l Vouce Fecording
Button ... Label Action Action Data

217 Une (3) 1 Appesrance 2
Contral Unet (4) 2 Appeatance be

i 4 Extenson (38) Appearance

Select the SIP tab, the values entered for the SIP Name and Contact fields are used as the user part
of the SIP URI in the “From” and “Contact” headers for outgoing SIP trunk calls. In addition, these
settings are used to match against the SIP URI of incoming calls without having to enter this number
as an explicit SIP URI for the SIP line (Section 5.4). The example below shows the settings for user
“Ext3040 H323”. The SIP Name and Contact are set to one of the DID numbers assigned to the
enterprise by Charter. In the example, DID number 3031231273 was used. The SIP Display Name
(Alias) parameter can optionally be configured with a descriptive name.

If all calls involving this user should be considered private, then the Anonymous box may be
checked to withhold the Caller ID information from the network.

IP Offices | Ei Ext3040 H323: 3040° ek 1
’S BOOTP () i | Menu Programming | Mobility | Group Membership | Announcementsl SIp | Personal Directory | Web Self-Administration|
# Operator (3)
00ED0706530F SIP Name 3031231273
= System (1)
=7 00E00706530F SIP Display Name (Alias)  Bxt3040 H323
Contact 3031231273

[[] Anenymous

[ Control Unit (4)
-4 Extension (37)

[Ef v

----- MoUser

----- #m RemoteManager
----- jm 3055 3055

3040 Ext3040 H323|
----- e 3041 Ext3041 H323
----- 3042 Ext3042 H323
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5.7 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system.

In a scenario like the one used for the compliance test, only one incoming route is needed, which
allows any incoming number arriving on the SIP trunk to reach any predefined extension in IP
Office. The routing decision for the call is based on the parameters previously configured for Call
Routing Method and SIP URI (Section 5.4.5) and the users SIP Name and Contact, already
populated with the assigned Charter DID numbers (Section 5.6).

From the left Navigation Pane, right-click on Incoming Call Route and select New.

On the Details Pane (not shown), under the Standard tab, set the parameters as show bellow:
e Set Bearer Capacity to Any Voice.
e Set the Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
e Default values may be used for all other parameters.

"

IP Offices = 17

+a BOOTP (3) Standard |Voice Recording | Destinations|

i< Operator (3)
=I-*=y (0E00708530F

4439 System (1) Bearer Capabili Any Voice i

41 Line (3) Py [y

4“2 Control Unit (4) Line Group ID 17 v

+-4f Extension (38)

+: User (32) Incoming Mumber

+ﬂ Group (1)

3-8 Short Code (65) Incoming Sub Address

- Service (0

+@ R;r;”aej( ) Incoming CLI

=] : Incoming Call Route (2) Locale \ vJ
= 0 Priority \1 - Low 'J

----- EE WAN Port (0)

----- #m Directory (0) Tag

----- 17 Time Profile (0)

+@ Firewall Profile (1) Hold Music Source \System Source 'J

+-Jill 1P Route (4) _ .

_____ am Account Code (0) Ring Tone Override Mene ¥

----- % License (74)

----- % Tunnel (0)

+§ 3 User Rights (8)

+- ARS (1)

----- " RAS Location Request (0)

----- &5 Location (0)
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e Under the Destinations tab, enter ““.” for the Default VValue. This setting will allow the call
to be routed to any destination with a value on its SIP Name field, entered on the SIP tab of
that User, which matches the number present on the user part of the incoming Request URI.

e Click OK to commit (not shown).

IP Offices = 17
+a BOOTP (5) | Standard |‘u’oice Recording | Destinations
#-{% Operator (3)
i...;.F_ O0EDO706530F TimeProfile Destination
-5 System (1) » Default Value |v|
+-T9 Line (3)

+ = Control Unit (4)
- Extension (38)
=-§  User 32)

-5 Group (1)
+-8% Short Code (65)

RAS (1)

Incoming Call Route (2)
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5.8 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.8.1 Short Codes and Automatic Route Selection

To create the short code used for ARS, right-click on Short Code in the Navigation Pane and select
New (not shown). The screen below shows the creation of the short code 9N used in the reference
configuration. When the Avaya IP Office users dialed 9 plus any number N, calls were directed to
Line Group 50: Main, configurable via ARS and defined next in this section.

Ll

IP Offices = 9N: Dial

..... X <37 + || Short Code

..... gX *39 Code 9N

..... ot +41 Feature [Dial

..... B 42 Telephone Number N

Line Group ID 50: Main

Locale

..... “ *4? \
..... ot +48 Force Account Code [

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 35 0f 45
SPOC 3/3/2016 ©2016 Avaya Inc. All Rights Reserved. CharterlPO91



The following screen shows the example ARS configuration for the route Main. Note the sequence
of Xs used in the Code column of the entries to specify the exact number of digits to be expected,
following the access code and the first digit on the string. This type of setting results in a much
quicker response in the delivery of the call by IP Office. The first example highlighted below shows

that for calls to area codes in the North American Numbering Plan, the user dialed 9, followed by 11
digits, starting with a 1.

(= Main -3 X
ARS
ARS Foute 1D £ V' Secondary Dial tone
W COEDOT0ES20¢ -
£ 47 Lise (9) Route Name 0 Sysemione >
Contrel Uit (4)
74 Edension (37) Dval Delay Time Systers Defaul (3 ¥ Check Lses Cal Bamng
Descnption
wving Call Route (4 In Service ) Out of Servce Route <None>
P wanPet @ 1
& Directory 1)
T Time Profie oo Out of Hours Route <None»
’ F oh i)
B [P Route (4) |
& Account Code ()
: L,'::l: 'l;ls) Code Telephone Number Feature Line Groop ID - Add..
funnel
+ i User Rights &) u 21 Dial Emergency 0
g11 1 Dial Emergency 0
OLOOOCOUON.  00LN Dial bV
o > r.~zl!..:r' Reguent 0 LERERES R N Dial 1)
% Location ()
051 a‘-mm-n-,.r,. Code &3 [DECo000000 N Dl 17 |
T BIO000 €N Disl 17
FAXARXX IN Dul 17 ¥
Aberute Route <MNenar
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5.9 Save Configuration

When desired, send the configuration changes made in Avaya IP Office Manager to the Avaya IP
Office server in order for the changes to take effect.

Navigate to File->Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

Once the configuration is validated, a screen similar to the following will appear, with either the
Merge or the Immediate radio button chosen based on the nature of the configuration changes made
since the last save. Note that clicking OK may cause a service disruption due to system reboot. Click
OK if desired.

r:

Save Configuration E =] @

IP Office Settings
00E0O706530F

Configuration Reboot Mode
Merge

@ Immediate
When Free
Tirmed

Reboat Time

15:52

Call Barring

OK l | Cancel | | Help
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6. Charter Business SIP Trunk Service Configuration

To use the Charter Business SIP Trunking service offering, a customer must request the service from
Charter using the established sales processes. The process can be started by contacting Charter via
the corporate web site at: https://www.charterbusiness.com/ or by calling 800-314-7195.

During the signup process, Charter and the customer will discuss details about the preferred method
to be used to connect the customer’s enterprise network to Charter’s network. Charter will provide
IP addresses, Direct Inward Dialed (DID) numbers to be assigned to the enterprise, etc. This
information is used to complete the Avaya IP Office configuration discussed in the previous
sections.

As previously noted, as a required component of the Charter Business SIP Trunking service offering,
Charter will install a Modular Access Router at the customer premises (enterprise site). Charter will
perform the initial configuration and maintenance as required. The Modular Access Router will be
considered Customer Premises Equipment (CPE).
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7. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

7.1 Verification Steps

The following steps may be used to verify the configuration:

e Verify that endpoints at the enterprise site can place calls to PSTN and that calls remain
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from PSTN and that calls can
remain active for more than 35 seconds.

e Verify that the user on the PSTN side can end an active call by hanging up.

e Verify that an Avaya endpoint at the enterprise site can end an active call by hanging up.

7.2 Protocol Traces

The following SIP message headers are inspected using sniffer trace analysis tool:
Request-URI: Verify the request number and SIP domain.

From: Verify the display name and display number.

To: Verify the display name and display number.

P-Asserted-Identity: Verify the display name and display number.
Privacy: Verify privacy masking with “user, id”.

Diversion: Verify the display name and display number.

The following attributes in SIP message body are inspected using sniffer trace analysis tool:
Connection Information (c line): Verify IP addresses of near end and far end endpoints.
Time Description (t line): Verify session timeout value of near end and far end endpoints.
Media Description (m line): Verify audio port, codec, DTMF event description.

Media Attribute (a line): Verify specific audio port, codec, ptime, send/ receive ability,
DTMF events.
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7.3 IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch
the application from Start - Programs - IP Office - System Status on the PC where IP Office
Manager is installed, log in with the proper credentials.

T:.._f. Avaya IP Office System Status

AVAYA IP Office System Status
ropbioos

Online | Offiine

Logon

(ol T RINTIS GV O 172.16.5.60

Services Base TCP Port: ELELES

Local IP Address: Automatic

U@ BTG Administrator

Password: .00......0..0l
[ Auto reconnect

[ Secure connection
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e Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify
that the Current State is Idle for each channel (assuming no active calls at present time).

ra ™
*J Avaya IP Office System Status - 00EOD706530F (172.16.5.60) - IP500 V2 9.14.0 build 137- [E=REEE

AVAyA IP Office System Status

Help Snapshot LogOff Exit About

Status Utiization Summary Alarms

Line Service State: In Service

Peer Domain MName: sip:f{172.16.5. 185
Resolved Address: 172.16.5.185

Line Number: 17

Mumber of Administered Channels: 10

Mumber of Channels in Use: 0

SIP Trunk Summary

Administered Compression: G711 Mu

Enable Faststart: off

Silence Suppression: off

Media Stream: RTP

Layer 4 Protocol: LDP

SIP Trunk Channel Licenses: Unlimited . -
SIP Trunk Channel Licenses in Use: 0

SIP Device Features:

... Tmein Remate C... Con... Caller Other Dire... Round Rec... Rec... Tran
State Media... ID 0... Partyon... Trip ...

Blwlo|wlo|v| sl wm-

Trace [ Trace Al H Pause H Ping ] Call Details Graceful Shutdown ][ Force Out of Service

Print... H Save As... ]

4:24:08 PM Online

e Select the Alarms tab and verify that no alarms are active on the SIP Line.

AVAyA IP Office System Status

Help Snapshot LogOff Exit About

Status  Utilization Summary Alarms

Alarms for Line: 17 SIP 172.16.5.185

Last Date Of Error Occurrences Error Description
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7.4 |IP Office Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs = IP Office -
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on the
taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

All Settings (=234
T1 | wComp | wPM | weM | son | ssl | Jade |
&TM | cal | DTE | EConf | FiameRelsy | GOD | H323 | Inteface |
ISDM | F.ew/Lamp | Directory | Media | FRF | Rz | Ralting | Services  SIP |System|
Ewventsz
W Sip |veboze - [~ STUN [~ SIP Dect
FPackets
[~ SIP Reg/Opt Rx [~ SIP Mizc Rx
[~ SIPReg/Opt Tx [~ SIP Mizc Tx
[~ SIPCallRx [~ Crm Motify Fx
[~ SIPCallTx [~ Crm Motify Tx
¥ Sip Bz [~ hex IP Filter [nnn.ninn. i, nnn)
¥ Sip Tx ™ hex |
Default hll‘ Clear All | Tab Elear.f-‘all‘ Tab Sethll‘ [S—
Sl ‘ Lot | Load Parial File‘ S 2 Hl: |
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8. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office 9.1 and Charter Business SIP Trunking Service, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in the
scope of testing in Section 2.1 as well as under test results in Section 2.2.
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Additional Avaya IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/
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