AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Avaya Communication
Server 1000E R7.5, Avaya Aura® Session Manager R6.1 and
Avaya Session Border Controller Advanced for Enterprise
to support KPN VoIP Connect Service — Issue 1.0

Abstract

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between the KPN VoIP Connect service and an Avaya SIP enabled Enterprise
Solution. The Avaya solution consists of Avaya Session Border Controller Advanced for
Enterprise, Avaya Aura® Session Manager and Avaya Communication Server 1000E. KPN is
a member of the DevConnect Service Provider program.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between KPN VoIP Connect service and an Avaya SIP-enabled Enterprise Solution.

The Avaya solution consists of Avaya Session Border Controller Advanced for Enterprise,
Avaya Aura® Session Manager and Avaya Communication Server 1000E (CS1000E).

Customers using this Avaya SIP-enabled enterprise solution with KPN VoIP Connect service are
able to place and receive PSTN calls via a dedicated Internet connection and the SIP protocol.
This converged network solution is an alternative to traditional PSTN trunks. This approach

generally results in lower cost for the Enterprise customer.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP

telephony solution consisting of CS1000E, Session Manager and Session Border Controller. The

enterprise site was configured to use the VolP Connect service provided by KPN.

2.1. Interoperability Compliance Testing
The interoperability test included the following:

e Incoming calls to the enterprise site from the PSTN routed to the DDI numbers assigned

by KPN

e Incoming PSTN calls made to SIP, Unistim, Anolgue and Digital telephones at the
enterprise

e Outgoing calls from the enterprise site completed via KPN to PSTN destinations

e Outgoing calls from the enterprise to the PSTN made from SIP, Unistim, Analogue and

Digital telephones

e Inbound and outbound PSTN calls to/from the Avaya one-X® Communicator soft phone.

e C(alls using the G.711A codec supported by KPN

e Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using T.

38

e DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for

inbound and outbound calls
e User features such as hold and resume, transfer, conference, call forwarding, etc
e (Caller ID Presentation and Caller ID Restriction
e C(Call coverage and call forwarding for endpoints at the enterprise site

e Transmission and response of SIP OPTIONS messages sent by KPN requiring Avaya

response and sent by Avaya requiring KPN response
e Mobile-X mid call features were not tested
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
KPN VolIP Connect service with the following observations:

e No inbound toll free numbers were tested as none were available from the Service
Provider

e No Emergency Services numbers tested as test calls to these numbers should be pre-
arranged with the Operator

e Outbound blind transfer calls to the PSTN needs patch MPLR30253 applied in order to
hear ring back tone at the calling party when the call is being transferred.

2.3. Support

For technical support on KPN products please visit the website at www.kpn.nl or contact an
authorized KPN representative.
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an Enterprise site
connected to the KPN VoIP Connect Service. Located at the Enterprise site is a Session Border
Controller, Session Manager and CS1000E. Endpoints are Avaya 1140 series IP telephones,
Avaya 1200 series (not shown in Figure 1) IP telephones (with Unistim and SIP firmware),
Avaya IP Softphones (SMC3456, 2050 and Avaya one-X® Communicator), Avaya Digital
telephone, Avaya Analogue telephone and fax machine. For security purposes, any public IP
addresses or PSTN routable phone numbers used in the compliance test are not shown in these
Application Notes.
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Figure 1: Test Setup KPN VoIP Connect to Avaya Enterprise

HD; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 60
SPOC 3/27/2012 ©2012 Avaya Inc. All Rights Reserved. KPNCS1K75



4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8800 Server

Avaya Aura® Session Manager R6.1
Service Pack 5 (6.1.4.0.614005)

Avaya S8800 Server

Avaya Aura® System Manager R6.1
Service Pack 5 (6.1.8.1.1551)

Dell R310 Server running Avaya
Session Border Controller Advanced
for Enterprise

Avaya Session Border Controller Advanced for
Enterprise R4.0.5.Q02

Avaya Communication Server 1000E
running on CP+PM server as co-
resident configuration

Avaya Communication Server 1000E R7.5
Version 7.50.17

Deplist: CPL_X21 07 50Q

All CS1000E patches listed in Appendix A

Avaya Communication Server 1000E
Media Gateway

CSP Version: MGCC CDO01
MSP Version: MGCM ABO1
APP Version: MGCA BAO7
FPGA Version: MGCF AA18
BOOT Version: MGCB BAO07
DSP1 Version: DSP1 AB04

Avaya 1140e and 1230 Unistim
Telephones

FW: 0625C8A

Avaya 1140e and 1230 SIP
Telephones

FW: 04.01.13.00.bin

Avaya SMC 3456

Version 2.6 build 57666

Avaya Analogue Telephone N/A

Avaya M3904 Digital Telephone N/A

KPN Equipment Software

IP Multimedia Subsystem BroadSoft Broadworks version 17
SIP User Agent Alcatel-Lucent HPSS v3.0.3

Session Border Controller

Acme Net-Net 4250 and 4500
Firmware SC6.2.0 MR-6 Patch 2 (Build 876)
Build Date=06/14/11
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5. Configure Avaya Communication Server 1000E

This section describes the steps for configuring Communication Server 1000E for SIP Trunking.
SIP trunks are established between Communication Server 1000E and Session Manager. These
SIP trunks will carry SIP signalling associated with the KPN VoIP Connect Service. For
incoming calls, the Session Manager receives SIP messages from the SBC and directs the
incoming SIP messages to Communication Server 1000E. Once the message arrives at
Communication Server 1000E, further incoming call treatment, such as incoming digit
translations and class of service restrictions may be performed. All outgoing calls to the PSTN
are processed within Communication Server 1000E and may be first subject to outbound features
such as automatic route selection, digit manipulation and class of service restrictions. Once
Communication Server 1000E selects a SIP trunk, the SIP signalling is routed to the Session
Manager. The Session Manager directs the outbound SIP messages to the Session Border
Controller at the enterprise site that then sends the SIP messages to the KPN network. Specific
Communication Server 1000E configuration was performed using Element Manager and the
system terminal interface. The general installation of the Communication Server 1000E, System
Manager and Session Manager is presumed to have been previously completed and is not
discussed here. Appendix A has a list of all CS1000E patches, deplist and service packs loaded
on the system.

5.1. Logging into the Avaya Communication Server 1000E

Log in using SSH to the ELAN ip address of the Call Server using a user with correct privileges.
Once logged in, type csconsole, this will take the user into the vxworks shell of the call server.
Next type logi, the user will then be asked to login with correct credentials. Once logged in the
user can then progress to load any overlay.
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5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. Ifa
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the Communication Server 1000E system terminal
and manually load Overlay 22 to print the System Limits (the required command is SL'T) and
verify that the number of SIP Access Ports reported by the system is sufficient for the
combination of trunks to KPN’s network, and any other SIP trunks needed. See the following
screenshot for a typical System Limits printout. The value of SIP ACCESS PORTS defines the
maximum number of SIP trunks for the Communication Server 1000E.

Load Overlay 22
req: SLT

System type is - Communication Server 1000E/CPPM Linux
CPPM - Pentium M 1.4 GHz

IPMGs Registered: 1
IPMGs Unregistered: 0
IPMGs Configured/unregistered: 0

TRADITIONAL TELEPHONES 32767 LEFT 32766 USED 1
DECT USERS 32767 LEFT 32767 USED 0
IP USERS 32767 LEFT 32744 USED 23
BASIC IP USERS 32767 LEFT 32766 USED 1
TEMPORARY IP USERS 32767 LEFT 32767 USED 0
DECT VISITOR USER 10000 LEFT 10000 USED 0
ACD AGENTS 32767 LEFT 32752 USED 15
MOBILE EXTENSIONS 32767 LEFT 32767 USED 0
TELEPHONY SERVICES 32767 LEFT 32767 USED 0
CONVERGED MOBILE USERS 32767 LEFT 32767 USED 0
NORTEL SIP LINES 32767 LEFT 32765 USED 2
THIRD PARTY SIP LINES 32767 LEFT 32761 USED 6
SIP CONVERGED DESKTOPS 32767 LEFT 32767 USED 0
SIP CTI TR87 32767 LEFT 32767 USED 0
SIP ACCESS PORTS 32767 LEFT 32752 USED 15

Load Overlay 21 and confirm the customer is setup to use ISDN trunks by typing the PRT and
NET_DATA commands as shown below.

Load Overlay 21
REQ: PRT

TYPE: net

TYPE NET_ DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES
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5.3. Configure Codec’s for Voice and FAX operation

KPN’s SIP Trunk service supports G.711A voice codec and T.38 FAX transmissions. Using the
Communication Server 1000E element manager sidebar, navigate to the IP Network - IP
Telephony Nodes - Node Details 2 Voice Gateway (VGW) and Codecs property page and
configure the Communication Server 1000E General codec settings as shown in the screenshot
below. The values highlighted are required for correct operation; most of the options are turned
on by default but its good practice to ensure that they are set as shown below.

Node ID: 5000 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

General

Echo cancellation: Use canceller, with tail delay: | 128

Dynam c attenuation

Woice activity detection threshold: |17 {20 - +10 DBM

Idle noise level: |-65 {-327 - +327 DEM

Signaling options: DTHF tone detection
[J Low latency mode
Remave DTMF delay (squelch DTHF fram TOM to IF)
Modem/Fax pass-through
V.21 Faxtone detection
[] R factor calculation

Next, scroll down and configure the CS1000E to use Codec G.711 only. Default values were
configured. This aligns with what KPN support on their SIP network.
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Node ID: 5000 - Voice Gateway (VGW) and Codecs
General | Voice Codecs | Fax
Voice Codecs -
Codec G711: Enakled {required)
“oice payload size: {milizeconds per frame
Voice glayout (jitter buffer) delay: (milizecends
Mominal Maximum
Maximum delay may ke automatically adjusted based on nominal
settings.
[ Voice Activity Detection (VAD)
Codec G722 [] Enahbled
“aice payload size: (milizecondz per frame
Voice playout (jitter buffer) delay: (milizecends
Mominal Maximum
Maximum delay may be automatically adjusted based on nominal
settings.
Codec G729 [] Enabled
oice payload size: (milizeconds per frame -
. - _ Mote: Changes made on thiz page will NOT be Sav C |
TR TR transmitted until the Node iz alzo saved. [ Ve ] [ 2= ]
Finally, configure the Fax settings as in the highlighted section of the next screenshot with
system defaults as shown below.
Node ID: 5000 - Voice Gateway (VGW) and Codecs
General | Voice Codecs | Fax
Codec G723.1: [] Enabled -
Voice payload size: 30 (milizecends per frame
Woice playout (jitter buffer) delay: (milizseconds
Mominal Maximum
Maximum delay may be automatically adjusted hased on nominal
settings.
Coding rate: (kbps
Fax
Codecname: T.38 FAX
Maximum rate: | 14400 = | (bp=
Fax TCF method:
Fax playolt nominal delay: (0 - 200 milissconds
FAX np activity imeout: {10 - 32000 milizeqonds
Packet size: |20 w | (bps =
&
. — - Mote: Changes made on this page will MOT be Say C |
TELOTEE LR transmitted until the Node iz alzo =aved. [ 2 ] [ e
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5.4. Virtual Trunk Gateway Configuration

Use Communication Server 1000E Element Manager to configure the system node properties.
Navigate to the System = IP Networks = IP Telephony Nodes > Node Details and verify
the highlighted section is completed with the correct [P addresses and subnet masks of the Node.
At this stage the call server has an ip address and so too does the signalling server. The Node
IPv4 address is the ip address that the IP phones use to register. This is also where the SIP trunk
connection is made to the Session Manager. When an entity link is added in Session Manager for
the CS1000E it is the Node IPv4 address that is used (see Section 6.5 — Define SIP Entities for
more details).

CS1000 Element Manager

Managing: 192.168.0.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Detailz

Mode Details (ID: 5000 - SIP Line, LTPS, PD, Gateway ( SIPGw ))

Mode 1D: * (0-9999

Call server IP address: [192.165.0.2 s TLAMN address type: @& |Pv4 anly
O IPv4 and IPvG

Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: |[192.168.0.1 . Mode IPv4 address: (10.10.8.3
Subknet mask: |255 2552550 s Subknet mask: |255 255 2550
W
* Required Value. [ Save ] [ Cancel ]

Associated Signaling Servers & Cards

Select to add  » Frint | Refresh
[] Hostname « Tvpe Deploved Applications ELAM IP TLAM IPwd Role
SIP Line, LTPS, Gateway, FD,
[ specsik Signaling_Server Presence Fublisher, IF Media 192.168.0.2 10.10.8.2 Leader

Senvices

The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System - IP Networks = IP Telephony Nodes = Node Details > Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.
e Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw
e SIP domain name: The SIP Domain Name is the SIP Service Domain. The SIP Domain
Name configured in the Signaling Server properties must match the Service Domain
name configured in the Session Manager, in this case avaya.com
e Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060
e Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used
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e Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 5000

e Proxy or Redirect Server: Primary TLAN ip address is the SM100 ip address of the
Session Manager. The Transport protocol used for SIP, in this case is TCP

e SIP URI Map: Public E.164 - National and Private - Unknown are left blank. All
other fields in the SIP URI Map are left with default values

Node ID: 5000 - Virtual Trunk Gateway Configuration Details

General | 2IP Gateway Settings | 2IP Gateway Services

Virk gateway application: Enable gateway service on this node il

General Virtual Trunk Network Health Monitor

Virk gateway application: | SIP Gateway (SIPGw) V| [ Menitor IP addresses (listed below)

Information will be captured for the IP addresses listed
below

Local SIP port: (5060 *(1-65535 Manitor IP: | |

Monitor addresses:

SIP domain name:

avaya.com |

Gateway endpoint name: |Spcs1k |

Gateway password:

Application node 1D: (2000 * (0-8598

Enahle failsafe NRS: []

|

Proxy Or Redirect Server:
Proxy Server Route 1:

Prirnary TLAM IP address: [10.10.8.56

The IP address can have either IPv4 or IPvE format bazed on the value of "TLAN

address type

Transport protocol:

Options: [[] Support registration
[] Primary CDS proxy

BIP URI Map:
FPublic E.164 domain names Frivate domain names

LDP: |L|dp

Matianal: |

Subscriber: |5L|hsu:riher CDP: ||:dp.udp

Special number: |F'L|h|icSpeciaI | Special number: |F'rivateSpeciaI

Unknown: |F'L|h|ic:Unknnwn Yacant number: |F'ri~;ateUnknmw1

Unknown: |
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. Use Element
Manager to define bandwidth zones as in the following highlighted example. Use Element

Manager and navigate to System = IP Network = Zones > Bandwidth Zones and add new
zones as required.

AVAYA CS81000 Element Manager
- UCM Hetwork Services #| Managing: 192.168.0.2 Username: admin
—Home System » P Network » Zones » Bandwidth Zones
- Links
- Virtual Terminals Bandwidth Zones
- System)|
+Alarms
- Waintenance
+Cora Equipment Add llmpnrt ] [ Export ] [Mamtenamce
- Peripheral Equipment
Zone s Intrazane Intrazone Strateqy Interzone Interzone Strateqy Resource Type Zone Intent Description
- Nodes: Servers, Media Cards 1O 10 1000000 BQ 1000000 BB SHARED Mo MAINGFFICE
= LEIEEER S0 [RE 30 20 20 1000000 EQ 1000000 E] SHARED VTRK VTRK
- Media Gateways 3
- Host and Route Tables
- Network Address Translation
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5.6. Configure SIP Trunks

Communication Server 1000E virtual trunks will be used for all inbound and outbound PSTN
calls to KPN’s SIP Trunk Service. Five separate steps are required to configure Communication
Server 1000E virtual trunks:
o Configure a D-Channel Handler (DCH); configure using the Communication Server
1000E system terminal and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the Communication
Server 1000E system terminal and overlay 16
e Configure SIP trunk members; configure using the Communication Server 1000E system
terminal and overlay 14
e Configure a Route List Block (RLB); configure using the Communication Server 1000E
system terminal and overlay 86
e Configure Special Prefix Numbers (SPN’s); configure using the Communication Server
1000E system terminal and overlay 90

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
Communication Server 1000E system terminal and enter the following values. The highlighted
entries are required for correct SIP trunk operation. Exit overlay 17 when completed.

Load Overlay 17
ADAN DCH 10
CTYP DCIP
DES VIR TRK
USR ISLD
ISLM 4000
SSRC 1800
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 5
RCAP ND2
MBGA NO
H323
OVLR NO
OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the Communication Server 1000E
system terminal and overlay 16. Load Overlay 16, enter RDB at the prompt, press return and
commence configuration. The value for DCH is the same as previously entered in overlay 17.
The value for NODE should match the node value in Section 5.4. The value for ZONE should
match that used in Section 5.5 for SIP_VTRK. The remaining highlighted values are important
for correct SIP trunk operation.
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Next, configure virtual trunk members using the Communication Server 1000E system terminal
and Load Overlay 14. Configure sufficient trunk members to carry both incoming and outgoing
PSTN calls. The following example shows a single SIP trunk member configuration. Load
Overlay 14 at the system terminal and type new X, where X is the required number of trunks.
Continue entering data until the overlay exits. The RTMB value is a combination of the ROUT
value entered in the previous step and the first trunk member (usually 1). The remaining
highlighted values are important for correct SIP trunk operation.
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Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Next, configure Special Prefix Number(s) (SPN) which users will dial to reach PSTN numbers.
Use the Communication Server 1000E system terminal and overlay 90. The following are some
example SPN entries used. The highlighted RLI value previously configured in overlay 86 is
used as the Route List Index (RLI), this is the default PSTN route to the SIP Trunk service.
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5.7. Configure Analogue, Digital and IP Telephones

A variety of telephone types were used during the testing. The following is the configuration for
the Avaya 1140e Unistim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique four digit number is entered for the KEY 00 and KEY 01 value. The
value for CFG_ZONE is the same value used in Section 5.5 for MAINOFFICE.

HD; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 60
SPOC 3/27/2012 ©2012 Avaya Inc. All Rights Reserved. KPNCS1K75



HD; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 60
SPOC 3/27/2012 ©2012 Avaya Inc. All Rights Reserved. KPNCS1K75




Digital telephones are also configured using Load Overlay 20, the following is a sample 3904
digital set configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analogue telephones are also configured using Load Overlay 20. The following example shows
an analog port configured for Plain Ordinary Telephone Service (POTS) and also configured to
allow T.38 Fax transmission. A unique value is entered for DN, this is the extension number.
DTN is required if the telephone uses DTMF dialing. Values FAXA and MPTD configure the
port for T.38 Fax transmissions.
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5.8. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000E system terminal and overlay 15 to activate SIP Line services, as in
the following example where SIPL._ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 78
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details =
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters. The value for SIP Domain Name must match that configured in Section 6.2.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the
box to enable
e SIP domain name: Enter the SIP domain, in this case avaya.com
¢ SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration
¢ SLG Local Sip port: Default value is 5070
e SLG Local TLS port: Default value is 5071

AVAYA €$1000 Element Manager

_ UCM Network Services # | Managing: 192.168.0.2 Username: admin
I — System » [P Network » [P Telephony Nodes » Node Detaile » SIP Line Cenfiguration
_Links Node ID: 5000 - SIP Line Configuration Details
- Virtual Terminals
+Alarms
- Waintenance SIP Line Gateway Application: [] Enable gateway senice on this node
+ Core Equipment
= Peripheral Fquipment
- IP Metwork General
- MNodes: Servers, Media Cards
- Media Gateways
'ﬁﬂjns?g'm Route Tables SLG endpointname: |spestk
- Network Address Translation Monitor IP
S G -
- QoS Thresholds SLG Group ID:
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Senices
+Software
- Customers
- Routes and Trunks Security policy: | Best Effort v
- Routes and Trunks
_D-Channels MNumber of byte re-negatiation: | 0 ~

- Digital Trunk Interface

General | SIP Line Gateway Seftings | SIP Line Gateway Senice

Virtual Trunk Metwork Health Monitor

SIP domain name: |avaya.com [ Monitar IP addresses (listed below)

IMonitor addresses

SLG Local Sip port: (5070 (1-65535

SLG Local Tls port: (5071 (1-65535

SIP Line Gateway Settings

- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction

it T iz

Options: [] Client authentication

Mote: Changes made on thiz page will NOT be

* Required Vakie.
Required Value. transmitted until the Node is also saved.

b

Save Cancel
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5.9. Configure SIP Line Telephones

When the SIP Line service configuration is completed, use the Communication Server 1000E
system terminal and Load Overlay 20 to add a Universal Extension (UEXT). See the following
example of a SIP Line extension. The value for UXTY must be SIPL. This example is for an
Avaya SIP telephone, so the value for SIPN is 1. The SIPU value is the username, SCPW is the
logon password, and these values are required to register the SIP telephone to the SLG. The
value for CFG_ZONE is the value set for MAINOFFICE in Section 5.4. A unique telephone
number is entered for value KEY 00. The value for KEY 01 is comprised of the UAPR value
(set to 78 at the beginning of this section) and the telephone number used in KEY 00.
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5.10. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.

AVAYA

- UCM Network Services
- Home
- Links
-Virtual Terminals
- System
+Alarms
-Maintenance
+ Core Equipment
- Peripheral Equipment
+|P Metwork
+Interfaces
-Engineered Values
+ Emergency Senvices
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
- Templates
- Repors
-Views
- Lists
- Properies
- Migration
-Tools
- Backup and Restore
- Call Server
- Fersonal Directories

CS1000 Element Manager

Managing: 10.80.51.60 Username: admin
Tools » Backup and Restare » Call Server Backup and Restore » Call Server Backup

Call Server Backup

Action | Backup v

The backup process will take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

TEMUZ207

Backing up reten.bkp to “Avaroptnortelicsfsicf2ibackup/single”
Database backup Complete!

Backup process to local Removable Media Device ended successfully.

Configuration of Communication Server 1000E is complete.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The Session Manager is
configured via the System Manager. The procedures include the following areas:
e Loginto Avaya Aura® System Manager

e Define SIP Domain

e Define Location for Avaya Communication Server 1000E

e Configure Adaptation Module.

e Define SIP Entities
e Define Entity Links

e Define Routing Policies

e Define Dial Patterns

6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http:/<FQDN >/SMGR, where
<FQDN> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.

AVAYA

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign roles to
users

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

User Management
Manage users, shared user resources and
provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence
Routing
Network Routing Policy
Session Manager
Session Manager Element Manager
SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Log off admin

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
View and configure licenses
Replication
Track data replication nodes, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager and Messaging System objects
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6.2. Define SIP Domain

Expand Elements = Routing and select Domains from the left navigation menu, click New
(not shown). Enter the following values and use default values for remaining fields.
e Name Enter the Domain Name specified for the SIP Gateway in Section 5.4. In the
sample configuration, avaya.com was used
e Type Verify sip is selectedNotes Add a brief description [Optional]

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

AVAYA Avaya Aura™ System Manager 6.1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing ‘
Domains Help ?
Locations Domain Management
Adaptations
SIP Entities
Entity Links
Time Ranges 1Item Refresh Filter: Enable
Routing Policies Name . I Type Default I Notes
Dial Patterns * lavaya.com : i}
Regular Expr
Defaults
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6.3. Define Location for Avaya Communication Server 1000E

Locations are used to identify logical and/or physical locations where SIP Entities reside, for
purposes of bandwidth management or location-based routing. Expand Elements 2 Routing
and select Locations from the left navigational menu. Click New (not shown). In the General

section, enter the following values and use default values for remaining fields.

e Name Enter a descriptive name for the location
e Notes Add a brief description [Optional]

In the Location Pattern section, click Add and enter the following values.

o [P Address Pattern Enter the logical pattern used to identify the location. For the
sample configuration, 10.10.8.* was used
e Notes Add a brief description [Optional]

Click Commit (not shown) to save. The screenshot below shows the Location defined for
Communication Server 1000E in the sample configuration.

Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Call Admission Control has been set to ignore SDP. All calls vill be o

See Session Manager - Session Manager Administration -

General

cunted using the Default Audic Bandwidth.
= Global Setting

*|Name:

SipLabg

Notes:

Overall Managed Bandwidth

Managed Bandwidth Units:

Kbit/sec v

Total Bandwidth:

Per-Call Bandwidth Parameters

* Default Audio Bandwidth:

Location Pattern

80 .kb\;:.fsec _\.'_'

2 Items Refresh Filter: Enable
[] 1P Address Pattern Notes
E *[1oi10.2:%
E * 10.10.8.*
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6.4. Configure Adaptation Module

Adaptations can be used to modify the called party number to meet network requirements. The
example shown was used in test to convert the called number to E.164 format. The module
DigitConversionAdaptor is used to convert numbers in the following way:
e International Numbers — remove the international dialing prefix (00) and replace with a
ey
e National Numbers — remove the leading zero and replace with a “+” followed by the
country code

These rules are applied to the destination addresses.

Adaptations

SIP Entities General
Entity Links * Adaptation name: |International
Time Ranges Module name: Di@tComversionAdaﬁt’er ~
Routing Policies Module parameter:
Dial Patterns
5, Egress URI Parameters:
Regular Expressions
Defaults Notes:

Digit Conversion for Incoming Calls to SM

0Items Refresh Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes

Digit Conversion for Outgoing Calls from SM

2 Items Refresh Filter: Enable

Matching Pattern . Min Max Phone Context Delete Digits Insert Digits Address to modify Notes
O *[oo 2 *[36 «l2 + destination v
0 *o20 ¥l3 * |36 i +31 destination v
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6.5. Define SIP Entities

A SIP Entity must be added for each SIP-based telephony system, supported by a SIP connection
to the Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following will need to be entered for each SIP Entity.
Under General:
e Inthe Name field enter an informative name
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signalling interface on the connecting system
e Inthe Type field use Session Manager for a Session Manager SIP entity, Other for a
Communication Server 1000E SIP entity and Gateway for the Session Border Controller
SIP entity
e Inthe Location field select the appropriate location from the drop down menu
e Inthe Time Zone ficld enter the time zone for the SIP Entity

In this configuration there are three SIP Entities:
e Avaya Aura® Session Manager SIP Entity
e Avaya Communication Server 1000E SIP Entity
e Avaya Session Border Controller Advanced for Enterprise SIP Entity

6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of the Session Manager SIP signalling interface.

Routing ‘
Domains
Locations SIP Entity Details
Adaptations General

SIP Entities * Name: Session Manager

Entity Links

; * FQDN or IP Address: |10.10.8.56
Time Ranges

Routing Policies Type:

Dial Patterns Notes:

Regular Expressions

Defaults Location: | SipLabg

Outhound Proxy: v

| Time Zone: | Europe/Dublin v

Credential name:

SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration [+
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The Session Manager must be configured with the port numbers on the protocols that will be
used by the other SIP entities. To configure these scroll to the bottom of the page and under
Port, click Add, then edit the fields in the resulting new row.

e Inthe Port field enter the port number on which the system listens for SIP requests

¢ Inthe Protocol field enter the transport protocol to be used for SIP requests

¢ Inthe Default Domain field, from the drop down menu select avaya.com as the default
domain

Port

3 Items | Refresh

Filter: Enable
" | Port Protocol Default Domain Notes
O |sos0 TCF | avaya.com [
D 5060 UDP |% avaya.com %
O |sos1 TLS (v avaya.com [
Select : All, Nane

6.5.2. Avaya Communication Server 1000E SIP Entity

The following screen shows the SIP entity for Communication Server 1000E. The FQDN or IP
Address field is set to the Node IP address of the interface on CS1000E that will be providing
SIP signalling, as shown in Section 5.4.

Routing «
Domains
Locations SIP Entity Details Commit
Adaptations General
SIP Entities

* Name: |CS1K

Entity Links
" * FQDN or IP Address: |10.10.8.3
Time Ranges
Routing Policies Type:
Dial Patterns Notes:

Regular Expressions

Defaults Adaptation:

Location: |SipLabd +

Time Zone: | Etc/GMT v

Override Port & Transport with DNS SRvV: []
¥ SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: |none v

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration
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6.5.3. Avaya Session Border Controller Advanced for Enterprise SIP Entity

The following screen shows the SIP Entity for the Session Border Controller. The FQDN or IP
Address field is set to the [P address of the Session Border Controller private network interface

Routing [l Home /Elements / Routing / SIP Entities- SIP Entity Details

Domains
e . SIP Entity Details
Adaptations General
SIP Entities * Name: |Sipera SEC
Entity Links
§ * FQDN or IP Address: |10.10.9.81
Time Ranges
Routing Policies Type:
Dial Patterns Notes:
Regular Expressions
Defaults Adaptation:
Location:
Time Zone: |Europe;"Duinn b

Override Port & Transport with DNS SRvV: []
* SIP Timer B/F (in seconds): |4

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration
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6.6. Define Entity Links

A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed (not shown).

e Inthe Name field enter an informative name

e Inthe SIP Entity 1 field select Session Manager

e Inthe Port field enter the port number to which the other system sends its SIP requests

e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.5

e Inthe Port field enter the port number to which the other system expects to receive SIP

requests
e Select the Trusted tick box to make the other system trusted
e Inthe Protocol field enter the transport protocol to be used to send SIP requests

Click Commit to save changes. The following screen shows the Entity Links used in this
configuration.

Routing [} Home /Elements / Routing / Entity Links- Entity Links
Domains Hel
; Entity Links
Locations
SIP Entities
Entity Links 3
9 Items Refresh Filter: Enabld
Time Ranges
Routing Policies [] Name SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy Notes
Dial Patterns
Cegrltr g et [ Sipera SBC Session Manager  TCP 5060  Sipera SBC 5050 Trusted toSIPERA
Defaults
O csiK Session Manager  TCP 5080 C51K 5060 Trusted focsiK
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6.7. Define Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).
Under General:

e Enter an informative name in the Name field

e Under SIP Entity as Destination, click Select, a new window appears (not shown) and

select the appropriate SIP entity to which this routing policy applies
e Under Time of Day, click Add, and then select the time range

The following screen shows the routing policy for Communication Server 1000E.

Routing il Home /Elements / Routing / Routing Policies- Routing Policy Details
Domains He
e e Routing Policy Details [E
Adaptations
SIP Entities General
Entity Links * Name: [toCS1K
Time Ranges Disabled: []

Routing Policies Notes:

Dial Patterns

Regular Expressions

SIP Entity as Destination
Defaults

C51K 10.10.8.3 Other
Time of Day
[ Remave ] [ View Gaps/Overlaps
1 Item | Refresh Filter: Enab
" Ranking 1a Name 2a Mon Tue Wed Thu Fri Sat Sun Start Time End Time Notes
|:| 0 24/7 00:00 23:59 Time Range 24/7
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The following screen shows the routing policy for the Session Border Controller.

Routing Ll Home /Elements / Routing / Routing Policies- Routing Policy Details
Domains He

Locations Routing Policy Details Cant

Adaptations

SIP Entities General
Entity Links * Name: |S\para SBC ‘
Time Ranges Disabled: []
Routing Policies Notes: | ‘
Dial Patterns
Regular Expressions ; o
SIP Entity as Destination
Defaults
I e [ I
Namme —FeBN-oriP —TFype hotes—
Sipera SBC 10.10.9.81 Gateway
Time of Day
[ Remaove ] [ View Gaps/Overlaps I
1 Item | Refresh Filter: Enabl
Ranking 1a ! Name 24 ! Mon Tue Wed Thu Fri Sat Sun Start Time ! End Time I Notes :
|[| P 24/7 00:00 23:58 Time Range 24/7
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6.8. Define Dial Patterns

A dial pattern must be defined to direct calls to the appropriate entity. To configure a dial pattern
select Dial Patterns on the left panel menu and then click on the New button (not shown).
Under General:

e Inthe Pattern ficld enter a dialed number or prefix to be matched

e Inthe Min field enter the minimum length of the dialled number

e Inthe Max field enter the maximum length of the dialled number

e Inthe SIP Domain field select ALL or alternatively one of those configured in Section
6.2

Under Originating Locations and Routing Policies. Click Add, in the resulting screen (not
shown), under Originating Location select ALL and under Routing Policies select one of the
routing policies defined in Section 6.7. Click Select button to save. The following screen shows
an example dial pattern configured for the Session Border Controller which will route the calls
out to the KPN VoIP Connect service.

Routing Fll Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains He
[Eeirs Dial Pattern Details Can
Adaptations
SIP Entities General
Entity Links * Pattern: 00353
Time Ranges * Min: s

Routing Policies

* Max: 16
Dial Patterns

= Emergency Call:
Regular Expressions gency o
Defaults SIP Domain: | -ALL- v

Notes:

Originating Locations and Routing Policies

1 Item Refresh Filter: Enab
" Originating Location Name 1 ggitg;:aﬁ"g Fossion n‘;:::‘g Holv] Rank 2 R_l::jltii:r;'g [R):::::gt:’;'tiw nzltj;is"g Hotov)
0 -AL- Any Locations Sipera S8C 0 Sipera 38C
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The following screen shows an example dial pattern configured for the CS1000E. This dial
pattern will route the calls to the CS1000E endpoints e.g Unistim and SIP sets.

Routing [l Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Domains |
Locations Dial Pattern Details E

Adaptations

SIP Entities General

Entity Links * pattern: (020364

Time Ranges * Min: El
Routing Policies + Max:

Dial Patterns

Regular Expressions Emergency Call: []

Defaults SIP Domain: |-ALL- v

Notes: |

Originating Locations and Routing Policies

1 Item ' Refresh Filter: Enq
e T e Routing Palic
|:| -ALL- Any Locations toCS1K 0 CS1K
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7. Configure Avaya Session Border Controller Advanced for
Enterprise

This section provides the procedures for configuring Session Border Controller Advanced or
Enterprise.

7.1. Accessing UC-Sec Control Centre
Access the web interface by typing https://x.x.x.x (where x.x.x.x is the management IP of the E-
SBC).

= Welcome to Sipera UC-Sec - Windows Internet Explorer

L2 |g, https:/f10.80.140.101) V|@.‘ Certificate Error | 2| X

File Edt ‘ew Favorites Tools Help Ssnaare '

k [ (& welcome to Sipera UC-Sec l A

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

Select UC-Sec Control Center and enter the Login ID and Password.

= UC-Sec Control Center - Windows Internet Explorer,

2 5
@.\7 5 = |© httpsifj10.80.140., 101 ucsec |1 Cortiicate Enar || 42| X [
File Edit Yiew Favorites Tools Help eSnagIt (=
{3 ke [@ UC-Sec Contral Center l l fz}T 7l
Signin
@ Sipera LoginiD
Systems passure
LEARN - VERIFY - PROTECT
The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
WolP security by adapting the best practices of internet security and by using unigue,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
behavioral learming based anomaly detection and voice spam detection to protect
VolP networks.
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7.2. Global Profiles

When selected, Global Profiles allows for configuration of parameters across all UC-Sec
appliances.

7.2.1. Server Interworking - Avaya Side

Server Internetworking allows you to configure and manage various SIP call server specific
capabilities such as call hold and T.38. From the lefthand menu select Global Profiles = Server
Interworking and click on Add Profile (not shown).

e Enter profile name : SM9_Call_Server and click Next (not shown)

e Set Hold Support to RFC2543

e All other options on the General Tab can be left at default.

Click Next on the screen below and screens that follow (not shown) and then click Finish on the
last screen (not shown).

Editing Profile: SM9_Call_Server

Mone
RFC2543-c=0.0.00 |

DHie

Hold Support

(" RFC3264 - a=sendonly
180 Handling ¥ Mone (" SDP  MoSDP
181 Handling ¥ None ¢ SDF (" NoSDP
182 Handling # Mone  SDP  MNoSDP
183 Handling & Mone  SDP O Mo SDP
Refer Handling I
Zioe Handling I

Diversion Header Support [E

Delayed SDP Handling [
T.28 Support v
URI Scheme ¥ SIP ¢ TEL  ANY
Via Header Format ) ke

" RFC2543

Hext
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7.2.2. Server Interworking — KPN side
Server Internetworking allows you to configure and manage various SIP call server specific
capabilities such as call hold and T.38. From the lefthand menu select Global Profiles > Server
Interworking and click on Add Profile (not shown).

e Enter profile name: SP_Trunk and click on Next (not shown)

e Check Hold Support = RFC2543

e All other options on the General Tab can be left at default.

Click Next on the screen below and screens that follow (not shown) and then click Finish on the
last screen (not shown).

Editing Profile: SP_Trunk x
™ Mone
Hold Suppart ' RFC2543-c=0.0.0.0 |
" RFC3264 - a=sendaonly
180 Handling * Mone  SDP  MNoSDP
181 Handling & Mone  SDP & Mo SDP

D

182 Handling Mone ¢ S0DFP ¢ Mo SDP

183 Handling # Mone (" SDP (" MoSDP
Refer Handling [
Zoc Handling [

Diversion Header Support r
Delayed SOP Handling |
T.28 Suppor Iw
URI Bcheme F SIP O TEL T ANY
Yia Header Farmat i EES;:E;

| et |
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7.2.3. Routing — Avaya side

The Routing Profile allows you to manage parameters related to routing SIP signaling messages.

From the lefthand menu select Global Profiles = Routing and click on Add Profile (not
shown).

e Enter Profile Name : SM9_Call_Server (not shown)
Hit Next (not shown)

Next Hop Server 1 : 10.10.8.56 (Session Manager Secuirty Module IP address)
Check Next Hop Priority

Check Use Next Hop for in Dialog
Outgoing Transport: TCP

Click Finish (not shown).

Global Profiles > Routing: SM9_Call_Server

Click here to add a description.

defauilt Routing Profile

SM9_call_Server

SP_Trunk_Server

Next Hop Server 1 Next Hop Server 2

[ 10.10.8.56 - I o || ke r | TcP

7.2.4. Routing — KPN side

The Routing Profile allows you to manage parameters related to routing SIP signaling messages.
From the lefthand menu select Global Profiles 2 Routing and click on Add Profile (not
shown).

e Enter Profile Name: SP_Trunk_ Server (not shown)

Hit Next (not shown)

Next Hop Server 1 :10.122.108.100 (IP Address provided by KPN)
Check Next Hop Priority

Check Use Next Hop for in Dialog

Outgoing Transport : UDP

Click Finish (not shown)

Global Profiles > Routing: SP_Trunk_Server

CHeK e 10 50K 2 GeSCTpUoR,
default Routing Profile
SM9_Call_Server
Mext Hop Server 1 Next Hop Server 2
[1 | 10.122.108.100 b 3 O (0] & - |uop
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7.2.5. Server Configuration — Avaya CS1000E

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server
specific parameters such as TCP and UDP port assignments, [P Server type, heartbeat signaling
parameters and some advanced options. From the lefthand menu select Global Profiles 2>
Server Configuration and click on Add Profile (not shown).

e Enter profile name : SM9_Call_Server (not shown)

e Onthe Add Server Configuration Profile tab:

e Server Type : Call Server

e [P Address:10.10.8.56

e Supported Transports : Check UDP and TCP

e TCP Port: 5060

e UDP Port: 5060

e Hit Next

e Click on Next for the Authentication and Heartbeat tabs (not shown).

¢ On the Advanced tab, select SM9_Call_Sever for Interworking Profile

e Click Finish

Add Server Configuration Profile - General *
Server Type Call Server |
| [10.10.8.56 R i
IP Addresses / Supported FQDMNs ? '
Comma zeperated lizt
|
W TCP
Supported Transports ¥ LUDP
[ TLS
TCP Part 5060 i '
UDP Port [sos0 |
TLS Port i
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Edit Server Configuration Profile - Advanced [

Enable Dos Protection
Enable Grooming

Interwaorking Frofile

-
-

[SM9_Call_Server v

Signaling Manipulation Script if\]nne VI
TCP Connection Type * SUBID ¢ PORTID  MAPPIMNG
UDP Connection Type & SUBID ¢ PORTID ¢ MAPPING

7.2.6. Server Configuration — KPN side

The Server Configuration screen contains fourtabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow to configure and manage various SIP call server specific
parameters such as TCP and UDP port assignments, server type, heartbeat signaling parameters
and some advanced options. From the left-hand menu select Global Profiles = Server
Configuration and click on Add Profile (not shown).

e Name : SP_Trunk Server (not shown)

¢ Onthe Add Server Configuration Profile Tab: (not shown)

e Click on Edit (not shown)

e Select Server Type: Trunk Server

e IP Address: 10.122.108.100 (KPN Trunk Server)

e Supported Transports: Check UDP

e UDP Port : 5060

e Hit Next

e C(Click on Next for the Authentication and Heartbeat tabs (not shown)

e On the Advanced tab, select SP_Trunk for Interworking Profile

e Seclect E164_Conversion for Signaling Manipulation Script, this will be discussed in

Section 7.3
e C(lick Finish
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Add Server Configuration Profile - General [

Server Type

P Addresses / Supported FQDMNs

Comma zeperated list

Supparted Transports

TCP Port
UDP Port

TLS Fort

|Tr|_|n|-c Server b

10.122.108.100

1

Edit Server Configuration Profile - Advanced

Enable Dos Protection
Enabkle Grooming
Interworking Profile
Signaling Manipulation Script
TCP Connection Type

LIDF Connection Type

-
-

|SP_Trunk v|

|E'|B4_Ccmversi0n V|

& SUBID ¢ PORTID ¢ MAFPING
& SUBID ¢ PORTID ¢ MAFPING

x|

HD; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 3/27/2012 ©2012 Avaya Inc. All Rights Reserved.

44 of 60
KPNCS1K75



7.2.7. Topology Hiding — Avaya side

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks. From the
left-hand menu select Global Profiles > Topology Hiding (not shown).

e Click default profile and select Clone Profile (not shown)

e Enter Profile Name : SM9_CS

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Overwrite under Replace Action. For Override Value type avaya.com

e Click Finish (not shown)

The screen below is a result of the details configured above

Global Profiles > Topology Hiding: SM3_CS

Click here to add a description.
default m‘
cisco_th_profile
[ e | e | Gepecocwn | Ownmevee |
SPETnunk Recard-Route IP/Domain Auto =
e SDP IPiDomain Auto ==
‘TU IP/IDomain Overwrite avaya.com |
Via IPiDomain Auto ==
Request-Line IP/IDomain Overwrite avaya.com
From IF{Demain Overwrite avaya.com
==

7.2.8. Topology Hiding — KPN side

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks. From the
left-hand menu select Global Profiles & Topology Hiding (not shown).

e C(lick default profile and select Clone Profile (not shown)

e Enter Profile Name : SP_Trunk (not shown)

e For the Header To, From and Request Line select IP/Domain under Criteria and Next

Hop under Replace Action

e C(lick Finish (not shown)

The screen below is a result of the details configured above
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Global Profiles > Topology Hiding: SP_Trunk

Topology Hiding Profiles Click here to add a description.
default Topology Hiding
cisco_th_profile
| T e G Ropecedcion | OvrwnicVaue |
S Record-Route IP/Domain Auto —
WS SDP IF/Diomain Auto ==
|TU IP/Domain MextHop | —
Via IFiDomain Auto
Request-Line IF/Domain Mext Hop
From IP/Domain NextHop -

7.3. Signaling Manipulation Scripts

This feature adds the ability to add, change and delete any of the headers and other information
in a SIP message. During test, a script was written to change the user address in the “To” and
“From” field to E.164 format for consistency. Test calls were made successfully without this, but
it is shown here for information.. From the lefthand menu select Global Profiles = Signaling
Manipulation and click on Add Script. The script shown below was used for this test:

Giobal Profiles > Signaling Manipulation: E164_Conversion

s
Signaling Manipulation Scripts Change international prefix 00 to +

Rl Converson Signaling Manipulation

within session "INVIIE"
i
L

Download Script Clone Script “

act on request where YDIRECTION="0UIBOUND" and $ENTRY POINT="P0S5T_ROUTING"
[
{
$HEADERS["To"] [1] .URI.USER.regex replace {"~00", "+");
}
'
within session "INVITE"
{
act on request where 3DIRECTION="CQUIBOUND" and $ENIRY POINT="POST_ROUTING"
{

| $HEADERS["From®] [1].URI.USER.reges replace("~0","+3L");

This script was then associated with Server Configuration — KPN side defined in Section 7.2.6
under Signaling Manipulation Script.
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7.4. Device Specific Settings

7.4.1. The Network Management feature allows the public and private interface addresses and
state to be set. From the left-hand menu select Device Specific Settings = Network

Management.
e Enter in the IP Address and Gateway Address for both the Inside and the Outside
interfaces

e Select the physical interface used in the Interface column

ent: GSSCP-5BC1

MHetwork Configuration | | Interface Configuration

Modifications or deletions of an IP address orits associated data require an application restart before taking effect. Application restarts can be

issued from System Management.
AZ Metmask _ B1 Metmask |258.255.255.240 B2 Metmask _

A1 Netmask |255.255.255.0

T i ey S e [ ]
[10.10.8.81 | | [10.108.1 |[a1 v %
[192.168.27.3 || | [192.168.27.1 [[B1 v ®

Select the Interface Configuration tab and use the Toggle State button to enable the interfaces.

Network Configuration | | Interface Configuration |
T T

Toaggle
Al Enabled

A2 Disabled
81 Enabled ey
B2 Disabled
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7.4.2. The Media Interfaces feature allows the IP Address and ports to be set for transporting
Media over the SIP trunk. From the left-hand menu select Device Specific Settings >

Media Interface (not shown).

Select Add Media Interface (not shown)
Name : Int_Media
Media IP : 10.10.9.81 (Internal Address for calls toward the Call Server)
Port Range: 35000-50000
Click Finish
Select Add Media Interface
Name: Ext_Media
Media IP : 192.168.27.3 (External Address for calls toward KPN trunk)
Port Range: 35000-50000
e Click Finish
The screen below is a result of the details configured above.

Media Interface

System Management.
| Name | Medal | Port Range I

Int_Nedia 10.10.8.81 35000 - 40000 21X

Ext_Media 192.168.27.3 35000 - 40000 2K
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7.4.3. The Signalling Interfaces feature allows the IP Address and ports to be set for
transporting Media over the SIP trunk. From the left-hand menu select Device Specific
Settings = Signalling Interface (not shown).

Select Add Signaling Interface (not shown)
Name : Int_Sig
Signaling IP : 10.10.9.81 (Internal Address for calls toward Call Server)
TCP Port : 5060
UDP Port : 5060
e Click Finish (not shown)
e Seclect Add Signaling Interface
e Name : Ext_Sig
e Signaling IP : 192.168.27.3 (External Address for calls toward KPN)
e TCP Port: 5060
e UDP Port: 5060
e C(lick Finish (not shown)
The screen below is a result of the details configured above.

GS5CP-5BC1

Signaling Interface
TLS Profile
Int_Sig 10.10.9.81 5060 5060 — None 2%
Ext_Sig 192 168.27.3 5060 5060 - None ¢
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7.4.4. The End Point Flows allow the Interfaces, Policies and Profiles administered to be used
to transport the SIP traffic. From the left-hand menu select Device Specific Settings -
Endpoint Flows (not shown).

e Select the Server Flows tab

To add the settings for call flow to CS1000E. Click on select Add Flow.
e Name : SM9_Call_Server

Server Configuration : SM9_Call_Server

URI Group : *

Transport : *

Remote Subnet : *

Received Interface : Ext_Sig

Signaling Interface : Int_Sig

Media Interface : Int Media

End Point Policy Group : default-low

Routing Profile : SP_Trunk_Server

Topology Hiding Profile : SM9_CS

File Transfer Profile : None

Click Finish (not shown)

Device Specific Settings = End Point Flows: GSSCP-SBC1

. | addriow |
Click here to add a row description.
Server Configuration: SM9_Call _Server
URI Remote | Received P{mt
Hoertiane Group| TASPOM | 5 ipnet | interface Iﬂlerface hterfnce Houtinn Hrome Pmm Tpmﬁfe"’
Gmla)
a o x ai default- o, a o
| SM9_Call_Server Ext_Sig | Int_Sig Int_Media ek SP_Trunk_Server SM39_CS Mone

To add the settings for call flow to KPN select Add Flow (not shown).
e Name : SP_Trunk_Server

Server Configuration : SP_Trunk Server

URI Group : *

Transport : *

Remote Subnet : *

Received Interface : Int_Sig

Signaling Interface : Ext_Sig

Media Interface : Ext Media

End Point Policy Group : default-low

Routing Profile : SM9_Call_Server

Topology Hiding Profile : SP_Trunk
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e File Transfer Profile : None
e Click Finish (not shown)

Device Specific Settings = End Point Flows: GSSCP-SBC1

Subscriber Flows | | Server Flows

GS55CP-5BC1

Add Flow

Hover over a row to see its description.

Server Configuration: SP_Trunk_Server

End Point
Remote | Received
Flow Transport Profile Irmsfer
.-- o hterfnce merfnce - Prom Profile III

| SP_Trunk_Serer * Int_Sig  Ext_Sig  Ex_Media SP_Trunk SMI_Call_Server SP_Trunk None

8. Service Provider Configuration

The configuration of the KPN equipment used to support the KPN VoIP Connect service is
outside of the scope of these Application Notes and will not be covered. To obtain further
information on KPN equipment and system configuration please contact an authorised KPN
representative.

9. Verification Steps

9.1. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select
Group table as shown below.

AVAYA CS1000 Element Manager Help | Log
- UCM Network Services Managing: 10.80.51.60 Username: admin
- Home System » Maintenance
- Links

- Virual Terminals Maintenance
- System

+Alarms

- Maintenance . i

+Core Equipment @ Select by Overlay O Select by Functionality

- Peripheral Equipment

* :F‘tNr?twork =Select by Overlay=

*Ee.acesdv | LD 30 - Network and Signaling

- Engmeere Sa Oz LD 32 - Network and Peripheral Equipment

i S ICICYCCIICES LD 34 -Tone and Digit Switch

ORELEE LD 36 - Trunk
- Customers LD 37 - Input/Output
- Routes and Trunks LD 38 - Conference Circuit

- Routes and Trunks LD 39 - Intergroup Switch and System Clock

-D-Channels LD 45 - Background Signaling and Switching <5 b=

- Digital Trunk Interface LD 45 - Multifraquency Sender D- Cnannel Diagnostics
+ Dialing and Numbering Plans LD 48 -Link M3DL Diagnostics
+Phones LD 54 - Multifregquency Signaling TMDI Diagnostics
_Tools LD 60 - Digital Trunk Interface and Primary Rate Interface

+Backup and Restore LD 75 - Digital Trunk

_Date and Time LD 80 - Call Trace

+Logs and reports
- security LD 17 - Ethernet and Alarm Hanagement

AT LD 125 - Core Comman Equipment

s LD 137 - Core InpuyOutput

+Login Options LD 143 - Centralized Software Upgrade
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Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields:

e Appl_Status Verify status is OPER

e Link Status Verify status is EST ACTV

D-Channel Diagnostics

| Disable Autematic Recovery (DIS AUTD) ] ALL
‘ Enable Automatic Recovery (EMNL AUTO) v| FOL
‘Test Interrupt Generation (TEST 100} v|
| Establish D-Channel (EST DCH) ~|
[ |ocH|DEs]asPL_sTATUS|

O 010 virk OPER EST ACTV  AUTO

5T&T DCH 010

Command executed succeszfully.

9.2. Verify Avaya Aura® Session Manager Operational Status

9.2.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements = Session Manager = Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

e Tests Pass -
* Security Module ”»
e Service State Accept New Service

i Home /fElements [ Seccion Manager- Secsion Manager

Session Manager [}l Home /Elements / Session Manager- Session Manager
Dashboard Help 2

Session Manager Session Manager Dashboard

Administration This page provides the overall status and health summary of each administered Session Manager.

Communication Profile -
Session Manager Instances

Editor

Network Configuration [ Service State - ] [ Shutdown System ~ ] As of 9:22 AM
Device and Location
Configuration 1Item Refresh ' Show Filter: Enable
ADpIi.catiurT 0 ::f‘sai;:r | Type Alarms I:sts :i‘;‘:j’l':y Service State E';tri:gnring a;:z::te call Registrations | Version
Configuration Session
e — (R — Core  50/14/308 up Accept New o/s 0 0 §.1.0.0.610023
System Tools Select : All, None
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Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

[ Reset ] [ Synchronize ] [ Certificate Management ~ ] [ Connection Status ]
1Item Refresh Show ALL % Filter: Enable
. Session - Default = Entity Links Certificate
Details Manager Type Status Connections IP Address VLAN e NIC Bonding (expected / actual) Used
(o) Show ~ Se=ssien SM Up 14 10.10.8.56/24 10.10.8.1 Disabled 5/5 SIP CA

Manager

Select : None

9.2.2. Verify SIP Entity Link Status

Navigate to Elements = Session Manager = System Status = SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for Communication Server 1000E from the All Monitored SIP Entities table (not shown)
to open the SIP Entity, Entity Link Connection Status page. In the All Entity Links to SIP
Entity: CS1000 Rel7.5 table, verify the Conn. Status for the link is Up as shown below.

SIP Entity, Entity Link Connection Status

Thi= page displays detailed connection status for all entity links from all Session Manager instances to 8 single SIF entity.
All Entity Links to SIP Entity: CS1K

summary View

11Item | Refresh Filter: Enaple
Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Show Session Manager 10.10.8.3 5060 TCP Up 200 OK Up

Verify the SIP link is up between the Session Manager and the SBC by going through the same
process as outlined above but selecting the SIP Entity for the SBC in the All Monitored SIP
Entities table (not shown).
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Aura®
Communication Server 1000E, Avaya Aura® Session Manager and Avaya Session Border
Controller Advanced for Enterprise to KPN VoIP Connect Service. KPN VoIP Connect Service
is a SIP-based Voice over IP solution providing businesses a flexible, cost-saving alternative to
traditional hardwired telephony trunks. The service was successfully tested with a number of
observations listed in Section 2.2.
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Appendix A
Avaya Communication Server 1000E Software
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