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Application Notes for configuring NICE EngagePlatform
R6.5 to interoperate with Avaya Session Border Controller
for Enterprise R7.1 and Avaya Aura® Communication
Manager R7.0using SIP Recording- Issuel.0

Abstract

These Application Notes describe the configuration stepsh®NICE EngagePlatform to
interoperate with the Avaya solution consisting of Aaraya Session Border Controller,
Avaya Aura® Communication Managef7R, an Avaya Aura® Sesion Manager RO, and
Avaya Aura® Application Enablement Services.®

Readers should pay attention to Section 2, in particular the scope of testing as out
Section 2.1 as well as the observations noted in Section 2.2, to ensure that theie @asej
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avay&olution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps foMIBE Engage PlatforrR6.5 to
interoperate with the Avaya solution consistinginfAvaya Session Border Controller for
Enterprise R7.Jan Avaya Aura® Communication Manager.® an Avaya Aura® Session
Manager R.0, and Avaya Aura® Application Enablement ServicdORNICE Engage

Platform useS$IP Recordingind the Telephony Services API (TSAPI) to capture the audio and
call details forcall recordingon various Communication Manager endpoints, listésldation 4

The NICE Engage Platform is fully integrated into a LAN (Local Area Network), and includes
easyto-use Web based applications (i.e. Nice Application) that works with .N&refiwork and
can beused to retrieve telephone conversations from a comprehensiveelomgalls database.
The NICE Engage Platform us8# recording to recor8IP trunkcalls that pass through the
Avaya Session Border Controller for Enterprise

The NICE Engage Platform contains tools for audio retrieval, centralized system security
authorization, system control, and system status monitoring. Also included is a call parameters
database (Nice Application Server) that tightly integrates via CTl link PABKsd A CDO s
including optional advanced audio archive database management, search tools, a wide variety of
Recordingon-Demand capabilities, and comprehensive {targn call database for immediate
retrieval.

Note: These Application Notes focus on the sebfithe Avaya Session Border Controller for
Enterprise and thAvaya Aura® Application Enablement Servidesallow for NICE SIP Call
Recording to interoperate correctly. The initial configuration of the Avaya Session Border
Controller for Enterprise is ntthe primary focus of these Application Notes and although this
setup is outlined iBection 12(Appendix A) for information on the installation and setup of the
Avaya Session Border Controller for Enterprise please refee¢tion 11of these Application
Notes.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the abilith@NICE Engage Platform to
carry out call recordingf SIP trunk calls coming through the SBC using ®liak recording. A
simulated enterpréssitewas configuredising an Avaya SIP telephony solution consisting of
Communication Manager, Session Manager and Avaya SBCE. The enterprise site was
configured taconnecto a SIP trunking service to facilitate SIP trunk calls being made and
received fom the Communication Manager endpoiaitsof which are listed irsection 4

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APId@rstandarddased interfacesgptinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testirg is not intended to substituidl productperformance or feature testipgrformed by
DevConnect membersor is it to be construed as an ersgment by Avaya of the suitability or
completeness@d Dev Co nn e cdlutiome mber 6s
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2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality texy focused on placing and recording calls in different call
scenariosvith good quality audio recordings and accurate call recditos tests included:
1 Inbound/Outbound callsi Testcall recordingor inboundand outboundalls to the
Communication Manag to and fronSIPPSTN callers
1 Hold/Transferred/Conference callsi Test call recording for calls transferred to and in
conference with PSTN callers.
1 ECS500 Calls/Forwarded callsi Test call recording for calls terminated on Avaya DECT
handsets using EC500
1 Feature callsi Testcall recordingor calls that are parked or picked up using Call Park
and Call Pickup.
1 Calls to Elite Agentsi Test call recording for call® Communication Manager agents
logged into oneX® Agent.
1 Serviceability testingi The behaior of NICE EngagéPlatformunder different
simulatedfailure conditions

2.2. Test Results

Most functionality and serviceability test cases were completed succes$tutiyollowingissue
wasnoted.
1. Conference Call with SIP trunk caller, the conference bie@fcall is missing.
Call ScenarioCommunication Manager extension A calls Communication Manager
extension B and Communication Manager extension B conferences in a SIP trunk user.
Communication Manager extension A drops off the call first.
Leg 3 or theconference portion of the call where all three are in conference is missing.
This portion of the call iactuallyrecorded and is inserted by TRS after the call is
completedby default after 4 hourdut it is not available immediately after the call.
2. Corference Call with SIP trunk caller, the last leg of the conference call is missing.
Call Scenario:SIP Trunk user A calls into Communication Manager extension and
Communication Manager extension A conferences in a SIP trunk user B. SIP Trunk user
B dropsoff the call first.
Leg 4 of the call is missing between SIP Trunk user A and Communication Manager
extension A after SIP Trunk user B hangs up the €hlk portion of the call isctually
recorded and is inserted by TRS after the call is comp{btedefault after 4 hourdut
it is not available immediately after the call.

2.3. Support

Technical support can be obtained fHCE Engage Platforrfrom the website
http://www.nice.com/engage/services/sag
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3. Reference Configuration

The configuration irFigure 1 wasused to compliance tesiCE Engage Platfornwith the
Avaya solution usin@IP Call Recordingo record calls. The NICEpplication Server is setup
to receiveevents from both the AES and SBSIP trunk alls that pass through the SBC are
recorded using SIP recording.

Avaya Aura® System
Manager R7.0

Avaya Aura® Communication
Manager R7.0

L Avaya Aura® Application

Avaya SIP Phone Enablement Services R7.0

Avaya Media Server R7.7

Events from
AES using
TSAPI

Avaya H.323 Phone

s

NICE Advanced Avaya Aura® Session
Interactions Manager R7.0
Recorder R 3 =)

Avaya Digital Phone

@

Avaya one-X® Agent

—a Avaya Session Boarder
Controller for Enterprise

SIP events from SBCE

NICE

% SERncation Simulated &
<'%’> SEReN PSTN (SIP)

PSTN Caller

Avaya DECT phones

Figure 1: Connection ofNICE Engage Platform R65 with Avaya Session Border Controller
for Enterprise R7.1, Avaya Aura® Communication Manager R7.0, Avaya Aura® Session
Manager R7.0 and Avaya Aura® Application Enablement Services R.0
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager running an
virtual server

System Manager 7.0.1.1
Build No.7 7.0.0.0.16266
Software Update Revision No:
7.0.1.1.065378

Service Pack 1

Avaya Aura® Session Manager running on a
virtual server

Session Manager R7.0 SP1
Build No.7 7.0.1.1.701114

Avaya Aura® Communidéon Manager
running on a virtual server

R7.0
R017x.00.0.441.0
00.0.441.023169

Avaya Aura® Application Enablement Servic
running on Virtual Server

R7.0
Build Noi 7.0.1.0.3.180

Avaya Session Boarder Controller For
Enterprise running on a virtual serv

7.1.01-07-12090

Avaya G450 Gateway

37.19.0/1

Avaya Media Server running on a virtual ser\

Media Server $stemR7.7.0.8
Media Server R7.7.0.200

Avaya 960814323 Deskphone

96x1 H323 Release 6.6.028

Avaya 9641 SIP Deskphone

96x1 SIP Release 7.039

AvayaCommunicator for Windows R2.1.3.80
Avaya oneX® Agent R 2.5.50022.0
Avaya 9408 Digital Deskphone FW Version 2

Avaya DECT Handsets

3725 DH4 (R3.3.11)
3720 DH3 (R3.3.11)

NICE Engage Platform
- Application Server

- Advanced Interactions Recorder

R65
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5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant tahis solution. For all other provisioning information such as initial installation and

configuration please refer to the product documentatioBeation11.

The configuration illustrated in this sectiasmasperformed using Communication Manager
System Administration Terminal (SAT).

5.1. Verify System Features

Use thedisplay systemparameters customeroptions command to verify that Communication

Manager has permissions for features illustrated in these Application NotBPag@rB ensure
thatComputer Telephony Adjunct Links? is set toy as shown below.

display system - parameters customer - options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk | ncoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net?y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? y

Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n  Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y
Attendant Vectoring? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement
Services Connectivity

Display the procr IRaddressby using the commandisplay nodenames ipand noéthe IP
address for thprocr and AES ées70Ovmpg).

display node - names ip Page lof 2
IP NODE NAMES

Name IP Address
SMOvmpg 10.10.40. 12
aes 70vmpg 10.10.40. 26
default 0.0.0.0
9450 10.10.40.15
procr 10.10.40. 13
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use ¢thange ipservicescommand. OrPage ladd an
entry with the following values:

1 Service Type:Shouldbe set t;AESVCS.

1 Enabled: Set toy.

1 Local Node: Setto the nale name assigned for the procSection 52

1 Local Port: Retain the default value 8765

change ip - services Page 1 of 4
IP SERVICES
Service Enabled Local Local Remote = Remote
Type Node Port Node Port

AESVCS y procr 8765

Go toPage 4of theip-servicesform and enter the following values:
1 AE Services ServerName obtained from the AES server, irstbaseaes’Ovmpg.
1 Password:Enter a password to be administered on the AES server
1 Enabled: Set toy.

Note: The password entered fBasswordfield must match the password on the AES server in

Section 6.2 TheAE Services Servesshould matchite administeed name for the AEServer;

this is created as part of the AES installation, and can be obtained from the AES server by typing

unamei n at the Linux command prompt.

change ip - services Page 4 of 4
AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes70 vmpg ko y idle
2:
3:

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using thadd cti-link n command. Enter an available extension number in the
Extensionfield. EnterADJ-IP in theType field, and a descriptive name in tNamefield.
Default values may be used in the remaining fields.

add cti - link 1 Page 1of 3
CTI LINK
CTI Link: 1
Extension: 2002
Type: ADJ - IP
COR: 1

Name aes70vmpg
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5.5. Configure Network Region

Use thechange ipnetwork-region x (where x is the network region to be configured) command
to assign an appropriate domain name to be used by Commaomib&nager, in the example
belowdevconnect.locals used

change ip - network -region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: devconnect.local
Name: default NR

MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes

Codec Set: 1 Inter -region IP - IP Direct Audio: yes

UDP Port Min: 2048 IP Audio Hairpinning? y

UDP Port Max: 3329
DIFFSERV/T OS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMET ERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5

change ip - network -region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting to Monitor Server Enabled? y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y
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change ip - network -region 1 Page 3of 20
IP NETWORK REGION

INTER- GATEWAY ALTERNATE ROUTING / DIAL PLAN TRANSPARENCY
Incoming LDN Extension:
Conversion To Full Public Number - Delete: Insert:
Maximum Number of Trunks to Use for IG AR:
Dial Plan Transparency in Survivable Mode? n

BACKUP SERVERS(IN PRIORITY ORDER) H.323 SECURITY PROFILES

1 1 challenge

2 2

3 3

4 4

5

6 Allow SIP URI Conversion? y

TCP SIGNALING LINK ESTABLISHMENT FOR AVAYA H.323 ENDPOINTS
Near End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
Near End TCP Port Max: 61444

change ip - network -region 1 Page 4 of 20
Source Region: 1  Inter Network Region Connection Management | M
dst codec direct WAN -BWIimits Video Intervening Dyn A G ¢

rgn  set WAN Units Total Norm Prio Shr Regions CACRL e
1 all

[EEN
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5.6. Configure Communication Manager SIP Trunk

The following shows the SIP Signalling Group and SIP trunk that was used during compliance
testing. Use the commanadd signaling-group X, where x is thaignaling group number.

1 Set theGroup Type field to sip.

1 For compliance testinransport Method was set tdis.

1 ThePeer Detection Enabledield should be set tg allowing the Communication
Manager to automatically detect if the peer server is a Sdglsinager.

1 Specify the node names for the procr and the Session Manager node name as the two
ends of the signaling group in thiear-end Node Namedield and the~ar-end Node
Namefield, respectively.

1 Set theNear-end Node Nameo procr. Set theFar-end Nade Nameto the node name
defined for theSession Manager (node nasma70vmpg, as peiSection 52.

1 Ensure that the recommended TLS port valug0&lis configured in théear-end
Listen Port and theFar-end Listen Portfields.

1 IntheFar-end Network Regim field, enter the IP Network Region configuriad
Section 55. This field logically establishes tHar-end for calls using this signaling
group as network region 1.

1 Far-end Domainwasleft blank so as any domain that tries to call Communication
Manager $ accepted

1 TheDTMF over IP field should remain set to the default valuetpf-payload. This
value enables Communication Manager to send DTMF transmissions using RFC 2833.

1 TheDirect IP-IP Audio Connectionsfield is set toy.

1 Initial IP -IP Direct Media was set td\ for compliance testing.

1 The default values for the other fields may be used.

add signaling -group 1 Page 1lof 2
SIGNALING GROUP

Group Number: 1 Group Type : sip

IMS Enabled? n Transport Method: tls

Q SIP? n
IP Video? n Enforce SIPS URI for SRTP? n

Peer Detection Enabled? y Peer Server: SM

Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y

Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: sm70vmpg
Near - end Listen Port: 5061 Far -end Listen Port: 5061
Far - end Network Region: 1

Far - end Domain :
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort No ise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP - IP Direct Media? n
H.323 Sta tion Outgoing Direct Media? n Alternate Route Timer(sec): 6
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Configure theTrunk Groupform as shown below. This trunk group is used for calls to and from
Communications Portal. Enter a descriptive name in the Group Name field. SebtheType

field to sip. Enter a TAC code compatible with the Communication Manager dial plan. Set the
Service Typdield to tie. Specify the signaling group associated with this trunk group in the
Signaling Grougield, and specify th&lumber of Membersupporteddy this SIP trunk group.
Accept the default values for the remaining fields.

add trunk -group 1 Page 1of 21
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: r
Group Name: SIPTRK COR: 1 TN: 1 TAC: *801
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

OnPage 2of the trunkgroup form thePreferred Minimum Session Refresh Interval (sec)
field should be set to a value mutually agreed WIEC to prevent unnecessary SIP messages
during call setup. Session refresh is used throughout the durationcaflthie check the other
side has not gone away, for the compliance test a vab@Oafas used.

add trunk -groupl Page 2of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600

Disconnect Supervision - In?y Out?y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n
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Settings orPage 3can be left as default. However thembering Format in the example
below is set tqrivate.

add trunk -groupl Page 3of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service - provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

Settings orPage 4are as follows.

add trunk -group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? y
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? y
Network Call Redirection? y
Build Refer - To URI of REFER From Contact For NCR? n
Send Diversion Header? n
Support Request History? y
Teleph one Event Payload Type: 120

Convert 180 to 183 for Early Media? n
Always Use re - INVITE for Display Updates? n
Identity for Calling Party Display: P - Asserted - Identity
Block Send ing Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? n
Enable Q - SIP? n

Interworking of ISDN Clearing with In - Band Tones: keep - channel - active
Request URI Contents: may - have - extra - digits
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:

Verify Licensing

Create Switch Connection

Administer TSAPI link

Identify Tlinks

Enable TSAPI Ports

Create CTI User

Associate Devices with CTI User

E B |

6.1. Verify Licensing

To access the AES Management Console, énties://<ip-addr> as the URL in an Internet
browse, where<ip-addr>is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then selectibgin button.

= [® g

G | A http=//1010.406 55 lginadtm O~ © Cerificate ertor ©| A AES Management Console

File Edit View Favorites Tools Help

95 A\ AACCE4 SIP 2 smgr7Ovmpg A\ AACC64 AML ] AAOA A AES63vmpg | Avaya-Nortel PEP Library £ SMGR63VMPG

AVAYA Application Enablement Services

Management Console

Please login here:

Username cust

S —

. _____________________________________________________________________________________________|

Copyright A@ 2009-2015 Avaya Inc. All Rights Reserved.
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TheApplication Enablement Services Management Console appears displayigltdmne to
OAM screen (ot shown).SelectAE Servicesand verify that the TSAPI Service is licensed by
ensuring thaT SAPI Serviceis in the list ofServicesand that thé.icense Modeis showing

NORMAL MODE . If not, contact an Avaya support representative to acquire the progresdi
for your solution.

W
Las 0:07:45 2015 from 10.10.40.222
- - - N attempts: 1
AVAYA Application Enablement Services H Oumpn
Management Console zf VI?I;?\NLiAFPLI.ANCE70P‘7¢P1\\ARE
Se Tue Nov 24 16:15:51 GMT 2015
HA Status: Not Configured

Home | Help | Logout

AE Services

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not raquire a restart.

Servce I B BT R
ASAI Link Manager NiA Running NiA /A
CVLAN Service OFFLINE Running niA /A
Communication Manager =
¥ Interface DLG Service OFFLINE Running NiA /A
High Availability DMCC Service ONLINE Running NORMAL MODE /A
— TSAPI Service ONLINE Running NORMAL MODE /A
} Licensing
Transport Layer Service NiA Running NiA /A
Jaliaintenance AE Services HA Not Configured [ niA /A
» Networking

- ‘2as2 use Status and Control
} Security

the Cause, you'l see the tacitip, or goto help page
} Status
rmation

» User Management 2d to run Application Ensblement (CTI) relesse 7.x

» Utilities

» Help

6.2. Create Switch Connection

From the AES Management Console navigat€dammunication Manager Interface A
Switch Connectionsto set up a switch connectioBnter a name for the Switch Connection to
be added and click thedd Connedion button.

L

- - - N
Application Enablement Services H
Management Console gj

Si

H

AVAYA

Ovmpg
VIRTUAL_APPLIANCE_ON_VMWARE
13-0

Tue Nov 24 16:16:56 GMT 2015

Communication Manager Interface | Switch Connections

Home | Help | Logout

» AE Services

- Communication Manager

Switch Connections
Interface

Switch Connections [em7ovmed

x|| Add G = |
Proceszor Ethemet =g period

Dial Plan
High Availability

Number of Active Connections

» Licensing

Edit Connection || Edit PE/CLAN 1ps | [ Edit H.322 Gatekesper || Delats Connection || Survivability Hierarchy |
} Maintenance

} Networking

} Security

) Status

} User Management
) Utilities

» Help
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In the resulting screen enter tBeitch Password the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen \dhahege ip
servicescommand, described Bection 5.3 Default valies may be accepted for the remaining
fields. Click Apply to save changes.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Connection Details - cm70vimpg
Interface
Switch Connections Switch Password |"-""""u. |
Dial Plan Confirm Switch Password |------------.. 7|
High Availability Msg Period [20 | Minutes (1 - 72)
Licensing Pravide AE Services certificate to switch []
ol Securs H322 Connection [l
[ ———— Processor Ethernet kA
Security

Status
User Management
Utilities

Help

From theSwitch Connectionsscreen, select the radio button for the recently added switch
connection and select tiialit PE/CLAN IPs button (not shown, see screen at the bottbthe
previous page. In the resulting screen, enter the IP address of the procr as shegtiom5.2
that will be used for the AES connection and selecAtid/Edit Name or IP button.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Edit Processor Ethernet IP - cm70vmpg
Interface
Switch Connections 10.10.40.12 I Add/Edit Name or 1P I
Dial Plan Name or IP Address
High Availability 10.10.40.12

» Licensing Back
» Maintenance

» Networking

» Security

» Status

» User Management

» Utilities

» Help
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6.3. Administer TSAPI link

From the Application Enablement Serviceaddgement Console, seléddE ServicesA TSAPI
A TSAPI Links. SelectAdd Link buttonas shown in the screen below.

AVAyA Application Enablement Services
Management Console
CvLAN TSAPI Links
o | secrcommection | sewchcriimes |
2Lz I #cd uok [ =it ok | [ Delete Link

SMS
TSAPI

| » TSAPI Links
= TSAPI Properties
TWS

Communication Manager

' Interface

On theAdd TSAPI Links screen (or th&dit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the follggwalues:
1 Link: Use the drogdown list to select an unused link number.

1 Switch Connection:Choose the switch connectiom70vmpg which has already been

configured inSection 6.2rom the dropdown list.
1 Switch CTI Link Number: Corresponding CTI link nutver configured irSection 5.4
which is1.
1 ASAI Link Version: This can be left at the default valueSof
9 Security: This can be left at the default valuebaith.

Once completed, seleapply Changes

AVAYA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Links

CVLAN Edit TSAPI Links

DLG Link 1

DMCC Switch Connection

SMS Switch CTI Link Numher

TSAPI ASAT Link Version

= TSAPI Links Security

= TSAPI Properties I Apply Changes || Cancel Changes || Advanced Settings

TWS
Communication Manager

' Interface
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Another screen appears for confirmation of the geammade. Choogepply .

AVAYA Application Enablement Services

Management Console

AE Services | TSAPIL | TSAPI Links

CVLAN Apply Changes to Link

DLG ‘Warning! Are you sure you wank to apply the changes?
— These changes can only take effect when the TSAPI server restarts.

L+ Please use the Maintenance -> Service Controller page to restart the TSAPI server.

SMS

TSAPI

= TSAPI Links
= TSAPI Properties
TWS

Communication Manager

k Interface

When the TSAPI Link is completed, it should resemble the screen below.

=TEsmeT USer cust
Last login: Tue Nov 17 10:07:45 2015 from 10.10.40.222
Number of prior failed login attempts: 1

Ovmpg
: VIRTUAL_APPLIANCE_ON_VMWARE
0.13-0
Server Date and Time: Tue Nov 24 16:26:08 GMT 2015
HA Status: Not Configurad

AE Services | TSAPI | TSAPI Links Home | Help | Logout|

CVLAN TSAPI Links

AVAYA Application Enablement Services

Management Console

DLG
DMCC @1
EYS
TSAPL

| = TSAPI Links |
= TSAPI Properties
™S

Communication Manager
Interface

cm70vmpg 1

Add Link |[ Edit Link || Dalete Link

»

High Availability

b Licensing
» Maintenance

» Networking

» Security

» Status

} User Management
b Utilities

» Help
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The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigat®lwntenanceA Service Contoller. On the Service
Controllerscreen, tick th& SAPI Serviceand selecRestart Service

AVAYA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

b Communication Manager Service Controller
Interface
High Availability | Service ____[Controller Status
. Runni
} Licensing [ asa1 Link Manager unning
. [] pmce service Running
~ Maintenance
. O cviLan service Running
Date Time/NTP Server )
[ bLG servics Running

Security Database ,
D Transport Layer Service Running

I Service Controller I TSAPI Sarvice Running

Server Data

For status on actusl services, please use Status and Control
Networking

Security | Start I Stop I Restart Service I Restart AE Server Restart Linux Restart Web Server

Status
User Management

Utilities

Help
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6.4. Identify Tlinks
Navigate toSecurity A Security Database” Tlinks. Verify the value of th&link Name.
This will be needed to configutee NICE EngagePlatform in Section8.2.

AVAyA Application Enablement Services
Management Console

¢ AE Services
Communication Manager Tlinks
Interface
High Availability Tlink Nama
I ':é:' AVAYAZCMTOVMPGECSTASAESTOVMPG I

} Licemsing

- O = = 5=
» Maintenance - AVAYAZCMTOVMPGZCETA-S2AESTOVMPG
_ Delete Tlink
-

* Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
@ CTI Users
= Devices
« Device Groups
| s Tlinks |
= Tlink Groups
Worktops
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6.5. Enable TSAPI Ports

To ensure that TSAPI ports are enabled, navigawetaorking A Ports. Ensure that the
TSAPI ports are set tGnabled as shown below.

Avaya Application Enablement Services
Management Console
MNetworking | Ports
» AE Services
» Communication Manager Ports
Interface
High Availability CWLANM Ports Enabled Disabled
b Licensing Unencrypted TCP Port 9399 w O
} Maintenance Encrypted TCP Port EEEL] w O
* Networking
. DLG Port TCP Port 5678
AE Service IP (Local IF)
Networle Configure TSAPRI Ports Enabled Disabled
I Ports I TSAPI Service Port 450 ® O
TCP SEttil'lgS Local TLINK Ports
. TCP Port Min 1024
) Security TCP Port Max 1025
» Status Unencrypted TLINK Ports
I — TCP Port Min [1050 |
" TCP Port Max [1085 |
b Utilities
Encryptad TLINK Ports
haticlp TCP Port Min [1086 |
TCP Part Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Part [4721 | ® O
Encrypted Part [4722 | ® O
TR/87 Port [4722 | ® O
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6.6. Create CTI User

A User ID and password needs to be configured foNiliiE= Engage Platfornio communicate
with the Application Enablement Services server. Navigate tdslee Managementd User
Admin screen then choose tAeld User option.

AVAYA

» AE Services

> Communication Manager
Interface

» Licensing
» Maintenance

» Metworking

» Security

» Status

~* User Management

Service Admin

User Admin

= Add User

= Change User Password
s List all Users

= Modify Default Users

= Search Users

» Utilities
» Help

Application Enablement Services
Management Console

User Management | User Admin

User Admin

User Admin provides you with the following options for managing AE Services users:

mrEUTEr Fassword
* List all Users

» Modify Default User

* Search Users
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In theAdd User screen shown beWv, enter the following values:
1 User Id - This will beused by théNICE Engage Platform setup Section8.2.
1 Common NameandSurname- Descriptive names need to be entered.
1 User PasswordandConfirm Password- This will be used witiNICE Engage Platform
setupin Section8.2.

1 CT User- SelectYesfrom the dropdown menu.

AVAYA Application Enablement Services

Management Console

User Management | User Admin | Add User

¢ AE Services

b Communication Manager Add User
Interface
High .ﬁvailahility Fields marked with * can not be empty.
* User Id NICE
Licensin
L * Common Mame |NICE |
Maintenance
* Surname |NICE |
Networking * User Password |--------- |
b * Confirm Password |--------- |
Status Admin Note | |
- User Management Avaya Role [None |
Service Admin Business Category | |
User Admin Car License | |
I » Add User I CM Homea | |
= Change User Password Css Home | |
= List All Users T User
= Modify Default Users Depariment Namber | |
= Search Users
Display Name | |
» LHilities
Employee Mumber | |
» Help
Employee Type | |
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Scroll down and click o\pply Changes

User Admin
e e Pasenond Css Home L
] ange User Passwort
List All Users CT User
= Modify Default Users Department Number l:l
= Search Users Display Name I:l
» Utilities Employee Number [ |
Enterprise Handle [ |
Given Name l:l
Homephone [
Home postal Address| |
Labeled URI ]
QOrganization l:l
Preferred Language
Room Number l:l
Telephone Number [ ]

I Apply Changes I Cancel Changes ‘

6.7. Associate Devices with CTI User

Navigate toSecurity A Security DatabaseA CTI Users A List All Users. Select the CTI
user added isection 6.6and click onEdit Users.

Last login: Thu Nov 27 13:38:43 2014 from 10.10.60.50

- - - Number of prior failed login attempts: 0
‘\V‘\VA Application Enablement Services HostName/IP: AES63VMPG/10.10.40.30
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 6.3.3.1.10-0
Server Date and Time: Mon Dec 01 16:05:02 GMT 2014
HA Status: Not Configured

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AE Services

Communication Manager CTl Users
Interface
b Licensing e  woec ]
J asc asc NONE MNONE
» Maintenance
O cube cube NONE HONE

» Networking

T Security O eme emc NONE HONE
Account Management o jacada jacads NONE HONE
Audit

® NONE HONE
Certificate Management = nice nice
Enterprise Directory ) presence presence NONE MNONE
HEb edit | ustal
PAM
Security Database
= Control
@ CTI Users

List All Users

= Search Users
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In the main window ense thatUnrestricted Accesss ticked. Once this is done click épply
Changes

Last login: Thu Nov 27 13:38:43 2014 from 10.10.60.50
. . . Number of prior failed lagin attempts: 0
t\VAyA Application Enablement Services HostName/IP: AES63VMPG/10.10.40.30
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE

SW Version: 6.3.3.1.10-0
Server Date and Time: Mon Dec 01 16:05:37 GMT 2014
HA Status: Not Configured

Security | Security Database | CTI Users | List All Users Home | Help | Logout

) AE Services

N Communication Manager Edit CTl User
Interface
High Availability User Profile: User 1D nice
= = Common Name nice
F Licensin
4 Worktop Name NONE Vv
UL Lm e IUnrestncted Access |
» Networking
~ Security Call and Device Control: Call Origination/Termination and Device Status None
Account Management . . R
Call and Device Monitoring: Device Monitoring None W
Audit . -
Calls On A Device Monitoring None
Certificate Management Call Monitering
Enterprise Directory
Host AA Routing Control: Allow Routing on Listed Devices None
PAM I‘ Apply Changes I‘ Cancel Changes
Security Database
= Control
2 CTI Users

= _List All Users
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya Session Border Controller for Enterprise

(Avaya SBCE)n order to connect to the NICE SIP trunk recording seri/iee steps outlined

here are only valid for the connection to NICE and are not designed to explain the setup of the

SBC for SIP trunk callg~or further information on the setup and configuration ofthaya
SBC please refer t8ection 11where a list of documentation can be found. The setup of the
SBC for SIP trunk calls is outlined Bection 12(Appendix A) of these Application Notes.

7.1. Access Avaya Session Border Controller for Enterprise

Access the &ssion Border Controller using a web browser by entering thehitigs://<ip -
address> where<ip-address=>is the private IP address configured at installation. A log in
screen is presented. Log in using the appropriate username and password.

AVAYA

Session Border Controller
for Enterprise

Log In
L ]

This system is restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized
access, use or modifications of this system is strictly prohibited
Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state. federal or other
applicable domestic and foreign laws.

Username:

The use of this system may be monitored and recorded for
administrative and security reassons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets

© 2011 - 2016 Avaya Inc. All rights reserved.

Once loggd in, a dashboard is presented with a menu on thedeid side. The menu is used as

a starting point for all configuration of the Avaya SBCE.

Dashboard
Administration

Dashboard

Backup/Restare
System Time
System Management

Session Border Controller for Enterprise

S

11:07:34 AM GMT

Refresh EM

. Global Parameters Version 7.1.0.1-07-12080 SBCE_PG
. Global Profiles Build Date Tue Oct 11 15:52:41 EDT 2016
> PPM Services License State @ OK
> Domain Policies Aggregate Licensing Overages 0
> TLS Management
B N Peak Licensing Overage Count 0
> Device Specific Settings
Last Logged in at 1211412016 10:58:45 GMT
Failed Login Attempts 0
Alarms (past 24 hours) Incidents (past 24 hours)
None found None found

No notes found.

AVAYA

Add
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7.2. Configure Server Internetworking
Navigate toGlobal Profiles A Server Internetworking and click onAdd.

Session Border Controller for Enterprise
Dashboard A Interworking Profiles: cs2100
Administration Add
Backup/Restore
interuorking Pofle
System Management Itis not recommended to edit the defaults. Try cloning or adding a new profile instead.
> Global Parameters cs2100 General || Timers || Privacy | | URI Manipulation || Header Manipulation | | Advanced |
4 (lobal Profiles avaya-ru
|
Domain DoS
Hold Support RFC3264
Server
Interworking 180 Handling None
Media Forking 181 Handling None
Routing 182 Handling None
Server )
Configuration 183 Handling Neone

Enter a suitabl®rofile Nameand click onNext.

Interworking Profile X

Profile Name INICESIPREC] x|
MNext
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The following are set and click dfinish to complete.

Editing Profile: NICESIPREC X

Via Header Format

General

Vg
i None

Hold Support RFC2543 - ¢=0.0.0.0
() RFC3264 - a=sendonly

180 Handling ® Neone O SDP ) No SDP
181 Handling ® None O SDP ) No SDP
182 Handling ® None ) SDP O No SDP
183 Handling ® Neone O SDP O No SDP
Refer Handling O]

URI Group Mone b

Send Hold

Delayed Offer
3xx Handling L]

Diversion Header Support
Delayed SDP Handling L]
Re-Invite Handling U
Prack Handling L]

Allow 18X SOP
T.38 Support L]
URI Scheme ® sip O TEL O ANY

® RFC3261
() RFC2543

Finish
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7.3. Configure Server Configuration

Add a new ServeConfiguration. Navigate taGlobal Profiles A Server Configuration in the

left window and clickon Add in the main window.

Dashboard A~ Server Configuration: PSTN

Administration Add
Backup/Restore

Rename H Clane ” Delete |

Server Profiles General H Authentication ‘ ‘ Heartbeat | | Advanced ‘
Systemn Management
PSTN
> Global Parameters Server Type Trunk Server
4 Global Profiles Session Manager
. IP Address / FQDN Port Transport
Domain DoS
Server Interworking 10101677 5060 Tee
Media Farking Edit
Routing

Server
Configuration

Enter a suitabl®rofile Nameand click onNext.

Add Server Configuration Profile X

Profile Name INICESIPREC |

Mext

Enter theServer TypeasRecording Serverand enter théP Address of the NICE Application

Server, enter thBort 5060and theTransport must be set ttJDP.

Edit Server Configuration Profile - General

Server Type can not be changed while this Server Configuration profile is associated o a Sernver
Flow.

Server Type Recording Server W

SIP Domain [

TLS Client Profile Mone

Add

IP Address / FQDN Transport

10.10.40.125 | |5060 | [uDP V| Delete
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The next vindow shows the advanced configuration, ensureEhable Groomingis set and
thelnternetworking Profile is set to that created Section 7.2

Edit Server Configuration Profile - Advanced

Enable Grooming

Interworking Profile |NICESIPREC w/|
Signaling Manipulation Script
Securable ]

Enable FGDON ]

TCP Failover Port

TLS Failover Port

7.4. Configure Signaling Rules
Navigate toDomain PoliciesA Signaling Rules click onAdd.

Signaling Rules: default

|Fi|ter By Device... v|
Signaling Rules It is not recommended to edit the defaults

default General || Requests REﬁPﬂﬂses[

Mo-Content-Type-Ch...

Requests
Enter a suitableame and click namigext.
Rule Name INICESIPREC] x|
Mext
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Click the Signaling Rule that the Avaya SBCE must use for the Recording Server. Click the
UCID tab;click Edit (not shown). Select thenabled check box. In th&lode ID field, enter a

node ID. Every entity that generates alD®as a node ID. The node ID must be unique across a
solution. In theProtocol Discriminator field, click 0x0Q. Click Finish.

ucip X

Enabled i
Protocol Discriminator Ox00 »

7.5. Configure Media Rules

Navigate tobomain PoliciesA Media Rulesin the left window and click oAdd in the main
window.

Media Rules: default-low-med

Add |Fi|ter By Device... v|

Media Rules [t is not recommended to edit the defau

default-low-med

Encryption || Codec Prioritization

Enter a suitable name for tidedia Rule and click onNext.

Media Rule
Rule Name
Next
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Enter the appropriate audio and video encryption information, and click Next.

Media Encryption

||

Audio Encryption

Preferred Format #1 |RTP V|
Preferred Format #2 |NONE v|
Preferred Format #3 NOMNE W

Encrypted RTCP

MEKI

Lifaetime I
Leave blank to match any value.

Interworking

Video Encryption

Preferred Format #1 |RTP v|
Preferred Format #2 INONE v
Preferred Format #3 NOMNE W

Encrypted RTCP
MKI

Lifetime I
Leave blank to match any value.

Interworking [

Miscellaneous

Capability Negotiation ]
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If the recorder onlgupportsspecific codecs, in th&udio Codecsection, select th€odec
Prioritization ched box. In the Available column, select the preferred audio and DTMF
dynamic codecthat the recorder supports, and clickChck Finish.

Codec Pricritization

Transcode When Needed

Preferred Codecs

Codec Prioritization X
Audio Codec
Allow Preferred Codecs
i OI"I|y' D
O
Awvailable Selected
Reserved (1) PCMA (8)
Reserved (2) ~ PCMU (0}
GSM (3) -~ G729 (18)
G723 (4) | > | < G729AB (18)
DV14 (5)
DV14 (6) v
LPC (7) v
G722 (9)

Codec Pricritization

Transcode When Needed

Preferred Codecs

|

Awvailable

CelB (25)
JPEG (26)
nv (28)
H261 (31)
MPV (32)
MP2T (33)
H263 (34)

Allow Preferred Codecs
Only

Selected

Video Codec

7.6. Configure Session Policies
In the left window navigate tbomain Policies”A Session Policieand in the main window

click on Add.

Manipulation

URI Groups
SNMP Traps
Time of Day Rules
FGDN Groups

Reverse Proxy
Policy

> PPM Services

< Domain Policies
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules

End Point Policy
Groups

Session Policies

Session Pol

Session Policies

default

Session Border Controller for Enterprise

icies: default

I Add I Filter By Device... hd
Itis not recommended to edit the defaults. Try cloning or adding a new policy instead.
Media
Media Anchoring ¥
Media Forking Profile Neone
Converged Conferencing O
Recording Server (]

Edit
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Enter a suitable name for the Session Policy and clidiext (not shown)

Select thevledia Anchoring check box. Select theecording Servercheck box. In the
Recording Typefield, selecthe type of recording requireBull Time is sdected for NICE
recording.In theRouting Profile field, click the routing profile that was setup for the NICE
recording. ClickFinish.

Media Anchoring i
Media Forking Profile |Nane hd
Converged Conferencing ]
Recording Server i1
Recording Type
Play Recording Tone w1

Call Termination on Recording Failure [ ]

Routing Profile [NICESIPREC |

Call Type for Media Unanchoring Media Tromboning Only

7.7. Configure Session Flows

In the left navigation pane, cliddevice Specific Settingg, Session Flowgnot shown)ln the
Application pane, click the Avaya SBCE Device for which a new session flow is to be created
The Content Area displays the session flows currently defined for that Avaya SBCE device.
Click Add.

Session Flows: SBCE_PG

Session Flows
SBCE_PG Add
Priority ~ Flow Name URIGroup#1 URIGroup#2 Subnet#1 Subnet#2 Session Policy
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The system displays thhdd Flow screenin theFlow Namefield, type the name of the session
flow. In theURI Group #1 andURI Group # 2 field, select the URI group policy to identify the
source or destination of the cdflor recording all calls, leave the default value * in the URI
Group #1 and URI Group Zfields. In theSubnet #1andSubnet #2fields, type the subnet
addressed-or recording all calls, leave the default value * in the Subnet #1 and Subnet # 2
fields. In theSBC IP Addressfield, select the network namadIP address of the Avaya SBCE,
again this can be set to * for all addresdaghe Session Policyield, select the session policy
that you created for the RecordiSgrver.Click Finish.

Edit Flow: NICESIPREC X

Flow Name INICESIPREC x|
URI Group #1
URI Group #2
Subnet #1 |* |
Ex: 192.168.0.1/24
B v
SBC IP Address
* v
Subnet #2 |* |
Exc: 192.168.0.1/24
* v
SBC IP Address
B v|
Session Policy |NICESIPREC V|
Has Remote SBC ]
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7.8. Configure End Point Flows

In the left navigation pane, clidievice Specific Settinggy, End Point Flows (not shown). In

the Application pane, click the Avaya SBCE Device for which a new end point flow is to be
created. Click on thBerver Flowstab, the Content Area displays the end point flows currently
defined for that Avaya SBCE device. Cligkid.

End Point Flows: SBCE_PG
Subscriber Flows || Server Flows |
SBCE_PG o
Click here to add a row description.
r Server Configuration: PSTN
. - End Point _
Priority ~ Flow Name R R*"‘_:E"'red HETE g Policy e diiig
: Group  Interface Interface G Profile
roup
PSTN . Intemal Sig  External Sig  defaultlow f’q‘ﬁ;gr View Clone Edit Delete
- Server Configuration: Session Manager
o _ URI Received Signaling End Point Routing
Suldy | Felisus Group  Inferface Interface Policy Group ~ Profile
Session Manager * External_Sig Internal_Sig default-low PSTN View Clone Edit Delete
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1 IntheFlow Namefield enter a descriptive name for the server flow for the Recording
flow.

1 IntheServer Configuration drop-down menu, select the server configurationNG6CE
defined inSection7.3.

1 IntheReceived Interfacedrop-down menu, sele¢he external SIP signalling interface
defined inSection12.3 (Appendix A). This is the interface that signalling bound for
Session Manager is received on.

1 IntheSignaling Interface drop-down menu, select the internal SIP signalling interface
defined inSection12.3 (Appendix A). This is the interface that signalling bound for
Session Manager is sent on.

1 IntheMedia Interface drop-down menu, select the internal media interface defined in
Section12.3 (Appendix A). This is the interface that media bound $ession Manager

IS sent on.
1 IntheRouting Profile drop-down menu, dect the routing profile for NICHEefined in
Section12.6 (Appendix A).
1 Click Finish.
Flow Name INICESIPREC x|
Server Configuration [NICESIPREC  w/|
URI Group
Transport
Remote Subnet |* |
Received Interface
Signaling Interface
Media Interface [Internal_Media V|
Secondary Media Interface [None v
End Point Policy Group |SIPREC_Policy_Group V|
Routing Profile [NICESIPREC  v|
Topology Hiding Profile |Ncme V|
Signaling Manipulation Script
Remote Branch Office
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8. Configure NICE Engage Platform

The installation oNICE Engage Platforris usuallycarried ot by an engineer froNICE and
is outside the scope of these Application Notes. For information on the installation of the NICE
Engage Platform contact NICE as per the information provid&eation 2.3

The following sections will outline the processolved in connecting theICE Engage
Platformto the Avaya SolutionAll configurationof the NICE Engage Platforrfor connection
with the AESand SBGis performed using a web browsemnecting to the NICE Engage
Application ServerOpen a web browser akownnavigate to
http://[<NICEEngageApplicationServerlP>/Nice as showrbelow and enter the proper
credentials and click onogin.
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