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Abstract

These Application Notes describe a solution for supporting wireless voice traffic over an
Avaya IP Telephony infrastructure using the Colubris Networks CN320 Access Point. The
CN320 provided network access to the Avaya Wireless IP Telephones, IP Softphone, and
Phone Manager Pro, which registered with either Avaya Communication Manager or Avaya IP
Office. The Avaya Voice Priority Processor (VPP) was used to support SpectraLink Voice
Priority (SVP) on the Avaya Wireless IP Telephones and the CN320 Access Points. An
Extreme Networks Alpine 3804 Ethernet Switch interconnected all the network devices.
Emphasis of the testing was placed on verifying good voice quality on calls associated with
Avaya wireless IP devices. Information in these Application Notes has been obtained through
compliance testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a solution for supporting wireless voice traffic over an Avaya
IP Telephony infrastructure using the Colubris Networks CN320 Access Point. The CN320
connected Avaya 3616/3626 Wireless IP Telephones and wireless laptops running Avaya IP
Softphone or Phone Manager Pro to the wired network and allowed them to register with either
Avaya Communication Manager or Avaya IP Office. The Avaya Voice Priority Processor (VPP)
was used to support the SpectraLink Voice Priority (SVP) Protocol on the Avaya Wireless IP
Telephones and the CN320 Access Points. An Extreme Networks Alpine 3804 Ethernet Switch
was used to interconnect all the network devices. Emphasis of the testing was placed on
verifying good voice quality on calls associated with Avaya wireless IP devices.

The following features supported by the Colubris Networks CN320 Access Point were verified
during the compliance testing:

Quality of Service (QoS) based on Differentiated Services (DiffServ)
802.1X Security and WEP Encryption

VLANSs and 802.1Q Trunking

Layer-2 Roaming

SpectraLink Voice Priority (SVP)

802.11a/b/g Radio Modes

Figure 1 illustrates the network configuration used to verify the Colubris Networks solution. All
the wireless IP devices depicted in the configuration roamed between the CN320 Access Points
at layer-2 for full mobility. There were three VLANSs configured in the network. VLAN 2 was
assigned to wireless devices that register with Avaya Communication Manager, VLAN 3 was
assigned to wireless devices that register with Avaya IP Office, and VLAN 4 was assigned to the
CN320 management LAN network. VLANSs 2 and 3 were assigned different SSIDs.

Note: In this configuration, there is an H.323 IP trunk between the Avaya IP Office and the
Avaya S8500 Media Server with a G650 Media Gateway. However, the trunk group, signaling
group, and call routing administration are not described in these Application Notes. Refer to
Avaya Communication Manager and Avaya IP Office documentation for details.
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Figure 1: Avaya and Colubris Networks Wireless LAN Configuration
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya S8500 Media Server with Avaya G650 Media | Communication Manager 2.1
Gateway (R012x.01.0.411.7)
Avaya IP Office 403 2.1.15
Avaya Voice Priority Processor 33/02
Avaya 4602SW IP Telephones 1.8
Avaya 4610SW IP Telephones 2.1
Avaya 3616/3626 IP Wireless Telephones 96.024
Avaya IP Softphone 5.1
Avaya IP Softphone for Pocket PC 2.3
Avaya Phone Manager Pro 2.1.7
Extreme Networks Alpine 3804 Ethernet Switch 7.2.0 Build 25
Colubris Networks CN320 Access Point 2.3.1
Funk Odyssey Radius Server 2.01.00.653
Funk Odyssey Client 3.03.0.119

3.

Configure Avaya Communication Manager
The Avaya S8500 Media Server is configured using a web interface.

To access the web

interface, enter the IP address of the Services port (192.11.13.6) on the media server as the URL
in a web browser. Follow the prompts and then log in. Select the Configure Server option to
access the server configuration page and set the IP address and default gateway of the S8500
Media Server. The default gateway of the S8500 Media Server is the Alpine 3804, which has an

IP address of 10.1.2.1.

-3 Configure Individual IP Services - Microsoft Internet Explorer i [l
File Edit “iew Favorites Tools Help ﬁ
dBack - = - D at | @search GaFavorites Fveda (4| - S =
Address I@ https:jil0.1.2 Sfcgi-binfcgi_mainfw_indCon_start j @Gu ‘ Links >
Configure Individual IP | | - =
Services w' Configure Server

Configure Ethernet Interfaces
Ethernet 0: Control Network &
IP address serverl (Wireless-S5500) 10.1.2.5
Gateway 10.1.2.1
Subnet mask 255.255.255.0
Speed (Curvent speed @ 100 Megabi? full duplex) | ALUTO SENSE -
¥ Enable YLAN 802.1q priority tagging
Ethernet 1: Laptop
IP address 19211136
Subnet mask 255.255.255.252
Click CHANGE to change walues.
-
|&] pone ,_,_E D Internet v

Figure 2: Avaya S8500 Media Server — Configure Server Form
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From the System Access Terminal (SAT), enter the change ip-network-region 1 command to
configure the network region that will be assigned to the C-LAN and IP Media Processor
(MEDPRO) boards in the G650 Media Gateway and to the wireless IP endpoints. 1P Network
Region ‘1’ specifies the codec set that will be used by the MEDPRO and wireless IP endpoints,
and the UDP port range that will be used by the MEDPRO for audio. By default, IP-1P Direct
Audio (shuffling) is enabled to allow audio to be exchanged directly between IP endpoints
without using MEDPRO resources. IP network region ‘1’ is assigned to the C-LAN and IP
Media Processor in the ip-interface forms shown in Figures 5 and 6. The IP endpoints are also
assigned to this network region automatically when they register with the S8500 Media Server
via the C-LAN.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Home Domain:
Name:
Intra-region IP-I1P Direct Audio: yes
AUDIO PARAMETERS Inter-region IP-IP Direct Audio: yes
Codec Set: 1 IP Audio Hairpinning? y
UDP Port Min: 2048
UDP Port Max: 65535 RTCP Reporting Enabled? y
RTCP MONITOR SERVER PARAMETERS
DIFFSERV/TOS PARAMETERS Use Default Server Parameters? y

Call Control PHB Value: 48
Audio PHB Value: 48
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 7
Audio 802.1p Priority: 6 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

Figure 3: IP Network Region Form

On the ip-codec-set form, select the audio codec type to be used by the IP Media Processor and
the IP endpoints in network region 1. Note that IP codec set ‘1’ was specified in IP Network
Region ‘1’ in Figure 3. The form is accessed via the change ip-codec-set 1 command. The
default settings of the ip-codec-set form are shown below. However, the Audio Codec field
may be set to G.729 to conserve bandwidth.

change ip-codec-set 1 Page 1 of 1
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2:
Figure 4: IP Codec Set Form
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Assign a default gateway and network region to the C-LAN board in location 1a02 via the
change ip-interface 1a02 form. The Node Name was mapped to the IP Address in the Node-
Names IP form (not shown here). The default gateway is the Alpine 3804 Ethernet switch
(10.1.2.1). The default gateway allows VolIP signaling packets from the C-LAN to be exchanged
with the IP endpoints in other VLANs. The C-LAN was assigned to IP network region “1’. In
the absence of an IP network map, the IP endpoints that register with this C-LAN inherit its
network region. The C-LAN accepts registration and call setup requests from the IP endpoints
and exchanges call setup messages with the Avaya IP Office to establish VoIP calls. There is an
H.323 trunk group and signaling group configured between the Avaya S8500 Media Server and
the Avaya IP Office that are not described in these Application Notes.

change ip-interface 1a02 Page 1 of 1

IP INTERFACES

Type: C-LAN ETHERNET OPTIONS
Slot: 01A02 Auto? y
Code/Suffix: TN799 D
Node Name: CLAN-01A02
IP Address: 10 .1 .2 .7

Subnet Mask:

255.255.255.0

Gateway Address: 10 .1 .2 .1
Enable Ethernet Port? y
Network Region: 1
VLAN: n

Number of CLAN Sockets Before Warning: 400

Figure 5: IP Interface Form for C-LAN

Assign a default gateway and IP network region to the IP Media Processor in location 1a03 via
the change ip-interface 1a03 form. The Node Name was mapped to the IP Address in the
Node-Names IP form (not shown here). The default gateway is the Alpine 3804 Ethernet switch
(10.1.2.1) and it allows VolIP media (RTP) packets to be routed to the IP endpoints in other
VLAN:S as well as to the Avaya IP Office. The IP Media Processor was assigned to IP network
region ‘1’.

change ip-interface 1a03 Page 1 of 1

IP INTERFACES

Type: MEDPRO ETHERNET OPTIONS
Slot: 01A03 Auto? y
Code/Suffix: TN2302
Node Name: MEDPRO-01A03

IP Address:
Subnet Mask:
Gateway Address:

10 .1 .2 .8
255.255.255.0
10 .1 .2 .1

Enable Ethernet Port? y

Network Region:
VLAN:

1
n

Figure 6: IP Interface Form for IP Media Processor
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Lastly, configure the stations that correspond to each of the wireless IP endpoints, including the
Avaya [P Softphones and the Avaya 3616/3626 Wireless IP Telephones. The station
configuration for the IP Softphone is shown in Figure 7. Set the Type field to 4620, set the IP
Softphone field to “y’, and specify a Security Code. The configuration below also applies to the
Avaya IP Softphone for Pocket PC (i.e., extension 50004).

change station 50003 Page 1of 4
STATION
Extension: 50003 Lock Messages? n BCC: O
Type: 4620 Security Code: 123456 TN: 1
Port: S00000 Coverage Path 1: COR: 1
Name: IP Softphone Coverage Path 2: Cos: 1

Hunt-to Station:

STATION OPTIONS

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 50003
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name: Media Complex Ext:

IP SoftPhone? y

Figure 7: Station Form for IP Softphone

Figure 8 displays the station configuration for the Avaya 3616/3626 Wireless IP Telephone.
Repeat this configuration for each wireless telephone.

change station 50005 Page 1of 4
STATION
Extension: 50005 Lock Messages? n BCC: O
Type: 4620 Security Code: 123456 TN: 1
Port: S00006 Coverage Path 1: COR: 1
Name: IP Wireless Phone Coverage Path 2: Cos: 1

Hunt-to Station:

STATION OPTIONS

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 50005
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name: Media Complex Ext:

IP SoftPhone? n

Figure 8: Station Form for the Avaya 3616/3626 Wireless IP Telephones

Note: The Dial Plan, IP Trunk, H.323 Signaling Group, and Call Routing administration are
beyond the scope of these Application Notes. Refer to [1] and [2] for configuration details.
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4. Configure the Avaya IP Office 403

This section describes the steps required to configure stations (i.e., Extensions and Users) for the
Avaya 3616/3626 Wireless IP Telephones and the Avaya Phone Manager Pro on the Avaya IP
Office. A feature license that includes IP-Endpoints and Phone Manager Pro is required in
order to use the Avaya Phone Manager Pro application. The feature license is maintained on a

security dongle connected to a USB or parallel port on the PC running Avaya IP Office
Manager.

The IP Office was configured using the Avaya IP Office Manager application. To configure
the Avaya IP Office, open the Manager application from a PC with IP connectivity to the IP
Office. It is assumed that the IP Office has already been configured with an IP address. The
Manager main window in Figure 9 is displayed. All of the configuration options are selected
from the tree view of the Manager window.

{¥iManager [10.1.2.15] (C:Program Files'...\Manageri) l]l]El]l]Tli: oy [ 4
File Edit WYiew Tools “Window Help

e

Iﬂ Configuration Tree ;Iglil
BOOTF (1] Addr | IPtask |

‘B Operator (4] B 00E 007004770 10.1.215 255,255, 255.0
B System O0ENOFO0477D

Line [2]
-52 Control Uit (3)
-- Extengion [1E]
-5 User (18]

- Hunt Growp (0]

-#£) Shortcode [E1)
............ g Service (0]
~1af RS (1)
‘%‘ Incaming Call Route (2]
&= waM Port (0]
Drirectory (0]
Tirne: Profile (0
B Firewall Profile [1]
[ IP Route [2]

------------ Least Cost Route (0]

- [ Licerse [2)
------------- Account Code [0)
------------ Uszer Restriction [0
------------ S Logical LN [0)

Ry Tunnel (0]
E--am EG11 System(1] ﬂ

M ame

Figure 9: Manager Main Window
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To configure the IP Office with a new IP address, select the System option. In the LANL1 tab, set
the IP Address and IP Mask as shown in Figure 10. Although the integrated DHCP server in
the IP Office could have been used, a separate DHCP server was used for illustrative purposes.

_|al x|
Systern LANT |DNS | Voicemaill Telephonyl Gatekeeperl LDAF'l SNMF"
IP Address I‘ID.1.2.15 Mumber Of DHCP P Addresses 200
P Mask |255.255.255.D DHCP Mode————————
" Server
' Digabled
" Dialin
i Client
RIF Mode
o :
= Lister Only [Pazsive)
" RIP1
= RIP 2 Broadcast [RIP 1 Compatibility]
™ RIP 2 Multicast

0k I LCancel | Help
Figure 10: System Configuration — LAN1 Tab

In the Gatekeeper tab, select the Gatekeeper Enable checkbox to allow H.323 IP endpoints to
register with IP Office, and set the DSCP values for audio and call signaling.

=10l x|

I~ | Direct Fouted Signaling Enable
[~ &uto-create Extn Enable
I™ | Eriable BS4YR

[=]
=

[w]
[

DSCPHex) |48 LSCP
DSCP Mask [Hex) |B3 DSCP Mask
L0 5IG D5SCP [Hex) |4a 5IG DSCP

SSOM

[=]
S

s
]

;

oy
=41

QK. I LCancel | Help
Figure 11: System Configuration - Gatekeeper Tab
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To configure a station on IP Office, select Extension from the Manager main window. On the
right pane, use the right-mouse click and select New from the pop-up menu to display the IP
Extension form shown in Figure 12. The Extension configuration shown in Figures 12 and 13
apply to both the 3616/3626 Wireless IP telephones and the Phone Manager Pro. In the Extn
tab, specify an Extension ID and Extension and configure the other parameters as shown in
Figure 12. Repeat this configuration for each IP endpoint that will register with IP Office.

IB IP Extension 20003 =10l =]
CEdin | vl |

Extension D |D3
Extension IZDDDS
Caller Display Type IDn j
—Equipment Clazsificatior —Flazh Hook Pulse ‘Width
" Quiet Headset ¥ Use System Defaults
" Paging Speaker Feitinuirn adidth |2 j Jriit - 10ms
% Standard Telephane b i a/idth |5D j it - 1 Wi
VR Fort fezzage Waiting Lamp Indication Type
INone j
[~ Reset Volume After Calls

ak. I LCancel | Help
Figure 12: IP Extension — Extn Tab

Configure the VVolP tab as shown in Figure 13.

I8 1P Extension 20003 I [m] 1
En  WolP |
IP &ddress || [™ Silence Suppression
[v Enable Faststart
Waice PKE Size Jeo

[~ Fax Transport Support
Compression Mode IAutomatic Selection j [~ Local Hold Music

I~ Local Tones

I~ | Enable RSP

[V OutOfBand DTHF
MAC Address IDDDDDDDDDDDD v Allow Direct Media Path

QK. I LCancel | Help
Figure 13: IP Extension — VVoIP Tab
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Next, select User from the Manager main window. On the right pane, use the right-mouse click
and select New from the pop-up menu to display the User window shown in Figure 14. In the
User tab, specify the endpoint’s Name, Password, and Extension as shown in Figure 14.

HcUser Extn20003 O] x|

User |V0\cemai|| DND I ShDrICDdesl SDulceNumbersl Telsphunyl Furwaldingl Diallnl Vmceﬂecurdingl Bullunpmgrammingl Cuvelagel

Nanme |Exnz000z
Pazsword Inm

Confirmn Password I*w

Full Name I

Extension IZDDDE

Locale l—

Priarity 5

Restrictions I j

[k | Cawe Help
Figure 14: User — User Tab

In the Telephony tab, set the Phone Manager Type field to VolP for the Phone Manager Pro
user only.

2ic User Extn20003 1ol x|

Usger | Voicamail' DND I ShortCadesI Soucehlumbers  Telephary |Forwarding| DiaIInI VoiceHecDrd\ng' ButtonPngrammimg' Covalagel

Dutside Ring Pattern IDefau\lF\ing | [ Cal'Waiting On
& Call ' aiti Hald [&nal
Inside Ring Pattern IDefau\IF\ing sl ) e R o et

[~ Busy OnHeld

Ring Back Pattem IDeFau\lF\ing :I' [~ Outward Festricted

v Offhook Station
Allocated Anzwer Interval (secs) I

[~ Canlntude
“wiap-up Time [secs] I2 [¥ Cannot be Intruded
Transfer retun Time [zecs] I [™ Directory Exclude

[~ Foree Login

LepfolCis I [~ Force Account Code
Login Idle Periad [secs) | [~ System Phone

Monitor Group I i
[~ Book a Power Conference in Phone Manager
Phone tanager Type IVUIF' -

e | cence | Help
Figure 15: User — Telephony Tab
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5. Configure the Avaya Voice Priority Processor

The Avaya Voice Priority Processor (VPP) utilizes SpectraLink Voice Priority (SVP) as the
Quality of Service (QoS) mechanism supported by the Avaya 3616/3626 Wireless IP Telephones
and the Colubris Networks CN 320 Access Point to enhance voice quality over the wireless
network.

The Avaya VPP performs four major functions. First, it is a required component to utilize the
11Mbps maximum transmission speed available in the Avaya Wireless Telephones that support
802.11b. Second, it controls the maximum number of calls supported per access point. Third,
SVP allows the CN320 and the Avaya Wireless IP Telephones to transmit their voice packets
immediately, while other devices must wait a random backoff period as required by the 802.11
standard.  This reduces jitter and delay for the voice packets. Finally, the Avaya VPP is
required to serve as a “gateway” between the Avaya Wireless IP Telephones and the Avaya IP
Telephony infrastructure. Since the Avaya wireless telephones support SVP, their packets are
directed to the Avaya VPP so that the SVP header information can be removed before the
packets are forwarded to Avaya Communication Manager.

To configure the Avaya VPP, connect a PC or laptop to the serial port of the Avaya VPP. Run a
terminal emulation program with the following configuration:

Bits per second: 9600
Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

Once connected, the Avaya VPP login screen is presented. Log in as admin. The Avaya VPP
System Menu is displayed as shown in Figure 16. After configuring an IP address, a Telnet
session may be used to modify the configuration.

NetLink SVP-11 System
Hostname: [sInk-000006], Address: 10.1.2.19

System Status

SVP-11 Configuration
Network Configuration
Change Password

Exit
Enter=Select ESC=Exit Use Arrow Keys to Move Cursor
Figure 16: System Menu
JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 29

SPOC 1/31/2005 ©2005 Avaya Inc. All Rights Reserved. Colubris-CN320.doc




From the System Menu, select Network Configuration to configure the IP address, subnet
mask, and default gateway.

Network Configuration
Hostname: [sInk-000006], Address: 10.1.2.19

Ethernet Address (fixed): 00:90:7A:00:00:06
IP Address: 10.1.2.19
Hostname: sInk-000006
Subnet Mask: 255.255.255.0
Default Gateway: 10.1.2.1
SVP-11 TFTP Download Master: NONE
Primary DNS Server: NONE
Secondary DNS Server: NONE
DNS Domain: NONE
WINS Server: NONE
Workgroup: WORKGROUP
Syslog Server: NONE
Maintenance Lock: N

Enter=Change Esc=Exit Use Arrow Keys to Move Cursor

Figure 17: Network Configuration

From the System Menu, select SVP-11 Configuration to configure the Phones per Access
Point and the 802.11 Rate fields. In this configuration, the 802.11 Rate was configured to
Automatic, as shown in Figure 18, to allow the wireless telephone to determine the rate (up to
11Mbps), as opposed to the Avaya VPP limiting the transmission rate of the wireless telephone
to 1/2 Mbps. The Phones per Access Point field should specify the maximum number of calls
supported by each CN320. Once the maximum number of calls is reached, the next 3616/3626
Wireless IP Telephone that attempts to go off-hook will try to roam to another CN320 within
range, or will be denied with a “Net Busy” error message.

SVP-11 Configuration
Hostname: [sInk-000006], Address: 10.1.2.19

Phones per Access Point: 10

802.11 Rate: Automatic

SVP-11 Master: 10.1.2.19

SVP-11 Mode: Netlink IP

Ethernet link: 100mbps/full duplex
System Locked: N

Maintenance Lock: N

Reset System

Enter=Change Esc=Exit Use Arrow Keys to Move Cursor

Figure 18: SVP-11 Configuration
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6. Configure the Extreme Networks Alpine 3804

This section covers the configuration of the Extreme Networks Alpine 3804 Ethernet switch that
is relevant to the Colubris Networks CN320. Specifically, the configuration related to the
VLANS 2, 3 and 4 and the Ethernet ports used by the CN320 Access Points are covered below.

Step Description

1. | Establish a Telnet session to the Alpine 3804 and log in as admin. It is assumed that an
IP address has already been assigned to the Alpine 3804.

2. | Create VLANS 2, 3 and 4 on the Alpine 3804. Wireless endpoints that registered with
Avaya Communication Manager were assigned to VLAN 2 and wireless endpoints that
registered with Avaya IP Office were assigned to VLAN 3. VLAN 4 was used for the
CN320 management network.

Note: The configuration of VLAN 1 is not shown in these Application Notes.
Alpine3804# create vlan vlan2

Alpine3804# create vlan vlan3

Alpine3804# create vlan vlan4

3. | Assignatag to VLANSs 2, 3and 4.

Alpine3804# configure vlan vlan2 tag 2

Alpine3804# configure vlan vlan3 tag 3

Alpine3804# configure vlan vland tag 4

4. | Enable IP Forwarding on the VLAN interfaces to allow the Alpine 3804 to route
between VLANS 2, 3 and 4.

Alpine3804# enable ipforwarding vlan vlan2
Alpine3804# enable ipforwarding vlan vlan3
Alpine3804# enable ipforwarding vlan vlan4

5. | Configure an IP address and subnet mask for each VLAN interface.

Alpine3804# configure vlan vlan2 ipaddress 10.2.2.1 255.255.255.0
Alpine3804# configure vlan vlan3 ipaddress 10.3.3.1 255.255.255.0
Alpine3804# configure vlan vland ipaddress 10.4.4.1 255.255.255.0

6. | Assign VLANSs 2, 3 and 4 to Ethernet ports 1:29 and 1:30. VLANS 2, 3 and 4 were
assigned to ports 1:29 and 1:30 as tagged to enable 802.1Q trunking to the CN320
Access Points.

Alpine3804# configure vlan vlan2 add port 1:29-1:30 tagged
Alpine3804# configure vlan vlan3 add port 1:29-1:30 tagged
Alpine3804# configure vlan vlan4 add port 1:29-1:30 tagged
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Step Description
7. | Enable DHCP Relay and specify the IP address of the DHCP server. The Avaya
wireless IP endpoints request their IP configuration from the DHCP server.
Alpine3804# enable bootprelay
Alpine3804# configure bootprelay add 10.1.2.250
8. | Save the configuration changes using the following command:

Alpine3804# copy running-config startup-config

7. Configure the DHCP Server

The Avaya Wireless IP Telephones and the laptops running IP Softphone and Phone Manager
Pro obtained their IP configuration, Avaya VPP IP address (Option 151), and Option 176 settings
from a DHCP server. The DHCP server was configured with two scopes that served wireless IP
endpoints that register with either Avaya Communication Manager or Avaya IP Office. The
following scopes were defined on the DHCP server:

JAO; Reviewed:

Option 003 Router = 10.3.3.
Option 151 AVPP = 10.1.2.19
Option 176 1P Telephone =

Scope [10.2.2.0] Avaya Communication Manager
Address Pool

Start IP Address = 10.2.2.50
End IP Address = 10.2.2.70

Option 003 Router = 10.2.2.1
Option 151 AVPP = 10.1.2.19
Option 176 IP Telephone =

MCIPADD=10.1.2.7,MCPORT=1719, TFTPSRVR=10.1.2.250

Scope [10.3.3.0] Avaya IP Office
Address Pool

Start IP Address = 10.3.3.50
End IP Address = 10.3.3.70
1

MCIPADD=10.1.2.15,MCPORT=1719, TFTPSRVR=10.1.2.250
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8. Configure the Colubris Networks CN320 Access Points

This section covers the configuration of the CN320 Access Points using the CN320
Management Tool, a Web-based configuration tool. The following configuration is illustrated
for the CN320 with IP address 10.4.4.150, but it also applies to the other CN320 in the
configuration. The configuration for the two CN320 Access Points is the same, except for the IP
address. It is assumed that the CN320 Access Points have already been configured with an IP

address.

Note: When configuring DiffServ-based QoS on the CN320, refer to [6] to determine how the
different DSCP values are prioritized. The CN320 supports four priority hardware queues. In
this configuration, DSCP value 48 was used which is mapped to the highest priority queue by the

CN320.

1. Start a Web browser and specify https://<CN320 IP Address> in the URL. After accepting
the Colubris Networks security certificate, the management tool Login page opens as shown
in Figure 19. Log in as admin with the appropriate password.

/ home - Microsoft Internet Explorer 1Ol
J File Edit Wiew Favorites Tools Help ﬁ
J GBack ~ = - (D) at | Qisearch [FFavorites £ ZHistory | - S

Jnddress I@ https:f{10.4.4.150/home. asp j @Go |J Links **

ress: 10.4.4.150
ress: 00:03:52:01:F1:B2

SHMP systermn name: ROZ29-01050
Regulatory domain: UNITED STATES
Associated wireless stations: 0
Uptime: 2 days 2 hours 12 minutes

Firmware version: 2.3.1.0-03-3325

’:‘“‘" : Laogin |

goatead
|VVEB SERVER

© 2004 Colubris Networks Inc, |

3]

’_ E | Internet v

JAO; Reviewed:
SPOC 1/31/2005

Figure 19: Login Page
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2. After logging in successfully, the CN320 Management Tool Main page is displayed as
shown in Figure 20.

me - Microsoft Internet Explorer

J e Edit Tools

J GBack + = - 2 at | Qisearch [GFavorites £ &History ||%v =3

JAddress I@ https:f{10.4.4,150/home. asp

View  Favorites Help

CN320

Management Tool

LolubrisNetdorks |

Home

gement

lubris Networks
: Bridge

welcome to
CMN3Z20 Wirele

10.4.4.150
00:03:52:01:F1:B2

Current IP address:

whireless MAC address:

SMMP systern name: ROZ29-01030

Regulatary damain: UNITED STATES

Wireless network narme (SSID):
Aszociated wireless stations:
Uptime:

Wireless security mode:
Firmware version:

Hardware revision:

N/ A (multiple wireless profiles defined)
1]

2 days 2 hours 13 minutes

N/ A (multiple wireless profiles defined)
2.3.1.0-03-3325

50-00-0008-01:20

Serial number: RO29-01050

Festart Fegister...

SERVER|
|@ Done

@ 2004 Colubriz Metworks Inc LI

’_ E |4 tnternet v

Figure 20: Main Page
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3. To modify the IP configuration of the management LAN interface, click on the Network tab
and then select the Ports sub-tab. The management interface on the CN320 is configured

with a static IP address and assigned to VLAN 4.

configuration, click on the Save button.

LolubrisNetworks

Home

CN320

Management Tool

Assign IP address via

PPPoE ]

s Canfigure... |
DHCP ] |
Client Caonfigure...
Static Configure... |
Default

-

- Restrick default WLAM to rmanagement
traffic anly

Current settings

IP Address: 10.4.4.150
Mask: 255.255.255.0

MAC Address: 00:03:52:01:F1:B2

Bridge spanning tree protocol

# anabled  disabled

After specifying the network

Logout

Maintenance

Network configuration ?

Upstream port link settings

Speed: IAUTO 'I
Duplesx: IAUTO 'I

(Currently: 10 Mbps Half duplex)

Downstream port link settings

Speed: IAUTO 'I
Cuples: IAUTO 'I

(Currently: 100 Mbos Full Duplex)

Discovery protocol

' enabled & disablad

JAO; Reviewed:
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4. From the Network Configuration screen shown in Figure 21, click on the Configure button
by the Static radio button to specify the IP configuration of the CN320. The Static IP
Address Configuration page is displayed as seen in Figure 22. Specify the IP Settings and
then click on the Save button.

e
LolubrisNetiorks | S ieorars oo

Home Logout

Maintenance

Static IP address configuration

Settings

IP addrass: |1 0.4.4150
Address mask: |255_255.255.D
Cefault gateway: |1 0.4.41

Save |
Figure 22: Static IP Address Configuration

5. To configure a RADIUS profile to be used later in a WLAN profile, select the Security tab
and then click on the RADIUS sub-tab. The RADIUS Profiles page is displayed as shown
in Figure 23. To add a new RADIUS profile, click on the Add New Profile button.

Ly
LolubrisNetWorks | aeseont oo

Home Logout
Maintenance

RADIUS

RADIUS profiles ?

Name Primary server Secondary server NAS ID

Ausva 10.1.2.250 rot configured RO2%-01050
Add New Profie.. |
Figure 23: RADIUS Profiles List
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6. Configure the RADIUS profile as shown in Figure 24. This RADIUS profile will be
assigned to WLAN profiles that require 802.1X security using EAP-TTLS authentication.
In the profile, specify a profile name, the IP address of the RADIUS server, the shared secret,
and the authentication port. When the configuration is completed, click on the Save button.

, 2——pF CN320
(‘_‘C_ol_ubr ‘eremarks | Management Tool

Home

Mzintenance

RADIUS

RADIUS Profile

Profila name Primary RADIUS servar
Profile name: |Avaya Server address; |1D 1.2.250
Secrat: I“““*‘“
Settings Confirm secret I“"“““‘
Authentication port: IW
PO IW Secondary RADIUS server {optional}
Ratry intarual: |1D Server address: I
Authentication methad, IMSCHAPVZ 'I Secrets I
MAS id: IW Confirm secret: Ii

[T Always try primary server first

Figure 24: RADIUS Profile

7. To configure the WLAN Profiles, click on the Wireless tab and then select the WLAN
Profiles sub-tab. The WLAN Profiles page in Figure 25 is displayed. For the compliance
testing, the WLAN Profiles listed in Figure 25 were used.

T CN320
(@{HBIISNWOWS Management Tool

Home Logout
Managerent

WLAN profiles

WLAN profiles ?

Encryption Authentication
WLAN Name (55ID) Broadcast Max Clients VLAN IP Filter Qo5 WPA WEP None 802.1x MALC
ACM es &4 2 Mo diffSre Ma es Mo Mo Ma
picin} Yas Ed 3 Mo diffSre Mo ez Mo Mo Mo
ACM-lap Tes Ed 2 Mo diffSry Mo Tes Mo Tes Mo
IPD-ap res 64 3 Mo diffSre Mo es Ho res Mo
ACM-noauth Yes &4 2 Mo diffgre Mo Mo Yes Mo Mo
IPO-noauth Tes 2] 2 Mo diffSre Mo Mo ACH Ma Mo

Add New'WLAN Prafile.. |

Figure 25: WLAN Profiles
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To add a new WLAN profile, click on the Add New WLAN Profile button in Figure 25.
Set the WLAN name (SSID), the QoS Priority Mechanism, and the Wireless Protection.
The following WLAN profile was used for the Avaya 3616/3626 Wireless Telephones that
register with Avaya Communication Manager. It supported DiffServ-based QoS and WEP
Encryption with a static key. By default, all profiles have SVP enabled, except when
Disabled is selected in the QoS Priority Mechanism field. Note that the Key Format is set
to HEX. In addition, the WLAN profile is configured to serve VLAN 2. Finally, enable
Permit traffic exchange between wireless client stations to allow direct communication
(shuffling) between wireless devices on the same CN320. Configure the other WLAN
profile parameters as shown in Figure 26. When done with the configuration on this page,
click on the Save button. See [6] for more information on implementing QoS on the CN320.

Note: The first WLAN Profile allows up to four WEP keys to be specified. Subsequent
WLAN profiles only allow a single WEP key to be specified.

CN320

Management Tool

SolubrisNetdorks

Home

Access point ¥ Wireless protection IWEP =
WLAN name (5510): [ACM Key: [1234567590
Maximurm nurmber of 7]
wireless client stations: Key 2: |
QoS priority -
e ID'ﬁSN j' ey 3: |
¥ Broadcast WLAN name (SSID)
Key 4: |
Jg Permit traffic exchange between
wireless client stations
Transmission key: IKeyl 'l
Key format: § ascir % HEx
VLAN
v g
¥ wLan 10: |2 MAC-based authentication
T Local address list:
T Rrapius
™ 1P filter
Only allow traffic addressed to:
1P address:
Mack:
Addl Femove |
Cancel | Delete Save

Figure 26: Add/Edit WLAN Profile
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9. Figure 27 shows a WLAN profile with 802.1X Security and WEP Encryption enabled. To
disable wireless protection, deselect the Wireless Protection and WEP Encryption

checkboxes.

In this example, MAC-based authentication was used to block access to the

wireless device with the specified MAC address. When done with the configuration on this

page, click on the Save button.

CN320

Management Tool

LolubrisNetWorks

Home

Security

WwLaN profiles

Management

Logout
Maintenance

Meighborhood

Add/Edit WLAN profile

Access point

WLAN name ($5I10): |ACM—Iap

Maximurn number of g4
wirglezz client stations:

Q08 priority IDiﬁSN j

rmechanisrm:

¥ Broadcast WLAN name [SSID)

7 Permit traffic exchange between
wireless client stations

YLAN

M wian 1o |2

F Wireless protection IBDEJX 'I

RADIUS profile: |Avaya j

|7 WER encryption

MAC-based authentication

W Local address list:

00:20:a6:4f:08,72

MAC address:

T allow @ Black

[T RaDIUS

" 1P filter

Only allow traffic addressed to:

IP address=:

Mask:

Add Remowe |

Cancel | Deleta |

Save |

Figure 27: WLAN Profile with 802.1X and WEP Encryption
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10. Finally, configure the radio in the CN320 Access Point. The CN320 supports 802.11a/b/g
with the radio mode being software selectable. The Avaya 3616/3626 Wireless Telephones
support 802.11b and the mobile laptops support 802.11a/b/g. In the Wireless Configuration
page shown in Figure 28, the Wireless Mode was set to 802.11b. The Wireless Mode field
may be set to 802.11a, 802.11b + 802.11g, or 802.11g. On this page, the Operating
Frequency is also set and the CN320 Access Point is enabled. When done with the
configuration, click on the Save button.

T CN320
(‘.C_o’_ubr JSN&MOF‘(S Management Tool

Home
Maintenance

Meighborhood

Wireless configuration

Radio r Dynamic keys

Regulatory domain: UNITED STATES Fery dinemes imeroes |12h0urs :Iv
Wirelezs mode: IBDZ.Hb 'I

Operating frequency: IChanneI 1.2 412GHz j

Access point enabled: [V

Distance batwaen access ISmaII vl
points:
I RTS threzhald: I bytas

Transmit power: |5 48m

Sawve

Figure 28: Wireless Configuration
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9. Interoperability Compliance Testing

Interoperability compliance testing covered feature functionality and performance testing.
Feature functionality testing verified the ability of the Colubris Networks CN320 Access Point to
provide network access to the Avaya 3616/3626 Wireless IP Telephones, Avaya IP Softphone,
and Avaya Phone Manager Pro. The emphasis of testing was on the CN320 QoS implementation
in order to achieve good voice quality, Radius authentication, WEP encryption, and layer-2
roaming.

9.1. General Test Approach

All feature functionality test cases were performed manually. The following features and
functionality were verified:

Quality of Service (QoS) based on DiffServ
802.1X Security and WEP Encryption
VLANS and 802.1Q Trunking

Layer-2 Roaming

SpectraLink Voice Protocol (SVP)
802.11a/b/g

Performance testing was accomplished by running a VVolP test on a traffic generator. The VolP
test generated audio (RTP) packets between two wireless clients and calculated a MOS score to
quantify the voice quality. In addition, low-priority traffic was generated while empirically
verifying the voice quality on an active wireless call.

9.2. Test Results

All feature functionality and performance test cases passed. The Colubris Networks CN320
Access Point provided network access to the Avaya wireless IP endpoints using 802.1X Security
and WEP Encryption. Good voice quality was achieved on wireless voice calls through the use
of the Colubris Networks QoS implementation and the Avaya VPP. The CN320 communicated
with the wireless devices using 802.11a/b/g.

JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 24 of 29
SPOC 1/31/2005 ©2005 Avaya Inc. All Rights Reserved. Colubris-CN320.doc



10. Verification Steps

Thi

s section provides verification steps that may be performed in the field to verify that the

wireless IP endpoints have connectivity to the network and that good voice quality is being
provided for wireless calls. The following commands are entered on the CN320 unless
otherwise specified.

1.

Check that the Avaya wireless IP endpoints have successfully registered with Avaya
Communication Manager by typing the list registered-ip-stations command on the SAT. A
sample output of the command is shown below.

list registered-ip-stations

REGISTERED IP STATIONS

Station Set Product Prod Station Net Orig Gatekeeper

Ext

Type ID Rel IP Address Rgn Port IP Address

50000 4610 IP_Phone 2.100 10.1.2.170 1 10.1.2.7

50003 4620 IP_Soft 5.146 10.2.2.170

10.1.2.7

1
50005 4620 I1P_Phone 1.500 10.1.2.19 1 10.1.2.7
1

50006 4620 IP_Phone 1.500 10.1.2.19

10.1.2.7

Verify that the network interfaces on the CN320 Access Point are in-service. From the Tools
tab, select System Tools and then set the drop-down textbox to Interface Info. A sample
partial output is provided below.

o CN320
L@Mﬂm Management Tool

Home

Wireless Hetwork Security Management Maintenance

Systermn bools

Inferface info j Run

-
1=} ] Link encap:Echernet HWadde 00D:03:52:01:F1:B2 j

inet addr:10.4.4.150 EBoasc:l0.4.4.255 Mask:z255.255.255.0
UP JEROADCAST REUNNING HULTICAST HNTU:1300 MNetric:l

R packecs:52653 errors:0 dropped:0 overruns:0 frame:0

TH packecz:e0462 errors:0 dropped:0 overruns:0 carrder:0
gollizionz:0 txgqueuelen:O

R bytea:57670597 (5.4 MiB) TY byoes:28157134 (26.5 HMiE)

v, 2 Link encap:Echernet  HWaddr 00:03:52:01:F1:B3
BROADCLST RUNMING MULTICAST MNTU:1500 MNetric:1
RE packecs:42923 errors:0 dropped:0 overruns:0 frame:0
TE packets:0 errors:0 dropped:0 overruns:0 carrier:0
collizions:0 trgueuvelen:O
FX bytes:2156360 (2.0 MiB} TE bytes:0 (0.0 B)

hrd. 3 ink encap:Echernet  Hiaddr 00:03:52:01:F1:B3
BROADC).BT RUMMING WULTICAST NTT:1500 MNetric:d
RE packers:1706 errors:0 dropped:0 overruns:0 frame:0
TZ packers:0 errors:0 dropped:0 overruns:0 carrieec:0 _,;‘
| b

A
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3. From the CN320 Access Point, verify IP communication with the other devices in the
network. To ping from the CN320, select Ping from the Tools tab and enter the IP address to

ping.

e
LolubrisNetwiorks | Gamoeront roo

Home

Managernent 5 3 Maintenance

Addrezs/URL to ping: Tirneout: Result:
|1D.2.2.1?D |5 seconds  Fing | Ping successful

4. Check the access point status by selecting the Wireless option from the Status tab.

LolubrisNetWorks | Zmaseont oo

Home

Managerment =1=15] Maintenance

wireless Bridge Pors

Access point status 7

Q@  wireless Portis UP

wireless network Fsag;;j ACM IP address: 1p.4.4.150
Frequency: 2.412GHz (Channel: 1) Mask: 255.255.255.0
Protocel [EEE g02.11b Tx packets: 1550772 Rx packets: 468050
T« dropped: gz Rx dropped: g7
Tx errorst 45857 R errors: 218351
Tx multicast octets: 15995195 R rmulticast octets: 30361350
Twx unicast octets: 3520255828 R unicast octets: so7pg7es
Tx fragrments: 1559772 Rx fragrents: 1448857
Tx rnulticast frames: 168724 R rmulticast frarmes: 581354
Tx unicast frames: 1301028 R unicast frames: 465267
Tx discards wrong SA: g Rx discards no buffer: g
Twx discards: g Rx dizcards WEP excduded: g3
Tx retry limit exceedad: 45839 R dizcards WEP ICV error: g
Twx multiple retry frames: 101424 Rx msg ifrr!abgi:\jer;\"tssg- 9

Tx zingle retry frames: 112744 Rx msg in msg fragments: g

Tx deferred transmissions: g R WEP undecryptable: 31

Rx FCS errors: 218311

Clear Counters |
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5. To check the wireless devices that are associated with the CN320, select Overview from the
Wireless tab. The wireless client stations on the CN320 are displayed.

oy
LolubrisNetorks | imamrart woo

Home Logout

Metwaork Security Management Statusz Tools Maintenance

Ouarliew WLAM profiles wirelass links Meighborhood

Wireless Overview

QO Wireless network

MNetwork is UP
Regulatory domain: UNITED STATES

Mode: Access point

Wireless client stations

Murmber of aszociated client stations: 4

MAC address VLAN 551D Aszociation ime Authorzed Signal Noise SNR
002046 4F:08:72 2 ACM-lap 0:07:23 NCH -27 -35 [1:}
00:90:7A:01:91:C2 2 ACM 0:omoe res -22 -95 Fz
009074 00:F4:14 2 ACM 0:01:37 ez -28 -39 &7
00:90:7A:01:0F: 53 3 IFC 0:01:46 hCH -29 -39 -1

6. Place a call between two wireless IP devices and verify that good voice quality is obtained.
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11. Support

For technical support on the Colubris Networks CN320 Access Point, call Colubris Networks
Customer Support at (866) 241-8324 or send email to support@colubris.com.

12. Conclusion

These Application Notes describe the configuration steps required for integrating the Colubris
Networks CN320 Access Point with an Avaya IP Telephony infrastructure. The CN320 was
successfully integrated into an enterprise network consisting of Avaya Communication Manager,
Avaya IP Office, Avaya Voice Priority Processor, Avaya Wireless IP Telephones, Avaya IP
Softphone, and Avaya Phone Manager Pro. The CN320 supported 802.11a/b/g radio modes,
VLAN tagging, DiffServ-based QoS, SpectraLink Voice Priority, 802.1X security, and WEP
encryption. Seamless layer-2 roaming was also verified. The Colubris Networks solution
yielded good voice quality on the wireless IP telephony devices.

13. References

This section references the Avaya and Colubris Networks product documentation that are
relevant to these Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com.

[1] Administration for Network Connectivity for Avaya Communication Manager, Issue 8, June
2004, Document Number 555-233-504.

[2] Administrator’s Guide for Avaya Communication Manager, Issue 8, June 2004, Document
Number 555-233-506.

[3] Avaya Voice Priority Processor, Issue 4, May 2004, Document Number 555-301-102.

[4] IP Office 2.1 Manager, Issue 15¢, May 2004.

[5] Phone Manager 2.1 Installation & Maintenance, Issue 1, April 2004.

The following Colubris Networks product documentation is provided by Colubris Networks. For
additional product and company information, visit http://www.colubris.com.

[6] Colubris Networks CN320 Administrator’s Guide, Fourth Edition V2.2 (August 2004), 43-
10-0320-05.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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