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Avaya Solution & Interoperability Test Lab

Application Notes for TelStrat Engage Record Version 3.3
with Avaya Business Communication Manger Release 6.0
VoIP Recording — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for the TelStrat Engage
Record version 3.3 to successfully interoperate with Avaya Business Communication Manager
Release 6.0. TelStrat Engage Record uses the LanCTE interface to BCM for call control and
utilizes Port Mirror/SPAN to passively capture the voice traffic that goes through Avaya IP
phones.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The objective of this interoperability compliance testing is to verify that the TelStrat Engage
Record 3.3 (hereafter referred to as Engage) can be connected to the Avaya Business
Communication Manger release 6.0 (hereafter referred to as BCM) via the LanCTE interface
for call control. The BCM LAN CTE software can be installed on the Engage Server to send
call start, call stop, and other messaging and call events to the BCM. The Engage Record is used
to record and play back conversations through the Avaya IP phone that are registered to the
BCM via Port Mirror/SPAN to passively capture the VoIP (RTP) traffic.

2. General Test Approach and Test Results

The compliance test included configuring the Engage Server using the Engage VoIP Engine Config
Console to monitor, to record and play back the conversations on the IP phones via SIP trunk.

2.1. Interoperability Compliance Testing

The general test approach was to verify whether the Engage can monitor, record and play back the
conversations going through the Avaya BCM IP Telephones. The following areas were covered:
- Recording all calls.
- Schedule Recording based on Agent, Port Numbers, Date & Time, Days of Week, DN,
DNIS, CLID.

2.2. Test Results

All executed test cases have been passed. Avaya IP phone conversations can be monitored, recorded
and played back by using the Engage Record Server successfully.

2.3. Support

Technical support for TelStrat can be obtained by contacting TelStrat via email at
support@telstrat.com or by calling +1 972-633-4548

3. Reference Configuration

Figure 1 illustrates the lab test configuration used during the compliant testing event between
the BCM and Engage Server combination.
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Figure 1: Lab Test Connection Diagram for the BCM, Engage Record Server and Engage
Client

4. Equipment and Software Validated

The following equipment and software was used during the lab testing:

Equipment Software/Firmware
Avaya BCM Release 6.0
Avaya IP Telephones: 1140E, 1120E
Engage Record Server OS Windows 2003 Server SP2
Engage Record Server 3.3.0.6
Engage VolPEngine Config Console n/a
Engage Client OS Windows XP Pro SP3

5. Avaya Business Communication Manager Configuration

These Application Notes assume that the basic configuration has already been administered. For
further information on the BCM, please consult references in Section 9. The below procedures
describe the configuration details of the BCM with a SIP trunk to a Service Provider (in this
example is Centurylink) system.
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5.1. Login to BCM

5.1.1. Install Business Element Manager and BCM Monitor
a) Open web browser and connect to the Web GUI http://<BCM IP address> as shown in
Figure 2. Then log in using the appropriate Username and Password.

Note: The web browser has to enable Java Runtime Environment to support the BCM Web GUI.

AVAYA

Home | Contact |

to
B rlease Enter Credentials
Main | Advanced |
User ID: Innadmin |
Application Group
Password: I******** ‘ Status

m ¥ Save Credentials

W Auto-Login

Canicel |

3rd Party ’

Application Launcher 1.07

Click for Mon-Java enabled browsers. or download the Jawa JRE if its not automatically installed from SUN.COM.
Having trouble installing java® Try to UR-install java fiest.

Copywright @ Awaya Inc. 1999 - 2010, All Rights Resenved.

Figure 2 — Login to Business Communication Manager
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b) The Welcome to BCM page is displayed. Click on the BCM applications/ web links, select
Business Element Manager, and then click Run as highlighted in red box as shown in Figure
3. This action will install Business Element Manager to the local PC. After the installation
complete, Business Element Manager shortcut will be created on desktop.

Main | advanced |

Applications
Application Group
Mame Status I
Iser Applications Mo update required :l
. Activity Reporter Basic Mo update required
Business Applications

Mo update required
Mo update required - curre a...
Mew update availiable - 50,2.01...

[raka Migration Manager Mew update availiable - 1,1.0 LI

Download Locations Run

= d Farty _

Application Launcher 1,07

Click far Mon-Java enabled browsers. or download the Java JRE if it not autematically installed from SURLCOM.

Hawing trouble installing jawa? Try to Un-install java first.

Copyright ® Avaya Inc. 1989 - 2040, All Rights Resened.

Figure 3 — Business Communication Manager
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c) Continue with Welcome to BCM page to install BCM Monitor as shown in Figure 4. After
the installation complete, the BCM Monitor shortcut will be created on desktop.

AVAYA

Home | Contact |

to

BCM

Main | pdvanced |

Applications
Application Group
Mame Status I
User Applications Mo update required ;l
. Activity Reporter Basic Mo update required

Business Applications Mo update required J

B Business Element Manager Mo update required - currently a. ..

| Ilj 0
Mew update availiable - 1.1.0 LI

Download Lacations

. ety _

Application Launcher 1,07

Click for Mon-Java enabled browsers. or download the Java JRE if its not automatically installed from SURLCOM.

Hawing trouble installing jawa? Try to UN-install java fiest.

Copyright @ Awaya Inc. 1999 - 2010, All Rights Reserved.

Figure 4 — Element Manager System Overview
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5.2. Create a new Network Element Entry for Business Element
Manager

a) Double click on the Business Element Manager desktop icon; the Avaya Business Element
Manager — Network Elements will display. Create a new Network Element as shown in
Figure S.

£ Avaya Basmess flement Mansger - Hetwork Elements I =0 =|

Fil View  Watwork -]

Feo

- 3 M Frolcier

[ 1]

Figure 5: Create a New Network Element

b) Input /P address of BCM, username: nnadmin and appropriate password to the red box as
shown in Figure 6. Then click OK.

=1k
File Edit WView Metwork 5
¢|IExit | 3 cut Mg Copy “ornect X Delete ‘-"gu Mew Folder
Flement Navigation Panel N
£ Business Communications Manager Entry x|
Enter the access parameters for the Business
Communications Manager device
P Address | 10.10.97.34
User D [nadmin
Password I ============= =
| Metwork Elements
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Figure 6: Business Communication Manager Entry

5.2.1. Login to Business Element Manager

a) Double click on the Business Element Manager desktop icon; select the Network Element
then click Connect as shown in Figure 7.

A fwaya Dusmess [lement Hanager - Betwork Blements [ 10109734 2
Fe Edt Wes Metewk 2 Hel

Pee | o ooe Gocopy W | T webrage o vadate Dewcr| Ty comect | Deiere | i
Element Ravigation Pasel

= -‘*ll'-"-?.'\- Bemenis

| W |

e

P addess:  10.10.97.34

User 1Dt [rnaden

Sasreard: | --------------

Figure 7: Connect to BCM

b) After the connection has been established, click OK in the Confirm dialog (not shown).
Figure 8 shows Business Element Manager has been successfully logged on

4 Avaya Business Element Manager - 10.10.97.34 2
File Edit View [letwork Session Tools Help

o [=[ 3|

ﬁE)cit | :ﬁ Cut Lf_;l Copy EE Faste | r_\O\I'EIJ Page J Validate Device &Discmnect

Element Navigation Panel 4
E}-4 8y Network Elements
10.10.97.34

% Refresh If't_j Auto-refresh
Task Navigation Panel

Welcome
Configuration | Administration

y

System Account Notifications: WERNTNG!
Administrator Access
Resources
Telephony
Data Services
Applications

Your telset password must be changed.

WARNING! The following account passwords must be
changed:

Humeric ID: 738662

B E

User ID: [nnadmin

Telset user ID: (738662

Last successful login: [2011-03-28 15:23

| Done,

Lol Mol mi52] W:36 [V Indude ACKed alarms
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Figure 8: Avaya Business Element Manager

5.2.2. Login to BCM Monitor

a) Double click the BCM Monitor icon on the desktop. Then input /P address of BCM,
username: nnadmin and appropriate password as shown in Figure 9.

=

File Statistics Help

ﬂ

pystem Name ot [570.57.34 ~]
Connect Az frinadmin

Passwaord: Ia:-xnx-xu:-a

BSave Infomalior}

Cancel | Delete |

Figure 9: Enter Logon Information for BCM Monitor

b) Click Connect. The BCM Monitor GUI displays as shown in Figure 10.
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(= BCM Monitor - BCMA50 . =10l

File Statistics Help
BCM Info | Media Card | Voioe Ports | IP Devices | RTP Sessions | UIP | Line Monitor | Usage Indicators |

—BCM Hardware———— [~ Installed Devices
Platfam: [4450 MIC: ethil
; e IP 127.1.0.1
e BEETE 1333MHz Mask  255.255.256.0
Memary: [504 ME MAC  00-21-E1-D351-02
T e E— MIC: ethl
Rard drive: — [ST3808154% P 135.10.97.34
Profile: [/, Mask 255255255240
SpstemID:  [BEFCHCYZICEF MIC: athe HeG SRR RE
Serial number: [LENHTMGY0000IL IP 1010111
Mask 255255255252
~BCM Software MAC  00-21-E1-D351-04
mn b e MIC: eth3
Wersian: 10.0.1.02.120 IF 127.1.3.1
Boot time: [2/7/11 1012 AM Mask 2552552550
MAC  02-17-65-00-00-03
~IP C.Unfiguration — | [NiCethd P 197141
Published P S Mask 2552552550
address: 13610.97.34 MAC 02-17-65-00-00-04
Mext hop: [13510.97.33 || IS ethE
IF 127.1.51|

Mask  255.255.255.0

MAC 02-17-65-00-00-05
MIC: ethi

IP 127161

Mask  255.255.255.0

MAC 02-17-65-00-00-08

Figure 10: BCM Monitor GUI

5.3. Administer Resources
This section describes how to configure a SIP Trunk on BCM to Service Provider system.

5.3.1. Administer Application Resource for SIP Trunks

These Application Notes assume that the basic configuration has already been administered. This
section describes steps for configuring Application Resource for SIP Trunks on BCM to work
with Service Provider system. For further information on Avaya Business Communication
Manager 450, please consult references in Section 9.

Select tab Configuration > Resources > Application Resources, then select SIP Trunks then
click Modify button.

A new dialog displays with title “Modify Resource Application Reservations”, input the
configuration value as shown in Figure 11:

- Minimum: 0

- Maximum: MAX

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 44
SPOC 10/11/2011 ©2011 Avaya Inc. All Rights Reserved. TelStratBCMVolP



Task Navigation Panel

Canﬁguraﬁﬁ | Administration

@ Welcome

B ) System
[ | Administrator Access
B

b Mediz Gateways
@ Port Ranges
@ Telephony Resources
IP Trunks
General
SIP Trunking
@ H323 Trunking
- @ Dial Up Interfaces
=) Telephony
[+ |, Global Settings
@ Feature Settings

IP Terminal Features
@ DMC Feature List
@ System Speed Dial

CAP Assignment
22 Sets
[E2g Lines
@ Loops

- @ Scheduled Services
@ ) Dialing Plan

@ Ring Groups

[es Call Security

- @ Hospitality

.. @ Hunt Groups

@ Call Detail Recording
@ Call Recording

Application Resources

~Total Resources —
Signaling channels: [ 580
VDI channels: [ 184
Media channels: [ 1378

DSP resources: | 180

~Reserved Resources
Signling channels: [ 10
VDI channels: [ 0

Media channels: [ 12
DSP resources: | 12

Advanced Feature Settings

Application Resource Reservations

Applicaton Minimum |

Maximum I Licence |

System Max.,

Change Pending VDI Ch,

Medach. | DsP

i H = R

Modify...

I Restore Defaults

O T S R R

[ I T | BT
5
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5.3.2. Administer Media Gateway

Select tab Configuration > Resources > Media Gateways, then select Echo cancellation

enabled and as shown in

red box in Figure 12.

Task Navigation Panel

| Administration i

@ Welcome
- | System

B Resources
! lication R

anges

E .. IP Trunks

. Administrator Access

- @ Telephony Resources

- (@ H323 Trunking
i i@ Dial Up Interfaces

Media Gateways

Echo cancellation: IEnaI:uIEn:I w/MLP = i
T.33 UDP redundancy: | E

ES0Lrces

Figure 12 — Configuring Media Gateways

5.3.3. Administer Port Ranges

Select tab Configuration > Resources > Port Ranges, then configure port ranges used for RTP
over UDP traffic as show in red box in Figure 13.

Task Navigation Panel

Administration |

E

@ Welcome

- | System

- | Administrator Access
=

- @ Application Resource
- @ Media Gateways

@ S

@ Telephony Resource
= b IP Trunks

. @ General

SIP Trunking

- 4@ H323 Trunking
.. @ Dial Up Interfaces

H- || Telephaony

Port Ranges
RTP over UDP
Begin / | End |
28000 29499
30000 30999
Add... Delete |

Figure 13 — Port Ranges for RTP over UDP
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5.4. Administer SIP Trunk

This section describes the steps for configuring SIP Trunk between BCM and Service Provider
system.

5.4.1. General IP Trunk Settings

Select tab Configuration > Resources > IP Trunks > General, then select tab IP Trunking
Settings; configure Telephony Settings as shown in Figure 14.

- Forward redirected OLI: First Redirect

- Send name display: checked (enabled)

- Remote capacity MWI: checked (enabled)

- Ignore in-band DTMF in RTP: unchecked (disabled)

[Task Navigation Panel

- General
Configuration|| Administration |

@ Welcome

call Routing Summary [IP Trunk Settings i
Bl System -
: -Telephony Settings —
- Administrator Access phioer i
= Forward redirected CLI: |First Redirect = Send name display: v
E M0 Sephcabon Reswer Remote capability MWI: W Ignore in-band DTMFE in RTP: [
- i@ Media Gateways =
- i@ Port Ranges

- @ Telephony Resource

- L[ IP Trunks
o
i@ SIP Trunking

L H323 Trunking
L...i@ Dial Up Interfaces

Telephony
Data Services
Applications
Figure 14 — IP Trunk Settings
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5.4.2. Administer Global Settings

Select tab Configuration > Resources > IP Trunks > SIP Trunking, then select tab Global
Settings; Figure 15 shows the detail configuration attributes.

- SIP Settings for Local Domain: bywdev.com; Call signaling port: 5060

- RTP Keepalives, Scope: None

- Telephony Settings, Fallback to circuit-switched: Disabled

- RFC2833 Dynamic payload: /01

Task Navigation Panel
| Administration |

@ Welcome

System

Administrator Access
- i@ Application Resource
- i@ Media Gateways
- i@ Port Ranges

- i@ Telephony Resource
- TP Trunks

i@ General

o
i@ H323 Trunking

- i@ Dial Up Interfaces
Telephony
Data Services

Applications

SIP Trunking

~SIP Settings ~RTP Keepalives-

Local Domain: |bvwdey,com | Scope: INDI‘IE *I
1

service Impacting SIP Settings

Call signaling port: I 5060

Maodify... |

Telephony Settings ~RFC2333

Fallback to circuit-switched: |Disabled - I Dynamic Payload: l 101

Status: |Gateway is running
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Figure 15 — Global Settings for SIP Trunk
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5.4.3. Administer Public Port
Select tab Configuration > Resources > IP Trunks > SIP Trunking, then select tab Public.
Click on tab Settings to set Provisioned Public Port to 5060 as shown in Figure 16.

Task Havigation Panel

_ SIP Trunking
Administration l

. Welcome : Public ; F‘ri'u'atel Global Settings! Media Parametersl

[ || System
inistrator Access Routing Table .ﬁ.::i:ountsl TSP Templatesl

) ~Public Netwaork - 7|

- @ Application R.esource f

- @ Media Gateways Provisioned Public Port: | 5060

- i@ Port Ranges L

- @ Telephony Resource Discovered Public Address: [0.0.0.0
=) IP Trunks

@ General Address Discovery Flag: [~
o Provisioned Public Address: |
i@ H323 Trunking i

- @ Dial Up Interfaces

| Telephony

- || Data Services

- | Applications

I+l
=

Figure 16 — Provisioned Public Port Setting

5.4.4. Create a Public Account
Click on tab Accounts, and then click on Add button to create a public account for Service
Provider (Figure 17).

Task Navigation Panel
— SIP Trunking
Administration
@) Welcome PUb"CI Privatel Global Settingsl Media Paramehers!
- System
G-\l Administrator Access Routing Tablel Settings |Accounts I TSP Templatesl
El- | || Resources Name / Description
(@ Application Resourct - CenturyLink

@ Media Gateways
@ Port Ranges
@ Telephony Resource

U

General

= - |SIP Trunking
- @ H323 Trunking

@ Dial Up Interfaces

Bl | Telephony
[+~ |, Data Services
- |, Applications Add... Delete |

-

Figure 17 — Add a public account for SIP Trunk

The Add Account dialog displayed (not shown) to ask for the template; click on No Template
and proceed to the next step.
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The SIP Trunk to Service Provider uses static IP endpoint and does not support registration.
Thus, the detail configuration is shown in Figure 18.

- Template: None

- SIP domain: /P address of Service Provider system

- Registration required: leave as blank

- SIP username: /eave as blank

- Password: /eave as blank

A Add Account ) ﬁi

Name: |CTL

Description: ICenb_lryLink

Template: [None

| SIP domain: [22. 29.136.157 |

|Regish'aﬁur1 required: [ |

SIP username: I

Password: |

oK | Cancel |

Figure 18 — Account Setting for Service Provider SIP Trunk

5.4.5. Basic Settings
Select account CTL created in Section 5.4.3 Select Basic tab, the Basic settings are displayed as
in Figure 19. Add an entry to Outbound Proxy Table associate to Service Provider system,
which is used by BCM to send OPTIONS to Service Provider for keep alive purposes.
- SIP Domain; Remote: /P address of Service Provider system
- SIP Domain; Local: /P address of BCM
- Proxy: leave as blank (default)
- Registrar: leave as blank (default)
- Outbound Proxy Table:
- Domain: /P address of Service Provider system
- IP Address: /P address of Service Provider system
- Port: 5060
- Load-balancing Weight: 0
- Keep Alive: OPTIONS
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Details for Account:

Basic | Advanoedl User Accauntsl

SIP Domain-

|F'.emote: |29.29.196.15?i

| Local: | 10.10.97.34 |

~Proxy- -1 rRegistrar
Address: | Address: |

Port: | 0 [ Port: |

Transpaort: |L.IDF‘

~Outbound Proxy Table -

Domain ¢ | IF Address | Port | Load-balancing Weight

Keep alive

29.29,196.157 29.729.196.157 5080

Figure 19 — Basic Configuration for Public SIP Trunk Account

5.4.6. Advance Settings

a) Select account CTL created in Section 5.4.3

b) Select Advanced tab, the Advanced settings are displayed as in Figure 20.

- Enable media relay: checked (enabled)

- Support 100rel: checked (enabled)

- Allow UPDATE: checked (enabled)

- Use null IP to hold: checked (enabled)

- Allow REFER: checked (enabled)

- Support Replaces: checked (enabled)

- Enable Connected Identify: checked (enabled)
Note: leave other fields as blank (default.)

NAT Pinhole Maintenance:
- Signalling Method: None

Session timer:
- Session refresh method: UPDATE
- Refresher: Local
- Session-Expires: /800
- Min-SE: 90

Active call limit: 0

ITSP association method: From header domain match
Outbound Called characters to absorb: 0
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Inbound Called prefix to prepend: leave as blank (default)
Authentication realm: /eave as blank (default)

Details for Account:

Basic Advanced I User Accountsl

Enable local MAT compensation: [~ [MAT Pinhole Maintenance
| Enable media relay: v | Signaling methaod: INu::ne v I|
Use maddr in R-URI: [~ Signaling interval: | 30

Use maddr in Contact: [~

Support 100rel: v rSession timer-
Session refresh method: |UPDATE = |
e Mull IP to hold: & Refresher: rlm
Use user=phone; [~ Session-Expires: IW
Force E164 international dialing: [~ Min-SE: |—90

Enable SDP OPTIONS query: [

Allow REFER: [V

active cal imit: [ 0 |

[ Support Replaces: [# |
|Enable Connected Identity: [ |
Standard SIP Caps Exchange: [~

IT5P assodation method: |From header domain match =1
Outbound Called characters to absorb: |EI =]
Inbound Called prefix to prepend: |
Authentication realm: |
Figure 20 — Advanced Configuration for Public SIP Trunk Account
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5.4.7. User Account Settings

a) Select account CTL created in Section 5.4.3
b) Select User Account tab, the User Account settings are displayed as in Figure 21. Click on
Modify button.

Details for Account:
Basic | Advanced | User Accounts i
Desaiption  / Parent CLID SIP Usermname Register Status
Centurylink | = | |Mot registered

Figure 21 — Modify SIP Trunk User Account

c¢) Modify account dialog displays to show information of SIP Trunk account (as shown in
Figure 22). This feature gives an option to manipulate SIP header before sending to Service
Provider. In this testing, there is no SIP manipulation required, so leave all fields as blank.

=]

Description: | Sk ighisly

Domain: | 29.29.196.157
—Account identity

Parent account: [

—User Credentals

SIP username: |

Auth name: |
Auth p d: |
Realm: |

~Message Handling

CLID Owerride:

Display name Owverride:

PAI CLID Override:

PAl Display name Override:
Contact Override:

Maddr in Contact:

Local Domain Owverride: 10.10.97.34

L e

Compensate for MAT:

—SIP Registration ——

Registration: [

oK | cancel |

Figure 22 — Modify SIP Trunk User Account Details
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5.5. Administer Codec Profile

5.5.1. Codec Settings for SIP Trunk

Select tab Configuration > Resources > IP Trunks > SIP Trunking, then select tab Media
Parameters; the detail configuration attributes is in Figure 23.

Service Provider does not support G.729, therefore only G.711u has been selected in Seleted list,
with Voice Activity Detection disabled; G.711 payload size (ms) is set to 20ms.

Task Navigation Panel
: SIP Trunki
Configuration I Administration | e
. Welcome Publicl Privatel Global Settings M
[#~ |, System -
- |, Administrator Access Preferred Codecs | SRl
- ‘ Enable Voice Activity Detection: [ |
: :plzll_ica;m; Resource Available list Selected list ? Jitter buffer: [Aoto =]
- @ Media Gateways — - _
- @ Port Ranges g ;i [@— - €.729 payload size (ms): [20 -
H.:.. -ﬁi_pr:i:: Resource: L -~ Y j 5.723 payload size (ms): [30_
e -. et 5.711 payload size (ms): IZIJ ;||
i — ‘ Fax transport: IT.38 'I
@ H323 Trunking - Force G, 711 for 3. 1k audic: [~
i@ Dial Up Interfaces o )
&1Ll Telephony Provide in-band ringback: [
#- |, Data Services
- | Applications
Figure 23 — Codec Settings for SIP Trunk
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5.5.2. Codec Settings for IP Sets

Select tab Configuration > Resources > Telephony Resources, then select line Internal / IP
Sets; and then configure supported codec for IP Sets as shown in Figure 24.

- Default codec: G.711-uLaw

- Default jitter buffer: Auto

- G.711 payload size (ms): 20

Task Navigation Panel
- Telephony Resources
Configuration | Administration |

----- @ Welcome Modules

[~ |} System Location | Configured Device I Dip Switch | Bus | State
[#- || Administrator Access nal ) =y - n -
@ Application Resources
... @ Media Gateways

: Port Ranges
|TEIE|:||'||:|rrg,' Resources I

Busy

[M/A |Enabled

ASM[ASM+ MEM
DSM16/DSM16 + MBM
DTM-PRI

ASMfASM+ MBM
Nane A M/A

0000

L...@ Dial Up Interfaces
Telephony
- | Data Services

- || Applications

Enable Deconfigure... I Configure...

Details for Module: Internal IP Sets

IP Terminal Global Settings | 1P Terminal Details |

Enable registration: v Default codec: IG.?ll-uLaw '[

Enable global registration password: W Default jitter buffer: lm
Global password: I “““““ (G.729 payload size {ms): IZD ;I
Auto-assign DNs: v G.723 payload size (ms): Iﬁ
Play DTMF-tone: [V |G.?11 payload size (ms): 20 = |
Advertisement,Logo: |A\|‘AYA BCM 450 Support Remote Worker: [~
Discovered Public Address: WO— Provisioned Public Address: |
IP dients configuration files
File Name 7 | File Created File Size (Bytes) |
Upload. .. | | Delete Al | Delets | Refresh |

Figure 24 — Codec setting for IP Sets

5.6. Administer Dialing Plan
This section shows how to configure BCM VolIP lines to be used for outbound calls over the SIP
Trunk via Service Provider system. The public dialing plan will be provisioned with appropriate

parameters as detail as below. BCM uses target lines to either terminate or redirect the inbound
SIP calls.
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5.6.1. Associate a Line Pool to VoIP Lines
Select tab Configuration > Telephony > Lines > Active VoIP Lines, then assigned a pool
name where the VolIP Lines are associated with. In this case it is Pool: BlocA (Figure 25).

Task Navigation Panel

Active VoIP Lines
Configuration | Administration

@ Welcome

Line / Trunk Type Name Control Set Line Type Prime Set Pub. Received # Priv. Received # Distinct Ring
[~ [ System 3

- || Administrator Access 02

Line002 22231 Pool:BlocA 22231

03 VoIP Line003 22231 Pool:BlocA 22231 NiA A None
04 P Line004 22231 Pool:BlocA 22231 A A

[} Resources
=3
B 1) Global Settings 05 Vol Line0Ds 22231 Pool:Sloch 22231
(g Sets 06 ValP Line0s 22231 Pocl:Bloca 22231
=} 07 |vore Lineo07 22231 Pool:Bloch 22231
-2 p

ive Physical Lines 08 Line00s 22231 Pool:Sloch 22231
_FActive VoIP Lines

@ Target Lines
@ Inactive Lines
@ AllLines

@ Loops

@ Scheduled Services

e Dialing Plan

@ Ring Groups

@ 1) Call Security

@ Hospitality

@ Hunt Groups
@ Csll Detail Recording
@ Call Recording
-} Data Services Copy | paste.. | Renumber |

Figure 25 — Line Pool Assignment for VoIP Lines
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5.6.2. Administer DN Length
This section shows how to configure intercom DN length for BCM phone. In this testing, DN
length is set to 5.

Select tab Configuration > Telephony > Dialing Plan > General, configure DN length
(intercom) and Dialing timeout as shown in Figure 26.

- DN length (intercom): 5

- Dialing timeout: 4

Task Navigation Panel

IEWI e I Dialing Plan - General
@ Welcome Global Settings -Change DM
B ). System
B | Admanistrator Access DN length (intercom): [ | Change DM...
3| Resources Dialing teneout: [4 =] |
- ) Global Settings Access Codes
#- |, Sets Park prefic: IT"—H
-4 E::
@ Loops . External code: IE - I
@ Scheduled Services
L - Direct Dial
o ovect et s [—]
@ e Direct Dial Sets
A e tuoar set /| Type | Internal DN External No, [ Facity |
SE vt Metanick : Internal  DN:22231 NIA /A
@ Line Pools 5 onm A &
@ Routing - Nore "
@ FRing Groups Hone &
Bl J, Call Security Narse "
@ Hospitality
@ Hunt Groups
@ Cal Detad Recording
@ Cal Recording
] Data Services

] Applications

Figure 26 — Define DN length (intercom)

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 44
SPOC 10/11/2011 ©2011 Avaya Inc. All Rights Reserved. TelStratBCMVolP



5.6.3. Administer Public Network
Select tab Configuration > Telephony > Dialing Plan > Public Network, configure Public
Receive number length, Public network dialing plan and Public network code as shown in
Figure 27.

- Public Receive number length: /0

- Public network dialing plan: Public (unknown)

- Public network code: /eave as blank

Task Navigation Panel

- Dialing Plan - Public Network
Configuration | Administration

@ Welcome ~Public Network Settings —

System § : : e :
I — Public Received number length: IID 'I Public network dialing plan: IF‘ubhc (Unkniown) 'i

Resources ' Public Auto DN: | Public network code: |
gs Public DISA DN: |

- | Global Settings
- Sets

[ . Lines
@ Loops DM Prefix  / | DM Length Code Prefix  / ID Length

~Public Network DN Lengths — - ~Carrier Codes-

- @ Scheduled Services Default 0

B

i@ General

..@ Routing
- @ Ring Groups
[ || Call Security
- @ Hospitality
- @ Hunt Groups
- @ Call Detail Recording
- @ Call Recording
Data Services
Applications

Add... Delete Add... Celete

E-H

Figure 27 — Public Network Settings

Note: Public network code will affect the CLID of an outbound call. If specified, it will
combine with Public OLI setting for the phone to form the CLID. In this testing, CLID is set on
each phone individually, therefore it is unnecessary to define Public network code.
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5.6.4. Administer Routing
Select tab Configuration > Telephony > Dialing Plan > Routing. On tab Routes, click Add
(not shown) to create a new route. Figure 28 shows route 3 was created.
Route 3:
- Use Pool: BlocA
- DN Type: National

Task Havigation Panc]
Configration] | admnistrasen | [ — -

@ welcome Routes | Destnaton Codes | Second Dial Tone |

Fyshem Routeg

b Route /| Excternal Mumber [ Usepod | oNType SewceType | SereelD

Trelephony
ol Settngs
Sete

* | Lirey

@ Loops

@ Schedued Seraces
[ Pl
@ Cenernl
@0t
@ Pubdc Matwark
@ Prreate Natwork
@ Line Pooks

@ Ring Groups
Call Secunity
P Hospitality
@ Hunt Groups
@ Call Detal Recordng
@ Call Recording
Daatan Services
Applications

Figure 28 — Create a route

5.6.5. Administer Outbound Call - Destination Codes

Destination Codes define the prefix for outbound call. This testing uses internal access code 9 to
access the SIP trunk. The code will be trimmed out before sending to Service Provider. In order
to exercise different dialing plans over the SIP Trunk, multiple Destination Codes were added.

Select tab Configuration > Telephony > Dialing Plan > Routing. On tab Destination Codes,
click Add to create a new route. Figure 29 shows following Destination Codes were created.
Destination Codes: 90.
- Purpose: BCM will use these codes:
- To reach Service Provider’s operator by dialing 0
- To reach operator by dialing 0+10 digits
- To make international call by dialing 01 1+CountryCode+AreaCode+DN.
- Configuration attributes:
- Normal Route: 003 (created in Section 5.6.4)
- Absorbed Length: 1 (digit 9 will be deleted)

Destination Codes: 94/ 1.
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- Purpose: BCM will use this code to reach 411 services.
- Configuration attributes:

- Normal Route: 003 (created in Section 5.6.4)

- Absorbed Length: 1 (digit 9 will be deleted)

Destination Codes: 99/1.
- Purpose: BCM will use this code to reach 911 services.
- Configuration attributes:
- Normal Route: 003 (created in Section 5.6.4)
- Absorbed Length: 1 (digit 9 will be deleted)

Destination Codes: 9613.
- Purpose: BCM will use this code to make NPA call by dialing 10 digits (Area
Code 613 + DN).
- Configuration attributes:
- Normal Route: 003 (created in Section 5.6.4)
- Absorbed Length: 1 (digit 9 will be deleted)

Destination Codes: 9/613.
- Purpose: BCM will use this code to make North America long distance call by
dialing 1+10 digits (1+Area Code 613 + DN).
- Configuration attributes:
- Normal Route: 003 (created in Section 5.6.4)
- Absorbed Length: 1 (digit 9 will be deleted)

Destination Codes: 9/800; 91866
- Purpose: BCM will use these codes to make toll free call with prefix 1800, 1866.
- Configuration:
- Normal Route: 003 (created in Section 5.6.4)
- Absorbed Length: 1 (digit 9 will be deleted)
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5.6.6. Administer Outbound Call - SIP Trunk Routing Table
The Destination Codes are associated with a VoIP pool. BCM needs to specify which signaling
protocols it going to use, SIP or H323. This section shows how to configure a SIP route on

BCM.

Select tab Configuration > Resources > IP Trunk > SIP Trunking. On tab Public, select tab
Routing Table and then click Add to create a new route. The new route is configured and
appropriated with the Destination Codes defined in Section 5.6.5, and attached to SIP Trunk
public account CTL defined in Section 5.4.3. Figure 30 shows routes 0, 1, 411, 911, and 613
were created.

Task Navigation Panel

Configuration | Admiristration |

-

m

- -

@) Welcome

System
Administrator Access
- @) Application Resource
- @ Media Gateways
- i@ Port Ranges
- i@ Telephony Resource

o) (P ]

@ General

ommm
@) H323 Trunking

- @ Dial Up Interfaces
Telephony
Data Services
Applications

SIP Trunking

Privatel Global Settingsl Media Parametersl
Settings! Accountsl TSP Templatesl

Destination Digits

ctl_318360 318360
ctl_913488 913488 TL
ct_913533 2913533 TL
ct_913738 913738 TL
ctl 913856 913358 TL
ont 647 TL
ont_416 415 T
ont_905 205 CIL
Add... Delete |

QT; Reviewed:
SPOC 10/11/2011

Figure 30 — Administer SIP Trunk Routing Table

Solution & Interoperability Test Lab Application Notes
©2011 Avaya Inc. All Rights Reserved.

28 of 44
TelStratBCMVolP




5.6.7. Administer Inbound Call - Target Line

BCM uses a virtual target line to receive VolIP inbound calls. The maximum target line available
is defined by the license. In this section, the target line is configured to terminate the call to a
specific DID number. The target line is assigned to a key on the phone set.

a) Select Configuration > Telephony > Sets > Active Sets.

b) On tab Line Access, chose a DN e.g. 22264.

¢) On tab Line Assignment, click Add. Then in Add Line Assignment dialog (not shown),
input the target line number. Figure 31 shows target line 998 was being added for DN 22264.

Target Line: 998

Appearance Type: Appr&Ring

Appearance: /

Caller IP Set: checked (enable CLID delivery)

Vmsg Set: checked if want to register voice mail service for the set, uncheck if voicemail
is not being registered.

Priv. Received #: input the private number assigned to the DN. BCM will ring the phone
if receiving the private call to this number.

Pub. Received #: input the public DID number assigned to the DN. BCM will ring the
phone if receiving the public call with this number. Target line will use this input to
terminate a SIP call from Service Provider. In this case, a target line is configured to
terminate a SIP call from Service Provider to DID number 9134400061.
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Figure 31 — Administer Target Lines
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5.7. Administer Outbound CLID Delivery

5.7.1. Administer Outbound CLID-Name Delivery
This section shows how to configure CLID-Name delivery for BCM. When DN 22264 makes an
outbound call, the display name in From header will be constructed using the Business Name

(created in step a as below) and set Name (created in step b as below).

a) Select Configuration > Telephony > Global Settings > Feature Settings. Then define
Business Names Entry 1 as “BCM450” as shown in Figure 32.

@ CAP Assignment

- Sets
- ) Lines
- @ Loops

- @ Scheduled Services
(- |, Dialing Plan
- @ Ring Groups
B 1) Call Security
- @ Hospitality
- @ Hunt Groups
-- @ Call Detail Recording
.- @ Call Recording
Data Services
- | Applications

Maximum CLI per line: I 50

Task Navigation Panel
= Feature Settings
Configuration|| Administration
@ Welcome -Business Names
[#]- System
1: |BCM450 2 i
- | Administrator Access I I I
[~ || Resources | 4 | 5: |
B | Global Settings rFeature Settings
eature Settings Background music: [V On hold: IMusic ¥ Answer keys: IBasic =
dvanced Feature Settings ) ) )
@ IP Terminal Features Page tone: v Held line reminder: |Off = Receiver valume: IUse sys volume =
@ DMC Feature List Message reply enhancement: [~ Delayed ring transfer: IAf‘her 4rings - Directed pickup: vV
@ System Speed Dial Force auto/spd dial over icfconf: [~ Park mode: |Lowest ¥ Set relocation: [

Alarm set: |2223 1

- Timers

Camp timeout (sec.): |45 - I
Park timeout (sec.): I45 - I
Page timeout (sec,): IISD [ l

Transfer callback timeout: IAf‘her 4 rings 'I

Host delay {ms.): IlUDD 'I
Link time {ms.): IGDD 'I

Figure 32 — Administer Business Name Entry 1 for BCM

b) Then select Configuration > Telephony > Sets > Active Sets. On Line Access tab, the
defined Name for DN 22264 1s “22264” as shown in Figure 33.
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Figure 33 — Define a Name for DN 22264
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c¢) Continue to select Configuration > Telephony > Sets > Active Sets. On Capabilities and
Preferences tab, check Auto Called ID to enable CLID display before the call is being
answered. Then click the Preferences tab; select Business name 1 and uncheck Send long
name. Figure 34 illustrates the configuration in detail.

Business name: Business name 1
Send long name: unchecked

Task Navigation Panel
Configuration | Administration | Active Sets
""" @ Welcome Line Access Restrictions |
[~ || System - - - -
- ) Administrator Access DN/ I Model I Mame I Prime Line Intercom Keys | Control Set I First Display I Auto Called ID I
[~ | Resources 22221 221 22221 IfC 2 22231 MName 72
- i ¢ 2223 IfC - 22231 Name Icd
- | Global Settings 22225 22735 IjC N/ 22231 Name (m
! 22226 22226 1fC 22231 Name O
T 2227 IfC 22231 Name (m
e 222 IfC 22231 Name (m
2T 2229 IfC 22231 Name (m
2 22230 IfC NjA 22231 Name (m
22231 2231 IfC NJA 22231 Name ¥
[ |y Lines 22233 ¢ 22233 IfC 2 22231 Name i~
- @ Loops i ¢ 22254 IfC 2 22231 Name ||
- @ Scheduled Services g ¢ chau Ifc 2 22231 Name (m
[ | Dialing Plan T ¢ dat Ifc 2 22231 Name ird
- @ Ring Groups 22260 ¢ 22260 IjC 2 22731 Name ~
B | Call Security e ¢ 22261 IfC 2 22231 Name ird
- @ Hospitality 222652 ¢ 22262 IJC 2 22231 Name m
- @ Hunt Groups 22263 22263 v
- @ Call Detail Recording .

(@ Call Recording
[~ || Data Services Copy

Paste...

[#- |, Applications
Details for DN: 22264

Capabilities | SWCA Call Group I IP Terminal Details | Button Programming Table | Button Programming | User Speed Dial

Language: IEninsh ﬂ Call log options: INo one answered 'I

Dialing options: IStandard dial =1 Log space: I 0
Contrast: |4 ﬂ Available log space: 3000
Ring type: |1 = Reset Call Log Password |

Distinct rings in use: |Mone
:_ r Hotline
Aux. ringer:
| Hotline type: INone 'I
| Business name: IBusiness name 1 ;||

Long name: {langname

Send long name: [~

Figure 34 — Define CLID Name for DN 22264
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5.7.2. Administer Outbound CLID-Number Delivery

This section shows how to configure CLID-Number delivery for BCM. When DN 22264 makes
an outbound call, the display number in the From header will be constructed using Pub. OLI.

Select Configuration > Telephony > Sets > Active Sets. On Line Access tab, define Pub. OLI
for DN 22264 as “9134400061” as shown in Figure 35.

Task Navigation Panel
Active Sets
Configuratior] | Administration

@ Vickome
& ) Ao e od [_pome [ Port | pubou Priv. OLI
[#~ |, Resources 007 _—

& [Teteshom |

B | Global Settings
=

@ Templates

Line Access | Capabilties and Preferences | Restrictions |

Fud No Answer Fud Delay Fud Busy Fudal |

77777 2 77777

Active Appication DNs
--@ Inactive DNs
@ Al DNs
e Lines
@ Loops
@ scheduled Services
Dialing Plan
@ Ring Groups
Call Security
@ Hospitality
@ Hunt Groups A
@ Cal Detai Recording T7316/M7310 2001 9134404975 22674 96139675279 2 22301
@ Call Recording
[ || Data Services Cony. | paste. | Reumber. |

9134400150 22265
22941 A
91344049664 22524 22301 2
22525 22525 77777 2

22263 -

Figure 35 — Define a Pub. OLI for DN 22264

6. Configuration for Engage

This section describes the steps on how to configure the Engage Recording system including

Engage Record Client and Engage Record Server to be able to do recording the conversations
over the IP telephones on the BCM.

Assumptions have been made as such:

- The installation of BCM LAN CTE interface which has been installed on

the Engage Server in order for the Engage Server to send call start, call stop, and other
messaging and call events.

- Installing of the VoIP Recording on the Engage Server.

Configure port mirroring on the network router for specific device
(IP/MAC address), in this case the Avaya IP phone, for the media traffic to be duplicated
so that the Engage can capture packages from point to point.

Refer to the reference [1] in Section 9.
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6.1. Configure VolP Engine Configuration

Select Start > Programs > TelStrat Engage > VOIP Engine Configuration. The Engage
VoIP Engine Config Console will appear as shown in Figure 36.

®* Engage VolPEngine Config Consol ﬁ
Config  Status

Figure 36: Engage VolP Engine Config. Console

Click on Config and the VoIP Configuration screen will appear as shown in Figure 37.
Under CTI Option, choose BCM CTE from the drop down box.
Note Engage will automatically set the Recording Board ID to 2200 when BCM

- CTE has been chosen as the CTI Option.

- Enter the IP address of the BCM CTI Server.

- Under Calls to Record, you must select All trunk/internal calls.

- By default, VoIP endpoints are managed by MAC address. If you using
static IP assignments to VoIP endpoints, you have the option to manage stations by IP
address. Select the Mirroring By IP checkbox to manage endpoints by static IP address.
Do not select this box if you use DHCP to manage the IP address of the VoIP endpoints.

Note: If a router separates the IP stations from the point at which they are spanned, then the
endpoints can only be mirrored by IP address, and this checkbox must be set. Be sure to manage
the IP endpoints by static IP address in this deployment scenario. The router will replace the
MAC address of the VoIP station with its own MAC address and the ports cannot be managed by
MAC address.

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 33 of 44
SPOC 10/11/2011 ©2011 Avaya Inc. All Rights Reserved. TelStratBCMVolP



YoIP Configuration
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Figure 37: VoIP Configuration

6.2. Port Mapping

Engage Record must be programmed to map station information to an Engage Record port
number. The port numbers are a system resource that can be assigned to one or more system
users so that recording criteria can be established and call playback can be managed. The port
numbers can also be assigned to groups that can be assigned to one or more system users to ease

administration.
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6.2.1. Add Port Mapping

To add DN of specific IP phone to record.
Right Click in the white area of Port Mapping section and select ‘Add’ from the pop-up menu.
The Device and CommSrv Port Mapping screen will appear as shown in Figure 38.

In the Mac Address field, enter the MAC address of the BCM phone to
record.

If you selected the Mirroring by IP checkbox then enter the static IP address of the
BCM phone.

Enter the Directory Number to record in the DN field.

Assign a CommSrv Port number (from 0 -999) that is unique to Board
ID 2200.

Select the Add button.

Repeat this procedure for each DN to record.

Up to 1000 DNs can be recorded per Engage record server. A telephone
with multiple DNs must re-use the same CommSrv Port number for the DNs on the
telephone so that up to 1000 phones are supported.

Select Cancel to close the Window once all devices have been entered.

The following example shows how a device ID with MAC address 00 1B 25 2E 80 55 with DN
22268 is configured as the Port Number 0.

Device and CommmSry Port Mapping

b ac: Address 001 B252E B055

oM |22zsa [T tdability

CommSr Port Mumber 0

—LCallz To Recard
€ TrunkAdntemal Calle. £ Trunk Callz

— Recording Stream

" Mirraring ) DualStream

Cancel |

Figure 38: Device and CommSrv Port Mapping
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After adding DNs and mapping port to the added DN, the Port Mapping will be as shown in

Figure 39.
Select OK to complete VoIP configuration
¥oIP Configuration
BCM CTE |
BT BCMACTI Server
MHame/IF IF Port |
|EEM CTE j Elrile 10.10.97.34 il
I ame/|F IF Port |
Recording Board |0 IEEDEI et | B d I_‘
2Bl azzmor
—LCallz To Record [~ Miraring By IP Srarad
& 4l TrunkArtemal Calls € &l Trunk Calls £ Calls Selected By DM _—
[T SIF Trace fd xbailifr
‘! Part b apping
[#] Recording Channel | b ac Addrezs I Fecord YWith I Trunk.Anternal Calls
Qo0
kirraring
1] | ia
Mo, of Log Filez IB ] I Cancel |
Figure 39: VoIP Configuration with Port Mapping
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6.2.2. Applying the Changes to the Engage Server

After making the above system configuration changes on the Engage server, you must stop and
then restart the Telstrat VOIPEngine service highlighted in the red box as shown in Figure 40.
Note: You can add, modify, or delete the port mapping. The Voice Recording Server service
requires no additional attention/restart when any VOIP configuration is changed.

- Open Services on the Engage Record server

- Scroll down to the TelStrat VOIPEngine service

- Right click on the TelStrat VOIPEngine service and select Stop.
- Wait 10 seconds, and then click on the Start button to start the server.
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Figure 40: Engage Server Services

6.3. Configure Engage Record

This section explains the configuration using the Engage Record Client PC to connect to Engage
Server to monitor, record and playback the recorded conversations.

It is assumed that the Engage Record Server has been successfully installed and the required
recording services are running on it. Assumption is also made that the Engage Record Client has
been successfully installed. For additional information on Engage Record suite installation and

configuration refer to Section 9 [2] and [3].

QT; Reviewed:
SPOC 10/11/2011

Solution & Interoperability Test Lab Application Notes
©2011 Avaya Inc. All Rights Reserved.

37 of 44
TelStratBCMVolP



To access the Engage Client, navigate to Start > All Programs > TelStrat Engage > Engage
Client from the equipment it is installed on. During compliance testing the client was installed
on a PC.

The TelStrat Engage login screen is seen as in Figure 13 below. Enter the UserID, Password
and the Server Name. The server name is the IP address or the server name of the Engage
Record Server. Press OK once the above information has been entered.

Note: Server Name, in this example, was the IP address of the Engage Server, which this client
is connecting to (10.10.97.56).

Engage: Logon Dialog I

TelStrat Engage

UserID

Passward

Server Marme

[~ wWindows Integrated Logaon

® Cancel

Figure 41: Login Screen of Engage Client

6.4. Configure Recording Criteria

This section describes the recording criteria that can be built using the Engage Record Client to
record calls going on the IP telephones on the BCM. Example criteria discussed in this section
are Record All (recorded all calls) and selective recording (record calls as per filters set).
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6.4.1. Record All Criteria

To create a recording criteria navigate to Engage > Record > Schedule Recording. On the right
hand window pane under the column Schedule Recording Criteria, right click the mouse button

and select the Create option provided as seen in Figure 42 below.

File Configuration Record Status Log Server Help

) Engage

I?.!---J Configuration
# System Users ~Schedule Recording Criteria ~Current Recording Criterion

“® Lagof Schedule Recording

o i ACD Agents
# Port Mumbers

# DNIS Numbers

[adify;
Delete

Rename
oo # System Users Clear &l
- Active Calls
B+ Log
@ Flayhack
L@ System Users
B3 Server
- @ Archiving Center
# Message Center
- License Management
- Reports

Activate
Refresh

Figure 42: Creating Recording Criteria

In the New Criteria window type the Criteria Name and press OK as shown in Figure 43 below.

Mew Criteria l-E;S-J

Criteria Mame: Record Al

[ Exdlusion Criteria

| oK l I Clear | [ Cancel I

Figure 43: Creating New Criteria

QT; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 10/11/2011 ©2011 Avaya Inc. All Rights Reserved.

39 of 44
TelStratBCMVolP



To activate the recording criteria Record All, right click on the newly created criteria and select
Activate as shown in Figure 44. Click on OK at the Modification successful pop up (not
shown).

Bl Engage:  Avaya CT (avaya) lil%
File Configuration Record Status Log Server Help
. Engage . -
Lie Lagof Schedule Recording
[ [y Configuration
- # Systemn Users Schedule Recording Criteria Current Recording Criterion
i~ 4 ACD Agents
# Port Mumbers Name: Record ALL
# DNIS Numbers Activation Status: Not RActive
- #® Groups Exclu=sion Criteria: Nao
oo @ Alarms
“ & Default Password Create Start Date & Time: Date: Not specified Time: Not specified
Record = = S < PR
SR - Test : End Date & Time: Date: Not specified Time: Not specified ||
P schedule Recording Medify ; Fis
Days: Not Specified
Status Delete ik e
: # System Users 5 Freguency: Not Specified
L. @ Active Calls LRanE Duration range (min:sec): Not Specified
2-Ji Log Clear All ACD Agents: Not Specified
# Playback Activate Port Numbers: Not Specified
- @ System Users : ifi
& 2 Y Refresh CLID: Not Specified
i LEVE | DNIS: Not Specified
# Archiving Center DM : Not Specified
+-# Message Center
v. g Selective Archiving: Yes =
- # License Management
L # Repors Rl =
< 11k )
Engage : Schedule Recording Engage Server Time 14:53

Figure 44: Record All Criteria Summary

After activate, the Record All criteria will be highlighted with greenish color to indicate that the
filter criteria is currently active (not shown). Figure 44 shown above also shows the summary of
the Record All criteria.

6.4.2. Selective Recording Criteria

Selective recording is where incoming/outgoing calls are recorded of selected components of
DN. With the selected DN being recorded, additional filter can be used to record the calls based
on Date & Time, Days of Week, CLID, DNIS and others.

In this example, it shows only the DN of the BCM IP phones being recorded without any filter
condition for simplicity.

To create a Selective recording criterion, navigate to Engage > Record > Schedule Recording.
On the right hand window pane under the column Schedule Recording Criteria, right click the
mouse button and select the Create option provided as seen in Figure 42.

In the New Criteria window type the Criteria Name as BCM VoIP and press OK (not shown).
To add DN to be recorded, right click on DN space, select Add and input the DN in the Engage:
DN Input as shown in Figure 45.

Click OK to input the DN then Close to turn off the DN Input pop up.
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'-i? Engage: Schedule Recording Critenion Options S

Archive recorded calls

ACD Agents | Port Mumbers | Date & Time | Days of Week | CLID | DNIS | DN || Other
| ACD Agents | | Day | cup [ onig | DN | other |

DM
pade i€ Engage: DN Input @
22268 e

72524
27624 Input DN:

32224

[22222 | |

[[K][Clear][ﬂase]

E} [ ear | [ cearal | [ cancel |

Figure 45: Selective Recording on DN

Now the required DN is selected as shown in Figure 46 and included into the BCM VolP
criteria. Press OK to complete configuring the newly created criteria.

{-i_?, Engage: Schedule Recording Critenon Options ﬁ
Archive recorded calls

| acD Agents | Port Mumbers | Date & Time | Days of week | cLID | DS | DN | Other |
DM
AL
22258
22524
22524
32224

[ Clear ] [ Clear all ] [ Cancel ]
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Figure 46: Selected DN being added to the BCM VolP Criterion

To activate the recording criteria BCM VolIP criterion, right click on the newly created criteria
and select Activate (not shown). Click on OK at the Modification successful pop up (not
shown). After activate, the BCM VolP criteria will be highlighted with greenish color to
indicate that the filter criteria is currently active (not shown).

7. Verification Steps

This section includes some steps that can be followed to verify the solution is working.

- Making inbound call from PSTN phone to one IP phone (with DN
22268).

- At the Engage Record Client PC, select Engage > Status > Active
Calls. This will show that the call is being active on the BCM over the VoIP trunk as
shown in Figure 47.

i8] Engage: Avaya CT [avaya) lEIEIi_kJ
File Configuration Record Status Log Server Help

. Engage .
N Lok Active Calls
=2 ./ Configuration

- # System Users
L @ ACD Agents

. # PortNumbers Status | ACD Agent Last First M DNIS oD DN Start Time w Port No ggc[;fg?:;d
[o134900051  [6139675258  [22268 |3:57:11PM 2200:000 |Off

- ® DNIS Numbers = I I I
i @ Groups

- @ Alarms

- # Default Password
E-u Record

- # Schedule Recording
Bl Status

Figure 47: Active Calls

- On the Engage Record Client PC, select Engage > Log > Playback.
The Playback log should shows one incoming call being recorded, as shown in Figure
48, and can be playback by window media player.
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@, Engage: Awvaya CT (avaya) EM
File Configuration Record Status Log Server Help
. Engage
e Playback Log
Configuration
# System Users Cached Calls  Displayed number of Calls: 200 Security: Disabled
# ACD Agents Duration
# Port Numbers ACD Agent Full Name Date Time Day CLID DNIS DN i Port No
# DNIS Numbers 07/20 da 51796 8 440006 68 00:000 2
® Groups Ug/U7/20TT 10360 AM_[Friday 61396/5258  |913F0006T  |Z2252 g L0000 T 3
® Alarms 08/07/2011  [10:43:55 AM |Friday 5139675258 |9134400061 (22268 144 2200:000 B
# Default Password 22624 08/07/2011 [3:46:10 AM  |Friday 5022624 22624 0:24 3000:000
Recard 22624 08/07/2011  [3:30:46 AM  |Friday 5922624 22624 2:15 3000:000
# Schedule Recording 22624 07/07/2011 [4:53:49PM  [Thursday 22624 5932224 22624 0:29 3000:022
Status 22624 07/07j2011  |#51:54PM  [Thursday 27624 5932233 22624 1:03 3000:022
- ® System Users 22624 07/07/2011  [#51:38PM  [Thursday 5922624 22624 1:21 3000:000
~# Active Calls 22624 07/07/2011  |%:50:55PM  [Thursday 5022624 22624 0:23 3000:000
By Log 22624 07/07/2011  [%:23:14PM  [Thursday 5922624 22624 0:16 3000:000
[ 22624 07/07/2011  [%:22:23PM  [Thursday 22624 5932224 22624 0:39 8000:022
~-# System Users 22624 07/07/2011  [4:16:24PM  [Thursday 5822624 22624 0:14 3000:000
Server 22624 07/07/2011  |[%:12:30PM  [Thursday 5922624 22624 0:37 8000:000
# Archiving Center 22624 07/07/2011  [4:09:15PM  [Thursday 5322624 22624 0:13 3000:000
# Message Center 22624 07/07/2011  [%:07:02PM  [Thursday 27624 5932224 22624 0:13 3000:022
# License Management 22624 07/07/2011  [4:06:27PM  [Thursday 5822624 22624 0:54 3000:000 -
# Reports 21 ] m ] v
|Engage : Playback Options [Engage Server Time 16:00

Figure 48: Playback Log

8. Conclusion

All of the executed test cases have passed and met the objectives outlined in Section 6. The
Engage Record Server version 3.3 VolP interface is considered compliant with Avaya
Business Communication Manager Release 6.0.

9. Additional References

Product documentation for Avaya products may be found at:
https://support.avaya.com/css/Products/

Product documentation for Telstrat may be found at:
http://www.telstrat.com/content/view/276/310/

[1] Engage System Integration Notes, Engage Contact Center Suite BCM VoIP Recording,
Product Release 3.3, Standard 1.1, April 2011.

[2] Engage Contact Center Suite Installation Guide

[3] Engage Contact Center Suite System Administration Guide
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