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Abstract

These Application Notes describe the procedures for configuring Avaya IP Office Release 9.1
and Avaya Session Border Controller for Enterprise Release 6.3 to inter-operate with the
Clearfly Communications SIP Trunking Service. Clearfly Communications is a member of the
Avaya DevConnect Service Provider program.

The Clearfly Communications SIP Trunking Service provides PSTN access via a SIP trunk
between an enterprise site and the Clearfly Communications network as an alternative to
legacy analog or digital trunks. This approach generally results in easier maintenance and
lower cost for the business customer.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring an enterprise solution using Avaya
IP Office Release R9.1 and Avaya Session Border Controller for Enterprise (Avaya SBCE) R6.3 to
inter-operate with the Clearfly Communications SIP Trunking Service.

In the sample configuration, the enterprise solution consists of an Avaya SBCE, an Avaya IP Office
500 V2 running Release 9.1 software, Avaya Preferred Edition (a.k.a VVoicemail Pro) messaging
application, Avaya H.323 and SIP deskphones, and the SIP-based Avaya Communicator softphone.
Customers using this Avaya IP Office enterprise solution with the Clearfly Communications SIP
Trunking Service are able to place and receive PSTN calls via a broadband WAN connection using
SIP. This converged network solution is an alternative to traditional PSTN trunks such as ISDN-PRI.

For brevity, Clearfly Communications could be referred to as “Clearfly” in the remainder of this
document. The term “service provider” was also used to refer to Clearfly Communications.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Clearfly Communications via Avaya SBCE. The configuration shown in Figure 1 was
used to exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP Trunking interoperability, the following features and functionality were covered
during the compliance test.

e SIP OPTIONS queries and responses.

e Incoming calls from the PSTN to H.323 and SIP telephones at the enterprise. All inbound
calls from the PSTN were routed from the service provider across the SIP trunk to the
enterprise.

e Qutgoing calls to the PSTN from H.323 and SIP telephones at the enterprise. All outbound
calls to the PSTN were routed from the enterprise across the SIP trunk to the service
provider.

¢ Inbound and outbound calls to the Avaya Communicator for Windows (SIP soft client).

e Various call types including: local, long distance, toll-free, international, Local Directory
Assistance, and Emergency 911 calls.

e G.711u and G.729a codecs.

e DTMF transmission using RFC 2833.
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2.2.

Caller ID presentation and Caller 1D restriction.

User features such as hold and resume, internal call forwarding, transfer, and conference.
Off-net call transfer, conference, forwarding and mobility (mobile twinning).

Use of the SIP REFER method for call redirection to the PSTN.

Voicemail navigation for inbound and outbound calls, and voicemail Message Waiting
Indicator (MWI).

T.38 fax and G.711u pass-through fax.

Inbound and outbound long-duration and long hold time call stability.

Response to incomplete call attempts and trunk errors.

Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet
as enterprise extensions.

Test Results

Interoperability compliance testing of the Clearfly SIP Trunking Service was completed with
successful results for all test cases with the exception of the observations/limitations described

below.

REFER Signaling — When using the SIP REFER method for off-net call transfer, post-
REFER signaling between Clearfly and the enterprise was sometimes not completely clean.
Clearfly would issue BYE, immediately after accepting the REFER message from the
enterprise, to terminate the call with the original enterprise caller. Due to timing, the
enterprise could respond to the subsequent messages from Clearfly (to the enterprise caller)
with "405 Method Not Allowed" or "481 Call Leg/Transaction does not exist" since the call
was already terminated by the previous BYE. This problem did not negatively affect the call
transfer itself — off-net call transfer to the PSTN was successfully verified in the compliance
test.

T.38 Fax — During compliance testing, inbound T.38 fax worked properly with Avaya IP
Office issuing the reINVITE message towards Clearfly to re-negotiate to the T.38 codec
after call connect. However, outbound T.38 faxes almost always fell back to G.711u pass-
through (treating fax as regular voice calls with best effort). Clearfly passes fax call
signaling straight through to/from its terminating carriers, and therefore does not guarantee
codec re-negotiation to T.38 on outbound faxes from the service side.

Direct Media — The Direct Media capability on IP Office allows IP endpoints to send RTP
media directly to each other rather than having all the media flow through the IP Office,
using up VolIP and relay resources. This capability is not supported by Avaya IP Office on
the SIP trunk connection which allows T.38 fax in addition to voice calls. Consequently,
Direct Media was disabled for the test circuit configured for the compliance test.

Items not supported by the Clearfly SIP Trunking Service included the following:

Operator Calls — Clearfly does not support Operator (0) and Operator-Assisted (0 + 10-
digits) calls.

Session Timer — Session timer based on RFC 4028 is not supported by Clearfly. Instead,
Clearfly uses a similar approach via reINVITE polling: Clearfly would re-INVITE an active
SIP dialog every 15-minutes. During compliance testing, the enterprise sent session refresh
UPDATE messages towards Clearfly with the configured session timer on Avaya IP Office.
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2.3. Support
For support on the Clearfly SIP Trunking Service, please contact Clearfly Communications via the
following:

e Web: https://www.clearfly.net/support/

e Phone: (866) 652-7520

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com.

3. Reference Configuration

Figure 1 illustrates the test configuration showing an enterprise site connected to the Clearfly SIP
Trunking Service.

Located at the edge of the enterprise network is the Avaya SBCE. It has a public side that connects
to the Clearfly network via the public Internet, and a private side that connects to the enterprise LAN
network. All SIP and RTP traffic entering or leaving the enterprise flows through the Avaya SBCE.
In this way, the Avaya SBCE can protect the enterprise against any SIP-based attacks. The Avaya
SBCE provides network address translation at both the IP and SIP layers.

Within the enterprise site is an Avaya IP Office 500 V2 running the Release 9.1 software. Endpoints
include various Avaya IP Telephones (with H.323 and SIP firmware) and the SIP-based Avaya
Communicator softphone. The site also has a Windows PC running Avaya Preferred Edition (a.k.a.
Voicemail Pro) for providing voice messaging service to the Avaya IP Office users, and Avaya IP
Office Manager for administering the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.
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Figure 1: Avaya IP Office with Clearfly Communications SIP Trunking Service

For security reasons, any actual public IP addresses used in the configuration have been replaced
with private IP addresses in these Application Notes.

During compliance testing, enterprise users dialed a prefix digit 8 or 9 plus N digits to send an

outbound call to the number N across the SIP trunk to Clearfly. The short code of 8 or 9 was stripped

off by Avaya IP Office but the remaining N digits were sent to the service provider network. For

calls within the North American Numbering Plan (NANP), the user dialed 11 (1 + 10) digits for long

distance and local calls. Thus, for these NANP calls, Avaya IP Office sent 11 digits in the Request
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URI and the To header of an outbound SIP INVITE message. Clearfly sent 10 digits in the Request
URI and the To header of inbound SIP INVITE messages.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise network such as a data firewall. A
complete discussion of the configuration of these devices is beyond the scope of these Application
Notes. However, it should be noted that SIP and RTP traffic between the service provider and Avaya
IP Office must be allowed to pass through these devices.

The administration of the Avaya Preferred Edition (Voicemail Pro) messaging service and endpoints
on Avaya IP Office is standard. Since these configuration tasks are not directly related to the inter-
operation with the Clearfly SIP Trunking Service, they are not included in these Application Notes.

Remote Worker (which allows Avaya SIP endpoints to connect directly to the public Internet as
enterprise extensions) was tested as part of this solution. For configuration details on Avaya IP
Office and Avaya SBCE to support Remote Worker, see [9] in Section 10.

4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components
Equipment / Software Release / Version
Avaya IP Office 500 V2 9.1.1.0 build 10
Avaya IP Office COMBO6210/ATM4 Module | 9.1.1.0 build 10
Avaya IP Office Manager 9.1.1.0 build 10
Avaya Preferred Edition (a.k.a Voicemail Pro) | 9.1.100.3
Avaya 1616 IP Telephones (H.323) Avaya one-X® Deskphone 1.3 SP5
Avaya 9611G IP Telephones (H.323) Avaya one-X® Deskphone
6.4.0.14 V452

Avaya 9630G IP Telephones (H.323) Avaya one-X® Deskphone 3.2.2
Avaya 1120E IP Telephone (SIP) 4.04.18.00
Avaya Communicator for Windows 2.0.3.30
Avaya Session Border Controller for 6.3.1-22-4653
Enterprise running on Portwell CAD-0208
server

Clearfly Communications Components

Equipment / Software Release / Version

Metaswitch Softswitch v8.3
Metaswitch Perimeta v3.7
Session Border Controller

Compliance Testing is applicable when the tested solution is deployed with a standalone IP Office
500 V2, and also when deployed with all configurations of IP Office Server Edition without T.38
Fax service (T.38 fax is not supported on IP Office Server Edition). Note that IP Office Server
Edition requires an Expansion IP Office 500 V2 to support analog or digital endpoints or trunks.
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5. Configure Avaya IP Office

Avaya IP Office is configured through the Avaya IP Office Manager PC application. From the PC
running Avaya IP Office Manager, select Start - All Programs - IP Office - Manager to
launch the application. A Select IP Office pop-up window is displayed as shown below. Select the
proper Avaya IP Office system from the pop-up window and click OK to log in with the appropriate
credentials (not shown). The configuration may alternatively be opened by navigating to File -2
Open Configuration at the top of the Avaya IP Office Manager window.

B SelectIP Office oo =)
MName IP Address  Type Yersion Edition
Release 9.1

W] Jersey City 103212830 IP500%2 9.1.0.0 build 437 IP Office
‘ Atlantic City 103212825 IP 5002 9.1.0.0 build 437 IP Office

TCP Discovery Progress

Unit/Broadcast Address

255.255.255.255 v [ Refresh oK | [ concel

The appearance of the IP Office Manager can be customized using the View menu. In the screens
presented in this document, the View menu was configured to show the Navigation Pane on the left
side, omit the Group Pane in the center, and show the Details Pane on the right side. Since the Group
Pane has been omitted, its content is shown as submenus in the Navigation Pane. These panes
(Navigation and Details) will be referenced throughout the Avaya IP Office configuration.

All licensing and feature configuration that is not directly related to the interface with the service
provider (such as administering IP endpoints) is assumed to already be in place.

In the sample configuration, Jersey City was used as the system name. All navigation described in
the following sections (e.g., Control Unit = IP 500 V2) appears as submenus underneath the
system name Jersey City in the Navigation Pane. The configuration screens highlight
values/settings configured for the compliance test. Defaults were used for other values and may be
customized based upon requirements in the field.
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5.1. Licensing and Physical Hardware

The configuration and features described in these Application Notes require Avaya IP Office be
licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact an
authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in the
Navigation Pane. Confirm a valid license with sufficient Instances (trunk channels) in the Details
Pane. The screen below also shows the valid license for Avaya IP endpoints.

[ ey - X ¢
Licerie | Remnote Server
Licence Mode License Normal
Licenied Verson 91

3 M Exterion (1) Sensl Number (ADD
) User (19) -
: lq ’;:4 a PLOS Ho 1D
1) 9% Short Code (§T) PLOS File Shatus Not Present / Invelid

@ Servce (1)
O ol RAS(D
L] e inceming Call Route (74)

P wanPartt () Feotune Licane Key Frtances Fatuy Expiry Dat * Add.,,

% Directory ( = -

Tirme Profile (1) [_IP Trunk Channels 255 Vahd Newer ]

@ Firewall Profile () 1508 Untversal PRE (Additional cha.. %% Vadd Newet
o W P Routs (4 RAS LRQ Support (Rapid Respnnse) 355 Vakd Mewer

& Account Code () P Office Dedier Support - Standar., . 5% Vaka Meves
Ry iceie (65) P
W Tunrel (0) X

e Casler Support - Profesn, 55 Vahd Hever

- PO Dutrbutor Support « Stan.. . 5% Vald Never

‘ i‘ yer Rigghts (1)
4 ARS () P Offsce Distributor Support - Prof 255 Vahd Newer
S Locabon Request () UMES Web Senices 5% Vakd Newver
5 Locwtion () CCR sUP 255 Obsolets Newwr
0% Authorzation Cade (0) Customer Service Agent 5% Obsalete MNewer

255 Oboiete Mever &
- 2155 Obsolete Newer
- 5% Ve Newer
255 Viaskd Newer
ane-X Dot for [P Dffice 1% Via Newer
[Iwu,-a?’erdoom!; 355 Vakd Newer ] .
. ‘

Help
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To view the physical hardware comprising the Avaya IP Office system, expand the components
under Control Unit in the Navigation Pane. In the sample configuration, the second component
listed is a Combination Card. This module has 6 digital station ports, two analog extension ports, 4
analog trunk ports and 10 VCM channels. The VCM is a Voice Compression Module supporting
VoIP codecs. An Avaya IP Office hardware configuration with a VCM component is necessary to

support SIP Trunking.

To view the details of the component, select the component in the Navigation Pane.

The screen below shows the details of the IP 500 V2.

IP Offices |E 1P 500 V2 v
iR BOOTP () Unet
i~ Operator (3)
0 Jeriey City Device Number 1
1S Sstem (1)
311 i.m,: {8 Unt Type IP 500 V2
Control Unit (2) - 010437
venne e
MBO6218/ATMA = :
bt an Senal Number
: iu ._ Uni TP Address 10.32,126.30
1 g -j: ode’8T) Interconnect Number ]
o oy RAS(D Modube Numbes Control Uni
4D Icaming Call Route (24) N b
w WAN Port (9)
“a Dueectory (1)
Time Profide (0)
3 @ Firewall Profile (1)
i W P Route (4)
The screen below shows the details of the Combination Card.
IP Offices |E COMBOB210/ATMA X v
i R BOOTP (1 Unat
Ho Operator (3)
W Jersey City Device Numnber
43 ',',',:, " L Type COMBOGZII/ATMA
x D';'[;,'SL:J;':';‘;:' Version 0,108,437
7 COMBIBVATM TR
i & Bension (17) vedal umbe
: la 'fJ ;“;1 Unt 1P Address 0.0.0.0
' ; i,:“"' l’ m?' “n Intercanmect Number (]
& RAS (D Moduls Numbes Control Ur
i e Incoming Cs Route (24) Notide Pt O
w WAN Port (B)
. Dwectory (3)
Time Profde (§)
@8 Firewall Profile (1)
<1 P Route ()
&8 Accourt Code (0)
W Licenys (6%)
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5.2. System

This section configures the necessary system settings.

5.2.1. System — LAN1 Tab

In the sample configuration, the Avaya IP Office LAN port was used to connect to the enterprise
network. The LANL1 settings correspond to the LAN port on the Avaya IP Office 500 V2. To access
the LANL1 settings, first navigate to System = <Name>, where <Name> is the system name
assigned to the IP Office. In the case of the compliance test, the system name is Jersey City. Next,
navigate to the LAN1 - LAN Settings tab in the Details Pane. Set the IP Address field to the IP
address assigned to the Avaya IP Office LAN port. Set the IP Mask field to the mask used on the

enterprise network.

IP Offices

= Jersey City

o8 BOOTP ()
{44 Operator (3)
=559 Jersey City
(=439 System (1)
L s Jersey City
-4 Line (8)
&< Control Unit (2)
-4 Extension (17)
+§ User {18)
& ﬁ Group (1)
- @% Short Code (67)
. @ Service (0)
B-oll; RAS (1)
e @ Incoming Call Route (21)
&2 WAN Port (0)
s Directory (0)
£ Time Profile (0)
@@ Firewall Profile (1)
-l IP Route (4
@l Account Code (0)
B, License (65)
- Tunnel {0)
w-fy User Rights (8)
E- g ARS(2)
o RAS Location Request (0)
-8 Location (0)
?ﬂ Authorization Code {0)

Systermn | LANI iLANE ‘ DS I Voicemail I Telephonyl Directory Services ] System Events l SMTP ] SMDR ]Twinning | WCM I
LAN Settings |VolP | Network Topoloay|

IP Address 10 32 128 30

1P Mask 255 255 255 0

Primary Trans. IP Address 0 .0 0 .0

RIP Mode None Y.
[T] Enable NAT

Nurber Of DHCP IP Addresses 200
DHCP Mode

7 Server () Client () Dialin @ Disabled
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On the VoIP tab of LANL1 in the Details Pane, configure the following parameters:

e Check the SIP Trunks Enable box to enable the configuration of SIP trunks.

e Inthe RTP section, the RTP Port Number Range can be customized to a specific range of
receiving ports for the RTP media, as agreed with the service provider. Based on this setting,
Avaya IP Office would request RTP media be sent to a port in the configurable range for
calls using LANL.

¢ Inthe Keepalives section, select RTP for Scope; select Enabled for Initial keepalives; enter
30 for Periodic timeout. These settings direct IP Office to send a RTP keepalive packet
starting at the time of initial connection and every 30 seconds thereafter if no other RTP
traffic is present. This facilitates the flow of media in cases where each end of the connection
is waiting for media from the other, as well as helping to keep firewall (if used) ports open
for the duration of the call.

X

= Jersey City e - X |

— e

[ﬁsysteml LANL l LAN2 | DMS l‘u’oicemail ITeIephony' Directary Services l Systern Events I SMTP [ SMDR I Twinning I YCM l Codecs l YoIP Security ¢ | »
\ L;ANVSettingsj VolP | Network Topolongi
‘ 7

[¥] H323 Gatekeeper Enable
[7] Auto-create Extn Auto-create User {1 H323 Remote Extn Enable

+ (1720

[¥] SIP Trunks Enable

[V] SIP Registrar Enable

[7] Auto-create Extn/User [] SIP Remote Extn Enable

Domain Name avaya.com
[¥] upp UDP Port 5060 2 Rermate LIDP Port |5060

Layer 4 Protocol ¥ TCP TCP Port (5060 = Rernote TCP Port (5060 |
@ TLs TLSPort 5061 2 Rerriote TLSPart  |5061

Challenge Expiry Time (secs) 10 S

RTP

Port Number Range

Minimum 49152 = Maximum 53246 2

Port Mumber Range (NAT)
Minimum 49152 = Maximum 53246 4

[¥] Enable RTCP Monitoting on Port 5005

RTCP collector IP address for phones i i ] 0
Keepalives
Scope RTP V] Periodic timeout 30
Initial keepalives [Enahled V]
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Though not highlighted in the above screen, note the settings for SIP Registrar Enable, Domain
Name, and Layer 4 Protocol. These settings are necessary for the IP Office to serve as the SIP
Registrar Server for the IP Office SIP endpoints.

Scroll down to the DiffServ Settings section. Avaya IP Office can be configured to mark the
Differentiated Services Code Point (DSCP) in the IP Header with specific values to support Quality
of Services policies for both signaling and media. The DSCP field is the value used for media and
the SIG DSCP is the value used for signaling. The specific values used for the compliance test are
shown in the screen below and are also the default values. For a customer installation, if the default
values are not sufficient, appropriate values should be provided by the customer.

= Jersey City e X | o

ESysteml LANlr ]ALANZ | DMS l‘u’oicemail ITeIephony' Directary Services l Systern Events I SMTP [ SMDR I Twinning I YCM l Codecs l VolP Security « | *

\EANgettingsJ VolP | Network Topology |

Keepalives

Scope (RTP v | Periodic timeout 30
Initial keepalives [Enabled V]

DiffServ Settings

B8 +| DSCP{Hex) B8 7| Video DSCP(Hex) FC 5| DSCP Mask (Hex) |88 +| SIG DSCP {Hex)

46 + DscPp 46 1 Video DSCP 63 £ DSCPMask 34 |4 SI6DSCP

DHCP Settings

Primary Site Specific Option Number (SSON) 176 =
Secondary Site Specific Option Number (SSON) 2] =

~

1100 Voice VLAN Site Specific Option Number (SSON) 232 v

1100 Voice VLAN IDs
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On the Network Topology tab of LANL1 in the Details Pane, configure the following parameters:

e Select Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet. With the
Open Internet setting, STUN Server Address is not used.

e Set Binding Refresh Time (seconds) to a desired value. This value is used as one input to
determine the frequency at which Avaya IP Office will send SIP OPTIONS messages to the
service provider. See Section 5.10 for complete details.

e Set Public Port to 5060 for UDP.

Ko
Ko
P

Jersey City

v |2 | s

ES»ystem‘» LANL TLANZ l DMS IVoicemail l Telephony: l Directory Services I Systern Events l SMTP l SMDR l Twinning ]VCM I Codecs ¢ | *

MNetwork Topology Discovery
STUM Server Address

| LAN Settings | volP | Network Topalogy \

STUN Port 3478

Firewall/NAT Type

Binding Refresh Time {(seconds)

[Open Internet V]

120 2

v

Public IP Address

0 0 0o 0 Run STUMN

Public Port

UDP 5060 2
TCP 0 -
TLS 0 %

(] Run STUN on startup

|

-

Cancel

|
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5.2.2. System - Voicemail Tab

In the Voicemail tab of the Details Pane, configure the SIP Settings section. The SIP Name and

Contact are set to one of the DID numbers provided by Clearfly. The SIP Display Name (Alias)
parameter can optionally be configured with a descriptive name. Uncheck the Anonymous box to
allow the Voicemail Caller ID information to be sent to the network.

Note the selection for Voicemail Type and the IP address setting for Voicemail IP Address. These
are for configuring VVoicemail Pro as the voice messaging service for Avaya IP Office users (part of
the standard IP Office setup beyond the scope of these Application Notes).

=

= Jersey City s X | « | »
‘}7System | LANL I LANZ l DNS Jw\ioicemail I Telephony I Directory Services l Systern Events l SMTP l SMDR I Twinning l YCM l Codecs | YoIP Security |+ | *
IVoicemaiI Type lVoicemaiI Lite/Pro VI [7] Messages Button Goes To Visual Voice
Yoicerail Destination [¥] Outcalling Control
|\Ioicemai| IP Address 10 32 128 78 I
Backup Voicemail IP Address o 0 0 0 |

Woicemail Channel Reservation

Unreserved Channels 237

Auto-Attendant 2 $ Voice Recording 2 = Mandatary Voice Recording |3

>

Announcements 5 % Mailbox &ccess |9

v

DTMF Breakout Woicemail Code Complexity

Reception / Breakout (DTMF 0) v [V] Enforcement
Minimum length 4 52

Breakout (DTMF 2) v [ Complexity

Breakout (DTMF 3) -

SIP Settings

SIP Name 4086505538

SIP Display Name (&lias) Voicemail

Contact 4086505538
Anonymous [

Call Recording
Auto Restart Paused Recording (secs) 15 =
Hide &uto Recording E
Help
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5.2.3. System - Telephony Tab

Navigate to the Telephony = Telephony tab in the Details Pane. Enter or select 0 for Hold
Timeout (secs) so that calls on hold will not time out. Choose the Companding Law typical for the
enterprise site. For the compliance test, U-LAW was used. Uncheck the Inhibit Off-Switch
Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the service
provider per customer business policies. Note that this configuration might pose a security issue
(Toll Fraud). Customers should exercise caution with this configuration.

=

= Jersey City il 6 B 2 O S

| System [ LaNL [Lanz [ DNS | oicemail | Telephony | Directary Services | System Events | SMTP | SMDR | Twinning | veM | Codecs | voIP Security [« [+

Telephony \ Park & Pagei Tones & Music | Ring Tones ] SM ] Call Log I T |

Analogue Extensions Companding Law ‘.
. y Switch Line
Default Outside Call Sequence [Normal 'J
Default Inside Call Sequence lRing Type 1 v] @ U-Law @ U-LawLine
Default Ring Back Sequence ’Ring Type 2 ']
. . . — @ A-Law ) A-Law Line
Restrict Analogue Extension Ringer Voltage [
5l
Dial Delay Time (secs) 4 ;: B0 DSSssists
= [¥] Auto Hold
Dial Delay Count 0 =il R
3 x Dial By Name
Default Mo Answer Time (secs) ‘15 v A
. - [¥] Show Account Code 3
Hold Timeout (secs) 0 v
——— |1 Inhibit Off-Switch Forward,Transfer |
Park Timeout (secs) 300 =
= [7] Restrict Network Interconnect
Ring Delay (secs) 5 v

Include location specific information

>

Call Priority Promotion Time (secs) Disabled

<

[7] Drop External Only Improrptu Conference

usb

4

4
= ) &)

Default Currency

[ Wisually Differentiate External Call

Default Name Priority Favor Trunk

[7] Unsupervised &nalog Trunk Disconnect Handling

4

=)

[¥] High Quality Conferencing

[
[

Media Connection Presenvation {Enabled
[

Phone Failback Manual

[¥] Digital/&nalogue Auto Create User
Login Code Complexity -
[] Directary Overrides Barring

[] Enforcement
: 4
Complexity
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5.2.4. System - Twinning Tab

To view or change the System Twinning settings, navigate to the Twinning tab in the Details Pane
as shown in the following screen. The Send original calling party information for Mobile
Twinning box is not checked in the sample configuration, and the Calling party information for
Mobile Twinning is left blank.

e

= Jersey City [ e | s

ESVystemrlr LANL IVLANZ‘ IVDNS Vlr\foicemailV[VTeIephonyV{ Directary SeNicesvl‘Skystem Eventsrl SMTP I SMDR“‘V TWinning’]VVCM V]VCodecs‘lv\a’oIP Seé ) P

[T] Send original calling party information for Mobile Twinning

Calling party information for
Maobile Twinning

5.2.5. System — Codecs Tab

In the Codecs tab of the Details Pane, select or enter 101 for RFC2833 Default Payload. This setting
was preferred by Clearfly for use with out-band DTMF tone transmissions.

On the left, observe the list of Available Codecs. In the screen below, which is not intended to be
prescriptive, the box next to each codec is checked, making all the codecs available in other screens
where codec configuration may be performed. The Default Codec Selection area enables the codec
preference order to be configured on a system-wide basis. By default, all IP (SIP and H.323) lines
and extensions will assume the system default codec selection, unless configured otherwise for the
specific line or extension.

= Jersey City &F [
| system | L1 [ Lanz [DNS | Voicemail | Telephony | Directary Services | System Events [ SMTP | SMDR [ Twinning | vem | Codecs | vorp sec| « | »
IRFC2833 Default Payload 101 = |
Awvailable Codecs Default Codec Selection
Unused Selected

[ se» || GT1LULAWY 64K

| G711 ALAW 64K

[¥] 6.722 64K |G.722 64K

[¥] 6.729() 8K CS-ACELP ; | G.729(a) 8K CS-ACELP

[¥] 6.723.1 6K3 MP-MLQ cce | |GIZBL6KIMP-MLQ

x>
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5

3.

IP Route

Navigate to IP Route - 0.0.0.0 in the left Navigation Pane if a default route already exists.
Otherwise, to create the default route, right-click on IP Route and select New (not shown). Create
and verify a default route with the following parameters:

e Set IP Address and IP Mask to 0.0.0.0.

e Set Gateway IP Address to the IP address of the enterprise LAN gateway for the subnet
where the Avaya IP Office is connected.

e Set Destination to LAN1 from the drop-down list.

-E8 WAN Port (0)
-4 Directory {0}
£ Time Profile (0)
@ Firewall Profile (1)
-l 1P Route (4)
-l
Kl 10.32.0.0
il 192.168.0.0
-l 192.168.99.0
-8 Account Code (0)
-8 License (65)
- Tunnel (0)
-§3 User Rights (8)
E- g ARS (2)

-8 Location (0
m Authorization Code {0)

e @ Incoming Call Route (21)

-~ RAS Location Request (0)

IP Offices |EE 0000 of -8 X v <>
@R BOOTP () 1P Route |
@47 Qperator (3)
Jersey City IP Address 0 0 0
=59 System (1)
w5y Jersey City JPiask ! ! 4
-1 Line (8) Gateway IP Address 10 32 128 . 254
G2 Control Unit (2)
& Extension (17) Destination (Lan v
w-f User (18) =
-9 Group (1) Metric 0 =
@ Short Code (67) 52
B Service (1) B Prosy ABP
oty RAS (1)

AMC; Reviewed:
SPOC 7/9/2015

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

19 of 76
CF-IPO91SBCEG6G3




5.4. Administer SIP Line

A SIP Line is needed to establish the SIP connection between Avaya IP Office and the Clearfly
network. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by IP Office Manager to create
a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the template.

Note: DevConnect-generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML-format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems.

Some items relevant to a specific customer environment are not included in the template associated
with these Application Notes, or may need to be updated after the SIP Line is created. Examples
include the following:

IP addresses.

SIP Credentials (if applicable).

SIP URI entries.

Setting of the Use Network Topology Info field on the SIP Line Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated after the SIP Line
is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.2 through 5.4.8.

Also, the following SIP Line settings are not supported on Avaya IP Office Basic Edition:

e SIP Line — Originator number for forwarded and twinning calls.
e Transport — Second Explicit DNS Server.
e SIP Credentials — Registration Required.
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5.4.1. Create SIP Line From Template

1. Copy the template file to a location (e.g., C:\Temp) on the computer where IP Office
Manager is installed. Verify that the template file name is

AF_Clearfly Communications_SIPTrunk.xml.

The file name is important in locating the proper template file in Step 4.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Verify that the option box is checked next to
Enable Template Options. Click OK.

™ IP Office Manager Preferences |- ,
\ Preferences-liDirectories-];Discovery; Visual Preferences ‘ Security- ;"Jalidation.:
Icon Size [Small v]
] Multiline Tabs
V| Enable Ternplate Options
V| Enable Template Creation
i) QK ’ ’ Cancel \ ‘ Help
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3. Import the template into IP Office Manager. From IP Office Manager, select Tools =
Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down
menus in Step 4. The default template location is C:\Program Files\Avaya\lP
Office\Manager\Templates.

Ll Auaya IP Office Manager Jersey City [9.1.0.437] [Administrator(Administratoi)]

File Edit Wiew | Tools | Help
L EA | A FZ Extension Renumber...
Jersey City Line Renumber.., >
_ Connect To...
IP Offi
Export »
t & BOOTP (2) SCN Service User Management URIi‘u"OIP ]TBB FaxISIF' C
f-¢7 Operator (3) R §
(=558 Jersey City Busy on Held Validation 172.22.246.33
45y System (1)
- s Jersey Ci WS Configuration ;
ghLive (3) Print Buttan Labels I
“=» Control Unit] ¥ UDP
& Extension (1l Import Templates in Manager l

€ & User(1® Use Network Topology Info | LAN 2
% Group (1) .
&-@% Short Code (67) Explicit DNS Server(s) 0 0 0

In the pop-up window that appears (not shown), select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window (not
shown) will appear stating success or failure. Click OK (not shown) to continue.

If preferred, this step may be skipped if the template file is copied directly to the IP Office
template directory.
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Note: Windows 7 (and later) locks the Templates directory in C:\Program Files\Avaya\lP
Office\Manager, and it cannot be viewed. To enable browsing of the Templates directory,

open Windows Explorer, navigate to C:\Program Files\Avaya\lP Office\Manager (or

C:\Program Files (x86)\Avaya\lP Office\Manager), and then click on the Compatibility

files option shown below. The Templates directory and its contents can then be viewed.

Organize v

4 .7 Favorites
B Desktop

4 Libraries

4 1 Bvaya
4 IP Office
b . Manager
. Monitor

System Status

~

& Downloads

= Recent Places

Name

de-DE
en-US
es-M3
fr-FR

) IPSET-UNISTIM-CTM

| 1xxupgrade.bdt
| d6xxsettings.bt

[E7] 46rocupgrade.scr

Yfsxiposs.jpg

> [ Documents ) it-IT
|2 ,3‘7 Music = . LVMGreeting
b [k Pictures . MemoryCards
nl-NL
Phonelmages
4% Computer | pt-BR
4 z, Local Disk {C) ru-RU
DELL ) 32999
| f78f0dce60d4540d575b: | zh-Hans
Perflogs | 1bosecpolicy.bd
4 Program Files || 1Dxsettings.bxt

[=7] 46:cupgrade-ch-ru.scr
| 96xIHupgrade.bd:
Woicemail Pro =

Date maodified

1/27/2015 409 P

1%
PRI
I
2y

15412P

1/27/2015 412 PM
0/21/2014 10:54 ..,
#2015 4:09 PM
2 8:12 PM
2012 9:12 PM

247/

11/5/2014 12:
7/28/2014 6:01 AN
7/13/2010 11:13 Ad
f13/2010 11:13 &AM

o

‘372011 1:47 AM

W

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File falder

Text Document
Text Document
Text Document
Text Document
Screen saver
Screen saver
Text Document
JPEG image

1KB
2KB
5KB
266 KB
10 KB
10KB
2KB
22 KB

[E=3 Eo8 =X
@U'l » Computer » Local Disk {C:) » Program Files » Awvaya » IP Office » Manager » v]v’,” Search Manager ,O[
Include in library v Share with v Compatibility files New felder §= =« [ @

»

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then

select New SIP Trunk from Template.

Ko |

ITSP Proxy Address

172.22.246.33

>

@l Mew SIP Trunk from Template

IP Offices |E SIP Line

- T - _— -

@R BOOTP (2) [SIP Line| Transport |SIp URI|VolP | T38 Fax| SIP Credentials|SIP Adva
% Operator (3) / L

| |uDP

‘@ Create SIP Trunk Template
# Cut Ctrl+X
23 Copy Ctrl+C
9 y Paste Ctrl+¥
o 7 Delete Ctrl+Del
5 ' MWalidate
“ '[Fi Connect To.., Ctrl+T
@ Fi New from Template (Binary)
-l P Export as Template (Bmary)

Info [LANZ

ool Accoancoooae oy
% License (65)
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In the subsequent Template Type Selection pop-up window, select Clearfly
Communications from the Service Provider drop-down list as shown below. This selection
corresponds to parts of the template file name as specified in Step 1. Click Create new SIP

Trunk to finish creating the trunk.

U Ternplate Type Selection o] B (=
Locale United States [US English)
Service Provider | Clearfly Communications V] (| Display &l
[ Create new SIP Trunk ] [ Cancel ]

Note that the newly created SIP Line may not immediately appear in the Navigation pane
until the configuration was saved, closed and reopened in IP Office Manager.

5. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.2 through 5.4.8.
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5.4.2. SIP Line - SIP Line Tab
In the SIP Line tab of the Details Pane, configure the parameters as shown below:

Set ITSP Domain Name to the IP address of the internal signaling interface of the Avaya
SBCE.

Check the In Service box.

Check OOS box. Avaya IP Office will check the SIP OPTIONS response from the far end to
determine whether to take the SIP Line out of service.

In the Session Timers section, set Method for Session Refresh to Auto. With this setting
Avaya IP Office will send UPDATE messages for session refresh if the other party supports
UPDATE. If UPDATE is not supported, re-INVITE messages are sent. Set Timer (seconds)
to a desired value. Avaya IP Office will send out session refresh UPDATE or re-INVITE at
the specified intervals (half of the specified value).

Set Send Caller ID under Forwarding and Twinning to Diversion Header. With this
setting and the related configuration in Section 5.2.4, Avaya IP Office will include the
Diversion Header for calls that are redirected via Mobile Twinning out the SIP Line to the
PSTN. It will also include the Diversion Header for calls that are forwarded out the SIP Line.
Under Redirect and Transfer, select Always for Incoming Supervised REFER and
Outgoing Supervised REFER. Clearfly supports use of the REFER method for supervised
off-net call transfer. Outgoing Blind REFER is checked to enable use of REFER for blind
transfers as well.

= SIP Line - Line 17 of -4 X v
AP Line Teanpport' 3 LRI YolP iﬂa :;ni S n':.d-nmub’m Advanced Engineeting
L \ F'ﬁn v
,(rr”.:-nm—.w. Hame 103212900 l [Eheck 005 i |
URI Type » R E
Location Cloud - Refresh Method Auto -
Timer (1econds) 24)
Prefox Forwarding and Twanning
) Prafis ) ]
Int i Praf [Ar:d Caller 1D Ovwersion Heades - ]
try Lode Redevct and Trantfar
Narma Prinrity Systern Defadt = Inzoming Supesnsed REFER Abavys
Description Dutgoing Supernsed REFER Alwayys -
Sand 302 Moved Temporaely
Dutgomg Blind REFER
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5.4.3. SIP Line — Transport Tab
Navigate to the Transport tab and set the following:

e Setthe ITSP Proxy Address to the IP address of the internal signaling interface of the
Avaya SBCE.

e Setthe Layer 4 Protocol to UDP.

e Set Use Network Topology Info to the network port used by the SIP line to access the far-
end as configured in Section 5.2.1.

e Set the Send Port to 5060.

|SIP Line| Transport SIP URI|VolP | T38 Fax| SIP Credentials| SIP Advanced| Engineering

[TsP Proxy Address  10.32.128.20 |

MNetwark Configuration

Layer 4 Protocol [UDP vJ Send Port  |3060 =
Use Metwork Topology Infa [LAN i v] steri Port (3060

Explicit DNS Server(s) o . 0 . 0 . 0 | | || 0

Calls Route via Registrar [V

Separate Registrar

5.4.4. SIP Line - SIP URI Tab

Select the SIP URI tab to create or edit a SIP URI entry. A SIP URI entry matches each incoming
number that Avaya IP Office will accept on this line. Click the Add button and the New Channel
area will appear at the bottom of the pane. For the compliance test, a single SIP URI entry was
created to match any DID number assigned to Avaya IP Office users. The following screen shows
the edit window on this URI entry for the compliance test.

e Set Local URI to Use Internal Data. This setting allows calls on this line whose SIP URI
matches the SIP Name set on the SIP tab of any User as shown in Section 5.6.

e Set Contact and Display Name to Use Internal Data. This setting will cause the Contact
and Display Name data for outbound messages to be set from the corresponding fields on the
SIP tab of the individual User as shown in Section 5.66.

e Set PAI to Use Internal Data. This setting directs Avaya IP Office to send the PAI (P-
Asserted-Identity) header when appropriate. The PAI header will be populated from the data
set in the SIP tab of the call initiating User as shown in Section 5.66.

e Select 0: <None> for Registration.

e Associate this line with an incoming line group by entering line group number in the
Incoming Group field. This line group number will be used in defining incoming call routes
for this line. Similarly, associate the line to an outgoing line group using the Outgoing
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Group field. For the compliance test, the incoming and outgoing group 17 was specified.
Note that this group number can be different than the SIP Line number.
e Set Max Calls per Channel to the number of simultaneous SIP calls allowed using this SIP

URI pattern.

| Ko

SPOC 7/9/2015

©2015 Avaya Inc. All Rights Reserved.

CF-IPO91SBCE63

= SIP Line 17 EE-IESEAE R
|SIP Line | Transport| SIP URI \oIP | T38 Fax| SIP Credentials| SIP Advanced| Engineering

Channel Groups “ia Local URI Contact Display Mame PAI Credential Max Calls Add...

i L 3, 0: <Mon.; 10

2 17 0 1.. 408650.. 40865. FMNE3L M. 0:<MNon.. 10 Rerroue

Edit...

Edit Channel

Via 10.32.128.30

Local URI v

Contact W =

Display Mame v

PAL -

Registration [0: <Mone v]

Incoming Group 17

Outgoing Group 17

Max Calls per Channel 10 {
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The screen below shows the edit window for the pre-configured SIP URI entry for matching inbound
calls to the Mobile Call Control application (see Section 5.9). The number 4086505557 will be

configured in the Incoming Call Route in Section Error! Reference source not found. to deliver the
call to the Mobile Call Control application.

X
Ko |
Hom

‘8IP Line - Line 17

@k <8 X (v <]

‘S[P Line]Transport]i SIP URI iVoIP [T33 Fax!S[P Credentials]S[P Advanced]Engineering}

Channel Groups
1 17 17

Edit Channel

Via

Local URI
Contact

Display Mame
PAI

Registration
Incoming Group
Outgoing Group

Max Calls per Channel

“ia Local URI Contact Display Name PAI Credential Max Calls
T 0: <Mon... 10
40865, FMNE31 o O <Mong 20

1 408650,

10.32.128.30
-
-
-

0re v

=

[0: <MNone: v

Add...

Rernowve

Edit...

Cancel

IH
~

Note that no line group number was configured for Outgoing Group for this SIP URI entry. This is
because this SIP URI entry is used only for inbound calls to the Mobile Call Control application.
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5.4.5. SIP Line — VoIP Tab
Select the VoIP tab. Set the parameters as shown below.

Select Custom for Codec Selection.

Choose G.711 ULAW 64K and G.729(a) 8K CS-ACELP from the Unused box and move
these two selections to the Selected box. Use the up and down arrows in the middle to order
these 2 codes. The G.711u and G.729a codecs are supported by Clearfly. G.711u was
configured as the preferred codec for the compliance test as shown below.

Select T38 Fallback for Fax Transport Support to direct Avaya IP Office to use T.38 for
fax calls and use G.711u pass-through for fax if the remote end does not support T.38.
Select RFC2833 for DTMF Support. This directs Avaya IP Office to send DTMF tones as
out-band RTP events as per RFC2833.

Uncheck the VolP Silence Suppression option box.

Check the Re-invite Supported option box. When enabled, reINVITE can be used during a
call session to change the characteristics of the session including codec re-negotiation.
Check the PRACK/100rel Supported option box. This setting enables support by Avaya IP
Office for the PRACK (Provisional Reliable Acknowledgement) message on SIP trunks.
Check G.711 Fax ECAN.

= SIP Line - Line 17 - T R
‘-SIP LineV‘Transport-!{SIP URI WolP ﬁ'33 Fa)%!SIP Credentials-I-SIP Advanced?Engineering}
Im YolP Silence Suppression I
|[@] Re-invite Supported |
Codec Selection [Custom 'll [7] Codec Lockdown
Hhdsed ssleched Alloww Direct Media Path
G.711 ALAYY 64K oo G.711 ULAW 64K . , o
G.722 64K G.;,‘zg(a) 9K CS-ACELP Force direct media with
6.723.1 6K3 MP-MLQ [ prack/i00rel supported |
[@) 6.711 FaxECAN |
<<%
b
Fax Transport Support | T38 Fallback vy
DTMF Support RFC2833 v
Media Security [Disabled vl
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5.4.6. SIP Line — T38 Fax

The settings on this tab configures T.38 fax parameters and are only accessible if Re-invite
Supported was checked and either T38 or T38 Fallback was selected for Fax Transport Support
in the VoIP tab in Section 5.4.5.

The screen below shows the settings used for the compliance test. The T38 Fax Version is set to 0. In
the Redundancy area, Low Speed and High Speed are set to 2. The Disable T30 ECM must be
checked or fax errors may be experienced when using T.38 Fax. When selected, it disables the T.30
Error Correction Mode used for fax transmission. All other values are left at default.

X;

= SIP Line - Line 17 B - [ X v <>
-SIP Line{Transporf[S’IP URIE{IOIP ]'T33 Fax §IP Credentialsrlislp AdvancedgAEngineeriné%
T38 Fax Version [0 V]
[¥] Scan Line Fix-up
Transport UDPTL
{¥| TFOP Enhancement
Redundancy —
[#] Disable T30 ECM |
Low Speed 2 = i ;
|| Disable EFlags For First DIS
High Speed : x ["] Disable T30 MR Cormpression
TCF Method {Trans TCF 'l ] MNSF Override
Max Bit Rate (bps) [ 14400 v Country Code |0

EFlag Start Timer (msecs) 2600 v Vendor Code |0

>

EFlag Stop Tirmer (msecsy 2300 s

i»

Tx Metwork Timeout (secs) (150

<

5.4.7. SIP Line — SIP Credentials Tab

SIP Credentials are used to register the SIP Trunk with a service provider that requires SIP
Registration. SIP Credentials are also used to provide the required information for Digest
Authentication of outbound calls. SIP Credentials are unique per customer and therefore customers
must contact the service provider to obtain the proper registration and/or Digest Authentication
credentials for their deployment.

The Clearfly SIP Trunking Service does not require trunk registration or Digest Authentication for
the compliance test. Therefore, this tab does not need to be visited.
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5.4.8. SIP Line — SIP Advanced Tab
Select the SIP Advanced tab to configure advanced SIP Line parameters.

In the Identity area, the Use PAI for Privacy box is checked for Avaya IP Office to use the P-
Asserted-Identity (PAI) SIP header for privacy-requested outbound calls. With this configuration,
Avaya IP Office will populate the From and Contact headers of the anonymous outbound call
INVITE with “anonymous” as the URI user part, but include the normal calling user information in
the PAI header. The Caller ID from From header box is checked for Avaya IP Office to use the
Caller ID information in the From SIP header rather than the PAI or Contact SIP header for inbound
calls.

In the Media area, select System for Media Connection Preservation to allow established calls to
continue despite brief network failures.

In the Call Controll area, Emulate NOTIFY for REFER is check. This is required for SIP
endpoints that perform REFER-based transfers across the SIP line. No REFER if using Diversion is
checked to prevent IP Office from using the SIP REFER method on call forward scenarios that use
the Diversion SIP header.

= SIP Line - Line 17 ef- X v
SIP Line | Transport| 519 URE|Ve®  [T38 Fax| SIP Credentials P Advanced Engineering
Addressing Medis
Associybon Method By Source [P address - Allow Empty INVITE
L. Send Empty re-PVTTE
Call Routing Method { Regquest URE b VT
Allow Te Teg Change
Suppress DNS SRY Lookups Pgarky Media Support None -
Send Silence Supp e OFf
ety Force Ewrly Direct Media
Use Phone Conteat Media Cannection .
Add user=phone Preseevarion System -
Use + for Intemational
[L::| PAL for Pavacy 4 ] Call Control
Usa Doenain for PAJ
Call Inibabon Timeows (1) 4
g From and PA]
["‘H"][l'mm Froen header -/l Call Quewmg Timeout {m)
Send From In Clear Service Busy Response 836 - Busy Here -t
Cache Auth Cradertials v
e i on No User Responding A
z 3 v L $18-Request Timeout ¥
User-Agent and Server Header Send
- CAC Lo .
fction on CAC Locabor Allorw Voicemail v
Limit
Suppress (058 Reason
Header
Emulats NOTFY for REFER__ 4]
Mo REFER if using Divension ||
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5.5. Short Code

Define a short code to route outbound calls to the SIP Line. To create a short code, right-click on
Short Code in the Navigation Pane and select New (not shown). On the Short Code tab in the
Details Pane, configure the parameters as shown below:

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. The 9N; short code, used for the compliance test, will be invoked when the user dials
9 followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@10.32.128.20”. This field is used to construct the Request
URI and the To header in the outgoing SIP INVITE message. The value N represents the
number dialed by the user. The IP address following the @ sign is the IP address of the
private interface of the Avaya SBCE.

e Setthe Line Group Id to the Outgoing Group number defined on the SIP URI tab of the
SIP Line in Section 5.4.4. This short code will use this line group when placing outbound
calls.

|E; 7 SN;: Dial o -

Feature Dial -

T4 Line (B oz
Control Unit (2} Telephons Number N"@10.32.228.4

i 4 Extemion (17)

Line Group D 17} v

Locaie -
Foree Sccount Code

Force Authoraation Code

Directory (0)
Time Profile (0)
: @ Firewall Profie (1)
o P Route (4)
& Account Code ()

ocation Request {
¥ Location (0)
W1 Authorization Cede (0)

The simple 9N; short code illustrated above does not provide a means of alternate routing if the
configured SIP Line is out of service or temporarily not responding. When alternate routing options
and/or more customized analysis of the dialed digits following the short code are desired, the
Automatic Route Selection (ARS) feature may be used.
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In the screen below, the short code 8N; is illustrated for access to ARS. When the Avaya IP Office
user dials 8 plus any number N, rather than being directed to a specific Line Group ID, the call is
directed to 50: Main, configurable via ARS. See Section 5.8 for example ARS route configuration.

= 8N;: Dial ef - X | | < |5
| Short Code |

Code 8N;

Feature Dial v

Telephone Number N

Line Group ID 50: Main v

Locale v

Force &ccount Code

Force Suthorization Code [

Optionally, add or edit a short code used to access the SIP Line anonymously. In the screen shown
below, the short code *67N; is illustrated. This short code is similar to the 9N; short code except that
the Telephone Number field begins with the letter W, which means “withhold the outgoing calling
line identification”. In the case of the compliance test, when a user dialed *67 plus the destination
number, Avaya IP Office would include the user’s telephone number (DID number assigned to the
user) in the P-Asserted-ldentity (PAI) header, populate the URI user part with “anonymous” in the
From and Contact headers, and include the Privacy: id header in the outbound INVITE message.
Consequently Clearfly would prevent presentation of the caller id to the called PSTN destination.

= *67N;: Dial ef - X | | <>
| Short Code |

Code *6TN;

Feature Dial v

Telephone Number WYN"@10.32.128.20"

Line Group ID 17 v

Locale v

Force Account Code

Force Authorization Code [
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For completeness, the short code FNE31 for the Mobile Call Control application is shown below.
See Section 5.7 for routing incoming call to this application to receive internal IP Office dial tones.
See Section 5.9 for configuration to enable this mobility feature.

= FNE31: FNE Service ef - e SR -
' Short Code |

Code FME31

Feature FMNE Service v

Telephone Number 31

Line Group ID 0 v

Locale b4

Force Account Code

Force Autharization Code [

5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP Line.
To configure these settings, first navigate to User->Name in the Navigation Pane, where Name is
the name of the user to be modified. In the example below, the name of the user is “Tony 9611 at
extension 256. Select the SIP tab in the Details Pane. The SIP Name and Contact are set to one of
the DID numbers provided by Clearfly. The SIP Display Name (Alias) can optionally be configured
with a descriptive text string. The value entered for the Contact field will be used in the Contact
header for outgoing SIP INVITE to the service provider. The value entered for the SIP Name is used
as the user part of the SIP URI in the From header for outgoing SIP INVITE.

If outbound calls involving this user and a SIP Line should be considered private, then the
Anonymous box may be checked to withhold the user information from the network (or
alternatively use the *67N; short code as defined in Section 5.5).

IP Offices |E Tony 9611: 266 k-8 X v
Vaice Resoeding | Button Programening | Menu Programming | Mobisty | Group Membership | Announcements| TP Parsonal Direct *
AP Neme ADpE50%3506
AP Display Name (Alias)  Tony 9611
Contact 40B450%5506
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5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal destination.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, right-click Incoming Call Route in the Navigation Pane and select New (not
shown). On the Standard tab in the Details Pane, enter the parameters as shown below:

e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the Incoming Group of the SIP Line defined in Section 5.4.4.
e Set the Incoming Number to the incoming number on which this route should match.

IP Offices |E 17 4086506556 -2 X v
i R BOOTP (2) Standerd | Voice Recording | Destinations
o l_lF(er’:‘ [£)]
W leriay City
o S Sytem (1) Bearer Capability Aty Voice =
W Jeriey City a
T4 Line (B Line Group 2 it v
Control Unit (2)
sl M Extenzion (17) Incomeng Nurmbes 196505556
l User (19)
N Geoup (1) Incomng Sub Address
oI ot Code (61) 7
@ ) Incomeng CLI
serace ()
& RAS {1 Locale v
D Inc oming Call Route (16)
g 1 Priority 1-Low N
a
@ Tag
@ 17 an650%538
© 17 A96505552 Hold Music Source Fitern Source >
© 17 4096505553
© 17 4m5505554 fing Tone Override Nane v
@ 17 4096503555
e
© 17 486505557
@ 17 446503558

On the Destinations tab, select the destination from the pull-down list of the Destination field. In
this example, incoming calls to 4086505556 on Incoming Group 17 are to be routed to the user
“Tony 9611” at extension 256.

= 17 4086505556 i X|lv|x |3
j Standarciilj‘nfoice Recording( Destinations i
7 | TimeProfile Destination Fallback Extension
b | Default Value | 256 Tony 9611 ~| -
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The screen below shows calls routed to the IP Office fax endpoint which is an analog extension
(Extn 208).

X

= 17 4086505555 & - X |w x| s
\-Standard li\."oice Recordingi Destinations “
TimeProfile Destination Fallback Extension
» | DefaultValue 208 Extn208 I~[ =

The screen below shows calls routed to IP Office Voicemail Pro for message retrieval. Note that the
DID 4086505538 was assigned to Voicemail in Section 5.2.2.

K

= 17 4086505538 i e o (7 el
\‘Standard Ii‘u"oice Recordingj Destinations i
TimeProfile Destination Fallback Extension
» Default Value 1VoiceMail ] v ﬂ v

The following Destinations tab for an incoming call route contains the Destination “FNE31”
entered manually. The name “FNE31” is the short code for accessing the Mobile Call Control
application. An incoming call to 4086505557 from an IP Office user’s twinned mobile phone will be
delivered directly to an internal dial tone from the Avaya IP Office, allowing the caller to dial call
destinations, both internal and external. See Section 5.9 on configuration to enable the Mobile Call
Control application.

= 17 4086505557 i S R el (R
}» Standardrli‘nfoice Recording \ Destinations i
7 | TimeProfile Destination Fallback Extension
b | Default Value [FNE3L ~| =
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5.8. ARS and Alternate Routing

While detailed coverage of Automatic Route Selection (ARS) is beyond the scope of these
Application Notes, this section includes basic ARS screen illustration and considerations. ARS is
shown here mainly to illustrate alternate routing should the SIP Line be out of service or temporarily
not responding.

Optionally, ARS can be used to supplement or replace the simple 9N; short code approach
documented in Section 5.5. With ARS, secondary dial tone can be provided after the access code,
time-based routing criteria can be introduced, and alternate routing can be specified so that a call can
re-route automatically if the primary route or outgoing line group is not available. ARS also
facilitates more specific dialed telephone number matching, enabling immediate routing and
alternate treatment for different types of numbers following the access code. For example, if all local
and long distance calls should use the SIP Line, but service numbers should prefer a different
outgoing line group, ARS can be used to distinguish between the two call patterns.

To add a new ARS route, right-click ARS in the Navigation Pane and select New (not shown). To
view or edit an existing ARS route, expand ARS in the Navigation Pane and select a route name.

The following screen shows an example ARS configuration for the route named 50: Main. The In
Service parameter refers to the ARS form itself, not the Line Groups that may be referenced in the
form. If the In Service box is un-checked, calls are routed to the ARS route name specified in the
Out of Service Route parameter. IP Office short codes may also be defined to allow an ARS route
to be disabled or enabled from a telephone. The configurable provisioning of an Out of Service
Route and the means to manually activate the Out of Service Route can be helpful for scheduled
maintenance or other known service-affecting events for the primary route.

;[; : Mw -2 X v

TSI, |

Aremyte Route Promy Level 3 -

I

Adaimate Route Wt Tene 0 —. TV 0 RiU 31: buckop -
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Assuming the primary route is in-service, the number passed from the short code used to access ARS
(e.g., 8N; in Section 5.5) can be further analyzed to direct the call to a specific Line Group ID. Per the
example screen above, if the user dialed 8 plus any number, the processing for the short code 8N; would
direct the call via ARS to Line Group 17. A short code 911 can be configured to send the emergency call
out using Line Group 1 when the user dials “911”. If the primary route cannot be used, the call can
automatically route to the route name specified in the Alternate Route field in the lower right of the
screen (51: Backup). Since alternate routing is considered a privilege not available to all callers, IP
Office can control access to the alternate route by comparing the calling user’s priority, configured in the
User tab of individual users, to the value in the Alternate Route Priority Level field.

5.9. Mobility

With Mobility configured for an Avaya IP Office user, an inbound call routed to this user
automatically triggers an outbound all to the configured Mobile Twinning number for this user.

The following screen shows the Mobility tab for User “Tony 9611 at extension 256. The Mobility
Features and Mobile Twinning boxes are checked. The Twinned Mobile Number field is
configured with the number for the twinned mobile telephone including the dial access code (short
code), in this case 919088485526 (short code 9 plus the ensuing twinned mobile number). The
Mobile Call Control option box is also checked so that an inbound call from the twinned mobile
number (9088485526 in this example) to the Mobile Call Control application (see Incoming Call
Route to “FNE31” in Section 5.7) will be delivered directly to an internal dial tone from the Avaya
IP Office, allowing the caller to perform further dialing actions including making calls and activating
Short Codes. Other options can be set according to customer requirements.

IP Offices |EZ Tony 9611: 256" of -8 X v <

#- R BOOTP ()
+-¢% Operator (3)

Telephonyl Forwarding ! DialIn I Woice Recording l Button Programming I Menu Pragramming‘ Mobility | Group Membership IA |

-39 Jersey City [ Internal Twinning
=559 Systern (1) X
=9 Jersey City <MNone>
+-T4 Line (8) 1
G2 Control Unit (2)
-4 Extension (17) Twin Bridge Appearances
=@ User (18) R )
4rg NoUser Twin Coverage &ppearances
~§a RemoteManager Twin Line Appearances
~& 251 Allan 9630
201 Extn201 [¥] Mobility Features
gg;‘ Exxtt:ggg [¥] Mobile Twinning
204 Extn204 Twinne_d quile Number 910088485526
205 Extn205 (including dial access code)
206 Extn206 Twinning Time Profile <MNone > %
207 Extn207
208 Extn208 Mobile Dial Delay (secs) 2
~@ 252 James 1616
e 258 Jim 1120F Mobile &nswer Guard (secs) 0 5

g 253 lohn Softphone
& 259 Juan A-Comm

@ 255 RW A-Comm [T] Forwarded calls eligible for mobile twinning
w257 1113

[T] Hunt group calls eligible for mobile twinning

[T Twin When Logged Out

-§ EH3 1]
-8 Group (1) [] one-XMobile Client
- 8% Short Code (67) — 7
@ Swice
oy RAS (1) [7] Mobile Callback

+Q Incoming Call Route {16}

Note that when an inbound call is from the twinned mobile number to the Mobile Call Control
application, the caller ID contained in the From header of the incoming INVITE must match the
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twinned mobile number (without the leading short code digit and the PSTN access code 1 for the
North American Numbering Plan), otherwise the Avaya IP Office responds with a “486 Busy Here”
message and the caller will hear busy tones.

5.10. SIP Options

Avaya IP Office sends SIP OPTIONS messages periodically to determine if the SIP connection is
active. By default, Avaya IP Office Release 9.1 sends out OPTIONS every 300 seconds. The rate at
which the messages are sent is determined by the combination of the Binding Refresh Time (in
seconds) set on the Network Topology tab in Section 5.2.1 and the SIP_OPTIONS_PERIOD
parameter (in minutes) that can be set on the Source Number tab of the noUser user. The
OPTIONS period is determined in the following manner:

e To use the default value, set Binding Refresh Time to 300. OPTIONS will be sent at the
300 second frequency.

e To establish a period of less than 300 seconds, do not define the SIP_OPTIONS_PERIOD
parameter and set the Binding Refresh Time to a value less than 300 seconds. The
OPTIONS message period will be equal to the Binding Refresh Time setting.

e To establish a period greater than 300 seconds, a SIP_OPTIONS_PERIOD parameter
must be defined. The Binding Refresh Time must be set to a value greater than 300
seconds. The OPTIONS message period will be the smaller of the Binding Refresh Time
and the SIP_OPTIONS_PERIOD settings.

To configure the SIP_OPTIONS_PERIOD parameter, navigate to User = NoUser in the
Navigation Pane. Select the Source Numbers tab in the Details Pane. Click the Add button.

P Offices »lEE NoUser:; -4 X v

R pOOTP2)

2 y User | Voscermad | DND | Shost Codes | Source Numbers | Telephorry | Formarding | OvslIn | Voice Recording | Button Progreeneming | b ¢
i Operator (3) =
[ P— y

ource Mumbes Add...,

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_OPTIONS_PERIOD=X, where X is the desired value in minutes. Click OK.

MNew Source Number

Lok |

Source Number SIP_OPTIONS_PERIOD=6| ——
( Cancel
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The SIP_OPTIONS_PERIOD parameter will appear in the list of Source Numbers as shown

below. Click OK at the bottom of the screen (not shown).

7 NoUser:

ek X[ v«

>

Source Number
SIP_OPTIONS_PERIOD=6

Remowve

Edit...

[ User [ Woicemail l DND l Short Codes SOUFCE Numbers Telephonyl Forwardmg l DialIn lVouce Recordmg l Button Programmmg I h >0 [

For the compliance test, an OPTIONS period of 2 minutes was desired. The Binding Refresh Time

was set to 120 seconds in Section 5.2.1. Thus, there was no need to define

SIP_OPTIONS_PERIOD.

5.11. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the

configuration performed in the preceding sections.

The following Save Configuration screen will appear, with either Merge or Immediate
automatically selected, based on the nature of the configuration changes made since the last save.
Note that clicking OK may cause a system reboot or a service disruption. Click OK to proceed.

Sawve Configuration
IP Office Settings

Configuration Reboot Mode
) Merge

@ Immediate

) Withen Free

) Timed

Reboot Time

15:32

Call Barring

lersey City

e ® )]

QK ] [ Cancel

| [_tHee
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial installation
of the Avaya SBCE has been completed, including the assignment of a management IP address. The
management interface must be provisioned on a different subnet than either the Avaya SBCE private
or public network interfaces (i.e., Al and B1). If the management interface has not been configured
on a separate subnet, then contact your Avaya representative for guidance in correcting the
configuration.

On all screens described in this section, it is to be assumed that parameters are left at their default
values unless specified otherwise.

6.1. Access Management Interface

Use a web browser to access the web interface by entering the URL https://<ip-addr>, where <ip-
addr> is the management IP address assigned during installation. The Avaya SBCE login page will
appear as shown below. Log in with the appropriate credentials.

AVAYA =

Contrwe
Ths sysiem & resiricled soiely o autherized users for leglimate
DUSEAS JUrpSaas only The actusl of atlempied wsauthorized access
H use or medificatians of this system is s¥rctly prodid Jnsuthorzed
sess'°n Bo,rder COﬂtl’O"ef users are ssbject to company dscilnary procedures and o criminal
fOl' Enterpr'se AN il ponates under stale, feder gomeslic w
foregn mws

The use of e sysiem may be moslorsd and recorded for
sdmnsirative and securty reasons Amyons sccessng Wis system
EZRERly CONANIS 10 SUCR MONRIrNG and recording, and & advieed
Ihat If L ravens possitle evdescs of chmmal sctivly. the evidence of
Such aciivty ey be provided 1o law saforcement ofScals

Al asers must comply wih i corporate psirechons regarding e
prolecton ot nformaton assets

© 2011 - 2013 Avsys inc. Al rights resarced
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After logging in, the Dashboard screen will appear as shown below. Verify that License State is OK
as highlighted. The Avaya SBCE will only operate for a short time without a valid license. Contact
your Avaya representative to obtain a license if necessary.

All configuration screens of the Avaya SBCE are accessed by navigating the menu tree in the left
pane.

Dagnostics

Global Parameters
Global Profies

PPM Senaces

Domain Poiicies

TLS Management
Dewce Specific Setings

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
DpS A instaled Devces
BackupMestone System Time 09.2342 AM EDT
System Management
Version 631224653

Fri Nov 21 17-35 09 EST

Buid Date 2614

Licenss State 20K

Aggregate Licensing Owerages 0

Paak Licensing Overage Court 0

Alarms {past 24 hours) Inciderts (past 24 bours)
Nane found Neoe found
Add
Mo notes found
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6.2. Verify Network Configuration and Enable Interfaces

To view the network information provided during installation, navigate to System Management. In
the right pane, click View highlighted below.

Session Border Controller for Enterprise AVAYA
Dashboard System Management
Administrabon
BackupRestore 1 N
I System Management I Devices | [Updates 1, SSLVPN ] _Ueemir!o‘l
Global Parameters Dewco Managament

Varson
P

Rama

Global Profiles

LS 20 §31224653 C e
PPM Serwces misbee? 103210120 63 1-224653 Commessioned

Domain Policies

TLS Management
Dewce Specdic Settings

A System Information page will appear showing the information provided during installation. The
Appliance Name field is the name of the device (vnj-sbce2). This name will be referenced in other
configuration screens. Interfaces Al and B1 represent the private (or internal) and public (or
external) interfaces of the Avaya SBCE. Each of these interfaces must be enabled after installation.
Note that the Management IP is on a different subnet than either the Al or B1 interfaces.

System Information: vnj-sbce2 X

General Configuration Device Configuration ~ License Allocation
IAppliance Name vnj-sbce2 I HA Mode No Sganc_!z;rc_x;Sessions 0
T SIP Two B Mode N
Box Type wo Bypass Mode [s} Advanced Sessions :
Deployment Mode  Proxy e 9
§_cpp§a_}(igleo Sessions g
Encryption
- Network Configuration
IP Public IP Netmask Gateway Interface
192.168.96.233 192.168.96.233 255.255.255.224 192.168.96.254 B1
10.32.128.20 10.32.128.20 255.255.255.0 10.32.128.254 Al
B1
A1l
- DNS Configuration Management IP(s)
Primary DNS 10.32.128.200 [ P 10.32.101.20
Secondary DNS
DNS Location DMZ
DNS Client IP 10.32.128.20
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To enable the interfaces, first navigate to Device Specific Settings = Network Management in the
left pane and select the device being managed in the center pane. In the right pane, in the Interfaces
tab verify that Status is Enabled for both the Al and B1 interfaces. If not, click on Disabled and
confirm in the pop-up confirmation window to toggle to Enabled.

Alams Incidents  Status - Logs ~ Diagnostics Users Settings v  Help « Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: vnj-sbce2

Adrmunsstration

Backup/Restore . p

Systemn Management Interinces | MSReRENS
Global Parameters
Globat Profiles Interdace Name

wnj-sbee?

PPM Services

Domam Policies
TLS Management

4 Device Specilic Settings lm 2 ]
Network
Management

Media Interface
Sygnaling Interface
End Point Flows
Session Flows
DMZ Services
TURN/STUN Sernice
ShNMP
Syshog Management
Advanced Options
Troubleshootng
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6.3. Signaling Interface

A signaling interface defines an IP address, protocols and listen ports that the Avaya SBCE can use
for signaling. Create a signaling interface for both the internal and external sides of the Avaya
SBCE.

To create a new interface, navigate to Device Specific Settings = Signaling Interface in the left
pane. In the center pane, select the Avaya SBCE device to be managed. In the right pane, select
Add. A pop-up window (not shown) will appear requesting the name of the new interface, followed
by a series of pop-up windows in which the interface parameters can be configured. Once complete,
the settings are shown in the far right pane.

For the compliance test, signaling interface Int_Sig_Intf was created for the Avaya SBCE internal
interface and signaling interface Ext_Sig_Intf was created for the Avaya SBCE external interface.
These two signaling interfaces are highlighted below.

When configuring the interfaces, configure the parameters as follows:

e Set Name to a descriptive name.

e For the internal interface, set the Signaling IP to the IP address associated with the private
interface (A1) shown in Section 6.2. For the external interface, set the Signaling IP to the IP
address associated with the public interface (B1) shown in Section 6.2.

e In the UDP Port, TCP Port and TLS Port fields, enter the port the Avaya SBCE will listen on
for each transport protocol. For the internal interface, the Avaya SBCE was configured to listen
for UDP on port 5060. For the external interface, the Avaya SBCE was configured to listen for
UDP or TCP on port 5060. Since the Clearfly SIP Trunking Services uses UDP, it would have
been sufficient to simply configure the Avaya SBCE for UDP.

Alarms  Incidents  Status v Logs v  Diagnostics  Users Settings v Helpv  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Signaling Interface: vnj-sbce2
Administration
Backup/Restore

Vi —1 -
Systém Management evices Signaling Interface

Global Parameters i

Modifying or deleting an existing signaling interface will require an application restart before taking effect.

Global Profiles Application restarts can be issued from System Management.
PPM Semices
Domain Policies

Add
TCP ubpP LS

TLS Management Name Signaling IP Port Port Port TLS Profile

*" Dywce Speciic Setings Int_Sig_Intf 10.32.128.20 = 5060 — None Edit Del

Network Management
: Ext_Sig_Intf 192.168.96.233 5060 5060 — None Edit Delete
Media Interface
Signaling Interface Edit Delete
End Point Flows Edit Delete
Session Flows
DMZ Senvices
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6.4. Media Interface

A media interface defines an IP address and port range for transmitting media. Create a media
interface for both the internal and external sides of the Avaya SBCE.

To create a new interface, navigate to Device Specific Settings = Media Interface in the left pane.
In the center pane, select the Avaya SBCE device to be managed. In the right pane, select Add. A
pop-up window (not shown) will appear requesting the name of the new interface, followed by a
series of pop-up windows in which the interface parameters can be configured. Once complete, the
settings are shown in the far right pane.

For the compliance test, media interface Int_Media_Intf was created for the Avaya SBCE internal
interface and media interface Ext_Media_Intf was created for the Avaya SBCE external interface.
Both are highlighted below.

When configuring the interfaces, configure the parameters as follows:

e Set Name to a descriptive name.

e For the internal interface, set the Media IP to the IP address associated with the private
interface (A1) shown in Section 6.2. For the external interface, set the Media IP to the IP
address associated with the public interface (B1) shown in Section 6.2.

e Set Port Range to a range of ports acceptable to both the enterprise and the far end. For the
compliance test, the default port range was used for both interfaces.

Alarms  Incidents  Status v Logs v  Diagnostics  Users Settings v Helpv  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Media Interface: vnj-shce2
Administration
Backup/Restore .
Media Interface
System Management
vnj-shce2
Clabal Parameters Modifying or deleting an existing miedia interface will require an application restart before taking effect:
Global Profiles Application restarts can be issued from System Management:
PPM Semices
. o Add
Domain Policies .
TLS Management Name Media IP Port Range
+ Device Specific Settings Int_Media_Intf 10.32.128.20 35000 - 40000 Edit Delete
Network Management Ext_Media_Intf 192.168.96.233 35000 - 40000 Edit Delete
Media Interface Edit Delete
Signaling Interface Edit Delete
End Point Flows
Session Flows
DMZ Senvices
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6.5. Server Interworking

A server interworking profile defines a set of parameters that aid in interworking between the Avaya
SBCE and a connected server. Create one server interworking profile for Avaya IP Office and
another for the service provider SIP server. These profiles will be applied to the appropriate servers
in Section 6.6.1 and 6.6.2.

To create a new profile, navigate to Global Profiles = Server Interworking in the left pane. In the
center pane, select Add. A pop-up window (not shown) will appear requesting the name of the new
profile, followed by a series of pop-up windows in which the profile parameters can be configured.
Once complete, the settings are shown in the far right pane. Alternatively, a new profile may be
created by selecting an existing profile in the center pane and clicking the Clone button in the right
pane. This will create a copy of the selected profile which can then be edited as needed. To view the
settings of an existing profile, select the profile from the center pane. The settings will appear in the
right pane.

The screen below shows the user interface as described above, before creating the specific server
interworking profiles used for the compliance test.

Session Border Controller for Enterprise AVAYA
Dashboard 4 Interworking Profiles: cs2100
Admirestration Add | | Cicns |
Backup'Restore ——
System Management 1t = nol recommended to edit the defisults Try clomng o 36309 § new proble instead.
Global Parameters | es2100 | Goneral .[nmou ﬂm Manipulation  Header Manipulation |  Advanced |
+ Global Profiles ~|
Fingemrint OCS-Edge-Ser Hold Support RFC3264
Server Aeotem 180 Handling Hone
Interwerking : 181 Handing Naone
Phone inmerwarking (-“" . 182 Handing Moo
Meda Forking OCS-FrontEnd
Routing 183 Handing None
Server Configuration Rafer Handiing Ho L4
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6.5.1. Server Interworking — Avaya IP Office

For the compliance test, the server interworking profile IPOffice-T.38 was created for Avaya IP
Office. The General tab parameters are shown below. Note the setting for T.38 Support.

Interworking Profiles

cs2100

avaya-ru
OCS-Edge-Server
cisco-ccm

cups
OCS-FrontEnd-S...
IPOffice

IPOffice-T38

SP-General

SP-General-T38
de pess

Interworking Profiles: IPOffice-T38

[ Rename ” Clone ” Delete ]

Click hereto add a description.

General || Timers || URI Manipuiation || Header Manipulation | | Advanced |

Hold Support NONE
180 Handling None
181 Handling None
182 Handling None
183 Handling None
Refer Handling No
URI Group None
Send Hold No
3xx Handling No
Diversion Header Support No
Delayed SDP Handling No
Re-Invite Handling No
| T.38 Support Yes |
URI Scheme SIP
Via Header Format RFC3261
Privacy Enabled No
User Name
P-Asserted-Identity No
P-Preferred-ldentity No
Privacy Header
DTMF Support None

The Timers, URI Manipulation and Header Manipulation tabs have no configured entries.
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The Advanced tab parameters are shown below. Note that AVAYA Extensions is set to Yes.

General | | Timers || URI Manipulation || Header Manipuiation | | Advanced

Record Routes Both

Topology Hiding: Change Call-ID No

Call-Info NAT No

Change Max Forwards Yes

Include End Point IP for Context Lookup Yes

OCS Extensions No

AVAYA Extensions Yes

NORTEL Extensions No

Diversion Manipulation No

Metaswitch Extensions No

Reset on Talk Spurt No

Reset SRTP Context on Session Refresh No

Has Remote SBC Yes

Route Response on Via Port MNo

Cisco Extensions No

Lync Extensions No
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6.5.2. Server Interworking — Clearfly Communications

For the compliance test, server interworking profile SP-General-T38 was created for the Clearfly
Communications SIP server. The General tab parameters are shown below. Note the setting for
T.38 Support.

Interworking Profiles: SP-General-T38
[ Rename J [ Clone ] [ Delete J
€s2100
General || Timers || URi Maniputation || Header Maniputation | | Advanced |
avaya-ru
Bl Edue RoneE Hold Support NONE
— 180 Handling None
cups 181 Handling None
OCS-FrontEnd-S... 182 Handling None
IPOffice 183 Handling None
IPOffice-T38 Refer Handling No
SP-General URI Group None
Send Hold No
N 3xx Handling No
- Diversion Header Support No
Delayed SDP Handling No
Ll I .
Re-Invite Handling No
| T.38 Support Yes I
URI Scheme SIP
Via Header Format RFC3261
Privacy Enabled No
User Name
P-Asserted-identity No
P-Preferred-identity No
Privacy Header
DTMF Support None

The Timers, URI Manipulation, Header Manipulation tabs have no entries.
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The Advanced tab parameters are shown below. Note that AVAY A Extensions is set to No.

General | | Timers || URI Manipulation || Header Manipuiation | | Advanced

Record Routes Both

Topology Hiding: Change Call-ID No

Call-Info NAT No

Change Max Forwards Yes

Include End Point IP for Context Lookup No

OCS Extensions No

AVAYA Extensions No

NORTEL Extensions No

Diversion Manipulation No

Metaswitch Extensions No

Reset on Talk Spurt No

Reset SRTP Context on Session Refresh No

Has Remote SBC Yes

Route Response on Via Port MNo

Cisco Extensions No

Lync Extensions No
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6.6. Server Configuration

A server configuration profile defines the attributes of the physical server. Create separate server
configuration profiles for Avaya IP Office and the service provider SIP server.

To create a new profile, navigate to Global Profiles = Server Configuration in the left pane. In the
center pane, select Add. A pop-up window (not shown) will appear requesting the name of the new
profile, followed by a series of pop-up windows in which the profile parameters can be configured.
Once complete, the settings are shown in the far right pane. To view the settings of an existing
profile, select the profile from the center pane. The settings will appear in the right pane.

The screen below shows the GUI elements described above before the servers profiles were added
for the compliance test.

Session Border Controller for Enterprise AVAYA

Dashboard Server Configuration
Administraton

| Add

Backup/Restore

. Sereer Prolias

System Management . 3 Use the add button to create a new Server Configuration profile.
Global Parameters ‘o srknes

found
« Global Profies

Domain DoS
Fingerpnnt

Server Interworking
Phone Interworing
Media Forlong

Routing

Server Configuratior|

Topology Hiding
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6.6.1. Server Configuration — Avaya IP Office

For the compliance test, the server configuration profile IPO-JCity was created for Avaya IP Office.
When creating the profile, configure the General tab parameters as follows:

e Set Server Type to Call Server.
e Set IP Addresses / FQDNSs to the IP address of the Avaya IP Office LANL1 port.

e Set Transport to UDP, the transport protocol used for SIP signaling between Avaya IP Office
and the Avaya SBCE.

e Set Port to the port Avaya IP Office will listen on for SIP requests from the Avaya SBCE.

Note that TCP was also set in the screen below, though UDP connectivity would have been
sufficient.

Server Configuration: IPO-JCity

Rename H Clone ][ Delete ]
Server Profiles General H Authentication H Heartbeat || Advanced I
I Server Type Call Server I
IP Address / FQDN Port Transport

— | 10.32.128.30 5060 UDP ]
n—— 10.32.128.30 5060 TCP
o Edit

s

Clearfly

On the Advanced tab, set the Interworking Profile field to the interworking profile for Avaya IP
Office defined in Section 6.5.1.

General | | Authentication | | Heartbeat || Advanced

Enable DoS Protection @
Enable Grooming (]
Interworking Profile IPOffice-T38
Signaling Manipulation Script None
Connection Type SUBID
| T |

Edit
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6.6.2. Server Configuration — Clearfly Communications

For the compliance test, server configuration profile Clearfly was created for Clearfly
Communications. When creating the profile, configure the General tab parameters as follows:

e Set Server Type to Trunk Server.

e Set IP Addresses / FQDNSs to the IP address of the Clearfly network access interface as shown
in Figure 1.

e Select the appropriate Transport protocol used for SIP signaling between Clearfly and the
Avaya SBCE. In the compliance test, UDP was tested.

e Set Port to the standard SIP port of 5060. This is the port the Clearfly SIP server will listen on
for SIP messages from the Avaya SBCE.

Server Configuration: Clearfly

Add Rename J[ Clone ” Delete ]
General H Authentication H Heartbeat ” Advanced |
[ Server Type Trunk Server l
IPO-JCity
IP Address / FQDN Port Transport
I192.168A62.102 5060 UDP ]
.

Clearfly

On the Advanced tab, select the Interworking Profile for Clearfly Communications defined in
Section 6.5.2.

General | | Authentication | | Heartbeat || Advanced

Enable DoS Protection [
Enable Grooming [
Interworking Profile SP-General-T38
Signaling Manipulation Script None
Connection Type SUBID
Edit
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6.7. Application Rules

An application rule defines the allowable SIP applications and associated parameters. An application
rule is one component of the larger endpoint policy group defined in Section 6.10. For the
compliance test, the predefined default-trunk application rule (shown below) was used for both
Avaya IP Office and the Clearfly SIP server.

To view an existing rule, navigate to Domain Policies = Application Rules in the left pane. In the
center pane, select the rule (e.g., default-trunk) to be viewed.

Session Border Controller for Enterprise AVAYA
Dashboard Application Rules: default-trunk
Administration 17“7’7&7 Filter By Device - [ Clone. |
Backup/Restore N—
System Management Apglication Rufes 1L s niot (ecommended 1o edit the defsults Try clonieig of sdding & new rule mstesd
delouit P —Ty
Global Parameters . Application Rule
Giobal Proies
Ro SR Maximum Concumrent  Maomum Sesswons
PPM Services delaut -subscr FAPPRCRION Type t Sessions Par Endpoint
4 Doman Policies At atbacy Audio 7 W 2000 2000
| Application Rules |
Border Rules default-server- Video
Media Rules delaut-serer- M
Security Rules MaxVoiceSes
Signaling Rules Mizcellaneous
Jime of Day Rules RemaoteWork COR Support Hons
End Point Policy RTCP Keep Alve No
Groups
Session Policies Eae |
TLS Management
Dewce Specific Settings
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6.8. Media Rules

A media rule defines the processing to be applied to the selected media. A media rule is one
component of the larger end point policy group defined in Section 6.10. For the compliance test, the
predefined default-low-med media rule (shown below) was used for both Avaya IP Office and the
Clearfly SIP server.

To view an existing rule, navigate to Domain Policies = Media Rules in the left pane. In the center
pane, select the rule (e.g., default-low-med) to be viewed.

Session Border Controller for Enterprise AVAYA
Dashboard Media Rules: default-low-med
AN | Add Filer By Device v Clone
Backup/Restore X
System Management 1 iz nol recommendad to edx the difaults Try clonmg or adding 2 new il inatiad
.
SO PR Modia NAT | | Madia Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Medla FECC |
Global Profiles defaull-low-med
PPM Setvices P igh Mecka NAT Leam Media IP dyrnamically
4 Domain Pokcies datuik hgh e Eal
Applicaton Rules
Border Rules avayalow-med
moded o
Siscuriy Rule default_sRTP_

Each of the tabs of the default-low-med media rule is shown below (the Media NAT tab is shown
above).

The Media Encryption tab indicates that no encryption was used.

Media NAT | | Media Encryption || Media Silencing | | Media QoS || Media BFCP || Media FECC

Audio Encryption

Preferred Formats RTP

Interworking ¥
Video Encryption

Preferred Formats RTP

Interworking @]

Capability Negotiation =
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The Media Silencing tab shows Media Silencing was disabled.

Media NAT | | Media Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Media FECC

Media Silencing m

Edit

The Media QoS settings are shown below.

Media NAT || Media Encryption | | Media Sitencing || Media Qos || Media BFCP | | Media FECC |

Media QoS Reporting
RTCP Enabled ™

Media QoS Marking

Enabled
QoS Type DSCP

Audio DSCP EF

Video DSCP EF

The Media BFCP tab is shown below.

Media NAT | | Media Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Media FECC

Binary Floor Control Protocol

BFCP Enabled [l

The Media FECC tab is shown below.

Media NAT | | Media Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Media FECC L

Far End Camera Control

FECC Enabled [
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6.9. Signaling Rules

A signaling rule defines the processing to be applied to the selected signaling traffic. A signaling
rule is one component of the larger end point policy group defined in Section 6.10. For the
compliance test, the predefined default signaling rule (shown below) was used for both Avaya IP
Office and the Clearfly SIP server.

To view an existing rule, navigate to Domain Policies = Signaling Rules in the left pane. In the
center pane, select the rule (e.g., default) to be viewed. The General tab settings of the default
signaling rule are shown below.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: default
Administration Filter By Devce... -
o
ignaling Rules i i i i i
System Management g g Itis notrecommended to edit the defaults. Try cloning or adding a new rule instead.
defauit
Global Parameters General H Requests l l Responses H Request Headers “ Resp Head H Signaling QoS ‘ I UCIDJ
Global Profiles No-Content-Ty...
; Inbound
PPM Senices
4+ Domain Policies Requests Allow
Application Rules Non-2XX Final Responses Allow
Border Rules Optional Request Headers Allow
Media Rules Optional Response Headers Allow
Security Rules
Signaling Rules Outbound
Time of Day Rules Requests Allow
End Point Policy Non-2XX Final Responses Allow
Groups _
Sausion PaliciEs Optional Request Headers Allow
TLS Management Optional Response Headers Allow
Device Specific Settings .
Content-Type Policy
Enable Content-Type Checks )
Action Allow Multipart Action Allow
Exception List Exception List

The Requests, Responses, Request Headers, Response Headers and UCID tabs have no entries.
The Signaling QoS tab is shown below.

General || Requests | | Responses | | Request Headers | | Response Headers | | Signaling QoS || UCID

Signaling QoS V]
QoS Type DSCP
DSCP AF41
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6.10. End Point Policy Groups

An end point policy group is a set of policies that will be applied to traffic between the Avaya SBCE
and a signaling endpoint (connected server). Thus, one end point policy group must be created for
Avaya IP Office and another for the service provider SIP server. The end point policy group is
applied to the traffic as part of the end point flow defined in Section 6.13.

To create a new group, navigate to Domain Policies = End Point Policy Groups in the left pane.
In the center pane, select Add. A pop-up window (not shown) will appear requesting the name of the
new group, followed by a series of pop-up windows in which the group parameters can be
configured. Once complete, the settings are shown in the far right pane. To view the settings of an
existing group, select the group from the center pane. The settings will appear in the right pane.

The screen below shows the GUI elements described above before specific endpoint policy groups
were added for the compliance test.

Session Border Controller for Enterprise AVAYA

Dashboard Policy Groups: default-low

Admmistration | Add | |FiterBy Device =
BackupRestore

P: 2 :}“ -
System Management PCY UUps R N G HCOnnERdsd 10 oot s s Try bdding A new group mstand
y defoult-low
Ghba Parameters ) Hover over 3 Fow 10 322 fo descrniption

Global Profiles defsull-low-anc S

SUP Chusd | Paficy Group

SIP Cluster defaul.med ¥

« Doman Polcies e -
o ' default-med-enc |m_] md
Appicalion Rules Deder  Apglication Bordet Media Security Signaleg  Tine of Dy
Border Rules dafautt-regh
Meadia Rues default-hagh-enc
Secunty Rules 0CSdetat-high
Signaing Rules
Time of Day Rales oy
End Point Policy
Groups
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6.10.1. End Point Policy Group — Avaya IP Office

For the compliance test, the end point policy group IPO-EP-Policy was created for Avaya IP Office.
Default values were used for each of the rules which comprise the group. The details of the default
settings for Application, Media and Signaling are shown in Section 6.7, Section 6.8 and Section

6.9 respectively.

default-low
default-low-enc
default-med
default-med-enc
default-high
default-high-enc
OCS-default-high
avaya-def-low-....
avaya-def-high-...
avaya-def-high-...

IPO-EP-Policy

SP-EP-Policy

Policy Groups: IPO-EP-Policy
Policy Groups Click here to add a description.

Filter By Device... [ Rename ” Clone ][ Delete ]

Hover over a row to sege its description.
Policy Group

Order Border Media

Application Security

Signaling

default-

def: dit
low-med efauit Edi

1 default-trunk default default-low
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6.10.2. End Point Policy Group — Clearfly Communications

For the compliance test, the end point policy group SP-EP-Policy was created for the Clearfly SIP
server. Same default values were used for each of the rules which comprise the group. Thus, the SP-
EP-Policy is identical to the IPO-EP-Policy created in Section 6.10.1.

Policy Groups: SP-EP-Policy
Filter By Device... | Rename || Clone || Delete |
Policy Groups Click here to add a description.
default-low
Hover over.a row to see its description.
default-low-enc
Policy Group
default-med
—

Order Application Border Media Security Signaling

default-high

1 | default-trunk default default-

default-high-enc foncribd default-low default Edit

OCS-default-high
avaya-def-low-...

avaya-def-high-...
avaya-def-high-...

IPO-EP-Policy

SP-EP-Policy
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6.11. Routing

A routing profile defines where traffic will be directed based on the contents of the URI. A routing
profile is applied only after the traffic has matched an endpoint server flow defined in Section 6.13.
Create one routing profile for Avaya IP Office and another for the service provider SIP server,

To create a new profile, navigate to Global Profiles 2 Routing in the left pane. In the center pane,
select Add. A pop-up window (not shown) will appear requesting the name of the new profile,
followed by a series of pop-up windows in which the profile parameters can be configured. Once
complete, the settings are shown in the far right pane. To view the settings of an existing profile,
select the profile from the center pane. The settings will appear in the right pane.

The screen below shows the GUI elements described above before specific routing profiles were
added for the compliance test.

Session Border Controller for Enterprise AVAYA

Dashbaard Routing Profiles: default

Adrministration Add [ Clone |

Backup/Restore Koo

Global Parameters g m‘

+ Giobal Profiles ' =
Doman DoS '\i| }
Fingerprint Prionty UR! Group Naxt Hop Seever 1 Naxt Hop Sarver 2 ‘
Server Interworking 1
Phone Interworking
Media Forking
Routing

Server Configuration
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6.11.1. Routing — Avaya IP Office

For the compliance test, the routing profile To-IPO-JCity was created for Avaya IP Office. When

creating the profile, configure the parameters as follows:

e Set URI Group to the wild card * to match on any URI.

e Select Priority for Load Balancing.

e Enable Next Hop Priority.

e When adding an entry for routing destination (Next Hop Address)
Enter 1 for Priority/Weight.

Section 6.6.1.
Set Next Hop Address to the IP address of Avaya IP Office LAN1 port.

field once the entry is added).

For Server Configuration, select the Server for Avaya IP Office as configured in

Select UDP for Transport (the transport will be displayed in the Next Hop Address

Profile : To-IPO-JCity - Edit Rule X

Priority / Weight

Server Configuration

MNext Hop Address

| URI Group - v I Time of Day default ~
| Load Balancing — - | nepTR
Transport None ~ INext Hop Priority [+ I
Next Hop In-Dialog [ lgnore Route Header &

Transport

IPO-JCity v

10.32.128.30:5060 (UDP)

v

‘rNcne v I Delete

The following screen shows the routing profile for Avaya IP Office when configured.

Routing Profiles: To-IPO-JCity

@ [ Rename H Clone ][ Delete ]

Routing Profiles Click here to add a description.

default

Routing Profile

Update Priority
—
Priority Gl:(i}p Time of Day Load Balancing Next Hop Address Transport
- 1 * default Priority 10.32.128.30 UDP Edit Delete
To-Orange
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6.11.2. Routing — Clearfly Communications

For the compliance test, routing profile To-Clearfly was created for routing calls to Clearfly
Communications. When creating the profile, configure the parameters as follows:

e Set URI Group to the wild card * to match on any URI.
e Select Priority for Load Balancing.
e Enable Next Hop Priority.
e When adding an entry for routing destination (Next Hop Address)
— Enter a sequential number starting with 1 for Priority/Weight.
— For Server Configuration, select the Server for Clearfly as configured in Section
6.6.2.
— Set Next Hop Address to the IP address of the Clearfly SIP server as configured in
Section 6.6.2.
— Select UDP for Transport (the transport will be displayed in the Next Hop Address
field once the entry is added).

Profile : To-Clearfly - Edit Rule X

URI Group . = Time of Day default v
I Load Balancing Priority v ] NAPTR

Transport [None - [Next Hop Priority ¥

Next Hop In-Dialog 0 Ignore Route Header &

Priority / Weight Server Configuration Next Hop Address Transport
1 Clearfly v 192.168.62.102:5060 (UDP) v [None || Delete
Finish
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The following screen shows the routing profile for Clearfly when configured.

Routing Profiles: To-Clearﬂy

[ Rename ] [ Clone ] [ Delete ]
Routing Profiles Click here to-add a description.
default
Routing Profile
Update Priority
To-IPO-JCity v
Priority Group Time of Day Load Balancing Next Hop Address Transport
kb 1 default Priority 192.168.62.102 UDP Edit Delete
R
- N
abaaar 4
-
Th
b
i
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6.12. Topology Hiding

Topology hiding allows the host part of some SIP message headers to be modified in order to
prevent private network information from being propagated to the untrusted public network. It can
also be used as an interoperability tool to adapt the host portion of these same headers to meet the
requirements of the connected servers. The topology hiding profile is applied as part of the end point
flow in Section 6.13. For the compliance test, the predefined default topology hiding profile (shown
below) was used for both Avaya IP Office and the Clearfly SIP servers.

To add a new or view an existing profile, navigate to Global Profiles = Topology Hiding in the
left pane. In the center pane, select Add to add a new profile, or select an existing profile (e.g.,
default) to be viewed.

Session Border Controller for Enterprise AVAYA
Dashboard Topology Hiding Profles. defaull
Administration ¥ =
Add Clone
Backup/Restoe e e —
Tapstogy Hidng
System Management Proties
Gloval Paramaters Selautt Topalogy Hagmg '
+ Giobal Profiles =
- " C 2 R ace Ao o e Value
Domain DoS cisco_th_profie mera aplace Action Crwr gl
Via IPDomain Ao
Fingerpeint
Sarver Interaorking Recors-Route IFDomain Auto —
Phone Interwarking From IPiDoman ALRO
Meda Forking o IPDoman Ao .
Routng
4 Request-Line IP/Domain At —
Sarver Cordguration
Topotogy Miding Reforod-8y IPOoman Ao
Signaling Manipuiation Reser-To IPIDomain Ao =
UR! Geoupa 80P IPDomain Ao
PPM Sarvices
Domain Policies B
TLS Managaman
AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 66 of 76

SPOC 7/9/2015 ©2015 Avaya Inc. All Rights Reserved. CF-IPO91SBCE63



6.13. End Point Flows

End point flows are used to determine the signaling endpoints involved in a call in order to apply the
appropriate policies. When a packet arrives at the Avaya SBCE, the content of the packet (IP
addresses, URIs, etc.) is used to determine which flow it matches. Once the flow is determined, the
flow points to policies and profiles which control processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for the destination
endpoint are applied. Thus, two flows are involved in every call: the source end point flow and the
destination end point flow. In the case of the compliance test, the signaling endpoints are Avaya IP
Office and the Clearfly SIP server.

To create a new flow for a server endpoint, navigate to Device Specific Settings = End Point
Flows in the left pane. In the center pane, select the Avaya SBCE device to be managed. In the right
pane, select the Server Flows tab and click the Add button. A pop-up window (not shown) will
appear requesting the name of the new flow and the flow parameters. Once complete, the configured
flow is shown in the far right pane under the server name listed beside the Server Configuration
heading.

Session Border Controller for Enterprise AVAYA
Dashbeard End Poind Flows vnj-sbee2
Administration

Backup/Restore
System Management
Global Parameters Y shoed add
Global Profiles
PP Sernces

Deuices Subscriber Flows | Server Flows

Chick hiete 80 add = row descriphon

- Serves Conl 4

Domain Policies
Eng
Um Raceived Sigraing Foint Rovang
noen Flow Name P
4 Dewce Specific Settings Fao WIS Gioup nerface inlertace Policy Profile
Uroup

TLS Managemant

Network Management
Meda Interface 1 i
Sugnaling Interface
I ——
Session Flows End
DMZ Serices Srioety Flow IU‘EJ.I Received Signating Pord F}’.uuun-:;
MName Crous Interface yiiertace Policy Profile
TURMN/STUN Senice Group
SHNMP

Syslog Management

Advanced Options

r Server Configuration: &5 &
Troubleshoating

Update

- ¥ Recei & . End Pownt Pobcy douting
Priociy Flow Name R Receved gnaling End 1 Pob Routing

Geoup riarface Intarface Group Profie
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6.13.1. End Point Flow — Avaya IP Office

For the compliance test, the end point flow IPO-JCity was created for Avaya IP Office. All traffic
from Avaya IP Office will match this flow as the source flow and use the specified routing profile
To-Clearfly to determine the destination server and corresponding destination flow. The End Point
Policy Group and Topology Hiding Profile will be applied as appropriate. When creating the flow,
configure the parameters as follows:

For Flow Name, enter a descriptive name.
For Server Configuration, select the Avaya IP Office server created in Section 6.6.1.
To match all traffic, set the URI Group, Transport, and Remote Subnet to *.

Set Received Interface to the external signaling interface.
Set Signaling Interface to the internal signaling interface.
Set Media Interface to the internal media interface.

Set End Point Policy Group to the endpoint policy group defined for Avaya IP Office in

Section 6.10.1.

Set Routing Profile to the routing profile defined in Section 6.11.2 used to direct traffic to

the Clearfly SIP server.

Set Topology Hiding Profile to the topology hiding profile specified for Avaya IP Office in

Section 6.12.

Edit Flow: IPO-JCity X

Remote Subnet

Received Interface

Flow Name JPO-JCity

Server Configuration IPO-JCity v
URI Group - v
Transport * v

*

Ext_Sig_Intf v

Signaling Interface Int_Sig_Intf v
Media Interface Int_Media_Intf v
End Point Policy Group IPO-EP-Policy v
Routing Profile To-Clearfly v
Topology Hiding Profile default v
File Transfer Profile None ¥
Signaling Manipulation Script None v
Remote Branch Office Any ¥
| Finish |
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The screen below shows the saved 1PO-JCity configuration as a Server Flow. Note the server name

by the Server Configuration heading.

End Point Flows: vnj-sbce2

Subscriber Flows | | Server Flows

Devices

vnj-sbce2 ~ Server Configuration: # & &
Update
s URI Received Signaling End Point Policy
Priority Flowliame Group Interface Interface Group
\ w + -
+ - » . Bl ¥ W e AR e gee " #

Routing
Profile

et Foe

Delete

Clone Edit

Clone Edit Delete

r Server Configuration: IPO-JCity

End Point Policy

Signaling

URI Received

Routing

Al Sl Group Interface Interface Group Profile
1 IPO-JCity 2 Ext_Sig_Intf Int_Sig_Intf IPO-EP-Policy ~ To-Clearfly
- LN - U W e MR S L AR S oo il

Edit Delete

Clone

Clone- Edit Delete

r Server Configuration: s &%
End Point Policy
Group

Signaling
Interface

Received
Interface

URI

Flow Name Group

Priority

Routing
Profile

it

Edit Delete
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6.13.2. End Point Flow — Clearfly Communications

For the compliance test, the end point flow Clearfly was created for the Clearfly SIP server. All
traffic from Clearfly will match this flow as the source flow and use the specified routing profile To-
IPO-JCity to determine the destination server and corresponding destination flow. The End Point
Policy Group and Topology Hiding Profile will be applied as appropriate. When creating the flow,
configure the parameters as follows:

For Flow Name, enter a descriptive name.

For Server Configuration, select the Clearfly SIP server created in Section 6.6.2.

To match all traffic, set the URI Group, Transport, and Remote Subnet to *.

Set Received Interface to the internal signaling interface.

Set Signaling Interface to the external signaling interface.

Set Media Interface to the external media interface.

Set End Point Policy Group to the endpoint policy group defined for Clearfly in Section

6.10.2.

e Set Routing Profile to the routing profile defined in Section 6.11.1 used to direct traffic to
Avaya IP Office.

e Set Topology Hiding Profile to the topology hiding profile specified for Clearfly in Section

6.12.
Flow Name klearfly
Server Configuration Clearfly v
URI Group * v
Transport B v
Remote Subnet #
Received Interface Int_Sig_Intf v
Signaling Interface Ext_Sig_Intf v
Media Interface Ext_Media_Intf v
End Point Policy Group SP-EP-Policy hd
Routing Profile To-IPO-JCity v
Topology Hiding Profile default v
File Transfer Profile None ~
Signaling Manipulation Script None ad
Remote Branch Office Any ~
Finish
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The screen below shows the saved Clearfly configuration as a Server Flow. Note the server name by
the Server Configuration heading.

End Point Flows: vnj-sbce2

Subscriber Flows || Server Flows

vnj-shce?2 Click here to add a row description.

r Server Configuration: s
End Point
Policy
Group

Routing
Profile

URI Received Signaling

Priority  FlowName o 0 Interface Interface

PP T . g “ View Clone Edit Delete

~ Server Configuration: Clearfly
End Point

o URI Received Signaling i Routing
Priority Flow Name Group Interface Interface Policy Profile
Group
1 Clearfly * Int_Sig_Intf  Ext_Sig_Intf 32’&%;" ToIPO-JCity View Clone Edit Delete

~ Server Configuration: e
End Point
Policy
Group

Routing
Profile

URI Received Signaling
Group Interface Interface

Priority Flow Name

- L r ’ % View Clone Edit Delete

7. Clearfly Communications SIP Trunking Configuration

Clearfly is responsible for the configuration of its SIP Trunking Service. The customer will need to
provide the IP address used to reach the Avaya IP Office at the enterprise site (i.e., the IP address of
the public interface on the Avaya SBCE). Clearfly will provide the customer the necessary
information to configure the Avaya IP Office and Avaya SBCE including:

e Access interface IP address of the Clearfly SIP Trunking Service.
e Transport and port for the Clearfly SIP connection to the Avaya SBCE at the enterprise.
e DID numbers to assign to users at the enterprise.
e Supported codecs and their preference order.
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8. Verification Steps
This section provides verification steps that may be performed to verify the solution configuration.

8.1. Avaya IP Office System Status
Use the Avaya IP Office System Status application to check the SIP Line channels state and alarms:

e Launch the application from Start = Programs = IP Office = System Status on the
Avaya IP Office Manager PC. Select the SIP Line under Trunks from the left pane. In the
Status tab in the right pane, verify the Current State is Idle for channels not taken by active
calls; the state should be Connected for the channels engaged in active calls with the PSTN.

Status Lrkadin Smie v Ao tre

Pegtration

SIP Trunk Summary

Linwe Service Shate I Service
Posr Dorsan Nane: 10.32.928.20
Line1s oD
Resctved Address: 10.32.128.20
Linexts
Line20 Lires Nureber: 17
' Nurber of Admiristered Chanels: 20
Nurber of Channels in Use: IS
Admicigtaned Congrasson; G My, GT29 A
Enable Faststat! off
Shence Suppression: oFf
Meda Strean Rre
Layer & Protocdl; we

S Trunk Chacew! Licanses:
S Tiunk Charned Licenses in Uise!
S Device Fosbures)

Ui ed
- G

HEFER (Incoming and Outgoing), LPDATE (Incoming and Outgong)

1| Corrected 00:04:12) 10,32,128,20 [6711 Mu| RTP Relay |, Extn 256, Torry 9511 | Incommng |

2|0 || Cormcted 00:03:54] 10,32,126.20 | G711 My ATP Relay | Esen 258, Jm $120E | Outgomng
3 7T 1 3oms.. | 1 |
q Ihe  Jdws..|
5 e 3dws..
3 e 3 dwys..,
7 e 3dws...
8 ide 3 days...
9 e 3 days...
10 Ide 3 days...
I e Ideys...
1’ e 3 days...
12 e Odas.,
14 tde  ddws
15 e :’Jﬁevs
1) ide  Jdaws..,
17 b Ddays..,
15 Whe  3days
19 W 3dms..,
T ke Jaws ..

e Select the Alarms tab and verify that no alarms are active on the SIP Line.

Alarms |Reqgistration

[ Stabus | Utiization Summary

Last Date OF Error

Occurrences

Alarms for Line: 17 SIP 10.32.128.20

Error Description
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8.2. Avaya IP Office Monitor

The Monitor application can be used to monitor and troubleshoot Avaya IP Office. Monitor can be
accessed from Start = Programs > IP Office = Monitor on the Avaya IP Office Manager PC.
The application allows monitored information to be customized. To customize, select Filters >
Trace Options... as shown below:

2 Avaya IP Office Syshonitor - [STOPPED] Monitoring 10.32.128.30 (Jersey City); Log Settings - C:Alsersh..Asysmonitorsettings.ini o ||EE

File Edit View [Filters] Status Help
B[El % Trace Options ..
T

Send To Syslog

The following screen shows the SIP tab of trace options. In this example, Standard Sip Events and
the Sip Rx and Sip Tx boxes are checked.

&l Settings
T1 | VPN i WAN i SCN i Jade i
ATM l Call ] DTE | EConf | FrameRelay | GOD l H.323 | Interface l
ISON | Key/Lamp | Diectory | Media | PPP | R2 | Routing | Sewvices SIP | System |
Events
v Sip IStandard vl [~ SIP Dect
Packets
[~ SIP Reg/Opt Rx [ SIP Misc Rz
[~ SIP Reg/Opt Tx [~ SIP Misc Tx
[~ SIPCall Rx [~ Cm Notify Rx
[~ SIPCall Tx [~ Crm Notify Tx
v SipRx IP Filter [nnn.nnn.nnih.nhn)
W Sip Tx |
Default All | ClearAll | TabCleardil| Tab et | oK Cancel
Save File l Load File ‘ Load Partial Filel Select File |
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8.3. Avaya SBCE Traces

The Avaya SBCE can take traces on specified interfaces. SIP signaling crossing both interfaces Al
and B1 can be captured for troubleshooting. In the Avaya SBCE web interface, navigate to Device
Specific Settings = Troubleshooting - Trace to invoke this facility. In the Packet Capture tab,
select or supply the relevant information (e.g., Al or B1 or any interfaces, IP/port, protocol, number
of packets to capture, capture file name, etc.), then press the Start Capture button to start the trace.
After the trace capture has been stopped, the captured trace file can then be downloaded from the
Captures tab for examination using a protocol sniffer application such as Wireshark.

Session Border Controller for Enterprise AVAYA
Dashboard Trace: vnj-shce2
Administration
o — Packet Capture HCaptures |
System Management
Giobal Parameters
Global Profiles Status Ready
M Interface B1 ~
Domain Policies
TLS Management Localdarese All v : 5060
< Device Specific Settings
Netw::k Managemznt ReHbieAddiEss 192.168.62.102:5060
Media Interface Protocol Al v

Signaling Interface

End Point Flows Maximum Number of Packets to Capture 10000

Session Flows i
: Sgrggt?hreens}i:giameex}snrq capture will overwrite it. A‘SBCETOmeCF'pcapl
DMZ Semvices
TURN/STUN Senice [ startCapture | [ Clear |
SNMP

Syslog Management

Advanced Options

4 Troubleshooting
Debugging

DoS Learning

9. Conclusion

The Clearfly Communications SIP Trunking Service passed compliance testing with Avaya IP
Office R9.1 and Avaya Session Border Controller for Enterprise R6.3. These Application Notes
describe the configuration necessary to connect Avaya IP Office R9.1 and Avaya SBCE R6.3 to
Clearfly as shown in Figure 1. Test results and observations are noted in Section 2.2.
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Product documentation for Avaya products may be found at http://support.avaya.com or
http://marketingtools.avaya.com/knowledgebase/ipoffice/general/rss2html.php? XMLFILE=manuals.

XMI&TEMPLATE=pdf feed template.html.

Product documentation for Clearfly SIP Trunking Service is available from Clearfly
Communications.
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