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Abstract

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) Trunk service for an enterprise solution consisting of Avaya Communication
Server 1000 Release 7.6 and Avaya Session Border Controller for Enterprise Release 6.3 to
support Claro SIP Trunking Services.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Claro SIP Trunking services provides PSTN access via SIP trunks between the enterprise and
Claro as an alternative to legacy analog or digital trunks. This approach generally results in
lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) Trunk service for an enterprise solution consisting of Avaya Communication
Server 1000 Release 7.6 and Avaya Session Border Controller for Enterprise Release 6.3 to
support Claro SIP Trunking Services.

During the interoperability testing, SIP trunk applicable feature test cases were executed to
ensure interoperability between Claro and the Avaya Communication Server 1000.

In the sample configuration, the Avaya enterprise solution consists of a Communication Server
1000 Rel. 7.6 (hereafter referred to as CS1000), Avaya Session Border Controller for Enterprise
Rel. 6.3 (hereafter referred to as the Avaya SBCE), and various Avaya endpoints. This
documented solution does not extend to configurations without the Avaya SBCE.

2. General Test Approach and Test Results

The CS1000 system was connected to the Avaya SBCE via SIP trunks. The Avaya SBCE was
connected to Claro’s network via SIP trunks. Various call types were made from the CS1000 to
Claro and vice versa to verify interoperability between the CS1000 and Claro.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute for full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The focus of this test was to verify that the Avaya Communication Server 1000 Release 7.6 and
the Avaya Session Border Controller for Enterprise Release 6.3 can interoperate with the Claro’s
network. The following interoperability areas were covered:

e Incoming calls from the PSTN were routed to DID numbers assigned by Claro. Incoming
PSTN calls were terminated to the following Avaya Endpoints: Avaya 1100 Series IP
Telephones (SIP), Avaya 1100 Series IP Telephones (UniStim), Avaya M3904 Digital
Telephones, Avaya 2050 IP Softphone, Analog Telephones and Fax machines.

Outgoing calls to the PSTN were routed via Claro’s network.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect during normal active call termination by the caller or the callee.

Proper disconnect by the network for calls that are not answered (with voice mail off).
Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper codec negotiation and two way speech-path. Testing was performed with codecs:
G.711MU, G.711A and G.729A, Claro’s preferred codec order.

e No matching codecs.
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Voice mail and DTMF tone support in both directions (RFC2833) (Leaving voice mail,
retrieving voice mail, etc.).

Call Pilot Voice Mail Server (Hosted in the CS1000).

Outbound Toll-Free calls, interacting with Interactive Voice Response systems (IVR).
Calling number and calling name blocking (Privacy).

Call Hold/Resume.

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call transfers.

Station Conference.

T.38 fax.

Long duration calls (one hour).

Early Media transmission.

Mobility: Mobil X and Personal Call Assistance (PCA).

Items not supported or not tested included the following:

Inbound toll-free calls, Outbound Toll-Free calls, 911 calls (emergency), “0” calls
(Operator), 0+10 digits calls (Operator Assisted), and 411 calls (Local Directory
Assistance) were not tested.

G.711 fax pass-through was not tested.

2.2. Test Results

Interoperability testing of Claro SIP Trunk Service with the CS1000 solution was completed
successfully with the following observations/limitations.

DTMF digits not recognized on calls to voice mail systems involving international
carriers: When calls were made from CS1000 phones to a voice mail system based in the
U.S., the digits entered to identify the voice mail subscriber were not recognized. The
issue is that with a particular carrier handling international calls, Claro negotiates a value
of 16000, as the clock rate in the Media Attribute of the SDP, and includes this value
(16000) in the Media Attribute of the SDP in the 183 message it sends to the CS1000.
With other carriers the value of 8000 is negotiated. With the value of 8000 there is no
issue (digits are recognized by the voice mail system). The same test was performed
using a voice mail system in the Dominican Republic local PSTN network (as opposed to
a voice mail system in the U.S.), with no issues found; the value of 8000, as the clock
rate, was always negotiated using the local PSTN voice mail system. Claro is
investigating this issue with the international carrier.

No ring back tone after execution of Blind Transfers to the PSTN: Ring back tone is
not heard (only silence) on PSTN phones after the execution of Blind Transfers to the
PSTN from CS1000 phones (PSTN_1->CS1000_IP_Phone - Blind Transfer
—>PSTN_2). Plug-in 501 has to be enabled in order for Blind Transfers to the PSTN to
function properly. If Plug-in 501 is not enabled, the CS1000 will prevent the execution of
Blind Transfers from one PSTN endpoint to another PSTN endpoint by disabling the
Trans key on the CS1000 phone doing the transfer. This is a known CS1000 limitation
when Plug-in 501 is enabled.
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e Blind Call Transfer to the PSTN using SIP phones do not complete until after the
transferee answers the call: When Blind Transfers to the PSTN are executed from
CS1000 SIP phones the transfer does not complete until after the end user (transferee)
answers the call. Scenario: A PSTN user calls an enterprise SIP extension (CS1000 SIP
phone), the call is answered. The enterprise user then proceeds to do a Blind Transfer to
another PSTN endpoint. Result: The expected behavior on the enterprise SIP phone is to
display “transfer completed” after answering “N0” to the question “Consultative
transfer with party?” which implies a Blind Transfer. Instead, the SIP phone continues
to display “transferring” until the transferee (PSTN user) answers the call. The work
around is to hang up the SIP phone. There is no user impact, the transfer completes
successfully. This issue is only seen with SIP phones. UniStim phones do not display this
behavior.

e No matching codec on outbound calls: If an unsupported audio codec is received by
Claro on the SIP Trunk (e.g., G.728), Claro will respond with “500 Server Internal Error”
instead of the more common “488 Not Acceptable Here” response, the user will hear re-
order. This issue does not have any user impact, it is listed here simply as an observation.

e SIP Header Optimization: SIP header rules were implemented in the Avaya SBCE to
streamline the SIP header and remove any unnecessary parts. These particular headers
and MIME have no real use in the service provider network.

2.3. Support

For support and information on Claro systems, please visit the corporate Web page at:
http://www.claro.com.do/wps/portal/do/sc/empresas

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with the Avaya components connected to Claro SIP Trunking Services through the
public Internet.

The Avaya components used to create the simulated customer site included:
e Avaya Communication Server 1000 (CS1000).

e Dell R210 V2 Server running Avaya Session Border Controller for Enterprise.
e Avaya 1100-Series IP Deskphones (UniStim).

e Avaya 1100-Series Deskphones (SIP).

Avaya 2050 IP Softphone.

Avaya M3904 Digital Deskphones.
Analog Deskphones.

Fax machines.

Desktop with administration interfaces.

Located at the edge of the enterprise is a VPN Firewall, followed by the Avaya SBCE. The
Avaya SBCE has two physical interfaces, interface B1 is used to connect to the public network,
interface Al is used to connect to the private network. Since a VPN connection was used with
this solution to connect Claro’s network to the enterprise networks, the Al interface was used for
access to the private enterprise network and to route calls to Claro’s network across the VPN
tunnel. In this solution, the B1 interface was not used.

When a VPN connection is not used, the B1 interface is normally used to route calls to the
service provider across the public Internet.

All SIP and RTP traffic entering or leaving the enterprise flows through the Avaya SBCE and
through the VPN Firewall. The Avaya SBCE provides network address translation at both the IP
and SIP layers. The transport protocol between the Avaya SBCE and Claro, through the VPN
tunnel, and across the public Internet, is SIP over UDP. The transport protocol between the
Avaya SBCE and the CS1000, across the enterprise private IP network, is also SIP over UDP.

For security reasons, any actual public IP addresses used in the configuration have been masked.
Similarly, any references to real routable DIDs and PSTN numbers have also been masked to
numbers that cannot be routed by the PSTN.

For inbound calls, the calls flowed from Claro to the Avaya SBCE through the VPN tunnel, then
to the CS1000. Once the call arrived at the CS1000, further incoming call treatment, such as
incoming digit translations and class of service restrictions were performed.

Outbound calls to the PSTN were first processed by the CS1000 for outbound treatment through
the Electronic Switched Network and class of service restrictions. Once the CS1000 selected the
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proper SIP trunk; the call was routed to the Avaya SBCE for egress to Claro’s network through
the VPN tunnel.

Service Provider

Core SBC Ry e M [Pl I

SIP Proxy: 172.31.20.16

-
== VPN Firewall

Gateway: 192.168.214.6

\_
T
a - —
Simulated Enterprise
Domain: avaya.lab.com
Avaya S el Juniper Enterprise Firewall B IPSac Tuonel
Session Border Controller
UL A Al S == /PN Firewall
A1[172.165.71 B1 Bl 1010157131 | 172.16.5200
172.16.5.199 (Nat Used)
172.16.20.60
Avaya -
Communication Server 1000 :"l
— Desktop PC Avaya 1100 Series
¥ IP Deskphones
(UNIStim) | [
\ ) - Avaya 2050 IP Softphone =t
o = - Avaya Unified Communications Management
> - Avaya Aura® Session Border Controller Avaya 1100 Series
Analog Avaya M3904 Administrator IP Deskphones

Deskphones Digital Deskphone (SIP)

8 /
Figure 1: Claro SIP Trunk Service with Avaya CS1000
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Avaya
Equipment Release/Version
Avaya Communication Server 1000 RELEASE 7
running Co-resident Call Server, Signaling ISSUEG65P +
Server and Media Gateway in a single CP-
MGS card. Call Server: DepList 1: core Issue:
01(created: 2015-03-19 12:06:06 (est))
Signaling Server: 7.65.16.00
(Service Pack 6)
Avaya Call Pilot 202i Call Pilot Manager Version: 05.00.41.156
Avaya Session Border Controller for
Enterprise running on a Dell R210 V2 6.3.1-22-4653
Server
Avaya Deskphones 1110: 0623C8Y (UniStim)
1120: 0624C8Y (UniStim)
1150: 0627C8Y (UniStim)
1165: 0626C8Y (UniStim)
1120E: 04.04.18.00 (SIP)
M3904: --
Avaya 2050 IP Softphone 4.04.0106
Lucent Analog Phone N/A
Fax Machines N/A
Claro
Equipment Release/Version
IMS Huawei CSCF-BCF VV100R010C0O0SPC100
SBC Huawei SessionEngine2600 VV200R009ENGC30SPC100
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Signaling Server Service Updates (SU) and Patches:

(CS1000 Linux Service Updates (SU) and patches included in Release 7.6 Service Pack 6):

€s1000-csmWeb-7.65.16.22-2.i386.000
¢s1000-Jboss-Quantum-7.65.16.23-3.i386.000
€s1000-dmWeb-7.65.16.23-1.i386.000
¢s1000-patchWeb-7.65.16.22-4.i386.000
¢s1000-cs1000WebService 6-0-7.65.16.21-00.i386.000
¢s1000-sps-7.65.16.23-1.i386.000
¢s1000-pd-7.65.16.21-00.i386.000
¢s1000-shared-carrdtct-7.65.16.21-01.i386.000
€s1000-shared-tpselect-7.65.16.21-01.i386.000
¢s1000-csoneksvrmgr-7.65.16.22-5.i386.000
¢s1000-dbcom-7.65.16.21-00.i1386.000
¢s1000-baseWeb-7.65.16.22-4.i386.000
¢s1000-linuxbase-7.65.16.23-3.1386.000
jdk-1.6.0_81-fcs.i586.000
¢s1000-emWeb_6-0-7.65.16.23-2.i386.000
¢s1000-cs-7.65.P.100-03.i386.000
bash-3.2-33.el5_11.4.i386.000
tzdata-2014g-1.e15.i386.000
¢s1000-bcc-7.65.16.23-4.i386.000
¢s1000-tps-7.65.16.23-7.i386.000
¢s1000-shared-omm-7.65.16.21-2.i386.000
¢s1000-vtrk-7.65.16.23-24.i386.000
€s1000-ftrpkg-7.65.16.22-2.i1386.000
¢s1000-snmp-7.65.16.21-00.i686.000
¢s1000-oam-logging-7.65.16.22-4.1386.000
¢s1000-csv-7.65.16.22-2.i1386.000
¢s1000-mscTone-7.65.16.22-2.i386.000
¢s1000-mscMusc-7.65.16.22-4.i386.000
¢s1000-mscConf-7.65.16.22-2.1386.000
¢s1000-emWebLocal 6-0-7.65.16.22-1.i386.000
€s1000-ipsec-7.65.16.22-1.i386.000
¢s1000-cppmUtil-7.65.16.22-1.i1686.000
¢s1000-mscAnnc-7.65.16.22-2.i386.000
¢s1000-mscAttn-7.65.16.22-2.i386.000
cs1000-gk-7.65.16.22-1.i386.000
¢s1000-shared-pbx-7.65.16.22-3.i1386.000
€s1000-shared-xmsg-7.65.16.22-1.i386.000
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Patches:

p33331_1
p33384_1
p31484 1
p33125_1
p33274_1

MGC Loadware:
DSP1ABO7.LW
DSP2AB07.LW
DSP3ABO7.LW
DSP4ABO0O7.LW
DSP5AB0O7.LW
udtcab25.lw
MGCCDCO05.LW

In addition to applying the latest Call Server patches, Signaling Server Service updates and
patches listed above, the following procedure should be followed to ensure proper operation of
Call Transfers from the CS1000 to the PSTN.

Enable Plug-In 501 as follows:

Login to the Unified Communications Management (UCM) and Element Manager as
described in Section 5.1.1, go to System => Software = Plug-ins, select plug-in 501 and click
the Enable button, the status will change to Enabled.

ENABLED PLUGINS:

PLUGIN STATUS PRS/CR_NUM MPLR_NUM DESCRIPTION

501 ENABLED Q02138637 MPLR30070 Enables Blind Transfer to a SIP
endpoint even if SIP UPDATE is not supported by the far end
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5. Configure Avaya Communication Server 1000

These Application Notes assume that the basic Avaya Communications Server 1000
configuration has already been administered. For further information on Avaya Communications
Server 1000, please consult references in Section 10.

The procedures shown below describe the configuration details used on the CS1000.

Note: Some of the default information in the screenshots that follow may have been cut out (not
included) for brevity.

5.1. Login to the CS1000 System

5.1.1. Login to Unified Communications Management (UCM) and Element
Manager

Open an instance of a web browser and connect to the UCM GUI at the following address:
http://<UCM IP address>. Log in using an appropriate Username and Password.

Usar D [Usee123

Passwend

305 stotaLieyn S Siogls Se0-0n Login |

SRN00S TaSsWOIg
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The Unified Communications Management screen is displayed. Click on the Element Name

of the CS1000 Element as highlighted in the red box shown below.

AVAYA Avaya Unified Communications Management ‘
=
= Natwork Host Name: 172 16.20.60  Software Version: 02 30 0083, 000¢885)  User Name admn
Elemerts
S Ohh e Elements 2y
PEec New elements ace regalered Imo the securlty famework, or may be added as simple hyperinas. Cick on element name 1o launch &s management senize. You
Paches an cptonally fiter e 35t by anlenng o search term
SNMD Drothes
Securs FTP Toker | Search | Resst
Software Deploymant
= Usar Servoes
Admnaratioe Users Add.. l J "Re
Bt Authentication (] Blemart Nune Bezam T s Bekase Aoyt Descroticn
o s“::m () [ s 51000 78 172482161 el
::“:H 1 calkavaya labsom (poman) Linux Base 78 172162081 f‘:‘;ﬁ;
Cerfoates y[0 172182182 Media Galeway Controder 7.6 172 962182 :‘e;‘m
Actve Sessons
— Tco
Loge
< > <
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The CS1000 Element Manager System Overview page is displayed as shown below.

AVAYA CS1000 Element Manager

* UCM Network Services Managng 172162181  Usemame acimes
- Home System Ovinview
- Lnks
- Virtusl Terminas System Overview
- System
* Algrmsy
Vainteranzo
+ Core Equipment
;?mequ’“m 1P Acdress 172 9621 61
+ interinces Type Avaya Communcation Server 10008 CPMG 128 Lieux
- Engnesred Vuss Version: 4421
:gom‘m : Release. 7659 «
- Customers
- Routes and Trunks
= Routes and Trunks
- D-Crancels
- Digtal Trunk interface
- Dintng and Numbering Plans
~ Elotronic Switched Network
- Firitie Code Restricton
~ Incoming Ot Trasalaton

+ Backup and Restore
= Diatw and Time
+ Logs and regens
- Becurity
+ Passaardy
+ Polcies
+ Legn Opyors
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5.1.2. Login to the Call Server Command Line Interface (CLI)

Using Putty, log in to the Signaling Server with the admin account. Run the command “cslogin”
and “logi” with the appropriate admin account and password, as shown below.

login as:

Avaya Inc. Linux Base 7.65
The =software and data stored on this system are the property of,
or licensed to, Avaya Inc. and are lawfully available only
to authorized users for approved purposes. Tnauthorized access
to any software or data on this system iz strictly prohibited and
punishable under appropriate laws. If you are not an authorized
uszer then do not try to login. This system may be monitored for
operational purposes at any time.

2172.16.20.60"s password:
La=st login: Fri Feb 27 13:19:36 2015 from 172.16.5.250
[ Bcelk ~]1% cslogin

SECOS4 A dewvice has connected to, or disconnected from, a pseudo tty without aut
hentica

ting

logi

USERID?

BAS57?

The software and data stored on this system are the property of,
or licensed to, Avaya Inc. and are lawfully available only to
authorized users for approved purposes. Unauthorized access to
any software or data on this system is strictly prohibited and
punishable under appropriate laws. If you are not an authorized
user then logout immediately. This system may be monitored for
operational purposes at any time.

TTY #15 LOGGED IN 14:14 277272015

-1
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5.2. Administer an IP Telephony Node
This section describes how to configure an IP Telephony Node on the CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume that the basic configuration has already been done and that a
Node has already been created. This section describes the steps for configuring a Node (Node ID
1006) in the CS1000 IP network to work with Claro.

Select System - IP Network - Nodes: Servers, Media Cards. The following is the display of
the IP Telephony Nodes page. Click on the Node ID of the CS1000 Element (i.e., 1006).

AVAYA CS1000 Element Manager
Managing: 17216 2061 Usersame: admin

mOCH PRtRGH Buryioed Sysiam » [P Natwork » (P Tabephony Nodes

- Home

+ Links IP Telephony Nodes
Systam ClK the Noge 1D 10 view of el RS properties
* Aarms
« Marienance
+ Core Equipment Imip Pt | Befresh
et port xs

| Noge o= Companerss  Enatied Applzations ELAN I NocolTLAN PN  NedeTLAN IPVE  Status
ol s - -~
Mainienance and Reports 005 SIP Line, LTPS, |P Media 172 15.20 60 o "
PO L Semices Gateway | SIPGw 7216.20.60 Syrebroned

= Nedis Galeways
Zooes Show. ~ Nodes | | Companent servers and cards [v] IPVE adoress
~ Host ana Roule Tadles
« Netwark Address Transiabon (1
008 Threshakis
- Parscnal Dawaciones
= Umicode Name Directoey
* Mvleraces
» Engnesied Vakes
» Emarpency Services
+ Softaure
- Customers
+ Routes and Trunks
+ Dialing anc Numbering Plans
« Phones
+ Tools
+ Security
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The Node Details screen is displayed below with the IP address of the CS1000 node. The Node
IPv4 Address is a virtual address which corresponds to the TLAN IP address of the Signaling
Server, SIP Signaling Gateway. The SIP Signaling Gateway uses this Node 1Pv4 Address to
communicate with other components for call processing.

AVAYA CS1000 Element Manager
———— |
Managing: 172.16.21.61 Username: admin
- UCM Network Sefvices Syatnm » IP Network » 19 Tglaghamy Nodes » Nods Details
+Links Node Detalls (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
- Systam
+ Ajarms
- Matenance o T
« Core Equipment Noge D {02939
n e Call server IF address 117,‘ i') J! (3] 1 TLAN acdiess hpe: @ |pys only
- IPv4 ana IPvE
E .z‘;:: e Embedced LAN [ELAN] Telaphany LAN (TLAN)
« Host ang Route Taties Galeway 1= address: (1721621254 |° [Nncc =vd addiess
~ Network Adoress Transianon (1 | i :

» oS Threshokds
- Parsonal Daectanes
« Unicode Name Directory

Suonot mask: [255 2552550 | Suonet mask |25

+ inlertaces
- Engineered Vakes
. ;f:rm Services IP Tetephony Node Propernies Applications (click 10 egit configuration)
SO * Voke Gatgady (VY ang Codecs e SIPLing
SNt o Qualty of Service (QR0S) o Temng Proxy Senver (TPS)
+ Routes and Trunis . AN o Qatewan (SIPGw)
+ Dialing and Numbering Plans o SNIE o Eorsanal Qieciooes (D)
« Phones . N 0 o Presence Pubisher
+ Tools MCRN Alemative Rossng Treaiment 14ALT) o B MedR Senees
‘5 ity o Cayses
* Raquired Valus Save | [ cancel
Associated Signaling Servers & Cards
[Seled toadd v Prinl | Betiesh
|1 Hesinamg = Tuoe Dealoyec Aapkcatons ELANIE TAMIEYS Role
SIP Une LTPS, Gateway
[77 caik Spnaing_Seorver (SIPH3IZ3), PD. Prosence 172162161 17216 2061 “eager
Putiisher. 12 Media Services
Show
Note Ovly serser(s) that are not part of any sther 1P inlephomy nade and daployed spplcation(s) thet match the servica|s) salecied for ths node are
wvadabie i the servers st
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5.2.2. Administer Terminal Proxy Server

Continue from Section 5.2.1. On the Node Details page, select the Terminal Proxy Server
(TPS) link as shown below.

AVAYA

- UCM Network Services
- Home
+Links

+ Aarms
- Mamtenance
« Core Equipment
- Penaheral Eo

- Media Galewarys
-~ Zooes
« Hest ang Roule Tables
~ Network Adoress Transianon (f
» DoS Threshokds
- Personal Darectanes
~ Unicode Name Directory
*inlertates
- Engineered Vakoes
+ Emergency Services
+ Saftaare
~ Customers
+ Routes and Trunis
+ Dialing and Numbering Plans
«Phones
+ Tools
+ Securnity

CS1000 Element Manager

Managing: 172.16.21.61 Username: admin
System » (P Network » P Talachony Nodes » Node Details

Node Detalls (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))

Node D

Call server IF address- 172162161 | TLAN acdress hpe: @ |pys only
I IPv4 ana IPvE

Embedced LAN (ELAN) Telephany LAN (TLAN)

Galeway IF address [172 1621254 Node 2vd addiess ‘172 16 2060 } b

Sunnet mask \5‘;:‘; :75% 7"56 -‘ ’

Saonot mask: |2

IP Tetephony Node Properties Applications (click 10 edit configuration)
» Moke Gateaay (VO ang Codecs s _SIP Ling -
B
* LAN LIRS 104 ST
e SNIE
-

o Persanal Queciores (PL)
e Presente Publsher

Numbering Zeoes
MCON Almative Rowsng Treaiment {I4ALT) o |[EMedia Seodees

o Coayses

* Raquirsd Valos

Associated Signaling Servers & Cards

[Sewd toadd |

£rinl | Befrgsh
SIP Une, LTPS, Gateway
[ cstk Spnaing_Server (SIP/H3Z3), PO, Prosence 172162161 17216 2061 Leager
Putdshar 12 Media Sarvices
;m' s i o

Note Ovdy server(s) that are not part of any sther IP tnlephomy node and degloyed spplcationis) thet match the servica(s) salecied fur ths node are
wvadabie i the servers st
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The UNIStim Line Terminal Proxy Server (LTPS) Configuration Details screen is displayed
as shown below. Check the Enable proxy service on this node check box and then click Save.

AVAYA CS1000 Element Manager

Managing: 172.96.2151 Usermnamo: admin
: :CH Network Services Systemn & [P Network » IP Tefephony Nodes » Node Detals » UNIStim Line Terminal Proxy Server (LTPS Configuration

« Links Node ID: 1006 - UNIStim Line Terminal Proxy Server (LTPS) Configuration Detalls

System
* Alms
- Mainlenance Fomwase § DTLS] Network Connct Sarver

e gﬁ"’ Equipmeeit [Usistim Line Terinal Proxy Server [ Enable peoxy service on this node |

Firmware

SIANESSN0S ang -
- Mecia Gateways 1P socress 00.00 |
- Zanes T2 Y
- Host and Rowte Tatkes Fun e pam dawnload firmwe;
« Network Address Transtaban (¢ A
- 008 Trwesholds Server Accountiiser 1D
- Personal Direclones
» Unicode Name Oueciory Passworg
+ Inlertaces
~ Enginsered Values oTLs
+ Emerganty Servioes — i
+ Softwase DTLS potcy O v
- Customers
+ Routes and Trunks
+ Dialing and Numbering Plans
+ Phones
+ Tools
> i Network Connect Server

Primary metsork connect server (TLAN) IP aooress (0000

. Note Chimgas made on this page will NOT be 7
i ypssrhdzass Farsmiliod entk the Noda & 2o saved | Save || Cancel
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5.2.3. Administer Quality of Service (QoS)

Continue from Section 5.2.2. On the Node Details page, select the Quality of Service (QoS)
link as shown below.

AVAYA

- UCM Network Services
- Home
+Links

+ Aarms
- Mamtenance
« Core Equipment
- Penaheral Eo

- Media Galewarys
-~ Zooes
« Hest ang Roule Tables
~ Network Adoress Transianon (f
» DoS Threshokds
- Personal Darectanes
~ Unicode Name Directory
*inlertates
- Engineered Vakoes
+ Emergency Services
+ Saftaare
~ Customers
+ Routes and Trunis
+ Dialing and Numbering Plans
«Phones
+ Tools
+ Securnity

CS1000 Element Manager

Managing: 172.16.21.61 Username: admin
System » (P Network » P Talachony Nodes » Node Details

Node Detalls (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))

Noge ¥
Call server IF address- 172162161 | TLAN acdress hpe: @ |pys only
I IPv4 ana IPvE

Telephany LAN (TLAN)
Node vd addiess ‘172 16 20 60 } g

Embedded LAN [ELAN]
Galeway IF address [172 1621254

Sunnet mask \55.‘. 255 7"56 -‘ “

Saonot mask: |2

Applications (click 10 edit configuration)

e SIP Une
o Termng Proxy Seavar (TPS)
o Gatewan (SIPGw)
o Persanal Quecicoes (PL)
Numbenng Zenes e Presonce Pubksh
MCRN Alemative Rosang Treatment I4ALT) o |EMedia Senuies
o Cayses
s =] [
Associated Signaling Servers & Cards
[Semctwadd v| Prinl | Refresh
SIP Une, LTPS, Gateway
[ cstk Spnaing_Server (SIP/H3Z3), PO, Prosence 172162161 17216 2061 Leager
Putdshar 12 Media Sarvices
;m' . i o

Note Ovdy server(s) that are not part of any sther IP tnlephomy node and degloyed spplcationis) thet match the servica(s) salecied fur ths node are
wvadabie i the servers st
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The Quality of Service (QoS) screen shown below will be displayed. Accept the default
Diffserv values. Click the Save button.

AVAYA CS1000 Element Manager
Managing: 172.16.21.61 Username: admin
X :::.“'“"’" Saryioes Sysiom » IP Netwok s D Talaghar; Nodes » Node Datals s Qualkty of Servics (B6S)
+ Links Node ID: 1006 - Quality of Service (QoS)
- Systam
* Narms
« Mamienance Diffssry Codepoint (DSCP)

Enable Avaya automatic QoS [

Control packats 40

: Voice packets 46 963
= Medis Galeways

« Zone=s WL — RO SUPOO
~ Host and Route Tables AN taggag il .
« Network Address Transiabon (1 602 1Q ves valoe (802.1P)
-~ 008 Theeshokis
- Parsonal Dwacanies
= Umicode Name Directory
+intertaces
~ Enginsered Vakees
+ Emergancy Services
+ Software
- Customers
+ Routes and Trunks
+ Dialing ana Numbering Plans
« Phones
+ Tools
+ Security

. Note Changes made on ths page wil NOT be
faguied Velve transmtiod unti the Node Is also saved L (:'imﬁ'
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5.3. Administer Voice Codec
This section describes how to configure Voice Codecs on the CS1000.

5.3.1. Enable Voice Codec, Node IP Telephony

Select System=> IP Network - Nodes: Servers, Media Cards from the left pane, and in the
IP Telephony Nodes screen displayed, select the Node ID of the CS1000 system (not shown).
The Node Details screen is displayed. On the Node Details page shown below, click on Voice
Gateway (VGW) and Codecs.

AVAYA CS1000 Element Manager
Managing: 172.16.21.61 Username: admin
- UCM Network Services System » [P Network » 1P Talachony Nodas » Node Details
- Home
+Links Node Detalls (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
- Systam
+ Ajarms
- Mawtenance o il
« Core Equipment Noge D 0-3933
. = Call server IF adress 17, 162161 TLAN acdress hpe: @ 1Py Only
- IPv4 ang IPvE
i D]l;:: Gulc\ﬂrvs Embedced LAN (ELAN] Telephany LAN (TLAN)
~ Hest ang Route Tabies Galeway IF address: [172 1621254 Node 2vd addiess: 172 16 2060
~ Network Adoress Transiabon (1 d
:zi;:fl:“ﬁ.;"“ Syonot mask "5 2552550 | Sunnet mask | 255 Z‘“.“-‘ a
~ Unicode Name Directory
+ inlertaces
« Enpinecred Valkes
* ;;:m Services IP Tetephony Node Properties Applications (click 10 edit configuration)
. "ae
o Voke Sateady VOV 5!'0 Codocs e SiP Lne
S CMStEarS I SR T o Temng Provy Server (TP3)
+ Routes and Trunks o AN o Qatovany (SIPGw)
+ Dialing and Numbering Plans e SNIF o Persanal Dueciooes (PH)
« Phones o Numbenng A o Presonce Pubksher
+ Tools MCRN Alsmative Rosang Treatment J4ALT) o |EMedia Sendes
+ Sacurity o Cayses
* Raquired Valos Save ”Canu:‘l_
Associated Signaling Servers & Cards
[Selacttoadd v pant | Rafresh
L1 Hesinamg » v Deakyed Aapkcabons ELANIE TAANIPYS Rote
SIP Une LTPS, Gateway
[77 ¢tk Snaing_Servar (SIP/H3Z3), PD. Prosence W26 2161 17216 2061 eager
Putidsnar 12 Meaia Services
Show
Note Ovly serser(s) that are not part of any sther 1P inlephomy nade and daployed spplcation(s) thet match the servica(s) salecied for ths node are
wealabie i the servis Bt
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The Voice Gateway (VGW) and Codecs screen is displayed as shown below. Claro supports
codecs G.711MU, G.711A and G.729A with Voice Activity Detection (VAD) disabled.

The values for the G711 Voice Codec are shown below; ensure that VVoice Activity Detection
(VAD) is unchecked.

AVAYA CS1000 Element Manager

Managing: 172.16.21.61 Username: admin

= UCH Network Sefvices Systum » IP Network » 1P Talaohary Nodes » Node Datals v VO sd Codecs

- Home
+ Links Node ID: 1006 - Voice Gateway (VGW) and Codecs
~ Systom
« Al
i Gensral | Voxe Codecs | Ex
Voles Codecn

+ Core Equipment

-;-\p;—v’:aneval'ﬁqumm Cooec G711 v, Enabled (reguared) ey
- i (= Voke pavicad size |20 V| (misecoads par rame
« Maintenance and Reports —
- Mecia Galeways Voice playout (Jmer bufter) delay 40 v (B0 Vv
« Zones . Nominal  Maxemum
< 1
- gmgz?:; :L,:?gm r Maamum ooy may b automascally acqusted Dased on nomnal
- 00S Theeshoids settings
~ Parsenal Dwacones | Voke Activity Desacton (VAD)
= Unicode Name Directory - =
+ Inertaces Codec G722 Enabled
- Engneerea Vai
.E:szn-y geﬂu,?“ Voxe payloed size W (miSseconds per frams)
L ROa—e Volce playaut (itter butfer) delay v v (mfl
- Customers .
+ Routes and Trunks Nominal  Maxemam
+ Dialing and Numbering Plans Maximum delyy may be automascally adqusiec based an nomenal
+ Phones sellings
+ Tools Codac G729 |V Enatiled
¥ o Voike payioad size. | 20 V| (millseccads per frame|
v

Voice playout (Jitter bufter) dejay (40 W| [ B0 V| imillsecons
Note. Changes made on this page wil NOT be

" qeited ko transmtted wotd the Nods is ko saved

(=] [
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The values for the G729 Voice Codec are shown below, ensure that Codec G729 Enabled is
checked and Voice Activity Detection (VAD) is unchecked.

AVAYA

- UCM Network Services
- Home
+Links
- Systam
» Ajarms
< Martenance
+ Cors Equipment
- Peripheral Eque

= Media Galeways
« Zones
~ Host and Route Tables
~ Network Adcress Transiabon (f
= 00S Threshokds
=~ Personal Derectanes
« Unicode Name Directory
* imlentaces
« Enginecred Valkes
+ Emerpenty Services
+ Softaars
- Customers
+ Routes and Trunks
+ Dialing and Numbering Plans
«Phones
+ Tools
+ Securnity

CS1000 Element Manager

Managing: 172.16.21.61 Username: admin

System » [P Network » P Talachony Nodex » Node Datalx v VOW snd Codecs

Node ID: 1006 - Voice Gateway (VGW) and Codecs

Geooml | Vake Codecs | Eax

Fax

* Required Value

Codec G729 [v1 Enabled

Nominal  Maxemum

settings

Voke pmyioad size | 20 V| (milsecends par frami)

Voice plavout (iner oufter) delay. (40 w| (B0 ] (ma
Maxmum Getey iy De SUloMascally aqusiec based an nomnal

] Vare Activty Desection (VAD)

Cooec G7231 [ ] Enabled

Voke paytoad size 30 imikaconds per tame)
Voice playout (itter buffer) detay - W (inFisacands

Nominal  Maomum

Madmum oeiay may De aulomatically agusted Dazed on nomenal

selings
Coding rate V| (ktpy

Codec name 7.38 FAX

Maxemum rate [ HA[IJ vl e
Note Changes made on this page wil NOT be
travsmitiod unti the Node is also saved.

| Cancet |
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For Fax over IP, T.38 was used as default. During the testing, T.38 fax transport was tested
successfully, G.711MU fax pass-through was not tested.

For CS1000 FAX over IP Support recommendation refer to Section 5.7.1 for analog station
provisioning and the Avaya Product Support Notice (PSN) referred to in Section 10 [7],
including the “Analog Station provisioning for T.38 section” and “Minimum Vintage
Loadware Recommendation” for MGC.

The following screenshot shows the General settings. Modem/Fax pass-through is selected for
Node 1006; this enables the G.711MU codec to be used for fax calls between the CS1000 and
Claro. The V.21 Fax tone detection is also selected to enable T.38 fax capability on the SIP
Trunk. Click the Save button.

AVAYA CS1000 Element Manager
Managing: 172.1621.61 Username: admin
= :2" Notwork Services Syslam » [P Kotwaed » IP Teloghony Nodss » Nods Detads s VGW and Codcs
S Ehke Node 1D: 1006 - Volce Gateway (VGW) and Codecs
- System
+ Algms
- MAVENance Genarl | Yoxe Cogecs | £ax
+ Corg Equipsment Genaral
- Peripheral Equipment TRETRITS : = > 3 A
5 Netwock Ecno cancedation [ Use canceder. with tall sy 128 v
- Modes. Seryers Media Cards v Dynaenic atteroation
Mamienance and Reports
- Meadia Gaenays Veice activity detecson threshokd |-17
Zones
« Host and Route Tabkes Idie noise evel 85
« Nelwork Address Transiaton (1

Threshonss Signafing cptions: [v] DTMF tone detection
| Divectones
ame Direclory

Low latency mode

| Romowe DTMF delay (squeich DTMF from TOM to 19)

* Emergency Servikes | Mogems¥ax pass-inrouph

+ Sofware

|V 21 Fax tome getaction

Customers

+ Routes and Trunks R facior caculation
« Dialing and Numbering Plans Voics Codecs
« Phones 4 £
. Tools Codec G711 o Enabled [reguired
+ Security VoKe pnyioac sze. 20 v
- —~r= v
VOXE playout (e bumer) delay -5 v |80 W
" Requlted Vlos ot vt g Kot b e Sored Cances
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T.38 with payload size 30ms was chosen for fax. Clicking on the Save button.

AVAYA CS1000 Element Manager

- UCM Network Sefvices R—— g;,::f I’QN‘.L’:,'.*"'I".K’« :glmﬁ-li“mn‘ Nodsa » Nods Datals » VG wed Codecs

v Node ID: 1006 - Voice Gateway (VGW) and Codecs

- Systom
et Genesal | Noice Cadecs | Eax
;gg;'f;':'g“"' o Coder G7231 [ ] Enabled x
= 1P Network Vo payioad size. 30 (mibhoaconds per Yame)

- Noges' Servers Medid Ca0s P » g :
. Maintenance and R 1 Voo plavout (itter buffer) aeiay v Vo il canids)

- Media Galeways Nomnal  Maxenum

- 2o0es Mamum oy may b2 aulomaticaly acjusied based on nominal
~ Host ane Route Tables seftings

« Netwaork Address Transiation (*

- Q08 Threshons Coding rate 34 Whpa

= Personal Directones

- Unicode Name Directory Fax

* mertaces Codec name T 38 FAX
- Engresiea Vaiues

+ Emergency Senices Maximum rate. | 14400 V| jles
+ Software e ’

- Customers Fax TCF method |
+ Routes and Trunks '
+ Dialing and Numbering Ftans
+ Phones

+ Tools

+ Security

= Note: Changes made cn tes page wit NOT be E
iy Wransmited wetd the Kode is also saved ( Camcet |
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5.3.2. Synchronize the New Configuration

Continue from Section 5.3.1. Clicking on the Save button shown above will return to the Node
Details page shown below, click on the Save button shown below.

AVAYA CS1000 Element Manager
Managing: 172.16.21.61 Username: admin
~UCM Network Services Systam » [P Networh » 1P Tulaghony Nodes » Nods Detaits
o« Links Node Detalls (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
- Systam
* Narms
- Mamtenance o F
+ Cure Equipment Node ©0 =
- Peripheral Equpment e
Call server = address. |172.16.2161 | TLAN acdiess ype. @) |pys only
~YISTATRNS < IPv4 ang IPve
peaes’ Rliewry Embedded LAN [ELAN) Telephany LAN (TLAN)
- Host and Route Tables Galewsy 1 sadress. [172 1621254 | Node Ev4 sadress. [172 16 20 60
- Network Address Transiabon (1 L— — e
O Subnet mask [266 255 2550 |- Sutnet mask (255 256 2550 | *
- Umicode Name Directory
* infertaces
~ Enginseted Vakes
s ES::'MY Services IP Telephony Node Properties Applications (click 10 edit configuraton)
. aare -
o Voie Gateaay (VG decs o SiELnc
- Customers o Qualty of Service (QaS) o Tomna Proxy Secver (TP3)
+ Rowtes and Trunks * LAN o Gateway (SIFGw)
+ Dialing anc Numbering Plans e SNIP . D
« Phones o Numbenng Zones e Erssence Pubksher
+ Tools MCON Arsnative Aootng Treiinent (IAALT) o (2 hhadiy Saryies
+ Security o Cannes
* Raquied Valos :'cmce: |
Associated Signaling Servers & Cards
Eo)'ed’ao add vri | Prnt | Befiesh
SIF Une LTFS, Gateway
[ estk Signalng_ Server (SIPIHAZ3) PO, Presence 12462161 172962061 Leader
Fubitsher P Media Servces
Note: Daly ssevars) that are not pait of any ether IF takephooy node and deployed spplcationis) that malch 1he senvica(s] selected lor this node are
wvalabie in the servers ot
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The Node Saved screen is displayed. Click on Transfer Now...

AVAYA CS1000 Element Manager
Managing: 172162161 Usersame: admin
~UCM Network Sefvices System » P Natwoek » B Talaphony Nodas » Node Saved
+ Links Node Saved
- System
* Aarms
< Martenance Node D 1005 has been saved on the cal server
+ Core Equipment

The new configuration must 8iso be transiemed 10 Sssocided sarvers and medsa coaras

= Media Galeways
« Zooes
~ Host and Route Tables Shuw Nodes | You may initiate @ transter manually 3t a 13%r ome
- Address T 4 J
~ 008 Threshoids
- Parscnal Dwaciones
= Unicode Name Directory
* intertaces
~ Enginssied Vales
+ Emargenty Services
+ Softaare
- Customers
+ Routes and Trunks
+ Dialing anc Numbering Plans
« Phones
+ Tools
+ Security

I[ Transtes Now JIvos wit be given an option % sect Inghvicual servers, of yansfer 1o all

J

The Synchronize Configuration Files screen is displayed. Check the Signaling Server check
box (cs1k), and click on the Start Sync button.

AVAYA CS1000 Element Manager
Managing: 172.96.21561 Usernama: admin
= UGHM Network Servioes Systom « IP Network « 1P Telephany Nedes » Synchronize Configuration Flles
o Links Synchronize Configuration Flles (Node 1D <1006>)
N .
:‘;‘:‘m"": [Note: Setect components 10 SyNCIoAe Mex configuraton fis wil call sever dala This Process anssers seiver INI Mes 10 selecied
« Core Equi romponants. and requires a restann’ of applcations on affected serves(s) when complete
- Perip Equipment
: Nmmqw Cmcu\ Restart Applicabons | Print | Rafresh
- Noges Sanvers Meda Caos o] ’ : P o S
- Meoa Gateways SiP Line, LTPS
“ Gateway (SIFH323)
- Host and Route Tables sk Signaing_Server PD. Presence Sync requrad
« Networx Address Transiation Pubishes, IP Modia
- GoS Threshclds Services
- Persenal Dkeciones * Applicaton restan s onfy requised for intial systom confguration o I changas have bean mada 1o general LAN configurations, SNTP semings, S5 and
« Unicode Name Dueciony M12) Gatowsy sattings netwock connectivity related parsmelers e ports and 1P address, smabing or dsabiing services. or adding or removing application
+ Interfaces sanvers
- Engineered Values
+ Emergency Seivices
+ Software
- Customers
+ Routes and Trunks
+ Dialing 2nd Numbering Pians
+ Phones
+ Tools
+ Secunty
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When the synchronization completes, check the Signaling Server (cs1k) check box again and
click on the Restart Applications button, wait a couple of minutes for the Application restart to
complete. Note that Application Restart is service affecting, it should be done off hours.

« Core Equipment
- Penpheral Equipment

I- 1P Network |
= Mainienanis ang Repens

* Measa Gateways
- Zones
- Hos! and Rouse Tabkes
- Network Acdress Transiation (*
- QoS Trweshiolds
= Personal Dieciones
- Unicoge Name Dieciory
+ Inferfaces
- Engineered Valves
+ Emargency Servies
* Software
- Customers
+ Routes and Trunks
+ Dialing and Numbering Plans
+ Phones
+ Tools

AVAYA CS1000 Element Manager
Managing: 172.16.21.61 Username: admin
~UCHM Netwark Sarvices System » IP Network » 1P Talaghony Nodes » Synchronize Configuration Files
~ Home
+Links Synchronize Configuration Files (Node ID <1006>)
=~ System
v m:nance Nowe: Select Componens 10 Synchronize thelr condgueation fkes wiin cak server 0ata TIVS Process ransfers server INI Bes 10 setecied

pomponents, and requires a testart® of appications on affected server(s) when compiete

[SwiSync_]| Cancel | Restan Agpacations || Pint | Bafresh

SIP Line LTPS
Gateway (SIP1H323)
sk Signaiing_Secver PO, Presence Synchrongec
Pubiisher, i smedia
Services
* Agphcation resten & enly lequied for intial sywiem configuration ar if changes have been mads 10 gerwral LAN configurations. SNTP setings, 5P e

HI23 Gatoway 3aTINgs nedwark ConNGcivily redated paramatens Be ports and ™ addréas. anabiing o dsabling sanvices o adding or removing appication
R

+ Secunty
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5.3.3. Enable Voice Codec on Media Gateways

From the left menu of the Element Manager page, select the System-> IP Network - Media
Gateways menu item. The Media Gateways page will appear (not shown). Click on the IPMG
(not shown) and the IPMG Property Configuration page is displayed (not shown), click next
(not shown), scroll down to the Codec G711 and uncheck VAD for codec G711. Check Codec

G729A and uncheck VAD for codec G729A, as shown below. Scroll down to the bottom of the
page and click Save (not shown).

AVAYA CS1000 Element Manager

< UCM Network Services
- Home
« Links
- System
+ Alarms
- Maintenance
» Core Equipment

- Peripheral Equipment

- 1P Network
- Nodes, Servers, Media Cards
- DLE

04 Reports

=~ Zone
- Host and Route Tables
= Network Address Transiabon (!
- QoS Thresholds
- Personal Directones
- Unicode Name Dweciory
+ Interfaces

Remove DTMF delay (squeich DTMF from TOM to
IP) =

Enable modem/fax pass through mode

<

Enable V.21 FAX tone detection
Fax TCF method [2 V|

FAX maximum rate [ 14400 V| (s

FAX playout nominal delay 100
FAX no activity timeout | 20

FAX packet size | 30 v

[-Codec G711 Seloct |
Codec name G711

Voice payload size

20 V| (msirame

{ G« 300 miseconds )

( 10 - 32000 milisecongs )

- Enginsered Values ,
+ Emergency Sefvices Voice playout (jitter buffer) nominal delay 40 V|
+ Software Moadifications Mmay Canss changes 1o dopendent settngs
- Customers T
CROUeS Rt THinks Voice playout (jitter buffer) maximum delay tO v
* Dﬂllﬂg and Numo«mg Plans Modifications may cause changes (o depandent sellings
+ Phones
+ Tools
+ Security | -codec G729a setect |
Codec name G729A
Voice payload size | 20 V| | maframe
Voice playout (jitter buffer) nominal delay |40 V|
Modifications may cause changes 10 dependent sellings
Voice playout (jitter butfer) maximum delay | 50 v
Modifications may cause changes 10 depencent sethngs
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For Fax over IP, T.38 was used as default. During the testing, T.38 fax transport was tested
successfully, G.711MU fax pass-through was not tested.

Under VGW and IP phone codec profile ensure that Enable V.21 FAX tone detection and
Enable modem fax pass through mode are checked. T.38 with payload size 30ms was chosen.

Click on the Save button.

AVAYA

« UCM Network Services
- Home
« Links
- System
+ Alarms
- Maintenance
« Core Equipment
= Perpheal Equipment

- Nodes: Servers, Media Cargs

= Mainlenance and Reports
- Zones

- Host and Route Tables
- Network Adaress Translation (!
- QoS Threshoids
- Personal Direcionies
- Unicode Name D¥ectory
« Inertaces
«~ Engineered Values
» Emergency Services
« Software
- Customers
+ Routes and Trunks
« Dialing and Numbering Plans
« Phones

CS1000 Element Manager

+Media Gateway (MGS)
« DSP Daughterboard
- VGW and P phone codec profile
Enable echo canceller [v/
Echo canceiler tall delay | 128 V| miiseconds )
Enable dynamic attenuation (v

Voice activity detection threshold | | 0-408M

Kdle noise jevel () (0-106M
R factor calculation |
DTMF tone detection |v
Enable low latency mode |

Remove DTMF delay (squeich DTMF from TDM to [
IP) ==

Enable modem/Max pass through mode v

Enable V.21 FAX tone detection [V
Fax TCF method [2 v|

« Tools FAX maximum rate | 14400 V| (pge
o/ FAX playout nominal delay ,»10() o {0~ 200 mdkeeconds )
FAX no activity timeout | 20 (10 - 32000 miBzac0nsS )
[?x packet size | 90 v']
+Cosec GT11 Select ¥
+Codec GT29A Select V|
+Codec G723 Select |
~-Codec T3S FAX Select
Codec name T8 FAX
+«Qos
+Media Based CLID
« Cali Server LAN
[save| [Cancei| | VOWChannets
* Mandatory fields of current configuration
< >
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5.4. Administer Zones and Bandwidth

This section describes the steps to create bandwidth zones to be used by IP sets and SIP Trunks:
zone 5 is used by IP sets and zone 4 is used by SIP Trunks.

5.4.1. Create a zone for IP phones (zone 5)

The following figures show how to configure a zone for IP sets for bandwidth management
purposes. The bandwidth strategy can be adjusted to preference. Select System-> IP Network
-> Zones from the left pane, click on the Bandwidth Zones as shown below.

- Perpheral Equipment
I Rt

- Nodes. Servers, Media Cards
- Mamtenance and Reports
- Media Gateways
- Host and Route Tables
- Network Address Transiation (!
- Q0S Thresholas
- Personal Directores
- Unicode Name Directory
+ Interfaces
- Engneered Values
+ Emergency Services
+ Software
- Customers
+ Routes and Trunks
+ Dialing and Numbering Plans
+« Phones

AVAYA CS1000 Element Manager

- UCM Network Services Managing 172.16.21.61 Usamame. admin

- Home System » IP Network » Zones

+ Links

- System Zones
+ Alarms Zones are used 1o group related information for efther bandwidth or dial plan numbering purposes
- Malintenance - 5
+ Core Equipment Bandwidth Zones

Bandwidih zones are used for altemate routing of calls between IP slations and also for bandwidth management

Numbering Zones
Numbernng zones are used to route cafls through a centralized cail server

+ Tools

+ Seourity
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Click Add (not shown), select the values shown below and click on the Submit button.

(BQ).

ZBRN: Select MO (MO is used for IP phones).

The values for Zone 5 are shown below.

INTRA_STGY: Bandwidth configuration for local calls, select Best Quality (BQ).
INTER_STGY: Bandwidth configuration for the calls over trunk, select Best Quality

AVAYA

- UCM Network Services
- Home
+Links
- Systam
+ Alarms
- Mamenance
+ Core Equipment
~Penah qupment

= Nodes. Servers, Meaa Cards
- Maintenance and Reports
- aleways
« Hesl ang Route Tables
~ Network Address Transiaton (!
« QoS Thweshokis
= Personal Cosclanes
~ Unicode Name Directory
+ Infertaces
- Engunecred Vakes
+ Emergency Services
+ Software
Customers
+ Routes and Trunks
+ Dialing and Numbering Plans
« Phones
+ Teols
+ Sacurity

Managing

CS1000 Element Manager

172162151 Usamams admin

System » IP Network » Zones » Bandeddss Zoons » Bandwidth Zones 5 » T

1 Zong » Zane Basrc Property and Bandwidth Mamagessnt

-

Zone Basic Property and Bandwidth Management

input Descnpbon Input Value

Zone Numbar (ZONE):

Submit

Intrazone Bandwidth (INTRA_BW): [1000000 |

Intrazone Strategy (INTRA_STGY); [ est Quaily (B0)
interzane Bandwiath (INTER_BW): | 1000000 | g
Interzone Strategy (INTER STGY): | Best Cuanty (BQ)
[Snared {SHARED) V]

Zone Intent (ZBRN): [

Resource Type (RES_TYPE):

Descnption (ZDES): |
Location Name (ZNAME). [
Reserved BW Block Size (RESERVED_BW_S2E): |

118000
0 - 20080000 )
v
0020300 )
v
MO (MO) W

IPPHONES G711

[=

| 200

080599 )

| Rofresh Canced
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5.4.2. Create a zone for virtual SIP trunks (zone 4)

Follow Section 5.4.1 to create a zone for the Virtual SIP Trunks. The difference is in the Zone
Intent (ZBRN) field; for ZBRN select VTRK for virtual trunk, and then select Best Quality
(BQ) for both INTRA_STGY and INTER_STGY, as shown below. Click on the Submit
button. For Claro, Zone 4 was created for the Virtual SIP Trunks.

AVAYA CS1000 Element Manager
UCM Network Services Mansging 172162161 Usemame admin
- Home System » IP Neteork » Zonos » laodwidth Zones » Bandwidt Zones 4 » Egit Bangwidth Zong » Zone Basic Property and Bandwiath Managemant
+ Links - -
- System Zone Basic Property and Bandwidth Management
* Alms
- Mainenance
+ Core Equipment | npwDesenpon | inputvawe |
= Perioh quipmant —_— - |
Zone Number (ZONE): * (1-P000)
- Nodes Sarvers. Media Cams
- Maintenance ano Repons intrazome Banawidth (INTRA_BW): | 1000000 (D 10000020 )
- Ieqia Gateways
ys Intrazone Strategy (INTRA_STGY): | Best Quairy (B3] v
_ "-'f‘:";’;;;{;: ??:"n:lamm' Interzone Bandwicth (INTER_BW): | 1000000 {0+ 10000060 )

=Q0c Theeahoke Interzone Strategy (INTER_STGY): | Best Qualty (50) v/
- Personal Direclones i

Unicode Name Deeclory Rescurce Type (RES_TYPE) | Shared (SHARED) Vv
+ Inlertaces - v
Engineerad Values Zone intent (ZBRN): VIRK (VTIRK) v
+ Emergency Services e e
.sgn.-c':p ! Description (ZDES): | VIRKZONE G711 FIRST
Customers

+ Routes and Trunks

+ DIaling and Numbering Plans
+ Phones

+ Tools

+ Secunty

| Subm Refresh Cancel

Note: Claro supports codec order G.711MU, G.711A and G.729A, with G.711MU being the
preferred codec.
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5.5. Administer SIP Trunk Gateway
This section describes the steps for establishing a SIP IP connection between the SIP Signaling
Gateway (SSG) and the Avaya SBCE.

Select Customers in the left pane. The Customers screen is displayed. Click on the link
associated with the appropriate customer, in this case 00. The system can support more than one
customer with different network settings and options.

AVAYA CS1000 Element Manager

- UCM Network Services . Managing: 172.16.21.61 WUsername: admin
—Home Customers

+Links

+ System Customers

+ Routes and Trunks

+ Dialing and Numbering Plans | Add. |

+ Phones -

+ Tools Customer Number + Total Routes

+ Security 11‘_, 3
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The Customer Details page will appear. Select the Feature Packages option from this page.

AVAYA CS1000 Element Manager
- UCM Network Services . Managing: 172.16.21.61 Username: admin
- Home Customers » Customer 00 » Customer Details
+ Links -
+ System Customer Details
+ Routes and Trunks
+ Dialing and Numbering Plans Basic Configuration
+ Phones Application Module Link
+ Tools Attendant
+ Security
Call Detall Recording
Call Party Name Display
Call Redirection
Centralized Attendant Service
Controlled Class of Service
Features
[ Feature Packages |
Flexible Feature Codes
Intercept Treatments
ISON and ESN Netwaorking
Listed Directory Numbers
Media Services Properties
Mobile Service Directory Numbers
Multi-Party Operations
Night Service
Recorded Overflow Announcement
SIP Line Service
Timers
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The screen is updated with a list of Feature Packages populated. Select Integrated Services
Digital Network to edit its parameters (not shown). The screen is updated with parameters
populated below Integrated Services Digital Network. Check the Integrated Services Digital
Network (ISDN) check box, and retain the default values for all remaining fields as shown
below. Scroll down to the bottom of the screen, and click on Save (not shown).

AVAYA

CS1000 Element Manager

- UCM Netweres Services
Home

*Linka

« System

- 9!)&’.'9!)'

+ Roulss ana Trunks

+ Dialing 3nd NumBenng Plans

« Phomes

+ Tools

« Sscunty

+ Enhancesa Night Secvice
ntegrated Services Digtal Network

« Dtal Access Frefic on CLID tabée entry option

l niegrated Services Digtan Netwond

Frivane oetwork idemtes
Node ON

My

00N tusiness group |0

SusSNess SUD Proup consust-onty |

Fretx 2

HOME NMIMDE( Pan ATAd CO%0
Prety Bor cermesl oMce

O Moy code

Cathng numbes type

Redawchion count for ESON caity

1D Infera bon R INCOMTg UMDty oty

PUbIc Service Selepmarne netaorks

Package: 133
Package: 145
1
i
1 1638
1 e
0 - e25
) - 56
T - 0K

NOm

O featre Sspayys ihe sets Pime ON WV

v

MU B dore v
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5.5.1. Administer the SIP Trunk Gateway to the Avaya SBCE

Select System-> IP Network - Nodes: Servers, Media Cards from the left pane, and in the
IP Telephony Nodes screen displayed, select the Node ID of the CS1000 system (not shown).
The Node Details screen is displayed as shown in Section 5.2.1.

On the Node Details screen, select Gateway (SIPGw) (not shown).

Under the General tab of the Virtual Trunk Gateway Configuration Details screen, enter the
following values (highlighted in red boxes) for the specified fields, and retain the default values
for the remaining fields as shown below. The parameters (highlighted in red boxes) are filled in
to match values entered under the Server Configuration section of the Avaya SBCE (these are
shown in Section 6.2.3).

e Vitrk gateway application: SIP Gateway (SIPGw).

e SIP domain name: avaya.lab.com
e Local SIP port: 5060.
e Gateway endpoint name: CS1KGateway.
e Application node ID: 1006.
AVAYA CS1000 Element Manager
Managing: 472.16.21.61 Username: admi
:C" Network Services — Swstem » B Network » :’- T-’:p":'r"' Nodes 3 Node Detais » Vidusd Trunk Gatewary Confguraton
- Home
~Links Node [D: 1006 - Virtual Trunk Gateway Configuration Detalls
Virtual Terminals
. Gancal | SIE Gateway Satings | SIE Gateway, Se00css
- Maronarce VIrk gaieway apeication nable gass RIVIKE O s node
+Core Equipment ViIrk gaieway appication v Enable gateway servk n this nod >
‘.‘Q{;ﬁt’!‘i{iﬁlﬁﬂﬁ'_’l}:\"}.
= IF Netwark - General Virtual Trunk Network Health Monttor
- a.—.t% Saryars ';.;-J- LCads
SRUENINRGS QN Fepres Virk gateway application: | SIP Gateway (SIPGw) WV
-Media Galeways . Y Monior [P addresses (listed below)
£L0N3% "
« Host and Rowe Tables SIP domain nene »57VB,!|5:7 aald Informaton will ba captured for the [P adaresses fisted
- Network Acdrass Trans@ton {1 balo
QoS Trrashokls Local SIP port: [5080 !
- Parsonst Draciones IMonisor IP:
- Unicods Name Dasciary R " T
+ Biistfaces | Gateway endpoint nama: |CS1KGateway Monitor adcdresses:
- Engnearad Vales
+ Emorgancy Services Gateway password:
+ Softwars
- Customers
+Routes and Trunks Appiication node |D: |1006
+ Dialing and Numbering Plana ”
+Phones Enable faksafe NRS:
+ Tools Nete FalSate N . those siervens
+ Security , on NS | Sophope J
S \n Note: Changes made on this page wil NOT be R Cancel
Tqved Ve Ymsm;z-d untf the Node is .:b;uw:.med e ivin
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 125

SPOC 9/14/2015 ©2015 Avaya Inc. All Rights Reserved. Claro_CS1KASBCE



Click on the SIP Gateway Settings tab. Under Proxy or Redirect Server, enter the values
highlighted in red boxes for the Primary TLAN, and Secondary TLAN if one exists, and retain
the default values for the remaining fields as shown below. For the compliance testing, only the
Primary TLAN was configured. Values shown correspond to the IP address, Port, and Transport
of the inside (private side) IP address of the Avaya SBCE.

AVAYA CS1000 Element Manager
Mamaging: 172.16.21.61 Usemame: acmin
- :CM Network Services Syirem » IP Network » IF Taleohony Nodes » Node Detads » Vit Trunk Gatewirg Condgueaton
- Home :
~Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
= Virtual Terminals
- System
S Al Generl | SIP Gaeway Seftngs | SIP Caieaay Secaces
- Marmenance Proxy Server Routs 1:
Gote EQUY ‘ ~
: ':'I?f?lr:‘i'[:'?;‘:éﬂlnﬂl | Primary TLAN 1P address | 172.16 5,71
23 NGtWork
Nodes Servor Meda Cords
- Mainfenance sl Repdrls ~ recs
- Modia Galoways Port. 15080
- Zones
Host and Route Taties Transport prosoced | UDP v
- Network Address Transiation (! - -
« 3208 Tiveshokis Optices Support rogistration
~ Parsonal Diraciones Muvsary COS o
- Unicode Nema Directony Privsasy COS powy
+ Infarfaces
- S Vasss
’ {:?n‘;;‘,lnf \":::s:n-. Secondary TLAN P address  [0.0.00
+ Software
Customers
+ Routes and Trunks Port |5060
+ Dialing and Numbering Pians —
’?:o"l';" Transport protocel: | UDP W
+ Security Options Support regretrabon v
Secondsey NNS atney
i A Nute Changes made on this page wil NOT be < o
Requred Value ansmited el the Node s 50 saved i Lo’

On the same page shown above, scroll down to the SIP URI Map section, entries shown below
were used during the compliance testing:

Under the Public E.164 Domain Names, for:
e National: blank.

Subscriber: blank.

Special Number: blank.

Unknown: blank.

Under the Private Domain Names, for:
UDP: blank.

CDP: blank.

Special Number: blank.

Vacant number: blank.

Unknown: blank.

Note: The SIP URI Map entries shown above were used during the compliance testing; it is
possible that in a customer environment other values are used.
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Click on the Save button and synchronize the new configuration as shown under Section 5.3.2.

AVAYA CS1000 Element Manager
Managing: 172.16.21.61 Usermame: admin
= UCM Natwark Services Syatem » 1P Netwock » 2 Tolaphomy Nodes » Node Detals » Virtual Trunk Gateway Canfiguration
Hoan 2sz » Nogo Lstols U
- 13
oLinks Node ID: 1006 - Virtual Trunk Gateway Configuration Detalis
) A
* Aems
- Maimenance General | SIP Gateway Settings | 9 Gateway Senvices
« Core Equipment SIF URI Map:
~Perphecal £qy Putilic £ 154 doman names Srteate domain names A
2rvar: Natoeat | upe
=113 e and Re
- Mecia Gateways Subscriver | coe
~ Zones r
- Host 300 Route Tadks Special numder, | | Specal number
« Network Address Transiation (f . 3
= 048 Thiweshoids Unknawn | Vacant nambor
- Pansonal Dreclones
= Unicode Name Direclory Unkngwn
* inlertaces
= Engioecred Vakies SIP Gatewny Services
+ Emergenty Secvices
+ Software SIP Cosrvnrged Deshtop: [ | Enable CD service
« Customers
+ Routes and Trunks Service DN vod Sar making VTHK ool bum age
+ Dialing and Numbering Plans n s o
s Converged lelephons cak forwasrd DN
+ Tools RAN route for anmoonce
+ Secunty
Wan ime before RAN gueus v
TUmaaiil e (NN ICANAN % . 60 soconds
' Roo Note Changsa made on this page will NOT b | .
B sasihdyoc tamimitad vt the Nod & s saved ! Szwc 7Larfcrcl J

5.5.2. Administer Virtual D-Channel

Select Routes and Trunks - D-Channels from the left pane to display the D-Channels
screen. In the Choose a D-Channel Number field, select an available D-channel from the

drop-down list as shown below. Click on the to Add button.

AVAYA CS1000 Element Manager
~ UCM Network Services Managing 172162161 Usernama. admin
- Home Routes and Trunks » D-Channals
- Links
- Virtual Termenals D-Channels
+ System
- Customers
= Routes and Trunks Maintenance

« Routes and §runks
D-Chanpe! Diagnostics (LD 96)

- Digital Trunk interface ugmmmmml_;mmm (LD 32, Vinual D-Channels)
+ Dialing and Numbering Plans MSDL Diagnostics (LD 96)
+ Phones IK0L Diagnostics (LD 95)
)-Channed Expansion Dagnostics (LD 48)
« Tools
+ Security
Configuration
Choose a D-Channel Number: |1 V| and type: [DCH VI ‘0@
- Channel: 0 Type DCH Carg Type. DCIP Description: Vol® [ Eat ]
- Channel: 36 Type: DCH Card Type: DCIP Description: SIPL_DCH | Ext
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The D-Channels 0 Property Configuration screen is displayed next as shown below (D-
Channel 0 was added for the compliance testing). Enter the following values for the specified
fields:

e D channel Card Type (CTYP): D-Channel is over IP (DCIP).

e Designator (DES): A descriptive name.

e Interface type for D-channel (IFC): Meridian Meridianl (SL1).

e Meridian 1 node type: Slave to the controller (USR).

e Release ID of the switch at the far end (RLS): 25.

AVAYA CS1000 Element Manager
© UCM MeTworx Services Norageg ITZIN20H)  Usercane adviy
Home Hectes aé Trevks » -Chamals » D-Chanask § Propesy Carfgaraten
Links
= VLl TrTenen D-Channels 0 Property Configuration
+ Syztem
— .'.‘.IA
lo,-e‘, .wa-vm.n Basic Configuration
ST
AJEX Turs Intertace
+ Dialig 0 Numsening Mans
«Phenes
« Teahs
+ Secertty
AeCOwery man
PRS oh rarmdied 150 Dackep O <harnel
o
Inteviace type for Dotannst | endan Mensant (3u1) VI
Sty | ETS 300 =100 Sase profoced (5TS0 W
D-Crannel PR oop narmter
"rardry Mt Ireeriace nom P31
Secotday PRI oops
Menaan | 0002 Ype | Slave to the controder (USH v
rase 1D of 10 pich & D Ir 0
Ceryal DNos sttt 4y % corrosttie wih Deicore stangss [STD) V
MOegrned Servces Sgnadng Lo Maxmum
Sgnaing senver resource capacey. [1700
« Fonture Packages
hare RBeveer D Cancal
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On the same page scroll down and enter the following values for the specified fields:

e Advanced options (ADVOPT): check Network Attendant Service Allowed.

Retain the default values for the remaining fields.

AVAYA

- UCM Nevwork Services
Home
Lnks
- VRlugl Termenes

+ System

- Customary

0810 e
ﬁ
AEX Trurk intertace

+ Diating and Numsenng Plans
“Phones

« Teols

« Securtty

CS1000 Element Manager

« Fantute Packages

Hevesn Dekte Cancel

O crasnel Caro Type

Cosgpaon

Hecovery o Pomary

PR op nureer for Bacp O-Channet
Ut

Irfertace type fof D-chanel

Couny

D-Chamet PRI oo mumiser

Frinany Rate merface

Seconzary PAL s

Mescion 1 mode fype

frease 1D of e Saloh o the S e 25

Coanal ONCe sedoh iypu
megraied Senvoes Sgeaing Lisk Mxormum

BOring seiver Iesounce Caod0t

Layer 5 CaN CONMIONMESAIRE COUNt P 5 58000
tare indereat
MNuroer of Staus Engury Nessages sent wite

126

Map Channe! sumDer 10 tmesiots on a PRI oop

Overtyp Tamer

Mutiocane Butnss Geoup Alwed

Vol

Merkdian Nenciant (5L v

E7S5 300 « 102 pase pectocol |ETS1) v

o Pl

Sares % e conpoler (LISR) v
~

V00 COMPpanDe wilh BedCure sasann (3T0) v

3700

3
1 v

o

v

{- Menwonx Antendant Seivice Adwed

<1
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Click on the Basic Options (BSCOPT) link and click on the Edit button for the Remote
Capabilities attribute, as shown below.

AVAYA

- UCM Natwork Services
- Home
~Links
- Vithax Termenats
* System

- Customars
(- Rouses snd Trunksl
TIUTH, imertace
« Dislng 4nd Numbenng Plass
< Pranes
+ Toot
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The Remote Capabilities Configuration page will appear. Check ND2 and MW!1 (if mailboxes
are present on the CS1000 Call Pilot) checkboxes as shown below.

Click on Return — Remote Capabilities button (not shown).
Click on the Submit button at the bottom of the previous screen (not shown).

AVAYA CS1000 Element Manager
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5.5.3. Administer Virtual Superloop

Select System - Core Equipment - Superloops from the left pane to display the Superloops
screen. If the Superloop does not exist, click the Add button to create a new one. In this example,
Superloop 8 is one of the Superloops that was added and used for the testing.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
- Home System » Core Equipment » Superloops
- Links
- Virtual Terminals Superloops
- System
+Alarms
~ Maintenance | Add.. || Delete |
—L 'I' - Superloop Number & Superloop Type
- MSDL/MISP Cards 1':::' 4 IPMG
- Conference/TDS/Multifrequenc |2.@. 5 Virtual
- Tone Senders and Detectors — -
- Peripheral Equipment 312 Vvirtual
+ |P Network 4 )16 Phantom
+ Interfaces — )
- Engineered Values 50) 48 Vintual
+ Emergency Services 6( )52 Virtual
+ Software
- Customers
+ Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+ Tools
+ Security
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5.5.4. Administer Virtual SIP Routes

Select Routes and Trunks = Routes and Trunks from the left pane to display the Routes and
Trunks screen. In this example, Customer 0 is being used. Click on the Add route button as
shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing 172.16.21.61 Usemame admin
- Home Routes and Trunks » Routes and Trunks
- Links
- Virtual Teaminats Routes and Trunks
+ System
- Customers

- Routes and Trunks
- Roudes and Trunks + Customer: 0 Total routes 3 Total trunks: 17
- annels

- Dig#tal Trunk Interface
+ Dialing and Numbering Plans
+ Phones
« Tools
» Security
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The Customer 0, Route 0 Property Configuration screen is displayed next. Scroll down until
the Basic Configuration Section is displayed and enter the following values for the specified
fields. Retain the default values for the remaining fields as shown below.

Route Number (ROUT): Select an available route number.

Designator field for trunk (DES): A descriptive text.

Trunk Type (TKTP): TIE trunk data block (TIE).

Incoming and Outgoing trunk (ICOG): Incoming and Outgoing (I1AO).

Access Code for the trunk route (ACOD): An available access code.

Check the field The route is for a virtual trunk route (VTRK), to enable four
additional fields to appear.

For the Zone for codec selection and bandwidth management (ZONE) field, enter 4
(created in Section 5.4.2).

For the Node ID of signalling server of this route (NODE) field, enter the node number
1006 (created in Section 5.2.1).

Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID) field.
Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and retain
the default values for the remaining fields. Scroll down to the bottom of the screen.
Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD).

D channel number (DCH): D-Channel number O (created in Section 5.5.2).

Interface type for route (IFC): Meridian M1 (SL1).

Network calling name allowed (NCNA): Check box.

Network call redirection (NCRD): Check box.
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CS1000 Element Manager
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Insert ESN access code (INAC): Check box.
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Click on Basic Route Options,
e Check North American toll scheme (NATL).
e Check Incoming DID digit conversion on this route (IDC) and input DCNO 0 for both
Day IDC Tree Number and Night IDC Tree Number as shown in screenshot below.
The IDC is discussed in Section Error! Reference source not found..
e Click on the Submit button shown at the bottom of the screen.
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5.5.5. Administer Virtual Trunks

Continue from Section 5.5.4, after clicking on Submit, the Routes and Trunks screen is
displayed and updated with the newly added route. In the example, Route 0 was added. Click on
the Add trunk button next to the newly added route 0 as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managng 172,16.21.61 Usemamea admin
- Home Routes and Trunks » Routas and Trunks
- Links
- Vinual Terminals Routes and Trunks
+ System
~ Customers
Routes and Trunks . -
- Customer: 0 Totai routes 3 Total unks 17 Ado route |
- D-Channels Descripbon: SERVICE 1 “
- Digitat Trunk intedface + Route: 0 Type: TIE i SERVICE Eon -
« Dialing and Numbering Plans : PROVIDER m
« Phones + Route: 1 Type IMUS Descriphon MUSIC E‘?“, 50« trupl_
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The Customer 0, Route 0, Trunk 1 Property Configuration screen is displayed as shown
below. Enter the following values for the specified fields and retain the default values for the

remaining fields.

Note: The Multiple trunk input number (MTINPUT) field may be used to add multiple trunks
in a single operation, or repeat the operation for each trunk. In the sample configuration 11
trunks were created.

e Trunk data block (TYPE): IP Trunk (IPTI).

e Terminal Number (TN): Available terminal number (use virtual superloop created in
Section 5.5.3).

Designator field for trunk (DES): A descriptive text.
Extended Trunk (XTRK): Virtual trunk (VTRK).
Member number (RTMB): Starting member.

Start arrangement Incoming (STRI): Immediate (IMM).
Start arrangement Outgoing (STRO): Immediate (IMM).
Trunk Group Access Restriction (TGAR): Desired trunk group access restriction level.
Channel ID for this trunk (CHID): An available starting channel ID.
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Click on Edit Class of Service (shown on previous screen). For Media Security, select Media
Security Never (MSNV), for Restriction Level, select Unrestricted (UNR). Use defaults for
remaining values. Scroll down to the bottom of the screen and click Return Class of Service
(not shown) and then click on the Save button (not shown).
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5.5.6. Administer Calling Line Identification Entries
Select Customers = 00 = ISDN and ESN Networking (Not shown). Click on Calling Line

Identification Entries as shown below.
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Click on Add as shown below.
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Add entry 0 as shown below, click on the Save button (not shown) after adding each entry.

e National Code: Input the three digit area code prefix of the DID number assigned by the
service provider, in this case 123 (Note that digits have been masked for security
reasons).

e Local Code: Input the seven digit number of the DID assigned by the service provider, in
this case it is 4569290 (Note that digits have been masked for security reasons).

e Use DN as DID: Select NO.

e Calling Party Name Display: Uncheck for Roman characters.

Repeat for each of the DID numbers to be assigned to extensions in the CS1000 using Entry Id
1, 2, 3,4, etc.

AVAYA CS1000 Element Manager
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The following screen shows the Calling Line Identification Entries used for the compliance

testing.

AVAYA

CS1000 Element Manager
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Enable External Trunk to Trunk Transfer:
This section shows how to enable the External Trunk to Trunk Transferring feature which is a
mandatory configuration to make call transfer and conference work properly over a SIP trunk.

e Login to the Call Server CLI (please refer to Section 5.1.2 for more detail).

e Allow External Trunk to Trunk Transferring for Customer Data Block by using LD 15.

=ld 15 COBO00

REQ: chy

TYPE: net

T¥PE MET_DATA,
CUSTO

MER AWAIL (/P 43552101 USED U P: 371282 539078 TOT: 445862461
DISkK SPACE NEEDED: 1713 KBYTES

;I.'.IiNX yes

EXTT yes
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5.6. Administer Dialing Plans
This section describes how to administer dialing plans on the CS1000.

5.6.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select ESN Access Code and
Parameters (ESN) as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
- Home Dialing and Mumbering Plans » Electronic Switched Network (ESN)
-Links
- Virtual Terminals Electronic Switched Network (ESN)
+ System
- Customers
+ Routes and Trunks - Customer 00
- Dialing and Numbering Plans - Network Control & Services

- Electronic Switched Network
- Flexible Code Restriction

- Network Control Parameters (NCTL)
|- ESN Access Codes and Parameters (ESN)|

- Incoming Digit Transiation ~ Digit Manipuiation BIock (DG T)
+ Phones - Home Area Code (HNPA)
+ Tools - Flexible CLID Manipulation Block (CMDB)
+ Security - Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
- Route List Block (RLB)
- Incoming Trunk Group Exclusion (ITGE)
- Network Attendant Services (NAS)

+ Coordinated Dialing Plan (CDP)

+ Numbering Plan (NET)
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In the ESN Access Codes and Basic Parameters page, define NARS/ BARS Access Code 1 as
shown below. Click Submit (not shown).

Note: BARS and NARS access codes are customer defined; any one or two digit code can be
used, provided there is no conflict with any other part of the dial plan.

AVAYA CS1000 Element Manager
UCM Network Services Managng 112362161  Useename: sdmin
- Home Dining and Numbeang Plaes » Elactronic Switchad Natwock (ESN) » Customer [0 » Network Control 8 Seevices » ESN Access Cades and Basic Parameters
Links N
~Viral Termnals ESN Access Codes and Basic Parameters
« System

- Customers
+ Rowtss and Trunks

- Dialing and Numbenng Flans| :
- Elncions: Swiched Network Prope
= Flexiie Coce Hesingnon NARSHARS Atcess Code 1. 1B
incoming Dight Transixion
« Fnones NARS Access Coge 2 1B
« Tools ARS/BA M net o N
NARS/BASRSE Dl Tone afer disang ACT or AC2 access Dooe
« Sacury 1 = L e & ¥ ng 1 A\ ess S |
Expeasie Route v
Expensie Route D ( a-10
Cocranatod Diasng Man feature for s cusiomes |
Masimum number of Steecing Codes. | G4000 1- 64000
Number of Adgits in COP DN (OSC « ON or oNy 3-1
Roule v
Check for Trunk Group Access Restnclions

5.6.2. Associate NPA and SPN call to ESN Access Code 1

Login to the Call Server CLI (please refer to Section 5.1.2 for more detail).
In LD 15, change Customer Net_Data block by disabling NPA and SPN from being associated
to Access Code 2 (AC2). It means Access Code 1 will be used for NPA and SPN calls.

>|d 15

CDB000

MEM AVAIL: (U/P): 35717857 USED U P: 8241949 920063 TOT: 44879869
DISK SPACE NEEDED: 1697 KBYTES
REQ: chg

TYPE: net_data

CUST O

OPT

AC2 xnpa xspn

FNP

CLID

ISDN

Verify Customer Net_Data block by using LD 21.

>|d 21
PT1000

REQ: prt
TYPE: net
TYPE NET_DATA
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CUST 0

TYPE NET_DATA

CUST 00

OPT RTA

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

5.6.3. Digit Manipulation Block Index (DMI)

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as shown below.

AVAyA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
- Home Dialing and Mumbering Plans » Electronic Switched Network (ESN)
-Links
- Virtual Terminals Electronic Switched Network (ESN)
+ System
- Customers
+ Routes and Trunks - Customer 00
|— Dialing and Numbering Plans| - Network Control & Services
- Electronic Switched Network - Network Control Parameters (NCTL)
- Flexible Code Restriction - ESN Access Codes and Parameters (ESN)
- Incoming Digit Translation |—|_ Digit Manipulation Block (DGT)
+ Phones - Home Area Code (HNPA)
+ Tools - Flexible CLID Manipulation Block (CMDB)
+ Security - Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
Route List Block (RLB)

Incoming Trunk Group Exclusion (ITGE)
Network Attendant Services (NAS)

+ Coordinated Dialing Plan (CDP)

+ Numbering Plan (NET)
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In the Please choose the Digit Manipulation Block Index drop-down field, select an
available DMI from the list and click to Add as shown below.

In the example shown below, Digit manipulation Block Index 1 was previously added.

AVAYA CS1000 Element Manager
——

- UCM Network Services Managng 172.16.21.61 Usemame. admn
~Home Diging @ Nuambanng Mans » Blectione Swilchad Nataork (ESN) » Cusiomis (0 & Network Control & Senioes » Digel Marsputanon Block List
- Link= PPy . - .

- Virtusl Terminals Digit Manipulation Block List
- System
- Customers
+ Routes and Trunks |p1w thoose the | Digt Manpulation Biock Index 2 V]| to Ade [l

ng Plans

- I wd 3 ;

“Fieaibie Coce Resviction [‘ ”Wmmx-i}iﬂ

= Incoming Dugt Tr i
« Phones - Dig#t Manipulation Block index — 2 | £dz |
+ Tools
« Security

Enter O for the Number of leading digits to be deleted field and select NPA (NPA) for the
Call Type to be used by the manipulated digits, then click Submit (not shown).

AVAYA CS1000 Element Manager
UCM Network Services Neosgog 112162142 Usersane sdmin
- Home Dlalng and Numitoning Pons » Elciiens Sefichod Notepdk (ESN] » Custamer 00 » Network Conbeal & Sorvices » Diat Menpualaton Siod List » Dight Nasipulation Block
~Linky —— = >
- Vil Terminaly Digit Manipulation Block
+ System
~ Customers
» Routes and Trumks DMOR MAsipAaion 1002 oumdens
- Dialing and Numbaring Flans
- ERCHONI DATICHT NaTwo [Nuﬂttv Of RANG 0% 10 00 0. | ) 0.9
Nl L ‘ N .
= ncoming Dige Transiason Insen

+ Pranes
+ Tocls = Specisi Number
+ Sscurity }:w Type 10 be used by he manpuisied digns | NFA INFA VJ
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5.6.4. Route List Block (RLB)

This section shows how to add a RLB associated with the DMI created in Section 5.6.3
Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Route List Block (RLB) as
shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
— Home Dialing and Mumbering Plans » Electronic Switched Network (ESN)
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
+ System
- Customers
+ Routes and Trunks - Customer 00
- Dialing and Numbering Plans - Network Control & Services
- Electronic Switched Network - Network Control Parameters (NCTL)
- Flexible Code Restriction - ESN Access Codes and Parameters (ESN)
- Incoming Digit Translation - Digit Manipulation Block (DGT)
+ Phones - Home Area Code (HNRPA)
+ Tools - Flexible CLID Manipulation Block (CMDB)
+ Security - Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
|- Route List Block (RLB)l

~ Incoming Trunk Group Exclusion (ITGE)
- Network Attendant Services (NAS)

+ Coordinated Dialing Plan (CDP)
+ Numbering Plan (NET)

Enter an available value in the Please enter a route list index and click on the “to Add”
button as shown below.

In the example shown below, Route List Block Index 1 was previously added.

AVAYA CS1000 Element Manager
e e e e e LS
< UCM Network Services Macagng 172162181 Username. admin
- Home Diglng snd Numbsting Plans » Elactionic Switched Network (ESN] » Customer 00 » Netwock Control 8 Services » Route Lt Blocks
- Links "
- Vittuas Terminals Route List Blocks
+ System
- Customers
+ Routes and Trunks l Please enter 3 route list index (0-1089 10 Agd
t Dialing and Numbering Puml =
- Electronic Swiiched Notwork
= Fiexpie Code Restichon l‘ Route List Block index -1 ot |
= Incoming Digst Transiation
+ Phones + Route List Block index -2 £aif |
+ Tools
+ Security
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Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown below. Scroll down to the bottom of the screen, and click on the
Submit buttons (not shown).

e Digit Manipulation Index (DMI): 1 (created in Section 5.6.3).

e Route number (ROUT): 0 (created in Section 5.5.4).

AVAYA CS1000 Element Manager
~ DTN Netwerk Services Marmgeg 112362181 Usernene asirn
o Dialing wns Marsbarng Mass » Elscions Setiched Metesrt (E5N) « Coatamer (8 & Memeox Cormt & Servess » Saate Ll Blacka » Houte Lint Black » Dese Estey of 3 oot List Block
- Links I
Yt Termenahy Data Entry of a Route List Block
+ Systom
- Cudlomers

+ Reutes anad Trunks Fowe L Block Ingex: 1

] 'I".V.r-'nldh; General Propertien

+Phones Erery Nustde fur e Roud il

+ Tooss

+ Securty
indexes

me of Doy Scresue v
151 ]

Options

5.6.5. Inbound Digit Translation
This section describes the steps for mapping DID numbers to extensions in the CS1000.

Select Dialing and Numbering Plans - Incoming Digit Translation from the left pane to
display the Incoming Digit Translation screen. Click on the Edit IDC button as shown
below.

AVAYA CS1000 Element Manager

- UCM Network Services . Managing: 172.16.21.61 Username: admin
—Home Dialing and Mumbering Plans » Incoming Digit Translation

- Links

- Virtual Terminals Incoming Digit Translation
+ System
- Customers

+ Routes and Trunks .
- Customer: 00 Edit IDC
| Dialing and Numbering Plans|
— Electronic Switched Network

- Incoming Digit Translation
+ Phones
+ Tools
+ Security

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 60 of 125
SPOC 9/14/2015 ©2015 Avaya Inc. All Rights Reserved. Claro_CS1KASBCE



Click on New DCNO to create the digit translation mechanism. In this example, Digit
Conversion Tree Number (DCNO) 0 was created as shown below.

AVAVA CS1000 Element Manager
- UCM Network Services - Managing: 172.16.21.61 Username: admin
- Home Dialing and Mumbering Plans » Incoming Digit Translation » Customer 00
- Links - — -
- Virtual Terminals Customer 00 Incoming Digit Conversion Property
+ System
- Customers
- Rgu_tes. and Trunks - - Digit Conversion Tree Number: 0 Edit DCNO
|— Dialing and Numbering Plan5|
- Electronic Swiiched Network - Digit Conversion Tree Number: 1 New DCNO
- Flexible Code Restriction ’
- Incoming Digit Translation | - Digit Conversion Tree Number: 2 ‘ New DCNO
+ Phones

+ Tools - Digit Conversion Tree Number: 3 @
+ Securty - Digit Conversion Tree Number: 4 New DCNO |
- Digit Conversion Tree Number: 5 W
- Digit Conversion Tree Number: & [ NewDCNO |
- Digit Conversion Tree Number: 7 New DCNO |

- Digit Conversion Tree Number: 8 [ New DCNO

- Digit Conversion Tree Number: 9 New DCNO

Refresh Il Cancel
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Detailed configuration of the DCNO is shown below. The Incoming Digits can be added to
map to the Converted Digits which would be the CS1000 system extension number. This
DCNO has been assigned to route 0 as shown in Section 5.5.4.

In the following configuration, the incoming call from the PSTN with the prefix 1234569290
will be translated to the CS1000 extension number 8002 (note that digits have been masked for
security reasons).

AVAYA CS1000 Element Manager
UCH Metwark Services WMy IT2IAE1AY e i
e [y vt ety Pams » pasus Do Tanvibitun » Caamien O » Dhpe omerya T b Cinkiguenting » Ad Inconmeg DoRs
- Utdes
REYOR A Add Incoming Digits
+ Fystem
- Customars
-:::tn:::m‘ a Incorning Oges (123456000
E s e
A SoledusiadS e oreres dgrn (000 | o vewes -
[ﬁ‘ | G0 Beaticiin : e —
o~ ~ . - orew eiarage or ereovel of amex [
« Prorms 10 Con O CHET Datats T o ST MUNIAG RReng CADM . Mw RGN (F Mracl Wy (it 1) K OF parsocs of Te
« Yools e
+ Sacurity CRND tangunge
(&1 Roman carscient
CONT Name |
ol A
Sxpeciec wegth | vl

Dingtay fomae | Frst name, Lawt sarve |

[ Katshans chacacien

Repeat for each of the DID numbers to be converted to extensions in the CS1000.

The following screen shows the Incoming Digit Translations used during the compliance testing
(note one of the digits have been masked for security reasons).

AVAYA CS1000 Element Manager
< UCM Network Services Mocopng 172.162181 Usermame. somn _ . .
- Home Dywadng sred Numbonirg g Pl » hn"ln'llinz ravabtion « Cogiomee 00 » Dyt Conversaon Tree O Contfguesion
« Links —— = s
- Vil Tervnals Digit Conversion Tree 0 Configuration
+ System
- Customera Reguiar 10C free
+ Routes and Trunks Senc caling party OID disabled
[ Ada_ | Delete IDC tree Bt
10 |1anass2e Roman characiers
2 Roman characters
9 Roman characters
0 12sen0 Lo Roman charsclers
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5.6.6. Outbound Call - Special Number Configuration

There are special numbers which are configured to be used for this testing, such as 0 to reach the
service provider operator, 0+10 digits to reach the service provider operator assistant, 011 prefix
for international calls, 1 for national long distance calls, 411 for directory assistant, 911 for
emergency, and so on. Calls to special numbers shown here are for reference only and may not
have been used during the testing.

Note that for the compliance testing, 1 was added to the Special Number list and was used for
national long distance, however, if the customer prefers, the Numbering Plan Area Code
(NPA) could be used instead.

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Under Access Code 1, select Special
Number (SPN) as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services . Managing: 172.16.21.61 Username: admin
— Home Dialing and Mumbering Plans » Electronic Switched Network (ESN)
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
+ System
- Customers
+ Routes and Trunks - Customer 00
- Dialing and Numbering Plans + Network Control & Services
= Electronic Switched MNetwork + Coordinated Dialing Plan (CDP)
- Flexible Code Restriction - Numbering Plan (NET)
- Incoming Digit Translation — Access Code 1 |
+Phones ~ Home Location Code (HLOC)
+ Tools - Location Code (LOC)
+ Security = Numbering Plan Area Code (NPA)
- Exchange (Central Office) Code (NXX)
|- Special Number (SPN)|
- Network Speed Call Access Code (NSCL)
+ Access Code 2
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Enter SPN and then click on the to Add button.
Special Number: 0

e Flexible length: 0 (flexible, unlimited and accept the character # to ending dial

number).

e CallType: NONE.

e Route list index: 1, created in Section 5.6.4.
Special Number: 011

e Flexible length: 15.

e CallType: NONE.

e Route list index: 1, created in Section 5.6.4.
Special Number: 1

e Flexible length: 11.

e CallType: NATL.

e Route list index: 1, created in Section 5.6.4.
Special Number: 411

e Flexible length: 3.

e CallType: None.

e Route list index: 1, created in Section 5.6.4.
Special Number: 911

e Flexible length: 3.

e CallType: None.

e Route list index: 1, created in Section 5.6.4.

Add any other special numbers as required.
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AVAYA CS1000 Element Manager
- UCM Network Services
T, Special Number -- 0 Edit
- Links ) Flexible length: 0
- Virtual Terminals ) .
International dialing plan: NO
+ System _ ] - _
ST Type of call that is defined by the special number: NONE
+ Routes and Trunks Route list index: 1
- Dialing and Numbering Plans : -
- Electronic Switched Network Special Number -- 011 @
_I e)(|5|_e CSE_ ?tRTESE"CI['tQ" Flexible length: 15
- neoming Digh Transiation Inhibit time-out handler: NO
+ Phones
+ Tools Type of call that is defined by the special number: NONE
+ Security Route list index: 1
Special Number -- 1 Edit
Flexible length: 11
Inhibit time-out handler: NO
Type of call that is defined by the special number: NATL
Route list index: 1
Special Number -- 326 | Edit |
Special Number -- 411 Edit|
Flexible length: 3
Inhibit time-out handler: NO
Type of call that is defined by the special number: NONE
Route list index: 1
Special Number -- 5 | Edit
Special Number -- 611 | Edit
Special Number -- 69 | Edit
Special Number -- 7 | Edit
Special Number -- 8 | Edit
Special Number -- 911 Edit
Flexible length: 3
Inhibit time-out handler: NO
Type of call that is defined by the special number: NONE
Route list index: 1
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5.6.7. Outbound Call - Numbering Plan Area Code (NPA)

The Numbering Plan Area Code (NPA) was not used for outbound calls. The Special Number
1 defined above in Section 5.6.6 allows the user to dial any Numbering Plan Area Code (NPA)
when dialing 9+1.

5.7. Administer Phone
This section describes the addition of the CS1000 extension used during the testing.

5.7.1. Phone creation

Refer to Section 5.5.3 to create a virtual superloop - 8 used for IP phone.
Refer to Section 5.4.1 to create a bandwidth zone - 5 for IP phone.

Login to the Call Server CLI (please refer to Section 5.1.2 for more detail).
Create an IP phone using Unified Communications Management (UCM) or LD 11.

Not all fields are shown in the example below; some of the fields have been cut out for brevity.
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>1d 11

REQ: prt

TYFE: 1165

DES 8000

TIT 003 0 00 00 WIRTOAL

TYPE 1165

CDEN 8D

CTYP XDLC

CUST O

CFG_ZONE 00005

CUR ZOWE 00005

TGAR O

LD IO

[MCo3 5

CAC MFC O

CL3 TUWNR FEA WTA LFR MTD FMA HTA TDD HFD CRFD
MWL LMPN RMMD SMWD AAD IMD EHD IRD MNID ©OLD VCE DRG1
POD SLED CC3D SWD LWD CHNDD
CFTA S3FAL MRD DDV CNIA CDCA MSID DAPA BFED ECED
ICDA CDMD LLCHN MCTD CLED AOTO
GPUD DPUD DNDD CFXA ARHD CLTD ASCD
CPFL CPTL ABDD CFHA FICD WAID DNAA BUZZ
UDI RCC HETD AHD IPND DDGAR WAMAZ MIND PESD NEWD NECD NEROD
DREDD EERO
USMD USRED ULAD CCEBD RTDD REDD EBHD PGHND OCED FLED FTTC DMNDY DNO3 MCEN
FD3ID NOVD WVOLA WOOD CDME PRED RECD MCDD TS7D SEMD
KEEM3 M3NW FRL PHECH MUTAL MUTD DWVLD CROD ELCD VMSL

CPMND LLNG ENG

RCO O

EFD 291756331

HIUNT 21756331

EHT 21736331
DNDE O

EEY 00 SCR 8000 0O MARP
CPND
CPND LAWG ROMATN

WNAME Awvaya, 1165 Uni
XPLN 14
DISFLAY FMT FIRST,LAST

AMNIE O

01 CWT

0z
31

Note: For CS1000 FAX over IP Support recommendation, refer to the Avaya Product Support
Notice (PSN) referred to in Section 10 [7], including the “Analog Station Provisioning for
V.34 Fax and Modem” and “Minimum Vintage Loadware Recommendation” for MGC.

The analog station used for fax was provisioned as follows:

Analog Station Provisioning (this setting is required for T.38 fax):

TYPES00 ... Analog Station Type

DN 3500.......ccciiiiiiiiieeeiie e, Extension Number

CLS DTN oo Digitone (DTMF)

CLSFAXA ..., Fax Class of Service

CLSMPTD...ccoovviiiiiiiee, Will force T.38 codec selection when FAX V.21 preamble is
detected.
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5.7.2. Enable Privacy for the Phone

This section shows how to enable or disable Privacy for a phone by changing its class of service
(CLS); changes can be made by using Unified Communications Management (UCM) or LD
11. By modifying the configuration of the phone created in Section 5.7.1, the display of the
outbound call will be changed appropriately. The privacy for a single call can be done by
configuring per-call blocking and a corresponding dialing sequence, for example *67. The
resulting SIP privacy setting will be the same in either case.

To hide display name, set CLS to namd. The CS1000 will include “Privacy:user” in the SIP
message header before sending to the service provider.

FEQ: cho
TYPE: 1110

TII 5001
ECHG we=

ITEM cls nard
ITEMN

To hide display number, set CLS to ddgd. The CS1000 will include “Privacy:id” in the SIP
message header before sending to the service provider.

FEQ: cho
TYPE: 1110

TII 8001
ECHG wves

ITEM cls ddgd
ITEH

To hide display name and number, set CLS to namd, ddgd. The CS1000 will include
“Privacy:id, user” in the SIP message header before sending to the service provider.

REQ: chyg

TYPE: 1110

T 5001

ECHG wes=

ITEM cl= nammd ddgd
ITEMN
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To allow display name and number, set CLS to nama, ddga. The CS1000 will send header
“Privacy:none” to the service provider.

FEQ: cho

TYPE: 1110

TII 5001

ECHG we=

ITEM cl= nama ddga
ITEMN

5.7.3. Enable Call Forward for the Phone

This section shows how to configure the Call Forward feature at the system level and phone
level.

Select Customers from the left pane to display the Customers screen as shown below. Select
Customer 00 as shown below.

AVAYA CS1000 Element Manager

- UCM Network Services Managing: 172.16.21.61 Username: admin

— Home Customers

- Links
- Virtual Terminals Customers

+ System

+Routes and Trunks | Add. |

+ Dialing and Numbering Plans

+Phones Customer Number & Total Routes

+ Tools £y
+ Security - 3
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Select Call Redirection as shown below.

AVAyA CS1000 Element Manager
- UCM Network Services . Managing: 172.16.21.61 Username: admin
- Home Customers » Customer 00 » Customer Details
- Links -
- Virtual Terminals Customer Details
+ System
+ Routes and Trunks Basic Configuration
+ Dialing and Numbering Plans Application Module Link
+Phones
Attendant
+ Tools
+ Security Call Detail Recording
Call Party Mame Display
Call Redirection
Centralized Attendant Service
Controlled Class of Service
Features
Feature Packages
Flexible Feature Codes
Intercept Treatments
ISDM and ESN Networking
Listed Directory Numbers
Media Services Properties
Mobile Service Directory Numbers
Multi-Party Operations
Night Service
Recorded Overflow Announcement
SIP Line Service
Timers
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The Call Redirection page is displayed as shown below.

Set the following fields:
e Total redirection count limit: 0 (unlimited).
e Call Forward: Check Originating.
e Number of normal ring cycles of CFNA: 4.
e Click on Save (not shown).

AVAYA CS1000 Element Manager

UCM Network Services
- Home
~Links
= Vel Teimiaak
« System
l - cumn:l
« Routes ana Trunks
+ Dialing and Numbenng Plans
+ Phomes
« Tools
+ Securey

JROCHON Holaays

isturt huning

['-'ln HQrACH0On Cox

Call formars remngdes Xooe %or GOO2000 sats

CFNA YRAIMIN 106 CHE Waling ity on § ON

A0 AP 30 SECON Segied busy Peament

vl Message ceroer

Number of normal ringing cycles for CFNA
Cption 2

Cpticn 1

Cplun 2

of

ve nnging cycles for CFNA
Cpten O
Cptea 1

Option 2
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To enable Call Forward All Calls (CFAC) for the phone over the SIP trunk by using LD 11,
change its CLS to CFXA, then program the forward number on the phone set. The following is
the configuration of a phone that has CFAC enabled; the phone was forwarded to the PSTN
number 919195551212.

REQ: prt
TY¥PE: 2050pc
TM 8003
CLE UMR FBEAWTA LPR MTD FNA HTA TOD HFA CRPD
M LWMPN RMMD SMWD AAD IMD ¥HD IRD MID OLD WCE DRG1
POD SLKD CCSD SWD LND CNDA
CFTA SFD MRD DDV CNIA COCA MSID DAPA BFED RCBD
ICOD COMD LLCN MCTD GLED AUTU
GPUD DPUD DMNDACEXA]ARHD CLTD ASCD
CPFA CPTA AEDD CFHD FICD NAID DNAA BUZZ
UDI RCC HBTD AHD IPMD DDGA NAMA MIND PRSD NRWD NRCD NROD
DRDD EXRO
UShD USRD ULAD CCED RTDD REDD REHD PGND OCED FLXD FTTC DNDY DMO3 MCEM
FDSD MOWD WOLA YOUD COMR PRED RECD MCDD T&7D SEMD
KEM3 MSNY FRA PKCH MUTA WMWTD DVLD CROD ELCD

[19 CPw 12 919195551212|

To enable Call Forward Busy (CFB) for the phone over the SIP trunk by using LD 11, change
its CLS to FBA, HTA, and then program the forward number as HUNT. The following is the
configuration of a phone that has CFB enabled; the phone was CFB to the PSTN number
919195551212.

REQ: prt

TYPE: 2050pc

TM 8003

CLS UNR[EBAIWTA LPR MTD FNAHTAITOD HFA CRPD
MY, LMPM RMMD SWWD AAD IMD XHD IRD MID OLD YCE DRG
POD SLKD CCSD SWD LMD CNDA
CFTA SFD MRD DDW CMIA CDCA MSID DAPA BFED RCED
ICDD COMD LLCK MCTD CLED AUTU
GPUD DPUD DMDA CFA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD MAID DMAA BUZZ
UDI RCC HETD AHD IPMD DDGA NAMA MIND PRSD MRWD NRCD NROD
DRDD EXRO
UShD USRD ULAD CCED RTDD REDD REHD PEMD QCED FLXD FTTC DMDY DMO3 MCEN
FDSD NOYD WOLA YOUD CDMR PRED RECD MCDD TE7D SEMD
KEMS MSNY FRA PKCH MUTA WMWTD DVLD GROD ELCD

CPMD_LAMG ENG

RCO O

EFD G004

[ HUNT 919195551212 |
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To enable Call Forward No Answer (CENA) for the phone over the SIP trunk by using LD 11,
change CLS to FNA, SFA, then program the forward number as FDN. The following is the
configuration of a phone that has CFNA enabled; the phone was CFNA to the PSTN number
919195551234,

REQ: prt
TY¥PE: 2060pc
™ 8003

[FDN 919195551234]

CLE UMR FBA WTA LPR MTD|FNA[HTA TOD HFA CRPD
kWA LMPMN RMMD ShWD AAD IMD XHD IRD NID OLD YCE DRG1
POD SLKD CCE0 SWD LMD CMDA,
CFTA MRD DO CNIA COCA MSID DAPA BFED RCED
ICDD COMD LLCM MCTD CLED ALITL
GRUD DPUD DNDA CEXA ARHD CLTD ASCD
CPFA CRTA ABDD CFHD FICD MAID DNAA BUZZ
LIDI RCC HETD AHD IPMD DDGA MARMA MIND PRSD NREWD NRCD NROD
DRDD EXRO
LSMD USRD ULAD CCED RTDD REDD REHD PGND OCED FLAD FTTC DNDY DMOS MCEN
FOSD NOYD YOLA YOUD COME PRED RECD MCDD Ta7D SEMD
KEM3 MSMY FRA PKCH MUTA MWTD DVLILD CROD ELCD

5.7.4. Enable Call Waiting for the Phone
This section shows how to configure the Call Waiting feature at the phone level.

To configure the Call Waiting feature for the phone by using LD 11, change the CLS to HTD,
SWA and add CWT to a key as shown below.

REC: prt
TYPE: 2050pc
™ 8003

CLS UNR FBA WTA LPR MTD FNAHTDITDD HFA CRPD
MVYEA, LMPT RMMD ShWD AAD IMD ¥HD IRD NID OLD %CE DRG1
POD SLKD CCSD BWA]LND CNDA
CFTA SFA MRD DOV CHIA CDCA MSID DAPA BFED RCED
ICDD COMD LLCK MCTD CLBD AUTU
GPUD DPUD DNDA CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID DNAA BUZZ
UDI RCGC HETD AHD IPHD DDGA MAMA MIND PRSD MRYWD NRCD NROD
DROD EXRO
USMD USRD ULAD CCED RTDD RBOD RBHD PGND OCED FLXD FTTC DMDY DMO3 MCEN
FDSD MOYD WOLA YOUD COMR PRED RECD MCDD TE7D SEMD
KEM3 MSNY FRA PKCH MUTA MWTD DVLD CROD ELCD

[0z cwr
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6. Configure Avaya Session Border Controller for Enterprise

(Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to Claro’s SIP

Trunk service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning
step will have a screenshot associated with it. Some of the default information in the screenshots
that follow may have been cut out (not included) for brevity.

6.1. Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

AVAYA

Session Border Controller
for Enterprise

Log In

Username: username

Password: [

This system is restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized
access, use or modifications of this system is strictly prohibited.
Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state, federal or other
applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. All rights reserved.
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The Dashboard main page will appear as shown below.

Alsrms Incidents Stalus

Diagnoshcs Usears Satlings Help Log Out

| DasllboavdJ
Administrabion
Backup/Restors
System Management
Ghobal Paramaters
Glabal Prafiles
PPM Seraces
Domaln Pobosas
TLS Managemant
Device Specific Settings

Session Border Controller for Enterprise

AVAYA

Dashboard ~
v 105256 PM GMIT
System Time ‘)g o 2 Retws EMS
Avaya SBCE
Version 6.31-22-4653
Buid Date Fn Now 21 172502 EST 2014
License State oK

Aggregele Licansng Oversges 0

Peak Licersing Ovesage Count O

None found. Avays SBCE No Server Flow Matched fof Incomng Message
Avaye SBCE: Na Server Flow Matched for Incoming Message
Avays SBCE: No Server Flow Maiched for Incoming Message
Avaya SBCE: No Server Flow Maiched for Incoming Message

Avaya SBCE: No Server Flow Matched for incoming Message

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added. To view the configuration of this device,
click on View as shown in the screenshot below.

Alsrms Incidents Stalus

Cashboard
Administrabion
Backup/Restore

System Management

Giabal Profiles
PPM Services
Domain Pobowes
TLS Management

Device Specific Settings

Session Border Controller for Enterprise

Diagnastics Users Sattings Help Log Out

AVAYA

System Management

| Duvices || Updates | | SSLVPN | | Licansing |

Management "

Device Name

Avaya SBCE
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To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The

Box Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used
for all other fields.

System Information: Avaya SBCE x
General Configuration  Device Configuration License Allocation
Appliance Name  Avaya SBCE HA Mode No Standard Sessions 2000
. 2000 -
Box T SiP Two Bypass Mode No
ype | yp Advanced Sessions 2000
‘ 2000

Deployment Mode Proxy

o Vidaeo S
Scopia Video Sessions
500 500

Encryption v ‘

Network Configuration

iz Public IP Netmask Gateway Intarface
17216671 172165.71 2652552560 17218 65254 At

172165198 172165199 2562552550 172,18.5.254 Al

DNS Configuration - Management IP($)
Primary DNS 172.16.5,102 P

Secondary DNS :

DNS Location DMZ

DNS Client IP 17216571

On the previous screen, note that the Al interface corresponds to the inside interface (Private
Network side) and B1 interface corresponds to the outside interface (Public Network side) of the
Avaya SBCE. Since a VPN connection was used with this solution to connect Claro’s network to
the enterprise network, the Al interface was used for access to the private enterprise network and
to route calls to Claro’s network across the VPN tunnel. In this solution, the B1 interface was not
used. Refer to Figure 1 for the IP addresses assigned on the Avaya SBCE.

When a VPN connection is not used, the B1 interface is normally used to route calls to the
service provider across the public Internet.

The management IP was blurred out for security reasons.
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IMPORTANT! — During the Avaya SBCE installation, the Management interface (labeled
“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the
Avaya SBCE private or public network interfaces (e.g., Al and B1).

6.2. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows for the configuration of parameters
across all devices.

6.2.1. Server Interworking - Avaya-CS1000

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate in the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since modifying a default
profile is generally not recommended, for the test configuration the default avaya-ru profile was
duplicated, or “cloned”, and then modified to meet specific requirements for the enterprise SIP-
enabled solution.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile.

Enter the new profile name in the Clone Name field, the name of Avaya-CS1000 was chosen in
this example. Click Finish.

For the newly created Avaya-CS1000 profile, click Edit (not shown) at the bottom of the
General tab:

Check T.38 Support.

Click Next.

Leave other fields with their default values.

Click Finish on the Privacy and DTMF tab.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 77 of 125
SPOC 9/14/2015 ©2015 Avaya Inc. All Rights Reserved. Claro_CS1KASBCE




The following screen capture shows the General tab of the newly created Avaya-CS1000
Profile.
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52100

X he 40 ik & tesorpton

[mecurar || Temers | [ umimamsputascn | | Heaces Manputsson | | agvanced

- ok Support NONE
'Pln‘)J-'ll’p'l'“ Caoo-ocm
b
Server Interwarking o5, B0 Hanaing N
Al

Prhona Inlsrwoang 42 101 Hanaing None
Madia Foeng = e 182 Handing Nooe
Routing OCSFrntEna-Sereer = .y s
?‘:m' Conhguraion AvayasM - -

o iy i

v iap e URI Group
Sigraling Manpulshon None
URI Groups Sens Howy W

PP Sarvices Avapa RO I Hanawg N
Domain Policies Ao Dwversion Header Suppornt No
TLS Management Detayed 307 Hanng No
Device Specific Settings
R Hanang No
| 738 supgon ves |
LR Schome StP
W R0 Format RECI
Pavacy Enatied No
s N
PrAssErtad-ioenity No
PFretemed doenthy No
Prvacy Header

OTIF Support None
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The following screen capture shows the Advanced tab of the newly created Avaya-CS1000

Profile.

Alarms 1 ncidents  Status

Diagnostics

Users

Dashboard
Administration
Backup/Restore
System Management

Session Border Controller for Enterprise

Interworking Profiles: Avaya-CS1000

Interwarking Piosles

Chck have 1o 834 a desctipion

cs2100 -~ —— T —— —
Global Parameters  General [ml IMWJ [MW H Advanced I
Record Routes Both
Domain DoS OCS-Edge-Servel
Fingerpnnt R Topalogy Hdng: Change CaliD Nao
cuvro T o
cugs
Phene Interwerking Change Max Forwards Yes
Sipera-Halo
Media Forking Intude Erd Point 3P for Context Lookup Yes
Routing OCS-FrantEnd Server
QCS Extensions No
Server Configuration Avayn-SM
AVAYA Extensions Yes
Topology Hiding SEOenw
Signaling Manipulation NORTEL Extansions No
URI Groups Dversion Manipuaton Na
PPM Services AveyearlPO
Mutaswich Extonsions No
Domain Policies Avarya-CM
TLS Management Reset an Talk Spurt No
Device Specific Settings Rosot SRTP Context an Session Refresh No
Has Remote SBC Yes
Route Response on Via Part No
Cisco Extensions No
Lync Extensions No
| Edn |
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6.2.2. Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the service provider.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select Add.

Enter the new profile name (not shown), the name of SP-General was chosen in this example,
clicking Next:

On the General tab:
e Check T.38 Support.
e Leave other fields with their default values.
e Click Next until the Advanced tab is reached, then click Finish on the Advanced tab.

The following screen capture shows the General tab of the newly created SP-General profile.
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Casnboard Interwarking Profiles: SP-General
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BackupRestore -
System Management et
. 320 -
Olots Paameters -~ {'J-luul Thtsees I Ut Mg
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e - R 108 Harcting None
E;-r.u Interwoching .
Phane wreranrkng . 131 Manding None
Media Forlong SPiaTe 182 Hareting Neos
Reutimg OCS-FronEnd Sanve 183 Harding Nene
Server Configuranon Aroya SN foalae - ‘-
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Py o
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The following screen capture shows the Advanced tab of the newly created SP-General profile.
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6.2.3. Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (CS1000) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add Profile and enter the profile name: CS1000.

On the Add Server Configuration Profile - General window:

Server Type: Select Call Server.
IP Address / FQDN: 172.16.20.60 (Node IP address of the CS1000).

Port: 5060 (This port must match the far end (CS1000) local port number defined in
Section 5.5.1).

Transport: Select UDP.

e Click Next.

[S._}wm Type Call Server v ]

—
IP Address | FQDN Pont Transport
l 172.16,20,60 5060 UDP v l ekt
Back ] ¥ Nuxlﬂ
e Click Next on the Authentication window.
e Click Next on the Heartbeat window.
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On the Advanced tab:

e Select Avaya-CS1000 from the Interworking Profile drop down menu.
e Leave the Signaling Manipulation Script at the default None.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enabie DoS Protection

Enable Grooming

Interworking Profile Avaya-C51000 bt
Signasing Manipulation Scnpt None v
Connecton Type jSUEIU V

Alarms 1 noidernts  Staws Logs Diagrostics  Userns

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: CS1000
Admirestration A limnamu Jure || Dot
BackupRestore S— v e
=3 |
Systam Management _| |
Session Manage:
Globe! Parsmaters Server Type Cab Snrywr
. Servioe Provsaot
0 A | FGON
Domain DoS Com Mg
Fingarprint [@
Server interworking e Edn
' Offoe

Prone Interworking
Madia Forking
Routing
Tepology Hidng
Signaing Manpuiston
URI Groups

PPN Services

Domain Polizes

TLS Management

Davice Specific Settings
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The following screen capture shows the Advanced tab of the newly created CS1000 profile.
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles section and enter the profile name: Service Provider.

On the Add Server Configuration Profile - General window:
e Server Type: Select Trunk Server.
e IP Address/FQDN: 192.168.20.16 (IP Address of the service provider SIP Proxy).
e Port: 5060.
e Transport: Select UDP.

e Click Next.
| Server Type [Trunk Server V||
Add
IP Address / FQDN Port Transport
[192.168.20.16 | [5060 | [uDP v|[ Delete

e Click Next on the Authentication window.
e Click Next on the Heartbeat window.

On the Advanced tab:
e Select SP-General from the Interworking Profile drop down menu.

e Leave the Signaling Manipulation Script at the default None, a signaling manipulation
script will be assigned later.

e Click Finish.
Add Server Configuration Profile - Advanced X
Enable DoS Protaction O
Enable Grooming O
Interworking Profile [SP-General V||
Signaling Manipulation Script |Ncme V|
Connection Type SUBID W
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The following screen capture shows the General tab of the newly created Service Provider
profile.
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The following screen capture shows the Advanced tab of the newly created Service Provider
profile.
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6.2.4. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination.

Two Routing profiles were created, one for inbound calls, with the CS1000 as the destination,
and the second one for outbound calls, which are sent to the service provider SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side:
e Select Routing.
e Click Add in the Routing Profiles section.
e Enter Profile Name: Route_to_CS1000.
e Click Next.

On the Routing Profile screen complete the following:

e Click on the Add button to add a Next-Hop Address.
Priority / Weight: 1
Server Configuration: Select CS1000.

Next Hop Address: Select 172.16.20.60:5060 (UDP) ((Node IP address of the CS1000,
Port and Transport).

Click Finish.
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Delste

The following screen shows the newly created Route_to CS1000 Profile.

Session Border Controller for Enterprise AVAYA
Dashbeard Routing Profiles: Route_to_CS1000
Administration
| Acs |
Backup'Resiore
System Managament | Fourg Prufies | Clck hwes 0 084 0 gmscnpson
detauk ;
Globel Parameters | Reuting Pratile I
« [Global Profies Rowte_to_SM " -
| Updae Prioriy Ace
Doman OoS Rouw_to 5P L thd - ‘]
Fingerpnnt Roue_30. CM Frionty l.;‘::“ Time of Oay Lodd Ealanong Next Hop Address

:::: I'::rrv:xv::: Ewwemom) ([[ ] - detaut Porty 172 16.20€0
Madia Farking Route_io_P0 !
[Bouting ! To M Som Rem W
Sarver Condguration
Topology Hidng
Signaing Manipulation
URI Groups

PPM Services

Domain Policies

TLS Managemsant

Davice Spaaific Settings

uoe #. Deltr

HG; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 9/14/2015 ©2015 Avaya Inc. All Rights Reserved.

88 of 125
Claro_CS1KASBCE



Similarly, for the outbound route:
e Select Routing.
e Click Add in the Routing Profiles section.
e Enter Profile Name: Route_to SP.
e Click Next.

On the Routing Profile screen complete the following:

e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select Service Provider.
e Next Hop Address: Select 192.168.20.16:5060 (UDP) (service provider SIP Proxy IP
address, Port and Transport).
e Click Finish.
URI Group 5 v Time of Day fdgfapit V]
Load Balancing Priority v NAPTR
Transport None Vv Next Hop Priority vl
Next Hop In-Dialog O ignore Route Header Ol
| Add |
mm'/ Server Configuration Next Hop Address Transport
IE | [Service Provider v| [152.168.20.16:5060 (UDP) V| [None % Deiste
| Back | | Finish |
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The following screen capture shows the newly created Route_to_SP Profile.
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6.2.5. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP
packets, preventing private enterprise network information from being propagated to the un-
trusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or
domains, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile.
e Enter the Profile Name: CS1000.
e Click Finish.
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The following screen capture shows the newly added CS1000 Profile. Note that for the CS1000,
no values were overwritten (default).
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To add the Topology Hiding Profile in the service provider direction, select Topology Hiding
from the Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile.

e Enter the Profile Name: Service_Provider.

e Click Finish.

e Click Edit on the newly added Service_Provider Topology Hiding profile.

e For Request-Line under Header, choose Overwrite from the pull-down menu under
Replace Action; enter the domain name for the service provider (ims.claro.com.do)
under Overwrite Value.

e For From under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the service provider (ims.claro.com.do) under
Overwrite Value.

e For To under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the service provider (ims.claro.com.do) under
Overwrite Value.

The following screen capture shows the newly added Service_Provider Profile.
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6.2.6. Signaling Manipulation

The Avaya SBCE is capable of doing header manipulation by means of Signaling Manipulation
(or SigMa) Scripts. The scripts can be created externally as a regular text file and imported in the
Signaling Manipulation screen, or they can be written directly in the page using the embedded
Sigma Editor. For the test configuration, the Editor was used to create the script needed to handle
the header manipulation described below.

The Signaling Manipulation Script shown below is needed to remove unwanted headers from
being sent to the service provider. This is in addition to the Signaling Rules created to remove
headers under Section 6.3.3.

From the Global Profiles menu on the left panel (not shown), select Signaling Manipulation
(not shown). Click on Add Script (not shown) to open the SigMa Editor screen.
e For the Title, enter a name. The name of Remove_SDP_MIME_Types was chosen in

this example.
e Enter the script as shown on the screen below (Note: The script can be copied from
Appendix A).
e Click Save.
Signaling Manipulation Editor AVAYA

‘n\g[ Remove_SDP_MIME Types I | Save
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The following screen shows the newly added Signaling Manipulation script.
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After the Signaling Manipulation Script is created, it should be applied to the Service Provider
Server Configuration Profile previously created in Section 6.2.3.

Go to Global Profiles > Server Configuration - Service Provider - Advanced tab - Edit.
Select Remove_SDP_MIME_Types from the drop down menu on the Signaling Manipulation
Script field. Click Finish to save and exit.

Edit Server Configuration Profile - Advanced x

Enable DoS Protection

Enable Grooming

Interwerking Profile

O

'SP-General v|

Signaling Manipulation Scrpt

Remove_SDP_MIME Types V'I

Connection Type

SUBID V|

I Finish i
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The following screen capture shows the Advanced tab of the previously added Service Provider
profile with the Signaling Manipulation Script assigned.
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6.3. Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to
control and normalize the behavior of call flows, based upon various criteria of communication
sessions originating from or terminating in the enterprise.

6.3.1. Create Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition,
Application Rules define the maximum number of concurrent voice and video sessions the
network will process in order to prevent resource exhaustion. From the menu on the left-hand
side, select Domain Policies - Application Rules.

e Click on the Add button to add a new rule.

e Rule Name: enter the name of the profile, e.g., 2000 Sessions.

e Under Audio check In and Out and set the Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint to recommended values, the value of 2000 was used
in the sample configuration.

e Click Finish.

Application Rule X

S Maximum Concurrent  Maximum Sessions
spnEin s — Sessions Per Endpoint
Audio [2000 | [2000 ||
Video 0 o
IM 0 o
® None
CDR Support ) CDRwi/ RTP
O CDR wlo RTP
RTCP Keep-Alive ]

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 96 of 125
SPOC 9/14/2015 ©2015 Avaya Inc. All Rights Reserved. Claro_CS1KASBCE



The following screen capture shows the newly created 2000 Sessions application rule.
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6.3.2. Media Rules
For the compliance test, the default-low-med Media Rule was used.
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6.3.3. Signaling Rules

Signaling Rules define the actions to be taken (Allow, Block, Block with Response, etc.) for
each type of SIP-specific signaling request and response message. They also allow the control of
the Quality of Service of the signaling packets.

Headers such as Alert-Info, P-Location, P-Charging-Vector and others are sent in SIP messages
from the CS1000 to the Avaya SBCE for egress to the service provider’s network. These headers
should not be exposed external to the enterprise. For simplicity, these headers were simply
removed (blocked) from both requests and responses for both inbound and outbound calls.

A Signaling Rule was created, to later be applied in the direction of the Enterprise to block
unwanted headers coming from the CS1000 from being propagated to the Claro network. To add
this header, in the Domain Policies menu, select Signaling Rules:

e Click on default in the Signaling Rules list.

e Click on Clone on top right of the screen.

e Enter aname: CS1K_SigRule. Click Finish.

Select the Request Headers tab of the newly created CS1K_SigRule signaling rule.

To add the AV-Global-Session-1D header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: AV-Global-Session-1D
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the Alert-Info header:
e Select Add in Header Control

e Header Name: Alert-Info

e Method Name: ALL

e Header Criteria: Forbidden

e Presence Action: Remove Header
e Click Finish.

To add the Endpoint-View header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: Endpoint-View
e Method Name: ALL
e Header Criteria: Forbidden
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e Presence Action: Remove Header
e Click Finish.

To add the History-Info header:
e Select Add in Header Control

e Header Name: History-Info

e Method Name: ALL

e Header Criteria: Forbidden

e Presence Action: Remove Header
e Click Finish

To add the P-AV-Message-ID header:
e Select Add in Header Control.
e Check the Proprietary Request Header box
e Header Name: P-AV-Message-1D
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Charging-Vector header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Charging-Vector
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Location header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Location
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the x-nt-ocn-id header:
e Select Add in Header Control
e Check the Proprietary Request Header box
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Header Name: x-nt-ocn-id
Method Name: ALL

Header Criteria: Forbidden
Presence Action: Remove Header
Click Finish

To add the x-nt-e164-clid header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: x-nt-e164-clid

Method Name: ALL

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish

The following screen capture shows the Request Headers tab of the CS1K_SigRule signaling

rule.
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Select the Response Headers tab of the newly created CS1K_SigRule signaling rule.

To add the AV-Global-Session-1D header:
e Select Add in Header Control

e Check the Proprietary Request Header box
e Header Name: AV-Global-Session-1D

e Response Code: 1XX

e Method Name: ALL

e Header Criteria: Forbidden

e Presence Action: Remove Header

e Click Finish

To add the AV-Global-Session-1D header:
e Select Add in Header Control

e Check the Proprietary Request Header box
o Header Name: AV-Global-Session-1D

e Response Code: 200

e Method Name: ALL

e Header Criteria: Forbidden

e Presence Action: Remove Header

e Click Finish

To add the AV-Global-Session-1D header:
e Select Add in Header Control

e Check the Proprietary Request Header box
e Header Name: AV-Global-Session-1D

e Response Code: 4XX

e Method Name: ALL

e Header Criteria: Forbidden

e Presence Action: Remove Header

e Click Finish

To add the Alert-Info header:
e Select Add in Header Control
e Header Name: Alert-Info
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish
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To add the P-AV-Message-1D header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-AV-Message-1D
e Response Code: 1XX
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-AV-Message-1D header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-AV-Message-1D
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Charging-Vector header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Charging-Vector
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Location header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Location
¢ Response Code: 1XX
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish
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To add the P-Location header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Location
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Location header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Location
e Response Code: 4XX
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

The following screen capture shows the Response Headers tab of the CS1K_SigRule signaling
rule.
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6.3.4. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc.) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select
End Point Policy Groups. Select Add Group.

e Group Name: Enterprise.

e Application Rule: 2000 Sessions.

e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: CS1K_SigRule.

e Click Finish.
Application Rule !ZOC-D Sessions e
Border Rule [defaun v
Media Rule [defaultlow-med V|
Security Rule [defaultdow V]
Signaling Rule [CS1K_SigRule v
f:lmsh
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The following screen capture shows the newly created Enterprise End Point Policy Group.
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Similarly, to create an End Point Policy Group for the service provider SIP Trunk, select Add
Group.

e Group Name: Service Provider.

e Application Rule: 2000 Sessions.

e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.
Edit Policy Set X

Application Rule [2000 Sessions v|

Border Rule | default v

Media Rule | default-low-med v

Security Rule |default-low V|

Signaling Rule |defau|t hd

Finish
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The following screen capture shows the newly created Service Provider End Point Policy

Group.

Dashboard
Adminsiradon
BackupRestore
System Management
Gictal Parameters
Giobal Profiles
PPM Services
-[Ec,_«sin Poloes
Application Rules
Border Rues
Meada Rues
Secunty Rules
Signaling Rules
Time of Day Rubes

End Point Pollcy
Grow

Sesawn Policles
TLS Management
Device Speofic Settings

Session Border Controller for Enterprise

Policy Groups: Service Provider

Agd | [Fiber By Device v

O e 1 it o denerprion

AVAYA

| Fename || Cione || Deleme |

defmtiow

C38 hovw 1o add A row descopien

defat-iow-ens
Fulcy Group |

defmat-med

defmul-med-enc

defasthign

detaskrgh-enc

CCS-detmud-gn
avopa-deliowant
avopr-deft-high-suce
aewpa-def-hgn-sarve
Entorprise

Ram ‘Workery nasde
Ram Wortens SRTP

Rom Worken RTF

HG; Reviewed:
SPOC 9/14/2015

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

107 of 125

Claro_CS1KASBCE




6.4. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

6.4.1. Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings menu on the left-hand side, select Network
Management. Select the Networks tab.
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On the Interface tab, click the Disabled control for interface Al to change the status to
Enabled. It should be noted that the default state for all interfaces is Disabled, so it is important
to perform this step, or the Avaya SBCE will not be able to communicate on any of its interfaces.
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6.4.2. Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface. Below
is the configuration of the inside, private Media Interface of the Avaya SBCE.

e Select Add in the Media Interface area (not shown).

e Name: Private_med.
IP Address: 172.16.5.71 (Inside or Private IP Address of the Avaya SBCE, toward the

CS1000).
e Port Range: 35000-40000.
e Click Finish.
?Name [Private_med| x|
llP Address (17216571 V]
|Port Range 35000 |-[40000 |
| Finish |

Below is the configuration of the outside, public Media Interface of the Avaya SBCE.
e Select Add in the Media Interface area.
e Name: Public_med.
IP Address: 172.16.5.199 (IP Address of the Avaya SBCE toward the service provider
via the VPN tunnel).
Port Range: 35000-40000.

e Click Finish.
Name Public_med
IP Address 172165198
Port Range 35000 - 40000
Finish
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The following screen capture shows the newly created media interfaces.
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6.4.3. Signaling Interface

To create the Signaling Interface toward the CS1000, from the Device Specific menu on the left
hand side, select Signaling Interface.

Below is the configuration of the inside, private Signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area.
e Name: Private_sig.
e Select IP Address: 172.16.5.71 (Inside or Private IP Address of the Avaya SBCE,

toward the CS1000).
e UDP Port: 5060.
e Click Finish.
Name |anale sig |
IP Addrass 17216571 V)
TCP Port |
aave Dlank 10 dsatie
.UE?\pC ::‘r}( to dsable 15050 1
TLS Port l
Leave blank 1o dsable
TLS Profile None v
Enable Shared Control
Shared Control Port
Finish |
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Below is the configuration of the outside, public signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area.
e Name: Public_sig.
e IP Address: 172.16.5.199 (IP Address of the Avaya SBCE toward the service provider
via the VPN tunnel).

e UDP Port: 5060.

e Click Finish.
Add Signaling Interface x
Name Public_sig
IP Address 172.16.5.199
TCP Pont
Leave biank 0 cisable
UDP Port
Leave blank 10 dsabie Soeq
TLS Port

Leaws biank 30 dsable

TLS Profile None

Enable Shared Control

Shared Control Port

Finish
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The following screen capture shows the newly created signaling interfaces.

Dashboard
Administration
BackupRestore
System Management
Gicbal Parameters
Global Profies
PPM Services
Domain Polces

+[evice Bpectic Semnge]
Networs Management
Modm irtecface
[Signatng interface]
End Point Flows
Seszion Flows
OMZ Servicas
TURNGTUN Senice
SNMP
Syslog Mansgament
Advanced Optons
Troubleshootng

Session Border Controller for Enterprise

Signaling Interface: Avaya SBCE

Swgnaing nierface

AVAYA

Avays SBCE

P Bart  LOP Pont  TLES Pent

Frivate_si 1Ir2wen

Puskc_vg 172 96 5 199 -

NOITWG O S0 Wi NG 20 000500 SUTHNZ NIRTANE AT ey AN QPR Zanon (oSt Do e treng oot
Sesied bt Soaiere Sl iasensal

APZHIOOMN rOsNE Can b

6.4.4. End Point Flows

When a packet is received by the Avaya SBCE, the content of the packet (IP addresses, URISs,
etc.) is used to determine which flow it matches. Once the flow is determined, the flow points to
a policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets

in the same flow.

-1

Avaya SBCE

SIP Trunk Service Provider
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The End-Point Flows define certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the service provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, and then the Server Flows tab. Click Add Flow (not shown).

e Name: SIP_Trunk_Flow.

e Server Configuration: Service Provider.

e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Private_sig.

e Signaling Interface: Public_sig.

e Media Interface: Public_med.

e End Point Policy Group: Service Provider.
e Routing Profile: Route_to CS1000 (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Service_Provider.
e File Transfer Profile: None.

e Signaling Manipulation Script: None

e Remote Brach Office: Any.

e Click Finish.
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To create the call flow toward the CS1000, click Add Flow.

Edit Flow: SIP_Trunk_Flow X

Flow Name

Server Configuration
UR! Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile

Topology Hiding Profile

[SIP_Trunk_Flow

%]

_§LT‘:‘ICC Provider V]

v}

Prvaesg V]

Public_sig v

Public_med vi

Service Provider

(Route to CS1000 V]

Service Provider V|

File Transfer Profile 'None V|

Signaling Manipulation Script None

Remote Branch Office A.Q):
LF'mish

Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Name: CS1000_Flow.
e Server Configuration: CS1000.
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.
e End Point Policy Group: Enterprise.
[ ]
e Topology Hiding Profile: CS1000.
e File Transfer Profile: None.
¢ Signaling Manipulation Script: None
e Remote Brach Office: Any.
e Click Finish.
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Edit Flow: CS1000_Flow X

Flow Name [CS1000_Flow ]
Server Configuration |CS1000 v
UR| Group ' v
Transpen TV
Remote Subnet ,
Received Interface lE’E‘P"C.ASJL\_’I
Signaling Interface m
Media Interface Wﬁva@_ﬁjﬂ
End Point Policy Group |Enterprise v|
Routing Profile [Route to 5P V|
Topology Hiding Profile w
File Transfer Profile @
Signaling Manipulation Script None
Remote Branch Office |Any v
Finish
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The following screen capture shows the newly created End Point Flows.

Session Border Controller for Enterprise AVAYA

Dashboard End Point Flows: Avaya SBCE
Adminsiration

R vacriver Flows
Jevous I i/
aystem i criu Sudacriber ”&rm‘ Fiows

Gicbal Parameters ocsmisinna li
Giobal Profies
PPM Secvices
Domain Polces
TLS Managemenrt
« [Bevice Spedhic Sefiings| [ [esto00 pow ¢ Pubic_sg  Priaste_si;  Emerpras Route_to 6P | Ve Gt Delie
Network Management — ~ =— - ——
Meods ireclace
Signaling irterTnce
End Point Flows,
Sesson Flows
OMZ Services
TURN/STUN Senvice
SNMP
Syviog Marsgenent
Advanced Optons
Troubleshootng
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7. Claro SIP Trunking Service Configuration

To use Claro SIP Trunking service, a customer must request the service from Claro using the
established sales processes. The process can be started by contacting Claro via the corporate web
site at: http://www.claro.com.do/wps/portal/do/sc/empresas

During the signup process, Claro will require that the customer provide the public IP address
used to reach Avaya SBCE at the edge of the enterprise. Claro will provide the IP address of the
SIP proxy/SBC, Direct Inward Dialed (DID) numbers to be assigned to the enterprise, etc. This
information is used to complete the Avaya Communication Server 1000 and the Avaya Session
Border Controller for Enterprise configuration discussed in the previous sections.

During the interoperability testing, a VPN connection was used to connect the simulated
enterprise site to Claro’s network via the public Internet. The connection could also be done
without the use of a VPN connection, by directly connecting the Avaya SBCE to a public facing
SBC located in Claro’s network. This is accomplished by assigning public IP addresses, capable
of being reached across the public Internet, to the Avaya SBCE (interface B1) and to the Claro’s
SBC.
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8. Verification Steps
The following steps may be used to verify the configuration.

8.1. General

Place an inbound/outbound call from/to a PSTN phone and to/from an internal CS1000 phone,
answer the call and verify that two-way speech path exists. Check call display number to ensure
the correct information was sent or received. Perform hold/retrieve on calls. Verify the call
remains stable for several minutes and disconnects properly.

Verify Call Establishment on the CS1000 Call Server.

Active Call Trace (LD 80).
The following is an example of one of the commands available on the CS1000 to trace the
extension (DN) when the call is active or idle. The call scenario involved the CS1000 extension
8000 calling a PSTN phone number (786331XxXX).
e Login to the Call Server CLI (please refer to Section 5.1.2 for more detail)
e Login to the Overlay command prompt; issue the command LD 80 and then trac 0 8000
while the call is active.
e After the call is released, issue command trac 0 8000 again to see if the DN is released
back to idle state.

Below is the actual output of the Call Server Command Line mode when extension 8000 is in an
active call:

Note that IP addresses and telephone numbers have been masked for security reasons.
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The following screen shows an example of an active call on extension 8000.

»1d 80
TRLOOO
.trac 0 5000

CORIG

FAR-END 3IF

FAR-END SIP

TEERHM
FAR-END 3IF

ACTIVE WTW 005 0O 0O 00

YWIN 008 0O OO0 00
SIGNALLING EMNCRYFTICN:

FAR-END MEDIL ENDPOINT

FAR-END MEDIL ENDPOINT
WIN 043 0O OO0 10

FAR-END» MEDIL ENDPOINT
FAR-END VencdorID:
MEDIAL PROFILE:

RFC2833: RIPT 101 TXPT 101 DIAL DN 21736331

MATH PM ESTD

TALESLOT ORIG 10 TEEM 15 JUNCTOR  CRIGO TERHMO
EES DATA:

MNONE

QUET NONE

CALL ID 0O 489

—-——— I3DN ISL CALL (TERM) --—-

CALL REF # = 395

BEARER CAF = VOICE

HLC =

CALL STATE = 10 ACTIVE

CALLING NGO = S000 NUM PLAW:E164 TCH:MNATICOWAL E3N:NPL
CALLED NO = 17868331 NUM PLAMN:El64 TOMN:NATICONAL ESN:MNPL

EEY 0 3CE MARF CUST 0 DN S000 TYPE 1165
IN3EC
SIGNALLING IF: 172.16.21.61
IF: 172.16.20.154 PORT: 5200
SIGNALLING IP: 17E.16.21.61
IF: 172.16.20.154 FPORT: 5200
WTEE IFTI EMER 0O 11 QUTGOING WOIFP GW CALL
SIGNALLING IF: 172.16.5.71
IF: 172.16.5.71 FPORT: 35010

AVATA-SM-6.3.2.0.632023

CODEC G.711 MU-LAW PAYLOAD 20 ms VAD OFF

The following screen shows an example after the call on extension 8000 was been released.

LLCrac O S000

IDLE WTI 008 0O 00 00

MARF

The following screen shows an example after the call was released, it shows that there are no

trunks busy.

=1d 32

NPROOO

.stat 48 0
01z UMIT(S)
000 UNIT(S)
000 UNIT(S)
000 UNIT(S)

IDLE
BUST
D3EBL
ME3T
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8.2. Protocol Traces

Wireshark was used to verify SIP message information for each call. Wireshark traces were
captured on the outside or public network side of the Avaya SBCE, in between the simulated
enterprise and Claro.

9. Conclusion

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) Trunk service for an enterprise solution consisting of Avaya Communication
Server 1000 Release 7.6 and Avaya Session Border Controller for Enterprise Release 6.3 to
support Claro SIP Trunking Services, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in
the scope of testing in Section 2.1 as well as under test results in Section 2.2.
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11. Appendix A: SigMa Script

The following is the Signaling Manipulation script used in the configuration of the Avaya SBCE
as shown in Section 6.2.6:

Title: Remove_SDP_MIME_Types
within session "All"

{
act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"
{
%HEADERS["Content-Type"][1].regex_replace("multipart/mixed;boundary=unique-
boundary-1","application/sdp™);

/I The SBC will not remove the SDP MIME, so "x-nt-mcdn-frag-hex™" = %BODY|[1] // After
"x-nt-mcdn-frag-hex" is removed,

Il "x-nt-esn5-frag-hex™ moves up one...

/I So the same command removes "x-nt-esn5-frag-hex".

/I And so on (e.g.,"x-nt-epid-frag-hex").

remove(%BODY[1]);
remove(%BODY[1]);

// Remove unwanted Headers
remove(%HEADERS["History-Info"][3]);
remove(%HEADERS["History-Info"][2]);
remove(%HEADERS["History-Info"][1]);
remove(%HEADERS["Alert-Info"][1]);
remove(%HEADERS["x-nt-e164-clid"][1]);
remove(%HEADERS["P-AV-Message-1d"][1]);
remove(%HEADERS["P-Charging-Vector"][1]);
remove(%HEADERS["Av-Global-Session-1D"][1]);
remove(%HEADERS["P-Location"][1]);
remove(%HEADERS["Remote-Party-1D"][1]);
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