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Avaya Solution & Interoperability Test Lab

Application Notes for Configuring a SonicWALL VPN
solution with an Avaya IP Telephony Infrastructure using
Avaya Aura™ Communication Manager and Avaya Aura™
SIP Enablement Services in a Converged VolP and Data
Network - Issue 1.0

Abstract

These Application Notes describe the steps for configuring a SonicWALL VPN solution with
an Avaya [P Telephony Infrastructure using Avaya Aura™ Communication Manager and
Avaya Aura™ SIP Enablement Services consisting of a Corporate Headquarters with three
remote sites.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration of a Voice over IP (VoIP) solution using
SonicWALL UTM Firewalls appliances with an Avaya Telephony Infrastructure consisting of
Avaya Aura™ Communication Manager, Avaya Aura™ SIP Enablement Services, Avaya
Modular Messaging, Avaya IA 770 INTUITY AUDIX and Avaya IP telephones. Compliance
testing emphasis was placed on validating that VolP traffic and voice features, e.g., voicemail,
conferencing, worked properly through the SonicWALL UTM Firewall VPNs.

1.1. Interoperability Compliance Testing

The interoperability compliance test covered feature functionality, serviceability, and
performance testing. The emphasis in the compliance test was placed on validating that VoIP
traffic and voice features, e.g., voicemail, conferencing, worked properly through the
SonicWALL UTM Firewalls.

The telephony features verified to operate correctly included attended/unattended transfer,
conference call participation, conference call add/drop, multiple call appearances, caller ID
operation, call forwarding unconditional, call forwarding on busy, call park, call pick-up, bridged
call appearances, voicemail using Avaya Modular Messaging and Avaya [A770 INTUITY
AUDIX , Message Waiting Indicator (MWI), and hold and return from hold

Serviceability testing was conducted to verify the ability of the Avaya/SonicWALL VoIP
solution to recover from adverse conditions, such as power cycling network devices and
disconnecting cables between the LAN interfaces. In all cases, the ability to recover after the
network normalized from failures was verified.

1.2. Support

Technical Support: http://www.sonicwall.com/us/Support.html

2. Reference Configuration

The configuration in Figure 1 shows a converged VoIP and data network with multiple remote
sites. The extension numbers beginning with the number 5 are registered with Communication
Manager in the Main Site and extension numbers beginning with the number 4 are registered
with the Remote Site B Communication Manager. For compliance testing, the voice and data
traffic were separated onto different VLANS.
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2.1. Corporate Headquarters

The Corporate Headquarters consisted of one SonicWall NSA E5500, one router, one
Communication Manager running on an Avaya S8300 Server with an Avaya G450 Media
Gateway, SES, Avaya Modular Messaging, Avaya [A 770 INTUITY AUDIX, one Avaya 2410
Digital Telephone, one Avaya 9630 IP Telephone running Avaya one-X Deskphone Edition on
VLAN Voicel, one Avaya 9640 IP Telephone running Avaya one-X Deskphone SIP on VLAN
Voicel and one Corporate DHCP/File server. The Corporate Headquarters provided a
DHCP/File server for assigning IP network parameters and to download settings to the Avaya IP
telephones.

2.2. Remote Site A

Remote Site A consisted of one SonicWall NSA 240, one router, one Avaya 9650 IP Telephone
running Avaya one-X Deskphone Edition, one Avaya 9620 IP Telephone running Avaya one-X
Deskphone SIP, and a PC on data network. The Avaya IP telephones register to headquarters
Communication Manager.

2.3. Remote Site B

Remote Site B consisted of one SonicWall NSA 240, one router, Communication Manager
running on an Avaya S8300 Server with an Avaya G700 Media Gateway, one Avaya 2410
Digital Telephone, one Avaya 9640G IP Telephone running Avaya one-X Deskphone Edition,
one Avaya 9630 IP Telephone running Avaya one-X Deskphone Edition, and a PC on data
network. The Avaya IP telephones register to the Remote Site B Communication Manager. An
H.323 trunk was configured between Communication Managers at the Corporate Headquarters
and Remote Site B to allow direct dialing between the sites.

2.4. Remote Site C

Remote Site C consisted of one SonicWall NSA 240, one router, one Avaya G700 Media
Gateway, and two Avaya 2410 Digital Telephones. The Remote Site C Avaya Media Gateway
registers to the headquarters Communication Manager. While the Avaya 2410 Digital
Telephones are directly connected to the Remote Site C Avaya Media gateway, they are
administered on the headquarters Communication Manager.
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Figure 1: Sample Network Configuration
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment \ Software/Firmware

Avaya PBX Products

Avaya S8300 Server running Avaya Aura™
Communication Manager

Avaya Aura™ Communication
Manager 5.2

Avaya G450 Media Gateway (Corporate Site)

MGP 28.22.0
MM712 DCP Media Module HW9
Avaya [A 770 INTUITY AUDIX 5.2
Avaya G700 Media Gateway (Remote Site B)
MGP 28.22.0
MM712 DCP Media Module HW9
Avaya G700 Media Gateway (Remote Site C)
MM712 DCP Media Module HW9
Avaya SIP Enablement Services (SES)

Avaya Aura™ SIP Enabled Services (SES) Server ‘ 5.2

Avaya Messaging (Voice Mail) Products

Avaya Modular Messaging - Messaging Application 50
Server (MAS) )
Avaya Modular Messaging - Message Storage Server 50
(MSS) ]
Avaya IA 770 INTUITY AUDIX 5.1

Avaya Telephony Sets
Avaya 9600 Series IP Telephones Avaya one-X Deskphone Edition 3.0
Avaya 9600 Series IP Telephones Avaya one-X Deskphone SIP 2.0.0
Avaya 2410 Digital Telephone 5.0

SonicWALL Products
SonicWall NSA E5500 5.2.0.1-210
SonicWall NSA 240 5.2.0.1-210

MS Products

Microsoft Windows 2003 Server | File/DHCP Service
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4. Configure Avaya Aura™ Communication Manager

This section shows the steps used to configure Avaya Aura™ Communication Manager. For
detailed information on the installation, maintenance, and configuration of Avaya
Communication Manager, refer to [1].

Use the change ip-network-region 1 command to change the DIFFSERV/TOS PARAMETERS
and 802.1P/qg PARAMETERS settings configured in Communication Manager.

The Differentiated Services Code Point (DSCP) value of 48 will be used for both PHB values.
DSCP 48 represents the traffic class of premium and the traffic type voice. Set the Call Control
PHB Value to 46 and the Audio PHB Value to 46. Call Control 802.1p Priority and Audio
802.1p Priority are set to 6.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: devcon.com
Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3027
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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5. Configure SonicWALL UTM Firewalls
5.1. Configure SonicWall NSA E5500 (Corporate Headquarters)

Step

Description

5.1.1.

Configure the SonicWall NSA E5500 using the built-in web-based Management Tool.
Access this tool by establishing a web browser connection to the SonicWall NSA E5500.
Refer to Section 9 [6].

Log into the NSA 5500.

1. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA E5500.

2. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

3. Login to the SonicWall NSA E5500 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALLY | Network Security Login

Isername:
Passwiord;

Language: | English »

[EST—
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5.1.2.

The main SonicWall NSA E5500 window appears. The following steps refer to the
Configuration Tree which is in the left pane of the window and under the heading System.

SONICWALL> | Network Security Appliance

- E System )
System [
Security Dashboard
Status
Status
Licenses
Support Services » Log messages cannot be sent because you have not specified an
outbound SMTF server address.
Administration
Certificates
System Information Secl
Time
Schedules Model: MNSA ES500 Ser
Settings Product Code: 5505 MNod
Packet Capture Serial Number: D017C5128054 3
Diagnostics Authentication Code:  3MPD-L43H i
Glak
Restart Firmware Version: Sonicd5 Enhanced 5.2.0.1-210 ©
r CF5
» E Metwark Safemode Version: Safemode 5.0.0.14
N Clier
b d=b SonicPoint ROM Version: SonicROM 5.0.0.2
- ) Gat
4 ﬁ&ﬂ Firewal CPLUs: 0.04% - & x 550 MHz Mips&4 Octeon Processor :
[ y VoIP Ant
s Total Memary : 1 GB RAM, 512 MB Flash —
. 9’ Application Firewall System Time : 07/28/2009 11:09:38 pa
» @ ven Up Time : 30 Days 21:29:53 -
» B ssuen Connections : 13
oy
- sErs Last Modified By : 10,10, 10, 245:%7 07/27/2009 16:06:48
» &= High Availability = O
e . 3 >
Status: Ready
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5.2. Configure Interfaces:

5.2 1. | From the Network —> Interfaces, click on the Configure icon
enter the following information for: IP Assignment, [P Address and Subnet Mask according to
network structure to be used, Click OK to continue.

« @ » for X0 (LAN) and

-——3 ~
SONICWALL | Network Security Appliance 1

General Advanced

Interface "X0' Settings

Zone:

IP Assignment: Static hd

1P Address: 10.10.10.1

Subret Mask: 255.255.256.0

Comrment: Default LAN

Management; HTTP HTTPS Fing [ e [ SsH

User Login: O HTTP [ HTTRS

Add rule to enable redirect from HTTP to HTTPS
Ready
O | | Cancel | | Help
v.
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5.2.2. | Repeat for the X1 (WAN) interface.

5.2.3. | Once configuration on the interfaces is completed, the following summary is presented.

SONICWALL> ‘ Network Security Appliance

» System

- Network
-« @ nNetwork

Interfaces

Interfaces

WAN Failover & LB

Zones
oM
Interface Settings
Address Objects Iy
Services v MName Zone IP Address Subnet Mask 1P Assgnment Status Camment Configure
Rauting - w0 Lan 10.10.10.1 255.255.255.0 Static 1000 Mips Full-duplex: Defauit LAN Z
NAT Policies . i WAN 40.40.40.1 255.255.255.0 Static 1000 Mbps full-cuplex Default WAN 7
ARP
v W Unassigned 0.0.0.0 0.0.00 Ny o link 2
DHCP Server
o v W Unassigned 0.0.0.0 0.0.00 Ny o link 2
web Proxy v x4 Unassigned 0.000 0.0.00 N No lnk Z
Dynamic DNS v x5 Unassigned 0.0.00 0.0.0.0 A No lnk 2
» d=b sonicpoint
- - X Unassigned 0.0.0.0 0.0.00 A o lnk 2
» @ Firewal
» Q VoIP - X7 WAN 12.176.170.236 255.255.255.224 Static 100 Mbps full-duplex 2

» &3 Applcation Firenal Add Interface...
» @ v

» [BY ssen Interface Traffic Statistics

» & U

é sers Traffic Statistics X2 X3 xa X5 X6
» 2 High Availabiity R Unicast Packets I : o . [

» a Security Services Rx Broadcast Packets C C 0 L C

» &y Lo Rx Bytes . [ 0 . C

Tx Unicast Packets

Tx Broadcast Packets
Tx Bytes

Status: Ready
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5.3. Define networks

5.3.1.| Create Address Objects for each of the networks within the deployment sites. From the
Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK
to continue.

SONICWALL> | Network Security Appliance

Mame: HC 10101005
Zone Assignment: LAMN ™
Type: Metwork v |
Metwork: 10.10.10.0
Metmask: 255265 256 10
Reacdy

QK Cancel

5.3.2. | Repeat Step 5.3.1 for each subnet in the topology. Refer to Figure 1 for details of topology
used for compliance testing.
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5.3.3.

Once all of the Address Objects have been created, the following summary screen is

displayed.

SONICWALL> ‘ Network Security Appliance

» System
- :5[ Network
Interfaces
WAN Failover & LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS
» d=b sonicpoint

Firewall

VoIP

3

e
» 0
"
&

Application Firewal
VPN

» SSLVPN
» Users

» High Availability
» Q Security Services

» 5 Log

50.50.,50,0/255.255, 255.0
60.60.50.0/255.255.255.0
80.80.80.0,255.255.255.0
10.10.10.0/255.255.255.0
10.20.20.0/255.255.255.0
10.30.1.0/255.255.255.0
10.33.1.0/255.255.255.0
192,50, 10.0/255.255.255.0
10.10.10, /255,255, 255,255
192.168.130.0/255.255.255.0
192.168.133.0/255.255.255.0
30.30.30.0/255.255.255.0
10.1.1.0/255.255.255.0
192.168,30.0/255.255,255.0
192,168, 33.0/255.255,255.0
20.20.20.0/255.255.255.0
192.168.230.0/255.255.255.0
192.168.233.0/255.255.255.0

192.168.77.0/255.255.255.0

Add I Il I
O= Name + Address Detai
O 50.50.50.X
(] 60.60.60.X
O3z 80.80.80.X
04 HQ 10.10.10.%

Os HQ 10.20.20.%
Os HQ 10.30.1.%

O HQ 10.33.1.X

Os HQ 192.50.10.X
Os HQ Router 10.10.10.2
0w Site A 182,168, 130.%
Ou Site A 192,168.133.X
O  StA30.30.30.X
O Site B 10.1.1.X
O+ Site B 192.168.30.X
O s Site B 192.168.33.X
O Site B 20.20,20.%
017 SiteC182.168.230.X
O Site C 192,168.233.X
O Site C 192,168.77.%
O» Site € 90.90,90.X

90.90.50.0/255.255,255.0

Type

Network

network

Network

Network

Network

Network

Network

Network

Host

Network

Network

Network

Network

Network

network

Network

Network

Network

Network

Network

Refresh Al || Purge Al || Delete Al | &
Zone Configure Comments
WAN 2 (% (=}
WAN Z) (% (=}
WAN 2) (% [=}
LAN 2) (% =]
LA 2)(x =]
Lan 2) (% =4
LAN Z2) (% (=)
Lan 21 (% =4
Lan 21 (% =)
VPN 2)(x [=}
VPN 2) (% (=)
VPN 7% (=)
VPN Z) (% (=)
VPN 2 (% (=}
VPN Z) (% (=}
VPN 2) (% [=}
VRN 2) (% (=]
VPN 2 (% (=)
VPN 2) (% =)
VPN 2 (% (=}

Status: Ready
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5.4. Group Address Objects based on site within topology

5.4.1. | From the Network = Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Step 5.3.1) and click

:I to add to group.

SONICWALL> | Network Security Appliance

Mame: Company HQ Metworks
All Authorized Access Points HZ10.10.10.X
All Interface IP H210.20.20.X
All SonicPoints HQ10.30.1.X
AllWAN IP H210.33.1.X

All X0 Management IP HQ 192.50.10.x
All X1 Management P .

All X2 Management IP _
All X3 Management P

All ¥4 Management P

All X5 Management P i

Ready

Ok | | Cancel

5.4.2. | Repeat for all sites within network structure as shown in Figure 1.
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5.4.3. | Once completed, the following Address Object Group summary is displayed.
SONICWALL® | Network Security Appliance
v @ network
e O» # Neme ~ Address Detail Type Zone Configure Comments
Interfaces
" x [=}
VAN Failover &8 O~ 1 Company HQ Networks Group ) =]
Zones HQ 192,50, 10.X 192.50.10.0/255.255.255.0 Netnork LAN 2) (% [=]
NS . 5
HQ 10.20.20.X 10.20,20.0/255.255.255.0 Hetnork LAN 2) (% =]
Address Objects
) HQ 10.33.1% 10.33.1,0/255,255,255.0 Network LAN Z)(x =)
Services
Routing HQ 10.30.1% 10.30.1.0/255,255.255.0 Network LAN 2)(x =)
NAT Policies 3
HQ 10.10.10.X 10.10.10.0/255.255.255.0 Network LAN Z)(x &
ARP
P — [Jw 2 RemoteSite ANetworks Group Z) (% [=]
TP Helper Site A 192.168.133.X 192.168.133.0/255.255.255.0 Network VPN S (% (=
Web Proxy 3
Site A 192,168, 130.X 192,168, 130.0/255,255.255.0 netork VPN Z) (% =]
Dynamic DNS
[ - Site A 30.30.30.X 30.30.30.0/255.255.255.0 Hetnork VPN 2) (% [=]
» @ Firewall [0 = 3 Remote Site B Networks Group £ (% =
» &) vor 3
DN Site B 192.168.33.X 192.158.33.0/255.255.255.0 Network VPN 2)(x =]
» £ apolcation Firewal
a . Site B 192.168.30.X 192.168.30.0/255.255.255.0 Network VPN 7% =]
» @ v
» BY ssven Site B 10.1.1.X 10.1.1,0/255,255, 2550 Network VPN 2) (% [=4
L é Users Site B 20.20.20.% 20,20,20.0/255.255.255.0 Network VPN ) (% [=]
» High Availabiity .
[]w 4 Remote Site C Metworks Group Z) (X o
» B security services
Site C 192.168.233.X 192.168.233.0/255,255.255.0 Network VPN Z)(x =)
Site C 192.168.230.% 192.168.230.0/255.255.255.0 Network VPN 2)(x =)
Site C 192.168.77.X 192.168.77.0/255.255.255.0 Network VPN Z)(x =]
Site C 90.80.90.X 90.90.90.0/255.255.255.0 Network VPN 2)(x [=4
hd
Status: Ready
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5.5. Define routes for ‘local’ networks.

Configure the routing information for all the LAN subnets not directly connected to the
Corporate Headquarters SonicWALL NSA E5500.

5.5.1. | From the Network - Routing, click on the Add button and enter a route information
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.

SONICWALL> | Network Security Appliance
General

Route Policy Settings

Source: Ay w
Destination: | HQ 10.20.20.X v
Service: Any »
Gateway: HQ Router 10.10.10.2 b
Interface: X0 W
Metric: 1

Comment:

[ Disable route when the interface is disconnected

] Allow PN path to take precedence

Ready
Ok || Cancel || Help

5.5.2. | Repeat for each LAN subnet.
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5.5.3.

Once all of the LAN subnet routes have been added, the following routing summary is

displayed.

SONICWALL> ‘ Network Security Appliance

» System

- :E Network
Interfaces
WAN Failover & LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS

» d=b sonicpoint

Firewsl

» &) o

» 3 appication Firewsi
» @ wen

» B ssiwen

» & Users

» High Availability

» 3 Security Services

» &y Lo

Route Policies

View Style:
D F
1
2
3
O+
Os
Os

@ allpolices O Custom Policies ) Default Polices

Source Destnation v

Any 0.0.0.0/0

Any 10.10.10.245/32
Any 255.255.255.255/32
Any 50.50.50.X

Any 60.60.50.X

Any 60.80.80.X

X7 Subnet Any

X1 Subnet Any

Any Default Gateway
Any HQ 10.20.20.X

Any HQ 10,30 1.X

Any HQ 10.33.1X

Any HQ 192.50.10.%
Any Secondary Default Gateway
Any X0 Subnet

Any X1 Subnet

Any X7 Subnet

Service

Gateway

40.40.40.2

0.0.0.0

0.0.0.0

Default Gateway
Default Gateway
Default Gateway
Secondary Default Gateway
Default Gateway
0.0.0.0

HQ Router 10.10.10.2
HQ Router 10.10.10.2
HQ Router 10.10.10.2
HQRouter 10.10.10.2
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Interface

Ttems [T to 17 (of 17) (e[

Metric  Priority  Comment Configure
2 7 =)
2 4 =)
20 2 =]
1 7 x
1 6 x
1 12 x
2 15 =)
2 1 (=)
2 1 =)
1 8 aNs 3
1 10 2) (X
1 9 2 (x
1 1 2 (%
2 3 (=)
2 % =]
20 13 =]
20 5 [=]

Status: Ready
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5.6. Configure VolP settings.

5.6.1. | From the VoIP = Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.
SONICWALT> | Network Security Appliance
éeﬂings
- @ e | [ v
[ Enshie consister NaAT
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 72

SPOC 8/19/2009 ©2009 Avaya Inc. All Rights Reserved. SonicWALL-AACM




5.7. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication
between SonicWALL appliances.

5.7.1.| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter

Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.
Click Network tab to continue.

SONICWALL> | MNetwork Security Appliance

General Metwiork Proposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret hd
Mame: HQ_To_Sited,

IPsec Primary Gateway Mame or Address: B0.60.60.1

IPsec Secondary Gateway Mame or Address: 0.00.0

IKE Authentication

Shared Secret: sssssses
Confirm Shared Secret: sssssses Mask Shared Secret
Local IKE ID: IP Address il
Peer IKE ID: IP Address il
Ready
K ‘ | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.

5.7.2.
Within the Choose local network from list pull down, select the Address Object Group

(created in Step 5.4.1) for this site. Within the Choose remote network from list scroll list,
select the Address Object Group (created in Step 5.4.1) for the remote site. Click Advanced
tab to continue.

SONICWALL> | Network Security Appliance

General Metwark Froposals Advanced

Local Networks

(& Choose local network from list Cormpany HQ Metworks ¥
(O Lacal netwark obtains IP addresses using DHIZP through this WPM Tunnel

O amy address

Destination Networks

Q Use this WPR Tunnel as default route For all Internet traffic
() Destination netwark obtains IP addresses using DHIZP through this WPR Tunnel

(® Choose destination netwark fram list Remote Site A MNetworks ¥

Ready

[0]24 | | Cancel Helg
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5.7.3.

Enable Keep Alive for VPN tunnel

To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.
Click OK to continue.

SONICWALL> | Network Security Appliance

General INetwork Proposals Advanced

Advanced Settings

Enable Keep flive
O Suppress aukomatic Access Rules creation For VP Policy
O Require authentication of WPM dients by XALTH
User group For $AUTH users:
[ Enable windaws Metworking (NetBICS) Broadcast
[ Enable Multicast
O Apply MAT Policies
Translabed Local Network:

Translabed Remate Network:

Management via this Si: O wrte O wrres [ 53+
User login via this 54 [ ure [ HrTRPS
Default LAM Gateway {optional): 0o0.00
WPN Policy bound ko Zone YWyAN >
Ready
Ok | | Cancel | | Help

5.7.4.

Repeat Steps 5.7.1, 5.7.2 and 5.7.3 for each VPN policy within the network structure.
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5.7.5. | Once all the VPN policies have been added, the following summary is displayed.
T ' ) A O
SONICWALL> | Network Security Appliance e
» System A
VPN f
» Network -
Settings
» SonicPoint
» @ Firewall
» VolP
b Applcation Firewal \PH Global Settings
- VPN
Settings Eniable VPN
Advanced Unique Firewal Identifier: [0017C5128054
DHCP over VPN =5
LZTP Server VPH Policies Start Table Refresh (V) Refresh Interval Items per page _ Items _m 5(of5) i
» B ssiven
@ s
= = Name Gateway Destinations Crypto Suite Enable  Configure
» &5 High Availability
R H T S 1 WAN GroupVPN ESP: 3DES/HMAC SHA1 (IKE) 22
= 2 WLAN GroupVPN ESP: 3DES/HMAC SHA1 (IKE) O 2
@ 192.168.133.0 - 192.168.133.255
0= HQ_To_SiteA 60.60.60.1 @ 192.168. -192.168.130.255 ESP: 3DES/HMAC SHAL (IKE) 2%
@ 30.30.30.0 - 30.30.30.255
@ 3,255
e @ .0 - 192.168.30.255 S =
s HQ_To_SiteB 50.50.50.1 2 10101195 ESP: 3DES/HMAC SHA1 (IKE) 2
@ 20.20.20.0 - 20.20.20.255
@ 3.0 - 192.168.233.255
@ -192.168.230,255 .
0.80.80. 3 f x
s HQ_To_SiteC 80.80.80.1 @ 102 165.77.0 - 152 165.99.955 ESP: 3DES/HMAC SHAL (IKE) Z
@ 90.90.90.0 - 90.90.90.255
Site To Site Policies: 2 Policies Defined, 2 Policies Enabled, 4000 Maximum Policies Allowed
GroupVPN Policies: 2 Policies Defined, 1 Policies Enabled, 50 Maximum Policies Allowed
An n El b
Status: Ready
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5.8. Save settings

5.8.1. | From the System > Settings, click on the Export Settings button to save the SonicWALL
appliance configuration.
SONICWALL> | Network Security Appliance
You can export the current configuration of your SonicWALL to a file. The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicWWALLs,
The default name of the file will be "sonicwall-HSA_E5500-5_2 0_1-210.exp".
Export || Cancel
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 72
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5.9. Configure SonicWall NSA 240 (Remote Site A)

Step

Description

5.9.1.

Configure the SonicWall NSA 240 at Remote Site A using the built-in web-based
Management Tool. Access this tool by establishing a web browser connection to the
SonicWall NSA 240. Refer to Section 9 [6].

Log into the SonicWall NSA 240.

1. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA 240.

2. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

3. Login to the SonicWall NSA 240 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALLY | Network Security Login

Isername:
Passwiord;

Language: | English »

[EST—
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5.9.2. | The main SonicWall NSA 240 window appears. The following steps refer to the Configuration
Tree which is in the left pane of the window and under the heading System.
SONICWALL> | Network Security Appliance
- E System ) e
System [
Security Dashboard
Status
Status
Licenses
Support Services « The password hasn't been changed.
« 'fou have not specified a DNS server address; some functions will not
Administration & operate properly.
Certificates » Log messages cannot be sent because you have not specified an
outhound SMTF server address.
Time
Schedules
System Information Secl
Settings
Packet Capture Model: MNSA 240 No
Diagnostics Product Code: 6900 55
Restart Serial Mumber: 0017C53A8C10 S0
» E MNetwaork Authentication Code:  ZKMA-AZAV Ple
[ @ PC Card Firmware Version: SonicOS Enhanced 5.2.0.1-210 Th
» é SonicPoint Safemode Version: Safemode 5.0.1.11
b % Firewall ROM Version: SonicROM 5.0.2.12
b Q VeIP CPUs: 0,01% - 2 ¥ 500 MHz Mips64 Octeon Processor =
» @' Application Firewall Total Memory : 256 MB RAM, 32 ME Flash
» @ VPN System Time : 07/28/2009 17:24:46
» B8 ssLven Up Time: : 33 Days 07:58:06
» % Users Connections : 13
k High Availability Last Modified By : 10.10,10.245:%1 07/27/2009 19:19:12
4 ﬁ Security Services Pttt [ — w
= < b
Status: Ready
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5.10. Configure Interfaces:

5.10.4| From the Network —> Interfaces, click on the Configure icon “ 71> for X0 (LAN) and

enter the following information for: IP Assignment, [P Address and Subnet Mask according to
network structure to be used, Click OK to continue.

SONICWALL> | Network Security Appliance

Interface 'XG[}ﬁSett'ln_us

Zone:

IP Assignment:
IP Address:
Subnet Mask:

Comment:

Management:

User Login:

Ready

General Advanced

Static v
30.30.30.1
255 255 2550

Default LAN

HTTP HTTPS ping [ SHMP SSH
O HTTP [ HTTRS
Add rule to enable redirect from HTTP to HTTPS
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5.10.2 Repeat for the X1 (WAN) interface.
5.10.3| Once configuration on the interfaces is completed, the following summary is presented.
SONICWALL> ‘ Network Security Appliance
» System Interf; L
= nterfaces
-« @ nNetwork
Portshield Groups
VAN Faiover &18 Interface Settings
Zones
w» Name Zone IP Address Subnet Mask 1P Assignment Status Comment Configure
DNS
X0 LAN 30.30.30.1 255.255.255.0 Static 1000 Mbps full-dupl Default LAN
Address Objects - = P aupiex e <
S - X1 WAN 60.60.50.1 255.255.255.0 Static 1000 Mbps full-duplex Default WAN Z
Routing v X2 Unassigned 0.0.0.0 0.0.0.0 NfA No link 2
NAT Pol
oles v X3 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
ARP
DHEP Server v X4 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
IP Helper v X5 Unassigned 0.0.0.0 0.0.0.0 NjA Mo link 7
Web Proxy v X6 Unassigned 0.0.0.0 0.0.0.0 NjA Mo link 7
Dynamic DNS
- X7 Unassigned 0.0.0.0 0.0.0.0 NfA No link Z
» (&) Pccard
» é SonicPoint - X8 Unassigned 0.0.0.0 0.0.0.0 NfA No link Z
» @ Firewal v Mo WAN 0.0.0.0 255.255.255.0 Dial-Up Disconnected Module 7
» &) wor Add nterface.. | [ PortShield Wizard
» 3 appication Firewsi
» @ wen Interface Traffic Statistics
» B ssiwen
s Traffic Statistics X0 X1 X2 X3 x4 X5 X6 X7 X8 Mo
» & Users B S ; N _
Rx Unicast Packets 0 c c 0 o C 0 .
» B High Avakeblity Rx Broadcast Packets 0 C C 0 0 C 0 -
» a Security Services Rx Bytes 0 [ C 0 0 ( 0 C
» &y Lo Tx Unicast Packets 0 c c 0 0 c 0 .
Tx Broadcast Packets 0 ( C 0 0 C 0 C
Tx Bytes 0 ( ( 0 0 ( 0 -
~
Status: Ready

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 72
SPOC 8/19/2009 ©2009 Avaya Inc. All Rights Reserved. SonicWALL-AACM




5.11. Define networks

5.11.1| Create Address Objects for each of the networks within the deployment sites. From the

to continue.

SONICWALL> | Network Security Appliance

Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK

Name: Site A 192 168 130 X
Zone Assignment: LAMN
Type: MNetworlk
Network: 192.168.130.0
MNetmask: 255 255 2550
Ready

0K

Cancel

5.11.2 Repeat Step 5.11.1 for each subnet in the topology. Refer to Figure 1 for details of topology

used for compliance testing.
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5.11.3| Once all of the Address Objects have been created, the following summary screen is

displayed.

SONICWALL> ‘ Network Security Appliance

» System

- @ nNetwork
Interfaces
Portshield Groups
WAN Fallover &L8
Zones
DNS.
Address Objects
Services
Routing
NAT Polices
ARP
DHCP Server
TP Helper
Web Proxy
Dynamic DNS

» (&) Pccard

» d=b sonicpoint

» @ Frewal

» &) o

» 3 appication Firewsi

@ wn

» BY ssien

» & Users

» High Availability

» Q Security Services

» D Lo

-

[J» 3 RemoteSite BNetworks

10.10.10.0/255.255.255.0
10.20.20.0/255.255.255.0
10.30.1.0/255.255.255.0
10.33,1.0/255.255.255.0
192,50.10.0/255.255,255.0
192,168, 130,0/255,255.255.0
192.168.133.0/255.255.255.0

30.30.30.0/255.255.255.0

Address Objects
[ e ] I I
O= Name + Address Detal
O HQ 10,10.10.X
Oz HQ 10.20.20.X
Os HQ 10.30.1.%
Oa HQ 10.33.1X
Os HQ 192.50.10.X
Os Site A 192,168, 130.X
Oz Site A 192,168, 133.%
Os Site A 30.30.30.%
Oa Site A Router 30.30.30.2

Ow Site B 10.1.1X
O Site B 192.168.30.X

[MSF: Site B 192.168.33.X

30.30.30.2/255.255.255.255
10.1.1.0/255.255.255.0
192.168.30.0/255.255.255.0

192.168.33.0/255.255,255.0

Group

Type

Network
Network
Network
Network
Network
Network
Network
Network
Host

Network
Network

Network

~

) (% (=]

Ttems |1 to 12 (of 12) e[ ][+ ][n

Go to Address Groups ¥

Refresh Al |[ Purgeal ][ Deeteal |

Zone Configure Comments
VPN 2) (% [=}
VPN 2)(x [=)
VPN 2 ix [=)
VPN Z2) (% =)
VPN 2 (% (=}
LA 21 (% =4
LAN 2% 124
LAN 2) (X =1
LAN 2) (% o
VPN 2) (% =)
VPN Z) (% (=)
VPN 2 (% (=3
Refresh Al || Purge Al || Delete Al

v

Status: The configuration has been updated.
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5.12. Group Address Objects based on site within topology

5.12.1

From the Network - Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Steps 5.11.1) and

click :I to add to group.

SONICWALL> ‘ Network Security Appliance

Remote Site A Metworks

Mame:

HQ 10.40.40.X -
Ma 1P

MO Subnet

Secondary Default Gateway
Site A Router 30.30.30.2

Site B 19216830 X

Site B 192.168.33.X

Site B 192.168.42 X

Site B 20.20.20.X

WAN Remotelccess Metwark

Ready

Site A 192.168.130.X
Site A 192.168.133.X
Site A 30.30.30.X

OK | | Cancel

5.12.2

Repeat for all sites within network structure as shown in Figure 1.
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5.12.3

Once completed, the following Address Object Group summary is displayed.

SONICWALL® | Network Security Appliance

Address Objects

» B system Address Groups Ttems |1 o303 WL A
v @ netnork
View Style: O All Address hjects (8 Custom Address Objects () Default Address Objects Go to Address Objects =2
Interfaces
Portshield Groups AddGrowp.. | Dee | Delete Al
WAN Failover & LB
O # MName o~ Address Detai Type Zane Configure Comments
Zones
BNS [Jw i CompanyHQ Netwarks Group ) (x (=]
Address Objects HQ 10.33.1.% 10.33.1.0/255.255.255.0 Network VPN 21 =]
Services .
HQ 10.30.1X 10.30.1.0/255.255,255.0 Netwark VPN 2 (= =4
Routing
NAT Polidies HQ 10.20.20. 10,20.20.0/255.255.255.0 Network VPN 2 (X =)
ARP HQ 192.50.10.X 192,50,10.0/255.,255,255.0 Network VPN Z) (X (=]
DHCP Server -
HQ 10.10.10.X 10.10. 10.0/255.255.255.0 Network VPN 7 X 5—’
IP Helper
Web Froxy []w 2 Remote Site ANetwarks Group ) (x (=]
BErmELE Site A 192,168, 130.X 152.168.130.0/255.255.255.0 Network LAN 2) (x (=
» & pecard .
Site A 192,163, 133X 182,168, 133.0/255.255.255.0 Netwark LAN 2 (= =4
» é SonicPoint
» @ Frewal Site A 30,30.30.X 30.30.30.0/255.255.255.0 Network LAN 2 (x =]
4 Q Vol [Jw 3 RemoteSite B Networks Group 2) (X [=]
3 Application Firewal .
% Site B 192.168.33.X 192.168.33.0/255.255.255.0 Network VPN e 5—’
» @ v
N lH SSLVPN Site B 192.168.30.X 192.168.30.0/255.255.255.0 Network VPN vt 5—’
» & users Site B 10.1.1.X 10.1.1,0/255.255.255.0 Network VN e [=]
» High Availabiity
Add Group... l:| Delete Al
» B security services
Ttems |1 to 12 (of 12) (e[ ]+ ]

Go to Address Groups

Status: The configuration has been updated.

TMA; Reviewed:
SPOC 8/19/2009

Solution & Interoperability Test Lab Application Notes
©2009 Avaya Inc. All Rights Reserved.

30 of 72
SonicWALL-AACM




5.13. Define routes for ‘local’ networks.
Configure the routing information for all the LAN subnets not directly connected to the Remote

Site A SonicWALL NSA 240.
5.13.1| From the Network = Routing, click on the Add button and enter a route information
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.
SONICWALL> | Network Security Appliance
General
Route Policy Settings
Source: Any w
Destination: | Site A 192.168.133.X b
Service: Any “
Gateway: Site A Router 30.30.30.2 b
Interface: X0 A
Metric: 1
Comment:
[ Disable route when the interface is disconnected
[ allow ven path to take precedence
Ready
OK || Cancel || Help |
5.13.2| Repeat for each LAN subnet.
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 31 0f72

SPOC 8/19/2009 ©2009 Avaya Inc. All Rights Reserved.

SonicWALL-AACM




5.13.3

Once all of the LAN subnet routes have been added, the following routing summary is

displayed.

SONICWALL> ‘ Network Security Appliance

» System
- @ nNetwork
Interfaces
Portshield Groups
WAN Fallover &L8
Zones
DNS.
Address Objects
Services
Routing
NAT Polices
ARP
DHCP Server
TP Helper
Web Proxy
Dynamic DNS
» (&) Pccard
» d=b sonicpoint
» @ Frewal
» &) o
» 3 appication Firewsi
» @ wen
» BY ssien
» & Users
» High Availability
» 3 Security Services

» D Lo

X2 (N/A)
X3 (/)
X4 (/)
X5 (/)
X6 (/)
X7 (NfA)
X8 (/)

MO (WAN)

Route Policies

View Style:
D #
1
2
Os
O4

@ all paicies O Custom Palicies O Default Policies

Source Destination
Any 255.255.255,255/32
Any Default Gateway
Any Site A 192, 168.133.%
Any Site A 192,168.130.%
Any X0 Subnet

Any X1Subnet

X1 Subnet Any

Any 0.0.0.0/0

Service

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

Gateway

0.0.0.0

0.0.0.0

Site A Router 30.30,30.2
Site A Router 30.30.30.2
0.0.0.0

0.0.0.0

Default Gateway

60.60.50.2

Interface

X0

X1

X0

X0

X0

X1

X1

X1

2

2

2

2

2

2

2

2

ttems|1 |8 (ofs) (W[5

Metic  Priority Comment Configure
B 1 =)
B 2 =)
1 3 x
1 4 x
2 5 =4
b 5 =)
n 7 =)
B 8 =}

Status: Ready
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5.14. Configure VolP settings.

5.14.1

From the VoIP > Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.

SONICWALL> ‘ Network Security Appliance

» H system
- VoIP
» @ nNetwork .
Settings
» &) Pccard
» d=by SoricPoint
» & Firewal
~ & wr General Settings
Settings
Call Status [ Enable consistent NAT
» & Appiication Firewal
9 SIP Settings
r @ vy
» B ssuen {1 Enable SIP Transformations
4 é Users Permit non-SIP packets on signaling port
» &2 High Availability
Enable SIP Back-to-Back User Agent (B2BUA) suppart
» 0 Security Services
SIP Signaling inactivity time out {seconds):
» B Log

SIP Media inactivity time out (seconds):

Additional SIP signaling port (UDF) for transformations (optional): %
H.323 Settings

Enable H.323 Transformations
[ only acceptincoming calls from Gatekeeper
[ enable LDAP 1LS Support
H.323 Signaling/Media inactivity time out (s=conds): {300

Default WAN/DMZ Gatekeeper TP Address: 0.0.0.0

Status: Ready
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5.15. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication

between SonicWALL appliances.

5.15.1| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter
Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.
Click Network tab to continue.
SONICWALL> | Network Security Appliance
General Metwork Proposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret ¥

Mame: SiteA_To_HQ

IPsec Primary Gateway Name or Address: 4040401

IPsec Secondary Gateway Name or Address: 0.0.0.0

IKE Authentication

Shared Secret: I TITY] %

Confirm Shared Secret: (TS Mask Shared Secret

Local IKE ID: IP Address v

Peer IKE ID: IP Address hd

Ready
0K | | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.
5.15.2
Within the Choose local network from list scroll list, select the Address Object Group
(created in Step 5.12.1) for this site. Within the Choose remote network from list scroll
list, select the Address Object Group (created in Step 5.4.1) for the remote site. Click
Advanced tab to continue.

SONICWALL> | Network Security Appliance

General Metwork Proposals Advanced

Local Networks

(& Choose local network from list Remote Site A Networks ~
O Local network obtains IP addresses using DHCP through this YPN Tunnel

O Any address b

Destination Networks

2 Use this VPN Tunnel as default route for all Internet traffic
) Destination netwark obtains IP addresses using DHCP through this YPN Tunnel

(& Choose destination netwark from list Company HQ Networks v

Ready

oK | | Cancel | | Help
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Enable Keep Alive for VPN tunnel

5.15.3
To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.

Click OK to continue.

SONICWALL> | Metwork Security Appliance

General Metwork Proposals Advanced

Advanced Settings

Enable Keep Alive
O Suppress automatic Access Rules creation for VPM Policy
[ Require authentication of VPN dients by XAUTH
User group for XAUTH users:
[ Enable Windows Networking (NetBIOS) Broadcast
[ Enable Multicast
[ apply MAT Folicies
Translated Local Netwark:

Translated Remote Network:

Management via this SA: HTTFP HTTPs [ s5H
User login via this SA: |:| HTTP I:‘ HTTPS

Default LAN Gateway (optional): 0.000

VPN Palicy bound to: Zone WAN »

R

Ready

oK | | Cancel | | Help

5.15.4| Repeat Steps 5.15.1, 5.15.2 and 5.15.3 for each VPN policy within the network structure.
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5.15.5

Once all the VPN policies have been added, the following summary is displayed.

SONICWALL® | Network Security Appliance

» H system . A
@ VPN
3 HNetwork .
Settings
» & Pccard
» d=b SonicPoint
» & Frrewal
L4 _‘.3 ValP VPN Global Settings
» &3 appication Firewal
o @ VPN Enable VPN
SEiiiE Unique Firewal Identifier: |0017C53A8C10
Advanced
DHCP over VPN VPN Policies Start Table Refresh (V) Refresh Interval |10 | Ttems per page |50 Ttems |1 toa(of4y Celeflrfn
LZTP Server
» BY ssien
i O= HName Gateway Destinations Crypto Suite Enable Configure
b B e
D Figh Avalabiity 1 WAN GroupVPN ESP: 3DES/HMAC SHAT (IKE) O &
> g Security Services 2 WLAN GroupVPN ESP: 3DES/HMAC SHAT (IKE) O &
» L 1o @ 10.33.1.0 - 10.33.1.255
@ 10.30.1.0 - 10.30.1.255
Os SiteA_To_HQ 40.40.40.1 "] 10.20.20.0 - 10.20.20.255 ESP: 3DES/HMAC SHA1 (IKE) Z)(x
@ 192.50.10.0 - 192.50.10.255
@ 10.10.10.0 - 10.10.10.255
@ 192.168.33.0 - 192.168,33.255
O = SiteA_To_SiteB 50.50.50.1 @ 192.168.30.0 - 192.168,30.255 ESP: 3DES/HMAC SHA1 (IKE) Z)(x
@ 10.1.1.0 - 10.1.1.255
Site To Site Palicies: 2 Policies Defined, 2 Policies Enabled, 25 Maximum Policies Allowed
GroupVPN Policies: 2 Policies Defined, 0 Policies Enabled, § Maximum Policies Allowed
Currently Active VPN Tunnels Start Table Refresh (I¥) Refresh Interval |10 | Items per page |50 Ttems |1 24 (of24) (W LA][ ][N
~

Status: Ready
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5.16. Save settings

Save settings
5.16.1| From the System > Settings, click on the Export Settings button to save the SonicWALL

appliance configuration.
SONICWALL> | Network Security Appliance

You can export the current configuration of your SonicWALL to a file. The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicWWALLs,

The default name of the file will be "sonicwall-K S:Eu_znlﬂ-ﬁ_z_ﬂ_1-21o.exp'.

Export | | Cancel |
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5.17. Configure SonicWall NSA 240 (Remote Site B)

Step | Description

5.17.1| Configure the SonicWall NSA 240 at Remote Site B using the built-in web-based
Management Tool. Access this tool by establishing a web browser connection to the
SonicWall NSA 240. Refer to Section 9 [6].

Log into the Remote Site B SonicWall NSA 240.

1. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA 240.

2. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

3. Login to the SonicWall NSA 240 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALLY | Network Security Login

Isername:
Passwiord;

Language: | English »

[EST—
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5.17.2 The main SonicWall NSA 240 window appears. The following steps refer to the Configuration
Tree which is in the left pane of the window and under the heading System.

SONICWALL> | Network Security Appliance

» High Availability
b ﬁ Security Services

Last Modified By :

[ R T J

10.10.,10,245:X1 07/27/2009 19:36:56

[l e e LY

- E System ) e
System [
Security Dashboard
Status
Status
Licenses
Support Services « The password hasn't been changed.
« 'fou have not specified a DNS server address; some functions will not
Administration & operate prgperly.
Certificates » Log messages cannot be sent because you have not specified an
outbound SMTF server address.
Time
Schedules
System Information Secl
Settings
Packet Capture Model: MNSA 240 Mo
Diagnostics Product Code: @900 55
Restart Serial Mumber: 0017C52BE3FS S0
b & network Authentication Code:  QGPK-TKFZ Ple
[ @ PC Card Firmware Version: SonicOS Enhanced 5.2.0.1-210 Th
» é SonicPoint Safemode Version: Safemode 5.0.1.11
» N Firewall ROM Version: SonicROM 5.0.2.12
[ Q VoIP CPUs: 0.26% - 2 x 500 MHz Mips&4 Octeon Processor 5
» @' Application Firewall Total Memory : 256 MB RAM, 32 ME Flash
» @ VPN System Time : 07/28/2009 17:56:03
» B ssuven Up Time : 33 Days 08:28:18
i
» % Users Connections : 10

=

Status: Ready
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5.18. Configure Interfaces:

5.18.1| From the Network —> Interfaces, click on the Configure icon “ 71> for X0 (LAN) and
enter the following information for: IP Assignment, [P Address and Subnet Mask according to
network structure to be used, Click OK to continue.
~
SONICWALL> | Network Security Appliance
General Advanced
Interface "X0' Settings
Zone:
IP Assignment: Static b
IP Address: 2020201
Subnet Mask: 266 2656 2550
Comment: Default LAN
Management: HTTP HTTPS ping [ sump SSH
User Login: O HTTP [ HTTPS
Add rule to enable redirect from HTTP to HTTPS
Ready
0K | | Cancel | | Help
o
< »
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5.18.2 Repeat for the X1 (WAN) interface.

5.18.3| Once configuration on the interfaces is completed, the following summary is presented.

SONICWALL> ‘ Network Security Appliance

» B syctem i A
= Hetwork /
-« @ nNetwork
Interfaces
Interfaces
Portshield Groups
WAN Fallover &8
z
ones Interface Settings
DNS
Address Objects v  Name Zone 1P Address subnet Mask 1P Assignment status Comment Configure
Services v x0 LAN 20.20.20.1 255.255.255.0 Static 1000 Mbps full-duplex Default LAN 2
EL v X1 WAN 50.50.50.1 255.255.255.0 Static 1000 Mbps full-duplex Default WAN 2
NAT Policies
v x2 Unassigned 0.0.0.0 0.0.0.0 NfA N link 2
ARP
R v x3 Unassigned 0.0.0.0 0.0.0.0 NfA N link 2
TP Helper v xa Unassigned 0.0.0.0 0.0.0.0 NfA N link 2
0
D= v x5 Unassigned 0.0.0.0 0.0.0.0 NA Mo link 7
Dynamic DNS
v % Unassigned 0.0.0.0 0.0.0.0 A N link Z
» & pecard N “
[ - v X7 Unassigned 0.0.0.0 0.0.0.0 A N link Z
Firawall . X8 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
L4 é\‘) ValP - Mo WAN 0.0.0.0 255.255.255.0 Dial-Up Disconnected Module )
» £ apolcation Firewal
4 Add iterface | [ PortShied Wizarg
» @ v
» BY ssien
X Inteface Trafc Statistics
» & users
D igh Availabiity Traffic Statistics X0 X2 13 x4 X5 X6 X7 X8 10
Rx U t Packets 0 C C 0 0 C 0 [
» 3 Security Services nicast Packets
Rx Broadcast Packets 0 [ [ 0 0 C 0 I
» T Log
Rx Bytes 0 c C 0 0 C 0 -
Tx Unicast Packets 0 [ [ 0 0 C 0 I
Tx Broadcast Packets 0 C C 0 0 C 0 ( ™
>
Status: Ready
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5.19. Define networks

5.19.1

Create Address Objects for each of the networks within the deployment sites. From the
Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK
to continue.

SONICWALL> | Network Security Appliance

Mame: Site B 192.168.30.X
Zone Assignment: LAM hd
Type: Metwork hd
Metwork: 192.168.30.0
Metmask: 285 255 2550
Ready %

oK | | Cancel

5.19.2

Repeat Step 5.19.1 for each subnet in the topology. Refer to Figure 1 for details of topology
used for compliance testing.
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5.19.3| Once all of the Address Objects have been created, the following summary screen is

displayed.

SONICWALL> ‘ Network Security Appliance

» System
- @ nNetwork
Interfaces
Portshield Groups
VAN Failover &LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS
» (&) Pccard
» d=b sonicpoint

» &) o

» 3 appication Firewsi
» @ wen

» BY ssien

» & Users

» High Availability

» Q Security Services

-

10,10.10.0/255,255.255.0
10.20.20.0/255.255.255.0
10.30.1.0/255.255.255.0
10.33.1.0/255.255.255.0
192.50.10.0/255.255.255.0
192,168, 130,0/255,255,255.0
192,168, 133.0/255,255.255.0

30.30.30.0/255.255.255.0

Address Objects
T I I
= erno Address Detail
O HQ 10.10.10.X
Oz HQ 10.20.20.X
Os HQ 10.30.1.%
Oa HQ 10.33.1.%
Os HQ 192.50.10.X
Os Site A 192,168, 130.X
Or Site A 192,168, 133.%
Os Site A 30.30.30.%
Oa Site B 10.1,1X

0w Site B 192.168,30.X
On Site B 192.168.33.X
O Site B 20.20.20.X

O3 Site B Router 20,20.20,2

10.1.1.0/255.255.255.0
192.168.30.0/255.255.255.0
192.168.33.0/255.255.255.0
20.20.20.0/255.255.255.0

20.20.20,2/255.255. 255,255

Type

network

Network

Network

Network

Network

Network

Network

Network

Network

Network

Network

Network

Host

~

ttems (1 Jto 13 f 13) E[E]v ][0

Go to Address Groups ¥

Refresh Al || Purge Al || Delete Al |

Zone Configure Comments
VPN Z) (% (=}
VPN 2) (% [=}
VPN 2) (% (=)
VPN 2 (% (=)
VPN Z2) (% =)
VPN 2 (% (=}
VPN 2 (% (=3
VPN 2) (% [=}
LAN 2) (X =1
LAN 2) (% o
LAN 2) (% =]
LAN 2% (=)
LA 21 (% =4
Refresh Al || Purge Al || Delete Al

v

Status: Ready
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5.20. Group Address Objects based on site within topology

5.20.1

From the Network - Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Steps 5.19.1) and

click :I to add to group.

SONICWALL> | Network Security Appliance

Mame: Remote Site B Metwarks
All Authorized Access Points Site B101.1.X
All Interface IP Site B 192.168.30.X
All MO Management IP Site B 192.168.32.X

All SonicPoints

All WAN IP
All X0 Management IP .

All X1 Management P _
All X2 Management IP

All X3 Management P

All ¥4 Management IP i

Site B 20.20.20.X

Ready

Ok | | Cancel

5.20.2

Repeat for all sites within network structure as shown in Figure 1.
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5.20.3| Once completed, the following Address Object Group summary is displayed.

SONICWALL® | Network Security Appliance

» H system
v @ netnork
Interfaces
Portshield Groups
WAN Faiover &LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS
» & pecard
» é SonicPoint
» @ Frenal
» &) vor
» £ apolcation Firewal
» @ v
» BY ssien
v & Users
» High Availabiity
» B security services

» B Log

Address Objects

Address Groups

View Style: O All Address Objects (® Custom Address Objects (O Default Address Objects

Com

O*r # name

[Jw 1 CompanyHQ Netwarks
HQ 10.33.1%
HQ 10.30.1.X
HQ 10.20.20.%
HQ 152.50.10.%
HQ 10.10.10.%

[Jw 2 Remote Site A Networks
Site A 192,163, 133X
Site A 192.168.130.X
Site A 30,30.30.X

[Jw 3 RemoteSite BNetworks
Site B 192.168.33.X
Site B 192.158.30.X
Site B 10.1.1.X

Site B 20.20.20.%

Address Detail

10.33.1.0/255.255.255.0
10.30.1.0/255.255.255.0
10.20,20.0/255.255.255.0
192.50.,10,0/255.255.255.0

10.10. 10.0/255.255.255.0

192.168.133.0/255.255.255.0
192.168.130.0/255.255.255.0

30,30,30.0/255.255.255.0

192.168.33.0/255.255.255.0
192.168.30.0/255.255.255.0
10.1.1.0/255.255.255.0

20.20.20.0/255.255.255.0

Type
Group
Network
Network
Network
Network
Hetnork
Group
Network
Network
Network
Group
Hetnork
Network
Network

Network

Ttems |1 to 3 {of3) (e[ Jw ][

Go to Address Objects %=

Zone Configure Comments
2) (X [=]
VPN 2 (x (=)
VPN Z) (X o
VPN ) (x (=]
VPN ) (% (=]
VPN ) (x (=]
2% [=]
VPN 2 (% (=)
VPN Z)(x =]
VPN ) (x (=]
) (% (=]
LAN ) (x (=]
LAN 2)(x [=}
LAN 2)(x [=}
LAN 2)(x [=}

Delete Al

v

Status: Ready
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5.21. Define routes for ‘local’ networks.

Configure the routing information for all the LAN subnets not directly connected to the Remote
Site B SonicWALL NSA 240.

5.21.1| From the Network = Routing, click on the Add button and enter a route information
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.

SONICWALL> | Network Security Appliance

General

Route Policy Settings

Source: Any v
Destination: | Site B 192.168.30.X hd
Service: Any hd

Gateway: Site B Router 20.20.20.2 b

Interface: X0 R
Metric: 1
Comment:

[ bisable route when the interface is disconnected

[ allow VPN path to take precedence

b3

Ready
OK || Cancel || Help
5.21.2| Repeat for each LAN subnet.
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5.21.3| Once all of the LAN subnet routes have been added, the following routing summary is

displayed.

SONICWALL> ‘ Network Security Appliance

» System
- @ nNetwork
Interfaces
Portshield Groups
VAN Failover &LB
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
IP Helper
Web Proxy
Dynamic DNS
» (&) Pccard
» d=b sonicpoint

» Firewall

Py

3 VoIP

» Application Firewal

> VPN

2oqao

» SSLVPN

» & Users

» High Availability
» Q Security Services

» D Lo

Address Objects

Address Groups

view Style: (O All Address Objects (¥ Custom Address Objects (O Default Address Objects

Or # MName~

e 1 CompanyHQ Networks
HQ 10.33.1X
HQ 10.30.1.%
HQ 10.20.20.X
HQ 192.50.10.X
HQ 10.10.10.X
[0 2 RemoteSite ANetworks
Site A 192,168, 133.X
Site A 192,168, 130.X
Site A 30.30.30.%
[Jw 3 Remote Site B Networks
Site B 192.168.33.X
Site B 192.158.30.X
Site B 10.1,1.X

Site B 20,20.20.%

Address Detail

10,33, 1.0/255.255.255.0
10.30.1.0/255.255.255.0
10.20.20.0/255.255.255.0
192.50.10.0/255.255.255.0

10.10.10.0/255.255.255.0

192.168.133.0/255.255.255.0
192.168.130.0/255.255.255.0

30.30.30.0/255.255.255.0

192.168.33.0/255.255.255.0
192.168.30.0/255.255.255.0
10.1.1.0/255.255.255.0

20.20,20.0/255.255.255.0

Type
Group
Network
Network
Network
Network
Network
Group
Network
Network
Network
Group
Network
Network
Network

Network

~

Ttems |1 to3(ef3) (e[ ]

Go to Address Objects %31

Zone Configure Comments
) (% (=]
VPN ) (% (=]
VPN ) (x (=]
VPN 2)(x [=}
VPN 2 (% (=)
VPN 2)(x =)
) (x (=]
VPN ) (% (=]
VPN ) (x (=]
VPN ) (x (=]
2) (% (=)
LAN 2)(x [=}
LAN Z) (X o
LAN ) (% (=]
LAN ) (% (=]

v

Status: Ready

TMA; Reviewed:
SPOC 8/19/2009

Solution & Interoperability Test Lab Application Notes
©2009 Avaya Inc. All Rights Reserved.

48 of 72
SonicWALL-AACM




5.22. Configure VoIP settings.

5.22.1

From the VoIP - Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.

SONICWALL> | Network Security Appliance

» B gystem "
- Vo
» @ netnork :
Settings
» & Pccard g

» é SonicPoint
» & Frewal

v &) vor General Settings
Settings
Call Status [ Enable consistent AT N
» B2 application Frewal
s SIP Settings
» @ ven
» B ssien [ Enable TP Transformations
» & sers Permit non-SIP packets on signaling part

» £ High Availability

» G security services
SIP Signaling inactivity time out (seconds):
rB g

Enable STP Back-to-Back User Agent {B2B8UA) support

SIP Media inactivity time out (seconds):
Additional SIP signaling port {LICP) for transformations (optional):
H.323 Settings
Enable H.323 Transformations
[ only accept incoming calls from Gatekeeper

[ Enable LDAP 1L Suppart

H.323 Signaling/Media inactivity time out (seconds): 300

Default WAN/DMZ Gatekeeper [P Address: 0000

Status: Ready
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5.23. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication
between SonicWALL appliances.

5.23.1| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter
Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.

Click Network tab to continue.

SONICWALL> | MNetwork Security Appliance

General Metwork Froposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret v
Name: SiteB_To_HQ

IPsec Primary Gateway Mame or Address: 4040401

IPsec Secondary Gateway Mame or Address: 0000

IKE Authentication

Shared Secret: LTI
Confirm Shared Secret: LTI Mask Shared Secret
Local IKE ID: IP Address v
Peer IKE ID: IP Address v
Ready
OK | | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.
5.23.2
Within the Choose local network from list scroll list, select the Address Object Group
(created in Step 5.20.1) for this site. Within the Choose remote network from list scroll
list, select the Address Object Group (created in Step 5.4.1) for the remote site. Click
Advanced tab to continue.

SONICWALL> | Network Security Appliance

General Network Proposals Advanced

Local Networks

(&) Choose local netwark from list Remote Site B Networks v
' Local network obtains IP addresses using DHCF through this VPN Tunnel

O Any address N

Destination Networks

(O Use this VPN Tunnel as default route for all Internet traffic
(O Destination network obtains IP addresses using DHCP through this VPN Tunnel

(&) Choose destination network from list Company HQ Networks v

Ready

0K | | Cancel | | Help
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Enable Keep Alive for VPN tunnel
5.23.3

Click OK to continue.

SONICWALL> | Network Security Appliance

General Metwork Proposals Advanced

Advanced Settings

ks

[ suppress automatic Access Rules creation for VPN Palicy

Enable Keep Alive N

[ Require authentication of VPN dients by XAUTH
User group for XALTH users:
[ Enable Windows Metworking (MetBIOS) Broadcast
[ enable Multicast
1 apply NAT Palicies
Translated Local Network:

Translated Remote Metwork:

To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.

Management via thiz SA: HTTP HTTPS |:| S5H
User login via this SA: O wre O HrTeS
Default LAN Gateway (optional): 0.0.0.0
YPM Policy bound to: Zone WAN  +
Ready
oK ||

| | Help

5.23.4| Repeat Steps 5.23.1, 5.23.2 and 5.23.3 for each VPN policy within the network structure.
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5.23.5

Once all the VPN policies have been added, the following summary is displayed.

SONICWALL® | Network Security Appliance

» H system . A
@ VPN
> Network .
Settings
» & Pccard
» d=b SonicPoint
» & Frrewal
L4 _‘.3 ValP VPN Global Settings
» &3 appication Firewal
o @ VPN Enable VPN
SEiiiE Unique Firewal Identifier: |0017C52BE3FS
Advanced
DHCP over VPN VPN Policies Start Table Refresh (V) Refresh Interval |10 | Ttems per page |50 Ttems |1 toa(of4y Celeflrfn
LZTP Server
» BY ssien
iy O« Name Gateway Destinations Crypto Suite Enable Configure
b B e
D Figh Avalabiity 1 WAN GroupVPN ESP: 3DES/HMAC SHAT (IKE) O &
> 9 Security Services 2 WLAN GroupVPN ESP: 3DES/HMAC SHAT (IKE) O &
» L 1o @ 10.33.1.0 - 10.33.1.255
@ 10.30.1.0 - 10.30.1.255
O s SiteB_To_HQ 40.40.40,1 @ 10,20.20,0 - 10.20.20.255 ESP: 3DES/HMAC SHA1 (IKE) 2%
@ 192.50.10.0 - 192.50.10.255
@ 10.10.10.0 - 10.10.10.255
@ 192.168.133.0 - 192.168.133.255
O =+ SiteB_To_SiteA 60.60,60,1 @ 192,168,130.0 - 192, 168, 130,255 ESP: 3DES/HMAC SHA1 (IKE) 2%
@ 30.30.30.0 - 30.30.30.255
Site To Site Palicies: 2 Policies Defined, 2 Policies Enabled, 25 Maximum Policies Allowed
GroupVPN Policies: 2 Policies Defined, 0 Policies Enabled, § Maximum Policies Allowed
Currently Active VPN Tunnels Start Table Refresh (I¥) Refresh Interval |10 | Items per page |50 Ttems |1 029 (of 20) (W LA][][n
~

Status: Ready
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5.24. Save settings

Save settings
5.24.1| From the System > Settings, click on the Export Settings button to save the SonicWALL

appliance configuration.
SONICWALL> | Network Security Appliance

You can export the current configuration of your SonicWALL to a file. The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicWWALLs,

5

The default name of the file will be 'sonicwall-NSA_240-5_2 0_1-210.exp’.

Export | | Cancel |
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5.25. Configure SonicWall NSA 240 (Remote Site C)

Step | Description

5.25.1| Configure the SonicWall NSA 240 at Remote Site C using the built-in web-based
Management Tool. Access this tool by establishing a web browser connection to the
SonicWall NSA 240. Refer to Section 9 [6].

Log into the Remote Site C SonicWall NSA 240.

4. Connect the LAN port of the computer being used to the X0 (LAN) port on the
SonicWall NSA 240.

5. Start the Management Tool as follows: Start your web browser and enter
http://192.168.168.168 Press Enter.

6. Log in to the SonicWall NSA 240 using default credentials which can be obtained
from the SonicWALL documentation.

SONICWALLY | Network Security Login

Isername:
Passwiord;

Language: | English »

[EST—
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5.25.2 The main SonicWall NSA 240 window appears. The following steps refer to the Configuration
Tree which is in the left pane of the window and under the heading System.
S~ ¢ 0 © ©
SONICWALL - ‘ Network Security Appliance d [
Register Wizards Help Logout
- E System M
System /
Security Dashboard
Status
Status
Licenses
Support Services + The password hasn't been changed.
« You have not specified a ONS server address; some functions wil not
Administration & operate properly.
Cartificates « Log messages cannot be sent because you have not specfied an
outbound SMTP server address.
Time
Schedules
System Information Seci
Settings
Packet Capture Model: NSA 240 No
Diagnostics Product Code: 6900 55
Restart Serial Mumber: 0017C52BE240 S0
> E Metwork Authentication Code:  QGPK-TKFZ Ple
» @' PC Card Firmware Version: SonicOS Enhanced 5.2.0.1-210 Thi
[ é SonicPoint Safemode Version: Safemode 5.0.1.11
13 @ Firewall ROM Version: SonicROM 5,0,2,12
> y ValP CPUs: 0.26% - 2 x 500 MHz Mips64 Octeon Processor 5=
> E;j Application Firewall Total Memory : 256 MB RAM, 32 MB Flash
L @ VPN System Time : 07/28/2009 17:56:03
S @ S5LVPM Up Time : 33 Days 08:23:18
(8]
¥ ey Users Connections : 10
» B=={ High Availability Last Modified By : 10,10, 10, 245:%1 07/27/2009 19:35:56
[ G Security Services Mo mimdm e o e e e b
= < | >
Status: Ready
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5.26. Configure Interfaces:

5.26.1| From the Network —> Interfaces, click on the Configure icon “ 71> for X0 (LAN) and
enter the following information for: IP Assignment, [P Address and Subnet Mask according to
network structure to be used, Click OK to continue.

SONICWALL> | Network Security Appliance

General Advanced

Interface "X0' Settings

Zone:
IP Assignment:
IP Address:

Subnet Mask:

Static v

90.90.901

2552552550

Cormment: Default LAM

Management: HTTP HTTFS Ping [ SuMP [#] ssH

User Login: O] HTTe [ HTTPS

Add rule to enable redirect from HTTP to HTTPS
Ready
OK | | Cancel | | Help
b
>
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5.26.2 Repeat for the X1 (WAN) interface.

5.26.3| Once configuration on the interfaces is completed, the following summary is presented.

2 0 0 ©

SONICWALL> ‘ Network Security Appliance

Register  Wizards Help Lo

>

» B system

- Interfaces
v & network

Interfaces

Portshield Groups

VAN Failover &LB Tnterface Settings

Zones

s +  MName Zone IP Address Subnet Mask 1P Assignment Status Comment Configure

Address Objects - X0 LaN 20.20.20.1 255.255.255.0 Static 1000 Mbps full-duplex Defauit LAN 2

Services - X VAN 80.80.80.1 255.255.255.0 Static 1000 Mbps full-duplex Defauit WAN 2

Routi

outng v x2 Unassigned 0.0.0.0 0.0.0.0 NiA Ne lik Z

NAT Policies

i - X2 Unassigned 0.0.0.0 0.0.0.0 /A Nolink 2

DHCP Server - x4 Unassigned 0.0.0.0 0.0.0.0 NjA Nolink 2

IP Helper - X5 Unassigned 0.0.0.0 0.0.0.0 NjA No link Z

Web P

e ey - X6 Unassigned 0.0.0.0 0.0.0.0 N/A No link Z

Dynamic DNS
» w e Card - X7 Unassigned 0.0.0.0 0.0.0.0 N/A No link 2
» d=b sonicPaint - X8 Unassigned 0.0.0.0 0.0.0.0 NjA No link Z l%
» @ Firewal - M0 WAN 0.0.0.0 255.255.255.0 Dial-Up Disconnected Module 7
» Q VaIP

Add nterface.. | [ PortShield Wizard

» &3 Appiication Firewal
VPN

Interface Traffic Statistics
» @ SSLVPN
» & Users
» = High Avalability
» B seaurity services

Traffic Statistics X0 x1 X2 X3 X4 X5 X6 X7 X8 Mo

Rx Unicast Packets 17

Rx Broadcast Packets 5

Rx Bytes 137726037 0 0 0 0 0 0 0 0

» [T 100 Tx Unicast Packets 5445 0 0 0 0 0 0 0 0 L
Tx Broadcast Packets 1050 0 0 0 0 0 o o 0

Tx Bytes 558111 0 0 0 0 0 0 0 0 &8

< e

Status: Ready
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5.27. Define networks

5.27.1

Create Address Objects for each of the networks within the deployment sites. From the
Network - Address Objects, click on the Add button and enter the following information
for: Name, Zone Assignment, Network, and Netmask for each subnet in the topology. Click OK
to continue.

SONICWALL> | Network Security Appliance

Mame: Site C 192168 230 X
Zone Assignment: LAM hd
Type: Metwork hd
Metwork: 192.168.230.0
Metmask: 285 255 2550
Ready

oK | | Cancel

5.27.2

Repeat Step 5.27.1 for each subnet in the topology. Refer to Figure 1 for details of topology
used for compliance testing.
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5.27.3| Once all of the Address Objects have been created, the following summary screen is

displayed.

SONICWALL> | Network Security Appliance

— G e AT
» B system
- @ nNetwork OF # Name = Address Detail Type Zone Configure Comments
Interfaces [C» 1 CompanyHQ Networks Group 2) (X [=]
Portshield Groups 5
[J» 2 Remots Site C Metwarks Group ) (X (=]
VAN Failover &LB
Zones AddGrowp.. | Deke | Delete Al
DNS
Address Objects
— Address Objects Ttems |1 to 10 (of 10) (e[ [+ ][
Routng
Go to Address Groups %20
NAT Policies
ARP ‘ Add ” || || Refresh Al || Purge Al || Delete Al |
DHCP Server
O= Famere Address Detai Type Zone Configure Comments
TP Helper
Web Proxy O: HQ 10.10.10.% 10.10.10.0/255.255.255.0 Netwark VPN 2) (% =)
B ETE 0= HQ 10.20.20.% 10.20.20.0/255,255,255.0 Netwerk VPN 2% (=]
» (&) Pccard
Os HQ 10.30.1.X 10.30.1.0/255.255.255.0 Network VPN 2) (% [=3
» d=b sonicpoint
Oa HQ 10.33.1.X 10.33.1.0/255.255.255.0 Network VN 2) (% o
» &) vor Os HQ 192.50.10.X 192.50.10.0/255, 255.255.0 Network VPN 2) (% [
» &3 Appiication Firewal .
? - Os Site C 192,168.230.X 192.168.230.0{255. 255, 255.0 Netwark LAN 2) (% =)
» @ N
- ) : W x o
5[] iz Oz Site C 192,168.233.X 192.168,233.0/255.255, 255.0 Netwark LAN 2 7
» & Users Os Site C 192.168.77.% 192.168.77.0/255.255.255.0 Netwark LAN 7l =)
L High Availability O Site C 80.90.90.X 90.90.90.0/255.255.255.0 Network LaN 72 (% (=)
» B security Services
[J1w  SiteCRouter 90.90.90.2 90.90.90.2/255.255.255.255 Host Lan 2) (% o
\ Add ” || || Refresh Al || Purge Al || Delete Al

Status: Ready
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5.28. Group Address Objects based on site within topology

5.28.1| From the Network = Address Objects, click on the Add Group button and enter a unique
name for the site and highlight all related Address Objects (created in Step 5.27.1) and click

:I to add to group.

SONICWALL> | Network Security Appliance

Mame: Remote Site C Metwaorks
All Authorized Access Points Site C 192.168.230.X
All Interface IP Site C 192168.233.X
All MO Management IP Site C 192.168.77 X

All SonicPoints

All WAN IP
All X0 Management IP .

All X1 Management P _
All X2 Management IP

All X3 Management P

All ¥4 Management IP i

Site C 90.90.90.X

Ready

Ok | | Cancel

5.28.2| Repeat for all sites within network structure as shown in Figure 1.
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5.28.3| Once completed, the following Address Object Group summary is displayed.

SONICWALL® | Network Security Appliance

» H system
v @ netnork
Interfaces
Portshield Groups
WAN Failover &L8
Zones
DNS
Address Objects
Services
Routing
NAT Policies
ARP
DHCP Server
TP Helper
Web Proxy
Dynamic DNS
» & pecard
» d=by sonicoint

» &G Frewal

» &) vor

» £ apolcation Firewal
» @ v

» BY ssien

v & Users

» High Availabiity

» B security services

Hetwork /

Address Objects

Address Groups

View Style: O All Address Objects (& Custom Address Objects (O Default Address Objects
B

O*r # name Address Detal

[lw 1 CompanyHQ Networks

HQ 10.33.1.X 10.33.1.0/255.255.255.0
HQ 10.30.1.% 10.30.1.0/255.255.255.0
HQ 10.20.20.X 10.20,20.0/255.255.255.0
HQ 192.50.10.X 192.50.,10,0/255.255.255.0
HQ 10.10.10.X 10.10. 10.0/255.255.255.0

[lw 2 RemoteSite C Netwarks

Site C 192.168.233.X 192.168.233.0/255.255.255.0
Site C 192.168.230.X 192.168.230.0/255.255.255.0
Site C 192.168.77.% 192.168.77.0/255.255.255.0
Site C 90,90,90.X 90.90,90.0/255.255.255.0

Address Objects

Type
Group
Network
Network
Network
Network
Hetnork
Group
Network
Network
Network

Network

Zone

VPN

VPN

VPN

VPN

VPN

LAN

LAN

LAN

LAN

Items

Ttems |1

1 o2 (of 2) (e[ [+ ][n
Go to Address Objects %=
Configure Comments
2) (% (=)
Z) (X (=]
7) (% [=}
) (% (=]
) (% (=]
) (X (=]
2) (X [=]
2) (% (=)
2) (% [=}
) (% (=]
) (X (=]
to 10 (of 10) (e[

Go to Address Groups ¥=3

v

Status: Ready
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5.29. Define routes for ‘local’ networks.

Configure the routing information for all the LAN subnets not directly connected to the Remote
Site B SonicWALL NSA 240.

5.29.1| From the Network = Routing, click on the Add button and enter a route information
(Source, Destination, Service, Gateway, and Interface) for each LAN subnet. Click OK to
continue.
SONICWALL> | Network Security Appliance
General
Route Policy Settings
Source: Any v
Destination: | Site C 192.168.233.X v
Service: Any v
Gateway: Site C Router 90.90.90.2 w
Interface: *0 W
Metric: 1
Comment:
[ bisable route when the interface is disconnected
[ allow weN path to take precedence
Ready
0K || Cancel || Help
5.29.2| Repeat for each LAN subnet.
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5.29.3| Once all of the LAN subnet routes have been added, the following routing summary is
——— & A ©O © ©
SONICWALL> | Network Security Appliance _
Alert | wizards Help Logout
» B system X3 (N/A) Disabled Z ~
-~ @ network X4 (N/A) Disabled 2
Interfaces X5 (4/A) Disabled 2
Partshieid Groups
X6 (4/A) Disabled z
WAN Failover & LB
Zones X7 (NiA) Disabled 2
DNS X8 (N/A) Disabled z
Address Objects MO (WAN) Disabled z
Services
Routing
NAT Policies
P Route Policies tens[1_Jios ) (a1 ]
DHCP Server View Style: (@ all Polides () Custom Polies ) Default Polices [}5
IP Helper
Web Proxy O# Source Destination Service Gatenay Interface Metic  Priority Comment Configure
Dynamic DS 1 Any 255.255.255.255/32 Any 0.0.0.0 %0 0 1 [=]
» & pecard —
2 Any Defauit Gateway Any 0.0.0.0 X1 2 2 &
» é= SonicPoint
» @ Frenal Os Any Site B 192.188.30.% Any Site B Router 20.20.20.2 0 1 3 2) (=
4 é;} VoIP Oa Any Site B 192.168.42.% Any Site B Router 20.20.20.2 X0 1 4 2%
=]
» Application Firewal
SR D 5 Any Site B 192.168.33.X Any Site B Router 20.20.20.2 X0 1 5 2%
VPN
. y ! W 0.0.0.0 C r 5 [=]
> @ SELVPN 6 Any X0 Subnet Any 0.0.0.0 X0 20 6 p:
» &2 sers 7 Any X1 5ubnet Any 0.0.0.0 Xt 2 7 =]
» &3 High Availebiity s ¥1 Subnet Any Any Defauit Gateway X1 0 s =)
» B secuity services .
3 Any 0.0.0.000 Any 30.50.50.2 %1 2 s (=4
»[E toe
v
Status: Ready
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5.30. Configure VoIP settings.

5.30.1

From the VoIP - Settings, click on the Enable H.323 Transformations checkbox. Click
Accept to continue.

SONICWALL> | Network Security Appliance

» B gystem "
- Vo
» @ netnork :
Settings
» & Pccard g

» é SonicPoint
» & Frewal

v &) vor General Settings
Settings
Call Status [ Enable consistent AT N
» B2 application Frewal
s SIP Settings
» @ ven
» B ssien [ Enable TP Transformations
» & sers Permit non-SIP packets on signaling part

» £ High Availability

» G security services
SIP Signaling inactivity time out (seconds):
rB g

Enable STP Back-to-Back User Agent {B2B8UA) support

SIP Media inactivity time out (seconds):
Additional SIP signaling port {LICP) for transformations (optional):
H.323 Settings
Enable H.323 Transformations
[ only accept incoming calls from Gatekeeper

[ Enable LDAP 1L Suppart

H.323 Signaling/Media inactivity time out (seconds): 300

Default WAN/DMZ Gatekeeper [P Address: 0000

Status: Ready
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5.31. Create VPN policies

For each site within the network structure, create a VPN policy to allow secure communication
between SonicWALL appliances.

5.31.1| From the VPN - Settings, click the Add button to add a VPN policy. In this popup enter
Name, IPSec Primary Gateway or Address, Shared Secret, and Confirm Shared Secret.

Click Network tab to continue.

SONICWALL> | Network Security Appliance

General Metwark Proposals Advanced

Security Policy

Authentication Method: IKE using Preshared Secret n
Mame: SiteC_To_HQ

IPsec Primary Gateway Name or Address: 40.40.401

IPsec Secondary Gateway Mame or Address: 0.0.00

IKE Authentication

Shared Secret: LTI
Confirm Shared Secret: Ty Mask Shared Secret
Local IKE ID: IP Address v
Peer IKE ID: IP Address v
Ready
0K | | Cancel | | Help
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Specify subnets accessible over the VPN tunnel.

5.31.2
Within the Choose local network from list scroll list, select the Address Object Group

(created in Step 5.20.1) for this site. Within the Choose remote network from list scroll
list, select the Address Object Group (created in Step 5.4.1) for the remote site. Click
Advanced tab to continue.

SONICWALL> | Network Security Appliance

General Metwark Proposals Advanced

Local Networks

® Choose local network from list Remote Site C MNetworks w
O Local network obtains IP addresses using DHCP through this VPN Tunnel

O Any address t

Destination Networks

(O Use this VPN Tunnel as default route for all Internet traffic
(O Destination netwark obtains IP addresses using DHCP through this YPM Tunnel

® Choose destination network from list Company HQ Networks v

Ready

OK | | Cancel | | Help
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Enable Keep Alive for VPN tunnel
5.31.3

Click OK to continue.

SONICWALL> | Network Security Appliance

General Metwork Proposals Advanced

Advanced Settings

ks

[ suppress automatic Access Rules creation for VPN Palicy

Enable Keep Alive N

[ Require authentication of VPN dients by XAUTH
User group for XALTH users:
[ Enable Windows Metworking (MetBIOS) Broadcast
[ enable Multicast
1 apply NAT Palicies
Translated Local Network:

Translated Remote Metwork:

To avoid VPN tunnel establishment latency, click on the Enable Keep Alive checkbox.

Management via thiz SA: HTTP HTTPS |:| S5H
User login via this SA: O wre O HrTeS
Default LAN Gateway (optional): 0.0.0.0
YPM Policy bound to: Zone WAN  +
Ready
oK ||

| | Help

5.31.4| Repeat Steps 5.31.1, 5.31.2 and 5.31.3 for each VPN policy within the network structure.

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 8/19/2009 ©2009 Avaya Inc. All Rights Reserved.

68 of 72
SonicWALL-AACM




5.31.5

Once all the VPN policies have been added, the following summary is displayed.

SONICWALL> |

& A O © ©

Register At  Wizards  Help  Logout

Network Security Appliance

» B system

» @B etwork

» & Pccard

» é SonicPoint

» @ Freval

» &) vor

» &3 apolcation Firewal

- (-j VPN
Settings
Advanced
DHCP over VPN
LZTP Server

» @ SSLVPN

» & users

v §5) tigh Availabiity

> w Security Services

» [T tog

-
VPN f T
Settings
VPH Global Settings

Enable VPN
Unique Firewall Identifier: |0017C52BE240
VPH Policies Start Table Refresh (V) Refresh Interval Items per page Items m 3(of3) Ml
O= Name Gateway Destinations Crypto Suite Enable  Configure .
1 WAN GroupVPN ESP: 3DES/HMAC SHA1 {IKE) L] 2
2 WLAN GroupVPN ESP: 3DES/HMAC SHA1 {IKE) L] 2
@ 10.33.1.0 - 10.33.1.255
@ 0.1,
O s SiteC_Ta_HQ 40.40.40.1 @ 10.20.20.0 - 10.20.20.255 ESP: 3DES/HMAC SHAL (IKE) 2%
@ 192.50.10.0 - 192.50.10.255
@ 10.10.10.0 - 10.10.10.255
Site To Site Policies: 1 Palicies Defined, 1 Policies Enabled, 25 Maximum Policies Allowed
GroupVPM Folicies: 2 Policies Defined, 0 Policies Enabled, & Maximum Policies Allowed
Currently Active VPN Tunnels Start Table Refresh (1) Refresh Interval Ttems per page Ttems m 20 (of 20) (Ll ]l
# Created Mame Local Remote Gateway
1 07/28/2009 Site” Tn_HO 187 168 771 - 197 16R 77 955 10 20 10 -10 30 1 955 an an an 1 Renenafiate e 8
< | B

Status: Ready

5.32. Save settings

5.32.1

Save settings
From the System > Settings, click on the Export button to save the SonicWALL appliance
configuration.

SONICWALL> | MNetwork Security Appliance

You can export the current configuration of your SonicWALL to a file, The file can be imported
by the same SonicWALL or used to done a configuration across multiple SonicVWALLs,

The default name of the file will be "sonicwall-N5A_240-5_2 0_1-210.exp’.

Export | | Cancel |
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6. General Test Approach and Test Results

6.1. Test Approach

All feature functionality test cases were performed manually. The general test approach entailed
verifying the following list through the SonicWALL firewall VPNs:

LAN/WAN connectivity between all locations

Registration of Remote Site C Avaya G700 Media Gateway registers with the corporate
Avaya Communication Manager.

Verify H.323 trunk between the corporate Communication Manager and Remote Site B
Communication Manager.

Registration of Remote Site A SIP IP telephones with corporate SES.

Registration of Remote Site A H.323 IP telephones with corporate Communication
Manager.

Inter-office calls using G.711 mu-law & G.729 codecs

Verifying that DSCP and 802.1p Priority QoS values are not altered by the SonicWALL
firewall VPNs.

Verifying that Avaya Modular Messaging voicemail and MWI work properly.
Verifying that Avaya IA 770 INTUITY AUDIX voicemail and MWI work properly.
Retrieving Voicemail messages from Remote locations

Features Tested: attended/unattended transfer, conference call participation, conference
call add/drop, multiple call appearances, caller ID operation, call forwarding
unconditional, call forwarding on busy, call park, call pick-up, and bridged call
appearances.

6.2. Test Results

All feature functionality, serviceability, and performance test cases passed. VolP traffic and
voice features worked properly while running through the SonicWALL UTM Firewall VPNs.

7. Verification Steps
While running through the SonicWALL firewall VPNs these verification steps can be run:

1.

Check that the Avaya H.323 IP telephones have successfully registered with Avaya
Communication Manager using the list registered-station command.

2. Check that the Avaya SIP IP telephones have successfully registered with Avaya SIP
Enablement Services (SES) through the SES administrative GUI.
3. Place internal and external calls between the digital telephone and IP telephones at each
site.
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8. Conclusion

These Application Notes describe the configuration steps for integrating the SonicWALL UTM
Firewalls with an Avaya telephony infrastructure. For the configuration described in these
Application Notes, VoIP traffic, voice features and Data traffic traversed the network properly
through the SonicWALL firewall VPNs.

9. Additional References

The documents referenced below were used for additional support and configuration
information.

The following Avaya product documentation can be found at http://support.avaya.com.

[1]

Administering Avaya Aura™ Communication Manager, May 2009, Issue 5.0, Document

Number 03-300509.

[2]
[3]
[4]
[3]
[6]
[7]

Administering Avaya Aura™ SIP Enablement Services, May 2009, Issue 2.1, Document
03-602508.

Avaya Aura™ SIP Enablement Services (SES) Implementation Guide, May 2009, Issue 6,
Document 16-300140.

Avaya one-X Deskphone Edition for 9600 Series IP Telephones Administrator Guide
Release 3.0, Document Number 16-300698.

Avaya one-X Deskphone SIP for 9600 Series IP Telephones Administrator Guide,
Release 2.0, Document Number 16-601944.

Modular Messaging, Release 5.0 with the Avaya MSS Messaging Application Server
(MAS) Administration Guide, January 2009.

Avaya IA 770 INTUITY AUDIX Messaging Application Release 5.1 Administering.
Communication Manager Servers to Work with 14 770, June 2008.

The SonicWALL product documentation can be found at

[8]

http://www.sonicwall.com/us/support/6832.html
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