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Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Avaya Communication
Server 1000E R7.0, Avaya Network Routing Server and
Avaya Aura® Session Manager R6.1 to support Vodafone
Germany SIP Trunk Service — Issue 1.0

Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Vodafone Germany SIP Trunk Service and an Avaya SIP enabled
Enterprise Solution. The Avaya solution consists of Avaya Aura® Session Manager. Avaya
Network Routing Server and Avaya Communication Server 1000E.

Vodafone is a member of the DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between Vodafone Germany SIP Trunk Service and an Avaya SIP enabled enterprise
solution. The Avaya solution consists of Avaya Aura”™ Session Manager, Avaya Network
Routing Server (NRS) and Avaya Communication Server 1000E (CS1000E) connected to
Vodafone Germany SIP Trunk Service. Customers using this Avaya SIP-enabled enterprise
solution with Vodafone Germany SIP Trunk Service are able to place and receive PSTN calls via
a dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach normally results in lower cost for the
enterprise.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of CS1000E, NRS and Session Manager. The enterprise site was
configured to use the SIP Trunk Service provided by Vodafone Germany.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming calls to the enterprise site from the PSTN were routed to the DID numbers
assigned by Vodafone Germany. Incoming PSTN calls were made to Unistim, SIP,
Digital and analog telephones at the enterprise.

e Outgoing calls from the enterprise to the PSTN were made from Unistim, SIP, Digital
and analog telephones.

e (5.729 annex b (silence suppression) is not supported by Vodafone Germany SIP Trunk
Service and thus was not tested.

Calls using G.729 and G.711A codec’s tested.

T.38 for fax is not supported by Vodafone and thus was not tested.

User features such as hold and resume, transfer, conference, call forwarding, etc.
Caller ID Presentation and Caller ID Restriction.

Call coverage and call forwarding for endpoints at the enterprise site.

Mobile-X mid call features was not tested.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for
Vodafone Germany SIP Trunk Service with the following observations.
e Inbound or outbound fax using T.38 was not tested. Vodafone does not support T.38 on
their network.
¢ Incoming call to a SIP Client using DTMF RFC 2833 does not work. Vodafone uses
payload type 106 for telephone event. The CS1000E agrees to use this but then sends out
an INVITE to use payload type 101, Vodafone respond with 2000K but continues to use
payload type 106 for DTMF. The DTMF tones are sent from Vodafone with an
unrecognized payload type that the CS1000E does not recognize.
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e Mobile-X handoff does not work from twinned desk phone. INVITE sent to PSTN
mobile contains no SDP information so the call fails. Vodafone Germany does not
support an INVITE that does not contain any SDP content. This behaviour of sending the
INVITE with no SDP from the CS1000E is per design.

e DTMEF tones incoming to a Call Pilot application do not work. Vodafone use payload
type 106 for telephone event. The CS1000E agrees to use this but then sends out an
INVITE to use payload type 101, Vodafone respond with 2000K but continue to use
payload type 106 for DTMF. The DTMF tones are sent from Vodafone with an
unrecognized payload type that the CS1000E/Call Pilot does not recognize.

e Blind transfers do not work between the CS1000E and Vodafone’s SIP network.

¢ In the live environment it has been noticed that the Diversion to History-Info Header
Adaptation is needed on the Session Manager (DiversionTypeAdapter). This was not
configured during the Compliance testing. Vodafone require the use of the Diversion
header, rather than the History-Info header to provide information related to how and
why the call arrives to a specific application or user. This is relevant for Call Forward call
scenarios.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Vodafone DE products please visit the website at www.vodafone.de or
contact an authorized Vodafone DE representative.
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to Vodafone Germany using SIP Trunks. Located at the enterprise site are Session
Manager, NRS and a Communication Server 1000E. Endpoints are Avaya 1140 series IP
telephones, Avaya 1200 series IP telephones, Avaya IP Soft phone SMC3456, Avaya Digital
telephone, Analog telephone and fax machine. For security purposes, any public IP addresses or
PSTN routable phone numbers used in the compliance test are not shown in these Application
Notes.

Vodafone Site
PSTH Analogue Analogue
Phone #1 Fax Machine
Vodafone SBC
Analogue .
____________________________________________ Phone #2 MobilePhone

Public Internet

Avaya Enterprise Site — [All IP devices have Public Internet Addresses)

A Ent i |
vaya Enterprise =

Routee Avaya 1140e  Avaya 1140e Avaya 1220  SMC 3456
IP Phone IP Phone IP Phone soft Client
G 2 e M (P
Avaya Aura® Session Manager =T =rere Avaya

Communication
Server 1000E

1l

Avaya Communication Server
1000E MRS

—

Avaya Aura® System Manager Analogue Analogue Avaya 3904
Phone Fax Machine Digital Phone

Figure 1: Network Topology of Vodafone Germany SIP Trunk with Avaya Communication
Server 1000E
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided.

Equipment Software

Avaya S8800 server Avaya Aura® Session Manager R6.1
Build: 6.1.4.0.614005

Avaya S8800 server Avaya Aura® System Manager R6.1
Load: 6.1.8.1.1551Service Pack 4

Avaya Communication Server 1000E Avaya Communication Server 1000E R 7.0

running on CP+PM server as co-resident Service Pack 7.00.20

configuration Deplist: x21 07.00Q +

All CS1000E patches listed in Appendix A

Avaya Communication Server 1000E Media | CSP Version: MGCC BDO01
Gateway MSP Version: MGCM ABO1
APP Version: MGCA BAO7
FPGA Version: MGCF AA18
BOOT Version: MGCB BA0O7
DSP1 Version: DSP1 AB03

Avaya 1140e and 1230 Unistim Telephones | FW: 0625C7J

Avaya 1140e and 1230 SIP Telephones FW: 04.01.13.00.bin

Avaya SMC 3456 Version 2.6 build 57666

Avaya Analogue Telephone N/A

Avaya M3904 Digital Telephone N/A

Vodafone Germany SIP Trunk Service Softswitch: iSSW - 20.50.34-olxi

SBC: Acme Packet 4250 - 6.1.0 MRS5S
MG: Cisco MGX 8880 - 5.5(10.204)P4

5. Configure Avaya Communication Server 1000E

This section describes the steps required to configure Communication Server 1000E for SIP
Trunking and also the necessary configuration for terminals (analog, SIP and IP phones). SIP
trunks are established between Communication Server 1000E and NRS and also between the
NRS and the Session Manager. These SIP trunks carry SIP Signaling associated with Vodafone
Germany’s SIP Trunk Service. For incoming calls, the Session Manager receives SIP messages
from Vodafone’s SBC. Once a SIP message arrives at the Session Manager incoming digit
translation is performed before the SIP messages are directed to the NRS, the NRS will then
direct the SIP messages to Communication Server 1000E (see Figure 1). Once a SIP message
arrives at Communication Server 1000E, further incoming call treatment such as class of service
restrictions may be performed. All outgoing calls to the PSTN are processed within
Communication Server 1000E and may be first subject to outbound features such as route
selection, digit manipulation and class of service restrictions. Once Communication Server
1000E selects a SIP trunk, the SIP signaling is routed to the NRS. The NRS directs the outbound
SIP messages to the Session Manager and this then directs the traffic on to Vodafone Germany’s
network. Specific Communication Server 1000E configuration was performed using Element
Manager and the system terminal interface. The general installation of the Communication
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Server 1000E, System Manager and Session Manager is presumed to have been previously
completed and is not discussed here. Appendix A has a list of all CS1000E patches, deplist and
service packs loaded on the system.

5.1. Logging into the Avaya Communication Server 1000E

Log in using SSH to the ELAN IP address of the Call Server using a user with correct privileges.
Once logged in type csconsole (not shown), this will take the user into the VxWorks shell of the
call server. Next type logi (not shown), the user will then be asked to login with correct
credentials. Once logged in the user can then progress to load any overlay.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the Communication Server 1000E system terminal
and manually load overlay 22 to print the System Limits (the required command is SLT ), and
verify that the number of SIP Access Ports reported by the system is sufficient for the
combination of trunks to Vodafone Germany’s network, and any other SIP trunks needed. See
the following screenshot for a typical System Limits printout. The value of SIP ACCESS
PORTS defines the maximum number of SIP trunks for the Communication Server 1000E.

System type is - Communication Server 1000E/CPPM Linux
CPPM - Pentium M 1.4 GHz

IPMGs Registered: 1
IPMGs Unregistered: 0
IPMGs Configured/unregistered: 0

TRADITIONAL TELEPHONES 32767 LEFT 32766 USED 1
DECT USERS 32767 LEFT 32767 USED 0
IP USERS 32767 LEFT 32744 USED 23
BASIC IP USERS 32767 LEFT 32766 USED 1
TEMPORARY IP USERS 32767 LEFT 32767 USED 0
DECT VISITOR USER 10000 LEFT 10000 USED 0
ACD AGENTS 32767 LEFT 32752 USED 15
MOBILE EXTENSIONS 32767 LEFT 32767 USED 0
TELEPHONY SERVICES 32767 LEFT 32767 USED 0
CONVERGED MOBILE USERS 32767 LEFT 32767 USED 0
NORTEL SIP LINES 32767 LEFT 32765 USED 2
THIRD PARTY SIP LINES 32767 LEFT 32761 USED 6
SIP CONVERGED DESKTOPS 32767 LEFT 32767 USED 0
SIP CTI TR87 32767 LEFT 32767 USED 0
SIP ACCESS PORTS 32767 LEFT 32752 USED 15
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Load overlay 21, and confirm the customer is setup to use ISDN trunks (see below).

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES

5.3. Configure Codec’s for Voice and FAX operation

Vodafone Germany SIP Trunk service supports G.711A/G.729A voice codec’s transmissions.
Using the Communication Server 1000E element manager sidebar, navigate to the IP Network
- IP Telephony Nodes > Node Details = VGW and Codecs property page and configure the
Communication Server 1000E General codec settings as in the next screenshot. The values
highlighted are required for correct operation.

Node ID: 10 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

General i
Echo cancellation: Use canceller, with tail delay:| 128 +
Dynamic attenuation
Yoice activity detection threshold: |-17 (=20 - +10 DBM
Idle noise level: |-65 (-327 - +327 DBM
Signaling options: DTHF tone detection
[] Low Iatency mode
Remove DTMF delay (squelch DTMF from TOM to 1P}
Modem/Fax pass-through
V.21 Faxtone detection

[ RTaCtor CaICuratam

Vnire Coders
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Next, scroll down and configure the G.711 and G.729 codec settings. The relevant settings are
highlighted in the following screenshot.

Node ID: 10 - Voice Gateway (VGW) and Codecs
General | Voice Codecs | Fax
Voice Codecs 2
Codec GT11: Enabled {required)
aice payload size: (milizeconds per frame
Woite playout (jitter buffer) dela-,-': (milizeconds
Maminal Maximum
Maximum delay may be automatically adjpsted based on nominal
s
[ VolcE Aty DEteECtom (VAD]
Codec GT29: Enahled
Voice payload Size: (milisecands per frame
Woice playout (itter buffer) dela-,-': (milizeconds
Mominal Maximum
Maximum delay may be automatically adjiisted hased on nominal
etting
[] Vvoice Activity Detection (VAD)
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5.4. Virtual Trunk Gateway Configuration

Use Communication Server 1000E Element Manager to configure the system node properties.
Navigate to the System = IP Networks = IP Telephony Nodes = Node Details and verify
the highlighted section is completed with the correct IP addresses and subnet masks of the Node.
At this stage the call server has an ip address and so too does the signalling server. The Node ip
is the ip address that the IP phones use to register. This is also where the SIP trunk connection is
made to the NRS. The system in the lab is a Co-Resident Call server and Signalling Server
system which also acts as the NRS.

Mode Details (ID: 10 - 3IP Line, LTP S, Gateway ( SIPGw ))
Y
Mode 10: * (0-9939
Call server IP address: [192.168.0.2 ‘ TLAN address type: &) [Pyd only
O IPv4 and IPvE
Embedded LAMN (ELAN) Telephony LAMN (TLAN)
Gateway IP address: |192.168.0.1 ‘ Mode IPv4 address; | Gy
Subnet mask: |255.2556 2550 ‘ Subnet mask: |255.255. 265 123| *
b
* Reguired Value. [ Save l [ Cancel l
Associated Signaling Servers & Cards
Select to add + Print | Refresh
[] Hostname Tvpe Deploved Applications ELAN IP TLAM [Pvd Ruole
SIP Line, LTPS, Gateway, PD,
[] cs1kpublic Signaling_Server Presence Publisher, IP Media 192168.02 kel Leader
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System - IP Networks - IP Telephony Nodes 2 Node Details > Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.

Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H. 323Gw, and SIPGw and H.323Gw

SIP domain name: The SIP Domain Name is the SIP Service Domain, in this case
silavaya.com. The SIP Domain Name configured in the Signaling Server properties must
match the Service Domain name configured in the Session Manager and on the NRS.
Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060

Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used

Application node id: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 10

Node ID: 10 - Virtual Trunk Gateway Configuration Details
General | 2IP Gateway Settings | 2IP Gateway Services
Y
General Virtual Trunk Metwork Health Monitor
Virk gateway application-| SIP Gateway (SIPGw) |+ [] Monitor IP addresses (listed below)
SIP domain name: |silavaya.com : Information will be captured for the IP addresses listed
below
Local SIP port: 5060 CUT-E55390 1 Manitar 1P
Gateway endpoint name: |csTkpublic * || Monitor addresses
Gateway password
Application node 1D |10 (09999
Enable failsafe MRS: [
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Transport protocol used for SIP, in this case is TCP

SIP URI Map: All values are left as default

Proxy or Redirect Server: Primary TLAN IP address is the NRS IP address. The

Proxy Or Redirect Server:
Proxy Server Route 1:

Primary TLAM IP address: i

aqar

Transport protocol: | TCP »
Cptions: Support registration
[J Frimary COS proxy

can nave emnner

SIPURI Map:
Fublic E.164 domain names Private domain names
National: |national LDP: |udp
Subscriber. |subscriber COP: |cdp.udp
Special number: |PublicSpecial Spedial number. |PrivateSpecial
Unknown: [PublicUnknown Vacant number. |PrivateUnknown
Unknown: |UnknownlUnknown
5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone that are not shared with other resources and best
practice dictates that IP telephones and Media Gateways are all placed in a separate zone than
SIP trunks. In the sample configuration SIP trunks use zone 20 and IP Telephones use zone 10.
Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network - Zones = Bandwidth Zones and

add new zones as required.

-Host and Route Tables
- MNetwork Address Translation

AVAVA CS1000 Element Manager
- UCM Hetwork Services # Managing 182.168.0.2 Username: admin
- Home System » IP Network » Zones » Bandwidth Zones
- Links
- Virual Terminals Bandwidth Zones
+Alarms
- Maintenance
+Core Equipment Add [Im;:on I [ Export ] [I'V'Wamtenamce
- Peripheral Equipment
—IP Metwarl Zone + Intrazone Intrazone Strateqy Interzone Interzone Strateay Resource Tvpe Zone Intent Description
- Nodes: Servers, Media Cards 10O 10 1000000 BQ 1000000 BB SHARED o] MAINOFFICE
R DETEG 20 20 1000000 EQ 1000000 EB SHARED VTRK VTRK
Y way
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5.6. Configure SIP Trunks

Communication Server 1000E virtual trunks will be used for all inbound and outbound PSTN
calls to Vodafone Germany’s SIP Trunk Service. Five separate steps are required to configure
Communication Server 1000E virtual trunks:-
e Configure a D-Channel Handler (DCH); configure using the Communication Server
1000E system terminal and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the Communication
Server 1000E system terminal and overlay 16
o Configure SIP trunk members; configure using the Communication Server 1000E system
terminal and overlay 14
e Configure a Route List Block (RLB); configure using the Communication Server 1000E
system terminal and overlay 86
e Configure Special Prefix Numbers (SPN’s); configure using the Communication Server
1000E system terminal and overlay 90

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
Communication Server 1000E system terminal and enter the following values. The highlighted
entries are required for correct SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 10
CTYP DCIP
DES VIR TRK
USR ISLD
ISLM 4000
SSRC 1800
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 5
RCAP ND2
MBGA NO
H323
OVLR NO
OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the Communication Server 1000E
system terminal and overlay 16. Load Overlay 16, enter RDB at the prompt, press return and
commence configuration. The value for DCH is the same as previously entered in overlay 17.
The value for NODE should match the node value in Section 5.3. The value for ZONE should
match that used in Section 5.5 for SIP_VTRK, which is zone 20. The remaining highlighted
values are important for correct SIP trunk operation.
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Next, configure virtual trunk members using the Communication Server 1000E system terminal
and Overlay 14. Configure sufficient trunk members to carry both incoming and outgoing PSTN
calls. The following example shows a single SIP trunk member configuration. Load Overlay 14
at the system terminal and type new X, where X is the required number of trunks. Continue
entering data until the overlay exits. The RTMB value is a combination of the ROUT value
entered in the previous step and the first trunk member (usually 1). The remaining highlighted
values are important for correct SIP trunk operation.

Configure a Digit Manipulation Index (DMI) in overlay 87. Load Overlay 87 at the system
terminal and type new, at the FEAT prompt type dgt and at the DMI prompt set this to a unique
DMI value e.g. 1. DMI 1 is used for international traffic because CYTP (Call type) is INTL.
DMI 2 is used for local traffic because CYTP is CDP. In both cases DEL (delete digits) is 1,
this deletes the first digit dialed, in the same configuration that was access code 9 for an outside
line.
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Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB. This RLB was defined
for international traffic and uses the DMI 1as previously entered in overlay 87.

This example shows a RDB defined for local traffic and uses DMI 2 as previously entered in
overlay 87.

Next, configure Trunk Steering Codes(s) (TSC) which users will dial to reach PSTN numbers.
Use the Communication Server 1000E system terminal and overlay 87. The following are some
example TSC entries used. The highlighted RLI value previously configured in overlay 86 is
used as the Route List Index (RLI); this is the default PSTN route to the SIP Trunk service.
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5.7. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e Unistim IP telephone. Load overlay 20 at the system terminal and enter the
following values. A unique five digit number is entered for the KEY 00 and KEY 01 value. The
value for CFG_ZONE is the same value used in Section 5.4 for VIRTUALSETS, which is

zone 10.
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Digital telephones are configured using the Overlay 20, the following is a sample 3904 digital
set configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analog telephones are also configured using Overlay 20, the following example shows an
analog port configured for Plain Ordinary Telephone Service (POTS) and also configured to
allow T.38 Fax transmission. A unique value is entered for DN, this is the extension number.
DTN is required if the telephone uses DTMF dialing. Values FAXD and MPTA configure the
port for modem pass-through fax transmission. Vodafone do not support T.38 for fax.
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5.8. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000E system terminal and overlay 15 to activate SIP Line services, as in
the following example where SIPL_ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 78
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details -
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters. The value for SIP Domain Name must match that configured in Section 7. 1.
e SIP line Gateway Application: Enable the SIP line service on the Node, check the box
to enable.
¢ SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration.
¢ SLG Local Sip port: Default value is 5070.
e SLG Local TLS port: Default value is 5071.

_ UCM Network Services A Managing: 192.168.0.2 Username: gerry
System » IP Network » P Telephony Nodes » Node Detailz » SIP Line Configuration

- Home
_ Links |Node ID: 10 - SIP Line Configuration Details

- Virtual Terminals

General | SIP Line Gateway Setftings | SIP Line Gateway Service
- Maintenance 'SIP Line Gateway Application: [#] Enable gateway senvice on this node

+Core Equipment

- Peripheral Equipment
— TP Network

- MNodes: Servers, Media Cards|

General Virtual Trunk Network Health Monitor

SIF domain name: |silavaya.com [ Monitor IP addresses (listed below)

- Media Gateways

-Zones

-Host and Route Tables

- Metwork Address Translation

- Qs Thresholds

- Personal Directories

- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services

SLG endpoint name:

SLG Group 1D

SLG Local Sip Port: (5070

SLG Local Tls Port:|5074

Manitor IP

Monitor addresses
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5.9. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the Communication Server 1000E system
terminal and overlay 20 to add a Universal Extension (UEXT). See the following example of a
SIP Line extension. The value for UXTY must be SIPL. This example is for an Avaya SIP
telephone, so the value for SIPN is 1. The SIPU value is the username, SCPW is the logon
password and these values are required to register the SIP telephone to the SLG. The value for
CFG_ZONE is the value set for SIPLINEZONE in Section 5.5. A unique telephone number is
entered for value KEY 00. The value for KEY 01 is comprised of the UAPR value (set to 78
previously in this section) and the telephone number used in KEY 00.
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5.10. Save Configuration

Expand Tools 2 Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.
Backup process will take several minutes to complete. Scroll to the bottom of the page to verify
the backup process completed successfully as shown below.

AVAYA

- UCM Network Services
- Home
- Links
-Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+1P Metwoark
+Interfaces
-Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Netwaork
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
-Views
- Lists
- Properties
- Migration
-Tools
- Backup and Restore
- Call Server
- Fersonal Directories

CS51000 Element Manager

Managing: 10.80.51.80 Username: admin
Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup

Call Server Backup

Action Bscus :

TEMUZ07

Backing up reten.bkp to “fvarfoptinonelicsifs/cf2/backupl/single”™
Database backup Complete!

Backup process to local Removable Media Device ended successfully.

Configuration of Communication Server 1000E is complete.
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6. Configure Avaya Network Routing Server

This section provides the procedure for configuring the NRS to receive and route calls over the
SIP trunk between the Session Manager and the CS1000E. These instructions assume other
administration activities have already been completed such as defining system wide settings. The
following administration activities will be described.

e Define SIP Domain

e Define Endpoints

e Define Routes

Configuration is accomplished by accessing the browser-based GUI of the Unified
Communications Manager (UCM), using the URL https://<ip-address>/network-login, where
<ip-address> is the [P address of UCM. Once logged on click on the NRS Manager link on the
UCM front page and log in with the appropriate credentials.

6.1. Define SIP Domain

Create a SIP Domain by clicking on Numbering Plans = Domains, click Add (not shown).
Enter a name for your Domain name and click on Save. In the test configuration silavaya.com
was used and this is the same domain that is configured on the CS1000E as per Section 5.4 and
on the Session Manager per Section 7.1.

NERTEL NETWORK ROUTING SERVICE MANAGER Helo |
«UCM Network Services " . ) Active databaze 192.168.0.2
-~ System lanaging:
MRS Server & standby database Numbering Flans » Domains » Service Domains
Database _ _
System Wide Settings Add Service Domain
- Numbering Plans
ndpoints
Routes
Metwork Post-Translation Domain description
Collabarative Servers
- Tools
SIP Phone Context * Required value. Save Can
- Routing Tests
H.323
slP

Use the same procedure as above to add a UDP and a CDP domain for silavaya.com. These
domains are sub-domains to silavaya.com. This is the UDP domain created for silavaya.com.

NERTEL NETWORK ROUTING SERVICE MANAGER He
«UCM Hetwork Services
- g Menaging: © Active datavase 192.168.0.2
MRS Server @ standey database Numbering Plans » Domains
Database
System Wide Seftings Domains
Domains establish the basic structure of your converged network, defined by Service domains, L1 (UDP} and LO (COP} demains
Domains
S Service Domains (1) | | L1 Domains (UDP) (1) | | L0 Domains (CDP) (1)
T T
Metwork Post-Translation Filter by Domain { Silavaya.com -
Collaborative Servers
- Tools Add... Delete
SIP Phone Context o . .
- Routing Tests 1 D~ Description #0of L0 Domains # of Gateway Endpaoints # of Routing Entries Conted
H.323 <[] udp 1 2 & silavaya.com
SIP
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This is the CDP domain created for silavaya.com/udp domain.

NEIRTEL

«UCM Network Services
~ System
MRS Server
Database
Systemn Wide Settings
~ |Numbering Plans|
Domains
Endpoints
Routes
Metwork Post-Translation
Collaborative Servers
- Tools
SIP Phane Context
~ Routing Tests
H.323
SIP

NETWORK ROUTING SERVICE MANAGER

Helr|
Managing: O Active database 192.168.0.2
@ standby database Numbering Plans » Domains

Domains
Domains establish the basic structure of your converged network, defined by Service domains, L1 (UDP) and LO (CDP) domains.

Service Domains (1) L1 Domains (UDP) (1) ‘ | L0 Domains (CDP) (1) ||
Hiter by Domain ;| Silavaya_com | [udp |

Add_ Delete
™ | 1D~ Description # of Gateway Endpoints # of Routing Entries Context
1[0 cdp 2 B silavaya.com /udp

6.2.

Define Endpoints

For this test configuration two endpoints were configured on the NRS. A static endpoint was
configured for the Session Manager and a dynamic endpoint for the CS1000E. Create an
Endpoint by clicking on Numbering Plans = Endpoints. Select the domain and sub-domains
(e.g. silavaya.com/udp/cdp) where you want to create the endpoint and click Add.

NERTEL

«UCM Network Services
- System
NRS Server
Database
System Wide Settings

- | Numbering Plans

Domains
Routes
Network Post-Translation
Collaborative Servers
- Tools
SIP Phone Context
- Routing Tests
H.323
SIP
Backup
Restore
GK/MNRS Data upgrade

NETWORK ROUTING SERVICE MANAGER

O active database 192.168.0.2

Managing:

@® Standby database Numbering Plans » Endpoints

T

Search for Endpoints

Enter an endpoint 1D (use * for all) and click Search.You may narrow the search by specifying a particular domain.

Encpoint 1D

Limit results to Damain: ‘ silavaya com

V|,n|udp V‘,‘cdp A

| Gateway Endpoints (2) | User Endpoints (0)

Add_ i Delete | SIP phone context
1

Results per page:
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6.2.1. Configure Static Endpoint for Avaya Aura® Session Manager
This section shows how to add a static endpoint for the Session Manager. Enter the following
values and use default values for remaining fields.
¢ End point name: SMGR was used in this configuration
e Description: session manager was used in this configuration
e Static endpoint address: This is the ip address of Session Manager SM100.
This has been hidden for security purposes.
Set this to Static SIP endpoint
Set this to Proxy mode
Click the box to enable
Click the box to enable

SIP support:

SIP mode:

SIP TCP transport enabled:
SIP UDP transport enabled:

Click on Save (not shown). The two screenshots below show the Session Manager Endpoint
configuration used for the testing.

NERTEL NETWORK ROUTING SERVICE MANAGER

«UCM Hetwork Services
- System Managing:
MRS Server
Database
System Wide Seftings

- |Humbering Plans

Domains

Routes session manager
Metwork Post-Translation Description:
Collaborative Servers
- Tools Trust Node:

SIF Phone Context Tandem gateway endpoint narme: | Not Applicable

~ Routing Tests

H.323 Endpoint authentication enabled: | Authentication off »

O Active database 192.168.0.2

[0} Standby database Numbering Plans » Endpoints » Gateway Endpoint

Edit Gateway Endpoint silavaya.com / udp / cdp )

End point name: |SMGR %

o Authertication passward:
Backup
Restore E 164 country code:

GKINRS Data upgrade E.164 area code:

NEQRTEL NETWORK ROUTING SERVICE MANAGER

«UCI Network Services
- System Managing:
NRS Sernver
Database
System Wide Settings
:
Domains Private Special number 2,

Routes
Netwark Post-Translation
Collaborative Servers

DU}

O Active database 192,168.0.2

@ Standby database Numbering Plans » Endpoints » Gateway Endpoint

Edit Gateway Endpoint silavaya.com/udp/cdp )

Jﬂ

Private Special number 2 dialing code length

Static endpoint address type: | IP version 4 +

Static endpoint address: |86 47

GK/MRS Data upgrade

- Tools
SIP Phone Context H.323 support | H.323 not supported w
- o T | Static SIF endpoint__ |

i SIP support: | Static SIP endpoint v
SIP @ Prow Mode

Backup SIF mode: !

© Redirect Mode
Restore

SIP TCP transport enabled
SIP TCP port: 5060
SIP UDP transport enabled

SIP UDP port | 5080

SIP TLS transport enabled: []

8IP TLS port: |5061

Persistent TCP suppart enabled:
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6.2.2. Configure Dynamic Endpoint for Avaya Communication Server 1000E

This section shows how to add a dynamic endpoint for the CS1000E, note that no IP address
needs to be configured. Enter the following values and use default values for remaining fields.

¢ End point name: cslkpublic was used in this configuration
e Description: cs1k was used in this configuration

e SIP support: Set this to Dynamic SIP endpoint

e SIP mode: Set this to Proxy mode

e SIP TCP transport enabled: Click the box to enable

e SIP UDP transport enabled: Click the box to enable

Click on Save (not shown).The two screenshots below show the CS1000E Endpoint
configuration used for the testing.

NERTEL NETWORK ROUTING SERVICE MANAGER

SIS CE . ) Active satabase 192.168.0.2
- System Managing:
NRS Server ® standby database Plans » Endooints » Gatewsy Endpoint

Database

em Wide Setlings Edit Gateway Endpoint silavaya.com /udp / cdp )
~| Humbering Plans
Domains End point name: |csTkpublic *
Endpoints

Routes o |e=lk

MNetwork Post-Translation Description

Collaborative Servers

- Tools Trust Nade
SIP Phone Context Tandem gatgway endpointname: | Mot Applicable v
- Routing Tests

H.323 Endpoint authentication enabled: | Authentication off
SIP Authentication password

Backup

Restore E.164 country code l:l

GK/NRS Data upgrade E.164 area code

NERTEL NETWORK ROUTING SERVICE MANAGER |

abEL L S Mansging: O active database 192.168.0.2

- System lanaging:
NRS Server ® standby database Numbering Plans » Endpoints » Gatewav Endpoint
Database
System Wide Settings Edit Gateway Endpoint silavaya.com /udp/cdp)

- |Numbering Plans
Domains Frivate Special number 2 dialing code length: (031
Endpaints Static endpeint address type: W\
Routes

Mstwark Post-Translation Static endpoint address:

Collaborative Servers H.323 support: | H.323 not supported 3
- Tools

SIP Phone Context SIP suppert: | Dynamic SIP endpoint

-~ Routing Tests @ Proxy Mode
H323 SIP mode
S|P O Redirect Mode
Backup HIP TCP transport enabled:

Restare SIP TCP port: | 5060
GK/NRS Data upgrade

S|P UDP transport enabled:

SIP UDP port: | 5060

IO T € broncnad cnobing

1
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6.3. Define Routes

Routes need to be defined for each endpoint. Routes are the same as a dial pattern on the Session
Manager and it is how the NRS routes out calls to an endpoint based on digits it receives.

6.3.1. Configure Route to the Avaya Communication Server 1000E

This section shows how to add routes to the CS1000E. This is for incoming calls from the PSTN
to the CS1000E. Create a Route by clicking on Numbering Plans - Routes. Select the domain
and sub-domains (e.g. silavaya.com/udp/cdp) and endpoint where you want to create the route
(e.g. eslkpublic) and click Add.

NKIRTEL NETWORK ROUTING SERVICE MANAGER H
«UCM Network Services
p— Managing: O Active database 192.168.0.2
NRS Server @ standby database Humbering Plans » Routes
Database
em Wide Settings Search for Routing Entries
~ Numbering Plans
Domains
Endpaints Enter a DnPrefix and Dn Type (use * for all) and click Search You may narrow the search by specifying 3 particular domain
NMetwork Post-Translation O Prefic | ‘ DHType: |AH DN Types v‘
Collaborative Servers
- Tools
i -| silavaya com w ud v cd| v
SIP Phone Context Limit results to Doma\n.‘ Y ‘ ! | P | ! | P |
- Routing Tests -
H.323 Endpoint Name cs1kpublic |
SIP
Backup Results per page.
Restore
GIINRS Dats upgrade | Routing Entries (3) | Default Routes (0) Emergency Fallback Routes (0)
Add_ | Copy... | IWove | Import.__ ‘ Export. ‘ Routing test. | Delete ‘

Enter the following values
e DN type: Select Private level 0 regional (CDP steering code). Only CDP dialing
works for calls between the Session Manager and the NRS.

e DN prefix: 810 prefix matches the DN extensions on the test sets on the CS1000E.
This also matches the last 4 digits of the DDI range given for the test

e Route cost: 1 is used as this is the only route available
Click on Save.

NERTEL NETWORK ROUTING SERVICE MANAGER He

«UCM Hetwork Services ) Active databaze 192.188.0.2
~ system Managing:
NRS Server
Database

System Wide Settings Edit Routing Entry ( silavaya.com / udp / cdp/ cs1kpublic)
b g

Demains DM type ‘F‘rivale level 0 regional (COP steering code) V‘
Endpoints

MNetwork Post-Translation Route cost * (1-255)

Collaborative Servers
- Tools
SIP Phone Context

- Routing Tests

sIP

@ Standby database ing Plans » Routes » Routing Entry
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6.3.2. Configure Route to the Avaya Aura® Session Manager
This section shows how to add routes to the Session Manager. This is outgoing calls from the
CS1000E to the PSTN. Create a Route by clicking on Numbering Plans > Routes. Select the

domain and sub-domains (e.g. silavaya.com/udp/cdp) and endpoint where you want to create
the route (e.g. SMGR) and click Add.

NORTEL

«UCM Hetwork Services
- System
MRS Server
Database
System Wide Settings
- [Famberng e
Domains
Endpoints
MNetwork Post-Translation
Collaborative Servers
- Tools
SIF Phone Context
- Routing Tests
H.323
SIP
Backup
Restore
GK/MNRS Data upgrade

NETWORK ROUTING SERVICE MANAGER H

Active se 192.168.0.2
Managing: O Active databa

@ Standby database Numbering Plans » Routes

Search for Routing Entries

Enter a DnPrefix and Dn Type (use * for all} and click Search.You may narrow the search by specifying a particular domain

DM Prefix | " ‘ DN Type \AH DN Types vl
Limit results to Dnmam-lsi\avaya.cum V‘ i ‘udp V| j ‘Cdp Vl
Endpoint Name:
Results perpage:
‘ Routing Entries (3) | Default Routes (0) Emergency Fallback Routes (0)

Add.___ | Copyl Mmel Import,,,l Expart,,,l Rautmgrest,,,l Delete |

Enter the following values; this is an example of E.164 International call.

e DN type:
e DN prefix:
e Route cost:

Click on Save.

NERTEL

«UCM Network Services

Database
System Wide Settings
,
Domains
Endpoints
MNetwork Post-Translation
Collaborative Senvers
- Tools
SIP Phone Context
- Routing Tests
H.323
SIP

Select E.164 international
00 prefix matches the digits going to be dialed for an international call
1 is used as this is the only route available

NETWORK ROUTING SERVICE MANAGER Help

Active .
Managing: Q Active database 192.168.0.2

® Standby databaze Numbering Plans » Routes » Routing Entry

Edit Routing Entry ( silavaya.com /udp/cdp / SMGR )

DK tyne:lE 164 intemnational W

Route cost: -k (1-255)

* Required valus.
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This is an example of a local call using CDP dial plan, only CDP dialing worked for local calls.
e DN type: Select Private level 0 regional (CDP steering code)
e DN prefix: 0800 prefix matches the digits going to be dialed for a local call
¢ Route cost: 1 is used as this is the only route available

Click on Save.

NEIRTEL NETWORK ROUTING SERVICE MANAGER i
«UCM Hetwork Servi -
. S‘meme ork Serices Managing: O Active database 19216802
MRS Server ® standby database Humbering Plans » Routes » Routing Entry
Database
System Wide Seftings Edit Routing Entry ( silavaya.com /udp/cdp/ SMGR )
-
Dnma'_ng DM type: ‘ Private level 0 regional (COP steering code) Vl
Endpoints
Networlk Post-Translation -
Collaborative Servers Route cost * 1-258)
- Tools
SIP Phone Context
- Routing Test:
e Gz
SIP
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager to receive and route calls
over the SIP trunk between Network Routing Server and Session Manager. These instructions
assume other administration activities have already been completed such as defining the SIP
entity for Session Manager, defining the network connection between System Manager and
Session Manager, and adding SIP endpoints. The following administration activities will be
described.

e Define SIP Domain

e Define Location

e Configure the Adaptation Module
Define SIP Entities
Define Entity Links
Define Routing Policies
Define Dial Patterns

Configuration is accomplished by accessing the browser-based GUI of System Manager, using
the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of System
Manager. Log in with the appropriate credentials. Some administration screens have been
abbreviated for clarity.

7.1. Define SIP Domains

Expand Elements > Routing and select Domains from the left navigation menu, click New
(not shown). Enter the following values and use default values for remaining fields.

e Name Enter the Domain Name specified for the SIP Gateway in Section 5.4 and
6.1. In the sample configuration, silavaya.com was used

e Type Verify SIP is selected

e Notes Add a brief description [Optional]

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

AVA\//_\ Avaya Aura® System Manager 6.1
Routing ‘
- Domain Management
Locations
SIP Entities
(i s 1 Item Refresh
Time Ranges
Routing Policies [l D Type Default Notes
Dial Patterns O |silavaya.com sip O
Regular Expressions Select : All, None
Defaults
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7.2. Define Location

Locations are used to identify logical and/or physical locations where SIP Entities reside, for
purposes of bandwidth management or location-based routing. There were two locations defined
in the sample configuration, one used by the NRS and one used by Vodafone’s SBC.

7.2.1. Location for Avaya Network Routing Server

Expand Elements = Routing and select Locations from the left navigational menu. Click New
(not shown). In the General section, enter the following values and use default values for
remaining fields.

e Name: Enter a descriptive name for the location

e Notes: Add a brief description [Optional]

In the Location Pattern section, click Add and enter the following values for the CS1K
Network Routing Server.

o [P Address Pattern: Enter the logical pattern used to identify the location for example
86.47.xx.*. For the sample configuration the pattern is hidden for
security purposes because it is a public routable IP address

e Notes: Add a brief description [Optional]

Click Commit to save (not shown). The screenshot below shows the Location defined for
Network Routing Server in the sample configuration.

Routing ‘
Domains
Location Details
Adaptations
SIP Entities General
Entity Links * Name: cslk
Time Ranges Notes:

Routing Policies
Dial Patterns .
Overall Managed Bandwidth
Regular Expressions

Defaults Managed Bandwidth Units: | Kbit/sec +

Total Bandwidth:

Location Pattern

1Item Refresh

[ ] IP Address Pattern Notes

O * | ———

Select : All, None
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7.2.2. Location for Vodafone SBC

Another location is defined for Vodafone SBC using the same process as outlined in Section
7.2.1. The screenshot below shows the Location defined in the sample configuration. The ip
address pattern has been hidden for security purposes.

Routing ‘
Domains
Location Details
SIP Entities General
Entity Links * Name: Vodafone Germany
Time Ranges Notes:

Routing Policies

Dial Patterns .
Overall Managed Bandwidth

Regular Expressions

Defaults Managed Bandwidth Units: | Kbit/sec +

Total Bandwidth:

Location Pattern
1 Item | Refresh
" | IP Address Pattern Notes

)

SEIECT T All, None

7.3. Configure Adaptation Module

Session Manager is installed with a module called DigitConversionAdapter, which can convert
digit strings in various message headers as well as host names in the Request-URI (Uniform
Resource Identifier). In this configuration the adaptation is used by the Session Manager to
ensure ingress messages have the hostname silavaya.com when they are sent to the NRS.

Also the adaptation was used to strip MIME messages before being sent on to Vodafone.
Vodafone does not support MIME. The adaptation is also used to manipulate the CLID number
in the FROM and PAI headers.
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To add an adaptation, select Adaptations on the left panel menu and then click on the New
button (not shown). Under General:
e Adaptation Name: Enter an informative name, in the sample configuration plus was
used
<click to add module> from the drop down list and enter
“DigitConversionAdapter” in the resulting New Module Name
field
e Module Parameter: Enter the modification parameters to be used. In this
configuration the modification parameters used was
odstd=silavaya.com
Enter fromto=true to allow the From and To headers to be
modified by Session Manager (i.e., in addition to other headers
such as the P-Asserted-Identity and Request-URI headers)
Enter MIME=no to have Session Manager strip MIME message

bodies on egress to Vodafone SBC, such that only SDP is present
in the message body sent to Vodafone’s SBC

e Module Name:

The whole string in module parameter is odstd=silavaya.com fromto=true MIME=no

odstd (or OverrideDestinationDomain) replaces the domain in a Request-URI and
Notify/message-summary body with the given value for ingress only. The reason why this was
added was that incoming calls to the enterprise had Vodafone Germany domain name in the SIP
messages. The domain on the enterprise is silavaya.com so this Adaption Module changed
incoming SIP messages destined for the enterprise to a recognised domain.

AVAYA

Avaya Aura® System Manager 6.1 Help | About | Change P3

Replication ®

et ‘
Domains
Locations Adaptation Details
Adaptations
General

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

* Adaptation name:
Module name:

Module parameter:

plus
DigitConversionAdapter ¥

odstd=silavaya.com fromto=true 1

Egress URT Parameters:

Motes:
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Scrolling down, in the Digit Conversion for Incoming Calls to SM section, click Add to
configure entries for calls from CS1000E users to Vodafone.

Matching Pattern:

Min:
Max:
Phone Context:

Delete Digits:

Insert Digits:
Address to modify:

Enter the digits for outbound calls to the PSTN. For international
calls the NRS prefixes the dialled digits with a “+” before being
sent on to the Session Manager as seen in row 1 of the screen shot
below.

Enter minimum number of digits (e.g., 4)

Enter maximum number of digits (e.g., 4)

Enter value if needed. For local calls CDP dialing is used on the
CS1000E/NRS so cdp.udp is used, see Section 6.3.2 for more
information. This can be seen in rows 2 and 3 in the screen shot
below.

Enter 0, unless digits should be removed from dialled number
before routing on by Session Manager. For international calls the
“+” needs removing before passing on to the PSTN so 1 digit is
deleted

Enter digits that need to be inserted

Select both

Digit Conversion for Incoming Calls to SM

3 Items Refresh

Filter: Enable|

[] Matching Pattern
0O+

] * 0800

] *118

Phone Context Delete Digits Insert Digits Address to modify Notes
1 both v
cdp.udp * 0 both b

cdp.udp * 0 both b

Select : All, None
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Scroll down and make corresponding changes in the Digit Conversion for Outgoing Calls from
SM section for calls from Vodafone to CS1000E users.

e Matching Pattern:

Min:

Max:

Phone Context:
Delete Digits:

e Insert Digits:

e Address to modify:

Enter the digits received from the PSTN to the CS1000E. This is
the DDI range minus the last 4 digits. The last 4 digits are the DN
number of the test sets used during the testing; this is seen in row 1
of the screen shot below, starting 069xxxxxx. This functionality is
used instead of overlay 49 on the CS1000E that does incoming
digit conversion.

Row 2 however is concerned with CLID manipulation for
outbound calls to the PSTN. The test sets have a 4 digit DN
starting with 81xx. This adaptation manipulates the from and PAI
headers in the SIP INVITE and inserts the correct DDI number
using the Insert Digit field to the front of the 4 digit extension so a
valid DDI number is presented to Vodafone

Enter minimum number of digits (e.g., 9)

Enter maximum number of digits (e.g., 16)

Enter value if needed

Enter 9 for calls that are going to the CS1000E. This will delete the
first 9 digits of the DDI number and leave the last 4 digits which
are equal to the DN of the test sets on the CS1000E

Enter digits that need to be inserted — the example on row 2, in
order to send a correct CLID these digits need to be inserted before
the 4 digit DN of the test sets, in this case 069xxxxxx plus 81xx
Select both

Click Commit to save (not shown).

Digit Conversion for Qutgoing Calls from SM

Add Remave

2 Items Refresh

| Matching Pattern
[ * 069 i
O * 81

Min
*g

*|2

Max Phone Context Delete Digits Insert Digits Address to modify Motes
* 16 *g both v

* 16 *0 065 ikl both v

Select : All, None
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7.4.

Define SIP Entities

A SIP Entity must be added for Network Routing Server and also for Vodafone SBC.
Expand Elements = Routing and select SIP Entities from the left navigation menu. 2 new SIP
Entities will need to be added as noted above. Click New (not shown).

7.4.1. SIP Entity for Avaya Network Routing Server

In the General section enter the following values and use default values for remaining fields.
Enter an identifier for the SIP Entity
Enter TLAN IP address of Communication Server 1000E Node

e Name:

e FQDN or IP Address:

Type:
Notes:

Adaptations:
Location:

identified in Section 5.4. This has been partially hidden for
security purposes

Select gateway

Enter a brief description [Optional]
DigitConversionAdapter defined in Section 7.3

Select the Location defined for Communication Server 1000E
in Section 7.2.1

In the SIP Link Monitoring section.
e SIP Link Monitoring:

Select Use Session Manager Configuration

Click Commit to save the definition of the new SIP Entity. The following screenshot shows the

SIP Entity defined for Network Routing Server in the sample configuration.

Routing

Domains

[l Home /Elements / Routing / SIP Entities- SIP Entity Details

Locations SIP Entity Details [
Adaptations General
SIP Entities * Name: |cslkpublicnrs1
Entity Links
N * FQDN or IP Address: |86.47 . N
Time Ranges
Routing Policies Type:
Dial Patterns Notes:
Regular Expressions
Defaults Adaptation: |plus v
Location: |csik ht
Time Zone: | Europe/Dublin v
Override Port & TFansport With DNS SRV ]
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: |none v
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration
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7.4.2. SIP Entity for Vodafone SBC

In the General section enter the following values and use default values for remaining fields.
e Name: Enter an identifier for the SIP Entity
e FQDN or IP Address: Enter the public interface IP address of Vodafone’s SBC. This
has been partially hidden for security purposes

e Type: Select other

e Notes: Enter a brief description [Optional]

e Adaptations: DigitConversionAdapter defined in Section 7.3

e Location: Select the Location defined for Communication Server 1000E

in Section 7.2.2

In the SIP Link Monitoring section.
e SIP Link Monitoring: Select Use Session Manager Configuration

Click Commit to save the definition of the new SIP Entity. The following screenshot shows the
SIP Entity defined for Vodafone’s SBC in the sample configuration.

Domains

—— SIP Entity Details qd
Adaptations General
¥ Name: Vodafone Germany SBC

Entity Links

5 * FQDN or IP Address: 217, msskisS

Time Ranges

Routing Policies Type:

Dial Patterns Notes:

Regular Expressions

Defaults Adaptation: plus ¥

Location: |csik he
Time Zone: |Europe/Berlin A

Override Port & Transportwith BNS-SRY-—

¥ SIP Timer B/F (in seconds): 4
Credential name:

Call Detail Recording: nons v

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration %

A SIP Entity link must also be defined for your Session Manager but that is not shown in this
document.
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7.5. Define Entity links

The SIP trunk between the Session Manager and the Avaya Network Routing Server is described
by an Entity link. The same is needed between the Session Manager and Vodafone’s SBC.
Expand Elements = Routing and select Entity Links from the left navigation menu. Click
New (not shown). Enter the following values.

e Name

e SIP Entity 1
e SIP Entity 2

e Protocol

e Port
e Trusted
e Notes

Enter an identifier for the link to each telephony system

Select SIP Entity defined for Session Manager

Select the SIP Entity defined for Avaya Network Routing
Server/Vodafone SBC in Section 7.4

After selecting both SIP Entities, select TCP or UDP as the required
protocol. The NRS uses TCP and Vodafone SBC uses UDP

Verify Port for both SIP entities is the default listen port. For the sample
configuration, default listen port is 5060

Enter a tick in the box

Enter a brief description [Optional]

Click Commit to save Entity Link definition. The following screen shows the entity link
defined for the SIP trunk between Session Manager and Network Routing Server.

Routing
Domains
Locations
Adaptations
SIP Entities
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

Defaults

[l Home /Elements / Routing / Entity Links- Entity Links

Entity Links =
1Item  Refresh Filter: En
Name SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy Notes

* |cs1kpublicnrs 1 * | Session Manager V| ‘TCP V| * 5080 * | csikpublicnrs1 - * 5080 alternate csik

The following screen shows the entity link defined for the SIP trunk between Session Manager
and Vodafone’s SBC.

Routing

[l Home /Elements / Routing / Entity Links- Entity Links

Domains H
Locations Entity Links [ commit ]| c3
Adaptations
SIP Entities
Time Ranges 1Item Refresh Filter: Eng
Routing Policies Name SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy Notes
Dial Patterns * Vodafone DE SBC | *[Session Manager v| [ubP w|  +[sas0 |+ + (5060
Regular Expressions
Defaults
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7.6. Define Routing Policy

Routing policies describe the conditions under which calls will be routed to CS1000E from either
SIP endpoint registered to Session Manager or from other telephony system. It also describers
the routing polices for which calls will be routed to Vodafone’s SIP network. To add a routing
policy, expand Elements = Routing and select Routing Policies. Click New (not shown). In
the General section, enter the following values.

e Name: Enter an identifier to define the routing policy
e Disabled: Leave unchecked
e Notes: Enter a brief description [Optional]

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). For routing policy to the NRS, select the SIP Entity associated with the NRS defined in
Section 7.4 and click Select. The selected SIP Entity displays on the Routing Policy Details
page. Use default values for remaining fields. Click Commit to save Routing Policy definition.

Note: The routing policy defined in this section is an example and was used in the sample
configuration. Other routing policies may be appropriate for different customer networks.

The following screenshot shows the Routing Policy for the Network Routing Server:

Routing [}l Home /Elements / Routing / Routing Policies- Routing Policy Details
Domains H
locations Routing Policy Details Cail
Adaptations
SIP Entities General
Entity Links ¥ Name: |csikpublic
Time Ranges Disabled: [
Dial Patterns
Regular Expressions R ) ;
SIP Entity as Destination

Defaults

Name FQDN or IP Address Type Notes

cstkpublicnrs £6.47. .. Gateway
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For routing policy Vodafone’s SIP network, select the SIP Entity associated with Vodafone’s
SBC defined in Section 7.4 and click Select. The selected SIP Entity displays on the Routing
Policy Details page. Use default values for remaining fields. Click Commit to save Routing
Policy definition.

Routing [l Home /Elements / Routing / Routing Policies- Routing Policy Details
Domains

[T, Routing Policy Details =

Adaptations
General

SIP Entities
Entity Links * Name: Vodafone Germany

Time Ranges Disabled: []

Routing Policies Notes:

Dial Patterns

Regular Expr - - -
SIP Entity as Destination
Defaults
Name FQDN or IP Address Type Notes
wodafone Germany S5C 212. il Other
HD; Reviewed: Solution & Interoperability Test Lab Application Notes 42 of 54

SPOC 1/16/2012 ©2012 Avaya Inc. All Rights Reserved. VFDECS1K7SM61



7.7. Define Dial Pattern

Dial patterns are used to route calls to appropriate SIP Entities. In the sample configuration,

since the DDI range given for the testing had numbers that start with 069xxxxxx, these will be
routed to the Network Routing Server and then on to the Communication Server 1000E where
they would be terminated on test sets. Alternately calls that are originated on the Communication
Server 1000E that start with digits 00 will be routed to Vodafone’s SBC, there is a dialing pattern
added for this as well. To define a dial pattern, expand Elements = Routing and select Dial
Patterns (not shown). Click New (not shown). In the General section, enter the following
values and use default values for remaining fields.

e Pattern: Enter dial pattern for calls to Avaya Network Routing Server

e Min: Enter the minimum number digits that must to be dialed

e Max: Enter the maximum number digits that may be dialed

e SIP Domain: Select the SIP Domain from drop-down menu or select All if Session
Manager should accept incoming calls from all SIP domains

e Notes: Enter a brief description.[Optional]

In the Originating Locations and Routing Policies section, click Add. The Originating
Locations and Routing Policy List page opens (not shown).
¢ Originating Locations  Select All
¢ Routing Policies Select the Routing Policy defined for Network Routing
Server in Section 7.6

Click Select to save these changes and return to Dial Pattern Details page. Click Commit to
save. The following screen shows the Dial Pattern defined for sample configuration. The
following screenshot shows the Routing Policy for Network Routing Server.

Routing ‘
Domains
Locations Dial Pattern Details E
Adaptations
STP Entities General
Entity Links * pattern: 065 INES
Time Ranges * Min: |10

Routing Policies =
* Max: |36

Dial Patterns

L Emergency Call:
Regular Expressions gency o

Defaults SIP Domain: |-ALL- v

Notes:

Originating Locations and Routing Policies

1Ttem Rafrash Filter: E

Routing
Rank 2 Policy
Disabled

Routing Policy Routing Poli
Destination Notes

Originating Location Routing Policy

[] originating Location Name 1 Notes Name

O -ALL- Any Locations cslkpublic 0 csikpublicnrsl
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Repeat the above steps to add the dial Pattern to Vodafone’s SBC, select the routing policy

defined for Vodafone’s SBC in Section 7.6. The following screenshot shows the Routing Policy
for Vodafone’s SBC.

Routing ‘
Domains H
e Dial Pattern Details Ca
Adaptations
SIP Entities General
Entity Links * Pattern: |00

Time Ranges * Min: |2

Routing Policies

* Max: |36
Dial Patterns

Regular Expressions Emergency Call: []
Defaults BIP Domain: |-ALL- b

Notes:

Originating Locations and Routing Policies

1 Item | Refresh

Filter: Ena
1 originating Location N N Originating Location Routing Policy Rank 2 ";"Ifi"g Routing Policy Rduting Policy
AL EEE D WSS Notes ame = Disnall;igd Destination Notes
D -ALL- Any Locations Vodafene Germany [} Vodafene Germany SBC

8. Service Provider Configuration

The configuration of Vodafone Germany’s equipment used to support the SIP trunk service is
outside of the scope for these application notes and will not be covered. To obtain further
information on Vodafone Germany’s equipment and system configuration please contact an
authorised Vodafone Germany representative.
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9. Verification

9.1. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select
Group table as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 10.80.51.60 Username: admin
_ Home System » Maintenance
- Links
- Virual Terminals Maintenance
- System
+Alarms
- Maintenance
+Core Equipment @ Select by Overlay O select by Functionality
- Peripheral Equipment
::ﬁtg:;?:;k =Select by Overlay=
~ Enginesrad Values LD 30 - MNetwork and Signaling
+ Emargency Senvices LD 32 - MNetwork and Peripheral Equipment
+ Software LD 34 -Tone and Digit Switch
LD 36 -Trunk
=taimeR LD 37 - Input/Output
- Routes and Trunks LD 38 - Conference Circuit
- Routes and Trunks LD 39 -Intergroup Switch and System Clock
- D-Channels LD 45 - Background Signaling and Switching
- Digital Trunk Interface LD 46 - Multifrequency Sender D-Channel Diagnostics
+ Dialing and Numbering Plans LD 48 -Link MSDL Diagnostics
+ Phones LD 54 - Multifrequency Signaling TMDI Diagnostics
—Tools LD B0 - Digital Trunk Interface and Primary Rate Interface
+Backup and Restore LD 75 - Digital Trunk
_Date and Time LD 80 - Call Trace
+Logs and reports
- Security LD 117 - Ethernet and Alarm Management
+Passwords LD 135 - Care Common Equipment
+Policies LD 137 - Care Input/Cutput
+Login Options LD 143 - Centralized Software Upgrade

Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields:

e Appl Status Verify status is OPER

e Link_Status Verify status is EST ACTV

D-Channel Diagnostics
Status for D-Channel (STAT DCH) v
Disable Automatic Recovery (DIS AUTO) v ALL
Enable Automatic Recovery (ENL AUTO) - FDOL
Test Interrupt Generation (TEST 100 o
Establish D-Channel (EST DCH) -
| |pch|pes|apPL_sTATus|LINK_STATUS|AUTO_RECV|PDCH|BDCH]
© 010 Virk OFER EST ACTV  AUTO
STAT DCH
Command executed successfully.
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9.2. Verify Avaya Aura® Session Manager Operational Status

9.2.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements = Session Manager = Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

® Tests Pass v

+ Security Module
+ Service State

up

Accept New Service

'l Home fElements [ Session Manager- Session Manager

Session Manager Ol Home /Elements / Session Manager- Session Manager
Dashboard H

Session Manager Session Manager Dashboard

This page provides the overall status and health summary of each administered Sessicn Manager.

Administration

Communication Profile -
Session Manager Instances

Editor

Service State ~ ] [ Shutdown System ~ ] As of 3:07 PM

Network Configuration

System Tools

Device and Location
Configuration 1 Item | Refresh | Show Filter: Ena
Application Session Tests Security - Entity Active Call . - .
. ; 0 HManager Type Alarms = [=5° e Service State Manitoring Al Registrations | Version
onfiguration "
Session Accept New - -
System Status O Manager Core  0/1/63 up Service 0/2 0 0 6.1.4.0.61

Select : All, None

Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

[ Reset I [ Synchronize ] [ Certificate Management ~ ] [ Connection Status
1 Item | Refresh Show Filter: Enal
Details :?:sai;:r Type Status Connections IP Address ‘ VLAN g:{:::;y NIC Bonding f;::;clilendk? actual) SE:;“ [SE
O Show E’I';fia';';r sM Up 4 36, AN — Disabled 22 SIP CA
Select : None
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9.2.2. Verify SIP Entity Link Status

Navigate to Elements = Session Manager = System Status = SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for Network Routing Server from the All Monitored SIP Entities table (not shown) to
open the SIP Entity, Entity Link Connection Status page. In the All Entity Links to SIP
Entity: cslkpublicnrsl table, verify the Conn. Status for the link is Up as shown below.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

All Entity Links to SIP Entity: cs1kpublicnrs1

1Item Refresh Filter: Enable
Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Show Session Manager 86.47.122.91 5060 TCP Up 200 OK up

Verify the SIP link is up between the Session Manager and Vodafone’s SBC by going through
the same process as outlined above but selecting the SIP Entity for Vodafone SBC in the All
Monitored SIP Entities table.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.
All Entity Links to SIP Entity: Vodafone Germany SBC

Summary View

1 Item  Refresh Filte[: En
Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status]
Show Session Manager 212.144.52.8 5060 UDP Up 200 OK Up
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10. Conclusion

These Application Notes describe the configuration necessary to connect the Avaya
Communication Server 1000E, Avaya Network Routing Server and Avaya Aura® Session
Manager to Vodafone Germany’s SIP Service. The testing was successfully performed; refer to
Section 2.2 for more details.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.

[1]
[2]

[3]
[4]

[5]
[6]
[7]

[8]
[9]

Avaya Aura® Session Manager Overview, Doc ID 03-603323, available at
http://support.avaya.com.

Installing and Configuring Avaya Aura® Session Manager, available at
http://support.avaya.com.

Avaya Aura® Session Manager Case Studies, available at http://support.avaya.com
Maintaining and Troubleshooting Avaya Aura® Session Manager, Doc ID 03-603325,
available at http://support.avaya.com.

Administering Avaya Aura® Session Manager, Doc ID 03-603324, available at
http://support.avaya.com

IP Peer Networking Installation and Commissioning, Release 7.5, Document Number
NN43001-313, available at http://support.avaya.com

Unified Communications Management Common Services Fundamentals, Avaya
Communication Server 1000E Release 7.5, Document Number NN43001-116,
available at http://support.avaya.com

Network Routing Service Fundamentals, Release 7.5, Document Number NN43001-
130, Issue 03.02, available at http://support.avaya.com

Co-resident Call Server and Signaling Server Fundamentals, Avaya Communication
Server 1000E Release 7.5, Document Number NN43001-509, available at
http://support.avaya.com

[10] Signaling Server and IP Line Fundamentals, Avaya Communication Server 1000E
Release 7.5, Document Number NN43001-125, available at http://support.avaya.com
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Appendix A — Avaya Communication Server 1000E Software
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