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Application Notes for Configuring Avaya Communication
Server 1000E R7.5, Avaya Network Routing Server, Avaya
Session Border Controller Advanced for Enterprise R4.0.5
to support Phonect SIP Trunk Service — Issue 1.0

Abstract

These Application Notes describes the steps to configure Session Initiation Protocol (SIP)
Trunking between Phonect SIP Trunk Service and an Avaya SIP enabled Enterprise Solution.
The Avaya solution consists of Avaya Network Routing Server, Avaya Session Border
Controller Advanced for Enterprise and Avaya Communication Server 1000E.

Phonect is a member of the DevConnect SIP Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Lab.

NOTE: This Application Note focused on the SIP Trunking aspect of the Avaya Session Border
Controller Advanced for Enterprise. Advanced enterprise capabilities such as Remote Worker
“a.k.a. Remote SIP Endpoints”, dual forking, and TLS/SRTP were not tested. As a result, the

Avaya Session Border Controller for Enterprise is also considered Compliance Tested for this
solution.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between Phonect SIP Trunk Service and an Avaya SIP enabled Enterprise Solution. The
Avaya solution consists of Avaya Network Routing Server (NRS), Avaya Communication
Server 1000E (CS1000E) connected to Phonect SIP Trunk Service via an Avaya Session Border
Controller Advanced for Enterprise (ASBCAE). Customers using this Avaya SIP-enabled
Enterprise Solution with Phonect SIP Trunk Service are able to place and receive PSTN calls via
a dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach normally results in lower cost for the
enterprise.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of NRS, ASBCAE and CS1000E. The enterprise site was
configured to use the SIP Trunk to Phonect SIP Trunk Service.

2.1. Interoperability Compliance Testing

The interoperability test included the following:
e Incoming PSTN calls were made to Unistim, SIP, Digital and Analog telephones at the

enterprise

¢ Incoming calls to the enterprise site from the PSTN routed to the DDI numbers assigned
by Phonect

e Outgoing calls from the enterprise to the PSTN were made from Unistim, SIP, Digital
and Analog telephones

e Outgoing calls from the enterprise site completed via Phonect to PSTN destinations

e Callsusing the G.711A, G.711U and G.729 codec supported by Phonect

e Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using the T.38
mode

e DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for
inbound and outbound calls

e User features such as hold and resume, transfer, conference, call forwarding, etc

e C(aller ID Presentation and Caller ID Restriction

e C(Call coverage and call forwarding for endpoints at the enterprise site

e Mobile-X call features were not tested

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
Phonect SIP Trunk with the following observations:

e When making an outbound call, the ASBCAE has to send 5 INVITES before the Service
Providers SIP Trunk Network replies with 100 Trying and 183 Session Progress
messaging. This may result in a 7-8 second delay on outbound calls. All unwanted MIME
was stripped on outbound calls. Service Provider has now passed this issue to their
developers to be resolved
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e No inbound toll free numbers were tested as none were available from the Service
Provider

e No Emergency Services numbers tested as test calls to these numbers should be pre-
arranged with the Operator

2.3. Support

For initial setup for your Avaya solution please contact leveranse@phonect.no. For technical
support send email to bedriftsupport@phonect.no.
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to the Phomect SIP Trunks Service. Located at the enterprise site are NRS, ASBCAE
and a Communication Server 1000E. Endpoints are Avaya 1140 series IP telephones, Avaya
1200 series (not shown in Figure 1) IP telephones (with Unistim and SIP firmware), Avaya IP
Softphones (SMC3456, 2050 and one-X Communicator), Avaya Digital telephone, Analog
telephone and fax machine. For security purposes, any public IP addresses or PSTN routable
phone numbers used in the compliance test are not shown in these Application Notes.
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Figure 1: Phonect SIP Trunk Topology
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Communication Server 1000E running
on CP+PM server as co-resident
configuration

Avaya Communication Server 1000E R7.5,
Version 7.50.17

Service Update: 7.50 17Janl1

Deplist: X21 07.50Q

Avaya Network Routing Server

Avaya Network Routing Server R7.50

Avaya S8800 server

Avaya Session Border Controller Advanced
for Enterprise
Build: 4.0.5.Q02

Avaya Communication Server 1000E Media
Gateway

CSP Version: MGCC CDO01
MSP Version: MGCM ABO1
APP Version: MGCA BAO7
FPGA Version: MGCF AA18
BOOT Version: MGCB BAO07
DSP1 Version: DSP1 ABO3

Avaya 1140e and 1230 Unistim Telephones

FW: 0625C8A

Avaya 1140e and 1230 SIP Telephones

FW: 04.01.13.00.bin

Avaya SMC 3456

Version 2.6 build 53715

Avaya one-X® Communicator

one-X® Communicator -Version ¢s6.1.0.10

Avaya Analogue Telephone

N/A

Avaya M3904 Digital Telephone

N/A

Phonect SIP Trunk Service

MC22

5. Configure Avaya Communication Server 1000E

This section describes the steps required to configure Communication Server 1000E for SIP
Trunking and also the necessary configuration for terminals (analog, SIP and IP phones). SIP

trunks are established between Communication Server 1000E and NRS. These SIP trunks carry
SIP Signaling associated with Phonect SIP Trunk Service. For incoming calls, the NRS receives
SIP messages from the ASBCAE; through which Phonect SIP Service directs incoming SIP
messages to Communication Server 1000E (see Figure 1). Once a SIP message arrives at
Communication Server 1000E, further incoming call treatment, such as incoming digit
translations and class of service restrictions may be performed. All outgoing calls to the
PSTN are processed within Communication Server 1000E and may be first subject to
outbound features such as route selection, digit manipulation and class of service
restrictions. Once Communication Server 1000E selects a SIP trunk, the SIP signaling is
routed to the NRS. The NRS directs the outbound SIP messages to the ASBCAE and on to
Phonect’s network. Specific Communication Server 1000E configuration was performed
using Element Manager and the system terminal interface. The general installation of the
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Communication Server 1000E, System Manager and NRS is presumed to have been
previously completed and is not discussed here.

5.1. Log in to the Avaya Communication Server 1000E

Log in using SSH to the ELAN ip address of the Call Server using a user with correct privileges.
Once logged in type csconsole, this will take the user into the vxworks shell of the call server.
Next type logi, the user will then be asked to login with correct credentials. Once logged in the
user can then progress to load any overlay.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized
Avaya Sales representative to add additional capacity. Use the Communication Server 1000E
system terminal and manually load overlay 22 to print the System Limits (the required command
is SLT), and verify that the number of SIP Access Ports reported by the system is sufficient
for the combination of trunks to Phonect’s network, and any other SIP trunks needed. See
the following screenshot for a typical System Limits printout. The value of SIP ACCESS
PORTS defines the maximum number of SIP trunks for the Communication Server 1000E.

System type is - Communication Server 1000E/CPPM Linux

CPPM - Pentium M 1.4 GHz

IPMGs Registered:
IPMGs Unregistered:
IPMGs Configured/unregistered:

1
0
0

TRADITIONAL TELEPHONES 32767 LEFT 32766
DECT USERS 32767 LEFT 32767
IP USERS 32767 LEFT 32744
BASIC IP USERS 32767 LEFT 32766
TEMPORARY IP USERS 32767 LEFT 32767
DECT VISITOR USER 10000 LEFT 10000
ACD AGENTS 32767 LEFT 32752
MOBILE EXTENSIONS 32767 LEFT 32767
TELEPHONY SERVICES 32767 LEFT 32767
CONVERGED MOBILE USERS 32767 LEFT 32767
NORTEL SIP LINES 32767 LEFT 32765
THIRD PARTY SIP LINES 32767 LEFT 32761
SIP CONVERGED DESKTOPS 32767 LEFT 32767
SIP CTI TR87 32767 LEFT 32767
SIP ACCESS PORTS 2000 LEFT 1970

USED

USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED

30

OO oOONODOODUIOORFH Wo K
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Load overlay 21, and confirm the customer is setup to use ISDN trunks (see below).

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES

5.3. Configure Codec’s for Voice and FAX Operation

Phonect SIP Trunk service supports G.711A, G.711U and G.729 voice codec’s and T.38 FAX
transmissions. Using the Communication Server 1000E element manager sidebar, navigate
to the IP Network - IP Telephony Nodes - Node Details - VGW Gateway (VGW) and
Codecs property page and configure the Communication Server 1000E General codec
settings as in the next screenshot.

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Vaoice Codecs | Fax

General =
Echo cancellation: W Use canceller, with tail delay: |128 'I

¥ Dynamic attenuation
Voice activity detection threshald: |—1?’ {-20-+10D
Idle noise level: !-65 {-327 - +327 DEM (I

Signaling options: ¥ DTMF tone detection

m

[~ Low latency mode

¥ Remove DTMF delay (squelch DTMF from TOM to 1P}
v Kodem/Fax pass-through

W V.21 Faxtone detection

[ Rfactor calculation
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Next, scroll down and configure the Codec G.711. The relevant settings are highlighted in the
following screenshot.

Managing: 192.168.1.5 Username: admin
Syzstem » IP Network » IP Telephony Nodes » Node Detailz » VGW and Codecs

MNode ID: 100 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Voice Codecs ~

Codec G711: Enabled (required)

Woice payload size: | 20 | (milizeconds per frame)

Voice playout (jitter buffer) delay: 40 v. '8[] V| (milizeconds

Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Next, scroll down and configure the Codec G.729. The relevant settings are highlighted in the
following screenshot.

Managing: 192.168.1.56 Username: admin
System » IP Network » IP Telephony Nodes » Node Detaile » VGW and Codecs

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Codec 5720: [7] Enabled o
Voice payload size: :-20 | (miiseconds per frame)

Yoice playout (jitter buffer) delay: 5-40 v ;-3[] vﬂ! (milizeconds)

Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 53
SPOC 4/20/2012 ©2012 Avaya Inc. All Rights Reserved. PHCS1K75NRS



Finally, configure the Fax settings as in the highlighted section of the next screenshot.

Managing: 192.168.1.5 Username: admin
System » IP Network » [P Telephony Modez » Node Details » WGW and Codecs

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax
Codec G723.1: [ Enabled ~
VWoice payload size: 30 (miliseconds per frame)
Voice playout (jitter buffer) delay: (milizeconds
Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
seftings.

Coding rate: (kbp=

Fax

Codecname: T.38 FAX

Fax TCF method: |2 |

Fax playout nominal delay: 1[]0 | (0 - 300 miliseconds)

FAX no activity imeout: '2[] ] {10 - 32000 milizeconds

Packet size: iS_L'I_;I (bps
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5.4. Virtual Trunk Gateway Configuration

Use Communication Server 1000E Element Manager to configure the system node
properties. Navigate to the System = IP Networks - IP Telephony Nodes = Node
Details and verify the highlighted section is completed with the correct IP addresses and
subnet masks of the Node. At this stage the call server has an ip address and so too does the
signalling server. The Node ip is the ip address that the IP phones use to register. This is
also where the SIP trunk connection is made to the NRS.

Managing: 182.165.1.5 Username: admin
System » IP Network » |P Telephony Modes » Mode Detailz

Node Details (ID: 100 - 8IP Line, LTP S, Gateway ( SIPGw })

Associated Signaling 5

|Se|ecttoadd 'I Add |

ervers & Cards

Remove | Wake [eader

Mode ID: [100 [-9955 =
Call server IP address: |192 168.1.5 TLAN address type: & |pyd only
" |Pv4 and IPvG
Embedded LAN (ELAN) Telephomy LAN (TLAN)
Gateway IP address: |1E|2 163.1.1 Mode IPv4 address: |10.10.3.B : e
Subnet mask: |255 255 2550 Subnet mask: |255 255 25510
elF ress | |
* Required Value. Save | Cancel |

= Frint | Refresh
[~ Hostname« Tvpe Deploved Applications ELAMIF TLAM IPv4 Rale
SIP Line, LTPS, Gateway, FD,
[T otk Signaling_Server Presence Publisher, IP Media 192.168.1.5 10.10.3.5 Leader
Semices
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System > IP Networks = IP Telephony Nodes = Node Details = Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.

e Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw.

e SIP domain name: The SIP Domain Name is the SIP Service Domain. The SIP Domain
Name configured in the Signaling Server properties must match the Service Domain
name configured in the NRS.

e Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060

e Gateway endpoint name: This field is used when a Network Routing Server is used for
registration of the endpoint.

e Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 100

e Proxy or Redirect Server: Primary TLAN ip address is the Security Module ip address
of the NRS. The Transport protocol used for SIP, in this case is TCP

e SIP URI Map: Public National and Private Unknown are left blank. All other fields in
the SIP URI Map are left with default values.

Managing: T9Z2.168.1.5 Username: admin
System » IP Hetwork » IP Telepheny Nodes » Hode Details » Virtual Trunk Gateway Configuration

Node ID: 100 - Virtual Trunk Gateway Configuration Details

General | 2IF Gateway Settings | SIP Gateway Services

|"-.-trk gateway application: W Enable gateway service on this node j
General Virtual Trunk Network Health Monitor
Virk gateway application |SIF' Gateway (SIPGw| j [T Menitor IP addresses (listed below)

Infarmation will be captured for the IP addresses listed

SIP domain name |avaya com el
helow

Local SIP port: 5060 *(1-85535) | | Monitor [P

Gateway endpoint name: [cs1kvi3 IMonitor addresses

Gateway password |

Application node ID: 100 (0-5929

Enable failsafe NRS: [T

SIP ANAT: & |Pyd
& 1DuR LI
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Proxy Or Redirect Server:
Proxy Server Route 1:

Frimary TLAM IF address: [10.10.3.5

The IF address can have either B

adgress type

Port |S060

vd or PvS format based on the vale

m
@

Transport protocal. |TCP 'I

Options: [T Support registration
[C Primary CDS proxy

SIP URI Map:
FPublic E.164 domain names Frivate domain names
Maticnal: | LDP: |udp J
Subscriber: |5uhscriher CDP: |cdp.udp
Bpecial number: |F'uh|i|::SpeciaI Special number: |F'rivateSpe|:iaI
Unknown: |F'uh|i|:Unknnwn Vacant number: |F'rivateUnknnwn
Unknown: |
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone, not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. Use Element
Manager to define bandwidth zones as in the following highlighted example. Use Element
Manager and navigate to System = IP Network = Zones > Bandwidth Zones and add new
zones as required.

Managing: 192.168.1.5 Username: admin
System » IP Network » Zones » Bandwidth Zones

Bandwidth Zones

Add. [\mpnrl,, ] I Export ] [Maintenance,,,
Zonea Intrazone Bandwidth Intrazone Strateqy Interzone Bandwidth Interzone Strateay Resource Tvpe Zone Intent Description
18 1 1000000 BQ 1000000 BQ SHARED VTRK
o 1000000 BQ 1000000 BQ SHARED {111}

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The IDC table was
configured to translate incoming PSTN numbers to four digit local telephone extension numbers.
The last four digits of the actual PSTN DDI number are obscured for security reasons. The
following screenshot shows the incoming PSTN numbers converted to local extension numbers.
These were altered during testing to map to various SIP, Analog, Digital or Unistim telephones
depending on the particular test case being executed.

Managing: 192.168.1.5 Username: admin
Dialing and Mumbering Plans » Incoming Digit Tranzlation » Customer 00 » Digit Converzion Tree 0 Cenfiguration

Digit Conversion Tree 0 Configuration

Regular IDC tree
Send calling party DID disabled

Add__ Delete IDC tree
Incoming Digits « Converted Digits CEMD MName
10 472 5000
20 472 5000
30 472 5001
4() 472 5003
50 472 5004
6() 472 5005
7T 472 5008
(0 472 5008
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5.7. Configure SIP Trunks

Communication Server 1000E virtual trunks will be used for all inbound and outbound PSTN
calls to Phonect’s SIP Trunk Service. Five separate steps are required to configure
Communication Server 1000E virtual trunks:-
e Configure a D-Channel Handler (DCH); configure using the Communication Server
1000E system terminal and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the Communication
Server 1000E system terminal and overlay 16
e Configure SIP trunk members; configure using the Communication Server 1000E system
terminal and overlay 14
e Configure a Digit Manipulation Data Block (DGT), configure using the Communication
Server 1000E system terminal and overlay 86
e Configure a Route List Block (RLB); configure using the Communication Server 1000E
system terminal and overlay 86
e Configure Co-ordinated Dialling Plan(s) (CDP); configure using the Communication
Server 1000E system terminal and overlay 87

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
Communication Server 1000E system terminal and enter the following values. The highlighted
entries are required for correct SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 1
CTYP DCIP

DES VIR TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the Communication Server 1000E
system terminal and overlay 16. Load Overlay 16, enter RDB at the prompt, press return and
commence configuration. The value for DCH is the same as previously entered in overlay 17.
The value for NODE should match the node value in Section 5.4. The value for ZONE should
match that used in Section 5.5 for SIP_VTRK. The remaining highlighted values are important
for correct SIP trunk operation.
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Next, configure virtual trunk members using the Communication Server 1000E system terminal
and Overlay 14. Configure sufficient trunk members to carry both incoming and outgoing PSTN
calls. The following example shows a single SIP trunk member configuration. Load Overlay 14
at the system terminal and type new X, where X is the required number of trunks. Continue
entering data until the overlay exits. The RTMB value is a combination of the ROUT value

entered in the previous step and the first trunk member (usually 1). The remaining highlighted
values are important for correct SIP trunk operation.
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Next, configure a Digit Manipulation data block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. The value for

DMI is the same used when inputting the DMI value during configuration of the Route List
Block.

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the Communication Server 1000E system terminal and Overlay 87. The following
are some example CDP entries used. The highlighted RLI value previously configured in

overlay 86 is used as the Route List Index (RLI), this is the default PSTN route to the SIP Trunk
service.
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5.8. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration
for the Avaya 1140e Unistim IP telephone. Load Overlay 20 at the system terminal and
enter the following values. A unique five digit number is entered for the KEY 00 and KEY
01 value. The value for CFG_ZONE is the same value used in Section 5.5 for VIRTUALSETS.
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Digital telephones are configured using the Overlay 20, the following is a sample 3904 digital
set configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analog telephones are also configured using Overlay 20, the following example shows an
analog port configured for Plain Ordinary Telephone Service (POTS) and also configured to
allow T.38 Fax transmission. A unique value is entered for DN, this is the extension number.
DTN is required if the telephone uses DTMF dialing. Values FAXA and MPTD configure the
port for T.38 Fax transmissions.
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5.9. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000E system terminal and Overlay 15 to activate SIP Line services, as
in the following example where SIPL._ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 78
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details =
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the
box to enable
e SIP Domain Name: The value must match that configured in Section 6.1
¢ SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration
¢ SLG Local Sip port: Default value is 5070
e SLG Local TLS port: Default value is 5071

AVAYA €$1000 Element Manager

- | Managing: 192.168.1.5 Username: admin

2 I‘i_n_!T_tS T A System » IP Network » P Telephony Modes » Node Details » SIP Ling Configuration
- Virtual Terminals = : -

Node ID: 100 - SIP Line Configuration Details
+Alarms

SLLnD General | SIP Line Gateway Seftings | SIF Line Gateway Senice
+ Core Equipment
- Peripheral Equipment SIP Line Gateway Application: ¥ Enable gateway service on this node -
IF Metwork
- Modes: Servers, Media Cards
- Maintenance and Reporis General Virtual Trunk Network Health Monitor
- Media Gateways

-Zones SIP domain name: |a\.-'aya com I~ Monitor IP addresses (listed below)
-Host and Route Tables 2 - o § o |P ac

- Metwork Address Translation SLG endpoint name: |cs1kv|3

- &S Thresholds

- Personal Directories 2 : I— Manitor [P Add |
- Unicode Mame Directory LG
+Interfaces Monitor addresses
- Engineered Values 5LG Local Sip port: |5[].7(] {1-85535
+Emergency Senices
+ Software SLG Local Tis port: Eﬁ— (1- 65535
- Customers

- Routes and Trunks

S Rl At Do 5IP Line Gateway Settings

-D-Channels Security policy: |Elest Effort 'I

- Digital Trunk Interface
- Dialigng and Nambering Plans. ) Mumber of byte re-negatiation: IU vl

‘E'f\‘?:?ﬂ”i{fﬁsﬁ;"fit:’:‘i?_:ﬁ?f‘:"crk Options: [T Client authentication =
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5.10. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the Communication Server 1000E system
terminal and Overlay 20 to add a Universal Extension (UEXT). See the following example of a
SIP Line extension. The value for UXTY must be SIPL. This example is for an Avaya SIP
telephone, so the value for SIPN is 1. The SIPU value is the username, SCPW is the logon
password and these values are required to register the SIP telephone to the SLG. The value for
CFG_ZONE is the value set for SIPLINEZONE in Section 5.5. A unique telephone number is
entered for value KEY 00. The value for KEY 01 is comprised of the UAPR value and the
telephone number used in KEY 00.
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5.11. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.

AVAYA CS1000 Element Manager

Managing: 192,168.1.5 Usernams: admin
- Metwork Address Translation Tools » Backup and Restore » Call Server Backup and Restare » Call Server Backup

-Host and Route Tables

- Q03 Thresholds
- Personal Directories
- Lnicode MName Directory Call Server BﬁCkUp
+Interfaces
-Engineered Values
+Emergency Senices Action | Backup ;] Submit Cancel
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
-Incaming Digit Translation
- Phones
-Templates
-Repons
-Views
-Lists
-Properies
- Migration
-Tools
-Backup and Restore
-Call Senver

Backup process will take several minutes to complete. Scroll to the bottom of the page to verify
the backup process completed successfully as shown below.

Backing up reten.bkp to "Aarfoptinonelicsfsicf2/backupisingle”™
Database hackup Complete!

TEMUZ0T

Backup process to local Removahble Media Device ended successfully.

Configuration of Communication Server 1000E is complete.
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6. Configure Avaya Network Routing Server

This section provides the procedure for configuring the NRS to receive and route calls over the
SIP trunk between the ASBCAE and the CS1000E. These instructions assume other
administration activities have already been completed such as defining system wide settings. The
following administration activities will be described.

e Define SIP Domain

e Define Endpoints

e Define Routes

Configuration is accomplished by accessing the browser-based GUI of the Unified
Communications Manager (UCM), using the URL https://<ip-address>/network-login, where
<ip-address> is the [P address of UCM. Once logged on click on the NRS Manager link on the
UCM front page and log in with the appropriate credentials.

6.1. Define SIP Domain

Create a SIP Domain by clicking on Numbering Plans = Domains, click Add (not shown).
Enter a name for your Domain name and click on Save. In the test configuration avaya.com was
used and this is the same domain that is configured on the CS1000E as per Section 5.4.

AVAYA Network Routing Service Manager
«UCM Network Services O Active database 192.168.1.5
System Managing: S
NRS Server @ standby database Humbering Plans » Domains » Service Domains
Database
em Wids Setings Edit Service Domain
i Domain name .avaya com .*
Endpoints = 2
Routes . '
Network Post-Translation Domain description
Collaborative Servers L —
Tools
SIP Phone Context * Required value. Save |
Routing Tests
H.323
SIP
Backup
Restore
GK/MNRS Data upgrade
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Use the same procedure as above to add a UDP and a CDP domain for avaya.com. These
domains are sub-domains to avaya.com. This is the UDP domain created for avaya.com.

AVAYA Network Routing Service Manager I
«UCM Network Services
= 192.168.1.5
Satan — O Active database
NRS Server @ standby database Mumiering Flans » Domains
Database
System Wide Settings Domains
Humbering Plans Domains establish the basic structure of your converged network, defined by Service demains, L1 (UDP) and LO (CDP) domains
Domains
Endpoints 3 = = E
" - Service Domains (1) L1 Domains (UDP) (1) L0 Domains (CDP) (1)

MNetwark Post-Translation
Collaborative Servers

Filter by Domain , | service domains v

Tools | Delete |
SIP Phone Context
Routing Tests O D~ Description #0fL0 Domains # of Gateway Endpoints # of Routing Entries Context
H.323 [ udp T 2 4 avaya.com
SIP
Backup
Restore
GKINRS Data upgrade
1-10of1L1 Domain(s) Page 1 0f 1 First| Previous||
This is the CDP domain created for avaya.com/udp domain.
AVAYA Network Routing Service Manager
«UCM Hetwork Services
¥ 192.168.1.5
System Managing: O Active database
NRS Server @ Standby database Numbering Plans » Endpoints
Database
DEETRLLEEILIEL Search for Endpoints
Domains
Enter an endpoint 1D {use * for all) and click Search.You may narrow the search by specifying a particular domain.
Routes -
Network Post-Translation Endpaint 0|
Collaborative Servers :
1005 Limit results to Domain: -EVES"E-CUW "! | Eudp :‘ ! i-CdP ¥
SIP Phone Context = =g = =
ook Tests Results per page: [50 v 8
H.323 ]
SIP
Backup ‘ Gateway Endpoints (2) | User Endpoints (0)
Restore
GKINRS Dala upgrade Add. ‘ Delete ‘ SIP phone context ‘
— o f Dimubi
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6.2. Define Endpoints

For this test configuration two endpoints were configured on the NRS. A static endpoint was
configured for the ASBCAE and a dynamic endpoint for the CS1000E. Create an Endpoint by
clicking on Numbering Plans = Endpoints. Select the domain and sub-domains (e.g.

avaya.com/udp/cdp) where you want to create the endpoint and click Add.

Network Post-Translation
Collaborative Servers
Tools
SIP Phone Context
Routing Tests
H.323
SIP
Backup
Restore
GKINRS Data upgrade

AVAYA Network Routing Service Manager
«<UCM Network Services
192.168.1.6

Syatan Mg O Active database
NRS Server @ Standby database Humbering Plans » Endpoints
Database
System Wide Seftings Search for Endpoints

Humbering Plans
Domains
Endpaints Enter an endpoint ID (use * for all) and click Search You may narrow the search by specifying a particular domain
Routes

EndpaintD:|”

Limit results to Domain: | 8vaya.com

o] s [udp

¥ 1 cdp

‘ Gateway Endpeints (2) |

Add... ‘ Delete‘ SIP phone context... ‘
e

User Endpoints (0)

Results per page ,_50 la?

q
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6.2.1. Configure Static Endpoint for Avaya Session Border
Controller Advanced for Enterprise

This section shows how to add a static endpoint for the ASBCAE. Enter the following values and

use default values for remaining fields.
e End point name:
e Description:
e Static endpoint address:

e SIP support:

e SIP mode:

e SIP TCP transport enabled:
e SIP UDP transport enabled:

Sipera was used in this configuration
Enter a descriptive name

This is the ip address of ASBCAE. This has been

hidden for security purposes.
Set this to Static SIP endpoint
Set this to Proxy mode

Click the box to enable

Click the box to enable

Click on Save (not shown). The two screenshots below show the ASBCAE Endpoint

configuration used for the testing.

AVAYA Network Routing Service Manager
«UCM Network Services ; () Active database 192.168.1.5
System Managing:
NRS Server @ Standby database Numbering Plans » Endpoints » Gateway Endpoint
Database
System Wide Seftings Edit Gateway Endpoint avaya.com/udp/ cdp)
Numbering Plans
il End point name “S\pera 4
Endpoints %
Routes .
Network Post-Translation Description
Collaborative Servers
Tools Trust Node:
S oneione Tandem gateway endpoint name -Nol Ap[‘)\lc‘:ab“\e v
Routing Tests e —L
H.323 Endpoint authentication enabled: | Authentication off
SiP Authentication password ]
Backup .
Restore E.164 country code:

GK/MNRS Data upgrade

E.164 area code:

AVAYA Network Routing Service Manager

«UCM Network Services O Active database 192.168.1.5

System Managing:
MRS Server @ standby database ing Plans » Endpoints » Gateway Endpoint
Database
Systemn Wide Setiings Edit Gateway Endpoint avaya.com / udp / cdp )

MNumbering Plans
Do FIIVALE SPECIETUTUED 2 GiEing Coae enau. | T5
Endpoints Static endpoint address type: | IP version 4 %
Routes

Network Post-Translation
Collaborative Servers

Tools r - - =
SIP Phone Context SIP support: | Static SIP endpoint %
Routing Tests @ Proxy Mode

H.323 SIP mode:
O Redirect Mode
SIiP
Backup SIP TCF transport enabled
Restore

GKINRS Data upgrade

Static endpoint address: I

H.323 support | H.323 not supported b

SIP TCP port | 5060
2IP UDP transport enabled:

SIP UDP port |5080
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6.2.2. Configure Dynamic Endpoint for Avaya Communication Server

1000E

This section shows how to add a dynamic endpoint for the CSI000E. Enter the following values
and use default values for remaining fields.

End point name:

Description:
SIP support:
SIP mode:

cs1kvl3 was used in this configuration
Enter a descriptive name
Set this to Dynamic SIP endpoint

e SIP TCP transport enabled:
e SIP UDP transport enabled:

Set this to Proxy mode
Click the box to enable
Click the box to enable

Click on Save (not shown).The two screenshots below show the CS1000E Endpoint
configuration used for the testing.

AVAYA

Network Routing Service Manager

«UCM Network Services
System
MRS Server
Database
System Wide Settings
Domains
Routes
MNetwork Post-Translation
Collabarative Servers
Tools
SIP Phone Context
Routing Tests
H323
SIP
Backup
Restore
GK/NRS Data upgrade

O Active gatabase 192.168.1.5
Managing:

@ Standby database Numbering Plans » Endpoints » Gateway Endpoint

Edit Gateway Endpoint avaya.com /[ udp/ cdp )

End point name: .:51WI3 [%
Description:

Trust Node:
Tandem gateway endpoint name: | Mot Applicable v |

Endpoint authentication enabled: | Authentication off + |

Authentication password [

E_164 country code
E.164 area code: |

E.1684 international dialing access code

AVAYA

Network Routing Service Manager

«UCM Network Services
System
NRS Server
Database

System Wide Settings
Domains
Routes
Network Post-Translation
Collaborative Servers
Tools
€IP Phone Context
Routing Tests
H323
siP
Backup
Restore
GK/NRS Data upgrade

: O Active database 192.168.1.5
Managing:

@ standby database Numbering Plans » Endpoints » Gateway Endpoint

Edit Gateway Endpoint avaya.com/udp/cdp)

Static endpoint address type: | IP version 4 v
Static endpoint address: I
H.323 support' | H.323 not supported V
SIP support | Dynamic SIP endpoint v
@ Proxy Mode
O Redirect Mode
SIP TCP transport enabled:

SIF mode

SIP TCF port 5060
SIP UDF transport enabled

SIP UDP port |5060

SIP TLS transport enabled: []
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6.3.

Define Routes

Routes need to be defined for each endpoint. Routes are how the NRS routes out calls to an
endpoint based on digits it receives.

6.3.1.

Configure Route to the Avaya Communication Server 1000E

This section shows how to add routes to the CS1000E. This is incoming calls from the PSTN to
the CS1000E. Create a Route by clicking on Numbering Plans - Routes. Select the domain
and sub-domains (e.g. avaya.com/udp/cdp) and endpoint where you want to create the route
(e.g. es1kvl3) and click Add.

Network Post-Translation
Collaborative Servers
Tools
2IP Phone Context
Routing Tests
H323
sip
Backup
Restore
GK/NRS Data upgrade

AVAYA Network Routing Service Manager

«UCM Network Services

System R O Active database 19246645
NRS Server ® Standby database MNumbering Plans » Routes
Database
System Wide Settings Search for Routing Entries

Numbering Plans
Domains
Endpoints Enter a OnPrefix and Dn Type (use * for all) and click Search.You may narrow the search by specifying a particular domain.

DN Preficc | DN Type: | All DN Types v
Limit results to Damain: | 8vaya.com ¥ 'udp ¥ _cdp |
Endpoint Name: | ¢5Tk3 v

Results per page: 50 j

Routing Entries (1) | Default Routes (0) Emergency Fallback Routes (0)

Add... } Copy...| Mcwe} \mport...| Export...| Routing test...} Delete |

Enter the following values

e DN type:
e DN prefix:
e Route cost:

Click on Save.

Select Private level 0 regional (CDP steering code)

47 prefix matches the DN extensions on the test sets on the CS1000E. This
also matches the first 2 digits of the DDI range given for the test

1 is used as this is the only route available

AVAYA

Network Routing Service Manager

«UCM Network Services
System
NRE Server
Database
Systern Wide Settings
Domains
Endpoints
Network Post-Translation
Collaborative Servers
Tools
8IP Phone Context
Routing Tests
H323
SIP
Backup
Restore
GK/NRS Data upgrade

O Active database 192.168.1.5

Managing:

(® standby database Numbering Plans » Routes » Routing Entry

Edit Routing Entry ( avaya.com /udp/ cdp / cs1kvi3)

DN type EF’rivate level 0 regional (CDP steering code) %
DN prefix: |47 I

Route cost: |1 [ (128

* Required valus.
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6.3.2. Configure Route to the Avaya Session Border Controller

Advanced for Enterprise
This section shows how to add routes to the ASBCAE. This is outgoing calls from the CS1000E
to the PSTN. Create a Route by clicking on Numbering Plans = Routes. Select the domain

and sub-domains (e.g. avaya.com/udp/cdp) and endpoint where you want to create the route
(e.g. Sipera) and click Add.

AVAYA

Network Routing Service Manager

«UCM Network Services
System
MRS Server
Database
System Wide Settings
Domains
Endpoints
Metwork Post-Translation
Collaborative Servers
Tools
SIP Phone Context
Routing Tests
H.323
SIP
Backup
Restore
GK/NRS Data upgrade

- 192.168.1.5
— O Active database

® Standby database Numbering Plans » Routes

Search for Routing Entries

Enter a DnPrefix and Dn Type (use * for all) and click Search You may narrow the search by specifying a particular domain

DN Prefix: | * DN Type: | All DN Types X
Limit results to Domain: | 8vaya.com & s udp | t:_CdP s
Endpoint Name: | Sipera bt
| Routing Entries (3) | Default Routes (0) Emergency Fallback Routes (0)

Add_ | Copy... ‘ Move. .. | Impun,,,‘ Expm‘l| Routing test. | Delete ‘

Results per page: 50 I _S

Enter the following values; this is an example of E.164 International call.

e DN type:
e DN prefix:
¢ Route cost:

Click on Save.

Select Private level 0 regional (CDP steering code)

1 is used as this is the only route available

00353 prefix matches the digits going to be dialed for an international call

AVAYA

Network Routing Service Manager

«UCM Network Services
System
NRS Server
Database
System Wide Settings
Domains
Endpoints
Metwork Post-Translation
Collaborative Servers
Tools
SIP Phone Context
Routing Tests
H.323
siP
Backup
Restare
GKMNRS Data upgrade

O Active database 192.168.1.5
Managing:

@ Standby database Numbering Plans » Routes » Routing Entry

Edit Routing Entry ( avaya.com/ udp { cdp / Sipera )

DN type: | Private level 0 regional (CDP steering code) v
DN prefix [00353 *

Route cost 1 % (1255

* Required value

Save
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This is an example of a local call using CDP dial plan, only CDP dialling worked for local calls.

e DN type:
e DN prefix:

¢ Route cost: 1 is used as this is the only route available

Click on Save.

Select Private level 0 regional (CDP steering code)
800 prefix matches the digits going to be dialed for a local call

AVAYA

Network Routing Service Manager

«UCM Network Services
System
NRS Server
Database
Systern Wide Settings
Domains
Endpoints
Routes
Network Post-Translation
Collaborative Servers
Tools
8P Phone Context
Routing Tests
H.323
SIP
Backup
Restore
GK/NRS Data upgrade

C 192.168.1.5
Wessaging: O Active database

(%) standby database ing Plans » Routes » Routing Entry

Edit Routing Entry ( avaya.com / udp / cdp/ Sipera)

DN type: | Private level O regional (CDP steering code) v |
DN prefix [800 ™

Route cost: |1 [# (1-255

* Required value
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7. Configure Avaya Session Border Controller Advanced for
Enterprise

This section describes the configuration of the Session Border Controller. The ASBCAE is
administered using the E-SBC Control Center.

7.1. Access Avaya Session Border Controller Advanced for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the private [P address configured at installation. Select the

UC-Sec Control Center.
©) Sipera

Systems

Choose a destination

| UC-Sec Control Center IM Log Viewer

Select UC-Sec Control Center and enter the Login ID and Password.

> UC-Sec Control Center - Windows Internet Explorer

@.\.. ) v |/ https:i10.50.140, 101 jucsec/

File Edit View Favorkes Tools Help Osnagtt '
W |@;UC-SecC0ntr0ICenter | | G -

Signin
8

@ S. p y Login ID !:ucsec |
I SeyS't'eg PassWord [seses| ]

LEARN - VERIFY - PROTECT

The UC-Sec ™ family of products frem Sipera Systems delivers comprehensive
VolP security by adapting the best practices of intemet security and by using unique
sophisticated techniques such as VoIP protocol misuse & anomaly detection,
behavioral learning based anomaly detection and voice spam detection to protect
WolP networks.
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7.2. Define Network Information
To define the network information for the ASBCAE, click on the Device Specific Settings to
expand the options, then select Network Management.
e C(lick on Add IP
e Define the internal IP address with screening mask and assign to interface Al
e Select Save (not shown) to save the information
e C(Click on Add IP
Define the external IP address (not shown) with screening mask and assign to interface
B1
e Seclect Save (not shown) to save the information
e Seclect the Network Configuration tab and change the state of interfaces Al and B1 to
Enabled
e Click on System Management in the main menu
e Seclect Restart Application indicated by an icon in the status bar

UC-Sec Control Center
‘Welcome uceec, you signed in ag Admin. Current server time is 10:43:44 AM GMT
@ Alarms Incidents Eﬁ Statistics | | Logs | 5 Diagnostics @ Users
|2 Backup/Restore Ba Device Specific Settings = Network Management: GSSCP_03
B8 system Management
> |2 Global Parameters

@] Logout | @ Help

4[5 Global Profiles Network Configuration | | Interface Configuration
B pomain Dos GSSCP_03
i% Fingerprint

5 Server Interworking
43 Phone Interworking

ﬁ Media Forking A1 Netmask A2 Metmask : B1 Netmask B2 Netmask

£ Rauting [255:255.255.0 | | \ |255.285.28.128 | | |

% Server Configuration

T __m

IP Address Public IP Interface
Signaling Manipulation -.

& URI Groups oA 330 JECREER [la1_w] x

> |2 SIP Cluster 3 0 R 08 | | | !xxx R KWK | |B} vl *

& |2y Demain Policies

4 |5 Device Specific Settings
&
Hl Media Interface
. Signaling Interface o

7.3. Define Interfaces

To define the signaling and media interfaces for the ASBCAE, click on the Device Specific
Settings to expand the options.
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7.3.1.

Signalling Interfaces

Select Signalling Interface from the menu options.
e Select Add Signalling Interface
In the Name field enter a descriptive name for the internal signalling interface

[ ]

e Select an internal interface IP address defined in Section 7.2

e Select UDP and TCP port numbers, 5060 is used internally in the lab
Select Add Signalling Interface
In the Name field enter a descriptive name for the external signalling interface

e Select an external interface IP address (not shown) defined in Section 7.2
e Select UDP and TCP port numbers

UC-Sec Control Center

Welcome ucsec, y:
@ Alarms Incidents

® Diagnostics

|53 UC-Sec Control Center
@) welcome
<& Administration
[]| Backup/Restore
@System lManagement
& | Global Parameters
+ |2) Global Profiles
» |2 SIP Cluster
> | ) Domain Policies
4 | Device Specific Settings
[ Network Management
[l Media Interface

#% Signaling Forking

T session Flows

& Two Factor

5 Relay Senvices
» |2 Troubleshooting
I TS Mananement

UC-Sec Devices

GSSCP_03

signed in as Admin. Current server time is 10:56:20 AM GMT

[ users

signaling Interface

Int_Sig
Ext_Sig

10.10.3.30
EECRLER LS

5060
5060

5060
5060

None
MNone
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7.3.2. Media Interfaces

Select Media Interface from the menu options. The IP addresses for media can be the same as
those used for signalling.
e Select Add Media Interface
In the Name field enter a descriptive name for the internal media interface
Select an internal interface IP address defined in Section 7.2
Select RTP port ranges for the media path with the enterprise end-points
Select Add Media Interface
In the Name field enter a descriptive name for the external media interface
Select an external interface IP address (not shown) defined in Section 7.2
Select RTP port ranges for the media path with the Phonect SIP Trunk Service

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:48:11 PM GMT
@ Alarms Incidents | [ Statistics | = Logs |[& Users
710 Global Farameters gv Settings > Media Interface: GSSCP_03

4 (3 Global Profiles

&% Diagnostics

& Domain Dos
& Fingerprint M inerince
@ Server |nterWﬂrk|ng GSSCP 03

%5 Phone Interworking
£ Media Forking

% Routing

| & Server Configuration
2 Subscriber Profiles

5 i
ol Topology Hiding Int_Wedia 10.10.3.30 35000 - 40000 2| X

Signaling Manipulation - — .
£ URI Groups Ext_Media KA. 35000 - 40000 7%

& [ SIP Cluster

() Domain Policies

4 ) Device Specific Settings
&2 Network Management
! Signaling Interface
#% Signaling Farking
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7.4. Define Server Interworking

Server interworking is defined for the Phonect SIP Trunk Service and the NRS. To define server
interworking, first click on Global Profiles to expand the menu options.
e Highlight the avaya-ru profile and select Clone Profile

e Inthe Name field enter a descriptive name for server interworking profile from the NRS
to the Phonect SIP Trunk Service

e Click on Finish

e Select Edit and check the T.38 box, then Next and Finish

e Select Add Profile

e Inthe Name field enter a descriptive name for server interworking profile from the
Phonect SIP Trunk Service to the NRS

e Select Edit and check the T.38 box

e Change the Hold Support RFC to RFC2543

e Select Next three times and Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:43:12 PM GMT

@) Alarms Incidents | [Jf Statisties = Logs agnosties | [ Users
|3 UC-Sec Control Center Global Profiles > Server Interworking: SM3_CS
&) welcome
s e
¢ Administration -
[L Backup/Restore Interworking Profiles Click here to add a description.
System Management €s2100 s ‘ | Timers. ‘ | URI Manipulati ‘ | Header i | | |
> | Global Parameters avaya-ru
4 |7 Global Profiles
% Fingerprint cisco-ccm Hold Support RFC2542 _|
@Sewerlmerworking cups 180 Handling MNone
ﬁphuﬁe Intermoring Sipera-Halo [181 Handling None |
g@ﬁii{ﬁ;”rk'"g 0CS-FrontEnd-Server 182 Handling None
% Semver Configuration A 183 Handling Mone
8 Subscriber Profiles SP_Trunk Refer Handling No
ol= Topology Hiding 3 Handling o
signaling Manipliiation Diversion Header Support Mo
&% URI Groups
b 3 SIP Cluster Delayed SDF Handling No
I [ Domain Policies T.38 Support Yes
» |2 Device Specific Settings URI Scheme SIP
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7.5. Define Servers
To define the servers and add the additional IP address for the Phonect SIP Trunk Service, click
on Global Profiles to expand the menu. Select Server Configuration to add the Call Server
which is the NRS.

e Select Add Profile

e Inthe Name field enter a descriptive name for the NRS

e Enter the NRS TLAN IP address in the IP address field

e Select TCP and UDP ports for SIP signaling

UC-Sec Control Center

Welcome uc signed in as Admin. Current server time is 1

Incidents

() Alarms

[y Statistics

|3 UC-Sec Control Center
&) Welcome
1.'3- Administration
[&]| Backup/Restore
B8 system Management
> [2) Global Parameters
4 [5) Global Profiles
& Domain Dos
&3 Fingerprint
& Server Interworking
45 Phone Interworking
&% Media Forking
o Routing
2 Subscriber Profiles
ala Topology Hiding
Signaling Manipulation
25 URI Groups
b [ SIP Cluster
> |Z) Domain Policies
[ Device Specific Settings

Add Profile

SM3_Call Server

SP_Trunk_Server

@] Logout (@ Help

Rename Profile | Clone Profile | Delete Profile

-

General ‘ | Authentication | | Heartbeat ‘ | Advanced

Server Type Trunk Server
IP Addresses / FQDNS 10.10.3.5
Supported Transports TCP, UDP
TCP Port 5060

UDCF Port 5060

Select the server Interworking Profile for the call server defined in Section 7.4.

Welcome ucse signed in a
@ Alarms Incidents

I UC-Sec Control Center

dmin. Current

|2y UC-Sec Control Center
) Welcome
< Administration
[L]| Backup/Restore
System Management
& (=) Global Parameters
4 ) Global Profiles
B oomain Do
i Fingerprint
& Server Interwarking
€9 Phone Interworking
&% Media Forking
& Routing

L5, Subscriber Profiles
al= Topology Hiding
Signaling Manipulation
% URI Groups
> =) SIP Cluster
» [3 Domain Policies
& (=) Device Specific Settings

faj Giobal Pri

Add Profile

SM3_Call_Server

SP_Trunk_Server

~

QJ Logout | (@ Help

Rename Profile | Clone Profile | Delete Profile

General | | Authentication | | Heartbeat | | Advanced |

Enable DoS Pratection |
Enahble Grooming H
[ interwarking Prafile sMics |
Signaling Manipulation Script None
TCP Conneclion Type SUBID
UDP Connection Type SUBID
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Select Server Configuration to add the Trunk Server which is the Phonect SIP Trunk Service.

e Seclect Add Profile

e Inthe Name field enter a descriptive name for the Phonect SIP Trunk Service
e Select the Phonect SIP Trunk Service IP address in the IP address field

e Select a UDP port for SIP signaling

| UC-Sec Control Center

'Welcome ucsec, you signed in as Admin. Current server time is 9:24:49 AM GMT
@ Alarms Incidents | []f Statistics =7 Logs #% Diagnostics | |fl Users

ijj UC-Sec Control Center Glo rofile: ver Configuration: SP_Trunk_Server

@ \Welcome Add Profile Rename Profile | Clone Profile | Delete Profile

<& Administration

§] Logout | @ Help

[ Backup/Restore General | | Authentication | | Heartoeat | | Advanced
B8 system Management 5
= | Z) Global Parameters
4 |5 Global Profiles Server Type Trunk Server
?Dwai“ Dos IP Addresses { FQDNs KK K HEH X
% ;':iziﬁg'gmrkmg Supported Transpors UDP
€5 Phone Interworking UDF Port 5060
£% Media Forking
aa Edit
2 Routing -
| ¥ [Berver Configuration

&5, Subscriber Profiles
alm Topology Hiding
Signaling Manipulation
&% URI Groups =
I+ |2 SIP Cluster
I» |23 Domain Palicies
& |3 Device Specific Settings v

Select the server Interworking Profile for the trunk server defined in Section 7.4.
e Seclect MIME new for Signaling Manipulation Script, this will be discussed in Section

7.8
Global Profiles > Server Configuration: SP_Trunk_Server
G| Attt eareat e
SM3_Call_Server
Enable Dos Protection [
Enable Grooming .|
Interwarking Profile SP_Trunk
Signaling Manipulation Script MIME new
UDP Connection Type SUBID
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7.6. Define Routing
To define routing to the NRS, click on Global Profiles to expand the menu. Select Routing.
e Select Add Profile
¢ Inthe Name field enter a descriptive name for the NRS
e Enter the NRS TLAN IP address and port in the Next Hop Server 1 field
e Check the Next Hop in Dialog box
e Select TCP for the Outgoing Transport

Note: Unless default port 5060 is used, this must be included in the next hop IP address.

Note: The Next Hop in Dialog is required to ensure that messages are sent to the next hop
address regardless of the original destination. This is necessary where the Trunk Server sends
messages to the address specified in the Contact header in the original INVITE message.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 10:3

@] Logout @ Help

@ alarms Incidents | [Jfy Statistics ] Logs Diagnostics | [ Users
|2y UC-Sec Control Center fall Global Profiles ~ Routing: Call Server
Roeme roren
e ename Profile | Clone Profile | Delete Profile
LEETJ Backup/Restore Click here to add a description.
ﬂ System Management default Routing Profile |
I+ | Global Parameters 2
4 | 7 Global Profiles
J8 Domain Dos Trunk Server
5 Fingerprint Hext Next )
&5 Server Interworking Priority|  URIGroup ';z““"f ';‘:x‘""; Hop Hopin _1;::1[: 1(."“9""'?1
€9 Phone Interworking e e Priority Dialog | Header | ' "2"°PC
£ Media Forking B || = >
aa p. 101035 == Ic3 I  EE Ic3 - TCP o
% Rouing ] L |
i Server Configuration
L&, Subscriber Profiles
al= Topolegy Hiding
Signaling Manipulation
£ URI Groups |
I+ |23 SIP Cluster
> |3 Domain Policies
I+ |Z» Device Specific Settings >
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To define routing to the Phonect Trunk Server, create an additional profile
e Select Add Profile
e Inthe Name field enter a descriptive name for the Phonect SIP Trunk Service
e Enter the Phonect IP address (not shown) in the Next Hop Server 1 field
e Select UDP for the Outgoing Transport

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:08:29 AM GMT

@ Alarms Incidents | [Jfj Statistics =] Logs &% Diagnostics [ Users @] Logout @ Help
|0 UC-Sec Contral Center BN Global Profiles > Routing: Trunk Server
& welcome Add Profile Rename Profile | Clone Profile | Detete Profile
& Administration
[ BackupRestore Click here to add a description.
@ System Management default Routing Profile
= | 2) Global Parameters Call Server
4 |7 Global Profiles
- Trunk Server Add Routing Rule
[ Domain Dos
% Fingerprint
% Server Interworking = URI Group

43 Phone Interworking

Media Forking

LiRowin_]

T Server Configuration

&5 Subscriber Profiles

=l Topology Hiding

Signaling Manipulation

4% URI Groups =
|2 SIP Cluster
& |Z) Domain Policies
> | ) Device Specific Settings w

——
I |

v

7.7. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. To define Topology Hiding for the NRS, click on Global Profiles to expand the menu
and select Topology Hiding
e Select Add Profile
¢ Inthe Name field enter a descriptive name for the NRS
e Overwrite the From field with a domain name for the Trunk Server, in test avaya.com
was used
e Overwrite the Request-Line field and To field with a local domain name, in test
avaya.com was used

Note: The different domain names could be used for the enterprise and the Phonect network.

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 1
O Alarms Incidents E.h Statistics
=3 UC-Sec Control Center

- ghrinen [Add Proie] [Rename profie | Cione Profie ] petete Profi
= Add Profile Rename Profile | Clone Profile | Delete Profile
<. Administration

Eﬁﬂ Backup/Restore Topology Hiding Profiles Click here to add a description.

@ System Management default
|2 Global Parameters
4 | ) Global Profiles

B DomainDos
& Fingerprint

Topology Hiding ‘

Repisce Acton Ovorarie vaie

SP_Trunk From IP{Damain COwerwrite avaya.com

cisco_th_profile

R Senver Interworking Request-Line IP/Domain Overwrite avaya.com
‘@] Phone Interworking To IP/Domain Owverwrite avaya.com
&3 Media Forking SDP |PMDomain Auto =
E :Zrl:zr:gcunﬂgurauun = Record-Route IFiDomain Auto —
&2 Subscriber Profiles M IP/Domain Auto i~
|
3 S?gpnoeliﬁ i; :1‘: Inﬂlsu\atmn
&5 URI Groups

b |3 SIP Cluster
b |3 Domain Policies
4 |7 Device Specific Settings

3
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To define Topology Hiding for the Phonect SIP Trunk Service, create an additional profile
e Seclect Add Profile
e Inthe Name field enter a descriptive name for the Phonect SIP Trunk Service
e Overwrite the From field with a Replace Action Next Hop selection
e Overwrite the Request-Line field and To field with Replace Action Next Hop selection

UC-Sec Control Center

@ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 3:52:07 PM GMT

Systems

@ Alarms Incidents ﬂﬂ Statistics | =] Logs Diagnostics @ Users %J Logout | (@ Help
|=3 UC-Sec Control Center fad Clobal Profiles > Topology Hiding: SP_Trunk

S e

& Administration

EEJ Backup/Restare Topology Hiding Profiles Click here to add a description.

ﬂf} System Management default Topology Hiding |

|2y Global Parameters cisco_th_profile
A Sl Pl SM3 CS Header Criteria Replace Action Overwrite Value
@ Domain Dos = :
by Ta IP{Domain Mext Hop —
& Fingerprint
5 Server Interworking From IF/Domain Auto
43 Phone Interworking Via IPiDomain Auto —
&3 Media Forking sop IP/Domain Auto
st‘.gRoutlng : Feuuest-Line IP/Domain Mext Hop | —
dy Server Configuration = =
2, Subscriber Profiles Record-Route IF/Domain Auto
~'m Topology Hiding
Signaling Manipulation

&4 URI Groups

7.8. Signaling Manipulation Scripts

This feature adds the ability to add, change and delete any of the headers and other information
in a SIP message. During test, a script was written to remove unwanted MIME from INVITES
on outbound calls.

From the lefthand menu select Global Profiles = Signaling Manipulation and click on Add

Script. The script shown below was used for this test:

SigMa Editor

Options
{ Title  [MIME new |
1| within session "ALL"
= {
3 act on regquest where $DIRECTICN="QUIBOUND" and 3IENTRY POINT="POSI_ROUTING"
4 {
B
& // Remove unwanted Headers
7 FHEADERS["Content-Type"] [1].regex replace|( "multipart/mixed ;boundary=unigue-boundary-1","application/=sdp");
8 remove ($HEADERS["RAlert-Info™] [1]}:
S remove (3HEADERS["X-nt-el64-clid™] [1]):
10 remove ($HEADERS["History-info™][1]):
1T
13 // Remove unwanted mimes from the body.
13
14 f/ The SBC will not remove the SDP MIME, so "x-nt-mcdn-frag-hex™ = $BODY[1]
15 // BAfter "x-nt-mcdn-frag-hex" is removed, "x-nt-esn5-frag-hex™ moves up one...
16 f/ So the same command removes "x-nt-esn5-frag-hex".
17 // B&nd so on (e.g.,"x-nt—epid-frag-hex").
18
15 remove (RBODY [1] ) ;
20 remove (3BODY [1]);
21 remove (RBODY [1] ) ;
22
23 }
24 H
25

This script was then associated with Server Configuration — Phonect side defined in Section
7.5 under Signaling Manipulation Script.
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7.9. Server Flows

Server Flows combine the previously defined profiles into an outgoing flow from the NRS to the
Phonect SIP Trunk Service and an incoming flow from the Phonect SIP Trunk Service to the a
NRS. To define an outgoing Server Flow, click on Device Specific Settings to expand the menu
and select End Point Flows.

e C(Click on the Server Flows tab

e Select Add Flow

e Inthe Name field enter a descriptive name for the outgoing server flow

¢ Inthe Received Interface field, select the SIP signalling interface for the Phonect SIP
Trunk Service
In the Signalling Interface field, select the SIP signalling interface for the NRS
In the Media Interface field, select the media interface for the NRS
In the End Point Policy Group field, select the default-low End Point Policy Group
In the Routing Profile field, select the routing profile of the Phonect SIP Trunk Service
In the Topology Hiding Profile field, select the topology hiding profile of the NRS

An incoming Server Flow is defined as a reversal of the outgoing Server Flow

e Select Add Flow

e Inthe Name field enter a descriptive name for the incoming server flow

e Inthe Received Interface field, select the SIP signalling interface for the NRS

¢ Inthe Signalling Interface field, select the SIP signalling interface for the Phonect SIP
Trunk Service

e Inthe Media Interface field, select the media interface for the Phonect SIP Trunk
Service

¢ Inthe End Point Policy Group field, select the default-low End Point Policy Group

e Inthe Routing Profile field, select the routing profile of the NRS

e Inthe Topology Hiding Profile field, select the topology hiding profile of the Phonect
SIP Trunk Service

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:16:32 AM GMT
@ Alarms Incidents | [Jf Statistics Logs | &% Diagnostics m Users QJ Logout | (@ Help
AR L P Device Specific Seftings > End Point Flows: GSSCP_03

4 | Domain Policies
[=3] Application Rules

[, Border Rules

& Media Rules

[} Security Rules kP 03 Topotogv
- B URI Remote | Received Routing
1 gignaling Rules Pronty|  HowMame | o, Subnet | Interface lnlerlace Inlerlace Profile P sl T”g:'
i Time of Day Rules Grou;) A o
»

= | End Point Policy Groups —
) Session Policies | sm3_cal_semer - Bt Sig  Int_Sig  Int_Media ?zr:”“ Tunk ' sw3_cs | None

Subscnber Flows ‘ Server Flows ||

Server

4 |7 Device Specific Seftings
Metwork Management
[El Wedia Interface Server Configuration: SP_Trunk_Server
" Signaling Interface

h Signaling Forking = URI Remote | R ed pqm Routing uc!um
ﬁ:: e P Tran | Receiv Tnmsfer
@ — Pomt F\owl Ry Group Subnet | Interface interface lnterfa::e g?;cym Profile Proﬁe Profile

@TRWILJFaSmor. SP_Trunk_Server *  * nt_Sig  Ex_Sig  ExtMedia Jo S35 Tmnk None :
elay semnices B it |
> I Troubleshooting
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8. Phonect SIP Service Provider Configuration

The setup for the use of Phonect is by using the SIP trunk with an authenticated service. The
configuration of Phonect’s authentification service to support the SIP trunk service is outside of
the scope for these Application Notes and will not be covered. To obtain further information on
Phonect’s equipment and system configuration please contact an authorised Phonect
representative.

9. Verification

9.1. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select
Group table as shown below.

AVAYA CS1000 Element Manager

- UCM Network Services 21 Managing: 192.168.4.5 Username: admin
~Home System » Maintenance
~Links

- Virtual Terminals Maintenance
- System

+Alarms

- Maintenance

+ Core Equipment ' Select by Overlay " Select by Functionality

- Peripheral Equipment

+IP Metwark =Select by Overlar-
i E;EF\I;;;SEU Valies LD 30 - Network and Signaling
. Emger T éer'\ces LD 32 - Metwork and Peripheral Equipment
Ll e LD 34 - Tone and Digit Switch
+ Software LD 38 - Trunk
-Customers LD 37 - Input@utput
- Routes and Trunks LD 38 - Conference Circuit
-Routes and Trunks LD 39 - Interaroup Switch and System Clack
- D-Channels LD 45 - Background Signaling and Switching
- Digital Trunk Interface LD 46 - Multifrequency Sender D-Channel Diagnastics
- Dialing and Numbering Plans LD 48 - Link MSDL Diagnostics
- Electronic Switched MNetwark LD 24 - Multifrequency Signaling TMDI Diagnostics
~ Flexible Code Restriction LD 60 - Digital Trunk Interface and Primary Rate Interface
- Incoming Digit Translation LD 75 - Digital Trunk
- Phones LD 80 - Call Trace
- Templates
- Reports LD 117 - Ethernet and Alarm Management
- Views LD 135 - Core Commen Equipment
- Lists LD 137 - Caore Input/Cutput
- Praperties LD 143 - Centralized Software Uparade
- Migration
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Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields.

e APPL_STATUS Verity status is OPER

e LINK STATUS Verify status is EST ACTV

AVAyA CS1000 Element Manager
I UCM Network Services =1 Managing: 192.168.1.5 Username: admin
i Home System » Maintenance » D-Channel Diagnostics
I Links
- Virtual Terminals D-Channel Diagnostics
- System
+Alarms
= gamtgmpce : Diagnostic Commands Command Parameters
+Core Equipmen e
~ Peripheral Equipment Status for D-Channel (STAT DCH} 'I Submit
i }?t;?atgeusm [Disable Automatic Recavery (DIS AUTO) = I ALl Submit
+
- Engineered Values | Enable Autematic Recovery (EML AUTO) _vj " FOL Submit
Emergency Services
: Sumvgre |Test Interrupt Generation (TEST 100} j Submit
[ Customers [Establish D-Channel (EST DCH) = Submit
r Routes and Trunks 4
- Routes and Trunks = = = =
oo [ [pH{pEs _[AePL STATUS|LINK STATUSJAUTO_RECYIPDGH[BDCH
- Digital Trunk Interface € 001 SIP_DCH OPER EST ACTV  AUTO
- Dialing and Numbering Plans
~ Electronic Switched MNetwark = =
- Flexible Code Restriction - - il
- Incoming Digit Translation
L Phones nd executed successfully.
- Templates
- Reports
- Views
- Lists
- Properties
-
10.Conclusion

These Application Notes describe the configuration necessary to connect the Avaya
Communication Server 1000E, Avaya Network Routing Server and Avaya Session Border
Controller Advanced for Enterprise to Phonect SIP Service. Interoperability testing of the
sample configuration was completed with successful results for the Phonect SIP Trunk with
observations which are detailed in Section 2.2.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.
[1]  IP Peer Networking Installation and Commissioning, Release 7.5, Document Number
NN43001-313, available at http://support.avaya.com
[2] Network Routing Service Fundamentals, Release 7.5, Document Number NN43001 -
130, Issue 03.02, available at http://support.avaya.com
[3] Co-resident Call Server and Signaling Server Fundamentals, Avaya Communication
Server 1000E Release 7.5, Document Number NN43001-509, available at
http://support.avaya.com
[4] Signaling Server and IP Line Fundamentals, Avaya Communication Server 1000E
Release 7.5, Document Number NN43001-125, available at http://support.avaya.com
[5] Unified Communications Management Common Services Fundamentals, Avaya
Communication Server 1000E Release 7.5, Document Number NN43001-116,
available at http://support.avaya.com
[6] E-SBC (Avaya Session Border Controller Advanced for Enterprise) Administration
Guide, November 2011
[7] RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/
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Appendix A — Avaya Communication Server 1000E Software
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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