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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between service provider Cox Communications and Avaya IP Office 9.0.

Cox SIP Trunking provides PSTN access via a SIP trunk between the enterprise and the Cox
network as an alternative to legacy analog or digital trunks. This approach generally results in
lower cost for the enterprise.

Cox is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider Cox Communications (here on referred as Cox) and an Avaya IP
Office solution. In the sample configuration, the Avaya IP Office solution consists of an Avaya IP
Office 500v2 Release 9.0, Avaya Voicemail Pro, Avaya IP Office Softphone, and Avaya H.323,
digital, and analog endpoints.

The Cox SIP Trunking service referenced within these Application Notes is designed for business
customers. The service enables local and long distance PSTN calling via standards-based SIP trunks
as an alternative to legacy analog or digital trunks, without the need for additional TDM enterprise
gateways and the associated maintenance costs.

The Cox SIP Trunking service uses Digest Authentication for outbound calls from the enterprise,
using challenge-response authentication for each call to the Cox network based on a configured user
name and password (provided by Cox and configured in IP Office). This call authentication scheme
as specified in SIP RFC 3261 provides security and integrity protection for SIP signaling.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Cox SIP Trunking service. This configuration (shown in Figure 1) was used to exercise
the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

A simulated enterprise site with Avaya IP Office was connected to Cox SIP Trunking service. To
verify SIP Trunking interoperability, the following features and functionality were exercised during
the interoperability compliance test:

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e QOutgoing PSTN calls from various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from the Avaya IP Office Softphone.

¢ Inbound and outbound long holding time call stability.
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Various call types including: local, long distance, international, outbound toll-free, operator
service and directory assistance.

Codec G.711MU.

Caller number/ID presentation.

Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and outbound
calls.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

Telephony features such as hold and resume, transfer, and conference.

Use of SIP Re-INVITE and REFER for call transfer to PSTN

FAX G.711 Pass Through

Off-net call forwarding.

Twinning to mobile phones on inbound calls.

2.2. Test Results
Cox SIP Trunking passed compliance testing.

Items not supported or not tested included the following:

G.729 codec is not supported.

T.38 Fax is not supported.

Cox system does not support REFER for call transfer at the moment.
Cox does not use either PPI or PAI for the purposes of privacy.

Interoperability testing of Cox SIP Trunking was completed with successful results for all test cases
with the exception of the observations/limitations described below.

Call Display on PSTN Phone — Call display was not properly updated on PSTN phone
involved in a call transfer. After the call transfer was completed, the PSTN phone did not
display the actual connected party but instead showed the party that initiated the transfer.
SIP signaling trace showed that the enterprise IP Office did not send an UPDATE message
to the network to update the call display of the PSTN phone in call transfer. However, it
does not affect the end user.

Call Display on PSTN Phone on PSTN Hold and Resume — Call display was not properly
updated on PSTN phone involved in PSTN Hold and Resume operation. After the inbound
call from PSTN to Avaya IP Office was hold on PSTN phone, when the call was resumed on
the PSTN phone, the PSTN phone displayed trunk number instead of the calling party ID.

Call Redirection (Transfers) Using REFER method — Cox system does not properly
response to REFER request with 202 Accepted but with 403 Forbidden or 603 Decline
response codes. The calls are being transferred successfully with 2 ways voice path.
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2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Cox SIP Trunking, contact Cox at http://www.cox.com.

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 28
SPOC 3/7/2014 ©2014 Avaya Inc. All Rights Reserved. CoxSIPTrkIPO9


http://support.avaya.com/
http://www.cox.com/

02 168.1.X

: -1 1
Avays 1P Office S0 V2
Embeddad Voioemaul < %

Avaya 9600 Seres IP Phooes ~ IP Offsce

(H323SIP) Miiaget

FdgeMarc 4550817
Applicstion-Layer
Cateway

e do1098X 0 DevConnect Test LAB
Enterprise site

Service Provider

e

Cox Core Session Border Controlle
IP Address: 20.164.94.12
Domain: coxbusiness.com

iMobﬂc Digital Phone

twinang
with Cell




Note: Cox system required that EdgeMarc to be resided on the same subnet of Avaya IP Office as
shown in the Figure 1. EdgeMarc is part of Cox SIP trunking service offering.

For the purposes of the compliance test, Avaya IP Office users dialed a short code of 5 + N digits to
send digits across the SIP trunk to Cox system. The short code of 5 was stripped off by Avaya IP
Office but the remaining N digits were sent unaltered to Cox. For calls within the North American
Numbering Plan (NANP), the user would dial 11 (1 + 10) digits. Thus for these NANP calls, Avaya
IP Office would send 11 digits in the Request URI and the To field of an outbound SIP INVITE
message. It was configured to send 10 digits in the From field. For inbound calls, Cox SIP Trunking
sent 10 digits in the Request URI and the To field of inbound SIP INVITE messages.

Cox uses the phone number in the From header of a SIP INVITE message to authenticate the calling
party. Thus, a call will be rejected by the network unless the From header contains a number known
to Cox. This is especially important for calls inbound from the PSTN which are redirected back to
the PSTN by call forwarding or twinning. For call forwarding, Avaya IP Office sends the number of
the forwarding phone in the From header. This is a number known to Cox. As a result, the call
display on the destination phone shows the forwarding party not the original caller. For twinning,
this behavior can be slightly altered through configuration. See Sections 5.3 and 5.4 for details.

Note that the calling party authentication using the phone number by Cox, as mentioned above, is in
addition to the Digest Authentication by Cox. During call setup, SIP signaling exchanges are using
user name and password as configured in Avaya IP Office for all calls from the enterprise to Cox.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the Avaya IP Officer such as a session border
controller or data firewall. A complete discussion of the configuration of these devices is beyond the
scope of these Application Notes. However, it should be noted that SIP and RTP traffic between the
service provider and the Avaya IP Office must be allowed to pass through these devices.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components

Equipment Release
Avaya IP Office 500v2 9.0.0.829
Avaya IP Office Manager 9.0.0.829
Avaya Voicemail Pro for IP Office 9.0.0.829

Avaya 11x0 IP Telephone (SIP)

SIP11x0e04.03.12.00

Avaya 9630G IP Telephone (H.323)

Avaya one-X® Deskphone Edition S3.2

Avaya IP Office Softphone 3.2.3.20 64770
Avaya Digital Telephone (9508) N/A
Avaya Symphony 2000 Analog Telephone N/A

Cox SIP Trunking Service Components

Component Release
Edgewater EdgeMarc 4550 Version 11.6.14
ACME/Oracle 9200 nnSD710m3p4 and nnSD710m4p2
Broadsoft AS, NS =R19
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5.4. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Cox SIP Trunking
service. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by IP Office Manager to
create a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable).

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls.
e Transport — Second Explicit DNS Server.
e SIP Credentials — Registration Required.

Alternatively, a SIP Line can be created manually. To do so right-click Line in the Navigation Pane
and select New = SIP Line. Then, follow the steps outlined in Sections 5.4.2.

5.4.1. Create SIP line from Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to CoxSIPTrkIPO9.xml. The file name is important in locating the proper
template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.

") IP Office Manager Preferences 2 [ |

Preferences | Directories | Discovery (| Visual Preferences ! Security | Validation

Icon Size |Small v

/| Multiline Tabs

|V| Enable Template Options J

OK Cancel Help
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5.10. Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

6. Cox SIP Trunking Configuration

Cox is responsible for the configuration of Cox SIP Trunking service. It is also worth to mention
here that Edgewater EdgeMarc 4550 device running in B2ZBUA mode is part of Cox solution and
Cox is responsible for configuration and support it. The customer will need to provide the IP
address used to reach the Avaya IP Office at the enterprise. Cox will provide the customer the
necessary information to configure the Avaya IP Office SIP connection to Cox. The provided
information from Cox includes:

IP address of the Cox SIP proxy.

Supported codecs.

DID numbers.

IP addresses and port numbers used for signaling or media through any security devices.
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INVITE sip:7036638122@10.10.98.14:5060 SIP/2.0

Via: SIP/2.0/UDP 20.164.94.12:5060;branch=z9hG4bKp3g6b0593cii51lqgtgp301lngp2
From: "BELLEVILLE ON"<sip:61396752060@20.164.94.12;user=phone>; tag=SD36v5e01-
196394093-1389037203792~

To: "Test - SIP Trunk Atlanta -
FCPS"<sip:7036638122@coxbusiness.com;user=phone;access-vasb02=ACCESS-VASB02-
e7s8pglp3sbpe>

Call-ID: SD36v5e01-8c7205fec4db7cbl35a0498acdd7eebc-vrvviv3

CSeq: 881383593 INVITE

Contact: <sip:20.164.94.12:5060; transport=udp>

Supported: 100rel

Allow: ACK,BYE,CANCEL, INFO,INVITE,OPTIONS, PRACK,REFER,NOTIFY, UPDATE

Accept: multipart/mixed, application/media control+xml,application/sdp
Max-Forwards: 69

Content-Type: application/sdp

Content-Length: 181

v=0

o=BroadWorks 818053829 1 IN IP4 20.164.94.12
S=——

c=IN IP4 20.164.94.12

t=0 0

m=audio 59946 RTP/AVP 0 101

a=rtpmap:101 telephone-event/8000/1
a=fmtp:101 0-15

a=ptime:20




SIP/2.0 200 OK

Via: SIP/2.0/UDP 20.164.94.12:5060;branch=z9hG4bKp3g6b0593cii5lggtgp301lngp2
From: "BELLEVILLE ON" <s5ip:61396752060@20.164.94.12;user=phone>; tag=3SD36v5e0l1-
196394093-1389037203792-

To: "Test - SIP Trunk Atlanta - FCPS"
<sip:7036638122@coxbusiness.com;user=phone;access-vasb02=ACCESS-VASB02-
e7s8pglp3s6pe>; tag=X57Ed!HXLgEk!uhzT62E5116459¢c9f7a

Call-ID: SD36v5e01-8c7205fec4db7cbl135a0498acdd7ee5c-vrvvEiv3

CSeqg: 881383593 INVITE

Contact: <sip:7036638122@10.10.98.14:5060>

Content-Type: application/sdp

Content-Length: 203

v=0

o=UserA 376989473 3344333447 IN IP4 10.10.98.14
s=Session SDP

c=IN IP4 10.10.98.14

t=0 0

m=audio 16428 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

INVITE sip:6139675206@coxbusiness.com:5060 SIP/2.0

Via: SIP/2.0/UDP 10.10.98.14:5060;branch=2z9nhG4bK109445413

From: "H323 8122"

<sip:7036638122@coxbusiness.com>; tag=X57Ed!HXLgEk!uhzT65995B94495decd
To: <sip:6139675206@coxbusiness.com>

Call-ID: 2024392884@10.10.98.14

CSeq: 807 INVITE

Contact: <sip:7036638122;tgrp=tg4770489482131; trunk-
context=coxbusiness.com@10.10.98.14:5060; transport=udp;user=phone>
Authorization: Digest username="7036638186", realm="BroadWorks",
nonce="BroadWorksXhg453divT6558a0BW", uri="sip:coxbusiness.com",
response="8£fa2df750dbd195405899£f0c40fcab75", algorithm=MD5, cnonce="52ca972cf3683488",
gop=auth, nc=00000001

Max-Forwards: 70

User-Agent: ewb2bua/ll.6.14

Content-Type: application/sdp

Content-Length: 251

v=0

o=UserA 2893914044 3686528984 IN IP4 10.10.98.14
s=Session SDP

c=IN IP4 10.10.98.14

t=0 0

m=audio 16448 RTP/AVP 18 0 101
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15




SIP/2
Via:
From:

.0 200 OK
SIP/2.0/UDP 10.10.98.14:5060;branch=z9hG4bK109445413
"H323 8122"

<sip:7036638122@coxbusiness.com>; tag=X57Ed!HXLgEk!uhzT65995B94495decd

To: <sip:6139675206Q@coxbusiness.com>;tag=SDvabl999-698133581-1389037553575
Call-ID: 2024392884@10.10.98.14

CSeqg: 807 INVITE

Contact: <sip:20.164.94.12:5060; transport=udp>

Allow: ACK,BYE,CANCEL, INFO,INVITE,OPTIONS, PRACK,REFER,NOTIFY, UPDATE
Accept: multipart/mixed,application/media control+xml,application/sdp
Content-Type: application/sdp

Content-Length: 189

v=0

o=BroadWorks 818138391 1 IN IP4 20.164.94.12
=

c=IN IP4 20.164.94.12

t=0 0

m=audio 59732 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

Issue Date Reason


http://support.avaya.com/
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