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Application Notes for Configuring Avaya Communication
Server 1000E R7.5, Avaya Aura® Session Manager R6.1,
Avaya Session Border Controller for Enterprise R4.0.5 to
support Telenor SIP Trunk Service — Issue 1.0

Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Telenor SIP Trunk Service and an Avaya SIP enabled Enterprise solution.
The Avaya solution consists of Avaya Aura® Session Manager, Avaya Session Border
Controller for Enterprise and Avaya Communication Server 1000E.

Telenor is a member of the DevConnect SIP Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between Telenor SIP Trunk Service and an Avaya SIP enabled Enterprise solution. The
Avaya solution consists of Avaya Aura® Session Manager, Avaya Communication Server 1000E
connected to Telenor SIP Trunk Service via an Avaya Session Border Controller for Enterprise
(Avaya SBCE). Customers using this Avaya SIP-enabled Enterprise Solution with Telenor SIP
Trunk Service are able to place and receive PSTN calls via a dedicated Internet connection and
the SIP protocol. This converged network solution is an alternative to traditional PSTN trunks.
This approach normally results in lower cost for the enterprise.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of Session Manager, Avaya SBCE and Communication Server
1000E. The enterprise site was configured to use the SIP Trunk to Telenor SIP Trunk Service.
This configuration (shown in Figure 1) was used to exercise the features and functionality listed
in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability test included the following:
e Incoming PSTN calls were made to Unistim, SIP, Digital and Analog telephones at the

enterprise

e Incoming calls to the enterprise site from the PSTN routed to the DDI numbers assigned
by Telenor

e Outgoing calls from the enterprise to the PSTN were made from Unistim, SIP, Digital
and Analog telephones

e Outgoing calls from the enterprise site completed via Telenor to PSTN destinations

e (G.729 and G.729 Annex b (silence suppression) are not supported by Telenor SIP Trunk
Service and thus was not tested

e Callsusing G.711A and G.711U codec’s supported by Telenor

e Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using the T.38
mode

e DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for
inbound and outbound calls

e User features such as hold and resume, transfer, conference, call forwarding, etc

e Coverage and call forwarding for endpoints at the enterprise site

e Caller ID Presentation and Caller ID Restriction
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No emergency calls were tested

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
Telenor SIP Trunk with the following observations:

Issue observed when testing Mobile X, extend call from host station to EC500 mobile.
When incoming PSTN call is answered at twinned set and is handed off to EC500
mobile, the INVITE sent to the Service Provider contains no SDP information The
Signalling Server needed to be patched with Linux Patch MPLR30260 in order to
populate the INVITE with the SDP information.

Incoming calling number from PSTN is restricted. With restricted calls to UNIstim
phones, P-Called-Party-ID is displayed. The INVITE header fields FROM and P-
Asserted-Identity both are populated with “Anonymous”.

No inbound toll free numbers were tested as none were available from the Service
Provider

No Emergency Services numbers were tested as test calls to these numbers should be pre-
arranged with the Operator

2.3. Support

For technical support on Telenor products please contact the following website:
http://www.telenor.com/
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to the Telenor SIP Trunks Service. Located at the enterprise site are Session Manager,
Avaya SBCE and Communication Server 1000E. Endpoints are Avaya 1140 series IP
telephones, Avaya 1200 series (not shown in Figure 1) IP telephones (with Unistim and SIP
firmware), Avaya IP Softphones (SMC3456, 2050 and one-X Communicator), Avaya Digital
telephone, Analog telephone and fax machine. For security purposes, any public IP addresses or
PSTN routable phone numbers used in the compliance test are not shown in these Application
Notes.

Telenor SIP Trunk Service

—® -
ant Session Analog Analog
- Phone #1 Fax Machine
Analog .
Phone #2 MobilePhone

Avaya Enterprise Site

Avaya Enterprise = =5 =
Router o EH g

Avaya 1140e Avayall40e SMC 3456

IP Phone SIP Phone Soft Client
Avaya Session Border Controller
for Advanced Enterprise — = Avaya

Communication
Server 1000

Analog Analog Avaya 3904
Phone Fax Machine Digital Phone
Figure 1: Telenor SIP Trunk Topology
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya S8800 server Avaya Aura® Session Manager R6.1
Build: 6.1.0.0.610023

Avaya S8800 server Avaya Aura® System Manager R6.1

Load: 6.1.0.0.7345 Service Pack 6

Avaya Communication Server 1000E running | Avaya Communication Server 1000E R7.5,

on CP+PM server as co-resident Version 7.50.17

configuration Service Update: 7.50 17Janl1
Deplist: X21 07.50Q

Avaya S8800 server Avaya Session Border Controller for
Enterprise

Build: 4.0.5.Q02

Avaya Communication Server 1000E Media | CSP Version: MGCC CDO1
Gateway MSP Version: MGCM ABO1
APP Version: MGCA BAO7
FPGA Version: MGCF AAI18
BOOT Version: MGCB BA0O7
DSP1 Version: DSP1 ABO3

Avaya 1140e and 1230 Unistim Telephones FW: 0625C8A

Avaya 1140e and 1230 SIP Telephones FW: 04.01.13.00.bin

Avaya SMC 3456 Version 2.6 build 53715

Avaya one-X® Communicator Avaya one-X" Communicator -Version
cs6.1.0.10

Avaya Analogue Telephone N/A

Avaya M3904 Digital Telephone N/A

Telenor SIP Trunk Service ACME Net-Net 4250 Firmware SC6.1.0 MR-
10 Patch 4 (Build 10002) Build date —
14/12/2011

Lucent Session Manager — 14.28.00.18
Telenor IPT Version 2.1.2.125

5. Configure Avaya Communication Server 1000E

This section describes the steps required to configure Communication Server 1000E for SIP
Trunking and also the necessary configuration for terminals (analog, SIP and IP phones). SIP
trunks are established between Communication Server 1000E and Session Manager. These SIP
trunks carry SIP Signaling associated with Telenor SIP Trunk Service. For incoming calls, the
Session Manager receives SIP messages from the Avaya SBCE; through which Telenor SIP
Service directs incoming SIP messages to Communication Server 1000E (see Figure 1). Once a
SIP message arrives at Communication Server 1000E, further incoming call treatment, such as
incoming digit translations and class of service restrictions may be performed. All outgoing calls
to the PSTN are processed within Communication Server 1000E and may be first subject to
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outbound features such as route selection, digit manipulation and class of service restrictions.
Once Communication Server 1000E selects a SIP trunk, the SIP signaling is routed to the
Session Manager. The Session Manager directs the outbound SIP messages to the Avaya SBCE
and on to Telenor’s network. Specific Communication Server 1000E configuration was
performed using Element Manager and the system terminal interface. The general installation of
the Communication Server 1000E, System Manager and Session Manager is presumed to have
been previously completed and is not discussed here.

5.1. Log into the Avaya Communication Server 1000E

Log in using SSH to the ELAN IP address of the Call Server using a user with correct privileges.
Once logged in type csconsole, this will take the user into the vxworks shell of the call server.
Next type logi, the user will then be asked to login with correct credentials. Once logged in the
user can then progress to load any overlay.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the Communication Server 1000E system terminal
and manually load overlay 22 to print the System Limits (the required command is SLT), and
verify that the number of SIP Access Ports reported by the system is sufficient for the
combination of trunks to Telenor’s network, and any other SIP trunks needed. See the following
screenshot for a typical System Limits printout. The value of SIP ACCESS PORTS defines the
maximum number of SIP trunks for the Communication Server 1000E.

System type is - Communication Server 1000E/CPPM Linux
CPPM - Pentium M 1.4 GHz

IPMGs Registered: 1
IPMGs Unregistered: 0
IPMGs Configured/unregistered: 0

TRADITIONAL TELEPHONES 32767 LEFT 32766 USED 1
DECT USERS 32767 LEFT 32767 USED 0
IP USERS 32767 LEFT 32744 USED 23
BASIC IP USERS 32767 LEFT 32766 USED 1
TEMPORARY IP USERS 32767 LEFT 32767 USED 0
DECT VISITOR USER 10000 LEFT 10000 USED 0
ACD AGENTS 32767 LEFT 32752 USED 15
MOBILE EXTENSIONS 32767 LEFT 32767 USED 0
TELEPHONY SERVICES 32767 LEFT 32767 USED 0
CONVERGED MOBILE USERS 32767 LEFT 32767 USED 0
NORTEL SIP LINES 32767 LEFT 32765 USED 2
THIRD PARTY SIP LINES 32767 LEFT 32761 USED 6
SIP CONVERGED DESKTOPS 32767 LEFT 32767 USED 0
SIP CTI TR87 32767 LEFT 32767 USED 0
SIP ACCESS PORTS 2000 LEFT 1970 USED 30
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Load overlay 21, and confirm the Communication Server 1000E is setup to use ISDN trunks
(see below).

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES

5.3. Configure Codec’s for Voice and FAX Operation

Telenor SIP Trunk service supports G.711A/U voice codec and T.38 FAX transmissions. Use the
Communication Server 1000E element manager to configure the Voice and Fax properties.
Navigate to the IP Network - IP Telephony Nodes 2 Node Details > VGW Gateway
(VGW) and Codecs property page and configure the Communication Server 1000E General
codec settings as in the next screenshot.

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax
General _‘J
Echo cancellation: [ Use canceller, with tail delay: |12B vl

W Dynamic attenuation

Voice activity detection threshald: |—1? {=20-+10D

Idle noise level: |-65 (-327 - +327 DBM

m

Signaling options: [ DTMF tone detection
[T Low latency mode
[¥ Remove DTMF delay (squelch OTHMF from TDM to 1P}
[ WodemiFax pass-thraugh
[W V.21 Faxtone detection
[T Rfactor calculation
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Next, scroll down and configure the Codec G.711. The relevant settings are highlighted in the

following screenshot.

MNode ID: 100 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax

Voice Codecs

Codec G711; [# Enabled (required)

“Voice pavload size: |20 vI (milizecands per fr;
Vaoice playout (itter buffer) delay: I.m | IB[] l (millize

o

Mominal Maximum

settings.
[~ Voice Activity Detection (VAD)
Codec G722: [T Enabled

Voice payload size: |20 =] (mil

@

pe

YWaice playout (itter buffer) delay: IJII | I_. I {milizeconds

Mominal Maximum

seftings.

Maximum delay may be automatically adjusted based on nominal

Maximum delay may be automatically adjusted based an nominal

Configure the Fax settings as in the highlighted section of the next screenshot.

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Eax

Codec G723.1: [T Enabled

Voice payload size: 30 (milizeconds per frame)

Yoice playout (jitter buffer} delay: |m. I | 120 vl {milizeconds

Maminal Maximum

settings.

P "
5 3= (kbpz

s LEDp

Coding rate:
Fax

Codec name: T.38 FAX

Maximum rate: |1440[] vl (bps)

Fax TCF method: |2 -

Fax playout nominal delay: |1UU {0 -300 milizeconds
FAX no activity timeout: IZU {10 - 3200

Facket size: |3[] vI (bpz]

e . MNote: Changes made on thiz page will NOT be
el tranzmitted until the Node is alzo zaved.

IMaximum delay may be automatically adjusted based on nominal

Save I

-

Cancel
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5.4. Virtual Trunk Gateway Configuration

Use Communication Server 1000E Element Manager to configure the system node properties.
Navigate to the System = IP Networks = IP Telephony Nodes = Node Details and verify
the highlighted section is completed with the correct IP addresses and subnet masks of the Node.
At this stage the call server has an IP address and so too does the signalling server. The Node IP
is the IP address that the IP phones use to register. This is also where the SIP trunk connection is
made to the Session Manager. When an entity link is added in Session Manager for the
Communication Server 1000E it is the Node IP that is used (please see Section 6.4 — Define SIP
Entities for more details).

Managing: 192.168.1.5 Username: admin
Syetem » IP Network » P Telephonv Nodes » Node Detaile

Node Details (ID: 100 - SIP Line, LTP S, Gateway ( SIPGw ))

Mode ID: [100 (0-9958 I
Call server IP address: |192 168.1.5 TLAN address type: @& 1pyd anly
" |Pv4 and IPVG
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: |1E|2 168.11 Mode IPvd address: |10.10.3.B - prm:
Subnet masik: |255 2562550 Subnet mask: 255 255 25510
e|P ress | j
* Required Value, Save | Cancel |
Associated Signaling Servers & Cards
|Se|ect to add 'I Add | Bemove | Wake Leader Erint | Refresh
[~ Hostname + Tvpe Deploved Applications ELAMIP TLAM IPv4 Rale
SIP Line, LTPE, Gateway, FD,
[T otk Signaling_3erver Presence Publisher, IP Media 192.168.1.5 10.10.2.5 Leader
Sernvices
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 9 of 59

SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. TELCS1K75SBC




The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System = IP Networks = IP Telephony Nodes = Node Details 2> Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.

Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw.
SIPGw was used in the test configuration

SIP domain name: The SIP domain name configured in this section must match the
SIP domain name configured in the Session Manager Section 6.1

Local SIP port: The local SIP port is the port to which the gateway listens. The default
value is 5060

Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used

Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 100

Under the heading Proxy or Redirect Server: Primary TLAN IP address is the SIP
signalling interface IP address of Session Manager. The Transport protocol used for
SIP, in this case is TCP

SIP URI Map: Public National and Private Unknown are left blank. All other fields in
the SIP URI Map are left with default values.
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Managing: T9Z.168.1.5 Username: admin
Syztem » [P Network » IP Telephony Nodes » Mode Detailz » Virtual Trunk Gateway Configuration

Node ID: 100 - Virtual Trunk Gateway Configuration Details

General | 3IF Gateway Seﬂihas | SIF Gateway Senices

|"¢'tr|-: gateway application: ¥ Enable gateway service on this node =

General Virtual Trunk Network Health Monitor

Wirk gateway application |SIF' Gateway (SIPGw) j ™ Monitor IP addresses (listed below)

SIP domain nane- |avaya o ; Infermation will be captured for the IP addresses listed
’ : below
Local SIF port: |5[JGU *(1-85535) || Monitor IP: Add
Gateway endpoint name: ICS1ka3 | | Monitor addresses:

Gateway password: |

Remave |

Application node 1D: [100 * (0-5598

Enable failsafe NRS: [T
SIP ANAT: @ |Pya

i."“ | P LI

Proxy Or Redirect Server:

Proxy Server Route 1:

Primary TLAM IP address: |1U 18355

Transport protocel: ITCF' vI

Options: [T Support registration
™ Primary CDS proxy

SIP URI Map:
Pullic E164 demain names Frivate domain names
Matienal: I UDP: |udp J
Subseriber: [subscriber CDP: |edp udp
Epecial number: |F'L|I'}IicSpeciaI Special number: |F‘ri\;ateSpeciaI
Unknown: [PublicUnknown Yacant number: |F'ri~;ateUnknmvn
Unknawn: |
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 59

SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. TELCS1K75SBC



5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone, not shared with other resources, IP telephones
and Media Gateways are all placed in separate zones. Use Element Manager to define bandwidth
zones as in the following highlighted example. Use Element Manager and navigate to System >
IP Network > Zones - Bandwidth Zones and add new zones as required.

Managing: 192.168.1.5 Usernams: admin
System » IP Network » Zones » Bandwidth Zones

Bandwidth Zones

Add... [Impurl...l l Export l [Maintenance...
Zonga Intrazone Bandwidth Intrazone Strateay Interzone Bandwidth Interzone Strateay Resource Type Zone Intent Cescription
101 1000000 BQ 1000000 BQ SHARED VTRK
i )| 1000000 BQ 1000000 BQ SHARED Mo

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The IDC table was
configured to translate incoming PSTN numbers to five digit local telephone extension numbers.
The last four digits of the actual PSTN DDI number are obscured for security reasons. The
following screenshot shows the incoming PSTN numbers converted to local extension numbers.
These were altered during testing to map to various SIP, Analog, Digital or Unistim telephones
depending on the particular test case being executed.

Digit Conversion Tree 0 Configuration

Regular IDC tree
Send calling party DID disabled

Add... Delete IDC Delete IDC tree
Incoming Digits « Converted Digits CPND Mame CPND language
10 22 5000
200 23 5003
30 22 5005
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 59

SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. TELCS1K75SBC



5.7. Configure SIP Trunks

Communication Server 1000E virtual trunks will be used for all inbound and outbound PSTN
calls to Telenor’s SIP Trunk Service. Six separate steps are required to configure
Communication Server 1000E virtual trunks:-
e Configure a D-Channel Handler (DCH); configure using the Communication Server
1000E system terminal and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the Communication
Server 1000E system terminal and overlay 16
e Configure SIP trunk members; configure using the Communication Server 1000E system
terminal and overlay 14
e Configure a Digit Manipulation Data Block (DGT), configure using the Communication
Server 1000E system terminal and overlay 86
e Configure a Route List Block (RLB); configure using the Communication Server 1000E
system terminal and overlay 86
e Configure Co-ordinated Dialling Plan(s) (CDP); configure using the Communication
Server 1000E system terminal and overlay 87

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
Communication Server 1000E system terminal and enter the following values. The highlighted
entries are required for correct SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 1
CTYP DCIP

DES VIR TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the Communication Server 1000E
system terminal and overlay 16. Load Overlay 16, enter RDB at the prompt, press return and
commence configuration. The value for DCH is the same as previously entered in overlay 17.
The value for NODE should match the node value in Section 5.4. The value for ZONE should
match that used in Section 5.5 for SIP_VTRK. The remaining highlighted values are important
for correct SIP trunk operation.
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Next, configure virtual trunk members using the Communication Server 1000E system terminal
and Overlay 14. Configure sufficient trunk members to carry both incoming and outgoing PSTN
calls. The following example shows a single SIP trunk member configuration. Load Overlay 14
at the system terminal and type new X, where X is the required number of trunks. Continue
entering data until the overlay exits. The RTMB value is a combination of the ROUT value

entered in the previous step and the first trunk member (usually 1). The remaining highlighted
values are important for correct SIP trunk operation.
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Next, configure a Digit Manipulation data block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. The value for

DMI is the same used when inputting the DMI value during configuration of the Route List
Block.

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the Communication Server 1000E system terminal and overlay 87. The following
are some example CDP entries used. The highlighted RLI value previously configured in

overlay 86 is used as the Route List Index (RLI), this is the default PSTN route to the SIP Trunk
service.
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5.8. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e Unistim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique five digit number is entered for the KEY 00 and KEY 01 value. The
value for CFG_ZONE is the same value used in Section 5.5 for VIRTUALSETS.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 59
SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. TELCS1K75SBC



CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 59
SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. TELCS1K75SBC




Digital telephones are configured using the Overlay 20, the following is a sample 3904 digital
set configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analog telephones are also configured using Overlay 20, the following example shows an
analog port configured for Plain Ordinary Telephone Service (POTS) and also configured to
allow T.38 Fax transmission. A unique value is entered for DN, this is the extension number.
DTN is required if the telephone uses DTMF dialing. Values FAXA and MPTD configure the
port for T.38 Fax transmissions.
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5.9. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000E system terminal and Overlay 15 to activate SIP Line services, as
in the following example where SIPL._ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 78
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details =
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the box
to enable
e SIP Domain Name: This value must match that configured in Section 6.1
¢ SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration
¢ SLG Local Sip port: Default value is 5070
e SLG Local TLS port: Default value is 5071

AVAVA C81000 Element Manager
-UCM Network Services &
-Home General | SIP Line Gateway Settings | SIP Line Gateway Service
-Links : o ~
— Virtual Termingls SIP Line Gateway Apphcat|0n.| Enable gateway service on this n0d4
+Alarms General Virtual Trunk Netwerk Health Monitor
- Maintenance - .
+ Core Equipment SIP domain name: |avaya.com i [ Monitor IP addresses (listed below)
- Peripheral Equipment E
= IP Network
Nodes: Servers. Media Cards SLG endpoint name: |cs1kvi3

~Maintenance and Reports

- Media Gateways Monitor IP:

SLG Group ID:

- Zones L |
~Host and Route Tables Monitor addresses:
- Network Address Translation (N SLG Local Sip port: (5070 (1-65535)
=~ QoS Thresholds : :
- Personal Directories o
- Unicode Name Directary SLG Local Tis port: (5071 [1-64535)

+Interfaces

- Engineered Values SIP Line Gateway Settings

+ Emergency Services
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5.10. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the Communication Server 1000E system
terminal and Overlay 20 to add a Universal Extension (UEXT). See the following example of a
SIP Line extension. The value for UXTY must be SIPL. This example is for an Avaya SIP
telephone, so the value for SIPN is 1. The SIPU value is the username, SCPW is the logon
password and these values are required to register the SIP telephone to the SLG. The value for
CFG_ZONE is the value set for SIPLINEZONE in Section 5.5. A unique telephone number is
entered for value KEY 00. The value for KEY 01 is comprised of the UAPR value and the
telephone number used in KEY 00.
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5.11. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup and click Submit to save configuration changes as shown below.

AVAYA

-Host and Route Tables

- (03 Thresholds
-Personal Directaries
- Unicode Mame Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched MNetwork
- Flexible Code Restriction
- Incoming Digit Translaticn
- Phones
-Templates
-KRepons
- Views
-Lists
-FProperties
- Migration
- Tools
- Backup and Restore
- Call Server

CS1000 Element Manager

Idanaging: 192.168.1.5 Usernams; admin
- Metwaork Address Translation Toolz » Backup and Restore » Call Server Backup and Restere » Call Server Backup

Call Server Backup

Action |Backup ~| | Submit Cancel

Backup process will take several minutes to complete. Scroll to the bottom of the page to verify
the backup process completed successfully as shown below.

Backing up reten.bkp to “Narfoptnontelicsifs/cf2ibackupl/single”™
Database hackup Complete!
TEMUZ07

Backup process to local Remaovable Media Device ended successfully.

Configuration of Communication Server 1000E is complete.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager to receive and route calls
over the SIP trunk between Communication Server 1000E and Session Manager. These
instructions assume other administration activities have already been completed such as defining
the SIP entity for Session Manager, defining the network connection between System Manager
and Session Manager, and adding SIP endpoints. The following administration activities will be

described.
e Define SIP Domain
e Define Locations

e Configure Adaptation Module

e Define SIP Entities
e Define Entity Links
e Define Routing Policy
e Define Dial Pattern

Configuration is accomplished by accessing the browser-based GUI of System Manager, using
the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of System
Manager. Log in with the appropriate credentials. Some administration screens have been

abbreviated for clarity.

AVAYA

Users

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign roles to
users

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

User Management
Manage users, shared user resources and
provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence
Routing
MNetwork Routing Policy
Session Manager
Session Manager Element Manager
SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Log off admin

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
View and configure licenses
Replication
Track data replication nodes, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager and Messaging System objects
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6.1. Define SIP domains

Expand Elements = Routing and select Domains from the left navigation menu, click New
(not shown). Enter the following values and use default values for remaining fields.

e Name Enter the Domain Name specified for the SIP Gateway in Section 5.3. In the
sample configuration, avaya.com was used

e Type Verify SIP is selected

¢ Notes Add a brief description [Optional]

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

AVAyA Avaya Aura™ System Manager 6.1 Help | About | Change Password | Log off

admin

Routing % Home

Routing fil Home /Elements / Routing / Domains- Domain Management

Domains Help ?
Eocations Domain Management
Adaptations

SIP Entities

Entity Links

Time Ranges 1 Item Refresh Filter: Enable
Routing Policies Name Type | Default | Notes

Dial Patterns * lavaya.com . . O

Regular Expressions

Defaults
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6.2. Define Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside, for
purposes of bandwidth management or location-based routing. Expand Elements 2 Routing
and select Locations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.

e Name Enter a descriptive name for the location

e Notes Add a brief description [Optional]

In the Location Pattern section, click Add and enter the following values.
e IP Address Pattern Enter the logical pattern used to identify the location. For the
sample configuration, 10.10.3.* was used
e Notes Add a brief description [Optional]

Click Commit to save. The screenshot below shows the Location defined in the sample
configuration.

Routing ‘
Domains

Location Details T
Adaptations
SIP Entities Epnera)
Entity Links * Name: [SMGRVL3 | ‘

Time Ranges Notes: |
Routing Policies
Dial Patterns

Overall Managed Bandwidth
Regular Expressions

Dbefaults Managed Bandwidth Units: |Kbit/sec =
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra-Location): 1000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): 1000, Kbit/Sec
Minimum Multimedia Bandwidth: 64 Kbit/Sec
* Default Audio Bandwidth: 80| m
Location Pattern
Add Remove I
3 Items  Refresh Filter; Enable
r IP Address Pattern Notes
O |+[z0.103~ '
0 *[10.10.9.%
5} *|ip:10.a.*
Select @ all, None
* Input Required Commit Cancel |
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6.3. Configure Adaptation Module

To enable calls to be routed to stations on Communication Server 1000E, the Session Manager
should be configured to use an Adaptation Module designed to remove digits before sending on
to the Communication Server 1000E. As the number being sent from Telenor contained a + at
the beginning of the calling id, the Communication Server 1000E cannot handle this and
therefore this needs removing. Expand Elements = Routing and select Adaptations from the
left navigational menu. Click New (not shown). In the General section, enter the following
values and use default values for remaining fields.

e Adaptation name  Enter an identifier for the Adaptation Module

e Module name Select DigitConversonAdaptor from drop-down menu

e Module parameter MIME =no - Strips MIME message bodies on egress from

Session Manager

Domains
T ocaitons Adaptation Details Commit
SIP Entities Genesdl
Entity Links * Adaptation name: remove
Time Ranges Module name: |DigitConversionAdapter =
Eoiling Bohties Module parameter: MIME=no
Dial Patterns
: Egress URI Parameters:
Regular Expressions
Defaults Notes:
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In the Digit Conversion for Incoming Calls to SM section, click Add and enter the following

values.
e Matching Pattern

e Min
e Max

e Delete Digits

Enter dialed prefix for calls to SIP endpoints registered to Session
Manager. In the sample configuration, +47 was used

Enter minimum number of digits that must be dialed

Enter maximum number of digits that may be dialed. In the sample
configuration 16 was used

Enter 3 to strip off +47

e Address to modify Select both

In the Digit Conversion for Outgoing Calls to SM section, click Add and enter the following

values.
e Matching Pattern

e Min
e Max

e Delete Digits

e Insert Digits

Enter dialed prefix for calls to SIP endpoints registered to Session
Manager. In the sample configuration, 5 was used

Enter minimum number of digits that must be dialed

Enter maximum number of digits that may be dialed. In the sample
configuration 16 was used

Enter number of digits that may be deleted. In the sample
configuration, 4 was used

Enter number of digits to be added before the dialed number
+4722xxxxxx was used as this number required to be presented as
CLID on outgoing calls

e Address to Modify Select Both

The following screenshot shows the Digit Conversion for incoming and outgoing calls defined in

the sample configuration.

Add Remave

1 Item Refresh

Digit Conversion for Incoming Calls to SM

Filter: Enable

u Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes
[0 *|+47 “E |16 *13 both |
Select : All, None

Add Remove

1Item Refresh

Digit Conversion for Outgoing Calls from SM

Filter: Enable

g . Matching Pattern . Min Max Phone Context . Delete Digits . Insert Digits . Address to modify Notes

O %[5 *[2 * 16 * (4 +472 2300000 'bctl‘—;l

Select : All, None
* Input Required Commit I Cancel
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6.4. Define SIP Entities

A SIP Entity must be added for Communication Server 1000E and also for the Avaya SBCE.
Expand Elements = Routing and select SIP Entities from the left navigation menu. Two new
SIP Entities will need to be added as noted above. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.
e Name Enter an identifier for the SIP Entity
e FQDN or IP Address  Enter TLAN IP address of Communication Server 1000E Node
identified in Section 5.3. For the Avaya SBCE enter the
private interface IP address

e Type Select Other for the Communication Server 1000E and
gateway for the Avaya SBCE

e Notes Enter a brief description [Optional]

e Adaptations For the Avaya SBCE select the remove adaptor that was
created in Section 6.3

e Location Select the Location defined for Communication Server 1000E
in Section 5.2 and also apply this same location to the Avaya
SBCE

In the SIP Link Monitoring section:
e SIP Link Monitoring Select Use Session Manager Configuration

Click Commit to save the definition of the new SIP Entity. The following screenshot shows the
SIP Entity defined for Communication Server 1000E in the sample configuration.

[l Home /Elements / Routing / SIP Entities- SIP Entity Details

Domains

et SIP Entity Details ﬂl
Adaptations General
SIP Entities * Name: [CS1K

Entity Links
2 * FQDN or IP Address: |10.10.3.6
Time Ranges

Routing Policies Type: |Other

Dial Patterns Motes:

{additional notes with max| 255 characters.

Regular Expressions

Defaults Adaptation: I >
Location: ISMGRVL3 i

Time Zone: [Europe/Dublin =

Override Port & Transport with DNS SRV: [
* SIP Timer B/F (in seconds): ]

Credential name:

Call Detail Recording: Incne ot

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration ;I
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The following screenshot shows the SIP Entity defined for Avaya SBCE in the sample
configuration, note the adaption created in Section 6.3 is associated with this entity link.

Domains

Locations
Adaptations

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

SIP Entity Details

General

SIP Link Monitoring

Routing '}l Home /Elements / Routing / SIP Entities- SIP Entity Details

¥ Name:
* FQDN or IP Address:

Type:

Adaptation:

Location:

Time Zone:

Sipera

10.10.3.30

Notes: |

remove T
SMGRVL3 ¥

|Eurupe;’Dubhn ;I

Override Port & Transport with DNS SRV:

¥ SIP Timer B/F (in seconds):

Credential name: |

Call Detail Recording:

-

Z |

none ¥

SIP Link Monitoring:

|Use Session Manager Configuration ;l

Commit

A SIP Entity link must also be defined for Session Manager but that is not shown in this

document.
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6.5. Define Entity links

The SIP trunk between the Session Manager and the Communication Server 1000E is described
by an Entity link. The same is needed between the Session Manager and Avaya SBCE.

Expand Elements = Routing and select Entity Links from the left navigation menu. Click
New (not shown). Enter the following values.

e Name Enter an identifier for the link to each telephony system

e SIP Entity 1 Select SIP Entity defined for Session Manager

e SIP Entity 2 Select the SIP Entity defined for Avaya Communication Server
1000E/ Avaya SBCE in Section 6.4

e Protocol After selecting both SIP Entities, select TCP as the required protocol

e Port Verify Port for both SIP entities is the default listen port. For the
sample configuration, default listen port is 5060

e Trusted Enter a tick in the box

e Notes Enter a brief description [Optional]

Click Commit to save Entity Link definition. The following screen shows the entity link
defined for the SIP trunk between Session Manager and Avaya Communication Server 1000E.

Routing
Domains

Locations

[l Home /Elements / Routing / Entity Links- Entity Links
Help 7|

Cancel

Entity Links

Adaptations
SIP Entities

Entity Links

Time Ranges Filter: Enable

1 Item | Refresh

Routing Policies Name SIP Entity 1 | Protocol Port SIP Entity 2 | Port Trusted MNotes

Dial Patterns +[cs1k + [Session Manager ¥| [Tce ]  *[s060 +[cs1k * 5080 focsix

Regular Expressions

Defaults

The following screen shows the entity link defined for the SIP trunk between Session Manager
and Avaya SBCE.

Domains Help 2

Locations Enitity:Links ﬂlﬂl

Adaptations

SIP Entities

Entity Links

Time Ranges 11Item Refresh Filter: Enable

Routing Policies Name SIP Entity 1 Protocol = Port SIP Entity 2 | Port | Connection Policy  Notes

Dial Patterns + [Sipera + [Session Manager = TCP = *[s060 |  *[Sipera - + [5060 Trusted v toSipera

Regular Expressions

Defaults

* Input Required Commit Cancel
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6.6. Define Routing Policy

Routing policies describe the conditions under which calls will be routed to Communication
Server 1000E from either SIP endpoint registered to Session Manager or from other telephony
system. It also describes the routing polices for which calls will be routed to the Avaya SBCE
and therefore to Telenor SIP network. To add a routing policy, Expand Elements = Routing
and select Routing Policies. Click New (not shown). In the General section, enter the following
values.

e Name Enter an identifier to define the routing policy
e Disabled Leave unchecked
¢ Notes Enter a brief description [Optional]

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). For routing policy to the Avaya Communication Server 1000E, select the SIP Entity
associated with Communication Server 1000E defined in Section 6.5 and click Select. The
selected SIP Entity displays on the Routing Policy Details page. Use default values for
remaining fields. Click Commit to save Routing Policy definition.

Note: The routing policy defined in this section is an example and was used in the sample
configuration. Other routing policies may be appropriate for different customer networks.

The following screenshot shows the Routing Policy for Communication Server 1000E:

Routing ()l Home /Elements / Routing / Routing Policies- Routing Policy Details
Domains
T Routing Policy Details Commit
Adaptations
SIP Entities Lencral
Entity Links * Name: [toCS1K
Time Ranges Disabled: [
Dial Patterns
Regular Expressions x : _
SIP Entity as Destination
Defaults
Select
Name FQDN or IP Address Type Notes
C51K 10.10.3.6 Other
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For routing policy to the Avaya SBCE — Telenor SIP Trunk, select the SIP Entity associated with
Avaya SBCE defined in Section 6.5 and click Select. The selected SIP Entity displays on the

Routing Policy Details page. Use default values for remaining fields. Click Commit to save
Routing Policy definition.

The following screenshot shows the Routing Policy for Avaya SBCE — Telenor SIP Trunk:

Routing ‘
Domains
Focation Routing Policy Details Commit
Adaptations
SIP Entities gl
Entity Links * Name: toSipera
Time Ranges Disabled: ™

Routing Policies

Notes:
Dial Patterns

Regular Expressions
SIP Entity as Destination
Defaults
Select |
Hams [EropNop iR dresy [Additional nates with max, 255 characters. | i fotey
Sipera 10.10.3.30 Gateway
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6.7. Define Dial Pattern

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from Communication Server 1000E to Telenor and vice
versa.

Dial Patterns define which route policy will be selected for a particular call based on the dialed
digits, destination domain and originating location.

To define a dial pattern, expand Elements = Routing and select Dial Patterns (not shown).
Click New (not shown).

In the General section, enter the following values and use default values for remaining fields.

e Pattern Enter dial pattern that will be matched against the Request URI of a
call

e Min Enter the minimum number of digits that must to be dialed

e Max Enter the maximum number of digits that may be dialed

e SIP Domain Select the SIP domain from the drop-down menu or select ALL if
Session Manager should accept incoming calls from all SIP domains

e Notes Enter a brief description [Optional]

In the Originating Locations and Routing Policies section, click Add. The Originating
Locations and Routing Policy List page opens (not shown).
e Originating Locations Select ALL
¢ Routing Policies Select the Routing Policy defined for Communication
Server 1000E in Section 6.6

Click Select to save these changes and return to Dial Pattern Details page. Click Commit to
save. The following screen shows that minimum 2 digit dialed numbers that begin with 22
originating from SMGRVL3 uses route policy toCS1K. This will allow DID numbers assigned
to the enterprise from Swisscom SIP Trunk Service to route to Communication Server 1000E.

Routing il Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains
Locations Dial Pattern Details Commit
Adaptations
Gene
SIP Entities General
Entity Links ¥ Pattern: |22
Time Ranges * Min: |2
Routing Policies
* Max: |16

= Ei Call: ™
Regular Expressions mesgeney Ca
Defaults SIP Domain: |-ALL- >

Notes: |

Originating Locations and Routing Policies

Add Remove

1Item Refresh Filter:

riginating Location outing Poli Eputing outing Poli outin,
u Originating Location Name | 30&5 drilae nar:e Bty Rank 7 Drsnalllntlzd ges:i"gt'i’or: oy :nt;s a F
[ SMGRVL3 toCS1K ) [ ] CS1K
Select : All, None
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Repeat the above steps to add the Dial Pattern to the Avaya SBCE, select the routing policy
defined in Section 6.6. The following screenshot shows that a minimum 5 digit dialed numbers
that begin with 00353 originating from SMGRVL3 uses route policy toSipera. This will allow
outbound calls to route from the Communication Server 1000E to PSTN test numbers in the
Avaya enterprise lab.

Routing il Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains

Locations Dial Pattern Details Commit

Adaptations

SIP Entities Kaesteral

Entity Links * Pattern: 00353

Time Ranges * Min: |5

Routing Policies e
* Max: |16

Dial Patterns g

Regular Expressions Emergency Call: [

Defaults SIP Domain: |-ALL- =
Notes:

Originating Locations and Routing Policies

Add Remove

11Item Refresh Filter:
P o . : Routing - . "
o ) Originating Location Routing Policy £ Routing Policy Routing F
r Originating Location Name 1 . Notes Name Rank 2 . f'olu:v Destination Notes
Disabled
0 -al- Any Locations toSipera (] r Sipera

Select : All, None
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. The Avaya SBCE is administered
using the UC-Sec Control Center.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the private IP address configured at installation. Select UC-

©) Sipera

Systems

Choose a destination

IM Log Viewer

@.\.. ) v |/ https:if10.50.140. 101 jucsec/

File Edit ‘View Favortes Tools  Help Ssnagtt !

9 |@UC-SEC Contral Center | | {fi‘; 7

[ «

Signin
@ S'p y Login ID !:ucsec :|
I SeyS't’eg Password |eeses| ]

LEARN - VERIFY - PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
VolP security by adapting the best practices of internet security and by using unique,
sophisticated technigues such as VolP protocol misuse & anomaly detection,
behavioral learning based anomaly detection and voice spam detection to protect
VolP networks.
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7.2. Define Network Information

To define the network information for the Avaya SBCE, click on the Device Specific Settings to
expand the options, then select Network Management.

e C(Click on Add IP

e Define the internal IP address with subnet mask and assign to interface Al

e Select Save (not shown) to save the information

e C(Click on Add IP
Define the external IP address with subnet mask and assign to interface B1
Select Save (not shown) to save the information

e Select the Interface Configuration tab and change the state of interfaces A1 and B1 to

Enabled

To activate the changes click on System Management in the main menu and select Restart
Application indicated by an icon in the status bar (not shown).

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:06:44 PM GMT

@ Alarms Incidents |[lfj Statistics = =] Logs &5 Diagnostics & users 3] Logout | @ Help
|3 UC-Sec Contral Center Device Specific Seftings = Network Management: GSSCP_03
Welcome
0 Administration
|| BackupiRestore Network Configuration | | Interface Configuration
@ Systen Management GSSCP_03

b [0 clobal Parameters
| Glabal Profiles

v [ SIP Cluster

> [) Domain Palicies

v

4 [ Device Specific Setiings A1 Metmask A2 Metmask B1 Metmask BZ Metmask
[2ss.255.255.0 | | \ [255.255:255.128 | | |
Bl media Interface
. Signaling Interface Changes will not take effect until the interface is updated. Save Changes
f“( Signaling Forking Clear Changes
) | puwicp | Gateway |
End Paint Flows ; Ptk 1
I session Flows [10.103.30 i | [10-10.34 [Jar =] =
iy
i Two Factar - =
@Relay Services |38 000 | [ ||B‘I & X
& |2 Troubleshooting
> |2 TLS Management
o (3 1M Logging
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7.3. Define Interfaces

To define the signaling and media interfaces for the Avaya SBCE, click on the Device Specific
Settings to expand the options.

7.3.1. Signalling Interfaces

Select Signalling Interface from the menu options.
e Select Add Signalling Interface
e Inthe Name field enter a descriptive name for the internal signalling interface
e Select the internal interface IP address defined in Section 7.2

e Select UDP and TCP port numbers, 5060 is the default port number used for this test
configuration

Select Add Signalling Interface

In the Name field enter a descriptive name for the external signalling interface

Select the external interface IP address defined in Section 7.2

Select UDP and TCP port numbers, 5075 is used by Telenor

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 2:03:12 PM GMT systems
@ Alarms Incidents | [Jfy Statistcs =] Logs | 5 Diagnostics | [f Users 3| Logout | @ Help
| UC-Sec Control Center
@ Welcome

% Administration

[ BackupRestore Sl nieriace

@System IManagement GSSCP_D3
b [2) Global Parameters
© [ Global Profiles
b 3 SIP Cluster Lo e
b [Z) Domain Policies
4 |3 Device Specific Settings Int_3ig 10.10.3.30 5060 5060 — MNaone & X

g Device Specific Settings = Signaling Interface: GSSCP_03

@Nem'orkf--1anagement Ext_Sig TR Ry 5075 5075 — Mone P X
H wedia Interface

[ ' signaling Interface |
% Signaling Forking =
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7.3.2. Media Interfaces

Select Media Interface from the menu options. The IP addresses for media can be the same as
those used for signalling.
e Seclect Add Media Interface

e Inthe Name field enter a descriptive name for the internal media interface
e Seclect the internal interface IP address defined in Section 7.2

e Select RTP port ranges for the media path with the enterprise end-points

e Select Add Media Interface

e Inthe Name field enter a descriptive name for the external media interface
e Select the external interface IP address defined in Section 7.2

e Select RTP port ranges for the media path with the Telenor SIP Trunk Service

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:04:48 PM GMT

@ Alarms Incidents ﬂﬂ Statistics E Logs i-?l Diagnostics |— Users ﬁJ Logout @ Help
(53 UC-Sec Control Center Y Device Specific Settings = Media Interface: GSSCP_03

@Welcome

¥ Administration

[ Backup/Restore UC-Sec Devices m‘

B8 system Management GSSCP_03 )

I Glohal Parameters

I |2 Glohal Profiles

¢ [ SIP Cluster

b [ Domain Policies

4[5 Device Specific Settings

am 1
Bl Metworciianagemant Int_lledia 10.10.3.30 35000 - 40000 2%
H Media Interface
" Signaling Interface Ext_Media AR AR RRE XXX 35000 - 40000 .
“’* Signaling Forking —
& SNMP
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7.4 Define Server Interworking

Server interworking is defined for the Telenor SIP Trunk Service and the Session Manager. To
define server interworking, first click on Global Profiles to expand the menu options.

e Highlight the avaya-ru profile and select Clone Profile

e Inthe Name field enter a descriptive name for server interworking profile from the

Session Manager to the Telenor SIP Trunk Service

e Click on Finish
e Select Edit and check the T.38 box, then Next and Finish
e Select Add Profile
e Inthe Name field enter a descriptive name for server interworking profile from the

Telenor SIP Trunk Service to the Session Manager

e Seclect Edit and check the T.38 box

e Change the Hold Support RFC to RFC2543

e Seclect Next three times and Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 3:58:57 PM GMT
[Ify statisties | =) Logs =% Diagnostics

@ Alarms Incidents

|=) UC-Sec Contral Center
Welcome
¢ Administration
EﬁﬂBackupfﬁesmre
@ System KManagement
> I Global Parameters
4 [ Global Profiles
EDamaln Dos
i Fingerprint
@Phone Interworking
ﬁlﬂed\a Forking
;"%Rnuting
& Server Configuration
£8 Subscriber Profiles
alm Topology Hiding
Signaling Manipulation
£ URI Groups
b 10 SIP Cluster
|2 Domain Folicies
b |2 Device Specific Settings
& I Troubleshooting
b @S IManagement
b 123 1M Logging

Global Profiles = Server Interworking: SM3_CS

Interworking Profiles

cs2100

avaya-ru
QCS-Edge-Server
cisco-ccm

cups

Sipera-Halo
OCS-FrontEnd-Server
SM3.CS

SP_Trunk

|& users

Click here to add a description.

General || Timers ‘ | URI Manipulation ‘ ‘ Header Manipulation ‘ ‘ Advanced ‘

Rename Profile Clone Profile |

Hald Support RFC2543
180 Handling Maone
|181 Handling Mone ‘
182 Handling Maone
183 Handling Maone
Refer Handling Mo

2 Handling MNo

Diversion Header Support Mo

Delayed SOP Handling Ma
|T.38 Support Yes |
URI Scheme SiP

‘ia Header Format RFC3261

Privacy Enabled

No
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7.4. Define Servers

To define the servers and add the additional IP address for the Telenor SIP Trunk Service, click
on Global Profiles to expand the menu. Select Server Configuration to add the Call Server
which is the Session Manager.

e Select Add Profile

e Inthe Name field enter a descriptive name for the Session Manager

e Enter the Session Manager SIP Signalling interface IP address in the IP address field

e Select TCP and UDP ports for SIP signaling

UC-Sec Control Center
Welcome uc signed in as Admin. Current server time is 1

() Alarms Incidents | [Jf Statistics
[ UG-Sec Control Center

Ells ro =
@ Welcome Add Profile Rename Profile | Clone Profile | Delete Profile

1.'3- Administration

[&]| Backup/Restore General ‘ | Authentication | | Heartbeat ‘ | Advanced

@] Logout (@ Help

@System Management SM3 Call Server

> [2) Global Parameters S Sl Seavar

4 |5 Global Profiles - - Server Type Trunk Server
gD_Umam Dos IP Addresses / FQDNs 10.10.3.5
g Fingerprint ) Supported Transports TCP, UDP
& Server Interworking
45 Phone Interworking AL S
&% Media Forking UDP Port 5060
o Routing

= Senver Configuration @

& Subscriber Profiles
ala Tepology Hiding
Signaling Manipulation
25 URI Groups =
) SIP Cluster
> |Z) Domain Policies
[ Device Specific Settings -

Select the server Interworking Profile for the call server defined in Section 7.4.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:22:13 PM GMT

s
@ Help

@ Alarms Incidents ﬂﬁ Statistics | =] Logs | % Diagnostics m Users ﬂ Logout
ij 1C-Sec Control Center Global Profiles = Server Configuration: SM3_Call_Server
- s
“o¢ Administration
|=] Backup/Restare General | ‘ Authentication | | Heartbeat |i|Aclvanced||
@ System Management
I+ [ Global Parameters Advanced
4 (3 Global Profiles S e Enahle DoS Protection |l
B pomain Dos ;
,%1 Fingerprint Enahble Grooming r
% Senver Interwarking | Interwarking Profile SM3_CS ‘
@ Phone Interwarking
f:& WMedia Forking Signaling Manipulation Script Mone
% Routing TCP Connection Type SUBID
Fa[Berver Configuration )
58 Subscriber Profiles LUDF Connection Type SUBID
alm Topology Hiding
Signaling Manipulation
24 URI Groups
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Select Server Configuration to add the Trunk Server which is the Telenor SIP Trunk Service.
e Select Add Profile
e Inthe Name field enter a descriptive name for the Telenor SIP Trunk Service
e Enter the Telenor SIP Trunk Service IP address in the IP address field
e Select a UDP port for SIP signaling 5075 is used by Telenor

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 4:10:29 PM GMT Systems

@ Alarms Incidents Eﬂ Statistics j Logs m Users
.j UC-Sec Caontrol Center Global Profiles = Server Configuration: 5P_Trunk_Server

W
© welcome Add Profile Rename Profile Clone Profile Delete Profile

“& Administration

4] Logout @ Help

i-?_: Diagnostics

EfﬂBackum’Resture General | | Authentication | | Heartbeat | | Advanced |
B8 system WManagement SM3 Call Server
b |2 Global Parameters
4 |3 Glohal Profiles SR T eTiel Server Type Trunk Server
@Domam Dog
%}1 Fingerprint IP Addresses | FQDMNs KR BKX R
@ server Interworking Supported Transports upp
@Phone Interworking
&% Media Forking iR STl
ﬁRouting
4 Sener Confauraton] =

£ Subscriber Profiles
‘-'lﬂTopology'Hiding

Signaling Manipulation
&5 URI Groups

Select the server Interworking Profile for the trunk server defined in Section 7.4.

.
UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 4:13:49 PM GMT 5 s
@ alarms Incidents | [Ify Statistics =] Logs % Diagnostics [B Users ] Logout | @ Help
.,j UC-Sec Caontrol Center Global Profies = Server Configuration: SP_Trunk Server

@ Welcome Add Profile Rename Profile Clone Profile Delete Profile

i Administration
Backup/Restore General | ‘ Authentication | | Heartbeat || Advanced |

Systern Management SM3 Call Server fe=—
Glohal Paramaters ——
4 [ Global Profiles pE_trmk. Sever Enahle DoS Protection I
@ Domain DoS
& Fingerprint

1 senverInterworking Interwarking Profile SP_Trunk
€9 Phone Interwaorking

Enable Grooming 'l

Media Forking Signaling Manipulation Script Mone
i it Routing UDP Connection Type SUBID
&4 Subscriber Profiles Edit
als Topelogy Hiding -
Signaling Manipulation
53 URI Groups
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7.5. Define Routing

To define routing to the Session Manager, click on Global Profiles to expand the menu. Select
Routing.

e Select Add Profile

e Inthe Name field enter a descriptive name for the Session Manager

e Enter the Session Manager SIP Signalling interface IP address in the Next Hop Server 1

field
e Check the Next Hop in Dialog box
e Seclect TCP for the Outgoing Transport

Note: The Next Hop in Dialog is required to ensure that messages are sent to the next hop
address regardless of the original destination. This is necessary where the Trunk Server sends
messages to the address specified in the Contact header in the original INVITE message.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:30:17 PM GMT

@ slarms incidents | [Jf Statistics =] Logs | % Diagnostics [[ Users & Logout | @ Heip
v
& Administration
Eﬁ'j Backup/Restore Click here to add a description.

System Management
> Eclubalparameters ,demun _ e
4 (53 Slobal Promies
E Domain DosS Trunk Server
’“{"4- Fingerprint
8 server Interworking Next Hop

Priority URI Group 5 er 1

€5 Phone Interwarking

{?. Media Forking

| & Server Configuration

&8 Subscriber Profiles

olm Topology Hiding
Signaling Manipulation

10.10.3.55

To define routing to the Telenor Trunk Server, create an additional profile
e Select Add Profile
e Inthe Name field enter a descriptive name for the Telenor SIP Trunk Service

e Enter the Telenor SIP Trunk Service IP address and port 5075 in the Next Hop Server 1
field

e Check the Next Hop in Dialog box
e Select UDP for the Outgoing Transport

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 4:32:53 PM GMT

@ Alarms incidents | [y Statistics =] Logs | S Diagnostics | [f Users & Logout | @ Help
=) UC-Sec Control Center Gilobal Profies > Routing: Trunk Server

Euveicams ‘Ada Profie [ Clone Profie | Delete Promie |
“o Administration
5] Backup/Restore Routing Profiles Click here to add a description.
B8 system Management st o o |
& 15 Global Parameters Routing Profile
< ) Global Profiles Call Server

EDDmaln Cos

fﬁ? Fingerprint

3 server Interworking
@F‘hnne Interworking
Media Forking

Add Routing Rule

i Server Configuration ‘1 | i e = = - = r PR
L8 Subscriber Profiles
"lﬂTDpulug;-' Hiding
Signaling Manipulation
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7.6. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. To define Topology Hiding for the Session Manager, click on Global Profiles to expand
the menu and select Topology Hiding
e Select Add Profile
e Inthe Name field enter a descriptive name for the Session Manager
e Overwrite the From field with a domain name for the Trunk Server, in test avaya.com
was used
¢ Overwrite the Request-Line field and To field with a local domain name, in test
avaya.com was used

Note: Different domain names could be used for the enterprise and Telenor network.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:37:01 PM GMT

@ Alarms Incidents | [Ify Statistics | =] Logs | %, Diagnostics | [8 Users & Logout | @ Help
52 UC-Sec Control Center Giobal Profiles > Topology Hiding: SM3_CS
@ Welcome

Lo Administration
[aﬂ Backup/Restare
@ System Management
> |y Global Parameters
< [ Glokal Profiles
EDDH‘IEH‘I DoS
& Fingerprint
@ Server Interworking
@Phnne Interworking
ﬁl’,‘!edla Forking
s"gﬁoutlng
T Server Configuration
&8 Subscriber Profiles
1!DTopoIogy Hiding
Signaling Manipulation
&% URI Groups
& I SIP Cluster
b I Domain Policies

Topology Hiding Profiles

T W

Click here to add a description.

cefault

Topology Hiding

cisco_th_profile

[S3 €8

Repince acton Overwrto vaiue

From IP/Domain Owverwrite avaya.com
SP_Trunk

Via IP/Domain Auto ===

SDP IP/Domain Auto ]

Record-Route IP/Domain Auto =

Request-Line IP/Domain averwrite avaya.com

To IP/Domain Overwrite avaya.com

To define Topology Hiding for the Telenor SIP Trunk Service, create an additional profile
e Select Add Profile
e Inthe Name field enter a descriptive name for the Telenor SIP Trunk Service
e Overwrite the From field with a Replace Action Next Hop selection
e Overwrite the Request-Line field and To field with Replace Action Next Hop selection

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 3:52:07 PM GMT

@ alarms Incidents

[ly statistics

|3 UC-Sec Control Center
&) Welcome
& Administration
|=]| Backup/Restore
B system Management
= |2y Global Parameters
4 | Global Profiles
B comain Dos
&5 Fingerprint
& Server Interworking
<3 Phone Interworking
&% Media Forking
o+ Routing
i Server Configuration
£, Subscriber Profiles
Signaling Manipulation
&5 URI Groups

Logs | & Diagnostics

[& users

& Logout | @ Help

Click here to add a description.

daloult Topology Hiding |
cisco_th_profile
SM3_CS Header Criteria Replace Action Overwrite Value
EP Fruni To IP/Domain Mext Hop —

From IP/IDomain Auto ==

Wia IP/iDomain Auto =

SDP IP/Domain Auto ==

Feuuest—une IP/Domain Mext Hop | -

Record-Route IPIDomain Auto ==
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7.7. Signalling Rules

Signalling rules are a mechanism on the Avaya SBCE to handle any unusual signalling scenarios
that may be encountered for a particular Service Provider. When the Entity Link described in
Section 6.6 is established, it initiates OPTIONS messages from the Session Manager to the
Avaya SBCE. This prompts the Avaya SBCE to initiate OPTIONS messages to the Service
Provider. If it doesn’t receive a valid response from the Service Provider, it will not respond to
the Session Manager. The 407 “Proxy Authentication Required” is not treated as a valid
response. When this happens, the Entity Links will not be established and will be indicated as
“DOWN?” on the Session Manager

A signalling rule must be defined on the Avaya SBCE to treat the 407 “Proxy Authentication
Required” response from Telenor and change it to a valid 200 “OK” response for Session
Manager. To define the signalling rule, click on Domain Policies to expand the menu and select
Signalling Rules.
e Select Add Rule
In the Name field enter a descriptive name for the Telenor signalling rule
Click on the Responses tab
Click on the Add in Response Control
Select Response Code 407
Select Change response in the In Dialog Action field
Define the response code as 200 and the text field as OK

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:52:57 PM GMT
@ Alarms Incidents | [} Statistics | =] Logs &, Diagnostics | & Users m Logout (@ Help
T

e s Domain Policies = Signaling Rules: Telenor 407

Lﬁ_l Backup/Restore

[+ 3 Fn & - i
'T' Iohal parameters Click here to add a description.
4 |2 Global Profiles
B pomain Dos default General | | Requests H Responses || Request Headers || Response Headers || Signaling QoS ‘
& Fingerprint ) Ho-Content-Type-Checks
€9 Phone Interworking Telenor 407

fgmed\a Forking

EE:““”QC B 1 407 ALL Change respanse to 200 0K No N 2%
I erver Configuration

&8 Subscriber Profiles
alm Topalegy Hiding
Signaling Manipulation

& URI Groups

I |2 SIP Cluster

4 |2) Domain Policies
[E5 Application Rules
;E Border Rules
H Wedia Rules
[} security Rules
L) Time of Day Rules
-

2 |End Point Policy Groups _|
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An End Point Policy Group is required to implement the signalling rule. To define this, click on
Domain Policies to expand the menu and select End Point Policy Groups.
e Select Add Group
In the Name field enter a descriptive name for the Telenor Policy Group
In the Application field, select default
In the Border field, select default
In the Media field, select default-low-med
In the Security field, select default-low
In the Signalling field, select the recently added signalling rule for Telenor
e Inthe Time of Day field, select default

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 5:05:19 PM GMT Systems
@ Alarms Incidents I]ﬂ Statistics j Logs ? Diagnostics @ Users ﬂ_j Logout '@ Help

@ System Management g4 Domain Policies = End Point Policy Groups: Telenor-low
> [ Global Parameters el | [Filter By Device... | Delete Group
4 [7) Global Profiles ’ :
EDnmain Dos Policy Groups Click here to add a description.

& Fingerprint default-low
% Server Interworking

2 defaultlow-enc
€9 Phane Interwaorking Policy Group

Click here to add a row description.

f& IMedia Forking default-med
i Server Configuration
&8 Subscriber Profiles default-high i - -

ulm  idi
Tonlgg, Hldln_g 2 default-high-enc
Signaling Manipulation |
45 URI Groups 0OCS-default-high

B =3 S
"_.] 3 Cl_uSter_ ) avaya-def-low-enc
4 |2 Domain Policies

[= Application Rules

.E Border Rules
B media Rules
[} security Rules
2" Signaling Rules
& Time of Day Rules
[ = |EndPaint Palicy Groups

default-low-
med

| default default default-low Telenor 407 default P 48

7.8. Server Flows

Server Flows combine the previously defined profiles into an outgoing flow from the Session
Manager to the Telenor SIP Trunk Service and an incoming flow from the Telenor SIP Trunk
Service to the Session Manager. To define an outgoing Server Flow, click on Device Specific
Settings to expand the menu and select End Point Flows.
e C(Click on the Server Flows tab
e Select Add Flow
e Inthe Name field enter a descriptive name for the outgoing server flow
e Inthe Received Interface field, select the SIP signalling interface for the Telenor SIP
Trunk Service
¢ Inthe Signalling Interface field, select the SIP signalling interface for the Session
Manager
e Inthe Media Interface field, select the media interface for the Session Manager
¢ Inthe Routing Profile field, select the routing profile of the Telenor SIP Trunk Service
e Inthe Topology Hiding Profile field, select the topology hiding profile of the Session
Manager
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An incoming Server Flow is defined as a reversal of the outgoing Server Flow

e Select Add Flow

e Inthe Name field enter a descriptive name for the incoming server flow

e Inthe Received Interface field, select the SIP signalling interface for the Session
Manager

¢ In the Signalling Interface field, select the SIP signalling interface for the Telenor SIP
Trunk Service

e Inthe Media Interface field, select the media interface for the Telenor SIP Trunk
Service

¢ Inthe End Point Policy Group field, select the End Point Policy Group defined in
Section 7.8

¢ Inthe Routing Profile field, select the routing profile of the Session Manager

¢ Inthe Topology Hiding Profile field, select the topology hiding profile of the Telenor

SIP Trunk Service

UC-5ec Control Center

© Sipera

2
@] Logout | @ Help

Welcome ucsec, you signed in as Admin. Current gerver time is 5:29:24 PM GMT
@ Alarms Incidents | [l Statistics = =] Logs

:-E_\ Diagnostics

|8 users

53 UC-Sec Control Center Device Specific Settings > End Point Flows: GSSCP_03
@ Welcome
< Administration —
[=]] Backup/Restare Subscriber Flows | | Server Flows ‘

B8 =ystern Management
v [ Global Parameters

b [ Global Profiles
b 2 SIP Cluster
v [ Demain Policies
4 [ Device Specific Settings
B Metwark Management
Media Interface
24" Gignaling Interface
Signaling Forking

5 End Point Flows

i Session Flows
55 Two Factor
& Relay senices

Remote | Received | Signaling| Media Point

Subnet | interface | Interface | Interface | Policy

Ext Sig Int.Sig  Int_Media

1 SM3_Call_Server

low

default-

Trunk
Server

SM3_CS  Mone 2 X 9

Server Configuration: SP_Trunk_Server

Remote  Received| Si

Transport) s bnet | interface

Telenor-

Call

¥ it 1| SP_Trunk_Server nt_Sig  Ex_Sig  Ed Media | = corer | SPTrunk Mone .2 X 4
e -
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8. Telenor SIP Service Provider Configuration

The configuration of Telenor’s equipment used to support the SIP trunk service is outside of the
scope for these Application Notes and will not be covered. To obtain further information on

Telenor’s equipment and system configuration please contact an authorised Telenor
representative.

9. Verification

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

9.1. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select
Group table as shown below.

AVAYA €S1000 Element Manager
- UCM Network Services 21 Managing: 192.168.1.6 Username: admin
- Home System » Maintenance
- Links
- Virtual Terminals Maintenance
- System
+Alarms
- Maintenance . 3
+ Core Equipment * Select by Overlay © Select by Functionality

- Peripheral Equipment
+IP Network:

A =3elect erlay=
& Enng uj;:rged valdes LD 30 ork and Signaling
. Emgergeno i LD 32 ork and Peripheral Equipment
= == LD 34 - Tone and Digit Switch
SRR (D 36 - Trunk
- Customers LD 37 - Input'Qutput
- Routes and Trunks LD 38 - Conference Circuit
- Routes and Trunks LD 39 - Intergroup Switch and System Clock
- D-Channels LD 45 - Background Signaling and Switching
- Digital Trunk Interface LD 46 - Multifrequency Sender D-Channel Diagnastics
- Dialing and Numbering Plans LD 48 - Link MSDL Diagnostics
- Electronic Switched Network LD 54 - Multifrequency Signaling TMODI Diagnostics
- Flexible Code Restriction LD 80 - Digital Trunk Interface and Primary Rate Interface
- Incoming Digit Translation LD 75 - Digital Trunk
- Phones LD 80 - Call Trace
- Templates LD 96 - D-Channel
- Reports LD 117 - Ethernet and Alarm Management
- Views LD 135 - Core Common Equipment
- Lists LD 137 - Core Input/Output
- Properties LD 143 - Centralized Software Uparade
- Migration
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Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields.

e APPL_STATUS
e LINK STATUS

Verify status is OPER

Verify status is EST ACTV

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Networlk
~Flexible Code Restriction
- Incoming Digit Translation
- Phones
- Templates
-Reports
- Views
- Lists
- Properties

IAVAYA €S1000 Element Manager
|- UCM Hetwork Services =1 Managing: 182.168.1.6 Username: admin
L System » liaintenance » D-Channel Diagnostics
- Links
- Vitual Terminals D-Channel Diagnostics
- System
+Alarms
- lizintenance Diagnostic Commands Command Parameters
+ Core Equipment = =
- Peripheral Equipment Status for D-Channel (STAT DCH} VI Submit
< I Hewnge [Disable Automatic Recovery (DIS AUTO) =l =oAL Submit
+Interfaces
-Engineered Values |Enah|eAulumatlt Recovery (ENL AUTO) ;I I~ FoL Submit
+Emergency Services = - =
+ Software |Testlnlerrumueneralmn (TEST 100 ;I Submit
- Customers |Eslabh5h D-Channel (EST DCH) &3 | Submit

| |ocHfpEs

€ 001 SIP_DCH OPER

slauTo_RECY|

AUTO

Command executed successfully.

9.2. Verify Avaya Aura® Session Manager Operational Status

Navigate to Elements = Session Manager = Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as

shown below.

Dashboard

Session Manager
Administration
Communication Profile
Editor

Network Configuration
Device and Location

Configuration

» Tests Pass
¢ Security Module
s  Service State

v

Up

Accept New Service

[l Home /Elements / Sescion Manager- Session Manager

Application

Configuration

System Status

System Tools

Select : All, None

Help 2
Session Manager Dashboard
This page provides the overall status and health summary of each administered Session Manager.
Session Manager Instances
Service State - | Shutdown System - As of 11:56 AM
1Item Refresh Show |ALL x Filter: Enable
| Session | Tests | Security % Entity Active Call 2 2 | :
Marager | Type Alarms | S2° | Module Service State Monitoring iint Registrations = Version
ﬁr Core  0/0/2 up o=t New 0/3 1 o 6.1.0.0.610023
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Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

Reset I Synchronize | Certificate Management - | Connection Status |
1Item Refresh Showl-'aLL Sl Filter: Enable
5 Session 3 Default 3 Entity Links Certificate
Details Wi Type Status Connections IP Address VLAN Gateuiy NIC Bonding (cniitied | actual) Used
(@] Show e SM up (1 10.10.3.55/2: 10.10.31 Disabled 33 SIP CA
Select : None

9.3. Verify SIP Entity Link Status

Navigate to Elements = Session Manager = System Status = SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for Communication Server 1000E from the All Monitored SIP Entities table (not shown)
to open the SIP Entity, Entity Link Connection Status page. In the All Entity Links to SIP
Entity: Communication Server 1000E table, verify the Conn. Status for the link is Up as
shown below.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIF entity.
All Entity Links to SIP Entity: CS1K
summary View

1Item Refresh

Filter: Enable

Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Show Session Manager 10.10.3.6 5080 TCP Up 200 OK Up

Verify the status of the SIP link is up between the Session Manager and the Avaya SBCE by

going through the same process as outlined above but selecting the SIP Entity for the Avaya
SBCE in the All Monitored SIP Entity: table.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.
All Entity Links to SIP Entity: Sipera

Summary View |

1Item Refresh Filter: Enable
Details Session Manager Name [ SIP Entity Resolved IP Port [ Proto. [ Conn. Status [ Reason Code Link Status
Show Session Manager 10.10.3.30 5060 TCP Up 200 QK Up
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10.Conclusion

These Application Notes describe the configuration necessary to connect the Avaya
Communication Server 1000E, Avaya Aura® Session Manager and Avaya Session Border
Controller for Enterprise to Telenor SIP Service. Interoperability testing of the sample
configuration was completed with successful results for the Telenor SIP Trunk with observations
which are detailed in Section 2.2.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.

[1]
[2]

[3]
[4]

[5]
[6]
[7]
[8]

[9]

[10]

[11]

Avaya Aura® Session Manager Overview, Doc ID 03-603323, available at
http://support.avaya.com

Installing and Configuring Avaya Aura® Session Manager, available at
http://support.avaya.com

Avaya Aura® Session Manager Case Studies, available at http://support.avaya.com
Maintaining and Troubleshooting Avaya Aura® Session Manager, Doc ID 03-603325,
available at http://support.avaya.com

Administering Avaya Aura® Session Manager, Doc ID 03-603324, available at
http://support.avaya.com

[P Peer Networking Installation and Commissioning, Release 7.5, Document Number
NN43001-313, available at http://support.avaya.com

Network Routing Service Fundamentals, Release 7.5, Document Number NN43001 -
130, Issue 03.02, available at http://support.avaya.com

Co-resident Call Server and Signaling Server Fundamentals, Avaya Communication
Server 1000E Release 7.5, Document Number NN43001-509, available at
http://support.avaya.com

Signaling Server and IP Line Fundamentals, Avaya Communication Server 1000E
Release 7.5, Document Number NN43001-125, available at http://support.avaya.com
E-SBC (Avaya Session Border Controller Advanced for Enterprise) Administration
Guide, November 2011

RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 53 of 59
SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. TELCS1K75SBC


http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://www.ietf.org/

Appendix A — Avaya Communication Server 1000E Software
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