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Abstract

These Application Notes describe the steps to configusesion Initiation Protocol (SIP|
trunk betweerPure IPSIP TrunkingService and an Avay&SIP-enabledenterprisesolution.
The Avaya solution consists dfvaya Aura® Cormunication Manager.0, Avaya Aura®
Session Manager.0, Avaya Session Border Controlléor Enterprise7.l, Avaya Aura®
Media Server 7.7, Avaya Aura® Messaging 68d various Avayaendpoints. This
documented solution does not extend to configurationhiowit Avaya Session Borde|
Controllerfor Enterprise.

Readers should pay attentionSection 2 in particular the scope of testing as outlined in
Section 2.1as well as the observations note@®grction 2.2 to ensure that their own use cag
are adequalg covered by this scope and results.

Pure IPis a member of the AvayaevConnectService ProvideProgram Information in thesg
Application Notes has been obtained through @@wectcompliance testing and addition
technical discussion3estingis corductedvia the DexConnectProgram at the Avaya Solutidg
and Interoperability Test Lab.
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1. Introduction

These Applicatio Notes describe the steps to configa&Ptrunk betweerPure IPSIP
Trunking Serviceandan Avaya SlRenabledenterprisesolution Avaya Aura® release @is
being deployed inirtualized ewvironment that includeAvaya Aur&® Communication Manager
7.0 (CommunicatiorManage), Avaya Aura® Session Managef (SessionManagey, Avaya
Aura® Media Server.7, Avaya Aura® MessagingndAvayaSession Border Controlléor
Enterprise7.1(AvayaSBCB. Various Avaya endpointre also used ithetest configuation.

For privacyand security TLS for Signalingand SRTP for media encryption werged inside of
the enterprise (private network sid@utside of the enterprise (public network sitePure IP
was using UDP and RTP

Customers usinthis Avaya SIP-enabledenterprisesolutionwith Pure IPare ablgo place and
receive PSTN cdllvia a broadbanthternetconnectionThis converged network solution is an
alternative tatraditionalPSTN trunk such asnalog and/ofSDN-PRI.

2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect menhhiaers
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the tested products and theictfanalities DevConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnea¢rmb er 6 s sol uti on.

Pure IPis a member of the Avay@evConnectService ProvideProgram. The general test
approachs to connect a simulated enterpriseéPtare IPvia thelnternet and exercise the features
and functionalieslisted inSection2.1

2.1. Interoperability Compliance Testing

To verify Pure IPinteroperability the following featuresrad functionalitiesarecoveredn the
compliance testing
1 InboundPSTN calsto various phone typascludingH.323 SIP,digital andanabg
telephone athe enterpriseAll inbound calk from PSTNarerouted tothe enterprise
across the SIP trunk from the service provider
1 OutboundPSTN cal from various phone typeascludingH.323 SIP,digital andanalog
telephoneatthe enterpriseAll outbound calls to PSThrerouted fromthe enterprise
across the SIP trunk to the service provider
1 Inbound and outbound PSTN calls to/frétmaya oneX® Communicator IXC) soft
phone

1 Dialing plars includng local, long distance, inteational, outboundail-free callsetc
1 Calling Party Nam@@resentation an@alling PartyNamerestriction.
1 CodesG.711A, G.711Uand G.729
1 Fax G.711 pastrough.
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Media andeEarly Media transmissions

DTMF tonetransmissions as owff-bandRTP eventas pelRFC2833
Voicemal navigation for inbound and outbound calls.

User features such as haddresumetransfer, forwardandconference
Off-net call forward

EC500mobility (extension to cellular)

Routing inboundrectorcall to call center agent queues.

Response tOPTIONS heartbeatAuthentication andRegistration.
Response to incomplete call attempts and trunk errors

Avaya Communicator for Windows.

Session Timers implementation.

Remote Workerwhich allows Avaya SIP endpoints to connect directly to the public Internet
as enterprise phones

=4 =4 =4 -4_5_9_9_95_2°_2°_-2._-2-

Items that are not supporteshcludethe following:
1 Fax T.38 is not supportday Pure IP
Items, that are not tested, include the following:
1 Directory assistance, Operator Assistance, Emergency.

2.2. Test Results

Interoperability testing@f Pure IPwith the Avaya SIRenabledenterprisesolutionwascompleted
with successful results for all test casgth the exception of thebservationgndlimitations
described below
1 No Ring-back ToneUsing G.7291 Outbound call to service providehere is no ring
back tone heard on the originator when using G.729 codecRumg IP system trans
codingset up was mismatching with Avaya system. The issue was resolved by Pure IP.
9 Calling Party Number (CPN) Was Not Blocked with Caller ID Restrictedi Even
outbound call to service provider with caller ID restricted (CPN blockad)vaya desk
phone buthe caller ID wastill observedn the PSTN telephone. The issue was resolved
by Pure IP.
9 Call Redirection (Blind Call Transfer) Using REFER Methodi Outbound call to
PSTN telephone from Avaya IP degkone(H.323 or SIP)vas being blindransferedto
anothePSTN. After the call being transferred, it was dropgddck Pure IP system sent a
NOTIFY messages with Subscripti@tate: terminated; reason=nere ur ce t 0o Av ay &
system. Issue has besgsolved by Pure IP team. It has been configuration changed
9 Call Conference with PSTN usersdJsing REFER Methodi Inbound PSTN call to
Avaya IP deskphone (H.323 or SIP), Avaya IP degkone performed-@/ay conferace
with another PSTN usefAs soon as Avaya IP degihone hanged up, the conference was
dropped. The Pure IP system sent a NOTIFY messages with Subse8fzten
terminated; reason=noresource to Avaya systesne has been resolved by Pure IP
team. Ithas been configuration changed
1 Fax T.38 Not Working i Even though fax t.38 negotiated properly and signaling was
correctly observedut when relNVITE being sent by Avaya system to negotiate T.38
fax, the SDP contained the internal IP address of Avai \gateway instead of Avaya
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SBCE external interface IP address. This caused the confusion in Pure IP system and
resulting in no fax data being sent or received. Issue has been raised with Avaya design
team and will be addresdin the nexiservice updatef Avaya SBCE. The issue tracking
number is Aurorél0203. The recommendation is to use Rassough mode for fax as it

has beenested and worked consistently. RefeSextion 5.4for set up.

2.3. Support
For technical support ddure IPSIP Trunking, contadPure IPat http://www.pureip.com/
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3. Reference Configuration

Figure lillustratesthe sample AvaysSIP-enabledenterprisesolution connected tihe Pure IP
(Vendor Validation circuitthrough a public Internetonrection

For security purposes, the real public IP addresses and PSTN routable phone numbers used in the
compliance test aneot shownn these Application Notes

The Avayacomponents uset createhesimulated customer sitecluded
Avaya Aura®Commurncation Managerunning in Mrtualizedenvironment.
Avaya Aura® System Manager running irtdalizedenvironment.
Avaya Aura® Session Manager running imt\Malizedenvironment.
Avaya Aura® Messaging running initualizedenvironment.
Avaya Aura® Media 8rver running in ftualizedenvironment
Avaya (A50 Media Gateway

AvayaSession Border Controlléor Enterprise

Avaya 9600Seriel® Deskphoneg¢H.323 SIP).

Avayaone X® Communicatosoft phonegH.323 SIP.

Avaya digitaland analodelephones

AvayaCommunicator for Windows.

=4 =4 -0 _-0_49_9_95_4_-2_-49._-2-

Located at the edge tfe enterprisaetworkis the Avaya SBCEIt has a public side that
connecs toPure IPvia Internetand aprivate side that connectsttee enterprisaetwork.All
SIPand RTPraffic entering or leavinghe enterpriseetworkflows through theAvaya SBCE
which can protecthe enterprisagainst anyutsideSIP-based attack§.he Avaya SBCE
provides network address translation at both the IP and SIP.|&persgransport protocol
between thédvaya SBCEandPure IPacross the public network $DP. The transport protocol
between thédvaya SBCE SessionManagerandCommunicatiorManagels TLS.

In the compliance tesig, the AvayaCustometPremises EquipmenCPE environmentwas
configuredwith SIP domairfiavayalabcomno for the enterpriseThe Avaya SBCHs usedo
adaptthe enterpris&IP domain tdhe IP address based WHRlostknown toPure IP Figure 1
below illustrates the network diagrdor the enterpriseAll voice application elementge
connected tanternal trusted AN.

Additionally, aremote worker is included in the reference configurafigure 1. A remote

worker is a SIP endpoint that resides in theérusted network, registered Session Manager

via the Avaya SBCE. Remote workers featueeshme functionality as any other endpoint

within the enterprise. This functionality was successfully tested during the compliance test, using
the Avaya Communicator for Windows usiidg.S/SRTPR The configuration tasks required to

support remote workers areferenced irsection 11
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Pure IP

SIP Trunking Service

192.168.21.188

3

T

Mobile Phone

Avaya Aura@ Messaging

10.33.10.35
Avaya Aura@ System Manager
T AR e O

Remote Worker

—————————— "
Avaya one-X |
Communicator

7T R P s e | st ey |
10.33.10.31 . " Router/Nat/Firewall J
Avaya Aura@ Session Manager ' ___________
A——— e
T R P il | S
-
10.33.10.33 [ uobp |
Avaya Aura@ Comunication Manager
e p
= g Avaya Session Border ; 10.10.98.119
T e e s, e = Controller for Enterprise OUTSIDE
10.33.10.34 i SIP/ —~=r T e e
Avaya Aura@ Media Server TLS
A S ———— | “ 10.10.98.22
| INSIDE
7 R M Tk e =y |
10.33.10.36
€4 N Avaya one-X® Avaya 9600-Series =7
ndr f Avaya Communicator ~ Avaya 1600-Series » HTTP/File Server
& Communicator SIPand 1P Deskphone H.323 10.10.98.60
H.323 Mode and SIP mode for Windows IP Deskphone H.323 .10.98.

Digital Phone  Analog
Phone / Fax

Figure 1: Avaya IP Telephony Network connecting toPure IP Networks

This testing useBure IPSIP trunkingsystem(United Kingdomn). For outbound call from Avaya
System to PSTN, user dials 9 folld& digits including a 1 (&@edaUS country code) since the
testing is performed in North America (Canada). For inbound call to Avaya system from PSTN,
user needs to dial international call beginning With plus 12 digits number (011

441189099571
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4. Equipment and Software Validated
The following equipment and softwasee usedor the sample configuration provided:

Component Release
Avaya Aura® Communication Manager 7.01.1
runningon VirtualizedEnvironment (FP1SP100.0.441.623169
Avaya (A50Media Gateway 37.39.0
Avaya Aur® System Manageunningon 7.0.1.1
Virtualized Environment (Build No.- 7.0.0.0.1626p%
Avaya Aur® Session Manageunningon 7.0.1.1
Virtualized Environment (7.0.1.1.70111%
Avaya Aura® Messagingunningon 6.3.124.3351.253373
Virtualized Environment
AvayaAura® Media Server runningn 7.7.0334
Virtualized Environment
AvayaSession Border Controlleof 7.1.0.207-12090
Enterprise
Avaya 921G IP DeskphondH.323) 6.6302
Avaya 961G IP DeskphondSIP) 7.01.29
Avaya oneX® Communicator (H.32%1P) 6.2.12.04SP12
Avaya Communicator for Windows 2.1.3.8
Avaya 1608 IP Deskphone (H.323) 1.380B
Avaya1408Digital Telephone 148BD02A-003
AvayaAnalog Telephone n/a
| PurelPSIPTrunking ServiceComponents |
Component Release
Sonus SBC5200 V04.02.03R000
PortaOne MR40

Table 1: Equipment and Software Tested

Note: This solution will be compatible with other Avaya Server and Media Gateway platforms
running similar version c€ommunicatiorManager
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configudagmunicatiorManagerfor the Pure 1P
SIP Trunking servicdt is assumed the general intsibn of CommunicationManagerAvaya
G450 MediaGatewayand Media Servdnas been previously cormgied and is not discussed
here.

The configuration o€CommunicationManagemwas performed using the System Access
Terminal (SAT). Some screens in this section have been abridged and highlighted for brevity and
clarity in presentatio.

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verifghat theMaximum
Administered SIP Trunksvalue onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunkbatentepriseincluding any trunks tand fromthe
service providerThe license file installed on the system controls the maximum values for these
attributes|f a required feature is not enabled or there is insufficient capacity, contact an
authorized Avaya salepresentative to adtieadditional capacitpr feature

display system - parameters customer - options Page 2of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 4000 0
Maximum Concurrently Registered IP Stations: 2400 1
Maximum Administered Remote Office Trunks: 4000 O
Maximum Concurrently Registered Remote Office Stations: 2400 0
Maximum Concurrently Registered IP eCons: 68 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 2400 0
Maximum Video Capable IP Softphones: 2400 3
Maximum Administered SIP Trunks: 4000 74
Maximum Administered Ad - hoc Video Conferencing Ports: 4000 0
Maximum Number of DS1 Boards with Echo Cancellation: 80 0

(NOTE: You must logoff & login to effect the permission changes.)
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OnPaged4, verify thatARS is set toy.

display system - parameters customer - options Page 4 of 12
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net?y
ARS/AAR Dialing without FAC? n DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? y

Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n  Digital Loss Plan Modification? y

ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y
Attendant Vectoring? y

(NOTE: You must logoff & login to effect the permission changes.)

OnPage 5 verify thatlP Trunks field is set toy andMedia Encryption Over IP field is setto

y.

(Note: The Media Encryption option is only available if Media Encryption Over IP is enabled on
the installed license)

display sy = stem - parameters customer - options Page 5 of 12
OPTIONAL FEATURES

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin’ Login? y
Enhanced Conferencing?y ISDN Feature Plus? n
Enhanced EC500? y ISDN/SIP Network Call Redirection? y
Enterprise Survivable Server? n ISDN - BRI Trunks? y
Enterprise Wide Licensing? n ISDN- PRI? y
ESS Administration? y Local Survivable Processor? n
Extended Cvg/Fwd Admin? y Malicious Call Trace? y
External Device Alarm Admin? y Media Encryption Over IP? y

Five Port Networks Max Per MCC? n  Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y
Global Call Classificatio n?y Multimedia Call Handling (Basic)? y
Hospitality (Basic)?y  Multimedia Call Handling (Enhanced)? y
Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? y
IP Trunks?y

IP Attendant Consoles? y
(NOTE: You must logoff & login to effect the permission changes.)
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OnPage 6 verify thatPrivate Networking andProcessor Ethernetare set tq.

display system - parameters customer - options Page 6 of 12
OPTIONAL FEATURES

Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption? n  Station as Virtual Extension? y
Multiple Locations? n
System Management Data T ransfer? n

Personal Station Access (PSA)? y Tenant Partitioning? y
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? n Time of Day Routing? y

Posted Messages? y TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y

Private Networking? y Usage Allocation Enhancements? y
Proces sor and System MSP? y
Processor Ethernet? y Wideband Switching? y
Wireless? n

Remote Office? y
Restrict Call Forward Off Net? y
Secondary Data Module? y

(NOTE: You must logoff & login to effect the permission changes.)

5.2. System Features

Usethechangesystemparametersfeatures command to set therunk -to-Trunk Transfer

field to all to allowanincoming call fromthe PSTN to be transferred to another PSTN endpoint
If for security reasons, incoming cafihould notbe allowed to transfer back tile PSTN then
leave the field set tnone

change system - parameters features Page 1of 19
FEATWRE RELATED SYSTEM PARAMETERS
Self Station Display Enabled? y
Trunk - to - Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer T imeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y
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OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable call$he compliance & used the value &estrictedfor restricted
callsandUnavailablefor unavailable cad

change system - parameters features Page 9of 19
FEATURERELATED SYSTEM PARAMETERS

CPN/ANV/ICLID PARAMETERS
CPN/ANV/ICLID Replacement for Restricted Calls: Restricted
CPN/ANI/ICLID Replacement for Unavailable Calls: Unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code: 1
International Access Code: 001

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

5.3. IP Node Names

Use thechangenode-namesip command to verify that node nantesve been previously
defined fortheIP addresses @ommunication Managefprocr), SessionManage(SM) and
Media ServerAMS). These node names will be needed for defining the signaling gioup
Section5.6.

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
SM 10.33.10.33
AMS 10.33.10.36
default 0.0.0.0
procr 10.33.10.34
procr6 e
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5.4. Codecs

Use thechange ipcodecsetcommand to defina list of codecsabe usel for calls betweethe
enterpriseand the service provideFhis compliance testisedip-codeesetl. Pure IPsupports
G.711MUand G729To use tesecodes, enterG.711A G.711MU andG.729in the Audio
Codec For media encryption used within Avaagystem, thé-srtp-aescm12&mad0, 2-srtp-
aescml12&mac32 and noneareused inMedia Encryption andbesteffort in Encrypted
SRTCP columnsof the table in the order of preference

The following screen siws the configuration for ygpodeesetl. Duringtesting, the codec set
specifications are varied to test for individual codec support as well as codec negotiation between
the enterprisand the network at call setup time.

changeip -codec -set1 Page 1of 2
IP CODEC SET
Codec Set: 1

Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)

1. G711 A n 2 20
2: G.711MU n 2 20
3 G.729 n 2 20
4:
5:
6:
7

Media Encryption Encrypted SRTCP: best - effort
1: 1-srtp -aescm128- hmac80
2: 2-srtp - aescm128- hmac32
3: none

OnPage 2 set thd=ax Modeto passthrough faxing whichis supporedby PurelP (refer to
Section 2.2.

change ip -codec -set1 Page 2of 2
IP CODEC SET
Allow Direct - IP Multimedia? n
Packet
Mode Redundancy Size(ms)
FAX pass - through 1
Modem off 0
TDD/TTY us 3
H.323 Clear -channel n 0
SIP 64K Data n 0 20
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5.5. IP Network Region

Forthe compliance teisig, ip-networkregionl wascreatedoy the change ipnetwork-region 1
commandwith the following parameters:

1 Set heAuthoritative Domain field to match theéSIP domain othe enterprisen the
compliance tegtg, the domain namis avayalabcom This domainname appears in the
AFr omo head e roriginatingfrior® thisne iegica g e
Enter adescriptive name the Namefield.

EnablelP-IP Direct Audio (shuffling)to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Media Gat@yalefault,both

Intra -region andinter -region IP-IP Direct Audio are set toyes Shuffling can be
further restricted at the il levelunderthe Signaling Group form

1 Set heCodec Sefield to the IP codec seefined inSection5.4.

1 Default valuesan beused for all other fields.

= =4

change ip - network -region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: avayalab .com
Name: ToSM

MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes

Codec Set: 1 Inter -region IP - IP Direct Audio: yes

UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26

OnPage4, define thelP codec set to besad for traffic between regidnandotherregiors. In
the compliance testy, CommunicatiorManagerthe AvayaG450 Media GatewaylP/SIP
phones andSessionManagemwereassignedo the same regioh

change ip - network -region 1 Page 4 of 20

Source Re gion: 1 Inter Network Region Connection Management | M
GA t
dst codec direct WAN -BWIlimits Video Intervening Dyn A G ¢
rgn set WAN Units Tot al Norm Prio Shr Regions CACRL e
1 1 all
2 1 y NoLimit n t
3 n t
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Non-IP telephones (e.g., analog, digital) derive network region thatP interfaceof the
Avaya G450 Media Gatewdyg which the device is connected. IP telephones can be assigned a

network region based on an IP address mapping

To define network regioft for IP interfaceprocr, usechange ipinterface procr command as
shown in the followingcreen

change ip - interface pr oc Page 1of 2

IP INTERFACES

Type: P ROCR
Target socket load: 4800

Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Gatekeeper Priority: 5

Enable Interface? y

Network Region: 1

To define network regiofh for the Avaya G450 Media Gatewaysechangemedia-gateway
command as shown in the followisgreen

change media - gateway 1 Page 1lof 2

MEDIA GATEWAY 1

Type: g450
Name: g450
Serial No: 11N526797797
Link Encryption Type: any - ptis/tls Enable CF? n
Network Region: 1 Location: 1

Site Data:
Recovery Rule: none

If Avaya Media Server is used parallelof Avaya Media Gateway G45then it is needed to
define network region 1 for the Avaya Me@arver Usechange mediaserver command as

shown in the following screen.

change media - server 1 Page 1lof 1
MEDIA SERVER

Media Server ID: 1

Signaling Group: 3
Voip Channel License Limit: 30
Dedicated Voip Channel Licenses: 30

Node Name: AMS
Network Region: 1
Location: 1
Announcement Storage Area:
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5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw@emmunication
ManagerndSession Managdor use by theAvaya SBCHErunk. This signaling group is used
for inbound and outbound calls between the semiogider and the enterprise. For the
compliance test, signaling gro@mwas used and was configured using the parameters
highlighted belav.

1 Set theGroup Type field to sip.

1 Set the MS Enabled field to n.

1 Set theTransport Method to tls (Transport Layer Saurity). The transport method
specified here is used betwegommunicationVManagemandSessionManager
SettheNear-end Listen PortandFar-end Listen Portto 5061.

Set heNear-end Node Nameo procr. This node name maps to thinterface of

procr defined inSection5.3.

1 Set heFar-end Node Nameo SM. This node name maps to the IP addresSasfsion
Manageras definedn Section 53.

1 Set heFar-end Network Regionto the IP network regiofh defined for theservice

provide in Section5.5.

Set heFar-end Domainto avaydab.com

Set theDTMF over IP to rtp-payload This setting enablédSommunication Manageo

sendor receive thTMF transmissions using RFC2833.

1 SetEnable Layer 3 Test?oy. This settingallows Communication Managéo send
OPTIONS heartbeat tBessionManageron theSIPtrunk.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the
SIP trunkallowing Communication Managéo redirect media trafti directly between
the SIP trunk anthe enterprisendpoint If this value is set ta, thenthe AvayaG450
Media Gateway will remaiin the media pathetween the SIP trunk amide endpointfor
the duration of the calDepending on the number of medésources available in the
AvayaG450Media Gateway, these resources may be deptktedghigh call volume
preventing additional calfrom completing.

1 Set theAlternate Route Timer to 30. This defines the number of seconds
Communication Managewill wait for a response (other than 100 Trying) to an outbound
INVITE before canceling the call.

1 Default values may be used for all other fields.

)l
)l
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Signaling Goup 2

add signaling - group 2 Page 1lof 2
SIGNALING GROUP
Group Number: 2 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n

Alert Incoming S IP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: SM
Near - end Listen Port: 5061 Far - end Listen Port: 5061

Far - end Network Region: 1

Far - end Domain: avayalab.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alt ernate Route Timer(sec): 30

Another signaling groups created between Communication Managetthe Media Server to
provide media resourséor IP telephony irparallelof the media gateway G45@.0r the
compliance test, signaling gro@mvas used for this purpose and was configagdhowrnn the
capture below.

Signaling Group 3

add signaling - group 3 Page 1lof 2
SIGNALING GROUP
Group Number: 3 Group Type: sip
Transport Method: tls

Peer Detection Enabled? n Peer Server: AMS

Near - end Node N ame: procr Far - end Node Name: AMS
Near - end Listen Port: 5061 Far - end Listen Port: 506 1
Far - end Network Region: 1

Far - end Domain: 10.33.10.36
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5.7. Trunk Group

Use theadd trunk -group command to creat@trunk group forthe signalinggroup created in
SectionO. Forthe compliance testindgrunk group2 wasconfiguredusing the parameters
highlighted béow.

1 Set theGroup Type field to sip.

1 Enter a descriptive name for tli@oup Name.

1 Enter an availabl&runk AccessCode [TAC) that is consistent with the existing dial plan
in theTAC field.

1 Set theOutgoing Displaytoy to enable name display on the trunk

1 Set theService Typefield to public-ntwrk.

1 Set heSignaling Group to the signaling groug shown inSectionO.

1 Set heNumber of Membersfield to customer requiremenit is the number of trunk
members in the SIP trunkarp. This value determines how many simultaneous SIP calls
can be supported Hligis trunkgroup

9 Default valuesare usedor all other fields.

add trunk - group 2 Page 1lof 21
TRUNK GROUP
Group Number: 2 Group Type: sip CDR Reports: y
Group Name: SIP - Carrier COR: 1 TN: 1 TAC: #02
Direction: two - way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n
Member Assignment Method: auto
Signaling Group: 2
Number of Members: 32

OnPage 2 verify that thePreferred Minimum SessionRefresh Interval (sec)is sd to a vale
acceptable ttheservice providerThis value dénes the intervahre-INVITES must be sent to
refresh the Session TimeForthe compliance testing defaultvalue 0f600 semndswasused

add trunk - group 2 Page 2of 21

TRUNK PARAMETERS

SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600
Disconnect Su  pervision - In?y Out?y

Caller ID for Service Link Call to H.323 1xC: station - extension

Group Type: sip

Unico de Name: auto

Redirect On OPTIM Failure: 5000

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? N
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OnPage 3 set theNumbering Format field to public. This field specifies the format of the
CPNsent to the faend Thepublic numbers are automatically preceded withséggn when
passed in thé8Fromo, fiContacd andfiP-Asserted Identity headers

Set theReplace Restriced NumbersandReplace Unavailable Numberdields toy. This will
allow the CPN displayed ahelocal endpoint to be replaced with the value s&eantion5.2, if
theinbound call enabled CPN blodRefault valuesare usedor all other fields.

add trunk -group 2 Page 3of 21
TRUNKFEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Numbering Format: p ublic
UUI Treatment: ser vice - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? Y

Hold/Unhold Notifications? y
Modify Tand em Calling Number: no

Show ANSWERED BY on Display? y

OnPage 4the settings are as follow:

1 Set ofNetwork Call Redirection flag toy to emable the use of SIP REFER message to
transfer calls back to the PSEN service provider does supporttican also b set ton if
the use of rdNVITE for call re-direction is preferred.

1 Set theSend Diversion Headeffield toy as service provider does support it

1 Set theSupport Request Historyfield to n.

1 Set theTelephone Event Payload Typé¢o 101.

add trunk - group 2 Page 4 of 21
PROTOCOL VARIATIONS

Mak Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? n
Network Call Redirection? y
Build Refer - To URI of REFER From Contac t For NCR? n
Send Diversion Header? y
Support Request History? n
Telephone Event Payload Type: 101

Convert 180 to 183 for Early Media? n
Always Use re - INVITE for Display Updates? n
Identity for Calling Party Display: P - Asserted - Identity
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank U ser Destination? n
Enable Q - SIP?n
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5.8. Calling Party Information

The calli

ng

party number is

sent

.iSince publie S1I1 P

numbering is selected to define the format of this nunbect{on0), use thechangepublic-
unknown-numbering command to create an entry for each egi@n which has a DID assigned.
DID numbers are provided lilie service provider. They are used to authenticate the caller.

The screen below shows a subset ofliheligitsDID numbers assignddr testing. Thesé
numbers were mapped to thenterprise extensior396 60397 60379 and 60398These
same 2-digit numbers were used in the outbound calling party information on the service
provider trunk whenalls were originated from thesatensions.

change public

Ext Ext

Len Code Grp(s)
5 60396 2

5 60397

5 6 0379 2

5 60398 2

- unknown - numbering O Page 1lof 2
NUMBERINGI PUBLIC/UNKNOWNFORMAT

Trk CPN Total

Prefix Len
441189099571 12 Total Administered: 6

2 441189099572 12 Maximum Entries: 2 40
441189099573 12
441189099574 12

5.9. Incoming Call Handling Treatment

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. DID number seRubg IPcan be maped to

an extension using the incoming call handlireatment of the receiving trurdecoup. Use the

change inccall-handling-trmt trunk -group command to create an entry for each DID.

changeinc -call -handling -trmttrunk -group 2 Page 1of 30
INCOMING CALL HANDLING TREATMENT
Service/  Numb er Number  Del Insert
Feature Len  Digits
public -ntwrk 12 441189099571 12 60396
public -ntwrk 12 441189099572 12 60397
public -ntwrk 12 441189099573 12 60379
public -ntwrk 12 441189099574 12 60398
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5.10. Outbound Routing

In these Application Nies, theAutomatic Route Selection(ARS) feature is used to rout@
outbound call via the SIP trunk tee service providevia the Avaya SBCHn the compliance
testing asingle digit9 wasused as the ARS access coble enterprise caller will dial 9o reach
an outside lineTo define feature access codiac] 9, usethe changedialplan analysis
commanaas showrbelow.

change dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE
Location : all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 4 ext
30 4 ext
39 5 udp
60 5 ext
9 1 fac
* 3 dac
# 3d ac

Usethechange featureaccesscodescommand todefine9 asthe Auto Route Selection ARS)
i Access Codd.

change feature - access - codes Page 1 of 10
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:

Abbreviated Dialing List2 Access Code:

Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:

Announcement Access Code: *05
Answer Back Access Code:
Attenda nt Access Code:

Auto Alternate Routing (AAR) Access Code:
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
QT; Reviewed: Solution & Interoperability Test Lab Application Note 220f73
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Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The examplgatternbelow shows aampleof the dialed stringsalling onservice

provider. All dialed strings are mapped to route patt2for anoutbound call which contains the

SIP trunk to the service provider (as defined next).

change ars analysis 0 Page 1lof 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
011 3 36 2 intl n
1 11 11 2 svcl n
44 5 10 2 svcl n

As mentioned aboveheé route pattern defineghich trunk group will be used for theutbound
callsand performs necessary digit nfanlation. Use thehange routepattern command to
configure the parameters for route patt2in the following manner
1 Pattern Name Enter a descriptive name.
1 Grp No: Enter the outbound trunk group fitve SIP service provideForthe compliance
testirg, trunk group2 wasused
1 FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to this
trunk for all users that require ®he value oD is the least restrictive level.
1 Numbering Format: pub-unk. All calls using this route gttern will use the yiblic
numbering tabl@s shownn Section5.8.

change route - pattern 2 Page 1lof 3
Pattern Number: 2 Pattern Name: SP Route
SCCAN?n  Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1:2 0 n user
2: n user

BCC VALUE TSC CA -TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress

l:yyyyynn rest pub - unk none

5.11. Saving Communication Manager Configuration Changes

The consavatnadslatibpnald can be used t o s awnadetom e
Communication Manager.
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5.12. TLS Management on Communication Manager

It is (or maybe) necessary to install System Manager CA certificate on Communication Manager
for the TLS signalling to work between Avaya Session Manager and Avaya Communication
Managerif it is not previously installed.

This section is to show how to install System Manager CA certificate on Communication
Manager using Web console.

System Manager CA certificate is obtained using procedure providgettion 6.9

From a web browsetype infi h s/i<ip-addressoowh er e-a digki @ss >0 i sr t he
FQDN of Communication ManagerClick on Continue and it will beredirect tologin page.

[F=N B

| A\ none ® \+
£, | hitps://10.33.10.34/cgi-bin/common/issue EJd | C Search ﬁ B 9 3 A ©

[2) Most Visited @ Suggested Sites & Getting Started @ Web Slice Gallery

Before You Begin

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use or modifications
of this system is strictly prohibited. Unauthorized users are subject to

company disciplinary procedures and or criminal and civil penalties under state,
federal or other applicable domestic and foreign laws.

m

The use of this system may be monitored and recorded for administrative and
security reasons. Anyone accessing this system expressly consents to such
monitoring and recording, and is advised that if it reveals possible evidence
of criminal activity, the evidence of such activity may be provided to law
enforcement officials.

All users must comply with all corporate instructions regarding the protection
of information assets.

Continue

At login page, type in the login ID and passworcredential.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log Off

This Server: sarverl

-

Logon

Logon ID:

Logon
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Click onContinue again (not shown), navigate A@lministration A Server A Trusted
Certificates to verify if the System Manager CA certificate is present or not. If it is not, then
continue to the next step.

AVAYA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log Off Administration

Administration / Server (Maintenance)

TEW Restore Data »~ Trusted Certificates
Restore History

This Server: serverl

Security
Administrator Accounts This page provides management of the trusted security certificates present on this server.
Login Account Palicy L
Change Password Trusted Repositories

Login Reports

T — A = Authentication, Authorization and Accounting Services (e.g. LDAP)

Syslog Server C = Communication Manager

Authentication File W = Web Server

Load Authentication File R = Remote Logging

Firewall

Insizll far e Soriesie Select File Issued To Issued By Expiration Date Trusted By
Trusted Certificates

Server/Application Certificates —

Certificate Alarms apr-ca.crt Avaya Product Root CA Avaya Product Root CA Sun Aug 14 2032 CWR
g;:if"écate ity LErrEs: motorola_sseca_root.crt SCCAN Server Root CA SCCAN Server Root CA Sun Dec 04 2032 C

web A:::ss Mask £ sip_product_root.crt SIP Product Certificate Authority  SIP Product Certificate Authority Tue Aug 17 2027 CWR

File Synchronization
Download Files | [ Display ] [ Add ] [ Remove ] [ Copy ] [ Help ]
CM Phone Message File i

Navigate toMiscellaneous”A Download Files click onFile to download from the machine

| 6m using t o c oandckck dnBrawsetotwheee the BystenmeManager CA is
being located. Then click dpownload button to load the System Manager CA on
Communcation Manager &ver.

AVAYA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log OFf Administration

Administration / Server [Maintenance) This Server: serverl
TETEOETY .
Backup History « Download Files -
Schedule Backup The Download Files SMI page lets you download files to the server.

Backup Logs
View/Restore Data
Restore History
Security
Administrater Accounts Browse.. | Mo file selected.
Login Account Policy
Change Password
Login Reports
Server Access
Syslog Server Browss.. | Mo file selected.
Authentication File

Load Authentication File -
Enel I " File[s]) to download from the LAN using URL

® File(s) to download frem the machine I'm using
to connect to the server

Browsz.. | Mo file selected.

Browse... | Mo file selactad.

m

Install Root Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms

Certificate Signing Request
S5H Keys

web fAccess Mask

m

Proxy Server (e.g proxy.domain:3152)
Miscellaneous
File Synchronization
Diownload Files & [ Download ][ Help ]
CM Phone Message File i i
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Navigate toSecurity A Trusted Certificates, click onAdd button and enter the certificate
name which has been downlealdrom above steplhen clickOpen.

System Management Interface (SMI)

AVAyA Avaya Aura® Communication Manager (CM)
off

Administration / Server (Maintenance) This Server: serverl
-~  Trusted Certificates - Add

Administrator Accounts
Login Account Bolicy
Change Password This page allows for the addition of a trusted certificate to this server.
(e s SystamManagerCA.pam PEM file containing certificate
Server Access

Syslog Server
Authentication File [ Open ] [ Cancel ] [ Help ]
Load Authentication File
Firewall

Install Root Certificare
Trusted Certificates
Serverfapplication Certificates

o]

1

Enter the name of the System Manager CA certificate to store the certificate in Communication
Manger. Check the CommunicatiManager checlkox. Then clickAdd.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log OfF Administration
#Administration / Server (Maintenance] This Server: serverl
Restore History -~ Trusted Certificates
ISecurity

Administrator Accounts

" ! This page provides management of the trusted security certificates present on this server.
Login Account Bolicy

Change Passwaord Add this certificate

Login Reports

Server Access Isswed To Issued By Expiration Date
Syslog Server Systerm Manager CA System Manager CA Sat Aug 23 2025

Authentication File
Load Authentication File
Firewall

Install Root Certificate
Trusted Certificates

SystemManagerCa Store the certificate in this file in each repository selected below

Add to these trusted repositories

S A E e Bl — [ authentication, Authorization and Accounting Services (e.g. LDAD]
Certificate Alarms
Certificate Signing Request Cemmunication Manager
== = L [ web server
web Access Mask 5 =
Remote Loggi
emote Logaing

File Synchronization
Crownload Files
CM Phone Message File e

(2da]) [Cameet]) (oo

Navigate toSecurity A Trusted Certificates again. It now shows the System Manager CA in
the Trusted Repositories

System Management Interface (SMI)

AVAyA Avaya Aura® Communication Manager (CM)

Help Log Off Administration

Administration / Server (Maintenance) This Server: serverl

Backup History -  Trusted Certificates
Schedule Backup

Backup Logs

wiew/Restore Data This page provides management of the trusted security certificates present on this server.
Restore History a R

=== Trusted Repositories
Administrator Accounts . . . R . R
e e ety A = Authentication, Authorization and Accounting Services (e.g. LDAR)
ey a— C = Communication Manager
(esin Fomons W = Web Server
Server Access R = Remeote Logging
Syslog Server
Authentication File Select File Issued To Issued By Expiration Date  Trusted By
Load Authenticarion File Sat Aug 23
Firewall | ) SystemManagerCa.crt System Manager CA Systerm Manager CA Sonote c
Install Root Certificate
. Certificates apr-ca.crt Avaya Product Root CA  Avaya Product Root CA g;g;”g 14 CWR
Server/Application Certificates - Sun Dec 04
i g L ) motorola_sseca_root.crt  SCCAN Server Root A SCCAN Server Root CA o000 c
Certificate Signing Request _ - roduct root.crt SIP Product Certificate  SIP Product Certificate  Tue Aug 17 cw R
SS5H Keys o PP — - Authority Authority 2027

web Access Mask
File Synchronization
Download Files

(Comiay) [(Add) [Remeve) [(Comv) (nein)
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6. Configure Avaya Aura® Session Manager
This section provides the procedures for configuring Seddanager. The procedures include
adding the following items:

1 SIP domain

1 Logical/physical Location that can bsedby SIP Entities

1 SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE

1 Entity Links, which define thelB trunk parameters used by Session Manager when routing
calls to/from SIP Entities

1 Routing Policies, which control call routing between the SIP Entities

1 Dial Patterns, which govern to which SIP Entity a call is routed

1 Session Manager, correspondinghie Session Manager server to be managed by System
Manager

It may not be necessary tonfigureall the items above when creating a connection to the

service provider since some of these items would have already been defined as part of the initial
Sessio Manager installation. This includes items such as certain SIP domains, locations, SIP
entities, and Session Manager itself. However, each item should be reviewed to verify the
configuration.

6.1. System Manager Login and Navigation

Session Manager configurati is accomplished by accessing the Web GUI of System Manager,
using the URLA h b/i<ip-addressS8MGRo,wh er ea digki @ss >0 1| srFQDNe | P
of System Manager. At th®ystemManager Log Onscreen, providéne appropriate credentials
andclick on Login (not shown) The initial screen shown below is then displayed.

II:;g13Ff

Aura” System Manager 7.0

O N (TR

Administrators

Directory Synchronization
Groups & Roles

User Management

User Provisioning Rule

Communication Manager
Communication Server 1000
Conferencing

Engagement Development
Platform

IP Office

Media Server
Meeting Exchange
Messaging
Presence

Routing

Session Manager

Work Assignment

Backup and Restore
Bulk Import and Export
Configurations

Events

Geographic Redundancy
Inventory

Licenses

Replication

Reports

Scheduler

Security

Shutdown

Solution Deployment Manager

Templates
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Most of the configuration items are performed in the Routing element. CliBlooting in the
Elementscolumn to bring up théntroduction to Network Routing Policy screen.

The navwgation tree displayed in the left pane will be referenced in subsequent sections to
navigate to items requiring configuration.

Aura® System Manager 7.0

Home Routing *

4 Home [ Elements / Routing [+]
- Help ?
Domains . . . b
Introduction to Network Routing Policy
Locations
Adaptations Network Routing Policy consists of several routing applications like "Domains”, "Locations", "SIP Entities", etc.

The recommended order to use the routing applications (that means the overall routing workflow) to configure
your network configuration is as follows:

Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).
Time Ranges

5 . Step 2: Create "Locations"

Routing Policies

n Step 3: Create "Adaptations”

Dial Patterns

T e BT Step 4: Create "SIP Entities

- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

6.2. Specify SIP Domain

To view orto change SIP domains, sel&uting A Domains Click on the checkbox next to
the name of th&IP domain ané&dit to edit an existing domain, or tiNew button to add a
domain. Click theCommit button (not shown) after changes are completed.

The following screen shows the list of configured SIP domains. The dpavayalab.conwas
already createtbr communication between Session Manager and Communiddtoager The
domainavayalab.conis not known tdPure IR It will be adapted by thAvayaSBCE to IP
address based URlost to meet the SIP specificationRiire IPsystem.

Last Logged on a

Aura~ System Manager 7.0

Home Routing x
m4 Home / Elements / Routing / Domains [+]
| oomains e
: Domain Management
1Item o Filter: Enable
| PO | Select : All None
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6.3. Add Location

Locaions can be used to identify logical and/or physical locations where SIP Entities reside for
bandwidth management and call admission control purposes. To add a location, navigate to
Routing A Locationsin the lefthand navigation pane and clitlew button n the right pane

(not shown).

In General section enter the following values:
1 Name: Enter adescriptive namé&or the location.
1 Notes Add a brief descriptiorfoptional).

In theLocation Pattern section(see the screen below), cligkld andconfigurefollowing
fields:

1 IP Address Patternt An IP address pattern used to identify the location
1 Notes: Add a brief descriptiorfoptional)

Displayed below are the screenshots for localelteville, which includes all equipment on the

10.33*, 10.10.98: and10.10.97* subnet including Communicatidvianagey Session Manager
and ArayaSBCE. Click Commit to save.

Last Logged on at Oct

Aura System Manager 7.0

Home Routing *
m‘ Home / Elements / Routing / Locations [+]
: : Hen
MR Locetion Details
| siPeatites | R
Notes: GSSCP Belleville
5 Dial Plan Transparency in Survivable Mode
" Enabled: []
m Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units: | Kbit/sec E|
Total Bandwidth: 10000000
Multimedia Bandwidth: 10000000
Audio Calls Can Take Multimedia
Bandwidth:
Location Pattern
Add Remove
3 Items & Filter: Enable
[C] |IP Address Pattern Notes
[E  *|10.33.%
[ #|10.10.97.*
[ =*[10.10.98.*
Select : All, Nong
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6.4. Add SIP Entities

A SIP Entity must be added f&ession Managemd for each SIP telephony system connected
to it, which includes CommunicatioianagerandAvaya SBCE.

To add a new SIP Entity, navigateRouting A SIP Entitiesin the left navigation pane and
click New button in the right pane (not shown).

In the General section enterthefollowing values. Use default values for all remaining fields

1 Name Enter adescriptive name.

9 FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

1 Type: SelectSession Managefor SessiorManagerCM for CommunicatiorManagerand
SIP Trunk for the Avaya SBCE.

1 Location: Select the location defined 8ectionError! Reference source not found.

1 Time Zone Select the time zone for the location above.

The following screen shows the addition of Session Manager SIP Entity. The IP address of the
Session Manager signaling int&ce is entered fafQDN or IP Address.

Last Logged on at October &, 2015 8:59

Aura” System Manager 7.0

Home Routing x

m‘ Home / Elements [ Routing / SIP Entities [+]
SIP Entity Details
* FQDN or IP Address: 10.33.10.33
Type:  Session Manager
Location:  Belleville []
m Outbound Proxy: [=]
Time Zone: America/Toronto E|

Credential name:

SIP Link Monitoring
SIP Link Monitoring:  Use Session Manager Configuration [+

To define the ports used by Session Manager, scroll down Rotthaection of theSIP Entity
Details screen. This section is only present for 8sssion ManageSIP Entity.

In thePort section click Add andenter following values. Use default values for all remaining
fields:
i Listen Ports. Port number on which the Session Manager can listen for SIP requests.
9 Protocol: Transport protocol to be usedrexeiveSIP requests.

QT; Reviewed: Solution & Interoperability Test Lab Application Note 300f 73
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9 Default Domain: The domain used fdhe enterprise.

Defaults can be used for the remaining fields. CGcknmit to save (not shown).

The compliance test usédsten Ports entry5061 with TLS for connecting to Communication
Managerand for connecting to thevaayaSBCE.

Listen Ports

TCP Failover port:
TLS Failover port:

Add Remove
6 Items &

[] |Listen Ports

[1 |s060
[0 |soe0
[ |so61

Select : All, None

& |Protocol

Default Domain

Notes

TCP [~ | |avayalab.com|+]
UDPﬂ avayalab.cnmﬂ
TLS ﬂ auayalab.cumﬂ

Filter: Enable

The following sceen shows the addition tife CommunicatiorManagelSIP Entiy. In order for
Session Manager to send SIP traffic on an entity link to Communiddaoager it is necessary
to create a SIP Entity for Communicatibtanager TheFQDN or IP Addressfield isset to IP
address of CommunicatidvianagerandType to CM. TheLocation andTime Zone parameters
are sets shown irscreerbelow.

Last Logged on at Oct

Aura System Manager 7.0

Home | Routing X
m‘ Home / Elements / Routing / SIP Entities [+)
SIP Entity Details
* FQDN or IP Address: 10.33.10.34
Adaptation: | [+]
m Location: |Belleville []
Time Zone: | America/Toronto [+]
* SIP Timer B/F (in seconds): |4
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The following screen shows the addition of the SIP Entityfe AvayaSBCE. TheFQDN or

IP Addressfield is set to theéP address of its private network interface (Begire 1). Select
Type asSIP Trunk. SelectSIP Link Monitoring asLink Monitoring Enabled with the
interval of120 seconds. This setting allows Session Manager to send outbound OPTIONS
heartbeat ever$20 seconds to service provider (which is forwarded byAWeya SBCE) to
guery the status of the SIP trunk connecting to service provider.

Aura System Manager 7.0

Last Logged on at January 15

Go..
Home | Routing *
m‘ Home / Elements / Routing / SIP Entities [+
| vomais | e
P SIP Entity Details
* Name: [SBCE22
* FQDN or IP Address: (10.10.98.22
Type: |SIP Trunk
Notes: Avaya Aura SBC-E using IP 98.22
Adaptation: | [+]
m Location: |Belleville [+]
Time Zone: |America/Toronto [=]
* SIP Timer B/F (in seconds): 4
Credential name:
Securable: [
call Detail Recording: [none [+]
Loop Detection
Loop Detection Mode: | Off [+]
SIP Link Monitoring
SIP Link Monitoring: | Link Monitoring Enabled E|
* Proactive Monitoring IsrletE;:ng:in 120
* Reactive Monitoring I:;E;:g:_.g:in 120
* Number of Retries: 5
pports Call Admission Control: [
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Similarly, a SIP Entity is added for Avaya Messaging server as shothe aapturebelow.

Aura” System Manager 7.0

Home Routing x

Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

4+ Home / Elements / Routing / SIP Entities

SIP Entity Details

General
* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Securable:

Call Detail Recording:

Loop Detection
Loop Detection Mode:

SIP Link Monitoring
SIP Link Monitoring:

AAM
10.33.10.35

Madular Messaging

[]
Belleville [+]
America/Toronto [+]

4

[
none [«]

Off [+]

Use Session Manager Configuration [«

6.5. Add Entity Links

A SIP trunk between Session Manager and a telepbotity is described by an Entity Link.
During compliance testinghreeEntity Links were created, one for CommunicatManagey
Avaya Messagingnd other foAvayaSBCE. To add an Entity Link, navigate Routing A
Entity Links in the left navigation pane and cliblew button in the right pane (not shown). Fill
in the following fields in the new row that is displayed:
1 Name: Enter adescriptive name.

1 SIP Entity 1: Select the Session Managmatity defined inSection 6.4

1 Protocol: Select the transport protocol used for this lifkS for the Entity Link to
CommunicatiorManagerandAvaya Messagin@ndTLS for the Entity Link to the Aaya

SBCE.

1 Port: Port number on which Session Manager will receive SIP régjfiesn the farend.
For CommunicatiorManager this must match th&ar-end Listen Port defined on the
CommunicatiorManagelin Section5.6.

1 SIP Entity 2: Select the name of the other systems. For Communidsidorager select the
CommunicatiorManagelSIP Entity defined inSectionError! Reference source not found.
For AvayaSBCE, select AayaSBCE SIP Entity defined irSectionError! Reference
source not found.

QT; Reviewed:
SPOC 1/26/2017

Solution & Interoperability Test Lab Application Note

©2017 Avaya Inc.

All Rights Reserved.

330f 73
PICMSM701SBCE71



1 Port: Port number on which the other system receives SIP requests from Session Manager.
For CommuicationManagey this must match theear-end Listen Portdefined on the
CommunicatiorManagelin Section 56.

1 Connection Policy SelectTrusted. Note: If this isnot selectedcalls fromthe associated
SIP Entity specified irsectionError! Reference source not foundll be denied.

1 Click Commit to save.

The following screens illustrate the Entity Links to Communicaflamagerand tothe Avaya
SBCE.

Entity Link to CommunicatiotManager

Lost Logged on at June 13, 2016 1:13 P
Aura System Manager 7.0 # Log off admin
Home | Routing *
~ Routing « Home / Elements / Routing / Entity Links [+]
Help 7
Entity Links Commit|{Cancel
Locations Y -
Adaptations
SIP Entities
1 Item &2 Filter: Enable
Entity Links
. § DNS Connection
Time Ranges [ |Name SIP Entity 1 Protocol |Port SIP Entity 2 Overnde PO it
Routing Policies 00 *[sM7_cM7_sos1Tis| *[Q.5M7 Ts[v]  *[s061 *1Q.cm7 O *s081 trusted [ v]

Entity Link to Avaya SBCE

Last Logged on at June 13, 2016 1:13 PM

Aura~ System Manager 7.0 # Log off admin
Home Routing *
~ Routing 4 Home / Elements / Routing / Entity Links [+]
Help ?
Entity Links -Commit [cancel]
Locations Y
Adaptations
SIP Entities
1 Item o Filter: Enable
Entity Links
. . DNS Connection
Time Ranges [ |Name SIP Entity 1 Protocol |Port SIP Entity 2 Override, Port Policy
Routing Policies [1 +[sm7_secezz sos1 | *[QsM7 Ts[v] *[sos1 “|Q sBcE22 O *|s061 trusted ||

Entity Link to Avaya Messaging

Aura System Manager 7.0

Home | Routing ¥

4 Home / Elements / Routing / Entity Links [+]
| oomains | e
Entity Links

1Item o Filter: Enable
1 |Name SIP Entity 1 Protocol |Port SIP Entity 2 DV'Z:':de Port CD:ZEE::M
[] *[sM-sp_sp-aam_soe| *[Qsm7 Ts[v] *[s061 +[Q, AR O *[sesr trusted | v]
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6.6. Add Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified inSectionError! Reference source not foundhreerouting policies were added, one
for CommunicatiorManager Avaya Messagingnd other for AayaSBCE. To add a routing
policy, navigate tdRouting A Routing Policiesin the left navigation pane and cliblew

button in the right pane (not shown). The following screen is displayed.

In the General section,configurethe followingfields
1 Name: Enter a descriptive name.
1 Notes:Add a brief description (optional).

In SIP Entity as Destinationsection, clickSelect.The SIP Entity List page opens (not shown).
Selecttheappropriate SIP entity to which this routing policy applies arek 8elect The

selected SIP Entity is displayed in tReuting Policy Detailspage as shown below. Use default
values for remaining fields. Clidkommit to save.

The following sceens show the Routing Pglitor CommunicatioManager

Last Logged on at October &, 2015 8:59

Aura~ System Manager 7.0

Home Routing x
m4 Home / Elements / Routing / Routing Policies [+]
: : : e
Routing Policy Details
General
| swemities | « name: TG
Disabled: []
- - . * Retries: 0

SIP Entity as Destination

Select

MName FQDN or IP Address Type Motes

M7 10.33.10.34 M
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The following £reens show the Routing Pglifor the AvayaSBCE.

Last Logged on at October &, 2015 8:59

Aura” System Manager 7.0

Home Routing x

4+ Home / Elements / Routing / Routing Policies [+]
Help #
Locations Routing Policy Details
Adaptatis
aptanions General

* Name: To-SBCE22
Entity Links

Disabled: [7]

Time Ranges

. . * Retries: 0
Routing Policies

Dial Patterns Notes:
Regular Expressions . . .
SIP Entity as Destination
| select |
MName | FQDN or IP Address | Type | Motes
SBCE22 10.10.98.22 Cther Avaya Aura SBC-E using IP 98.22

The following screens show the Routing Pylior the Avaya Messaging.

Aura” System Manager 7.0

Home Routing *

4+ Home [ Elements / Routing / Routing Policies [+]
Help ?
Locations Routing Policy Details
Adaptations
General

* Name: To-AAM

Entity Links

Disabled: ||
Time Ranges

_ - * Retries: 0
Routing Policies

Dial Patterns Notes: Routing from SM to AAM

Regular Expressions . . -
= g SIP Entity as Destination

Defaults —
| select |
Name | FQDN or IP Address Type Notes
AAM 10.33.10.35 Modular_
Messaging

6.7. Add Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
testing, dial ptierns were needed to route calls from Communicdflanagerto Avaya

Messaging and from Communication ManatgePure IPand vice versa. Dial Patterns define
whichroutingpolicy will be selected for a particular call based on the dialed digits, destinati
domain and originating location. To add a dial pattern, navigd&ewting A Dial Patternsin

the left navigation pane and clidlew button in the right pane (not shown).
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In the General section enter the following values:

i Pattern: Enteradialstn g t hat wi | | be matURh ®&d od.gdaihres tc at

1 Min: Enter a minimum length used in the match criteria.

1 Max: Enter a maximum length used in the match criteria.

1 SIP Domain: Enter thedestination domain used in the match criteria.
1 Notes:Add a brief description (optional).

In theOriginating Locations and Routing Policiessection click Add. From theOriginating
Locations and Routing Policy Listthat appears (not shown), select the appropriate originating
location for use in the match critariLastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Gedkct

Default values can be used for the remaining fields. @iokmit to save.

Two examples of the dial patterns usedtfe compliance testingreshown below, one for
outbound calls from the enterprise to the PSTN and one for inbound calls from the PSTN to the
enterprise.

The first example shows that-digit dialed numbers that fi@a destination domain of
A a v ay anlouwsds roate@policy to vayaSBCE as defined irBectionError! Reference source
not found.

Last Logged on at November 24, 2016 9:53

AM

Aura System Manager 7.0 Log off
Home Routing *

4 Home / Elements / Routing / Dial Patterns [+]
[ vomains | o
B  C'°! Pattern Detalls e
| adopations
| swentmes | + pattern:
| Emtyimks s win: [

° . * Max: 36

Routing Policies
= Emergency Call:
Dial Patterns gency
I — Emergency Priority: 1
SIP Domain: |avayalab.com v
Notes: |Qutgoing to SBCE to SP
Originating Locations and Routing Policies
Add| |Remove
1Item &Y Filter: Enable
- N - Routing - - -
- - R Originating Routing _ Routing Policy Routing
T Ly e | o 2rn e e | e e (| R EE0Sy | s Policy Notes
Disabled
Belleville GS5CP Belleville  To-SBCE22 i} SBCE22
Select : All, None
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Similarly, thesomeother dial patterns can be defined for numbering plan mentionigadtion

5.10.

Last Logged on at November 24, 2016 5:53

Home Routing *
< Home / Elements / Routing / Dial Patterns [ +]
| vomales | e
Dial Patterns
[ew| [More Actions ~|
7 Items Y Filter: Enable
Pattern Min | Max E““?:?IT“W _';"('::rge“w E'::Lgr?t';’w SIP Domain | Notes
1 1 36 O avayalab.com  Outgoing to SBCE to SP
29 5 5 O avayalab.com  Pattern for AAM on CM
a4 2 36 0 avayalab.com I{Jlnac:argi:rg to Communication
44100 5 36 O avayalab.com i)su:igs?:ing to SP for Operator
44118500 8 36 ] avayalab.com 2::?52;9(;0 SP for Directory
44999 E 36 O avayalab.com  Outgoing to SP for Emergency
60 5 36 O avayalab.com f::ﬁ;nsADAM to CM for mailbox start
Select : All, None
The secad example shows that inboung-digit numbersassigned by Pure With domain
flavayal ab .route policyta ComnusiatiorManageras defined irSectionError!
Reference source not found.
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6.8. Add/View Session Manager

The creation of a Session Manager element provides the linkage between SygstageMand
Session Manager. This is most likely done as part of the initial Session Manager installation. To
add a Session Manager, navigatéltone A ElementsA Session ManageA Session

Manager Administration in the left navigation pane and cliblew button in the right pane (not
shown). If the Session Manadestancealready exists, clickiew (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section,configurethe following fields:
1 SIP Entity Name: Select the SIP Entity created for Session Manager.
1 Description: Add a brief description (optional).
1 Management Access Point Host Name/IFEnter the IP address of the Session Manager
management interface.
1 Directs Routing to Endpoints: Enabled, to enable call routing on the Session Manager.

In the Security Module section, enter the following values:
1 SIP Entity IP Address: Should be filled in automatically based on the SIP Entity Name.
1 Network Mask: Enter the network mask correspamglto the IP address of Session
Manager.
1 Default Gateway. Enter the IP address of the default gateway for Session Manager.
1 Use default values for the remaining fields. Clk&ximmit to save(not shown).
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