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with Verizon Business IP Trunk SIP Trunk Service — Issue
1.1

Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.6, Avaya Aura® Session Manager Release 6.3, and the Avaya Session
Border Controller for Enterprise Release 6.2, with the Verizon Business Private IP (PIP) IP
Trunk service.

The Verizon Business IP Trunk service offer referenced within these Application Notes is
designed for business customers with an Avaya SIP trunk solution. The service provides local
and/or long distance PSTN calling via standards-based SIP trunks directly, without the need
for additional TDM enterprise gateways or TDM cards and the associated maintenance costs.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab., utilizing a Verizon Business
Private IP (PIP) circuit connection to the production Verizon Business IP Trunking service.
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1. Introduction

These Application Notes describe a sample configuration of Avaya Communication Server
1000E Release 7.6 (CS1000E), Avaya Aura® Session Manager Release 6.3.2, and Avaya
Session Border Controller for Enterprise Release 6.2 (Avaya SBCE), with the VVerizon Business
Private IP (PIP) IP Trunk service. The Verizon Business IP Trunk service provides local and/or
long-distance calls via standards-based SIP trunks.

Customers using Avaya CS1000E with the Verizon Business IP Trunk SIP Trunk service are
able to place and receive PSTN calls via the SIP protocol. The converged network solution is an
alternative to traditional PSTN trunks such as ISDN-PRI.

Verizon Business IP Trunk service offer can be delivered to the customer premise via either a
Private IP (PIP) or Internet Dedicated Access (IDA) IP network terminations. Although the
configuration documented in these Application Notes used Verizon’s IP Trunk service
terminated via a IDA network connection, the solution validated in this document also applies to
IP Trunk services delivered via IDA service terminations.

For more information on the Verizon Business IP Trunking service, including access
alternatives, visit http://www.verizonbusiness.com/us/products/voip/trunking/.

2. General Test Approach and Test Results

The Avaya CS1000E location was connected to the Verizon Business IP Trunk Service, as
depicted in Figure 1. The Avaya equipment was configured to use the commercially available
SIP Trunking solution provided by the Verizon Business IP Trunk SIP Trunk Service. This
allowed Avaya CS1000E users to make calls to the PSTN and receive calls from the PSTN via
the Verizon Business IP Trunk SIP Trunk Service.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
The testing included the following successful SIP trunk interoperability compliance testing:

e DNS SRV to determine the Verizon IP Trunk SIP signaling information, using UDP for
SIP signaling and full SIP headers. The use of DNS SRV is optional, and the
configuration was tested with static configuration of the Verizon SIP signaling IP
Address and port as well as with the DNS SRV configuration.

e Incoming calls from the PSTN were routed to the DID numbers assigned by Verizon
Business to the Avaya CS1000E location. These incoming PSTN calls arrived via the SIP
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Trunk and were answered by Avaya SIP telephones, Avaya IP UNIStim telephones,
Avaya digital telephones, and analog telephones and fax machines. The display of caller
ID on display-equipped Avaya CS1000E telephones was verified. Avaya CS1000E sends
180 Ringing (without SDP) for calls ringing to an Avaya CS1000E telephone user.

e Outgoing calls from the Avaya CS1000E location to the PSTN were routed via the SIP
Trunk to Verizon Business. These outgoing PSTN calls were originated from Avaya SIP
telephones, Avaya IP UNIStim telephones, Avaya digital telephones, and analog
telephones and fax machines. The display of caller ID on display-equipped PSTN
telephones was verified. Outbound calls using “fast answer” (Verizon 200 OK without a
preceding 18x) were also tested successfully.

e Proper disconnect when the caller abandoned a call before answer for both inbound and
outbound calls.

e Proper disconnect when the Avaya CS1000E party or the PSTN party terminated an
active call.

e Proper busy tone heard when an Avaya CS1000E user called a busy PSTN user, or a
PSTN user called a busy Avaya CS1000E user (i.e., if no redirection was configured for
user busy conditions).

e Various outbound PSTN call types were tested including long distance, international,
toll-free, operator assisted, directory assistance, and non-emergency x11 calls.

e Requests for privacy (i.e., caller anonymity) for Avaya CS1000E outbound calls to the
PSTN were verified. That is, when privacy is requested by Avaya CS1000E, outbound
PSTN calls were successfully completed while withholding the caller ID from the
displays of display-equipped PSTN telephones.

e Privacy requests for inbound calls from the PSTN to Avaya CS1000E users were
verified. That is, when privacy is requested by a PSTN caller, the inbound PSTN call was
successfully completed to an Avaya CS1000E user while presenting an “anonymous”
display to the Avaya CS1000E user.

e SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both Verizon
Business and the Avaya Session Border Controller for Enterprise (SBCE) were able to
monitor health using SIP OPTIONS. The Avaya Aura® SBC configurable control of SIP
OPTIONS timing was exercised successfully.

e Incoming and outgoing voice calls using the G.729(a) and G.711 ULAW codecs, and
proper protocol procedures related to media.

e DTMF transmission for incoming and outgoing calls.

e Inbound and outbound long holding time call stability.

e Telephony features such as call waiting hold transfer using re-INVITE and conference.
Note that Avaya CS1000E will not send REFER to the Verizon network.

e Inbound calls from Verizon IP Trunk Service that were call forwarded back to PSTN
destinations via Verizon IP Trunk Service, presenting true calling party information to
the destination PSTN telephone.

e Proper DiffServ markings for SIP signaling and RTP media.

e Inbound fax and outbound fax calls.

¢ Inbound and outbound G.729a voice calls for which intentionally induced ambient fax
tone “noise” played to the voice call causes Verizon to issue a re-INVITE to G.711.
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Items not supported or not tested included the following:

Emergency 911/E911 Services Limitations and Restrictions - Although Verizon provides
911/E911 calling capabilities 911 capabilities were not tested, it is Customer’s
responsibility to ensure proper operation with its equipment/software vendor.

Verizon Business IP Trunking service does not support G.729B codec.

SIP REFER method is not supported by Avaya CS1000E.

CS1000E Mobile-X features were not tested.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results. The
following observations were noted:

T.38 Fax: Verizon has implemented T.38 Fax in their network; however Verizon sends a
re-Invite to G.711 instead of T.38 after the detection of fax tone. This resulted in
outbound fax transmission using G.711.

Avaya CS1000E does not support sending REFER: Incoming Verizon IP Trunk calls
that are transferred back out to the PSTN via the Verizon IP Trunk Service will continue
to traverse the enterprise site (i.e., will not be released via a REFER-based transfer).

Max-Forwards header: The Invite message from the Avaya CS1000E would sometimes
contain a Max-Forwards value of 20. Verizon recommends a Max-Forwards value of 70
be sent with all SIP requests from the CPE. A SigMa Script on the Avaya SBCE was
used to change the Max-Forwards value to 70. See Section 7.5.

Transfer from PSTN to PSTN: Assume a call is active between a CS1000E telephone
user and a PSTN user “A”. To allow the CS1000E user to transfer the call using the
Verizon IP Trunk Service to another PSTN user “B” before user B has answered the call,
CS1000E plug-in 501 must be enabled as show in Section 5.7.

Blind transfer off-net, calling party on PSTN does not hear ringback tone when the
called PSTN is ringing: This limitation is encountered when performing a work around
to support a blind transfer call without an UPDATE/SDP method. Before completing the
transferred call, the CS1000 uses an UPDATE/SDP method to anchor ring back tone on
the 2" leg to the 1% leg. However, Verizon does not support this method, it rejects the
UPDATE/SDP with a “500 Internal Server Error” response. A workaround has been
made to eliminate the UPDATE method on inbound signaling, that makes the CS1000
automatically disable UPDATE from being sent to Verizon. This is achieved by the
SigMa Script on the Avaya SBCE in Section 7.5 and by enabling plug-in 501 for the
CS1000 in Section 5.7.

Note: The Avaya CS1000E requires support of UPDATE, but Verizon does not support this
method. Not supporting UPDATE may result in significant service degradation and feature
breakage.
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2.3. The SIP Trunk Redundant (2-CPE) Architecture Option

Verizon Business and Avaya developed the SIP Trunk Redundant (2-CPE) architecture to ensure
that SIP trunk calls can be automatically rerouted to bypass SIP trunk failures due to network or
component outages. The 2-CPE architecture described in these Application Notes is based on a
customer location having two Avaya Session Border Controllers for Enterprise. One Avaya
SBCE is designated as Primary and one as Secondary. The Avaya SBCEs reside at the edge of
the customer network.

Session Manager is provisioned to attempt outbound calls to the Primary Avaya SBCE first. If
that attempt fails, the Secondary Avaya SBCE is used. Similarly, the Verizon Business Private IP
Trunk service node will send inbound calls to the Primary Avaya SBCE. If there is no response
then the call will be sent to the Secondary Avaya SBCE.

2.4. Support

2.4.1. Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.4.2. Verizon

For technical support on Verizon Business IP Trunk service offer, visit the online support site at
http://www.verizonbusiness.com/us/customer/.
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3. Reference Configuration

Figure 1 illustrates an example Avaya CS1000E solution connected to the Verizon Business IP
Trunk SIP Trunk service. The Avaya equipment is located on a private IP network. An enterprise
edge router provides access to the VVerizon Business IP Trunk service network via a Verizon
Business T1 circuit. This circuit is provisioned for the Verizon Business Private IP (PIP) service.
The optional Verizon “unscreened ANI” feature is not needed by the Avaya CS1000E.

PSTN 28
Phones €&

Verizon IP

Verizon SIP Signaling
pcelban0001.avayalincroft.globalipcom.com Tru n k
172.30.209.21: 5071 i
Service

*—M
PIP ! adevc.avaya.globalipcom.com
AL S Mg | (Enterprise domain known
3 \ m To Verizon Business)
Verizon DID CM Extension ~\
732-945-0285 x7105
732-945-0288 x7106 Enterprise
732-945-0287 x7107 Router
732-945-0288 x7111
Management IP: 10.80.150.226
SIP Signaling Interface: 10.64.19.226
S .
Avaya Aura® Communication Server 1000€ i e
CPOC Server
{10.80.140.102 — Call Server) 1442
{10.80.140,103 — Signaling Server Node IP} ‘SIP OUTSIDE “B1*
Avaya Session Border Controlier
o g < for Entorprise
Management IP : 10.64.19.140
10.80.140.140 INSIDE “At"
' SIP
I_ avayalab.com
| ] (Enterprise domain used in
.= Shared test environment)
'AP\’;Y: ':“OE Avaya 1165E
elephone IP Telephone
Analog Ph
FAX s et x711110,64,19,111 7107 10.64,18.112 (Unistim} DNSYHTTP

x7106 (SIP) 10.80.150.201

X7105

Figure 1: Avaya Interoperability Test Lab Configuration

In the sample configuration, the Avaya SBCE receives traffic from the Verizon Business IP
Trunk service on port 5060. When the Avaya SBCE is installed, a static IP Address for the
Verizon SIP signaling address and port can be entered. If DNS SRV is preferred, the Avaya
SBCE can be configured to use DNS SRV, using UDP for transport, to determine the IP Address
and port to be used to send SIP signaling to Verizon. In the sample configuration, the DNS
process will result in SIP signaling being sent to IP Address 172.30.209.21 and port 5071.
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The Verizon Business IP Trunk service used FQDN
pcelban0001.avayalincroft.globalipcom.com. The Avaya CPE environment was known to
Verizon Business IP Trunk Service as FQDN adevc.avaya.globalipcom.com. For efficiency, the
Avaya environment utilizing Session Manager Release 6.3 and Communication Server Release
7.6 was shared among many ongoing test efforts at the Avaya Solution and Interoperability Test
lab. Access to the Verizon Business IP Trunk service was added to a configuration that already
used domain “avayalab.com” at the enterprise. The Avaya SBCE is used to adapt the
“avayalab.com” domain to the domains known to Verizon. These Application Notes indicate the
configuration that would not be required in cases where the CPE domain in CS1000E and
Session Manager match the CPE domain known to the Verizon Business IP Trunk service.

The Verizon Business IP Trunk service provided Direct Inward Dial (DID) numbers that
terminated at the Avaya CS1000E location. These DID numbers were mapped to Avaya
CS1000E users via a Session Manager adaptation. Table 1 shows a sample mapping of Verizon-
provided DID numbers to Avaya CS1000E telephone users.

Verizon Provided DID Avaya CS1000E Destination Notes
732-945-0285 X7105 Avaya M3904 Digital
Telephone
732-945-0286 X7106 Analog telephone / fax
732-945-0287 X7107 Avaya 1165-Series IP
Deskphone (UNIStim)
732-945-0288 X7111 Avaya 1140E-Series IP
Deskphone (SIP)

Table 1: Sample Verizon DID to CS1000E Telephone Mappings

The following components were used in the sample configuration:

Note — The Fully Qualified Domain Names and IP addressing specified in these Application
Notes apply only to the sample configuration shown in Figure 1. Verizon Business customers
will use different FQDNs and IP addressing as required.

e Verizon Business IP Trunk network Fully Qualified Domain Name (FQDN)
o pcelban0001.avayalincroft.globalipcom.com

e Avaya CPE Fully Qualified Domain Name (FQDN)

o adevc.avaya.globalipcom.com

Avaya Session Border Controller for Enterprise(SBC-E) 6.2.0Q36

Avaya Communication Server 1000E Release 7.6

Avaya Aura® System Manager Release 6.3.2

Avaya Aura® Session Manager Release 6.3.2

Avaya 1100-Series IP Deskphones using UNIStim software

Avaya 1140E IP Deskphones using SIP software, registered to the CS1000E

Avaya M3900-Series Digital phones

Analog telephones and fax machines
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Note — These Application Notes describe the provisioning used for the sample configuration
shown in Figure 1. Other configurations may require modifications to the provisioning described

in this document.

3.1. History-Info and Diversion Headers

The Verizon Business IP Trunk service does not support SIP History-Info Headers. Instead, the
Verizon Business IP Trunk service requires that SIP Diversion Header be sent for redirected
calls. The Avaya Communication Server 1000E includes History-Info header in messaging sent
to Session Manager. Session Manager can convert the History Info header into the Diversion
Header required by Verizon. This is performed by specifying the “VerizonAdapter” adaptation in

Session Manager. See Section 6.3.2.

The Avaya Communication Server 1000E call forwarding feature may be used for call scenarios

testing Diversion Header.

4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component

Release

Avaya Communication Server 1000E running
on CP+DC server as co-resident configuration

Call Server: 7.65.16 GA (CoRes)
Service Pack 2

Communication Server 1000E Media
Gateway

CSP Version: MGCC DCO01
MSP Version: MGCM ABO02
APP Version: MGCA BA18
FPGA Version: MGCF AA22
BOOT Version: MGCB BA18

DSP1 Version: DSP4 AB0O7
BCSP Version: MGCC DC01

Avaya Aura® System Manager 6.3.0 —FP2
Avaya Aura® Session Manager 6.3.2.0.632023
Avaya Session Border Controller for 6.2.0Q36
Enterprise

Avaya 1165E (UNIStim) 0626C8Q
Avaya 1140E (SIP) 04.03.12.00
Avaya M3904 (Digital) n/a
Avaya 6210 Analog Telephone n/a

Table 1: Equipment and Software Used in the Sample Configuration
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5. Configure Avaya Communication Server 1000E

This section describes the Avaya Communication Server 1000E configuration, focusing on the
routing of calls to Verizon over a SIP trunk. In the sample configuration, Avaya Communication
Server 1000E Release 7.6 (CS1000E) was deployed as a co-resident system with the SIP
Signaling Server, and Call Server applications all running on the same CP+DC server platform.

This section focuses on the SIP Trunking configuration. Although sample screens are illustrated
to document the overall configuration, it is assumed that the basic configuration of the Call
Server and SIP Signaling Server applications has been completed, and that the Avaya CS1000E
is configured to support analog, digital, UNIStim, and SIP telephones. For references on how to
administer these functions of Avaya CS1000E, see Section 11.

Configuration will be shown using the web based Avaya Unified Communications Management
GUI. The Avaya Unified Communications Management GUI may be launched directly via
https://<ipaddress> where the relevant <ipaddress> in the sample configuration is 10.80.140.102.
The following screen shows an abridged log in screen. Log in with appropriate credentials.

AVAYA

PAszaoid ssssssss

Alternatively, if System Manager has been configured as the Primary Security Server for the
Avaya Unified Communications Management application and Avaya CS1000E is registered as a
member of the System Manager Security framework, the Element Manager may be accessed via
System Manager. In this case, access the web based GUI of Avaya Aura® System Manager by
using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of System
Manager. Log in with appropriate credentials. The System Manager Home Page will be
displayed. Under the Elements category on the right side of the page, click the Communication
Server 1000 link (not shown).
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The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to “CS1000” in the Element Type column. In the
abridged screen below, the user would click on the Element Name “EM on cs1k-cpdc”.

Host Name: 10.80.140.102  Software Version: 02.30.0066.0006406)  User Name admin

Elements

Mew elements are registered into the security framewaork, or may be added as simple hyperinks. Click an element name to launch its management
senvice. You can optionally filter the list by entering a search term.

| =T e a0
[ ElementName Element Type « Release Address Description
+ []| EM.on cs1k-cpde C31000 7.6 10.80.141.102 Mew
element.
2 [] cslk-codcavavalab.com Linux Base [ 10.80.140.102 Base 08
(primary} element.
3 [] 10.80.141.101 WMedia Gateway 76 10.80.141.101 Mew
Controller element.
O MRS an csik-cpde Metwark Routing Service 7.6 10.80.141.102 Mew
element.

5.1. Administer an IP Telephony Node
This section describes how to configure an IP Telephony Node on the Avaya CS1000E.

5.1.1. Obtain Node IP Address
Expand System => IP Network on the left panel and select Nodes: Servers, Media Cards.

The IP Telephony Nodes page is displayed as shown below. Click <Node id> in the Node ID
column to view details of the node. In the sample configuration, Node ID “1005” was used.

AVAYA CS$1000 Element Manager
- UCM Network Services A Maneging \_t-m.u'. 302 uscrnh_*’mn:l'rm
—~Home Sysiere s ¥ Netwark » F Teieshany H00es
- Links IP Telephony Nodes
= Vs Tenrinals ¥ the Mode ID 1 > reok
Spatem
* Alams ——  pr—
- Mainmnance {_Add import Ban) | Batesh
+ Core Equipment
! Perpretat Equipment [JMogeiDa  Components Emsblediggiicatons  ELWNE  NoSeTLANIFW logeTLHES Stas
- Netw AP Line. LTPS. Galens - a
. it [ 1005 1 ";:".‘:" el - 1080140, 103 ATNONEED
~Mantenance ane Repons
Meda Gatewass Show  MNodes  [] Component servers and cards [7]1 P8 agdness
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The Node Details screen is displayed with additional details as shown below. Under the Node
Details heading at the top of the screen, make a note of the TLAN Node IPV4 address. In the
sample screen below, the Node IPV4 address is “10.80.140.103”. This IP address will be
needed when configuring Session Manager with a SIP Entity for the Avaya CS1000E in Section
6.4.1.

AVAYA CS1000 Element Manager
P e A e ———————————————————————————————————————————————————
- UCM Network Services A Managing: 16.80,141,102 Username: acmn
- Home Syaien s B Netw ot o EIRRRAOC RS » eoe Deras
-Links Node Details (1D: 1006 - SIP Line, LTPS, Gateway { SIPGw ))

« Virtual Terminals

~
MNods ID
Call seveer P aadress 110,90 141 202 TLAN 300ress 10e () 1Pl onl
Fvd ana Py
Embeaded LAN (ELAN) Telephony LAN (TLAM)
-Media Gaewars
- Zones Galeway ¥ address 1080 1411 Node IPyd agdresa |
-Host and Rouse Tables
- Subnetmask 255.255 2350 Sutinet madk 1255 255 255.0
atones
teame Dvscton <
+ Imderiazen o | ee——
Becured Vs SJve l | Lancel

- Engrascad Vales
+ Emarcens Senices

The following screen shows the Associated Signaling Servers & Cards heading at the bottom
of the screen, simply to document the configuration.

Associated Signaling Servers & Cards

Select to add  # Frint | Refresh

[] Hostname « Tvpe Deploved lications ELANM IP TLAM IPvd Role
SIP Line, LTPS, Gateway, PD,

[] cs1k-cpde Signaling_Server Presence Publisher, IP Media 1080141102 10.80.140.102 Leader
Senices

Show:

Mote: Only server(z) that are net part of any other IP telephony node and deployed application(z) that match the 2ervice(zs) selected for thiz node are
availabls in the zervers lizt .
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5.1.2. Terminal Proxy Server (TPS)

On the Node Details screen, scroll down in the top window and select the Terminal Proxy
Server (TPS) link as show below.

AVAYA €$1000 Element Manager

= UCM Network Services
~ Homa
- Lnks
=il Termmale
- Sysiem
+ Hams
= Mavtenance
+ Core Equipment
- Penphera Equpment
= 1P Metwork

= Maintenance and Repons
- lhecka Galeways

- [onss

« Host and Route Tabies

- 008 Thresholgs

= Perscnal Drectones

- Unicode Mame Ditectory
+Intaraces

Enamum: aluu

= Posbwirk Address Transiahon

A Maneging: 10.00,141.102 Usermame: admin
Eystem « P hatworh « B Tasonony Notes » fisos Detan

Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))

Subnetmask 255 255 2850

e Galear (VO a0d Codesa
Qualts ol Senips (G

Prasance Pyblisnar
P 13333 Senices

*Aequred Vawe

Applcations (cick to edit configuration)

Check the UNIStim Line Terminal Proxy Server check box and then click Save (not shown).

AVAYA

« UCH Network Services
-Home
= Links
=Wtual Termmals
- System
+ Nams
-Hsintenance
+ Corm Equismant
~Penphecal Equipment
< IF MNatwaork

- Hainkenance and Repons

- Media Goeways

- Zonss

- Hos! and Route Taties

- Hetwork Address Translation
- 008 Thresncuds

- Parsonatl Dineciones

= Unicoge Hame Directory

-Nogas Serrs Yedis Cads

CS1000 Element Manager

& Managng: 080,941 002 Ilumsmc lﬂmn

System x P ilatwirh » » UNSte Low Terrng! Waay Sarver

LTRS| Carfguration

Node ID: 1006 - UNIStim Llne Termmal Proxy Server (LTPS) Conﬂguruﬂon Details

UNIStm Ung Temminal Prony S-:r.el[i] ENAbis provy seracs on thia nods I

Firmware
IF adoress 0000
Fit His pain  download femwa
Senvar AccountUiser iD
Fassaore

ons
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5.1.3. Quality of Service (Qo0S)

On the Node Details screen, scroll down in the top window and select the Quality of Service
(QoS) link as shown below.

AVAYA €S$1000 Element Manager

~UCM Netaork Senvices A Maneging: 10.09.141.102 Usermame: admin
e Eystem » P hatworh « P Taaonony Notes » s Decaln
- Links Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
=il Termmale
- Sysiem
Harms ~
:l-|;t‘t¢n.1n-:t Subnetmask (265265 2550 Subnetmask 255 255 2650
+Core Equipment
- Penphera Equipment
~ 1P Metwork
-teogss Senem Medis Caidy W Tel
« Maintenance and Repons nacg Gale
= 1heds Galeways
- onse
« Host and Route Tabies

= Posbwirk Address Transiahon Prasance Pybiisnar
- 208 Thresholgs

|P 15533 Senices
= Perscnal Drectones
- Unicode Mame Ditectory ~
+IntsMaces

- Engineered Values T Ve | Cancal
Erma

v Gasdeag

jephony Node Properties Applcations (cick to edit configuration)
Sy Codesa S5 Lioa
Tearming Provs Sacvse (TP

Gataway (BIPTw

Set the Control packets and Voice packets values to the desired Diffserv settings required on
the internal network. The default Diffserv values are shown below. Click Save.

AVAYA €$1000 Element Manager
- UCM Network Services A Managing: 10.50.441. 142  Usemame: aamin
R Eyocen » P histwont « B Tgacheoy Hodes » [ooe Datals » Quaity 94 Seruice (035
« Links Node ID: 1005 - Quality of Service (QoS8)
=V Temminals
- Systom
« Alarme Diftanry Codupor (DSCP)
- Uakensnce

Enable Aaya automatic oS [

« Core Equtpment
-Fenpherz Equpment Control packats. 41
« F Network
- 2§ 18 18583 Car VoICE packats 7
< Hasintenance and Repons
~ IS Gatewass VLAN tagging: [} 302 1Q support
- Ionss

202 13 bits valua (802 1P
~Host and Rowte Tabiles 12 12 bits value (802 1

~Mstwork Addiess Transiason
- 28 Thisshalde
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5.1.4. Voice Gateway and Codecs

On the Node Details screen, scroll down in the top window and select the VVoice Gateway

(VGW) and Codecs link as shown below.

AVAYA CS1000 Element Manager
B M A T a3 oo
~UCM Network Ssevices A Maneging: 10.09,141.102 Usermame: samin
— ¥ Eystem » P hatworh « P Tasonony Hotes » fisos Decaln
- Lk Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
=il Termmale
- System ==
e - - ~
S s anee Subnatmask 255 255 285.0
+ Core Equipment
- Penpheral Equipmeant
~1F Metwork
o i Applcations (cick to edit configuration)
= Maintenance and Repons e -
'mG"“"-" . o Tamming Prov Saree TPS
- €008 Gataway (SIPGw]
« Host and Route Tabies : : . !
= ’c‘m‘:’::;;‘:’: Transishon . o Prasance Pyblicnas
- !.h-.ﬁ i Qi y -’i
= Perscnal Drectones * ° ¢ =
=Unicods Mame Dicactory e
+Intatacss ) —~—
- Engineered Values Frqueed Vave @
£ Cari*Aa

The following screen shows the General parameters used in the sample configuration.

AVAYA €S1000 Element Manager

- UCH Hetwork Sarvices A Narageg 1058.141.107  Usermame: admin
H Synlem o P listwors » B Tamchary logey » tode Cecain o VGV arg Cosecs

~Uinks Node ID: 1005 - Voice Gateway (VGW) and Codecs
- Amial Termingls

- Systom e e g
i " Gmneral | Yoica Codecs | Eae
= Naintenance Gerserst
+ Cars Equipment o K5k A2 Arena -

- Petipharal Equipment Echo cancellaton: {71 Use cancalier, with &l dalay (126 &
= 1P Hatwork | Dyramac aenuaion

-Hodas 390vecs Hedia Caf

~ Maintenance anvd Reports Voice Aoty datection thrsshold. -1

-Hedia Garewa =
«Zones o Id0le Paise lovel: | E5 12337~ 4337 08
= Most 3nd Routs Tatkes s
)
= Natsork Address Transiation Sparng apsans
- oS Thrasncess
- Pecsonal Direclonss
= Umcode Name Direciory
+Intetaces
- Engneered Values B V.21 Fastone detection
+ Emergend; Senices
+ Gaographue Redundanc) [] R factor casculstion
ot Voice Codecs

- Customars

« Houtes and Trumks
-Reutes and Trunes . a3 size | 20 ot Dor frow

Joloe pasead sin ¥, (e ser framm
~D-Channels .0 e 149 ’ .
- Digitsl Trunk Inlertace YOICE CIFOUT (NS Baftari galar 4N w (RN w8l iriescans

- DiaAng and Numbedng Plans Secsires Vaki licte: Charges made o0 itve sage WA NOT 3e
= Electonic Swilched Netaork rengThec U the looe B MOS Mever

E
7
7
=

OTUF tone detechion

Low atency mode

Roemove DTUF delay (squelch DTHF from TDM o0 IF
7 ModemFax pass-througn

& E

Codec G711~ Enabied (equirse)

»
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Use the scroll bar on the right to find the area with heading VVoice Codecs. Note that Codec
G.711 is enabled by default. The following screen shows the G.711 parameters used in the
sample configuration.

Voice Codecs

Codec G711: Enabled (required}

Voice payload size: (milizeconds per frame
aice playout (jitter buffer) delay: (miliseconds

Mominal Maximum

Maximum delay may be automatically adjusted hased an nominal
settings.

[] Vaoice Activity Detection (VAD)

For the Codec G.729, ensure that the Enabled box is checked, and the Voice Activity Detection
(VAD) box is un-checked. In the sample configuration, the CS1000E was configured to include
G.729A and G.711 in SDP Offers, in that order.

General | Yoice Codecs | Fax

Codec G729 [¢] Enabled 2
oice payload size: (miliseconds per frame
‘oice playout (jitter buffer) delay: (milizeconds

Mominal Maximum

Maximum delay may be automatically adjusted hased on nominal
seftings.

[] Waice Activity Detection (VAD)

5.1.5. SIP Gateway

The SIP Gateway is the SIP trunk between the Avaya CS1000E and Session Manager. On the
Node Details screen, scroll down in the top window and select the Gateway (SIPGw) link as
show below.

AVAYA €S1000 Element Manager

= UCM Network Sevvices A Maneging: 90.09,141.102 Usermame: sdmin

—Homs Eystem » P hatworh « P Taagaoay hoses 5 Ssoe Decan

- Links Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
= Vil Temnale

- System
shlay: 00 B sl pm—e—— A — T - L
- Mavtenance Subnatmask 25525325510 Subnetmask 255 255 2850

¥ Telephony Node Properties Applcations (cick to edit configuration)
. :QJZS,;J:QA‘.J,,.‘A)AAl'::';Z‘J‘;:
o Qualt ol Senies (G080
Zonse o W
e d Route Tabies cjive
-he»‘w.:'n' Q:J::: ?V:‘V:—:’lb" : .‘,lj,','{_,, s To08E
- o MCDN Atematics Rounng Treatmsct MAT) Causes
- Engineered Values Frqueed Vive Exe | | Caocal |
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On the Node ID: <id> - Virtual Trunk Gateway Configuration Details page, enter the
following values and use default values for remaining fields.
e Sip domain name: Enter the appropriate SIP domain for the customer network.
In the sample configuration, “avayalab.com” was used in the Avaya Solutions and
Interoperability Test lab environment. The SIP domain for the enterprise known to
Verizon is “adevc.avaya.globalipcom.com”, and the SIP domain will be adapted by
Avaya SBCE for calls to and from the Avaya CS1000E.

e Local SIP port: Enter “5060”.
e Gateway endpoint name: Enter a descriptive name.
e Application node ID: Enter <Node id>. In the sample configuration, Node

“1005” was used matching the node show in Section 5.1.1.

The values defined for the sample configuration are shown below.

AVAYA CS1000 Element Manager
- UCH Hatwork Services A Managmg: 19.50.441 102 Uswrmame: sdnmen
Home Syetan » B Networt & E Tsecheny licoes » Lzoe Detate riua Trutk Gawwaey Cordguraten
-Links Node ID: 1005 - Virtual Trunk Gateway Configuration Details
< Virusl Tenminals
15 ol Gaceryl | SIP Gibecr: Saitingy | SIP Gmws: Gaciton

« Mantenance

«Core Equipment

« Panpharal Egapment
~ 1P Mswor)

Uk gateaar sopacabon [F] Enable galenas sérdce on this nods

Genersl Virtuai Trunk Netavork Health Monnor
3. ISA Caigs
Reports Virk gateway sephication  SIP Gatewsy (SIPG v
{1 Monkor IP addeesses (listed below
SIP coman nama  avayalab com
na Rouke Tabies
(% Address Transiatan
- sholos
Personal Drectories
- Lcose Piame Dwestor, Gataway endpaint nams. node 1003
«Inteifaces Mentor addmsses

Locsl SIP port 5060

Monntor &

-Engineersd Vakues

« Emargeny Serdoss

« Geographic Redundancy

+Sofwarns Applicaton node ID. 1002

Customars
~ Routes aewd Trunks Enabis fajissfe RS

- Rowkes and Trunks

= O-Channelz "

- Digital Trunk ntetace bl
- Dialing and Numbenng Plans sie. Chenges mmds o fris pege mlNOT e

- Elactrenit Satched Misdwon Y iraramding Urtd 5e liode m a< saved

Sae Cance
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Scroll down to the SIP Gateway Settings = Proxy or Redirect Server: section.

Under Proxy Server Route 1, enter the following and use default values for remaining fields.

e Primary TLAN IP address: Enter the IP address of the Session Manager SIP signaling
interface. In the sample configuration “10.64.19.226” was used.

e Port: Enter “5060”
e Transport protocol: Select “TCP”

The values defined for the sample configuration are shown below.

General | SIP Gateway Settings | SIP Gateway Senvices

Proxy Or Redirect Server:

Proxy Server Route 1:

Frimary TLAM IP address: [10.64.19.226

Part: (5060 (1-65535

Transport protocol: | TCP w

Options: [] Support registration
[] Primary CDS proxy

Secondary TLAM IP address: (0.0.0.0

T
I
=]
=]
=]
[
=]
[
il
[=1
=]
]
T
=]
=
T
=]
I

Part: (5060 (1- 865535
Transport protocaol: | TCP
-

MNote: Changes made on thiz page will NOT be
tranzmitted until the Nods iz alzo saved.

* Required Value. [ Save l [Cancel ]

Scroll down and repeat these steps for the Proxy Server Route 2.

General | SIP Gateway Settings | SIP Gateway Services

Proxy Server Route 2: Las

Primary TLAM IP address: |10.64.19 226

The IP address

address type

Port: |5060 1 - 55538

Transport protocol | TCP w

Options: Registration not supported
] Primary CDS proxy
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Scroll down to the SIP URI Map section. The values defined for the sample configuration are
shown below. The Avaya CS1000E will put the “string” entered in the SIP URI Map in the
“phone-context=<string>" parameter in SIP headers such as the To and From headers. If the
value is configured to blank, the CS1000E will omit the “phone-context=""in the SIP header
altogether.

General | 3IP Gateway Seftings | SIP Gateway Services
SIP URI Map: _
Fublic E.154 domain names Private domain names
Mational: | | LIDP: |L|dp |
Subscriber: | | COP: |cdp.udp |
Special number: | | Special number; | |
Unknown: | | Yacant number: | |
Inknawn: | |
Scroll to the bottom of the page and click Save (not shown) to save SIP Gateway configuration
settings. This will return the interface to the Node Details screen.
5.1.6. Synchronize Node Configuration
On the Node Details screen, click Save as shown below.
AVAYA CS1000 Element Manager
- UCH Hetwork Services ¢ Wemging; '__D:".,l"' bepetictsatipesorhach ST .
e Node Details (ID; 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
=V Teimnas
»Sy‘ﬂ:l:
+ Hams ~
- Lantenance Nage
+ Cofe Equpment Call sarver IF acoress’ 1080 141100 TLAN 2ddrs55 108 &) 1Pud ot
1Pt sl 1P
Embedded LAN (ELAN) Tolephony LAN (TLAN)
~20 Gatasway IF sotress (1080 W11 Nods 1P sooress |10 80 40 103
- Routs Tables
1% ress Translation Supnet maske 1256 2552550 Jubnet mask (255 2552550
:g’r‘l;'-u-‘e:::-:a;au-:-:- i< s s
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Select Transfer Now on the Node Saved page.

Managing: 10.80.141.102 Username: admin
System » IP Network » |P Telephony Nedes » Hode Saved

Node Saved

Mode ID: 1005 has been saved on the call server.

The new configuration must also be transferred to associated servers and media cards.

[ Transfer Mow...

]Ynu will be given an aption to selectindividual servers, ortransfer to all.

[ Show Modes

]Ynu may initiate a transfer manually at a later time.

Once the transfer is complete, the Synchronize Configurations Files (NODE ID <id>) page is
displayed. Place a check mark next to the appropriate Hostname and click Start Sync. The
screen will automatically refresh until the synchronization is finished.

AVAYA

= UCM Network Services
~-Home
« Links
= Yimual Termnss
- Systam
+ Alanma
- Haintenans
+ Cere Equioment
- Panphaal Equipment
= |F Nataork
-Hogas Saners Uediy Cargs
~Haimenancs and Repans
~Medis Gateways
~Z0NRS
- Host and Route Taties
= Hatwon Agaress Transiation
~ 008 Threstios
- Persons Direciones
» Unicode Name Directory

CS1000 Element Manager

A Managng: 10.8).141.102  Usermame: admin

Systam » P Nstwank » B Tamorosy lindeg » Syscaroace Configuranan Fies

Synchronize Configuration Files (Node ID <1005>)

PIose. Saject COMDUNENRS 16 Sinchion 22 ei ConBpuraton Hes with C3| saevar dms This process irasafers sanver INI RIS 1o selecied
[KoMponents. N ISQUINes 3 festan’ of Ap0dcabons on NRCed S60ei5) when Comossts

|[ Stat Syng ! Cancsl | [ Restan Appicatens |

7] Hostnamg s

Frnt | Rafreahy

SIP Line, LYPS
Gateway (SIPH3Z3
FO Presence
Futlisher IF bats
Saraces

* Afoicalen restan W any Tegured 131 ntal syslere cenfigaratan or ¥ Chaoges Mive boen macs 12 geesal LAN configuraiens, SNTP setnigs SH an
322 Gattwdy MTNEE Netnark EvAectivly reliied RArSTRoNTs Kt 02018 00 B 421180A eNADieg &f SMALIEY) Jara 08 I aN0eg Of TSV g afpiERien
e

L-L' cs thcpdc Signaie_Server S required

The Synchronization Status field will update from Sync required (as shown above) to
Synchronized (as shown below). After synchronization completes, place a check mark next to
the appropriate Hostname and click Restart Applications.

AVAYA

- UCM Network Ssrvices
- Home
« Links
= Vius Tenmingls
- Systemn
+ Alms
- Halmsnance
+ Core Equipment
- Fenpheca Equomsnt
« P Networh
-Moges Secevp INega Candg
«Maintsnance and Reports
-Mada Gateanss
«Zoews
= Motk and Rouls Tables
~ Madwork Address Transiaftan
- 008 Threshalds
- Parsonal Diedtones
-LUmcode Name Diedion

C81000 Element Manager

A Managng 10.80.141.102 Gsername: admin

System » P Herwock » P Iaiatany Noded » Syacnroace Canfpunanos Fies

Synchronize Configuration Files (Node ID <1005>)

COMPONENTE 10 Snchionis theit Conbpuraion SI8s wih Call server G T pIo0Sss BanSlers server PB Mg 10 dalected
2nd 16a0es 3 restart’ of applcations o0 aflecled senvers) when comglels

Pt | Rebean

Tipe Applicahons

SIF Line LTPS
Cateway (IIFHI22
PO. Fresaaca
Fublisher IP g3
Eerices

* AQPRCRDON TESIM B DO 1OIURS 100 NGRI BYSIT CONNgUratan o If CRANQSS Nave Sean MAe t) general LAN cantguiations. SHTF settegs, 52 ant
W22 0ateway 9210008, NEtWaN CONNECHVty (elated paramesers ke DINS 890 P B50ress. 20aLing O CRALING SeNV'Cet OF ROING 37-1eNONG BOSACEton
serven

Sinchusezation Statux

fignaling_Sener Smenionizad
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5.2. Virtual Superloops

Expand System - Core Equipments on the left panel and select Superloops. In the sample
configuration, Superloop “4” is for the Media Gateway and Superloop “252” is the virtual
Superloop used by the IP phones and SIP trunks.

AVAYA €S$1000 Element Manager

- UCI Network Services A Managing: 10.80.141.102 Usernams: admin
- Home System » Core Eguipment » Superloops
- Links
- Virtual Terminals Superloops
- System
+Alarms
- Maintenance Add. Refresh
- Core Equipment
_IEDDDS| Superloop Number « Superloop Tvpe
- Superloops N
- MISDLUMISP Cards 10 4 IPHG
- Conference/TDSMultifrequen 2 252 Virtual
-Tone Senders and Detectors
- Peripheral Equipment
+IP Metwork
+Interfaces

5.3. Media Gateway

Expand System = IP Network on the left panel and select Media Gateways. Click the link in
the Type column for the appropriate Media Gateway to be modified as shown below.

AVAYA CS$1000 Element Manager
UCH Network Services = Meopgog 1050.941.100  Usermane adrer
~$ome Sywinm v B labvers » Hade Galeways
~Links
=WVitual Termnss Media GB[QV"BYS
ad Safmgh
| 1PMEG | ¥ Addross Zooe | Type
s it
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The IPMG 4 0 Media Gateway Survivable (MGS) Configuration window appears. The
Telephony LAN (TLAN) IP Address under the DSP Daughterboard 1 heading will be the IP
Address in the SDP portion of SIP messages, for calls requiring a gateway resource. For
example, for a call from a digital telephone to the PSTN via Verizon IP Trunk Service, the IP
Address in the SDP in the INVITE message will be “10.80.140.104” in the sample configuration.

AVAYA

= UCH Network Servwces
- Home
- Links
=ity Tarminals
- System
+&lams
« Mantsnance
+ Core Equipmant
- Panpheral Equpment
=P Metwork
- Nodes: Serses, Madla Caras
~ Maintenance ana Reports
- 2ones
- Host and Route Tadles
- 15bwank Addness Transiaton
~ Q08 Threshoids
= Personal Cwrectones
= Unicode Hame Direchon
+Inemaces
- Engingsrsd Values
+ Emergency Senicas
+ Software
~ Customers
~ Routes and Trunks
- Rounes snd Taunks
-D-Channets
- Digial Trunk intertacs
- Diatng and Humbering Plans
= Elodroruc Swechea Natwork
= Flexible Code Restnction
=Incoming Digi Translation
- Phomes
- Templatss
-Reports

CS1000 Element Manager

e —————————————————————————————————————————————————————————————————————————————————
A Vamageg 1030440907 Usersare sovm

Systen » & Network » Made Gacewpyy » FHG 4 § Uede Gaowey SuryveabiecWGSE) Configureton

- Media Gataway (19GS)
Hosame
Embedded LAN (ELAN) IP address
Embedded LAN (ELAN) gsteway IP address
Embedded LAN (ELAN) subnet mask
Telaphory LAN (TLAN) IP address
Talaphoey LAN (TLAN) gateway IP addrass
Tedepnony LAN (TLAN) subnet mask

- DS Daughtarnoard

Type of the DSP daughterboard
Telephory LAN (TLAN) IP aidross
Telephory LAN (TLAN) gateway P addross
Telophony LAN (TLAN) 2v6 adidress
Tesephony LAN (TLAN) subnet mask

Hostmame

AN st M) i one mocdo meedils

IPMG 4 0 Media Gateway Survivable(MGS) Configuration

MGS
10.60141.101

0803417

2652552550
10.80.140.101
10.80 1401
552552550
C8123 &
10.80 140 104
10.20.140.1
2482552550
DE1
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Scroll down to the area of the screen containing VGW and IP phone codec profile and expand
it. The fax T.38 settings used for compliance testing are shown below.

AVAYA €S1000 Element Manager

—_

- N * el

-m Hetwork Sevvices VW and 1P "

-Links Enabile echo canceller [
« Vtual Terminsls oz
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The Codec G.711 is enabled by default. Ensure that the Select box is checked for Codec G729A
and the VAD (Voice Activity Detection) box is un-checked. The Voice payload size of “20” can
be used with Verizon IP Trunk Service for both G.729A and G.711. Click Save (not shown) at
the bottom of the window. Then click OK in the dialog box (not shown) to save the IPMG
configuration. Scroll down and click Save and then click OK on the new dialog box that appears
to save the configuration.
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After the configuration is saved, the Media Gateways page is displayed. Select the appropriate
Media Gateway and click Reboot to load the new configuration.
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5.4. Virtual D-Channel, Routes and Trunks

Avaya Communication Server 1000E Call Server utilizes a virtual D-channel and associated
Route and Trunks to communicate with the Signaling Server.

5.4.1. Virtual D-Channel Configuration

Expand Routes and Trunks on the left panel and select D-Channels. In the sample
configuration, there is a virtual D-Channel 15 associated with the Signaling Server.
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Select Edit to verify the configuration, as shown below. Verify “DCIP” has been selected for D
Channel Card Type field and the Interface type for D-Channel is set to “Meridian Meridian
1(SL1)”. Under the Basic Options section, verify “128” is selected for the Output request
Buffers value.
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5.4.2. Routes and Trunks Configuration

In addition to configuring a virtual D-channel, a Route and associated Trunks must be
configured. Expand Routes and Trunks on the left panel and expand the customer number. In
the example screen that follows, it can be observed that Route 15 has 32 trunks in the sample
configuration.
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Select Edit to verify the configuration, as shown below. As can be observed in the Incoming
and outgoing trunk (ICOG) parameter, incoming and outgoing calls are allowed. The Access
code for the trunk route (ACOD) will in general not be dialed, but the number that appears in
this field may be observed on Avaya CS1000E display phones if an incoming call on the trunk is
anonymous or marked for privacy.
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Further down in the Basic Configuration section verify the Node 1D of signaling server of this
route (NODE) matches the node shown in Section 5.1.1. Also verify “SIP (SIP)” has been
selected for Protocol ID for the route (PCID) field. The Zone for codec selection and
bandwidth management (ZONE) parameter can be used to associate the route with a zone for
configuration of the audio codec preferences sent via the Session Description Protocol (SDP) in

SIP messaging. The D channel number (DCH) field must match the D-Channel number shown

in Section 5.4.1.
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Scroll down and expand the Basic Route Options section. Check the North American toll
scheme (NATL).
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5.5. Dialing and Numbering Plans

This section provides the configuration of the routing used in the sample configuration for
routing calls over the SIP Trunk between Avaya Communication Server 1000E and Session
Manager for calls destined for the Verizon IP Trunk Service. The routing defined in this section
is simply an example and not intended to be prescriptive. Other routing policies may be
appropriate for different customer networks.

5.5.1. Route List Block

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Select Route List Block (RLB) on the Electronic Switched Network (ESN) page as

shown below.
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The Route List Blocks screen is displayed. Enter an available route list index number in the
Please enter a route list index field and click to Add, or edit an existing entry by clicking the
corresponding Edit button. In the sample configuration, route list block index 15 is used. If
adding the route list index anew, scroll down to the Options area of the screen. If editing an
existing route list block index, select Edit next to the appropriate Data Entry Index as shown
below, and scroll down to the Options area of the screen.
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Under the Options section, select <Route id> in the Route Number field. In the sample
configuration route number “15” was used. Default values may be retained for remaining fields.
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5.5.2. NARS Access Code

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Select ESN Access Codes and Parameters (ESN). Although not repeated below, this
link can be observed in the first screen in Section 5.5.1. In the NARS/BARS Access Code 1
field, enter the number the user will dial before the target PSTN number. In the sample
configuration, the single digit “9” was used.
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5.5.3. Numbering Plan Area Codes

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Scroll down and select Numbering Plan Area Code (NPA) under the appropriate
access code heading. In the sample configuration, this is Access Code 1, as shown below.
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Add a new NPA by entering it in the Please enter an area code box and click to Add or click
Edit to view or change an NPA that has been previously configured. In the screen below, it can
be observed that various dial strings such as 1303 and 1408 are configured.
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In the screen below, the entry for 1303 is displayed. In the Route List Index, “15” is selected to
use the route list associated with the SIP Trunk to Session Manager as shown in Section 5.4.2.
Default parameters may be retained for other parameters. Repeat this procedure for the dial
strings associated with other numbering plan area codes that should route to the SIP Trunk to

Session Manager.
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5.5.4. Special Numbers to Route to Session Manager

In the testing associated with these Application Notes, special service numbers such as x11,
international calls, and operator assisted calls were also routed to Session Manager and
ultimately to the Verizon IP Trunk Service. Although not intended to be prescriptive, one
approach to such routing is summarized in this section.

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Scroll down and select Special Number (SPN) under the appropriate access code
heading (as can be observed in the first screen in Section 5.5.3).

Add a new number by entering it in the Please enter a Special Number box and click to Add or
click Edit to view or change a special number that has been previously configured. In the screen
below, it can be observed that various dial strings such as 0, 011, 411 and 911 calls are listed.
Route list index “15” has been selected for each Special Number in the same manner as shown
for the NPAs in the prior section.
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5.6. Zones and Bandwidth

Zone configuration can be used to control codec selection and for bandwidth management. To
configure, expand System = IP Network on the left panel and select Zones as shown below.

AV/-\y/-\ CS1000 Element Manager
- UCM Network Services Managing: 10.80.141.102 Username: admin
- Home System » IP Network » Zones
- Links
- Virtual Terminals Zones
- Sy:l.tem Zones are used to group related information for either bandwidth or dial plan numbering purposes.
+Alarms
- Maintenance Bandwidth Zones
+Core Equipment Bandwidth zones are used for alternate routing of calls between IP stations and alsc for bandwidth management.
- Peripheral Equipment )
~IP Netwark Numbering Zones
- Modes: Servers, Media Cards Mumbering zones are used to route calls through a centralized call server.

- Maintenance and Reports

- Media Gateways

-Zones

-Host and Route Tables

- Metwork Address Translation (M

Select Bandwidth Zones. In the sample lab configuration, two zones are configured. In
production environments, it is likely that more zones will be required. Select the zone associated
with the virtual trunk to Session Manager and click Edit as shown below. In the sample
configuration, this is Zone number 99.

Bandwidth Zones

[ Add ] [ Edit ] [Import ] [ Export ] [['-;1aintenance ] [ Delete ] Refresh
Zone & Intrazone Bandwidth [ntrazone Strateqy  Interzone Bandwidth Interzone Strateqy  Resource Tvpe Zone Intent Description

101 1000000 BQ 1000000 BQ SHARED [{i1e] IPSETS

2(® 99 1000000 BB 1000000 BB SHARED VTRK YTRUNK

In the resultant screen shown below, select Zone Basic Property and Bandwidth
Management.

Edit Bandwidth Zone

Zone Basic Property and Bandwidth Management

Adaptive Metwark Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Property

Media Services Zone Properties
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The following screen shows the Zone 99 configuration. Note that “Best Bandwidth (BB)” is
selected for the zone strategy parameters so that codec G.729A is preferred over codec G.711MU
for calls with Verizon IP Trunk Service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZOMNE): * {1-8000)
Intrazone Bandwidth {INTRA_BW): | 1000000 (0-10000000)

| Intrazone Strategy (INTRA_STGY): | Best Bandwidth (BB} |

Interzone Bandwvidth {(INTER_BW): | 1000000 (0-10000000)

| Interzone Strategy (INTER_STGY): | Best Bandwidth (BB} |
Resource Type (RES_TYPE): | Shared (SHARED)

Zone Intent (ZBRN): | VTRK (VTRE])
Description (ZDES): W TRUMNK

Submit ] [ Refresh ] [ Cancel
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5.7. Enabling Plug-Ins for Call Transfer Scenarios

Plug-ins allow specific CS1000E software feature behaviors to be changed. In the testing
associated with these Application Notes, two plug-ins were enabled as shown in this section.

To view or enable a plug-in, from the left navigation menu, expand System - Software, and
select Plug-ins. In the right side screen, a list of available plug-ins will be displayed along with
the associated MPLR Number and Status. Use the scroll bar on the right to scroll down so that
Plug-in 501 is displayed as shown in the screen below. If the Status is “Disabled”, select the
check-box next to Number 501 and click Enable at the top, if it is desirable to allow CS1000E
users to complete a call transfer to PSTN destinations via the Verizon IP Trunk Service before
the call has been answered by the PSTN user. Note that enabling plug-in 501 will allow the user
to complete the transfer while the call is in a ringing state, but no audible ring back tone will be
heard after the transfer is complete.

AVAYA €S$1000 Element Manager
- UCM Network Services Mansgmg: 10,80,141,102 Usermame: actmin
- Home Sysiem = Software s Pug-es
Links Plug-ins
< Vityal Terminsis
- System ~ ~
- Alams Brgs | Bafreal
Srgpai o) [ tumbses  Descrgton LPLR Humber  Ststus -
- "_‘_C"Fncl:‘ Egupment 9o ] 227 S8p 260065 Insemion when TRDM » DN langth MPLR197=1 Dissbied
S, P p1[1 228 Pr TTY 0 on CPU caed (3'10) causes cursor o go up an YOU MPLROTA13 Disabied
g2 ] 230 & afer Midnig routines MPLR11700 Disateed
pa[d 2N : T‘-h: hmicolspans ®M  ypyR10878 Disabéad
Ct Server PEPs aa[7] 222 PO S 'Mn_‘;:'gé,fm\,"gz“ called number in DL MPLR24273 Disateed
- I_.c::/.a.‘n PEPs gs[] 233 UWI (HIgh Voltage | Suppor for CLASS 58t with CLS LPA MFLR Disabisy
- File Upload
~-IFFhx Firmware a1 232 Aliow singlo kg sets fo dial FFT code for 1258 MPLR31293 Disabied
XA, 'é"_‘:" Hedta Carg ar[] 238 Res¥id Handa-tree funcicnally for b [P settpes MPLR23104 Disabted
sa[] 237 N callers name gets dropped when goes thiu IDC table MPLR31260 Disabiad
Customers ga[7] 50 CRFTION MPLR21379 Disated
= T??“:t?nsa:r::;{;‘r\":.g\g 100 [T %01 - ;J;:v',:r‘:'n!; 4 SI° endpoat even #SIPUPDATE mnal 0 oo o £nabled
- D-Channets 3y changed Disable spaces between charader OUT OF
- Digitsl Trunk wedace 1017 3¢z AREA Totuen off quotes o words ANONYOUS and OUT OF AREA MPLR31148 Disabled
Deaing and Nusmbering Fans enabis plug-n 508
£l 1wz [ %0s PRIZI2 BUG253 kom F1 10 Delay in Response ot Cabled FC MPLR24734 Disabled
The same procedure may be used to enable plug-in 201 if desired. Plug-in 201 will allow a
CS1000E user to make a call to the PSTN using the Verizon IP Trunk Service, and then
subsequently perform an attended transfer of the call to another PSTN destination via the
Verizon IP Trunk Service.
CS1000 Element Manager
*  Mgnageg: 1000 149,997 Usarmame scmin
Plug-lns. ' =
) A0 Beml | Sgbag
-\ “;l::s:";;:‘.s Card [ Humbare Lascgean MPLE Sumbee Staws L
~Mledia Cards PEPS edi | 7 Suppart of Time of 33y drepisy’ om DECT hanasets HPLR 2O TS Disabied
Zkerina =[] 2 Fica TG TRATO R WFLR Erabled
E::":m: SEB0N g0 209 Prallow Cril3 and INST geomat 1o work gemar Disatiea
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5.8. Example CS1000E Telephone Users

This section is not intended to be prescriptive, but simply illustrates a sampling of the telephone
users in the sample configuration.

5.8.1. Example SIP Phone DN 7111, Codec Considerations

The following screen shows basic information for a SIP phone in the configuration. The
telephone is configured as Directory Number 7111. Note that the telephone is in Zone 1 and is
associated with Node 1005 (see Section 5.1). A call between this telephone and another
telephone in Zone 1 will use a best quality strategy (see Section 5.6) and therefore can use
G.711MU. If this same telephone calls out to the PSTN via the Verizon IP Trunk Service, the
call would use a best bandwidth strategy, and the call would use G.729A.

AVAYA €S$1000 Element Manager

- Syseam * Phone Details
il

.g Ao EM an ca Thcpa
&
225 Phane Type: UEXT-SPL
e
- Eync Stus TR

ane(siFropentos | Features Keg UserFieids Cussom View; A1 ¥

Geonaral Properties

- Customens
- feoutes and Trunks
~Roules and Trunks
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5.8.2. Example Digital Phone DN 7105 with Call Waiting

The following screen shows basic information for a digital phone in the configuration. The
telephone is configured as Directory Number 7105.

AVAYA CS1000 Element Manager
- UCM Hotwork Senices ~
- Home Nanagng: [M on cets Cod (10.§0.141.109)

unks Ehgogz«Fhooe Detaks

- Vgl Teminats
- Systan

+ Alwms Phone Detalis

l ~~~~~ W '
r
= u Frigeies Fostnes Koy | UserFioks Custom View: Al ¥
General Properties
- Plug-ans

Customers
- Routes and Trunks Customer fumbar

- Rousés ana Trunks

- D-Channeiz Teemingl Mumbar

- Digtal Trunk wtedace
- Disfing and Mumdwcing Plans ~

- Bledronic Swiched Nataot Cesignatica [ DIGT

Fladble Code Resicion

The following screen shows basic key information for the telephone. It can be observed that the
telephone can support call waiting with tone. Although not shown in detail below, to use call
waiting with tone, assign a key “CWT — Call Waiting”, set the feature SWA — Call waiting
from a Station to “Allowed”, and set the feature WTA — Warning Tone to “Allowed”.

Keys
Key Mo Key Type Key Value
. P ~
SCR - Single Call Ringing v _ oy ~
0 Directory Mumber 7105 e
Multiple Appearance Redirection Prime(MARF)
First Mame LastMame Display Format | Language
John Digital First, Last #| [Roman |+

CLID Entry (Mumeric or 0y |0
AMIE Entry
CWT - Call Waiting hd

1

5.8.3. Example Analog Port with DN 7106, Fax

The following screen shows basic information for an analog port in the configuration that may be
used with a telephone or fax machine. The port is configured as Directory Number 7106.
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—Home IManaging: EM on cs1k-cpdc{10.80.141.102}

- Links FPhanes=Fhone Details
=Virtual Terminals

- System A
+Alarms Phone Details

- Maintenance
+ Core Equipment

- Feripheral Equipment Systern: EM on cs1k-cpdc
+IP Metwork , gga :
+Interfaces ( i & | Fhone Type: 500
\ Sy | ’
-Engineered Values \ ¥y / _ )
+Emergency Services \ - Sync Status: TR
+ Software
- Customers

General Properties | Features | Single Line Features | UserFields

- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

General Properties

- Phones Customer Mumber: *
-Templates
- Reports Terminal Mumber:
- Views
- Lists ; _
Designation: |ANAD * (1.8 characters
- Properties g (1-6 characters
- Wigration
-Tools
# SEERID AT RESIE Directory Mumber: |7106 |~ G4

- Date and Time
+1 nne and renn:

When an analog port is used for a fax machine, Modem Pass Through Allowed (MPTA) can be
set to cause G.711 to be used instead of T.38 for fax calls, even if the zone configuration would
otherwise have resulted in G.729. For example, if MPTA is configured, and an inbound call
arrives from Verizon IP Trunk Service, the CS1000E will respond with a 200 OK, selecting
G.711 for the call in the SDP answer, even if the SDP offer from Verizon listed G.729 before
G.711. Similarly, for an outbound call with MPTA configured, the CS1000E will send the
INVITE with an SDP offer for G.711.

In the sample configuration, MPTD was selected to allow for T.38 to be used for outbound fax
calls. As noted in Section 2.2, Verizon sends a re-Invite to G.711 instead of T.38 after the
detection of fax tone. This resulted in outbound fax transmission using G.711.

Features
Feature Description Value:
L
IINA Message Intercept Treatment Denied
MLWU_LANG Language for Automatic Wake Up Language 0 (RAN1/RANZ) v
WMFT Modem Fass Through MPTD |+
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5.9. Save Configuration

Expand Tools - Backup and Restore on the left panel and select Call Server. Select Backup
(not shown) and click Submit to save configuration changes as shown below.

AVAYA CS1000 Element Manager

- _____________________________________________________________________________________________________|
- Phones 5 lManaging: 10.80.141.102 Usernams: admin
-Templates Toolz » Backup and Restore » Call Server Backup and Restore » Call Server Backup
-Repors
- V1EWS Call Server Backup
- Lists
-Properties
- Migration
~Tools Action | Backup v
-Backup and Restore
- Call Server
- Personal Directories
-Date and Time
+Logs and reports
- Security
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6. Configure Avaya Aura® Session Manager

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between System Manager and Session Manager.

Session Manager is managed via System Manager. Using a web browser, access “https://<ip-
addr of System Manager>/SMGR”. In the Log On screen, enter appropriate User ID and
Password and click Log On (not shown).

Avaya Aura ® System Manager 6.3

AVAYA

Home f Log On

Log On

Recommended access to System Manager
15 wia FQDM.

Go to central login for Single Sign-0n

User 1D:
If IP address access is your only option,
then note that authentication will fail in
the following cases:

Password:

+ First time login with "admin"

Once logged in, a Home Screen is displayed. An abridged Home Screen is shown below.

nnistratom
Manage ADMINIETIativg Uiers

ieway Badku
rarch Gataway 6.2

Services

ind Restore
Sachup and raftoee Systam

Synchroniz atio database
N2% uSRrs with the enterpnse Communication Manager
tory Manage
arag ’n)‘m‘ wheenwtily

Bulk Impaort and Export
Manage Butk beporet 3nd Export O

3

Groups & Roles

Sommncation Manager 5.0

surs, Ussr Glob
Elemuents anvd others

Manags croups, roles and assign rokes Comumunication Server 1000
10 wers Manage Communcation Server 1000 Configuration
o ety Manage system wide configurations
sars, shaned Usar Mesources Conlerencing vents
i0n usery Manage Conferencrg Multimedi Server Mariage slatma, vew ardd harvast logs
obwcty
- seographic Redundancy
Inventory 26 Geographic Badundancy
Manage, iecover, sl navigate (o
e v update slemant scftware
1565
Meeting £ xchang

> Replication
Manage Meeting Exchiangs sod Avays Track 83 replcation nodes: rapale

furs Conferencing 6.0 slements
pAICAbOn Nade:

el
Sche r

Manage Avay
Cammumc

urs Mussaging Ao’ . T YR
Manager Messacing, and Schedds, track, cancel, updste and

fukte Jobs

Presencs

Frozerce
Routing

Saszion Manager Roubng adminatraton
Session Manager

Session Manager Administration,
Status, Mantenance and Performance
Management

Seairity
Manage Sacunty Cerificares
Shutdowt
Shutdawn Sysiem Manage Gracefuly
Templates
Manags Tompiates for Massaging
Systam cbjects
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6.1. SIP Domain

To view or change SIP domains, select Routing = Domains. Click on the checkbox next to the
name of the SIP domain and Edit to edit an existing domain, or New to add a domain. Click
Commit (not shown) to save.

The following screen shows a list of configured SIP domains. The Session Manager used in the
verification of these Application Notes was shared among other Avaya interoperability test
efforts. The domain “avayalab.com” was used for communication with Avaya SIP Telephones
and other Avaya systems and applications. The domain “avayalab.com” is not known to the
Verizon production service.

The domain “adevc.avaya.globalipcom.com” is the domain known to Verizon as the enterprise
SIP domain. For example, for calls from the enterprise site to Verizon, this domain can appear in
the From and P-Asserted-ldentity headers in the INVITE message sent to Verizon.

[l Home / Elements / Routing / Domains

Help ?
Domain Management

New

2 Items  Refresh Filter: Enable

| Name Type Notes
[0 adewvc.avaya.globalipcom.com sip CPE Dornain known by Verizon
[0 avayalab.com sip Avaya SIL Domain

Select : all, Mone

6.2. Locations

To view or change locations, select Routing = Locations. The following screen shows an
abridged list of configured locations. Click on the checkbox corresponding to the name of a
location and Edit to edit an existing location, or New to add a location. Click Commit save.
Assigning unique locations can allow Session Manager to perform location-based routing,
bandwidth management, and call admission control.

il Home / Elements / Routing / Locations

Help 7
Location
5 Items | Refresh Filter: Enahble
D Mame Notes
| Loc140 Location 140
[1 Loci2-CM Location 19 CM
[0 Locilo-SBC
[0 sM-Denver Session Manager
| WZ-ASBCE SBC to Verizon
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The following screen shows the location details for the location named “Vz-ASBCE”,
corresponding to the Avaya SBCE relevant to these Application Notes. Later, the location with
name “Vz-ASBCE” will be assigned to the corresponding Avaya SBCE SIP Entity.

The Location Pattern is used to identify call routing based on IP Address. Session Manager
matches the IP Address of SIP Entities against the patterns defined in this section. If a call is
from a SIP Entity that does not match the IP Address pattern then Session Manager uses the
Location administered in the SIP Entity form. In this sample configuration Locations are added
to SIP Entities in Section 6.4, so it is not necessary to add a pattern.

Ml Home f Elements f Routing / Locations
Help ?
Location Details Commit
General
* Name: Wz-ASBCE
Notes: |SBC toWerizon
Overall Managed Bandwidth
Managed Bandwidth Units: | kbit/sec
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth {Intra- .
Location): 1000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter- .
Location): 1000 Kbit/Sec
* Minimum Multimedia Bandwidth: 54 KbitfSec
* pefault Audio Bandwidth: 20 | kbitfsec v
Alarm Threshold
Overall Alarm Threshold: | &0 | D
Multimedia Alarm Threshold: a0 | O
* Latency before Overall Alarm Trigger: 5 Minutes
* Latency hefore Multimedia Alarm = Minutes
Trigger:
Location Pattern
0 Iterns Refresh Filter: Enable
IP Address Pattern Motes
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The following screen shows the location details for the location named “Loc140”, corresponding
to CS1000E. Later, the location with name “L.0c140” will be assigned to the corresponding

CS1000E SIP Entity. In the sample configuration, other location parameters (not shown) retained
the default values.

il Home / Elements / Routing / Locations

Help ?
Location Details Cormrnit] |Cancel

General

* Mame: |Locl40

Notes: |Location 140

The following screen shows the location details for the location named “SM-Denver”,
corresponding to Session Manager. This location was created during the installation of Session
Manager and was assigned to the Session Manager SIP Entity. In the sample configuration, other
location parameters (not shown) retained the default values.

'l Home / Elements / Routing / Locations

Help 2
Location Details Commit] [Cancel
General
* Name: |SM-Denver
Notes:  [Session Manager
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6.3. Adaptations

Session Manager can be configured to use an Adaptation Module designed for CS1000E to
convert SIP headers in messages sent by CS1000E to the format used by other Avaya products
and endpoints.

6.3.1. Adaptation for Avaya Communication Server 1000E Entity
Navigate to Routing = Adaptations in the left-hand navigation pane and click on the New
button in the right pane (not shown). In the General section, enter the following values and use
default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g., “CS1000-
Vz-1PT”)
e Module Name: Select “CS1000Adapter” from drop-down menu (or add an
adapter with name “CS1000Adapter” if not previously defined)
e Module parameter: Enter “fromto=true” to allow the From and To headers to be
modified by Session Manager

[l Home / Elements / Routing / Adaptations

Help 2

Adaptation Details Cancel

General

* pdaptation name: [CS1000-%z-IPT
Module name: | C51000Adapter A
Module parameter: fromto=true
Egress URI Parameters:

Motes: [CS1K - Yerizon IPT

Scrolling down, in the Digit Conversion for Outgoing Calls to SM section, click Add to
configure entries for calls from Verizon to CS1000E users. The text below and the screen
example that follows explain how to use Session Manager to convert between Verizon DID
numbers and corresponding CS1000E directory numbers.

e Matching Pattern:  Enter Verizon DID number (or number ranges via wildcard
pattern matching)

e Min: Enter minimum number of digits (e.g., 10)

e Max: Enter maximum number of digits (e.g., 10)

e Delete Digits: Enter <107, as digits should be removed from dialed number
before routing by Session Manager

e Insert Digits: Enter the CS1000E extension corresponding to the matched
extension

e Address to modify Select “destination”
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Click Commit to save the adaptation.

Dignt Conversior e Outgoma Iis trom SM
188 [Removel

S items  Fof Fikeor: Enable

2 Phene Delete Address to
1 Matching Pattern Min Max Context | Digits Insert Digits ppar Adoptation Data Notes
] * 7329950239 * 10 * 10 “ao 7109 destnation ¥

l * 73294502385 * 10 * 10 * 10 7105 desbhnation W
O * 7329450200 * 10 * 10 * 10 7106 desbnation W

‘a0 * a0 ¢ a0 307 dastnstion W

* a0 ' ( * 10 7111 desbnstion W

Selact : All. Nane

6.3.2. Adaptation for Avaya SBCE Entity

Navigate to Routing = Adaptations in the left-hand navigation pane and click on the New
button in the right pane (not shown). In the General section, enter the following values and use
default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g.,
“VerizonIPT-SBC”)
e Module Name: Select “VerizonAdapter” from drop-down menu (or add an
adapter with name “VerizonAdapter” if not previously defined)
e Module parameter: Enter “fromto=true” to allow the From and To headers to be
modified by Session Manager, and “MIME=n0" to have Session Manager strip
MIME message bodies on egress to the SBC

Pl Home / Elements / Routing / Adaptations

Help ?
Adaptation Details Commit| |Cancel

General
* pdaptation name: VerizonIPT-SBC
Module name: |VerizonAdapter -
Module parameter: [fromto=true MIME=no
Egress URI Parameters:

Notes: |SBC - Verizon IPT

Scrolling down, in the Digit Conversion for Outgoing Calls to SM section, click Add to
configure entries for calls from CS1000E users to Verizon. The text below and the screen
example that follows explain how to use Session Manager to convert between CS1000E
directory numbers and corresponding Verizon DID numbers.

e Matching Pattern: Enter CS1000E extensions (or extension ranges via wildcard
pattern matching)

e Min: Enter minimum number of digits (e.g., 4)
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e Max: Enter maximum number of digits (e.g., 4)

e Delete Digits: Enter the number of digits in the extension to remove all digits
(e.9.,4)

e Insert Digits: Enter the Verizon DID corresponding to the matched
extension

e Address to modify: Select “origination”

Click Commit to save the adaptation.

Digit Conversion lor Outgoing Calls from SM

S Items Found.  Refresh Filter: Enabie, Cless
] Matching Pattern - Min Max ::::: A gf.‘:: Insert Digits :-my” to Adaptation Data Notes
C * = ‘a4 3 7329450200 origination
] 10 t 1 i 3035380673 origination .
d ) 1 i TI2945028 origination W
16 4 4 4 J2MS( origination
15 “ - - 7329450285 Orgination W
< >
Selact : A4, a
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6.4. SIP Entities

To view or change SIP entities, select Routing > SIP Entities. Click the checkbox
corresponding to the name of an entity and Edit to edit an existing entity, or New to add an
entity. Click Commit to save.

The following screen shows the upper portion of the SIP Entity Details corresponding to
“ASM”. The FQDN or IP Address field for “ASM” is the Session Manager Security Module IP
Address (10.64.19.226), which is used for SIP signaling with other networked SIP entities. The
Type for this SIP entity is “Session Manager”. Select an appropriate location for the Session
Manager from the Location drop-down menu. In the shared test environment, the Session
Manager used location “SM-Denver”. The default SIP Link Monitoring parameters may be
used. Unless changed elsewhere, links from other SIP entities to this instance of Session
Manager will use the default SIP Link Monitoring timers, configurable at the Session Manager
level. If desired, these timers may be customized for each entity.

'l Home / Elements / Routing / SIP Entities

Help ?
SIP Entity Details Commit] [Cancel

General
* Name: BSM
* FQDN or IP Address: |10.64.19.225
Type: |Session Manager

Notes: Session Manager

Location: |SM-Denver ¥
Outbound Proxy: v
Time Zone: |America/Denver hd

Credential name:

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration
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6.4.1. SIP Entity for Avaya Communication Server 1000E

Navigate to Routing = SIP Entities in the left-hand navigation pane and click on the New
button in the right pane (not shown). In the General section, enter the following values. Use
default values for all remaining fields:

e Name:

e Type:
e Adaptation:
e Location:

Enter a descriptive name
e FQDN or IP Address: Enter the TLAN IP Address of the CS1000E Node
Select “Other”
Select the Adaptation Module for the CS1000E
Select the Location for the CS1000E

In the SIP Link Monitoring section:

e SIP Link Monitoring: Select “Use Session Manager Configuration” (or choose an
alternate Link Monitoring approach for this entity, if desired)

Click Commit to save the definition of the new SIP Entity.

The following screen shows the SIP Entity defined for CS1000E in the sample configuration.

SIP Entity Details

General

Loop Detection

SIP Link Monitoring

* Name:
* FQDM or IP Address:
Type:

MNotes:

Adaptation:

Location:

Time Zone:

Override Port & Transport with DNS SRY:
* SIP Timer B/F (in seconds):

Credential name:

Call Detail Recording:

CommProfile Type Preference:

Loop Detection Mode:

SIP Link Monitoring:

Commit] |Cancel

51000
10.680.140.103
Other

Cs1000 7.65

C51000-Vz-IPT o
Locl40 b

AmericafDenver b

a

4

none b

Off v

Use Session Manager Configuration v

'l Home / Elements / Routing / SIP Entities

Help ?
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6.4.2. SIP Entity for Avaya SBCE

Navigate to Routing = SIP Entities in the left-hand navigation pane and click on the New
button in the right pane (not shown). In the General section, enter the following values. Use
default values for all remaining fields:

e Name: Enter a descriptive name

e FQDN or IP Address: Enter the inside IP Address of the Avaya SBCE

e Type: Select “SIP Trunk”
e Adaptation: Select the Adaptation Module for the Avaya SBCE
e Location: Select the Location for the Avaya SBCE

In the SIP Link Monitoring section:

e SIP Link Monitoring: Select “Link Monitoring Enabled” (or choose an alternate Link
Monitoring approach for this entity, if desired)

Click Commit to save the definition of the new SIP Entity.

The following screen shows the SIP Entity defined for Avaya SBCE in the sample configuration.

[ Home / Elements / Routing / SIP Entities

SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

MNotes:

Adaptation:

Location:

Time Zone:

Override Port & Transport with DNS SRY:
* SIP Timer B/F (in seconds):

Credential name:

Call Detail Recording:

Loop Detection

Loop Detection Mode:

SIP Link Monitoring

SIP Link Monitoring:

Commit] [Cancel

Wz_ASBCE-1
10.64.10.140
SIP Trunk

Werizon ASBCE 1

WerizonIPT-SBC v
Wz-ASBCE v

America/Denver v
O

4

egress ¥

Link Monitoring Enabled et

Help ?
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6.5. Entity Links

The SIP trunk between Session Manager and CS1000E is described by an Entity Link, as is the
SIP trunk between Session Manager and Avaya SBCE. The following screen shows the two
configured links, “ASM to CS1000” and “ASM to Vz_ASBCE-1". Each link uses the entity
named “ASM” as SIP Entity 1, and the appropriate entity, such as “CS1000”, for SIP Entity 2.

'l Home / Elememts / Routing / Entity Links
Halp 2
Entity Links |Cammit} [Cancal
11tem  Refrash Filter; Enabils
SIP Entity Comnection | 2FMY
] Name H Pratecol  Fort SIPF Entity 2 Part Policy New Notes
Service X
O * ASM tp CS1000 O ASM CP & * 5060 * | CS1000 ~ 5060 trusted ~ O
< >
(M Home / Elements / Routing / Eotity Links
Halp ¥
Entity Links Commit] [Cancal
1 1vam  Rasfresr Fikter) Erable
Deny
[ Mame SIPEMRY  protocal  Port 1P Eotity 2 port ey " | New  Notes
X Service
* ASM to V3 _ASBCE-1 * ASN w TCP * 5060 * | vz _ASBCE-1 - * 5060 trusted - [l
< >

6.6. Time Ranges

To view or change Time Ranges, select Routing = Time Ranges. The Routing Policies shown
subsequently will use the “24/7” range since time-based routing was not the focus of these
Application Notes.

i Home / Elements / Routing / Time Ranges
Help ?
Time Ranges
1 Itemn | Refresh Filter: Enable
| | Name | Mo | Tu | We | Th | Fr | Sa | Su | Start Time End Time Motes
O 247 00:00 23:59 Time Range 24/7
Select : all, Mone

6.7. Routing Policies

To view or change routing policies, select Routing = Policies. Click on the checkbox
corresponding to the name of a policy and Edit to edit an existing policy, or New to add a policy.
Click Commit to save the Routing Policy definition.
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The following screen shows the Routing Policy Details for the policy named “To CS1000”
associated with incoming PSTN calls from Verizon to CS1000E. Observe the SIP Entity as
Destination is the entity named “CS1000” that was created in Section 6.4.1.

[ Home / Elements / Routing / Routing Policies

Help ?
Routing Policy Details Commit| [Cancel
General
* Mame: To C51000
Disabled: []
* Retries: 0O
MNotes: (C51000 R7.65
SIP Entity as Destination
Name FQDN or IP Address Type Motes
31000 10.60.140.103 Cther CS1000 7.65
Time of Day
[Remove] (view Gaps/Overlaps)
1Itemn | Refrash Filter: Enable
| | Ranking - | Name | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Start Time End Time Notes
O o 2447 ao0:00 23:59 Time Range 24/7
Select @ All, Mone
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The following screen shows the Routing Policy Details for the policy named “To Vz-ASBCE-
1” associated with outgoing calls from CS1000E to the PSTN via Verizon through Avaya SBCE.
Observe the SIP Entity as Destination as the entity named “Vz_ASBCE-1" that was created in
Section 6.4.2.

(il Home / Elements / Routing / Routing Policies

Hide navigation tree Help ?

Routing Policy Details Commit| [Cancel

General
* Name: |[To Wz-ASBCE-1
Disabled: []

* Retries: 0

MNotes: To Yerizon ASBCE-1

SIP Entity as Destination

Name FQDN or IP Address Type Notes
Vez_ASBCE-1 10.64.19.140 SIP Trunk “erizon ASBCE 1
Time of Day

[Remove) [view Gaps/Overlaps)

1 Item | Refresh Filter: Enable

| | Ranking - | Name | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Start Time End Time Notes

O o 2447 0o:00 23:59 Time Range 2447
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6.8. Dial Patterns

To view or change dial patterns, select Routing - Dial Patterns. Click on the checkbox
corresponding to the name of a pattern and Edit to edit an existing pattern, or New to add a
pattern. Click Commit to save.

The following screen illustrates an example dial pattern used to verify inbound PSTN calls to the
enterprise. When a user on the PSTN dials a number assigned to the Verizon IP Trunk Service,
such as 732-945-0285, Verizon delivers the number to the enterprise, and the Avaya SBCE sends
the call to Session Manager. The pattern below matches on 732-945-0285 specifically. Dial
patterns can alternatively match on ranges of number (e.g., a DID block). Under Originating
Locations and Routing Policies, the routing policy named “To CS1000” is chosen when the
call originates from Originating Location Name “Vz-ASBCE”.

'
Help ?
Dial Pattern Details Commitf[Cancel
General
* pattern: 7329450285
* Min: |10
* Max: |10
Emergency Call: []
Emergency Priority: 1
Emergency Type:
SIP Domain: | -ALL- v
NMotes: |verizon DID number to CS1K 7.8
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enable
[ originating Location Name - (rSStNS - fowtneroley pa Tpgicy  BostmsPele Reutng poley
Disabled
[0 wz-asBCE SBC to Verizon To C51000 CS1000 C51000 R7.65
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The following screen illustrates an example dial pattern used to verify outbound calls from the
enterprise to the PSTN. When a CS1000E user dials a PSTN number such as 9-1303-XXX-
XXXX, CS1000E sends the call to Session Manager. Session Manager will match the dial
pattern shown below and send the call to the Avaya SBCE via the Routing Policy Name “To
Vz-ASBCE-1".

'l Home / Elements f Routing / Dial Patterns

Help ?
Dial Pattern Details Commit| [Cancel
General
* Pattern: 1302
* Min: 11
* Max: 11
Emergency Call: []
Emergency Priority: 1
Emergency Type:
SIP Domain: | -aLL- v
MNotes:
Originating Locations and Routing Policies
1Itemn | Refrash Filter: Enable
A a a = Routing - f a -
o _ . Originating Routing Policy = Routing Policy Routing Policy
D Originating Location Name < Location Notes Name Rank D:)soalll:ﬁ:d Destination Notes
To Verizon
|:| Loc140 Location 140 To Wz-ASBCE-1 Wz ASBCE-1 ASBOEL
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7. Configure Avaya Session Border Controller for Enterprise

These Application Notes assume that the installation of the Avaya SBCE and the assignment of
all IP Addresses have already been completed, including the management IP Address.

Access the web management interface by entering https://<ip-address> where <ip-address> is the
management IP Address assigned during installation. In the sample configuration, the
management IP is 10.80.140.140. Log in with the appropriate credentials. Click Log In.

AVAYA

Session Border Controller
for Enterprise

Log In

Lsamams ucsec

FPassword leeessesenes

Login

Thiz sysien bt imednicles solely 10 smdhorized utms i egtnade
Dusine s purpoaes only. The actud o aforgled unauthoned access,
use or modificationsd of the system is stictly grohitted . Lnsuthorzed
users are zubiect to compary scpinary procedae:s and o crmined
i ol parstes under sinte, ek or oftwe sapphcabie comertc wd
formg e

The use of this systen may be mondored and recorded %
ooniristrafive ond securty 1eason:  Anyons accessing the oysten
expeasaty conterts to mach mondonng and recorcing, and i adveed
T £ R revwals posshie svicencs of criminsd actaity, e redence of
stk acihly My b prodid 10 b enfor Coment ofSciske

A8 umers mus congly with of coporate natractions regarding e
protection of Fdcrmation assets

© 2011 - 2013 Aveys 1. Al nghts ietervmd

The main page of the Avaya SBCE will appear.

Dashboard
Administraton
BaclkupRestore
System Managemert
Global Parameters
Guobs Frofles
SIP Cluster
Doman Palicies
TLS Management

Device Specfic Settings

Session Border Controller for Enterprise

Dashboard A

Systam Time 114708 AM GMT Hafr EMS
Veesion E200% VZ
Buld Date Thu Fab 14 23:25:50 UTC 2013

Incidants 33t 24 hours)

res (past 24 hours)

None found VZ_1 Methad Prohibited Ous-of Diaiog
VZ_1 Mathod Prohibited Ous.cf Dialog

VZ_1: Method Prohibtee Out.ofDialog

VZ_1 Method Prohibited Out-ofOiaiog

VI 1 Method Prohibaed Ous-of Diatoy v
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To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named “VZ_1" is shown. To view the configuration of this device,
click View as highlighted below.

Selngs

Session Border Controller for Enterprise AVAYA
Dasnboard System Management

Administraban

BackupResiore

System Management Devices | LERSRNS \ SSL VPH | | Licensing |

Management I Version

Global Parameters Dwnite Name
P

Sedx Humb

Gubs Profles S50
SIP Cluster cerenomars; 1080140140 652003 Comenissioned  Febuol ‘ bylaed Aj D

Doman Palicies

TLS Management

Device Specfic Settings

The System Information screen shows the Network Settings, DNS Configuration, and
Management IP information provided during installation and corresponds to Figure 1. The Box
Type was set to “SIP” and the Deployment Mode was set to “Proxy”. Default values were used
for all other fields. Note that the Management IP must be on a separate subnet from the IP
interfaces designated for SIP traffic.

System Information: VZ_1 X

r General Configuration Device Configuration
Appliance Mame W1 HA Mode Mo
Box Type SIF Two Bypass Mode Mo
Deployment Mode  Proxy

r Network Configuration

Fublic IF MNetmask Gateway Interface
10.64.19.140 10.64.19.140 255.255.255.0 10.64.19.1 A
11.1.2 1.1.1.2 255.265.255.0 1.1.1.1 B1
r DNS Configuration Management IP{s)
Primary DMNS 10.80.150.201 [ P 10.80.140.140
Secondary DNS
DMS Location DmZ
DMS Client IP 10.64.19.140
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7.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process, certain network-specific information is defined such as
device IP address(es), public IP address(es), netmask, gateway, etc., to interface the device to the
network. It is this information that populates the various Network Management tab displays,
which can be edited as needed to optimize device performance and network efficiency. Navigate
to Device Specific Settings = Network Management and verify the IP addresses assigned to
the interfaces and that the interfaces are enabled. The following screen shows the internal

interface is assigned to Al and the external interface is assigned to B1.

Session Border Controller for Enterprise

e ~ 2
D teiReiies Network Management: VZ_1

Systern Management

Globat Parsmeters TS etk Confiqurasion | | Insartace Configuation
Globd Frofiles vZ1
P Clussser Mogfcatens or ddl@ons of Al sdoress
f AR Anslialivn restann tan e sy (o fORIE

Doman Polces
A1 Nefmaysk A2 Mstmass

TLS Management
255265 2660

# Deace Specific Settings :
Network (TR
Management

Media Interface

10654 1910 1064191

Sigraing Interface
Sigrsing Forking 1112 ti
End Point Flows

Seasinn Flows

d 4ty s St aplication ssstan besord 1akng
strpt

| San Chaat
Al v
a1 v

The following screen shows interface Al and B1 are Enabled. To enable an interface click the

corresponding Toggle State button.

Session Border Controller for Enterprise

*  Network Management; VZ_1

Haclup'Restore

Systern Managerment

m Retwork Configwrasion | [ interface Conf guration

Giobal Farameters

Global Frofiles VZ1
SIP Cluster
4 Al Ensbles
Domain Polcies
J
TLS Managameant Diesbled
¢ Dence Specific Settngs Bt Ensbled
Network 0 Dissbied

Management
Media Interface
Synang Interface
Signding Forkrg
End Point Flawes

Sesmom Flows

AVAYA

DDT; Reviewed:
SPOC 6/4/2015

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

58 of 96
CS1K76-VZIPT



7.2. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Create a Routing Profile for Session Manager and Verizon IP Trunk Service. To add a routing
profile, navigate to Global Profiles = Routing and select Add. Enter a Profile Name and click
Next to continue.

Routing Prelile

Profie Name Route to SM5.3

it

In the shared test environment the following screen shows Routing Profile “Route to SM6.3”

created for Session Manager. The Next Hop Server 1 IP address must match the IP address of
Session Manager Entity, as shown in Section 6.4. The Outgoing Transport is set to TCP and
matched the Protocol set in the Session Manager Entity Link for Avaya SBCE in Section 6.5.

Edit Routing Rule X

Each LRI group may only be used once per Bouting Profile:

IF, IP:Fort, Domain, ar Domain:Fort

Mext Hop Routing
URI Group
Mext Hop Server 1 |1D_54_19_226 |

Mext Hop Server 2 | |

IP, IP:Fort, Domain, er DComain:Port

Routing Prionty based on
Mext Hop Server

Use Mext Hop
for In Dialog Messages

Ignore Route Header
for Messages Outside Dialog

O
O
NAPTR O
SRV ¥

C

Outgaing Transpart s @ T1ce O UDP
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The following screen shows Routing Profile “Route To Vz_IPT” created for Verizon. Enter the
IP address and port of the Verizon SIP signaling interface as Next Hop Server 1, as shown
below. It is only necessary to include the port after the IP address when it is not the default SIP
port. Choose UDP for Outgoing Transport, and click Finish.

Edit Routing Rule X
Each URl group may only be used once per Bouting Profile.
Mext Hop Routing
URI Group
m?l’;’t:FlrioDrtFDSoir:iirJrDomain:Port |1?2302092150?1 |

Mext Hop Server 2 | |
IP, IP:Fort, Bomain, or Pomain:Port

Routing Priority based on
Mext Hop Server

&

Use Mext Hop

for In Dialog Messages O

lgnore Route Header O

for Messages Outside Dialog

MNAPTR [

SR O
o

Outgaing Transport TLs O TP @ UDP

7.3. Topology Hiding Profile

The Topology Hiding profile manages how various source, destination and routing information
in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks.

Click Add (not shown) to create a new profile, or select an existing topology hiding profile to
edit. If adding a profile, a screen such as the following is displayed. Enter a Profile Name such
as “Avaya” shown below. Click Next.

Topology Hiding Profile

Profile Mame Awaya |
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In the resultant screen, click Add Header in the upper right multiple times to reveal additional
headers.

Topology Hiding Profile

Header Criteria Replace Action Overatite Walue

|Request-Line V| |IF'IDumain V| |»‘i‘«ut|:| V| ‘ | Delete

In the Replace Action column an action of “Auto” will replace the header field with the IP
address of the Avaya SBCE interface and the “Overwrite” will use the value in the Overwrite
Value. In the example shown, this profile will later be applied in the direction of the Session
Manager and “Overwrite” has been selected for the To/From and Request-Line headers and the
shared Interop Lab domain of “avayalab.com” has been inserted. Click Finish.

Edit Topology Hiding Profile X

Header Criteria Replace Action Crverdatite “alue
|TD V| |IF'fDDmain V| |Dverwrite V| |avaj,ralah.cnm | Delete
|Request-Line V| |IF'fDDmain V| |Cwerwrite V| |avaj,ralah.|:nm | Delete
|Via V| |IF'IDDmain V| |Autu V| | | Delete
'SDP v| [IPDomain v/ [Auto v| | | Delete
|Frum V| |IF'fDDmain V| |Cwerwrite V| |avaj,ralah.cnm | Celete
|Recnrd-Rnute V| |IF'fDDmain V| |Autc| V| | | Delete
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After configuration is completed, the Topology Hiding for profile “Avaya” will appear as
follows. This profile will later be applied to the Server Flow for Avaya.

Topology Hiding
Header Criteria ‘eplace Action Cwerwrite Walue
To IP/Diarmain Ciwerwrite avayalab.com
Request-Line IF/Damain Crvenyrite avayalab.com
Wia IP/Damain Auta
sDP IP/Domain Auto
From IP/Diarmain Chwernrite avayalab.com
Record-Route IF/Damain Auto

Similarly, create a Topology Hiding profile for Verizon. The following screen shows Topology
Hiding profile “VzIPT-TopoHiding” created for Verizon with the proper Verizon domains
inserted in the Overwrite Value. This profile will later be applied to the Server Flow for
Verizon.

Topology Hiding Profiles: VzIPT-TopoHiding

[ Add [ Rename | | Clone | [ Detete

Topology Hidry Prodles Click #iera to add 5 descnption

default
Topolegy Hiding

cisco_th_profile

Replace Actior

Ay SDP F/Domain Auto
IPCC_Topalogy_Hdng To P/Domain Overwite pcelbanD00! avayalincroft globalipcom. com
VaIFT-TopoHiding Record-Route ©/0omain Auto —
From P/Domain Ovmrwmits adeve avaya globalipcom com
Vis P/Domain Auto -
Request-Line F/Domain Chverwrte pcelbanCO01 wvsyalincroft globalipcom, com
()

7.4. Server Interworking Profile

The Server Internetworking profile configures and manages various SIP call server-specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters (for HA
deployments), DoS security statistics, and trusted domains. Interworking Profile features are
configured based on different Trunk Servers. There are default profiles available that may be
used as is, or modified, or new profiles can be configured as described below.
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In the sample configuration, separate Server Interworking Profiles were created for Avaya and
Verizon IP Trunk.

7.4.1. Server Interworking— Avaya

Navigate to Global Profiles = Server Interworking and click the Add button (not shown) to
create a new profile or select an existing interworking profile. If adding a profile, a screen such
as the following is displayed. Enter an appropriate Profile Name such as “Avaya” shown below.
Click Next.

Interworking Profile X

Profile Mame Awaya

The following screens illustrate the General parameters used in the sample configuration for the
Interworking Profile named “Avaya”. Most parameters retain default values. In the sample
configuration, RFC2543 — ¢=0.0.0.0 is selected and T.38 support is checked.

Editing Profile: Avaya X

O Mone
Hold Support | ® RFC2543 - c=0.000 |

O RFC3264 - a=zendonly
180 Handling ® Mone O sDP O Mo SDP
181 Handling @ Wone O spP O Mo SDP
182 Handling ® Mone O sDP O Mo SDP
183 Handling @ Wone O spP O Mo SDP
Refer Handling IFI
3xx Handling O

Diversion Header Suppart

Delayed SDP Handling O
T.38 Support
LRI Scherrie ®szp OTEL O ANY
“ia Header Format g EES;E;
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Click Next to advance to through both the Privacy / DTMF parameters screen, and the SIP /
Transport Timers parameters screen, which may retain default values.

DDT; Reviewed:
SPOC 6/4/2015

Interworking Profile X

Privacy Enabled O

User Marme |

P-Agserted-Identity

P-Frefarrad-ldentity

Privacy Header | |

DTMF

® MNone
DTMF Suppont O 5IP MOTIFY
O 5IP INFO

Interworking Profile X

All fields are optional.

SIF Timers

Min-SE || seconds, a0 - 8B400]

Init Timer || miliseconds, [50 - 1000]
Max Tirmer || miliseconds, [200 - 8000]
Trans Expire I:I seconds, [1-64]

Invite Expire |:| seconds, [180 - 300]

Transpart Timers

TCP Connection Inactive Timer |:| seconds, [B00 - 3600]
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The following screen illustrates the Advanced Settings configuration. The Topology Hiding:
Change Call-ID is unchecked and the AVAY A Extensions is checked. All other parameters
shown are default values. Note that the default configuration will result in Record-Route headers
in SIP messages.

O Mone
Record Routes O Single Side
@ Both Sides
Topology Hiding: Change Call-ID IEI
Call-Info NAT OJ
Change Max Forwards
Include End Point IP for Context Lookup O
OCS Extensions [F]

AWAYA Extensions

=

NORTEL Extensions

O 0O

Diversion Manipulation
Diversion Header URI

hetagwitch Extensions

Reset on Talk Spurt

O o o

Reset SRTP Context on Session Refresh

Has Rermote SBC

3

Route Response on Via Port

O o

Cisco Extensions

7.4.2. Server Interworking — Verizon IP Trunk

Click the Add button (not shown) to create a new profile or select an existing interworking
profile. If adding a profile, a screen such as the following is displayed. Enter an appropriate
Profile Name such as “Verizon _IPT” shown below. Click Next.

Interworking Profile X

Frofile Mame “erizon_|PT
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The following screens illustrate the General parameters used in the sample configuration for the
Interworking Profile named “Verizon_IPT”. Most parameters retain default values. In the
sample configuration, T.38 support is set to “Yes”, Hold Support is set for “RFC2543”, and all
other fields retained default values.

Interworking Profiles: Verizon_|IPT
[Ada [Rensme | [Clone | [Delete |
cs2100
General
waysmn ‘]
QCS-Edge-Server Hold Suppont RFC2543
crsto-cem 180 Handling None
cups 181 Hamdling MNone
Siwera-Halo 182 Handling Naone
OCS FrantEnd Server 183 Handling None
e Refer Handling No
3xx Handling No
VenzoniPCC
Dwversion Header Suppont No
Vorizon _IPT
Delsyed SDP Handing No
T.38 Support Yus |
UR! Schame s
Via Header Format RFCI261
Prvacy Enabled No
Usar Name
P-Asseted-ldenty Mo
P-Pretered-ldentiy No
Frivacy Header
OTMF Suppart MNone ‘
i
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On the Timers tab, select 6 seconds for the Trans Expire timer as shown below.

General || Timers H URI Manipulation H Header Manipulation H Advanced ‘

SIP Timers
Min-SE
Init Timer
hax Timer
Trans Expire B seconds
Invite Expire

Transport Tirmers

TCP Connection Inactive Timer

The following screen illustrates the Advanced Settings configuration. The Topology Hiding:
Change Call-I1D and Change Max Forwards defaults were changed to “No0”. All other
parameters shown are default values. Note that the default configuration will result in Record-
Route headers in SIP messages.

General | ‘ Timers | ‘ URI Manipulation ‘ | Header Manipulation ‘ ‘ Advanced ‘
Record Routes Bath
Tapology Hiding: Change Call-1D Ma
Call-Info NAT Mo
Change Max Forwards Mo
Include End FPaint IP for Context Lookup Mo
OCS Extensions Ma
AWAYA Extensions Mo
MORTEL Extensions Mo
Diversion Manipulation Mo
Metaswitch Extensions Ma
Reset on Talk Spurt Mo
Reget SRTP Context on Session Refresh Mo
Has Remote SBC fes
Route Response on Via Port Mo
Cisco Extensions Ma
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7.5. Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the
headers in a SIP message. This feature will add the ability to configure such manipulation in a
highly flexible manner using a proprietary scripting language called SigMa.

The SigMa scripting language is designed to express any of the SIP header manipulation
operations to be done by the Avaya SBCE. Using this language, a script can be written and tied
to a given flow through the Avaya SBCE web interface. The Avaya SBCE appliance then
interprets this script at the given entry point or “hook point”.

These Application Notes will not discuss the full feature of the Signaling Manipulation but will
show an example of a script created during compliance testing. The sample script is used to
change the “Max-Forwards” header value to “70” and to remove the “UPDATE” value in the
“Allow” header from Verizon.

To create a new Signaling Manipulation, navigate to Global Profiles = Signaling
Manipulation and click Add. A new blank SigMa Editor window will pop up.

Session Border Controller for Enterprise AVAYN
Server Configuraton &1 Signaling Manipulation Scripts: Remove epv 4
;:m“:gnrm Ugload | {Aad | (Cownizad] [Cians ) [Cokta]

CAEN b 1 ekl o Sentrijean

Maniputation ';.gulnp Manpdsbon

righs

LIS Grouns

The following screens illustrate the “CS1000-Vz” script separated into two segments. In the
Signaling Manipulation script segment below, the statement act on request where
%DIRECTION="OUTBOUND" and%ENTRY_POINT="POST_ROUTING" specifies
the portion of the script that will take effect on outbound SIP request messages to Verizon and
the manipulation will be done after routing. The manipulation will be according to the rules
contained in this statement.

//Set Max-Forwards to 70

within session "ALL"
{
act on request where %DIRECTION="OUTBOUND" and %ENTRY POINT="POST ROUTING"
{
$HEADERS [ "Max-Forwards"] [1]="70";
}
}
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In the following segment of the Signaling Manipulation script, the statement act on message
where %DIRECTION="INBOUND" and%ENTRY_POINT="PRE_ROUTING" specifies
the portion of the script that will take effect on inbound SIP messages from Verizon, and the
manipulation will be done before routing. The manipulation will be according to the rules
contained in this statement.

// Inbound Verizon traffic- Strip UPDATE from Allow Header for transfers

within session "ALL"
{
act on message where 3DIRECTION="INBOUND" and 3%ENTRY POINT="PRE ROUTING"
{
$HEADERS["Allow"] [1] .regex replace ("UPDATE","") ;
}
}

The following screen shows the complete Signaling Manipulation Script “CS1000-Vz” used
during compliance testing. This script will later be applied to the Verizon Server Configuration
in Section 7.6.2.

Signaling Manipulation Scripts: CS1000-Vz
Upoad ] Add | ’ Download | | Clane | | Delete |

Signafing Maniputation CHck herw 10 add # desenption

Scripts

[e g |
Example Shynaling Manipulation
Example_for_PCC ! ISet Ysx-Fornards to 70

within sessfon “ALL"

Remove epv {

Seript act on requast where SOTRECTION="0UTBOUMD™ and SERTRY_POINT="POST_ROUTTHG™
1es450 - -

{

- SHEALERS] "Max-Forwards” ][1]=7707;
CS1000-Vz } } ’

. }
backup scopt

/ Inbound Verizon traffic- Strip UPDATE from Allos Header for transfers

within session "ALL™
{
act on message where NDIRECTION="IRSOUND™ and SENTRY POINT-"PRE ROUTIRG™
{
WEADERS] "Allon" ][ 1] regex_replace{ "UPDATE" ") ;
}
}

7.6. Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs configure and manage various SIP call server-specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security
statistics, and trusted domains.

In the sample configuration, separate Server Configuration Profiles were created for Session
Manager and Verizon IP Trunk.
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7.6.1. Server Configuration for Session Manager

Click the Add button (not shown) to create a new profile, or select an existing profile to edit. If
adding a profile, a screen such as the following is displayed. Enter an appropriate Profile Name
such as “Avaya_SM6.3” shown below. Click Next.

Add Server Configuration Profile X

Frofile Marme Awvaya ohB.3

The following screens illustrate the Server Configuration for the Profile name “Avaya_SM6.3”.
On the General tab, select “Call Server” from the Server Type drop-down menu. In the IP
Addresses / Supported FQDNSs area, the IP Address of the Session Manager SIP signaling
interface is entered. In the sample configuration, this IP Address is “10.64.19.226”. In the
Supported Transports area, TCP is selected, and the TCP Port is set to “5060”. This
configuration corresponds with the Session Manager Entity Link configuration for the Entity
Link to the Avaya SBCE created in Section 6.5. If adding a new profile, click Next (not shown).
If editing an existing profile, click Finish.

Edit Server Configuration Profile - General X

server Type Call Server W

18.84.19.226
IP Addresses / Supported FODMs

Separate entries with commas

TCP
Supported Transports ] upp
L] TLs
TCF Port S0E0
LDP Port
TLS Port
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If adding the profile, click Next to accept default parameters for the Authentication tab (not
shown), and advance to the Heartbeat area. If editing an existing profile, select the Heartbeat tab
and click Edit.

Avaya SBCE can be configured to source “heartbeats” in the form of SIP OPTIONS. In the
sample configuration, with one Session Manager, this configuration is optional. If Avaya SBCE-
sourced OPTIONS messages are desired, check the Enable Heartbeat box. Select “OPTIONS”
from the Method drop-down menu. Select the desired frequency that the Avaya SBCE will
source OPTIONS to this server. The From URI and To URI may be filled in to configure easily
identifiable URIs to appear in SIP OPTIONS sourced by the Avaya SBCE towards Session
Manager. If adding a new profile, click Next (not shown). If editing an existing profile, click
Finish (not shown).

General | ‘ Authentication ‘ | Heartbeat ‘ | Advanced |

Enable Heartheat
Method OPTIONS
Frequency G0 seconds
From URI PINGEravayalab.com
Ta URI PIMNGE avayalab. com

If adding a profile, click Next to continue to the Advanced settings (not shown). If editing an
existing profile, select the Advanced tab and Edit. In the resultant screen, select Enable
Grooming to allow the same TCP connection to be used for all SIP messages from this device.
Select the Interworking Profile “Avaya” created previously. Click Finish (not shown).

General H Authentication ‘ ‘ Heartheat H Advanced ‘
Enahble DoS Pratection |
Enable Grooming
Interwarking Profile Awaya
Signaling Manipulation Script Mone
TGP Connection Type SUBID
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7.6.2. Server Configuration for Verizon IP Trunk

Click the Add button (not shown) to create a new profile, or select an existing profile to edit. If
adding a profile, a screen such as the following is displayed. Enter an appropriate Profile Name
such as “Vz_IPT” shown below. Click Next.

Add Server Configuration Profile

Profile Marne Wz IPT

The following screens illustrate the Server Configuration with Profile name “Vz_IPT”. On the
General tab, select “Trunk Server” from the Server Type drop-down menu. In the IP
Addresses / Supported FQDNSs area, the Verizon-provided IP Trunk IP Address is entered. This
IP Address is “172.30.209.21”. In the Supported Transports area, UDP is selected, and the
UDP Port is set to “5071”. Click Next to proceed to the Authentication Tab.

Add Server Configuration Profile - General X

Server Type Trunk Server bt

172.30,209,.21
IP Addresses f Supported FQDOMNs

Separate entries with commas

O Tep
Supported Transports LIDP
Ol 1Ls
TCP Port
LIDF Port 5071
TLS Port
[ Back ] [ Mext ]

If adding the profile, click Next to accept default parameters for the Authentication tab (not
shown), and advance to the Heartbeat area. If editing an existing profile, select the Heartbeat tab
and click Edit.
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The Avaya SBCE can be configured to source “heartbeats” in the form of SIP OPTIONS
towards Verizon. This configuration is optional. Independent of whether the Avaya SBCE is
configured to source SIP OPTIONS towards Verizon, Verizon will receive OPTIONS from the
enterprise site as a result of the SIP Entity Monitoring configured for Session Manager. When
Session Manager sends SIP OPTIONS to the inside private IP Address of the Avaya SBCE, the
Avaya SBCE will send SIP OPTIONS to Verizon. When Verizon responds, the Avaya SBCE
will pass the response to Session Manager.

Select “OPTIONS” from the Method drop-down menu. Select the desired frequency that the
SBCE will source OPTIONS. The From URI and To URI may be filled in to configure easily
identifiable URIs to appear in SIP OPTIONS sourced by the Avaya SBCE. If adding a new
profile, click Next to continuing to the “Advanced” settings. If editing an existing profile, click
Finish (not shown).

General H Authentication ‘ ‘ Heartheat H Advanced ‘

Enable Heartheat
Method OPTIOMS
Fraquency B0 seconds
From URI pingEadeve. avaya. globalipcom. com
To URI ping@pcelban0ln!. avayalincroft. globalipcom. com

If editing an existing profile, highlight the desired profile and select the Advanced tab and then
click Edit. In the resultant screen, Enable Grooming is not used for UDP connections and left
unchecked. Select the Interworking Profile “Verizon_IPT” created previously, and Signaling
Manipulation Script will be the script shown in the previous section titled “CS1000-Vz”. Click
Finish (not shown).

General ‘ | Authentication ‘ | Heartheat | ‘ Advanced |
Enable DoS Protection O
Enable Grooming [FI
Interworking Profile Werizon_[PT
Signaling Manipulation Script C51000-vz
UDF Connection Type SUBID

7.7. Media Rule

Media Rules define RTP media packet parameters such as prioritizing encryption techniques and
packet encryption techniques. Together these media-related parameters define a strict profile that

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 73 0f 96
SPOC 6/4/2015 ©2015 Avaya Inc. All Rights Reserved. CS1K76-VZIPT



is associated with other SIP-specific policies to determine how media packets matching these
criteria will be handled by the Avaya SBCE security product.

In the sample configuration, a single media rule is created by cloning the default rule called
“default-low-med”. Select the default-low-med rule and click the Clone button.

Session Border Controller for Enterprise AVAYA

: = *  Media Rules: default-low-med
» Doman Polioes

Appicaton Rues CAsd | File Sy Dovico v
Rascks P A e eV AING S g o IR R e e e
Media Rules dolault low med T .

Enter a name in the Clone Name field, such as “def-low-media-QoS” as shown below. Click

Finish.

Rule Marme default-low-med

Clone Marne def-low-media-0oS

Select the newly created rule, select the Media QoS tab and click the Edit button (not shown). In
the resulting screen below, check the Media QoS Marking Enabled checkbox. Select DSCP
and select “EF” for Expedited Forwarding as shown below. Click Finish.

Medis QoS Repofting

RTCP Enabled

Media QoS Marking

Enabled ~l
O Tes

Audio Precedancs

Agdio ToS

Viudeo Precadanca

Video ToS 1000
® pscP
Audio EF v 194110
Video EF v 104110
(Finiz ]
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When configuration is completed, the “default-low-media-QoS” media rule Media QoS tab
appears as follows.

Media Rules: def-low-media-QoS

Add | Filter By Device v [ Rename | | Clons | | Dalats |

default-lovemed y ) y
| Media NAT | | Media Enciyption | Media Anemaly || Media Silencing | Modia 005 |

dedault-lovermed-enc

Media QoS Reporting

default-high

RTCP Enabled O

dedault-hegh-enc

avays-low-med-enc

Enablad !
doflow madia QoS
QoS Typs pscp
Audio DSCP EF
Video DSCP EF

{ Edt

7.8. Signaling Rule

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

To add a signaling rule, navigate to Domain Policies = Signaling Rules. Click the Add button
to create a new signaling rule.

Session Border Controller for Enterprise AVAYA
Medie Rules A Signaling Rules: default
Secunty Ruses gty
Signaling Rules Filies By Dace X [ Crene |
End Point Palicy delauht FSeesery | ~=mem | premm— | srsem—m | T m—eR | PV P |

In the Rule Name field, enter an appropriate name, such as “Block_Hdr_Remark” and click
Next.

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 75 of 96
SPOC 6/4/2015 ©2015 Avaya Inc. All Rights Reserved. CS1K76-VZIPT



Signaling Rule

Rule Mame Block_Hdr_Remark |

In the subsequent screen (not shown), click Next to accept defaults. In the Signaling QoS screen
below, select DSCP and select the desired Value for Signaling QoS from the drop-down box. In
the sample configuration, “AF32” is selected for Assured Forwarding 32. Click Finish.

Signaling QoS X

Enabled

O Tos

Precedence | | oo |

ToS | | oon |

® DsCP

Yalue | AF32 v| oo |
[Finish |

After this configuration, the new “Block_Hdr_Remark” will appear as follows.

Signaling Rules: Block_Hdr_Remark

 Add | Filter By Dewce v | Rename | [ ljn:meJ | Dedete |

Signaling Rules CRC hers 10 sdd & descrpiodg

defaul ' 1 1 . r . i 2
| Goneral | | Roquests | | Responses || Requast Heauors | | Response Headers || Siiuating 00

No-Cortent-Type-Ch

Block Hdr Ramark See e o
defoul-QoS-AF 32 i e
DSCP AFT2
DPTIONS
| Edt |
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Select this rule in the center pane, then select the Request Headers tab to view the
manipulations performed on the request messages such as the initial INVITE message. The
following screen shows the “Alert-Info”, “x-nt-e164-clid”, “P-Location" and other proprietary
headers removed during the compliance test. This configuration is optional in that these headers
do not cause any user-perceivable problems if presented to Verizon.

Signaling Rules: Block_Hdr_Remark

(Add] |Filter By Dewce v [Rensme | [Clone | [Delote ]

Goaeral | | Requests | | Responses | | Request Headers | Respanse Headers | | Signaling 0os |

No-Content-Type-Ch

| Add In Header Control I [Add Out Header Contral |

Flock_Hdr Remark

Header Crtens

defaul-Q0S-AF32

1 AV-Globst-Session-ID ALL Forodden Remaove Header Yes IN
OPTIONS 2 Alerinfo ALL Forbidden Remove Hesder  No IN Edt  Daletn
3 Endpoint-View ALL Forbidden Remove Haader Yas IN
4 P-AV-Massage-dd AL Forpydden Remaove Headar Yes IN Edt
5 P.Location ALL Forbidden Reenove Header Yes IN
8 x-nt-g164-clid ALL Forbidden Remove Haadar Yes IN

Similarly, manipulations can be performed on the SIP response messages. These can be viewed
by selecting the Response Headers tab as shown below.

Signaling Rules: Block_Mdr_Remark

Add) |Filer By Devce v | Rename | | Clone | [ Dalete |

ClEK ners 1o add & degcripiion

| General ] | Requests l Responses | | Request Headers | [ Response Headers ‘ Signaling QoS

[ Add In Header Control | [ Add Out Header Control |

No-Content-Type-Ch

Block_Hdr_Remark

Proonstaty Direchion

defaull- QoS- AF32

OPTIONS | AV-GlobshSessionD 22X ALL Fobudden ~ Remore Yes N
2 Endpoint-View XX ALL Fortidden ﬁ:m" Yes n Edt  Dslete
3 Endpaint-View 24 ALL Foodden  Fome® Yes N
4 PAV.Msssageld 20 ALL Forbdden ﬁ;:’o‘;‘ Yas ) Edt  Dfote
5 P-Location XX ALL Fortidden ::‘::;'f Yoo N
-1 P-Location 2% ALL Forbadden mm Yeas N

7.9. Application Rule

Application Rules define which types of SIP-based Unified Communications (UC) applications
the Avaya SBCE security device will protect: voice, video, and/or Instant Messaging (IM). In
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addition, user can determine the maximum number of concurrent voice and video sessions the
network will process in order to prevent resource exhaustion.

Select Domain Policies = Application Rules from the left-side menu as shown below. In the
sample configuration, a single default application rule “default-trunk” is used and will be
applied to the Endpoint Policy Group in the next section.

Session Border Controller for Enterprise AVAYA
Dishboand Application Rules: default-truni
AN ET DN |"'—1l", Fibe1 By Ovice = I;T;-a_i

BackupFesioe
System Marsgement | Ssgticaton Rk |

defun

Clokssl Paransiess Applicatian lule

Glotssl Profies debault trunk

SP Cluster

¢ Doman Folces
Application Rules Video
Border Rules
Meda Fulkes

Signating Rues DR Sopport Marm

M

Time of Diay Ruke
ATCH Kap-Aive Na
&g Pont Poicy

Sroups =0

Sesson Poloes

7.10. Endpoint Policy Group

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to a Server Flow in Section Error! Reference source
not found.. Create a separate Endpoint Policy Group for the enterprise and the Verizon IP Trunk.
To create a new policy group, navigate to Domain Policies = Endpoint Policy Groups. Click
the Add button.

Session Border Controller for Enterprise AVAYA
Signaling Fues & Policy Groups: default-low -
Tme of Cay Rules Fitor e "t
End Point Polloy ==
Groups m 1 ne raczmmn ted 3o sd € M datouts Ty sddng & new mreup insoos

Senise Ty T —— |

Sesson Solcies

Enter a name in the Group Name field, such as “def_low_remark” as shown below. Click
Next.

Policy Group

Group Mame def_low_remark |
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In the sample configuration, defaults were selected for all fields, with the exception of the
Application Rule which is set to “default-trunk”, Media Rule which is set to “default-low-
media-QoS”, and the Signaling Rule, which is set to “Block_Hdr_Remark” as shown below.
The selected non-default media rule and signaling rule chosen were created in previous sections.
Click Finish.

Edit Policy Set X

HApplication Rule |defau|t-trunk V|

Border Rule |defau|t V|
Media Rule | deflow-media0oS v
Security Rule

Signaling Rule |EII|:|c:k_Hdr_Hemark bt
Time of Day Rule

Once configuration is completed, the “default-low-remark” policy group will appear as follows.

Policy Groups: def_low_remark

| Ada Fiter By Device v Rename | | Delete

Palicy Groups CHEX fiera to a0d a deccaptior

default-low

lick hete 1o ado o row descrstion

dafauit-low-anc :
Palicy Group
defaut-med

| Summary | [ Add |

default-med-enc

Time of Day

delauit-high
celauit-high-gnc
QCS-default-high
avaya-deflow-anc

def_low ramark
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7.11. Media Interface

The Media Interface screen is where the SIP media ports are defined. Avaya SBCE will send SIP
media on the defined ports. Create a SIP Media Interface for both the inside and outside IP
interfaces.

To create a new Signaling Interface, navigate to Device Specific Settings = Media Interface
and click Add. The following screen shows the media interfaces created in the sample
configuration for the inside and outside IP interfaces.

Session Border Controller for Enterprise AVAYA
SP Cluster = Media Interface: VZ_1
Dormsan Polices
TLS Managemeant —_—
“ Modin Intestace |

« Derace Specihic Settings
Vi
Notwerk Nosfsing = 2 DD et Sr e i | rdgres v o i st re st ) B Dbing Sfisct Anpficaian sl aty (s i
Managetment i 3

Madia Interface

ey
Signalng Interface I —

Signalrg Forking

_Moda to CPE 1064 13 140 35000 - 40000

End Part Flows
Sezoon Flaws Ext_Meda 1o Ve 1112 35000 - 40000

Relyy Services
-

7.12. Signaling Interface

The Signaling Interface screen is where the SIP signaling ports are defined. Avaya SBCE will
listen for SIP requests on the defined ports. Create a Signaling Interface for both the inside and
outside IP interfaces.

To create a new Signaling Interface, navigate to Device Specific Settings = Signaling
Interface and click Add. The following screen shows the signaling interfaces created in the
sample configuration for the inside and outside IP interfaces.

Session Border Controller for Enterprise AVAYA
« Devico Spocfic Semngs 0 Signaling Interface: VZ _1
Neseark
Maragament « r—
i Siamating avrtacs |
Signaling Interface ht 13:
Sigraiing Farking
End Point Fiows Sig_tnsids_fo_CPE 1064 19 140 560 - Nose
Hlm ”_'V: Sig_Ouside_ts V2 1112 = 580 Nosa
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7.13. End Point Flows - Server Flow

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets
in the same flow. The following screen illustrates the flow through the Avaya SBCE to secure a

VD - m

Create a Server Flow for Session Manager and the Verizon IP Trunk. To create a Server Flow,
navigate to Device Specific Settings = End Point Flows. Select the Server Flows tab and click

Add as shown in below.

J

SIP Trunk Service Provider

Avaya SBCE

Session Border Controller for Enterprise AVAYA

Sgnafing keetaze Al End Point Flows: VZ_1
Signaing Forlang

End Paint Flows T .
Sesaon Flows “ ‘s%.ﬂ'_l_ig_] Server Flows
Re g o vz
Relay Senices -

SNMW
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The following screen shows the flow named “Avaya SM6.3 Flow” used in the sample
configuration. This flow uses the interfaces, policies, and profiles defined in previous sections.

Click Finish.

Edit Flow: Avaya SM6.3 Flow X

Flow Marne

Server Configuration

URI Group

Transport

Rermote Subnet

Recewved Interface

Signaling Interface

Media Interface

End Foint Policy Group

Routing Profile

Topology Hiding Profile

File Transfar Profile

Awaya SMB.3 Flow

Avaya_SMB.3 v

Sig_Outside_to Wz
Sig_Inside_to_CPE '+
Int_Media_to_CFE +
def_low_remark %
Route to Wz_IPT A
Avaya A

Mone
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The following screen shows the flow named “Vz-IPT-Flow” used in the sample configuration.
This flow uses the interfaces, policies, and profiles defined in previous sections. Click Finish.

Add Flow X

Flow Marne

Senver Configuration
URI Group

Transport

Remaote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Palicy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

- IPT-Flowe

vz IPT v

Sig_Inside_to_CPE '+
Sig_Outside_to Wz
Ext Media_to Wz w
def low remark
Route to SWE.3 b
WZIPT-TopoHiding b

Mone
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8. Verizon Business IP Trunk Service Offer Configuration

Information regarding Verizon Business IP Trunk service offer can be found at
http://www.verizonbusiness.com/us/products/voip/trunking/ or by contacting a Verizon Business
sales representative.

The sample configuration described in these Application Notes was located in the Avaya
Solutions and Interoperability Test Lab. The Verizon Business IP trunk service was accessed via
a Verizon Private IP (PIP) T1 connection. Verizon Business provided all of the necessary service
provisioning.

8.1. Fully Qualified Domain Name (FQDN)s

The following Fully Qualified Domain Names (FQDN)s were provided by Verizon for the
sample configuration.

CPE (Avaya) Verizon Network
adevc.avaya.globalipcom.com pcelban0001.avayalincroft.globalipcom.com

8.2. DID Numbers Assigned by Verizon

Verizon provided DID numbers that could be called from the PSTN. These Verizon-provided
DID numbers terminated to the Avaya CS1000E location via the Verizon IP Trunk Service.
Table 1 in Section 3 shows example Verizon DID numbers and the configurable association of
the Verizon DID numbers with Avaya CS1000E users.

9. Verification

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

9.1. Avaya Communication Server 1000E Verification

This section illustrates sample verifications that may be performed using the Avaya CS1000E
Element Manager GUI.

9.1.1. IP Network Maintenance and Reports Commands

From Element Manager, navigate to System = IP Network - Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.
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AVAYA €S1000 Element Manager

= UCM Network Services T Uenageg 10MSLIN Seemare s

- Home Spaters » P hetwark » NOde Vanisratco At Seoms
~Links
= Virkssl Tenminass Node Maintenance and Repons
« System
» Aaems
=Nakkanancs - Mods Kk 1005 Yok P 1050140103 Totsi sisments 1
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- Peripheryl Equipment Hostname  ELANF Tipe ™
« [P Netwart Signaling
-Hoass Seners Weds Cants = . Setel " — - —
~MENIEABN0S 8T RS esthcpde 080 14110e TUEE DTN [Gencao ) 3v2 106 | [oHRPT | [ Resst | [ Staaus | [ Venusi Tanminat
~Medy Gatewnys oPoc

~Zones
- Hast and Roate Tables

The General Commands page is displayed. A variety of commands are available by selecting
an appropriate Group and Command from the drop-down menus, and selecting Run.

To check the status of the SIP Gateway to Session Manager in the sample configuration, select
Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The example
output below shows that Session Manager (10.64.19.226, port 5060, TCP) has SIPNPM Status
“Active”.

AVAYA CS1000 Element Manager

- UCM Network Senices A Varsgep 180141900 Usemare atme
- Hooe Syniem & Plistwort » Nade Verierance and Seaeny + Gerers! Comrmray
« Links

« Witual Tarmings
- System

- Aaime

General Commands

« Maintenance
+ Cora Equipment
- Paripneral Equemant Group ; Sp -
- P 1eataon
= Nodes: Sarvers, Medis Cards
- Hauctenanzeand fegads
- a0ia Gatwars
- 2ones
= Host and Route Tables
« Hotwork A32ress Transiaden
- Q08 Thresnislds
- Pérsong) Diredones
- Unicode Name Derecton

Elameam P 10 80 121902  Element Tipe Sgnatng St -~aa CP0DC
) 0

Commana SIPGWShow - Sip ~ | =

P a3ess | 10 50 141 102

Murear of pings 3 [WFI-.-T';—VI

« nfertaces
-Enghsansd Values
<Emaigency Saraces
+ Gaographic Recundancy
+ Satware

- Customens

- Routes and Trimks
» Routes and Trunks
»D.Channels

~Dighal Tk Intsrtace
"

T ™
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The following screen shows a means to view registered SIP telephones. The screen shows the
output of the Command sigSetShowAll in Group SipLine. At the time this screen was
captured, the SIP telephone with DN 7111 was involved in an active call with the Verizon IPCC.

AVAYA CS$1000 Element Manager
= DI Network Senvices A Menagng HABISI N2 Usermare atnwe
- Home Syaam o P Networt » lipge Maniacance ang Sepons 3 Genars *
- Links
=Wtusi Tarmingss General Commands
System
- NG
- Mantenance Elemart ¥ 1080 141107  Elemant Tps - Signating Sansei-wars CFOT
+ Core Egupment v
~Panpherat Equipment Growp | Sigtine v > W=t v RUN
- P tatnon
~Tiodes Servers, Mead Cartte F aadress 1080 141902 NG |
e . ————— ———— .
EL Type

- Nedia Gatewas
- 2ones

t and Route Tables

woek A00ress Transiation
- s Threshonds

- Personal Direciones

- Unicode Name Dirscir

The following screen shows a means to view IP UNIStim telephones. The screen shows the
output of the Command isetShow in Group Iset. At the time this screen was captured, the
UNIStim telephone with IP address “10.64.19.112” was involved in an active call with the

Verizon IP Trunk Service.

AVAYA €S$1000 Element Manager
= UCH Network Sarnces A varageg 0B 41LI01  Daernane: aze
Home Sysien » F Netwark » Haoe Harisnance 200 Re0008 » Gereral Cammanas
= Links
- Simid Touransis General Commands
System
o KamnG
=Uanienane ElemantIF 1080 941107 Elment Tipe ~ Signalng Senes-Aqra CPOC
+ Core Equpment —
- Parpheral Equipmant Greup | laet v Command  isetShow - Range 0 500 [ Run
~-PbwR- L, ——
-Nodes: Servers. Ueda Cards 080 141 122 Pumiber of pings |3 Pt

lAalnsoance and Repnds
~1sdia Gatenass

d Route Tacles
Addrass Transisoon
No»x:

Durecknes
o Name Director)

+ Emar anicos
+ Ghograghic Radunaano

9.1.2. System Maintenance Commands

A variety of system maintenance commands are available by navigating to System -
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the Select by Overlay approach or the Select by Functionality approach.
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The following screen shows an example where Select by Overlay has been chosen. The various
overlays are listed, and the LD 96 — D-Channel is selected.

AVAYA CS1000 Element Manager
——————
= UCM Network Serdcas A Msapeg 10.00.140.462 Usemame: asmir
-MHome Sywlem s VMastinsancs
«Links
= V¥tual Terminals Maintenance
- Systém
+ Alaims
- iaintenance oo : L "
+ Core Equipmant ) Gelect by Ovenay O Select by Functionalty

- Faaigheral Equomeant
=P Meatwioek
-Nodes: Serers Media Cards
« Maindenance and Reports
- Media Gateways
-Zones
- Host ang Route Tables
- Hetwork A0dress Transiaton
- QoS Thresholds

«Seled by Overlay»

LD 20 - Netwotk and Signaling

LD 32 - Natawork ang Pariphesal Equipment
LD 34 -Tone and Digh Switch

LD 38 - Trunk

LD 37 - InputOutpat

LD 38 - Conference Cocull

mch and Systemn Clock

LD 39 «Intergroup

H st ey LD 4% - Background Sigaaling and Saiching
=0 c? 98 Hame Laecion LD 46 - Multveguencs Sender D-Channs tes
+Interaces - s < 3
- Enginesred values o L St
= LD 4 - Multfregquency Sspnaling TMDI Disgnosscs

ergency Sendces - - ! - R
vEmevge idaadesss LD 40 « Dugead Trund Interface and Frimary Rate Intertace
» Solware x

LD 75 - Dognal Trunk
- Customers LD 80 - Call Trace
- Routes and Trunks
~ Routes and Trunks LD Ememel and Alam Uanagemant
« DChanngls LD 135 - Core Comenon Equipment
= Dighal Trunk Intartacs 137 « Core InputQutput
- Dialing and Numbering Plans LD 143 - Centralized Sofvware Upgrada

= Elaciranic Sulehan Hadanrk

On the preceding screen, if D-Channel Diagnostics is selected on the right, a screen such as the
following is displayed. D-Channel number 15, which is used in the sample configuration, is
established (EST) and active (ACTV).

D-Channel Diagnostics

Diagnostic Commands Command Parameters

| Status for D-Channel (STAT DCH) |
| Disable Automatic Recovery (DIS AUTO) w | ALL
| Enahkle Automatic Recovery (EML AUTO) v| FOL
|Test Interrupt Generation (TEST 100 v|
| Establish D-Channel (EST DCH) |
| |ocHjpes  |appL_sTaTus|unk_sTaTus

) 015 WirkNode1005 OPER EST ACTV  AUTO

Instruction: Select a command, add wvalue and click on :3';]::1'&"_1;: .
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9.2. Avaya Aura® System Manager and Avaya Aura® Session
Manager Verifications

This section contains verification steps that may be performed using System Manager for
Session Manager.

9.2.1. Verify SIP Entity Link Status
Log in to System Manager. Expand Elements - Session Manager - System Status - SIP
Entity Monitoring.

il Home / Elements / Session Manager / System Status / SIP Entity Monitoring
Help 2
SIP Entity Link Monitoring Status Summary
This page provides a summary of Session Manager SIP entity link
monitoring status.
SIP Entities Status for All Monitoring Session Manager Instances
Run Monitor
1 Items ' Refresh Filter: Enable
Monitored Enfities
[] Session Manager Type Partially Not
Down Up Up Monitored Deny Total
[] ASM Core 0 0 5 0 0 5
All Monitored SIP Entities
Run Monitor
5 Items (1 Selected) | Refresh Filter: Enable
L] SIP Entity Name
[] Locl9-CM-TG1
[] Locl9-CM Messaqging
[ csi1K
[+ Wz ASBCE-1
[] Vz ASBCE-2
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From the list of monitored entities, select an entity of interest, such as “Vz_ASBCE-1". Under
normal operating conditions, the Link Status should be “UP” as shown in the example screen
below.

All Entity Links to SIP Entity: Vz_ASBCE-1

Status Details for the selected Session Manager:

Summary View

1 Items | Refresh Filter: Enable
: SIP Entity Conn. Reason Link
Session Manager N& R P Port Proto. Deny Status Status
) ASM 10.64.19.140 5060 TCP FALSE Up 200 OK up

9.2.2. Call Routing Test

The Call Routing Test verifies the routing for a particular source and destination. To run the
routing test, expand Elements - Session Manager - System Tools = Call Routing Test.

Populate the fields for the call parameters of interest. For example, the following screen shows
an example call routing test for an outbound call to the PSTN via Verizon. Under Routing
Decisions, observe that the call will route via an Avaya SBCE on the path to Verizon. Scroll
down to inspect the details of the Routing Decision Process if desired (not shown).

‘@ Home / Elements / Session Manager / System Tools / Call Routing Test
Help
Call Routing Test
This page allows you to test SIP routing algorithms on Session Manager
instances. Enter information about a SIP INVITE to learn how it will be routed
based on current administration,
SIP INVITE Parameters
Called Party URI Calling Party Address
13035387024@avayalab.com 10.80.140.103
Calling Party URI Session Manager Listen Port
7105@avayalab.com 5060
Day Of Week  Time (UTC) Transport Protocol
Wednesday v ||16:33 TCP v
Called Session Manager Instance
ASM v Execute Test
Routing Decisions
Route < sip:13035387024@avayalab.com > to SIP Entity Vz_ASBCE-1 {10.64.19.140), Terminating Location is VYz-ASBCE.
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Another example shows an inbound call to one of Verizon assigned DID numbers. Observe that
the DID number 732-945-0285 has been converted to CS1000E extension 7105 under Routing
Decisions and will be routed to CS1000E.

il Home / Elements f Session Manager / System Tools / Call Routing Test

Help

Call Routing Test
This page allows you to test SIP routing algorithmns on Session Manager

instances, Enter information about a SIP INVITE to learn how it will be routed
based on current administration,

SIP INVITE Parameters

Called Party URI Calling Party Address
7320450285 @avayalab.com 10.64.19.140
Calling Party URI Session Manager Listen Port
anyuser@anydomain 5060
Day Of Week Time (UTC) Transport Protocol
Wednesday v 16:33 TCP v
Called Session Manager Instance

ASM - Execute Test|

Routing Decisions

Route < sip:7105@avayalab.com > to SIP Entity CS1000 {10.80.140.103). Terminating Location is Locl40.

9.3. Avaya Session Border Controller for Enterprise Verification

The welcome screen shows alarms, incidents, and the status of all managed Avaya SBCEs at a
glance.

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard A
Administratan
BaclupRestore

Information

Systam Time 11.47:08 AM GMT Hofr EMS
System Managemert
23 y
Global Parameters i PARUE Vi
Buld Date Thu Fab 14 23:25:50 UTC 2013

Gabs Prafles

SIP Cluster

Alrrss (past 24 hours) Incidants st 24 hours)

Doman Palicies ) N
s None found VZ_1 Methad Prohibited Ous-ofDiatog

TLS Management

Devce Spectic Settings VZ_1 Method Prohibited Ous.cf Dialog

VZ_1: Method Prohibtee Out.ofDialog
VZ_1' Method Prohibited Out-ofOialog

VI 1 Method Prohibed Ous-of- ODiatoy v
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9.3.1. Alarms
A list of the most recent alarms can be found under the Alarms tab on the top left bar.

Alarms  Incidents  Statistics  Logs  Diagnostics

Session Border Controller for Enterprise

Alarm Viewer:
Alarm Viewer AVAYA

|
L Cencee

EMS

vz

No alarme found for thes dewce

[Clear Selected | [Caar 2]

9.3.2. Incidents

A list of all recent incidents can be found under the Incidents tab at the top left next to the
Alarms.

Incident Viewer:

Incident Viewer AVAYA
Dowce Al & Catesory | Al v IE @l IW|
Disglayng resutts 81 10 75 cut of 2000
Mezzage Dropped 684374147805223 52813 1:.33 P Policy VZ1 No Server Flow Matched for Incoming Message
Message Dropped GEAITATBOIT M S23A3 138 PM Policy Vi No Seres Flow Matched for Incormeng Massags
Mezsage Dropped E8497 4147557151 52813 138 PM Poacy vZ 1 No Sorvor Flow Matched for Incoming Massage
Message Dropped 6843741475583 S2313 1 33PN Policy vz No Seretr Flow Matchad for Incoming Message

Sarwr Heartbaat BESATL143447078 San3 138 PM Policy Vi Heanbaa Faded, Sarsr s Down
Server Heartheat GESETL140485078 2813 133 Pra Policy VZ1 Heartheat Failed, Sereer is Down
Server Heartbest BEAFTIMBET21126 S2313 131 PR Policy vZ_1 Hendbem Faled, Sere s Down
Savar Hearthoat BT 3607 Sana 131 P Policy VI Heardbeat Falled, Server is Down
Mezzage Dropped B543732103622024 2313 1.30 PM Policy VZ_1 Method Proh&aded Ouwt-of-Dislog
Message Dropped BEATTIEE0ESY S28n3 129 PV Policy Vil Method Prohkstad Our-of-Dislog
Mezsage Dropped EO4I7305037 1048 52313 1.2 P Poicy VZ1 Methad Prohizded Ouwtof Dialog
Message Dropped 5437320575300 52913 1.27 PM Policy vz Method Prohissted Ow-of-Dislog
Message Dropped EBATIINTE aran3 15 PM Palicy vz Mathod Prohdaed Ouw-of-Dislog
Mezzage Dropped EE4373TE00856E0 52813 1:25 PM Palicy VZ1 Method Prohited Ouwt-of Dialog
Mezsage Dropped BEA3TITIEN1513 S68A3 124 P Poloy Vi Mathod Prohsted Ow-oFDialog
LEHUBEEHEEDEBERE]
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Further Information can be obtained by clicking on an incident in the incident viewer.

Incident Information X

General Information

Incident Type Server Heartbeat Category Policy
Timestamp May 28, 2013 1:31:37 PM GMT Device W1
Cause Heartbeat Failed, Semer is Down

Message Data

Response 408 Transpart  UDP
Call 1D 448504583 e6b5028 cdb337 101025117 cshiepaertab Fram sip:Ping@@adeve. avaya.globalipcom.com
To sip:Ping@pcelban0001 . avayalincroft. globalipcom. com Source IP 172.30.209.21

Destination IF 1.1.1.2

Server
Configuration Wz _IPT_Secondary

9.3.3. Diagnostics
The full diagnostics check that can be run can run line checks in both directions.

Click on Diagnostics on the top bar, select the Avaya SBCE from the list of devices and then
click “Start Diagnostics”.

Full Diagnostic | | Ping Test | | Application | | Protocol |

] hebesembor | Saws |
& EMS Link Check

UC-Sec Link Check: A1

UC-Sec Link Check: B1

Ping: UC-Sec (10.80.140.141) to
Gateway (10.80.140.1)

Ping: UC-Sec(10.80.140.141) to
Primary DMNS (172.30.209.4)

Ping: UC-Sec(2.222)to
Gateway (2.2.2.1)

Ping: UC-Sec(2.2.22) {0
Primary DNS (172.30.209.4)

0O 0 0 000
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A green check mark or a red x will indicate success or failure.

Full Diagnostic | | Ping Test | | Application || Protocol |

i TosDescrptor

o EMS Link Check :turﬁblissoperatmg within normal parameters with a - duplex connection at
i .

eth3 is operating within normal parameters with a - duplex connection at

&) UC-SecLink Check: A1 10MBls.

Uc-Sec Link Check: B4 :tur}'lllbiissoperating within normal parameters with a - duplex connection at
i .

Gateway (10.80.140.1) Average ping from 10.80.140.141 to 10.80.140.1 i3 1.232ms.

Fing: UC-Sec(10.80.140.141) to
Primary DNS (172.30.209.4)

0 Ping: UC-Sec({2.222)to
Gateway (2.2.2.1)
9 Ping: UC-3ec(2.2.2.2)to
Primary DNS (172.30.209 .4)

o

Ping: UC-Sec (10.80.140.141) to
0 g ( )
o

Error: Unable to reach 172.30.209.4 from 10.80.140.141.
Average pingfrom 2.2.22t0 2.2.2.1is 1.809ms.

Error: Unable to reach 172.30.209.4 from 2.2.2.2.

9.3.4. Tracing

To take a call trace, Select Device Specific Settings = Troubleshooting = Tracing from the
left-side menu as shown below.

Select the Packet Capture tab and set the desired configuration for a call trace and click Start
Capture.

Trace: VZ_1

Call Trace |  Packet Capture | | Captures l

Status Ready

nefacs B1 »

Local Address

Fi e Al ~
Remate Address e

PO PP Pont

Protacol Al
Masimum Namber of Packets to Caplure 9330

Capturn Filename g
u:v?:m. NAMS of a0 AING CAPITe Wik Gwgaerty 1 Tast-Trace pcap

[Stad Capturs | [ Cloar |
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When tracing has reached the desired number of packets the trace will stop automatically, or
alternatively, click the Stop Capture button at the bottom.

Trace: VZ_1

[cantce]| PacorCopre | Copres]

vZ 1

A paokes capturs =g curmertly mprogress e aege will ssnomatically refreeh until the canture complates

Status n Progress
Intertace

Local Address

IP[Port

Remote Address
"t Por IF, IP:Fart

Protocol

Mazmum Number of Packels 1o Capture 330

Capture Filéname

Uning the nama of an sxdrtng cagtuiy sell ovesmits i Test-Trace pesp

[ Stop Capture

Select the Captures tab at the top and the capture will be listed; select the File Name and choose
to open it with an application like Wireshark.

Trace: VZ_1

Lwtuu] | Wm‘j l Captures |

Last Modded % | Descending % ]_So;—n] | Resat | Refresh
110825 poap 90,192 June 13, 2013 11.09.54 AM GMT
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10. Conclusion

As illustrated in these Application Notes, Avaya Communication Server 1000 Release 7.6,
Avaya Aura® Session Manager 6.3.2, and the Avaya Session Border Controller for Enterprise
Release 6.2 can be configured to interoperate successfully with Verizon Business IP Trunk
service. This solution allows Avaya CS1000E users access to the PSTN using a Verizon
Business IP Trunk public SIP trunk service connection.
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