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Abstract

The These Applicabn Notes describe the procedures required for Convergys Voice Pd
successfully interoperate with Avaya Aura® Communication Manager and Avaya A
Session Manager using a SIP trunk.

Avaya SIP, H.323, and digital telephones were used to originatemmuhate calls with User
to-User Information to and from the Convergys Voice Portal server. The overall objectiv
the interoperability compliance testing is to verify proper signaling and call establishmer
the Convergys Voice Portal in an Aval@aTelephony environment.

Readers should pay attention tecBon 2, in particular the scope of testing as outlined in
Section 2.1 as well amyobservations noted in Section 2.2, to ensure that their own use
are adequately covered by this scope i@sults.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures required for Convergys Voice Portal to
successfully interoperate with Avaya Aura® Communication Manager and Avaya Aura®
Session Manager (SM) using a SIP trunk. Avaya SIP, H.323, and digital teleplereassed to
originate and terminate calls with UgerUser Information (UUI) to and from the Convergys
Voice Portal server. The overall objective of the interoperability compliance testing is to verify
proper signaling and call establishment with the&wsgys Voice Portal in an Avaya IP
environment.

Convergys Voice Portal provides IVR and Messaging functionality via a SIP/VOIP telephony
interface. Callers interact with the system via DTMF or Speech input, and may be transferred to
agents, as needed.

These Application Notes assume that Communication Manager and Session Manager have
already been installed and that basic configuration steps have been performed. Only steps
relevant to the configuration used for compliance testing will be described dottusment. For
further details on configuration steps not covered in this docymemsult references tBection

10.

2. General Test Approach and Test Results

This sectiordescribes the testing used to verify the interoperability of Convergys Voice Portal
with the Avaya SIP infrastructure that consists of Communication Manager and Session
Manager

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or stanbasdd interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be stoned as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

2.1. Interoperability Compliance Testing

The interoperability compliance testing included feature and serviceability teBtiafpcus of
the testing wasnmarily on verifying the SIP protocol messages between Session Manager and
the Convergys Voice Portal serv&he following features were exercised:

1 Basic call between Convergys Voice Portal and various phone types including H322, SIP,
digital and analog¢elephones
Codecs G.711MU and G.729 with different paylgadsluding10ms, 20ms and 30ms
Blind, consult, and bridge transfer from Convergys Voice Portal to local, external and
PSTN destination
1 DTMF RFC2833

T
T
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Userto-User Information (UUI¥rom and to Conergys Voice Portal
ANI/DNIS

Response to OPTIONS message

TLS/SRTP

T.38 Fax

Failover and load distribution

= =4 =4 -8 98 -9

The serviceability testing included Communication Manager, Session Manager, and Convergys
Voice Portal failure scenarios to verify that Convergys ¥dtortal could properly recover from
each failure.

2.2. Test Results

All test cases were executed and passed successfully with the following observations.

1 The sgnaling group that is configuredrfthe SIP trunk to calto/from Convergys Voice
Portal needs thaveVideo capabilitydisabledn orderfor analog and digital telephones
to have audio from the Convergys Voice Portal.

1 Convergys Voice Portal does not provide ring back tomausicto a callerfor Consult
andBridge transfers while destination phoneiigying.

1 ThelP address athesignaling interface of Session Manager needs to be ugkd in
Common Name (CN) of Sessi onhelD®N.dlgser 6s cert
configuration is needed for TLS/SRTP to work in specific call scenarios such as Blind
transfers because Convergys Voice Portal authenticates caller based on the Contact
header value prior to invoking the REFER transfer.

1 The Convergy¥oice Portalsuppats crypto with encrypted SRTOBr secure media
(SRTP)while Avaya IP telephonedoes nbsupport this encryptiomhe
recommendtionsis to usea secure media flow throughe AvayaG450 Media Gateway
or Avaya Aura® Media servewnfthout shufflingthe media)to havea secure medigath
with Convergys Voice Portal

2.3. Support

Technical supportdr the Convergys Voice Portal can be obtained through the following:
1 Phone: 8080554688
1 Web:http:/Avww.convergys.coméalcare
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3. Reference Configuration

Figure 1lillustrates a sampleonfiguration consisting cAvayaAura® System Manager, Avaya
Aura® Sessin Manager, Avaya Aura® Communication Manager, and Avaya Aura® Media
Serverrunningon Virtualized EnvironmeniThe Avaya (450 Media Gateway registers to
Communication Managemdhas PRI/T1 trunk tthe PSTN.The Convergys Voice Portal
system was built oone physical server usingMiware; two VMs are built for two separate
Convergys Voice Portals (IVRS).

Avaya Aura® System Manager

Avaya Aura® Session Manager
Avaya 9600 IP Avaya Aura® Communication Avaya Aura® Media Server in

Deskphone Manager Virtualized Environment

10.33.1.6 10.33.1.10 - 20

SIP Trunk

Avaya DevConnect Lab

Network Avaya G450 Media

10.33.1.90 Gateway

Avaya 96x1 IP !
Deskphone T
Convergys Voice Portal
VMware host: 10.10.98.37
MS1: 10.33.10.39
MS2: 10.33.10.41

PRI/T1 Trunk

Avaya 1408
Avaya Analog Digital
Deskphone Deskphone E
PSTN Phone
Figure 1: Test Configuration Diagram
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4. Equipment and Software Validated
The following equipment and software were used for the sample configureb\idg:

Equipment/Software ReleaseYersion
Avaya Aura® Communication Manager | 7.0.1.1.1FP1SP1
running on Virtualized Environment R R017x.00.0.441.0

Avaya Aura®SystemManager running or] 7.0.1.1.065378 SP1
Virtualized Environment
Avaya Aura®SessiorManager running ol 7.0.1.1.701114
Virtualized Environment
Avaya Aura®MediaServerrunning on 7.7.0.395
Virtualized Environment

AvayaG450 Media Gateway 37.39.0
Avaya 96x1 Series IP Deskphone
1 H323 Avaya oneX® Deskphone 6.6.29
1 SIP Avaya oneX® Deskphone 7.0.1.2
Avaya 9600 Sees IP Deskphone
1 H323 Avaya oneX® Deskphone 3.25a
1 SIP Avaya oneX® Deskphone 2.6.9

Avaya 1408 Digital Telephone -
Avaya Analog Telephone -
Convergys Voice Portalinning on IVP 10.0
Windows 201R2 VM

5. Configure Avaya Aura® Communication Manager

This ction describes the Communication Manager configuration required to interoperate with
the Session Manager. It focuses on the configuration of the SIP trunk connecting Communication
Manager and Session Managgne configuration of the Communication Managas

performed using the System Access Terminal (SAT). After the completion of the configuration,
perform afisave translatiancommand to make the changes permanent. The procedures for
configuring Communication Manager include the following areas:

Verify Communication Manager license

Administer IP Node Names

Administer IP network regions

Administer IP codec set

Administer SIP signaling group

Administer SIP trunk group

Administer route pattern

Administer AAR analysis for routingatls to Session Mauggr

= =4 =8 _8_9_9_95_--°
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https://10.33.1.10/ASM/faces/pages/dashboard/dashboard.xhtml?resourceType=com.avaya.ems.SessionManager&resourceId=*&clientTZ=300&clientTZName=America/New_York

5.1. Verify Communication Manager License

Use the displagystemparameters customeroptions command to verify that the
Communication Manager license has proper permissions for features illustrated in these
Application Notes. Navigate to Page 2, and wettifat there is sufficient remaining capacity for
SIP trunks by comparing the Maximum Administered SIP Trunks field value with the
corresponding value in the USED column.

The license file installed on the system controls the maximum permitted. If tlagre is
insufficient capacity, contact an authorized Avaya sales representative to make the appropriate
changes.

display system - parameters customer - options Page 2of 12
OPTIONAL FEATURES

IP PORT CAPACITIE S USED
Maximum Administered H.323 Trunks: 12000 0
Maximum Concurrently Registered IP Stations: 18000 4
Maximum Administered Remote Office Trunks: 12000 O
Maximum Concur rently Registered Remote Office Stations: 18000 0
Maximum Concurrently Registered IP eCons: 128 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 36000 0
Maximum Video Capable IP Softphones: 18000 5
Maximum Administered SIP Trunks: 12000 38
Maximum Administered Ad - hoc Video Conferencing Ports: 12000 0
Maximum Number of DS1 Boards with Echo Cancellation: 522 0

5.2. Administer IP Node Names

Use thechange nodenames ipcommand to administer a Name and IP Address for Session
Manager. In the configuration used for compliance testing, the proint@ndpASM nodes
were utilized to administer a SIP trunk between Communication Mareg Session Manager.

change node - names ip Page 1of 2
IP NODE NAMES

Name IP Address

AMS1 10.33.1.30

CMS18 10.33.1.20

aes70 10.33.1.4

default 0.0.0.0

interopASM 10.33.1.12

Isp 10.33.1.17

procr 10.33.1.6

procr6 :
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5.3. Administer IP Network Region

This section describes the steps for administering an [Porletegion in Communication
Manager for communication between Communication Manager and Session Manager. All IP
endpoints were located in IP network region 1 using the parameters describedseldlae
change ipnetwork-region command to view these seifis. The example below shows the
values used during compliance testing.

1 TheAuthoritative Domain field was configured to match the domain name configured
on Sessin Manager In this configuration, the domain namedisvdev.com This name
appearsomo thlkeed@Fr of SI P messages originat
A descriptive name was entered for Nemefield.

IP-1P Direct Audio (Media Shuffling) was enabled to allow audio traffic to be sent

directly between IP endpoints without using media resourcde iAvaya Media

Gateway. This was done for both irtegion and interegion IRIP Direct Audio. This is

the default setting. Media Shuffling can be further restricted at the trunk level on the

Signaling Group form.

1 TheCodec Sefiield was set to the IPodec set to be used for calls within this IP network
region. In this case, IP codec set 1, configuregldation 54, was selected.

1 The default values were used for all other fields.

= =4

change ip - network -region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: bvwdev.com
Name: Loc -1 Stub Network Region: n

MEDIA PARAMETERS Intra -regionIP - IP Direct Audio: yes

Codec S et: 1 Inter -region IP - IP Direct Audio: yes

UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Reco very?y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5
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5.4. Administer IP Codecs

Use thechange ipcodecsetcommand to verify that G.711MU is contained in the codec list.
The example below shows the valuedi$or compliace testing. Note, codecs G.711MU and
G.729A were tested during the compliance fEdt. destigfforto i s u €recgptedn t he
SRTCPfield so that Communication Manager vk flexible in using either encrypted SBF

or unencrypted SRTP, dependhg on what kind of SRTCP is supported frastherside.

changeip - codec -set1 Page 1of 2
IP CODEC SET
Codec Set: 1
Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)
1. G.711MU n 2 20
2: G.729 n 2 20
3:G.722 -64K 2 20
4:
5:
6:
7.
Media Encryption Encrypted SRTCP:  best - effort
1:1 -srtp -aescml128- hmac80
2:2 -srtp -aescml28- hmac32
3: none
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5.5. Administer Signaling Group

For compliance testing, the signaling group shown below and the associated SIP trunk are used
for routing calls to and from the Convergys Voice Portal server visid@e®anager. Signaling
group 1 was configured using the parameters highlighted below. All other fields were set as
default.
1 Group Type was set teip.
1 Transport Method was set tdls. As a resultNear-end Listen PortandFar-end Listen
Port are automatilly set to 5061.
1 [P Video was set to. Note that if IP Video was set to y the analog and digital phones
have issue with audio.

1 Peer Detection Enabledvas set tg.
1 Near-end Node Namewas set tgrocr. Node names are defined$ection5.2 above.
1 FarendNode Name was set tioteropASM. This node name maps to the IP address of
the Session Manager as defined usingcti@nge nodenames ipcommand.
1 Far-end Network Regionwas set td.
1 Direct IP-IP Audio Connectionswas set tg. This field must be set tpto enable
Media Shuffling on the trunk level.
change signaling -group 1 Page 1of 3
SIGNALING GROUP
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Met  hod: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP? y
Peer Detection Enabled? n Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: interopASM
Near - end Listen Port: 5061 Far - end Listen Port: 5061

Far - end Network Region: 1

Far - end Domain: bvwdev.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: r tp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial 1P - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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5.6. Administer Trunk Group

For compliance testing, trunk group 1 was used for the SIP trunk group for routing calls to and
from the Convergys Voice Portal server via Session Manager. Trunk group 1 was configured
usingthe parameters highlighted below.

On Page 1:

1 Group Type field was set t@ip.

1 A descriptive name was entered for Geup Name.

1 An available trunk access code (TAC) that was consistent with the existing dial plan was

entered in th@AC field.

1 Service Typefield was set tdie.

i Signaling Group was set to the signaling group configured in the previous step.

1 Member Assignment methodwas set t@uto.

1 Signaling Group was set td (seeSection5.5).

1 The Number of Membersfield contained the number of trunksthe SIP trunk group. It

determines how many simultaneous SIP calls can be supported by the configuration.
change trunk - group 1 Page 1of 21
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: For - Private COR: 1 TN: 1 TAC: #01
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length : 0
Service Type: tie Auth Code? n
Member Assignment Method: auto
Signaling Group: 1
Number of Members: 14
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On Page 3:

1 Numbering Format was set tgrivate This field specifies the format of the calling party

number sent to the faand.
1 UUI Treatment was set tshared
1 Maximum Size of UUI Contentswas set td 28
1 Default values mayédused for all other fields.

change trunk - group 1 Page 3of 22
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests?
Suppress # Outpulsing? n Numbering Format: private

UUI Treatment: shared
Maximum Size of UUI Contents: 128
Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no
Send UCID? n
Show ANSWERED BY on Display? y

5.7. Administer Route Pattern

Use thechange routepattern command to create a route pattern that will route calls to the SIP

trunk that connects Communication Manager to Session Manager.

The exampldelow shows the route pattern used during compliance testing. A descriptive name

was entered for theattern Namefield. TheGrp No field was set to the trunk group created in
Section 5.6 The Facility Restriction LeveFRL) field was set to a level thatiows access to

this trunk for all users that require it. The valu® s the least restrictive levéllumbering

Format was set tdevO-pvt The default values were used for all other fields.

change route - pattern 1 Page 1of 3
Pattern Number: 1 Pattern Name: SIP - TLS- To- SM
SCCAN? n Secure SIP? n  Used for SIP stations? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1:. 1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA - TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
012M4W Request Dgts Format
l:yyyyynn rest levO -pvt next
2:yyyyynn rest none
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5.8. Administer Automatic Alternate Routing

Automatic Alternate Routing (AAR) was used to route dall€onvergys Voice Portal via

Session Manager. Two places need to be changed to support this routing. Firstchiarghe
dialplan analysiscommand to create an entry in the dial plan. The example below shows entries
previously created using tlthangedialplan analysiscommand. Thdth entry specifies that
numbers that begin witt0 are ofCall Type aar. Second, use thehange aar analysis

command to create an entry in the AAR Digit Analysis Table.

change dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 3
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 4 ext 8 1 fac
13 5 aar 9 1 fac
14 5 aar * 3 dac
20 4 aar # 3 dac
23 5 aar
24 5 aar
28 5 aar
30 4 aar

The example below shows entries previously created usirghtrgeaar analysis2 command.
The entry specifies that mbers that begin witB0 and aret digits long use routpatternl.
Route pattern 1 routes calls to Session Manager.

change aar analysis 2 Page 1of 2
AAR DIGIT ANALYSIS TABLE
Location: all Pe rcent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
20 4 4 1 aar n
23 5 5 1 aar n
24 5 5 1 aar n
28 5 5 4 aar n
3 4 4 1 unku n
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6. Configure Avaya Aura® Session Manager

This section provides ¢hprocedures for configuring Session Manager. Session Manager must be
administered via System Manager.

The following sections assume that Session Manager and System Manager have been installed
and that network connectivity exists between the two plagorm

The procedures described in this section include configurations in the following areas:

Log in System Manager

Administer SIP domain

Administer bgical/physicalocations where SIP Entities may reside

AdministerSIP Entities corresponding to the Skelephony systems including
Communication Manager, the Convergys Voice Portal server, and Session Manager itself

AdministerEntity Links which define the SIP trunk parameters used by Session
Manager when routing calls to/from SIP Entities

1 AdministerRouting Policieswhich control call routing between the SIP Entities

= =4 -4 -4

=a

1 AdministerDial Patterns which govern to which SIP Entity a call is routed
1 Information corresponding to ttfg&ession Manageserver to be managed by System
Manager
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6.1. Log in System Manager

Access the System Manager Web -adtteefaocoei hyaunosi
browser wi ndaodwd,r ewshseor e siitphe | P address of the
using the appropriate credentials.

Aura” System Manager 7.0

Recommended access to System Manager is via FQDN,

Go to central login for Single Sign-0On

If IP address access is your only option, then note that
authentication will fail in the following cases:

® First time login with "admin" account
® Eupired/Reset passwords

Use the "Change Password" hyperlink on this page to
change the passward manually, and then login.

Also note that single sign-on between servers in the same
security domain is not supported when accessing via IP
address,

This system is restricted solely to authorized users for
legitimate business purposes only, The actual or attempted
unauthorized access, use, or modification of this system is
strictly prohibited.

zer [0 admin
Paszword, eesssssse
Log On Cancel

Change Password

05uppurted Browsers: Internet Explorer 9.x, 10.x or 11.x or Firefox 36.0,
37.0 and 38.0,

Click theElementsA Routing link. The submenus displayed in the left column (see picture in

next sectiopwill be used to configure the items$®ction 6.26.7.

Aura” System Manager 7.0

Administrators Avaya Breeze™

"
* . Elements

Last Logged on at Movember 17, 2016 4:01
AM

Log off

Backup and Restore

Directory Synchronization

Groups & Roles

Communication Manager

Communication Server 1000

Bulk Import and Export

Configurations

User Management Conferencing Events

User Provisioning Rule Device Services Geographic Redundancy

IP Office Inventory
Media Server Licenses
Meeting Exchange Replication
Messaging Reports
Presence Scheduler
Routing Security
Session Manager Shutdown

work Assignment Solution Deployment Manager

Templates

140f 35
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6.2. Administer SIP Domain

Add the SIP domain for which the communicatiorfsastructure will be authoritative. Select
Domainson the left and click thBlew button (not shown) on the right. Fill in the following:
1 Name Enter the domain nanteywdev.comwhich isspecified to be the Authoritative
Domain on the IP Network Region forom Communication Manager Section 5.3
1 Type: Selectsip
1 Notes Descriptive text (optional)
Click Commit.

Lazt Logged on at Mo

Aura- System Manager 7.0

Home Routing x

4 Home f Elements f Routing / Domains [+

Domain Management
Adaptations
SIP Entities
Entity Links Litem & Filter: Enable
Routing Policies * lbwwdev.carn sip SIP Domain
Dial Patterns
Regular Expressions

6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of routing and bdwidth management. To add a location, sdlecations on the left
and click on theNew button (not shown) on the right. Fill in the following:
Under General:
1 Name A descriptive name
1 Notes Descriptive text (optional)

The remaining fields und&eneral can be filled in to specify bandwidth management
parameters between Session Manager and this location. The default values were used for
compliance testing.

Next, fill in the following.
Under Location Pattern:

IP Address Pattern An IP address patte used to logically identify the location
Notes: Descriptive text (optional)
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The screen bel

o w 19.83dl% subnatd atationiwbich indufdes thé e

fi

Communication Manager, Session Manager, and the Convergys Voice Portal server.

Click Commit to save the Location definition.

Aura System Manag

Home Routing x
Mq Home f Elements f Routing f Locations [+]
e
Domains
Location Detalls
Adaptations
General
SIP Entities
> : * Name:  BywDewSIL
Entity Links
Routing Policies
Dial Patterns Dial Plan Transparency in Survivable Mode
Regular Expressions Enabled: []
m Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units: | Khit/sec
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra- 2000] kbit/Sec
Location):
Maximum Multimedia Bandwidth {Inter- .
Location): 2000| KbitfSec
* Minimum Multimedia Bandwidth: 654 KbitfSec
* Default Audio Bandwidth: g0 Kbitfsec |Z|
Alarm Threshold
Overall Alarm Threshold: |20 |Z| %
Multimedia Alarm Threshold: |20 |Z| %
* Latency before Overall Alarm Trigger: & Minutes
. . .
Latency before Multlmedla. Alar.m | Minutes
Trigger:
Location Pattern
|Add | | Remave |
4 Items o Filter: Enable
(] |IP Address Pattern - Motes
B *110,33.1.%* MNet 10.33.1.0 for Aura System
Select : All, Mone
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6.4. Administer SIP Entity

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and Convergys Voice Portal.

To add a new SIP Entityamigate toRouting A SIP Entitiesin the left navigation pane and
click New button in the right pane (not shown).

In the General section enter the following values. Use default values for all remaining fields:

1 Name Enter adescriptive name.

9 FQDN or IP Address Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

1 Type: SelectSession Managefor SessiorManagerCM for Communication Manager and
SIP Trunk for the Convergys Voice Portal

1 Location: Select the location defined 8ection Error! Reference source not found.

1 Time Zone Select the time zone for the location above.

The following screen shows the addition of Session Manager SIP Entity. The IP address of the
Session Manager signaling interface is entere&@DPN or IP Address

Aura” System Manager 7.0

Home Routing *

q Home { Elements f Routing / SIP Entities [+]
?

SIP Entity Details

Adaptations General

SIP Entities * Name: ASM7OA

Entity Links * FQDN or IP Address: [10,33.1,12

Time Ranges -
Type: | Sescion Manager

Routing Policies

Notes:

Dial Patterns

Regular Expressions .
Location: [Bvwoeveil  [<]

Defaults

Outbound Proxy: |L|
Time Zone: |America/Toronto |L|

Credential name:

SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration \Ll

To define the ports used by Session Manager, scroll down Rotihaection of theSIP Entity
Details screen. This section is only present for 8@ssion ManagefSIP Entity.

In thePort section click Add and enter following values. Use defawhlues for all remaining
fields:
1 Listen Ports: Port number on which the Session Manager can listen for SIP requests.
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9 Protocol: Transport protocol to be used to receive SIP requests.
1 Default Domain: The domain used for the enterprise.

Defaults can besed for the remaining fields. Clickommit to save (not shown).

The compliance test usédsten Ports entry5061with TLS for connecting to Communication
Manager ané060with TCP for connecting to the Convergys Voice Portal.

Listen Ports
TCP Failover port:
TLS Failover port:

Add Remove

oy 2]

6 Items & Filcer: Enable

Listen Ports Protocol | Default Domain Endpoint Notes

5060 TCP [+] |bvwdev.com [+] 7

5060 uoP [+] |bvwdev.com [+] 7

5061 TS [+] | bvwdev.com [=] v

5062 TLE lz‘ brvwdey com Iz‘

5067 TLS |Z| bvwdewy.com Iz‘

5080 TCP |Z| bvwdev.com Iz‘

Select : all, None
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The following screen siws the addition of the Communication Manager SIP Entity. In order for
Session Manager to send SIP traffic on an entity link to Communication Manager, it is necessary

to create a SIP Entity for Communication Manager. FQ®N or IP Addressfield is set tdP
address of Communication Manager diyghe to CM. ThelLocation andTime Zone parameters
are set as shown in screen below.

Last Logged on at Movember 17

Aura  System Manager 7.0

Home Routing x
q Home f Elements f Routing / SIP Entities [+]
e
Domains
SIP Entity Detalls
adaptations General
SIP Entities * Name: ACM-Trunk1-Private
Entity Links * FQDN or IP Address: [10.33.1.6
Routing Policies
Notes:
Dial Patterns
Defaults }
Location: |BwwDevSIL |Z|
Time Zone: |America/Toronto E|
* SIP Timer B/F (in seconds): |4
Credential name:
Securable: [7]
Call Detail Recording: | ingress |Z|
Loop Detection
Loop Detection Mode: | On |Z|
Loop Count Threshold: |5
Loop Detection Interval {in msec): 200
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration
Supports Call Admission Control: [7]
Shared Bandwidth Manager: [
Primary Session Manager Bandwidth
Assnciatinn:
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The following screen shows the addition of the SIP EntityiferConvergys Voice Portalhe
FQDN or IP Addressfield is setto the IP address tiie Convergys Voice PortebelectType
asSIP Trunk. SelectSIP Link Monitoring asLink Monitoring Enabled with the interval of
120 seconds. This setting allows Session Manager to send outbound OPTIONS heartbeat every
120 seconds tohe Convergys Voice Portad query the status of the SiRink

Aura~ System Manager 7.0

Home Routing *

m‘ Home / Elements f Routing / SIP Entities [+]
| oomoins | e
SIP Entity Details

Adaptations General

SIP Entities * Name: |Convergys_IVR

Entity Links * FQDN or IP Address: |10.10.98.39

Time Ranges
Tyve: 510 Trunk

Routing Policies

Notes:

Dial Patterns

Regular Expressions .
daptation: &
| pefauts | ocation: [sewpeve[a]

Time Fone: |Aamerica/Toronto E

* SIP Timer B/F (in seconds): |4
Credential name:
Securable: [

Call Detail Recording: |none E

Loop Detection
Loop Detection Mode: | On |Z|

Loop Count Threshold: |5

Loop Detection Interval (in msec): 200

SIP Link Monitoring
SIP Link Monitoring: | Link Monitoring Enabled |Z|

* Proactive Monitoring Interval (in

seconds): 120

* Reactive Monitoring Interval {in

seconds): 120

* Number of Tries: |1

6.5. Administer Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity link. In
the configuration used for compliance testing, two Entity Links wenéigured; one for Session
Manager to Communication Manager and one for Session Manager to the Convergys Voice
Portal server.

To add an Entity Link, seleé&intity Links on the left and click on thidew button (not shown)
on the right. For the link to Camunication Manager, fill in the following fields in the new row
that is displayed:
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Name A descriptive name

SIP Entity 1: Select the Session Manager SIP Entity configured in previous step
Protocoi Sel ect ATLSO

Port: Port number to which the other st sends SIP requests

SIP Entity 2: Select the Communication Manager SIP Entity configured in previous step
Port: Port number on which the other system receives SIP requests

Trusted: Sel ect Atrustedo

=4 =4 =4 -8 -9 _9_-°

Click Commit to save the configuration.
The screetelow shows the first Eity Link configured between Session Manager and
Communication Manager.

Last Logged on at Novernber 17

Aura System Manager 7.0

Home Routing x
M4 Home f Elements f Routing / Entity Links [+]
Entity Links
Adaptations
SIP Entities
Entity Links litem & Fiter: Enatle
Routing Policies
Dial Patterns [ *[asmro_acm_Trunki_so  * |QaAsM7oA s [=]  *[s0ss * |Q ACM-Trunkl-Private
Regular Expressions 4 | [ I D
Defaults Select : All, None

The secondEntity Link between Session Manager and the Convergys Voice Portal server is
similarly configured. The screen below shows the configured Hntityn k . Sel ec't
Protocol, 5060 for eaclrort, and the Convergys Voice Portal server SIP Entitysiér Entity

2.

ATCPO

Last Logged on st Novernber 17

Aura System Manager 7.0

Home Routing x

4 Home § Elements §/ Routing f Entity Links [+)
Entity Links

[ [Name SIP Entity 1 Protocol | Port SIP Entity 2

[+ |asm70a_convergys_Ivi  * |Qasmroa TP [#] #5060 * Q, Convergys_I¥R
KP; Reviewed Solution & Interoperability Test Lab Application Note 210f 35
SPOC 2/1/2017 ©2017 Avaya Inc. All Rights Reserved. ConvergysCMSM7



6.6. Administer Routing Policies

A routing policy should be created for each

added or routing calls to Communication Manager (from the Convergys Voice Portal server).
Likewise, a routing policy must be added for routing calls to the Convergys Voice Portal server
(from Communication Manager).

To add a routing policy, seleRiouting Policieson the left and click on thidew button (not
shown) on the right. The following screen is displayed. Fill in the following:

In the General section,configurethe followingfields:
1 Name: Enter a descriptive name.
1 Notes:Add a brief description (optral).

In SIP Entity as Destinationsection, clickSelect.The SIP Entity List page opens (not shown).
Selecttheappropriate SIP entity to which this routing policy applies and 8ellect The

selected SIP Entity is displayed in tReuting Policy Detals page as shown below. Use default
values for remaining fields. ClidRommit to save.

The following screen shows the Routing Policy used for routing calls from the Convergys Voice
Portal server to Communication Manager.

Last Logged on at Hovernber

Aura System Manager 7.0

Home Routing *
4 Home / Elements f Routing / Routing Policies [+]
| oomains | e
Routing Policy Details
General
= * Name: |To-CM-Trunkl
Entity Links
m SIP Entity as Destination
Select
Mame FODN or IP Address Type Motes
ACM-Trunkl-Private 10.33.1.6 CHM
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The following screens showe Routing Policy for the Convergys Voice Portal.

Last Logged on at November

Home Routing x
M< Home f Elements / Routing f Routing Policies Q
Routing Policy Details
General
* Name: To-Convergys
m SIP Entity as Destination
| select |
Mame FODN or IP Address Type Notes
Convergys_IVR 10.10.93.39 SIP Trunk
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6.7. Administer Dial Patterns

A Dial Pattern is associated with a Routing Policy to direct calls to a destination based on dialed
digits. To add a dial pattern, sel&uitl Patterns on the left and click otheNew button (not
shown) on the right. Fill in the following, as shown in the screens below:

Under General:
1 Pattern: Dialed number or prefix
1 Min: Minimum length of dialed number
1 Max: Maximum length of dialed number
1 SIP Domain: SIP domain specifieth Section 6.2of this section, or ALL.
1 Notes Comment on purpose of dial pattern.

Under Originating Locations and Routing Policies:

Click Add, and then select the appropriatcation( or A AL L 0 ) Lacation®@anmegi nat i
field and select the apppriate Routing Policy from the list.

Defaults can be used for the remaining fields. CGcknmit to save the Dial Pattern.

The entry undeOriginating Locations and Routing Policieson the following screen shows the

Dial Pattern defined for routing é®to Communicatin Manager. Any call made to a 4 digit
number staotwngl wbehrdB88ed to Communication M

Aura System Manager 7.0

Home Routing x
M< Home f Elements / Routing / Dial Patterns (+]
| oomams | e
Dial Pattern Details
Adaptations
General
SIP Entities
. " * pattern: |33
Entity Links
* in
Routing Policies * Max: |4
Dial Patterns Emergency Call: [}
Regular Expressions Emergency Priority: 1
Defaults Emergency Type:
SIP Domain: | bvwdev.com E|
Notes:
QOriginating Locations and Routing Policies
Add Remove
1Item o Filter: Enatile
- - - Routing - N -
- - - Originating Routing N Routing Policy Routing
D Btioipatingjiocaticnliome Location Notes Policy Name Rl Pnhcy Destination Policy Notes
Disabled
To-CHM- ACM-Trunkl-
O BvwbevsiL Trunkl 0 Private
Select : All, Mone
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The entry undeOriginating Locations and Routing Policieson the following screen shows the
Dial Pattern defined for routing ksito the Convergys Voice Portal server. Any call made4o a
digit numberOswattii bg wiouhed to the Convergys

Last Logged an at Novernber 17

Aura’ System Manager 7.0

Home Routing *

Mq Home f Elements f Routing f Dial Patterns
?
Dial Pattern Detals
Adaptations
General
SIP Entities
o, * Pattern: 20
Entity Links
* in-
Routing Policies * Max: 4
Dial Patterns Emergency Call: [7]
Regular Expressions Emergency Priority: 1
PGS Emergency Type:

SIP Domain: | bywdey.com |Z|

Motes:

Originating Locations and Routing Policies

Add Remove

1Item o Filter: Enahle
- - N - Routing N A Routing
- N - Originating Routing Policy N Routing Policy R
[7] |originating Location Name Location Notes |Name Rank !’nll(y Destination Policy
Disabled Notes
D BvwDevSIL To-Convergys o Convergys_IMR

Select : All, None

6.8. Administer Session Manager

The creation of a Session Manager element provides the linkage between Bgstager and
Session Manager. This is most likely done as part of the initial Session Manager installation. To
add a Session Manager, navigatéltone A ElementsA Session ManageA Session

Manager Administration in the left navigation pane and cliblew button in the right pane (not
shown). If the Session Manadestancealready exists, clickiew (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section,configurethe following fields:
1 SIP Entity Name: Select the SIP Entity created for Session Manager.
9 Description: Add a brief description (optional).
1 Management Access Point Host Name/IFEnter the IPaddress of the Session Manager
management interface.
1 Directs Routing to Endpoints: Enabled, to enable call routing on the Session Manager.
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In the Security Module section, enter the following values:

1 SIP Entity IP Address:

Name.

1 Network Mask:

Manager.

= =4

Should be filled in automatically based on the SIP Entity
Enter the network mask corpending to the IP address of Session

Default Gateway. Enter the IP address of the default gateway for Session Manager.
Use default values for the remaining fields. Cli@gmmit to save(not shown).

Laszt Logged on at Movernber

Aura System Manager 7.0

Home Session Manager *
¥ Session Manager « Home / El ts / Session M 4}
Sl Ry View Session Manager Return
Administration
General | Security Module | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Expand &ll | Collapse all
b Metwork General @
Configuration SIP Entity Name ASM704
* Dewvice and Location Description  Interop SM Signaling IP
Configuration Management Access Point Host Mame/IP 10.23.1.11
Configuration Direct Routing to Endpaoints Enahle
Awaya sura Device Services Server Pairing
[TE— Maintenance Mode [
Security Module «
SIP Entity IP Address 10.23.1.12
Network Mask 255.255.255.0
Default Gateway 10.23.1.1
Call Contral PHB 45
*#SIP Firewall Canfiguration | For Remote Worker «
Monitoring «
Enshle Monitaring
Proactive cycle time (secs) 200
Rearctive cycle time {(secs) 120
Mumber of Tries 1
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6.9. Configure Session Manager Certificate

From he home page ofyStem Managemavigate td&ervicesA Inventory A Manage
Elementsthe Manage Element page displays in the right side, select Session Maleagent
and selecMore Actions A Configure Identity Certificates (not shown).

In theldentity Certificates page, selecsecurity Module SIPand selecReplacebutton to re
generate the SM identity certificate. The screenshot below shows the identity certificate of
Session Manager with IP addres<iN.

Home Inventory x

¥ Inventory « Home / Services / Inventory / Manage Elements [+
?
Manage Elements Help ?
Create Profiles and Manage Elements Discovery

SR S/ E Identity Certificates L

Element Type Access

Subnet Configuration -

} Manage 5 Items r:‘-‘ Filter: Enable
Serviceability Agents Service Name Common Name valid To Expired Service Description
¥ Synchronization @ SPIRIT spiritalias Sun &pr 15 05:44:36 EDT 2018 Mo SPIRIT Service
} Connection Pooling a_er?uplgty Madule securitymodule_http  Sun Apr 15 05:44:38 EDT 2018 Mo a?riupgtégsﬂgle
&  Security Module . Security Module
) cie securityrmodule_sip wed Nov 21 09:28:16 EST 2018 Mo S1F Service
Internal TLS
communication
WehSphere websphere Sun &pr 15 05:44:38 EDT 2018 Mo between Security
Module and
WebSphere
Management mamt Sun Apr 15 05:44:35 EDT 2018 Mo gsr”‘“?igme”t

Select : None

n

Gertificate Details

Subject Details  C=US, O=#Avaya, CH=10.33,1.12

valid From  IMon Mowv 21 00:28:16 EST 2016 Valid To  Wed Mov 21 09:28:16 EST 2018
Key Size 2048
Issuer Name O=ANAY A, OU=MGMT, CN=SystemManager CA

Certificate

q a 14cfleshas763d1b32e10ffefc297317e839fh22 L4
Fingerprint
Subject
Alternative dNSName=interopASM.byvwdey.com, iPAddress=10
Name |
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7. Configure Convergys Voice Portal

This sectim provides steps to configure Convergys Voice Portal. Convergys installs,
configures, and customizes the Voice Portal application for end customers. This section
describes the initial Voice Portal configuration.

Launch a web browser, entettp://locdhost:8070/ccportal/portah the URL. Log in with the
appropriate credentials and click theceptbutton on the following screen (not shown) to
access th8ystem Viewpage.

CONVERGY> Control Center
>
L A
Welcome to Control Center
Username I
Password I
Login
Browser Configuration Information
=
H100% ~
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Select theNode Viewlink at the top right.

iviadmin Last Login Time: 8/29/13 2:11:14 PM ;I
Invalid Logon Attempts: 0
About | Node View | System View | Logout | Edit Account

Alert

No problems detected.

~ premm— 2
BE

Unassigned

4

=
https://flocalhost:8074/ccportal fportalzhomeClicked =true H100% v

Click theConfigure tab on the top left to start configuring Convergys Voice Portal.

CONVERGYS

iviadmin Last Login Time: 8/29/13 2:11:14 PM _:_l‘
ouiiimonine Control Center

Invalid Logon Attempts: 0

About | Node View | System View | Logout |

rm& Configure Manage Advanced Notification Gateway State Control Engine
1

J View Monitor Control

Edit Account

e @ problem Nodes Shown:l vl of 0 Sorted by;IName vI Sort o.-der;IAscending vl
e Al Systems

Name
o [T Unassigned

Type Health
= [~ Unassigned

View
£l | _'l;I Z
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Expand and navigate to the server to be configured. In this examplniassignedd vm-
avaya102(135.10.98.397 Media Server 3.5 and abovéy HAL HMP Configuration A
New Config DescriptionQ. Click theEdit link next to theNew Config Description0 field.

iviadmin Last Login Time: 11/7/16 2:24:11 PM

CONVERGYS i Invalid Logon Attempts: 0 A
Outihinbing Outdhin Control Center About | Node View | System View | Logout | Edit Account
All Servers Manage Configure

Configuration Overview ?
Name Actions
|__1 Global Configurations
=] CCXML-AppServer Mapping View
Active Actions
|__] Configurations Add Expand All Collapse All
(=] =g Unassigned
=- B vm-avaya-102 (135.10.98.39) Add Product Clone Delete
[={__] Media Server 3.5 and above Add Type Delete
{_ Telephony Core Add Delete
[#{_] Supplementary Services Add Delete
E| {__] HAL HMP Configuration Add Delete
® | ';; ‘New Config Description-0 Edit Copy Delete
|_| Call Control Configuration dd Delete
[#{_] CCXML Configuration (*) dd Delete
|_| Application Routing (%) dd Delete
[#{_] Dynamic Log Configuration () dd Delete
(*) - Configurations that are hot insertable.
SelectSystem VOIP Configuration under the System VOIP Parameters mentherieft.
Select Enable TCP, and Enable Record AGC.
CONVERGTE iviadmin Last Login ﬁma:lélﬁfls 2:24:11 PM
5 Invalid Logon Artemprs: 0
Outihinking Outds C()Iltl'(}l Center About | Node View | System View | Logout | Edit Account
HALHMP
sinltblled 135.10.98.39 - System VOIP Configuration (New Config Description-0) Back ?
View/Edit Boards
DTMF Payload & Fax Enable Record AGC v
TDD
D Enable TCP [
PCM Encoding (N/A& for G711x Codecs) Alaw v
System VOIP Registration Type of Service (N/A for win2008 and newer) [} TOS W

System VOIP Configuration
Secure SIP & RTP

Type of Service Field (N/A for win2008 and newer)
SIP Contact Header IP

Enable SIP 100 Trying Response

Enable Inbound Call Analysis

Provisional Response Code

O
O
L

Outbound Proxy Address H Actions H

add]

Inbound SIP Header Keys H Actions H

add|

SIP Security KeyvInformation
Configuration updated successfully.
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SelectDTMF Payload and Faxunder the Configurations menu on the left. UseOh&1F
Detect Schemalrop down menu to select the appropriate seti®q2833 INBAND is shown
in the example below).

iviadmin Lzst Login Time: 11/7/16 2:24111 PM

CONVERGYS s Invalid Logon Attempts: 0

Sidhinding O Control Center About | Node View | System View | Logout | Edit Account
HALHMP
el 135.10.98.39 - DTMF Payload & Fax (New Config Description-0) Back ?

View/Edit Boards

DTMF Payload & Fax

ULD DTMF Detect Scheme ~ [RFC2833_INBAND I~

POD DTMF Payload [101

System VOIP Registration Fax Detect Scheme |ReinviteT38 ﬂ

System VOIP Configuration [}

Fax Detect Duration(ms)

Secure SIP & RTP 150

SelectView/Edit Boards under the Configurations menu on the left. SelecEthie link for the
board.

iviadmin Last Login Time: 11/7/16 2:24111 PM
Invalid Legon Attempts: 0

CONVERGYS b
it o 'CoNtrol Center About | Node View | System View | Logout | Edit Account
HALHMP
st e 135.10.98.39 - View/Edit Boards (New Config Description-0) Back ?
View/Edit Boards
DTMF Payload & Fax Board ID Actions
oD -
POD 0 Edit Delete
Add Board

System VOIP Registration

System VOIP Configuration

Secure SIP & RTP

SelectCodecunder the Configurations menu on the left. ClickAldel link.

iviadmin Last Login Time: 11/7/16 2:24:11 PM
Invalid Logon Artemprs: 0

CONVERGYS
ol Control Center About | Node View | System View | Logout | Edit Account
HMP Board
135.10.98.39 - Codec - Board 0 Back ?
Board
Board VOIP Registration Codec Information
gl':::]c Codec Family Type Frame Size Frames per Packet Actions
[GT11Codecs [G711m [30 [ Delete
[G72aCodecs [6729-ANNEX-A-B [10 [2 Delete
Add

Use the drop down menus to select the appropriategetonCodec Family, Type, Frame
Size andFrames per Packet Most installations will only require G711M, 30ms Frame Size,
and 1 Frames Per Packet. Hit Submit after all Codecs have been defined.
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Select theNode Viewlink at the top right.
Click the Configure tab on the top left to start configuring the CCXML Configuration.

Expand and navigate to the server to be configured. In this examplniassignedd vm-
avaya102(135.10.98.397 Media Server 3.5 and abovéy CCXML Configuration A New
Config Description-0. Click theEdit link next to theNew Config Description0 field.

CONVERGYS R S k=
onieE Control Center About | Hode View | System View | Logout | Edit Account
All Servers Manage Configure

Configuration Overview
Name Actions
[__] Global Cenfigurations
L 5 CCXML-AppServer Mapping View
Active Actions
|__] Configurations Add Expand All Collapse All
Eﬂ Unassigned
= B} vm-avaya-102 (135.10.98.39) Add Product Clone Delete
[={__] Media Server 3.5 and above Add Type Delete
{_] Telephony Core Add Delete
[#{_] Supplementary Services Add Delete
{_] HAL HMP Configuration Add Delete
{1 Call Control Configuration Add Delete
={_] CCXML Configuration (*) Add Delete
® = ‘New Config Description-0 Efjt Copy Delete
{1 Application Routing (*) Add Delete
{_] Dynamic Log Configuration (%) Add Delete

(*) - Configurations that are hot insertable.

Click theEdit link.
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