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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise Release 6.3, to interoperate with Time Warner Cable Business
Class SIP Trunking Service.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Time Warner Cable Business Class SIP Trunking Service provides PSTN access via a SIP
Trunk between the enterprise and Time Warner Cable’s network as an alternative to legacy
analog or ISDN-PRI trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Time Warner Cable is a member of the Avaya DevConnect Service Provider Program.
Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Time Warner Cable and an Avaya SIP-enabled enterprise solution.

In the sample configuration, the Avaya SIP-enabled enterprise solution consists of Avaya IP Office
(hereafter referred to as IP Office) 500v2 Release 9.1, Avaya Session Border Controller for
Enterprise (hereafter referred to as Avaya SBCE) Release 6.3, Avaya Communicator for Windows
and Avaya Deskphones, including SIP, H.323, digital, and analog. The Avaya SBCE provides
security for the Avaya IP Office solution, as well as interoperability features for the SIP trunk.

Time Warner Cable Business Class SIP Trunking Service referenced within these Application Notes
is designed for business customers. Customers using this service with the IP Office solution are able
to place and receive PSTN calls via a broadband WAN connection using the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

The terms “service provider” and “Time Warner Cable” will be used interchangeable throughout
these Application Notes.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using IP Office to connect to
Time Warner Cable’s network via the Avaya SBCE. This configuration (shown in Figure 1) was
used to exercise the feature and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

To verify Time Warner Cable’s SIP Trunking interoperability, the following features and
functionalities were exercised during the compliance testing:
e SIP Trunk Registration (Dynamic Authentication).
e SIP OPTIONS queries and responses.
e Incoming calls from the PSTN were routed to the DID numbers assigned by Time Warner
Cable. Incoming PSTN calls were terminated to the following endpoints: Avaya 96x0 Series
IP Deskphones (H.323), Avaya 96x1 Series IP Deskphones (H.323), Avaya 1100 Series IP
Deskphones (SIP), Avaya Communicator for Windows, Avaya 1400 Series Digital
Deskphones, Avaya 9500 Series Digital Deskphones, and analog Deskphones.
e Outgoing calls to the PSTN were routed via Time Warner Cable’s network to the various
PSTN destinations.
e Caller ID presentation.
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Proper disconnect when the caller abandons the call before the call is answered.
Proper disconnect via normal call termination by the caller or the called parties.
Proper disconnect by the network for calls that are not answered (with voicemail off).
Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Codec G.711MU (Time Warner Cable supported audio codec).

No matching codecs.

G.711 fax pass-through.

Proper early media transmissions.

Voicemail and DTMF tone support (leaving and retrieving voice mail messages from PSTN
phones).

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).
Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error treatment when disabling SIP connection.

Note

: Remote worker was tested as part of this solution; the configuration necessary to support
remote workers is beyond the scope of these Application Notes and is not discussed in these
Application Notes, see References [13].

Items not supported or not tested included the following:

e Time Warner Cable does not support T.38 fax; therefore T.38 fax was not tested (G.711
fax pass-through was tested successfully).

e The use of the SIP REFER method for network call redirection is not currently supported
by Time Warner Cable; therefore SIP REFER was not tested.

e Inbound toll-free calls, 911 emergency and International calls are supported but were not
tested.
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2.2 Test Results

Interoperability testing with Time Warner Cable was successfully completed with no exception or
observations/limitations.

2.3 Support

For support on Time Warner Cable systems visit the corporate Web page at:
http://business.timewarnercable.com/support/overview.html or call 866-892-4249.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. It shows a simulated enterprise site connected
to Time Warner Cable’s network through the public internet.

For confidentiality and privacy purposes, actual public IP addresses and PSTN routable phone
numbers (DIDs) used during the compliance testing have been replaced with fictitious IP addresses
and PSTN non-routable phone numbers throughout the Application Notes.

The Avaya components used to create the simulated enterprise customer site includes:
e Auvaya IP Office 500v2.
e Auvaya Session Border Controller for Enterprise.
e Avaya Voicemail Pro for IP Office.

Avaya 96x0 Series H.323 IP Deskphones.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 11x0 Series SIP IP Deskphones.

Avaya Communicator for Windows.

Avaya 1408 Digital Deskphones.

Avaya 9508 Digital Deskphones.

Located at the edge of the enterprise is the Avaya SBCE. The Avaya SBCE has two physical
interfaces, interface B1 was used to connect to the public network, interface A1 was used to connect
to the enterprise private network. All SIP and RTP traffic entering or leaving the enterprise flows
through the Avaya SBCE. The Avaya SBCE provides network address translation at both the IP and
SIP layers.

Also located at the enterprise site is Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VolP codec’s.
The IP Office LANL interface connects to the inside (A1) interface of the Avaya SBCE across the
enterprise LAN (private) network. The outside interface of the Avaya SBCE (B1) connects to Time
Warner Cable’s network via the public Internet.

The transport protocol between the Avaya SBCE and Time Warner Cable, across the public Internet,
is SIP over UDP. The transport protocol between the Avaya SBCE and IP Office, across the
enterprise private IP network, is also SIP over UDP.

For inbound calls, the calls flowed from Time Warner Cable to the Avaya SBCE, then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to the Avaya SBCE for egress into Time Warner Cable’s network.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Time Warner Cable’s network (refer to Section 5.7). The short code 9 was stripped
off by IP Office but the remaining N digits were sent unaltered to the network. Since Time Warner
Cable is a U.S. based company, a country member of the North American Numbering Plan (NANP),
the users dialed 7 or 10 digits for local calls, and 11 (1 + 10) digits for calls between the NANP.
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In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise. A complete discussion of the
configuration of these devices is beyond the scope of these Application Notes. However, it should be
noted that SIP and RTP traffic between the service provider and the enterprise must be allowed to
pass through these devices

Service Provider

Innomedia ESBC

10.10.1126

\_
% 7
Remote Workers
»  Avaya Communicator for Internet
Windows (SIP)
Fax
T1
. J
a i N
Simulated Enterprise
Juniper Enterprise Firewall Domain: avaya.lab.com
DIDs: 919-378-1301 - 1310
Public Side: 192.168.157.189 Avaya
Session Border Controller
for Enterprise
Private Side: 172.16.5.71
172.16.5.60
Avaya IP Office 500 V2.
Desiop R Avaya 96x0 Series Avaya 96x1 Series
IP Deskphones IP Deskphones
(H.323) = (H.323)
Avaya IP Office Manager
«  Avaya Voice Mail Pro
«  Avaya Communicator for Windows (SIP)
Analog Avaya 9508, 1408
Deskphone Digital Deskphones Avaya 1100
Series IP
Deskiphones
SIP
5 i 2
Figure 1: Avaya Interoperability Test Lab Configuration.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration.

Equipment/Software

| Release/Version

Avaya

Avaya IP Office 500v2

9.1.0.0 Build 437

Avaya IP Office DIG DCPx16 V2

9.1.0.0 Build 437

Avaya IP Office Manager

9.1.0.0 Build 437

Avaya Voicemail Pro Client

9.1.0.0 Build 166

Avaya Session Border Controller for Enterprise
(running on Portwell CAD-0208 platform)

6.3.000-19-4338

Avaya 96x0 IP Deskphones (H.323)

Avaya one-X® Deskphone Edition
S3.230A

Avaya 96x1 Series IP Deskphones (H.323)

Avaya one-X® Deskphone H.323
Version 6.4014

Avaya 1140E IP Deskphones (SIP)

SIP1140e Ver. 04.04.18.00

Avaya Communicator for Windows 2.0.3.30

Avaya Digital Deskphones 1408 40.0

Avaya Digital Deskphones 9508 0.55

Lucent Analog Phone --
Time Warner Cable

Nokia Solutions and Networks (NSN) IMS 8.2EP2

CSCF

Innomedia ESBC 2.0.13.0

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with Time Warner Cable. IP
Office is configured through Avaya IP Office Manager (IP Office Manager) which isa PC
application. On the PC, select Start - Programs - IP Office & Manager to launch IP Office
Manager. A screen that includes the following may be displayed.

WELCOME to IP Office Administration

What would you like to do?

Create an Offline Configuration

| Open Configuration from System|

Read a Configuration from File

Select Open Configuration from System. If the above screen does not appear, the configuration
may be alternatively opened by navigating to File = Open Configuration at the top of the Avaya
IP Office Manager window. Select the proper IP Office from the pop-up window, and log in with the
appropriate credentials.

The appearance of the Avaya IP Office Manager can be customized using the View menu. In the
screens presented in this document, the View menu was configured to show the Navigation pane on
the left side, omit the Group pane in the center, and show the Details pane on the right side. Since
the Group pane has been omitted, its content is shown as submenus in the Navigation pane. These
panes (Navigation and Details) will be referenced throughout the IP Office configuration. All
licensing and feature configuration that is not directly related to the interface with the service
provider is assumed to already be in place.

In the sample configuration, the MAC address 00E00706530F was used as the system name. All
navigation described in the following sections (e.g., License = SIP Trunk Channels) appears as
submenus underneath the system name 00E00706530F in the Navigation Pane.
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5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in the
Navigation pane and SIP Trunk Channels in the Detail pane. Confirm that there is a valid license
with sufficient “Instances” (trunk channels) in the Details pane. Note that the full License Key in the
screen below are not shown for security purposes.

IP Offices |

Lxenie  Remote Server

Licenze Mode License Normal
Ucenied Versiee

Serial Namibet (A00)

PLDS Hon ID

PLOS File Status Not Presant £ brwalid

Festure Lizense Key batances Status Exptry Date Source

Obsclets Never ADE Nodel
Vald Never ALDE Nodal
Vehd Never ALY hrmll

P00 Upgrade Standand te Profess

Networing Channets

Dbsclete Never ADE Nodal
Vaivd Never ADE Nodal
Valid Never ADI Nodel

By @AbtsSiGd 155

[TBvedel 7

Valvd Never ADE Nodal

255 Valid Never ADE Nodal
5 Valid Ny ADI Nedal

135 Vald Never ADE Nodal
155 Valud Never ADS Nodal
55 Obscdete Never ALG Nodal

55 Valid Neyer ADI Nodal
55 vl ADS Nodal

AL Nodal
ADE Nodal
ADE Nodal

5.2 System

Configure the necessary system settings. In an Avaya IP Office the LANZ2 tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LANL1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
IP Office to the enterprise private network (LAN), LANZ2 was not used.

5.2.1 System - LAN1 Tab

In the sample configuration, the MAC address 00E00706530F was used as the system name and the
LAN port connects to the inside interface of the Avaya SBCE across the enterprise LAN (private)
network. The outside interface of the Avaya SBCE connects to Time Warner Cable’s network via
the public internet. The LAN1 settings correspond to the LAN port in IP Office. To access the
LAN1 settings, navigate to System (1) = 00E00706530F in the Navigation Pane then in the Details
Pane navigate to the LAN1-> LAN Settings tab. The LAN1 settings for the compliance testing were
configured with following parameters:

e Set the IP Address field to the LAN IP address, e.g., 172.16.5.60.

e Set the IP Mask field to the subnet mask of the public network, e.g., 255.255.255.0.

e All other parameters should be set according to customer requirements.

11 of 94
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e Click OK to commit (not shown).

----- $8 WAN Port (0)

----- =u Directory (0)

i Time Prafile (0)
(-8 Firewall Profile (1)
(-l 1P Route (4)

----- 8 Account Code (D)
----- % License (75)

""" @& Tunnel (0)

[-fq User Rights (8)
- ARS (1)

..... i@ Location (0)

IP Offices ‘ = 00E00706530F
@R BOOTP (3] System | LANL |LAN2 | DMNS | Voicemail | Telephony | Directory Services | System Events
Operator (3)
) 00E00706530F LAN Settings | VolP | Network Topology|

System (1)

=7 00E00706530F IP Address 172 16 5 60
-4 Line (3)
-2 Control Unit (4) IP Mask 255 255 255 0
-4 Extension (38) )

\ 0 0 0 0
U"'i User (32) Primary Trans. IP Address
Umﬂ Group (1] RIP Mode [None hd
(-8 Short Code (65)
----- B Service (0) [C] Enable NAT

[H-aff; RAS (1)

[]---@ Incoming Call Route (7}

----- « RAS Location Request (0)

----- ﬂ Authorization Code (0)

Number Of DHCP IP Addresses (200
DHCP Mode

© Server ) Client © Dialin @ Disabled
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The VoIP tab as shown in the screenshot below was configured with following settings:

Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to Time
Warner Cable.

Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

Enter the Domain Name of the enterprise under Domain Name.

Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.
Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

In the Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

Auto-creste Fxtn to-creste Use H321 Remote Bt Enatle
Controd Unit |4)
& Drenvon 33)
i vead
’ : ¥ SIP Trusks Enabie
7| S Registisr Enalile
Auto-creste BxtryUser SF Remate Eatn Enable
Joman Mame avnyalat: ;‘.v-]
2 0 uo UDP Pert 060
& Firewall Profile (1)
+- 1 W Route (4) syer 4 Protocol ¥ Cp TCP Port 5060
8w Accoum Code )
o Licerae (75) 2 TS TiSPert 5061
W Tunnel @0)
s Challenge Expary Time (secy) 10
3 Lty
» o
08 Asthorastion Code ) Port Humber Range
Myrearare 19152 Manmum 53208

= 00E00706530F

System AN }UNS Voscemal | Telephony i Deectory Services | System Events | SMTP | SMDR 3 Twinnmg | WM i(o:leu
LAN Settings Network Tepology

v H323 Gatekaspor Eratin

Port Number Renge (NAT)

Miswrrary L) b ¥ Maimum 33204

4| Enable RTCP Monitanng on Pert 5005

RICP collector I address for phones

Keepabves
Scope RiP w | Penods temeow X
bl keepaives Enabled ».

DiffSesv Settings

B4 . DSCPHe) B2 = Vides DSCP M) FC DSCP Mask (Hew) 38
4 - DSCP 46 + Video DSCP & = DSCP Mask i
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In the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even the default STUN settings are populated but they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value, the value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeat to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

['(” Avaya IP Office Manager COECOT08530F 19.1 0.437] [AdminstratorAdministrator]

Fle Edit View Took Help

= 8lid 5 v F 3 7
D0E0000530%F * System * QOEDOTOGS0F 4
¥ BDOTP 3 AN g | e | s ; .
R 0 'T:’ : Symem| LANL LA | DNS | Voicemat | Teleghany | Diectory Services | System Events | SMT1P | SMOR | Twinning | VOM. | Codecs
= Operator (
¥ DOES0IES I LAN Settings { Velp |w:'.-:n Topology
Network Topology Discoverny
14 Lme (3) STUN Server Addrem 639016813 STUN P M
t Control Une )
-4 Ex 23 Frewall/NAT Type Open Intemet v
w4 v -
v SR Growp (1) Binding Refresh Time (seconds X0
+ 9% Short Code (65) ~ - ~
@ serace ) Pubilic P Address 0 v 0 Run 5TUN
¥ ole RAS(1
Incoming Cad Route (7 Puic Por
WAN Poat 1) L
= Directory 10) uoe e
Tirme Prchie [ Ch 0
i € Firewall Profite (1)
B P Route 4) ns 0
& Account Code (1)
S License (73] Rum STUN on stertup
W Turewl )
i By User Rights 8
b ARS L
# RAS Location Request 10)

IS Location @)
¥% Authorization Coce @)

Note: In the compliance test, the LAN1 interface was used to connect IP Office to the enterprise
private network (LAN), LAN2 was not used.
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5.2.2 System - Telephony Tab
Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following

parameters:

e Choose the Companding Law typical for the enterprise location, U-Law was used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfers to the PSTN via the SIP trunk to the service provider.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

P Offices

1=

=R 8OO 3)
¥ Operstor (3)
- MpoTes N
= S 1

Sptem | LA | LANZ | DNS p‘:aumd[\l-wuq'xnnn Syshern Everts | SMTP | SMOE - Twinnng | VOM  Coduss | Vel Security
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5.2.3 System - Twinning Tab
Navigate to the Twinning tab on the Details Pane, configure the following parameters:

e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section

5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

|| [ sen arigna calling party inferemation fer Mekile Twinning |

Caking party informatian for
Mobie Twinning

Sapvick (U
& RAS (1)
@ Inzoming Cal Rosse 7,
8 WaNPart )

ol

+ B P Route 4)
& Account Code 0)
W Licens= 75
W™ Tunnel )
§i Uver Rights 8)

i ARS ()
- RAS
% Lo

& a

on Request I

Syteon | LANL | tAM2 [ OMS | Veicamail [ Telmphony | Diectory Survics | System Events | stwte | smp M | Coders
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5.2.4 System - Codecs Tab

For Codec’s settings, navigate to the System (1) = 00E00706530F in the Navigation Pane, select
the Codecs tab and configure the following parameters:

e Inthe Codecs tab of the Details Pane, select or enter 101 for RFC2833 Default Payload.
This setting was recommended by Time Warner Cable for use with out-band DTMF tone
transmissions.

e For codec selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP phones (SIP and H.323) will use the system default
codec selection shown here, unless configured otherwise for a specific extension. The
example below shows the codecs used for IP phones (SIP and H.323), codec G.711ULAW
was used during the compliance testing.

|E 00E00706530F
System | LANL | LAMZ | DA | Voscernail | Teiephony | Directory Services | System Events | SMTP | SMOR | Turimreng | ¥CM mvs«mm”

[b"f (2333 Default Payioad 101

Availlable Codecs Defaur Codec Selecton

Unused Selected

G71) ALAW 6K G711 ULAW 645
J GT22 64K
¥ G2 84K GI29a) BK (S-ACELP
/| G.729(a) BX C5-ACELP GIR1 6 MP-MLO

G731 6 MB-MLG

me Profide ()
all Peodide (1)

e
PR

HEANTESIRG ) GOFBIE™ S

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.7 (SIP Line — VVoIP
tab) are the codecs selected for the SIP Line (Trunk).
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5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the Avaya
SBCE resided on the same IP subnet, so an IP route was not necessary. In an actual customer

configuration, these two interfaces may be in different IP subnets, and in that case an IP route would
have to be created to specify the IP address of the gateway or router where IP Office needs to send

the packets, in order to reach the IP subnet where the Avaya SBCE resides.

To create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides (if located in
different IP subnets), on the left navigation pane, right-click on IP Route and select New.

enter 0.0.0.0 to make this the default route.

Set Destination to

LANZ1 from the pull-down menu.

Click OK to commit (not shown).

Set the IP Address and IP Mask of the IP subnet of the private side of the Avaya SBCE, or

Set Gateway IP Address to the IP Address of the default router in the IP Office IP subnet.

IP Offices

0.0.0.0

=R BOOTP (3)
A% Operator (3)
% O0E00706530F

=27 System (1)

ity OEN0T06530F

F7 Line (3)

= Control Unit (4)

-4 Extension (38)

o0-§  User (32)

+-ixg Group (1)

+-@% Short Code (65)

B Service (0)

oy RAS (1)

- Incoming Call Route (7)
----- £8 WAN Port (0)

----- 22 Directory (0)

----- £ Time Profile (0)

-} Firewall Profile (1)
S Wl P

e e e e Y

Route (4)

-l 192.168.188.0

-l 192.168.99.0

----- Bl Account Code (0)

----- . License (75)

""" & Tunnel (0)

+-§3 User Rights (8)

- ARS (1)

----- " RAS Location Request (0]
----- &8 Location (0)

----- ﬂ Authorization Code (0]

IP Route

IP Address
IP Mask
Gateway IP Address

Destination

172 16 5

LANL

Metric

Proxy ARP
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5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and Time Warner Cable
Business Class SIP Trunking Service. The recommended method for configuring a SIP Line is to use
the template associated with these Application Notes. The template is an .xml file that can be used
by Avaya IP Office Manager to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2 to
create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.3.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 t0 5.4.8

5.4.1 Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format
AF_<user supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered
during template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.

2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File = Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK,
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i K
" IP Office Manager Preferences “ M

| Preferences | Directories | Discovery | Visual Preferences | Security | 1\u’alidati-:m|

Icon Size [‘m"“ Ll
[ Multiline Tabs
| Enable Template Optionsl
Enable Template Creation

(i) ‘ OK | | Cancel | | Help

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View Tu:u:ulslHeIp

25 3 E Extension Renumber...
OOEOOTO530F Line Renumber...
Connect To...
IP Office
Export »
‘5 BOOTP (3) SCHN Service User Management elP 738 Fax
[H-ire Operator (3)
=+ Q0EQ0708530F Busy on Held Validation
-5 System (1)
E‘T’. Line (3) MSMN Configuration
: ----- 1 Print Button Labels stemn Default
e 2 -
: Ly, 17 | Import Templates in Manager
(¥ Control Unit (4) | |G.7LL ALAW 64K
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4. A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,
C:\Temp).

Browse For Folder Iﬁ

Select a folder to import templates from -

. ProgramData
. SUPPORT
» L. swtools

) swwork

. Temp

| tmp
J Trilogy

» 1 Users
F mn b

[ Ok ] I Cancel I

e =

In the reference configuration, template files AF_ TWC with Avaya SBCE_ SIPTrunk.xml was
imported. The template files are automatically copied into the IP Office default template location,
C:\Program Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.

” S
Template Provisioning &I

' Successfully imported templates to IP Office Manager from
@ C\Temp

o)
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Note —Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be
viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lP Office\Manager\Templates (or C:\Program Files (x86)\Avaya\IP
Office\Manager\Templates), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

sm | Computer » Avaya eS0L(CI) » Program Flles 6] » Avays o 2 Office » Manager »

e Edt View Toclr Help

Orgenuse » Jochude in Abiary =

W Fevoces
M Desitop
# Dowriceds

J8 Libanes
* Documents
o Muc
e Pictures

B videos

™ Computer

B Fveya eSOE (T

Shiee wth « Hew folder

Bun

Nartia

b de-DE
hoenUs
Moes-MX

, fr-FR

& IPSET-LNSTIMLOTM
b

L LMGreeting
J MemonCards
LonbNG

4 Phonelmages
L pt-BR

© File Edit View Tools Help

v AppData » Local » VirtualStore » Program Files (xB6) » Awvaya » IP Office » Manager »

Organize » Include in library = Share with « Burn Mew folder
-~
sk Favorites Name Date modified Type
Bl Desktop | Templates 2/10/201511:46 AM  File folder

@Z}vl . % Avaya eSOE (C:) » Program Files (B6) » Avaya » [P Office » Manager » Templates

© File Edit View Tools Help

- | +4 | | Search Templates

Organize * 53 Open = Burn Mew felder
< Favorites Mame . Date modified Type Size
BE Desktop || = AF_TWC with Avaya SBCE_SIPTrunk.xml 27372015 4:54 PM XML Document 4 KB
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

IP Offices =
=& BOOTP (3) |SIP Line| Transport|SIP URI VeIP T3
4% Operator (3) [
EI-""-_w Q0EDDTT J New .
(-5 Syt
=13 m ] Mew SIP Trunk from Template
_____ :_, 1 Create SIP Trunk Template fau
g |
""" " ] £ Cut Ctrl+X
<= Con L
W Exte o2 COPY Crl+C 54K
g Use Paste Ctrl+¥ a) 8K
Efl"'ﬁ Grol 1 GE3
Drelet Ctrl+Del
[+ @M Sho ~ = e
..... @ Gerd v Validate
EZI"'% RAS Connect To... Ctrl+T
[ Y Inca :
_____ £ wa Mew from Temnplate (Binary]
..... #% Dird Export as Ternplate (Binary)
----- 1% Time Profile 0] I |
Frar e -y =L el

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.

Note — The drop down menu will display the <user supplied text> part of the template file name
(see Section 5.4.1). If you check the Display All box, then the full template file name is displayed.

-
" Template Type Selection
Locale United States (US English)
Service Provider | TWC with Avaya SBCE v l [ Display Al
Create new SIP Trunk ] [ Cancel
e =
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 17).

IP Offices

=& BOOTP (3)

+-{# Operator (3}

;---L-;- DOEDO706530F
+-4%9 System (1)

=79 Line (3]

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 to 5.4.8.
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5.4.3 SIP Line - SIP Line Tab
On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below.

e Leave the ITSP Domain Name blank. Note that if this field is left blank, then IP Office
inserts the ITSP Proxy Address from the Transport tab as the ITSP Domain in the SIP
messaging.

e Verify that URI Type is set to SIP.

e Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.

o Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.

o Verify that Refresh Method is set to Auto.

o Verify that Timer (seconds) is set to On Demand.

e Set Send Caller ID to Diversion Header.

e Under Redirect and Transfer, set Incoming Supervised REFER Support and Outgoing
Supervised REFER to Never (see Section 2.1).

e All other parameters should be set to default or according to customer requirements. Click
OK to commit (not shown).

~ IP Offices |E SIP Line - Line 17

..n.,m'noum VelP. | T38 Fox| SIP Cruddentiats | SIP Advanced| Enginesting

Line Nurrber by 2 In Service v

[TSP Domaim NMame | Check 005 v

URI Type 5 - Session Taners

Location Cloud - Refresh Method Aan %
Tener (seconds) On Demand

Prefa Forwarding and Twinnng

National Prefu Onigrater nussiber

Yeemational Prefa Send Caller IC Dwession Header -

Country Code Redirect and Transfes

Nermre Drioety ,—,""m Deinlt = Icoming Supervised BEFER Never -

Outgaing Supervised REFER Hever -

Send 302 Moved Tempanedy

Outgeing Bind REFER
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:
e Setthe ITSP Proxy Address to the inside IP Address of the Avaya SBCE or 172.16.5.71 as
shown in Figure 1.

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.
e Set the Send Port to 5060.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

E Avaya IP Office Manager 00E00706530F [9.1.0.437] [Administrator{Administrator]]

File Edit View Tools Help
AEE A v 28

00E00706530F - Line |17 2

IP Offices [= SIP Line - Line 17

=-R BOOTP (3) [SIP Ling| Transport [sIp URI|VolP |38 Fax|SIP Credentials | SIP Advanced | Engineering

Operator (3)
00ED0706530F | ITSP Prosy Address 17216571 |
Metwork Configuration
Layer 4 Protocel ’UDP vl Send Port  |5060 | =
[~ Caontral Unit {4) | Use Netwerk Topology Info ILAN 1 | vl 5060
(-4 Extension (38)
w-f User 32) Explicit DNS Server(s) 0 0 0 0 0 0 0 0
-3§ Group (1)
8% Short Code (65) Calls Route via Registrar
----- B Service (0)
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-1 Time Profile (0)
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""" &5 Location (0)

----- m Authorization Code (0)

Separate Registrar

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 94
SPOC 4/14/2015 ©2015 Avaya Inc. All Rights Reserved. TWocablelPO9SBCE



5.4.5 SIP Line — SIP Credentials Tab

SIP Credentials are used to register the SIP Trunk with a service provider that requires SIP Registration.
SIP Credentials are also used to provide the required information for Digest Authentication of outbound
calls. SIP Credentials are unique per customer and therefore customers must contact the service provider
to obtain the proper registration credentials for their deployment.

Note: The SIP Credentials configuration settings shown below are only used to provide the required
information for Digest Authentication of outbound calls. In IP Office configurations with the Avaya
SBCE, SIP Trunk Registration to the Service Provider’s SIP Trunk Service is done by the Avaya SBCE,
and not by IP Office, Refer to Section 6.2.3.

Select the SIP Credentials tab, and then click the Add button to add the SIP Trunk registration
credentials. Set the parameters as shown below:
e For User name, add the User name credential provided by Time Warner Cable for SIP Trunk
registration. This is the same User Name credential, used by the Avaya SBCE, under the
Avaya SBCE Server Configuration, refer to Section 6.2.3.
e Leave Authentication Name blank, this field is not used. SIP Trunk Registration to Time
Warner Cable SIP Trunk Service will be done by the Avaya SBCE.
e Leave the Password blank, this field is not used. SIP Trunk Registration to Time Warner
Cable SIP Trunk Service will be done by the Avaya SBCE.
e The Expiry (mins) can be left with the default value of 60 mins; this field is not used. SIP
Trunk Registration to Time Warner Cable SIP Trunk Service will be done by the Avaya SBCE.
e The Registration required should be unchecked; this field is not used. SIP Trunk
Registration to Time Warner Cable SIP Trunk Service will be done by the Avaya SBCE.
e Click the OK to commit.

|E SIP Line - Line 17
| ‘59 Live | Trwomport | 9 Ui volP - [ 738 Fand P Crochentiah |58 Advanced | Engineerng
Index UserName Atheticstion Neme  Contact  Bxpiry (mum)  Regater
! (netlZ] 0 Falu
#a Dyectory i)
Time Profile (0
o @ Frawal Profile 1)
W P Route 1)
& Account Code (0 Edit 9P Credentals
W License (75 User name Pret 2] oK
W Tunnel ()
v B Use Authentication Name Caoces
 ARS
» RAS Locatio Contact
& Location 0) -
S8 Authoraation Code 10) Patoword
Confum Password
Bgary (mens) 0
Regestration requred
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5.4.6 SIP Line - SIP URI Tab

Two SIP URI entries must be created to match each outgoing number that Avaya IP Office will send
on this line and incoming numbers that Avaya IP Office will accept on this line.

To set the SIP URI for outgoing numbers, select the SIP URI tab, then click the Add button and the
New Channel area will appear at the bottom of the pane. To edit an existing entry, click an entry in
the list at the top, and click the Edit button. The entry was created with the parameters shown below:

e Set Local URI, Contact, Display Name to Use Internal Data.
e Set PAI to None.
e Set Registration to 1: User123 (Note that this field will default to the User Name used
under the SIP Credentials tab).
e Set Incoming Group to 0.
e Set Outgoing Group to 17 (SIP Line number being used).
e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.
e Click OK to commit.
IP Offices |E SIP Line - Line 17
# R BOOTP (3) | 5t Line| Transport]SIP URI lotp | 138 Fax| 99 Credentiots | SiP Advanced|Engineering
Cﬂnm;d Groups Via Llocal URI Contact Depley Neme PAL Credentisl  Max Cails
1 i 17 0 i y ¢ N.. 0:<Non.. 10

Control Unit (4)
i 4 Bxension (35}
i ‘ User 32)
i QF Group ()
3 B Short Cede (55)
’ Serace §0)
i PASQ)
i € Incoming Call Route (7)
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1! Time Profile © Va 17216 560
* Firewall Profile { =
' 2 P Route |.;: e Local UR) Use Interral Deta - Cancel
&m Account Code ()
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Outgoinyg Group 17
Max Cals par Channed 10
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To set the SIP URI for incoming numbers, select the SIP URI tab, then click the Add button and the
New Channel area will appear at the bottom of the pane. To edit an existing entry, click an entry in
the list at the top, and click the Edit button. The entry was created with the parameters shown below:

HG; Reviewed:
SPOC 4/14/2015

Set Local URI, Contact, and Display Name to “*” (asterisk).

Set PAI to None.

Set Registration to 0: <None>.

Set Incoming Group to 17 (SIP Line number being used).

Set Outgoing Group to 0.

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

Click OK to commit.
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Additional SIP URIs may be required to allow inbound calls to numbers not associated with
a user, such as a short code. These URIs are created in the same manner as shown above with
the exception that the incoming DID number is entered directly in the Local URI, Contact,
and Display Name fields.
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5.4.7 SIP Line - VoIP Tab

Select the VolIP tab, to set the VVoice over Internet Protocol parameters of the SIP Line. Set or verify
the parameters as shown below.

Set the Codec Selection to System Default. With this setting the System default codec
selection configured under Section 5.2.4 will be used. The Codec Selection can be
configured using the Custom option instead, allowing an explicit order of codecs to be
specified for the SIP Line. The buttons allow setting the specific order of preference for the
codecs to be used on the SIP Line. Since Time Warner Cable only supports codec
G.711ULAW for audio, the System Default was used.

Select G.711 for Fax Transport Support.

Set the DTMF Support field to RFC2833. This directs IP Office to send DTMF tones as
out-band RTP events as per RFC2833.

Uncheck the VVolIP Silence Suppression option box.

Check the Re-invite Supported option box.

Verify that Codec Lockdown is unchecked.

Verify that Allow Direct Media Path is unchecked.

Check the PRACK/100rel Supported option box. This setting enables support by IP Office
for the PRACK (Provisional Reliable Acknowledgement) message on SIP trunks.

Click the OK to commit (not shown).

|E SIP Line - Line 17

°

Lne|Transpont SIP u-l] Vol ll‘ﬂ Fae) 518 Cregermals| ¥ Agvanced| ingnesnng

| Codec Selection Syswern Detauk

OTME Seppodt AFC2333 -

Wezha Secunty Oasbibent z

Note: The codec selections defined under this section (SIP Line — \VVolIP tab) are the codecs selected
for the SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System —Codec tab) are
the codecs selected for the IP phones/extension (H.323 and SIP). Since Time Warner Cable only
supports codec G.711ULAW, the Codec Selection was set to use System Default defined under
Section 5.2.4.
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5.4.8 SIP Line — SIP Advanced Tab

Select the SIP Advanced tab, no changes are required to be made on the SIP Advanced tab, default
values are used. Verify that all settings are configured with default values as shown below.

R BOOTP (3) 58 Line| Transpon |59 U Vo [ 138 Fax| 5 Cradennia
-8 Ooerator ( \oiries b ey Aiv Encbrtnd Mnv OB 1oomdioni Lorbrumncd s
QOEXT0% Addresung Meda
% System 1) P 1
= £ e @) Assacaon Method | By Source 1P address w| AbowEmpry INATE
- Call outieg Method [Request Uk
= o} | Request Lbow Yo Tag Changs
= Coneiol Unit 4) Suppeess DS SRY Lookups P-Earty-Muba Soppont fN.m
& A Edenson 37) Send SlenceSupp=01
: g::_:’g’.l Wentity Force Early Divect Medin
: usmcéa:m) Use Phane Contest Media Connectico (Deenld
@ servce m) Add user=phane Preservation oty
i & RAS Q1) Use » fox Internaticnal
¥ incoming Call Route B) Al for Priv Centrel
VAN Port @) ::D i ‘ ':L call
o= Diectory (0] prcoke CotInitintion Temesnt (s 4 &
-} Time Prodie () Swap From and PAL
¥ @ Framall Protie (1) Calles ID from From header Call Quwaing Timacut {m] 3 &
+ W P Route (4) [
& Account Code ) Send From [ Clest - Sevice Busy Resporne 236 - Busy Hers -
W Lacene (75) Cache Auth Credentiaks
) on Na User Responding |38 Request Tamesut
i .- :’:'":0?:: 1] User-Agent and Server Hesden Send (498 R Temes xl
N s
W ARS Q) Action on CAC Locaton } o Vs : |
€ 5 Maim Lime
" RAS Location Resuest 1) Supptess Q330 Reasen
45 Location (0) Header
88 Authorzation Code (0] Ermustate NOTFY foc REFER
Mo REFER If using Diversion
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5.5 Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP Line
defined in Section 5.4. To configure these settings, first navigate to User - Name in the Navigation
Pane where Name is the name of the user to be modified. In the example below, the name of the user
is Ext3042 H323. Select the SIP tab in the Details Pane. The values entered for the SIP Name allow
matching of the SIP URI for incoming calls without having to enter this number as an explicit SIP
URI for the SIP Line (Section 5.4.6). The SIP Name and Contact are set to one of the DID numbers
assigned to the enterprise by Time Warner Cable. Note that a “+” sign was added to the DID number
for each user under SIP Name and Contact, IP Office will insert the “+” sign in front of the 11 digit
number included in the Diversion header on calls that are re-directed to the PSTN, this is required
by Time Warner Cable. The SIP Display Name (Alias) parameter can optionally be configured with
a descriptive name. If all calls involving this user and a SIP Line should be considered private, then
the Anonymous box may be checked to withhold the user’s information from the network. This can
also be accomplished by activating Withhold Number on H.323 Deskphones (not shown). Click the
OK to commit (not shown).

IP Offices = Ext3042 H323: 3042
=% BOOTP (3) - ; - i -
J}---:,‘- Operator (3) User Voicemail | DND Short Codes | Source Mumbers | Telephony | Forwarding .
""" z SIP Mame +19193781301
+-*5) Systern (1)
-1 Line (3] SIP Display Mame (Alias) Ext3042 H323
+-2 Control Unit (4]
+-4 Extension (37 Contact +19193781301
= User (32)
----- g MoUser
----- g RemoteManager Anonymaous
----- & 3040 Ext3040 H323
----- fm 3041 Ext3041 H323
----- 3042 Ext3042 H323 |
----- 3043 Ext3043 Digital
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5.6 Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number assigned to IP Office users. To create an
incoming call route, right-click Incoming Call Routes in the Navigation Pane and select New.

5.6.1 Incoming Call Route — Standard Tab

On the Standard tab of the Details Pane, enter the parameters as shown below.

e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.

e Set the Incoming Number to the incoming DID number on which this route should match.
e Default values can be used for all other fields.

IP Offices

P

= 17 19193781301

=R BOOTP (3)
4% Operator (3)
[H-%20 Systemn (1)
T4 Line (3)

[H-=2» Control Unit (4]
+-48 Extension (37)
£
A
£

H-§  User (32)

4§ Group (1)

@3 Short Code (63)

-4 Service (0)

H-nffg RAS (1)

ﬁ—]--- Incoming Call Route (Ejl

E 17
i 0

i 17 19193751302
e 1719193781303
e 1719193781304
@ 1719193781305
@ 17 19193781306
- WAN Port (0)
- Directory (0)
-7 Time Profile (0)
[3---@ Firewall Profile (1)
-l IP Route (4)
- Account Code (0)
- License (75)
-l Tunnel ()
H-§5 User Rights (8)
¢ ARS (1)
e B0 Main
- RAS Location Request (0]
- Location (0)
'@ Authorization Code (0)

-1

Standard |Voice Recording | Destinations‘

Bearer Capability [Any%’oice

Line Group ID 17

Inceming Mumber 19193781301

Incoming Sub Address

Inceming CLI

Locale [

Pricrity [1 - Low

Tag

Hold Music Source [System Source

Ring Tone Override Mone
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5.6.2 Incoming Call Route — Destinations Tab

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. Click the OK button (not shown).

¢ In this example, incoming calls to 19193781301 on line 17 are routed to extension 3042.

P Offices

E

17 19193781301

# R 800TP 3)
P Operator ()
=

T4 Line 3)
Contyol Unit [4)

A Extension 37)
b ey
+ . Grewp (1)
+ W% Shont Code (65)
D Seric= )

RAS (1)

[= @ Incoming Cab Route ()

0
D 1719193781302
8 17 19193781303
17 15193781304
@ 1719192781308
& 1719192721308
9 waNPat )
= Dyrectory ()
¢ Twme Profde (0
& Fwewall Protile 1)
+ -l P Route H)
& Account Code (1)
W License (75)
& Tunned )
b f Urer Rights 8
¢ ARS )
C 5 Maw
# FAS Location Reguest 1)
% Location )
R0 Authorization Code 10)

Standard | Voice R«.Mumgl Destinatiore I

[ R x

»

TimePrchie

Destination

Falback Edersion

[C«hul Yalue

| 3042 Ba3042 #3323

I =l
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5.7 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.7.1 Short Codes and Automatic Route Selection

To create a short code to be used for ARS, right-click on Short Code on the Navigation Pane and
select New. The screen below shows the short code 9N created (note that the semi-colon is not used
here). In this case, when the IP Office user dials 9 plus any number N, instead of being directed to a
specific Line Group ID, the call is directed to Line Group 50: Main, which is configurable via
ARS.
e Inthe Code field, enter the dial string which will trigger this short code. In this case, 9N was
used (note that the semi-colon is not used here).
e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix. This value is passed to ARS.
e Setthe Line Group ID to 50: Main to be directed to Line Group 50: Main, which is
configurable via ARS.
e Click the OK to commit (not shown).

IP Offices F 9N: Dial*
----- I 337N ~ || Short Code
..... “ *34[.'].:
..... “ *BS*N# ':Elle QN
..... “ *36
----- B 37 NE Feature |Dia|
----- X 35N
..... B *39 Telephone Mumber M
----- % =40 )
o]
..... “ =41 Line GF'I"-'F] o m
""" B =42 Locale |
..... “ =43
----- x 44 Force Account Code
'''' B 457N Force Authorization Code
..... “ *45 Heerere
..... ; : k
[oxcon]
----- % FMEDD E
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The following screen shows a sample ARS configuration for the route Main. Note the sequence of
X’s used in the Code column of the entries to specify the exact number of digits to be expected,
following the access code and the first set of digits on the string. This type of setting results in a
much quicker response in the delivery of the call by IP Office.

To create a short code to be used for ARS, select ARS - 50: Main on the Navigation Pane and
click Add.

In the Code field, enter the dial string which will trigger this short code. In this case, 1
followed by 10 X’s to represent the exact number of digits.

Set Feature to Dial. This is the action that the short code will perform.

Set Telephone Number to 1N. The value N represents the additional number of digits dialed
by the user after dialing 1 (The 9 will be stripped off).

Set the Line Group ID to the Line Group number being used for the SIP Line, in this case
Line Group ID 17 was used.

Set Locale to United States (US English).

Click OK to commit.

Edit Short Code
Code TR
Festure Dial -
Cancel
Telephone Number N
Line Group 1D 17 -
Locale United States (S Engish) |
Force Account Code
Force Authorization Code

Repeat the above procedure for additional dial patterns to be used by the enterprise to dial out from
IP Office.
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The example highlighted below shows that for calls in the North American numbering plan, the user
dialed 9, followed by 1 and 10 digits (represented by 10 X’s). The 9 is stripped off, the remaining
digits, including the 1, are included in the SIP INVITE message IP Office sends to Time Warner
Cable.

G50 =
1P Offices |E Main
v R BOOTE (%) ARS
4 Qperator Q)
ARS Route 4 J 4 Secondacy D tone
= Syten (1)
¥ DOEDONOES20F
K20 e 0 Route Namne Mais i!mmlnnp -
+ Centrol Un (4)
# & Eqemicn (37) Dhad Delay Time System Default (3) s 4 Check User Call Barng
Dseniption
Incoming Call Rocte ) In Senvice s Out of Sanics Routs <Mener -
WAN Port ) '
= [yrectory i) 3
Tene Profile 9) Tine Profile None — Ut of Heuss Route <Moo s -
i @ Firewall Profile (1)
+ B P Route (4) l
& Account Code 1)
: L"::::‘U)_m Code Telephone Number Festure Lme Group 10 - Add
4 B e Rights 18) DN Dial 7
ARS (1) BN Dal 17
| IN Dial 17 |
" FAS Locaton, Regquest 1) 1 Dl %)
5 Location ) m Dial 7
Q8 Actheeustion Code ) 09 5
2N Dal 17
S50000C S5N Dul 17
Atemate Route <Noowe» -
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5.8 Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK to proceed.

HG; Reviewed:
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=

Save Configuration l = | |_ﬂhr

IP Office Settings
O0EOOT0G530F

Configuration Reboot Mode
@ Merge

Immediate

When Free

Tirmed

Reboot Time

16:22

Call Barring

oK ] | Cancel | | Help
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6. Configure Avaya Session Border Controller for Enterprise
(Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to Time Warner
Cable Business Class SIP Trunking Service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration shown
here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning step
will have a screenshot associated with it. Some of the default information in the screenshots that
follow may have been cut out (not included) for brevity.

6.1 Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

o v o o Log In
Username: username

Password: [

SeSSiOI'I Border Contro"er This system is restricted solely to authorized users for legitimate
- business purposes only. The actual or attempted unauthorized
for Enterprlse access, use or modifications of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state, federal or other
applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. All rights reserved.
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The Dashboard main page will appear as shown below.

Alarms Incidents  Status Logs Diagnostics Users

Session Border Controller for Enterprise

Dashboard Dashboard
)
Backup/Restore System Tma 002534 PM CST Ratunt EMS
System Management
Varsion 6.1.000.19.4338 Avaya SBCE
Global Parameters
Giobal Profies Buod Dano FnSep 26 06 14 23 EDT 2014
PPM Services Licorse State oK
Domain Pelicies Aqgrogate Licansey Ovarsges o
| ment
TLS Managemen Poek Lcensing Overage Count 0
Device Specific Settings
Nono found Avarga SHCE No Server Flow Metched for Incooreng Message

Averge SBCE. No Server Flow Matched for incomng Messags

Avaya SHCE No Server Fluw Matched for Incoming hMessags
Avarya SECE. No Server Flow Mached for Incomeng Messags

Avirya SBCE No Server Fluw Matched for Inoomng Message

No nales found

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added. To view the configuration of this device,
click on View as shown in the screenshot below.

Alarms Incidents Status 0gs Duagnoslics Users Setlings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashooard System Management
Administration
BackupRestore .
[ pevices | S} ESSEONY [N
Global Paramaters Device Name “3""?:'““ Vemian Stalus
Giobal Profiles
PPM Services Avays SBCE 18- Commssioned  fleboot  Shutcown  Restatt Application | View |
Domain Pobcies 4338 T
TLS Managemant
Device Specific Settings
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To view the network configuration assigned to the Avaya SBCE, click View on the screen above.
The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

System Information: Avaya SBCE X
General Configuration - Device Configuration ~ License Allocation
Appliance Name Avaya SBCE HA Mode No Standard Sessions 2000
2000
Box T SiP | TwoB Mode N
ot | a8 e e Advanced Sessions 2000
Deployment Mode  Proxy e

Scopia Video Sessions 500
eq £00

Encryption v
~ Network Configuration
P Public IP Netmask Gateway Interface
i 172.16.5.71 172.165.71 255.255.255.0 172.16.5.254 Al |
192.168.157.189 192.168.157.189 255.256.255.192 157.129 B1

~ DNS Configuration r Management IP(s) l
Primary DNS 172.16.5.102 P
L J
Secondary DNS

DNS Location DMZ

DNS Client IP 172.16.5.71

On the previous screen, note that the Al and B1 interfaces correspond to the inside and outside
interfaces of the Avaya SBCE, respectively. The Al and B1 interfaces and IP addresses shown are
the ones relevant to the configuration of the SIP trunk to Time Warner Cable. Other IP addresses
assigned to these interfaces are used to support other functionalities not discussed in this document,

these IP addresses have been blurred out. The management IP has also been blurred out for security
reasons.

IMPORTANT! — During the Avaya SBCE installation, the Management interface (labeled
“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., Al and B1). If this is not the case, contact
your Avaya representative to have this resolved.
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6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.

6.2.1 Server Interworking — Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru profile
was duplicated, or “cloned”. If needed, the profile can then be modified to meet specific
requirements for the enterprise SIP-enabled solution. For Time Warner Cable, this profile was left
with the avaya-ru default values.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen.

Enter the new profile name in the Clone Name field, the name of Avaya-1PO was chosen in this
example. Click Finish.
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The following screen capture shows the General tab of the newly created Avaya-1PO Server
Interworking Profile.

Dashbeard
Admnsiraton
SackupReswre
System Management
Globad Parameters
.
Domain DosS
Fingerpint
Phane Interworkng
Meada Forkng
Routing
Server Conhguratcn
Topciogy Higing
Sigrading Marspdation
UR! Groups
PPN Services
Domain Policies
TLS Management
Dovice Specific Setengs

Interworking Profiles: Avaya-IPO

Irodwtwerk g Profias

2100

LSRN
OCS-Edge-Sarvr
thco-com

ape

Sigare-Hak
OCS-FrontEnd-Server
Avdya-SH
SP-General
Avaya-C51300

Avaya-CM

Session Border Controller for Enterprise

[Goneor | [ Timers | | ks maniputation | | thesder Manipulasion | Advanced |

Hakd Sugpon

130 Handing
131 Manding
132 Handiog
183 Handing
Reler Hasdlng
LR Group
Sand Hold

e Handing

Diversion Moader Scppent

Delaynd SDP Handing
Ra-tnctn Handing

T 38 Suppert

UR! Schame

Vis Hewdet Foma

Privacy Ensbiod
Usar Name
P-Assortad-toannty
P-Prefumes identty

Privecy Heoder

OTMF Suppent Neow |
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The following screen capture shows the Advanced tab of the newly created Avaya-1PO Server
Interworking Profile.

Daygnostics  Users
Session Border Controller for Enterprise
Dashboard Interworking Prefiles: Avaya-IPO
Acministration 1’ _A‘”
Backup/Resiore —
e —
System Mansgement
35 2100 T () P T [ :
Giobal Parameters  Genweal || Timwes | | UR) Mandputation || Header Manigulation || 510 |
+[Giobal Prafiles WS- ‘
Racord Routes o
Domain DoS 0CS-Edge-Sarver \ e =
Fingerpnnt —— Topology Hiding. Change CalliD No
Server Interworking ‘ Cali-into NAT No
caps |
Phone Interwarking Change Max Forwards Yes
Sipera Halo
Media Forking ‘ Inciutis End Poiot IP for Contaxa Lookup Yes
Routng OCS.FrontEnd-Server |
Server Configuration Avaya-SM | ot &
Topalogy Hidng gy ‘ AVAYA Extensions Yes
Sygnaling Manipulation NORTEL Extinsions No
URL'G Avaya £S1000
URI Groups ‘ Diversion Manipulation No
PPM Services | Avaya #0|
y - Metazwtch Extensions Ne
Domain Poloes Avaya-CM |
TS Management [ Reset on Talk Spun No
Device Specific Settings |  Reset SRTP Context on Session Refiesh No
|
‘ Has Remots SBC Yes
Rocte Respanse ca Vis Port No
‘ Cinco Extenvsions No
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6.2.2 Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the Service Provider.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select Add (note that Add is being used to create the SP-General profile
instead of cloning the avaya-ru profile).

Enter the new profile name, the name of SP-General was chosen in this example. Accept the default
values for all fields by clicking Next and then click Finish.

The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.

Dasttosed

Adminstyanen

Session Border Controller for Enterprise

Interworking Profiles: SP-General

Add
Backup'Restore
: 108
Global Paramelers (eneeal ] Timars || U1 Manigolation | Header Manipstasion | Advanced
# | Global Profiles S
2 Y o e
Docsain DoS OCS Edge-Sanw Held Buppart NONE
Fingerprnt E
wpe
Phone Imerworking 41 Handieg Yarre
Media Farkeg Spaa-Hak 182 Hangiing Nare
Routing OCHFrantnd Senver 123 Handiey biacm
Server Configuration &
i Ao Sil Raler Haeding ™
Topalogy Mading —
S8 Cmnaral
URI Groups Weayn-CS1900 Send Mokt "o
PFM Servces AvayaFO Jex HantSing N
Doman Polces Moaya TN Dtvarsizn Headw Suppot N
TLS Managamant
Delaywd S0P Handing ra
Davice Spechc Sattegs .
Re-iratie rtanding Na
T34 Suppent No
LIRS St 5P
Via Hapder Format RFCIMN
Privacy Enatend o
Usor Noma
P-Assmted idarey ha
P-Prademred-Mearty wa
Privacy Headet
DTMF Sugpan Nara
Lde
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.
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6.2.3 Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add Profile and enter the profile name: IP Office.

On the Add Server Configuration Profile - General window:
e Server Type: Select Call Server.
e |P Address/FQDN: 172.16.5.60 (IP Address of IP Office).
e Port: 5060 (This port must match the port number defined in Section 5.2.1).

e Transpo

rts: Select UDP.

e Click Next.

Add Server Configuration Profile X
Server Type Call Server W
Add
IP Address / FQDN Port Transport
||1?2_16.5.GD | [5080 | [upP v|| Delete

Note: UDP transport protocol was used on the connection between the Avaya SBCE and IP Office.
However, TCP can be used instead if necessary.
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e Click Next on the Authentication window.
e Click Next on the Heartbeat window.

On the Advanced tab:

e Select Avaya-1PO from the Interworking Profile drop down menu.
e Leave the Signaling Manipulation Script at the default None.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection O
Enable Grooming |
Interworking Profile [Avaya-IPO v| |
Signaling Manipulation Script |Nune V|
Connection Type

| Back | | Finish |

The following screen capture shows the General tab of the newly created IP Office profile.

Session Border Controller for Enterprise AVAYA
Dissttsaand Server Configuration’ IP Office
Adenaliabon Add Humvaree Carm Lwtem
Heart
Sacishon Mategw
SZanve Poydde
Coamy Manager
()]
| P ONce
Ex
Rasng
Topaiogy Hmg
Signatng Mmpusston
U Groops
PP Services
Deenmn Poloses
TLS Managermwn!
Dhwwin Spealic Seftogs
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The following screen capture shows the Advanced tab of the newly created IP Office profile.

Alams Inodents  Status Logs Diagnostcs  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: |P Office
Administraten

Backup/Restore
General || Authentication | | Hearntbeat | [ Asvanced |

Systern Management "
2 Session Manager
Global Parameters Enabile DoS Protection
« Globai Profiles Service Provider
Daomain DoS Com Manages
Fingerprnt CS1000 [ Interworking Profie Avayae IPO]
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles section and enter the profile name: Service Provider.

On the Add Server Configuration Profile - General window:
e Server Type: Select Trunk Server.
e IP Address/FQDN: 10.10.112.6 (IP Address of the Service Provider SIP Proxy).
e Port: 5060.
e Transports: Select UDP.

e Click Next.
Server Type
Add
IP Address / FQDN Port Transport
[[10101126 | (5060 | [UoP V]| Delete

On the Authentication tab:
e Check the Enable Authentication box.
e Enter the User Name credential provided by the service provider for SIP trunk registration.
e Realm: 10.10.112.6 (IP Address of the Service Provider SIP Proxy).
e Enter Password credential provided by the service provider for SIP trunk registration.
e Click Next.

Add Server Configuration Profile - Authentication X
Enable Authentication v
User Name User123
Realm
(Leave DIANK 10 Qetect rom Sefver cnanenge) 10.10.1 12 6
Password ssensone
Confirm Password ensevsse
| Back ‘ \ Next |
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On the Heartbeat tab:

Check the Enable Heartbeat box.

Under Method, select REGISTER from the drop down menu.

Frequency: Enter the amount of time (in seconds) between REGISTER messages that will

be sent from the enterprise to the Service Provider Proxy Server to refresh the registration

binding of the SIP trunk. This value should be chosen in consultation with the service

provider, 1800 seconds was the value used during the compliance test.

The From URI and To URI entries for the REGISTER messages are built using the

following:

- From URI: Use the User Name entered under the Authentication screen (User123) and
the Public IP address of the Avaya SBCE (192.168.157.189), as shown on the screen
below.

- To URI: Use the User Name entered under the Authentication screen (User123) and the
Service Provider Proxy IP address (10.10.112.6), as shown on the screen below.

Click Next.

Add Server Configuration Profile - Heartbeat X

Enable Heartbeat v
Method REGISTER Vv
Frequency 1800 seconds
From URJ [User123@192.168.1 x
To URI User123@10.10.112.6
| Back Next
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In the Advanced window:
e Select SP-General from the Interworking Profile drop down menu.

e Leave other fields with their default values for now, a Signaling Manipulation Script will be
assigned later.

e Click Finish.

The following screen capture shows the Advanced tab of the Service Provider Server
Configuration Profile.

Add Server Configuration Profile - Advanced X

Enable DoS Protection
Enable Grooming
Interworking Profile [SP-General v i
Signating Manipulation Script [None v
Connection Type :SUB!D v:
Back Finish
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The following screen capture shows the General tab of the newly created Service Provider Server
Configuration Profile.
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The following screen capture shows the Authentication tab of the newly created Service Provider
Server Configuration Profile.
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The following screen capture shows the Heartbeat tab of the newly created Service Provider
Server Configuration Profile.
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The following screen capture shows the Advanced tab of the newly created Service Provider
Server Configuration Profile.

Session Border Controller for Enterprise AVAYA

Dashboard Server Configuration: Service Provider
Admansirato
Mansirason A

Geoerol || Authenticuton | Hoarttmet | [ £5ncc |
Se -

Aaname Chooe Deletn
BackupRestore

System Maragement
Giobal Parameters

(o]

Encbik ToS Prosocton

Enack Geeoming

Domam DoS Com Uatager
Fingerpont £S1000 Iur..'m;un., Peclia S n:w'-r.ll
Server Inlerworking I Sgnalng Manpulanon Sorpt hore

Phone merwerking Conemeton Type susn
Meda Forkng
Routing Em
Topoiogy Hiang
Sgnalng Mangutation
UR! Growgs

PPM Services

Donsain Potces

TLS Management

Device Spechc Setangs

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 56 of 94
SPOC 4/14/2015 ©2015 Avaya Inc. All Rights Reserved. TWocablelPO9SBCE



6.2.4 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended

destination.

Two Routing profiles were created, one for inbound calls, with IP Office as the destination,
second one for outbound calls, which are sent to the Service Provider SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side:
Select Routing.

Click Add in the Routing Profiles section.

Enter Profile Name: Route _to IPO.

Click Next.

On the Routing Profile screen complete the following:

Click on the Add button to add a Next-Hop Address.

Priority / Weight: 1

Server Configuration: Select IP Office.

Next Hop Address: Select 172.16.5.60:5060 (UDP) (IP Office IP address, Port and

Transport).
e Click Finish.
Routing Profile X
URI Group Time of Day
Load Balancing | Priority v| NAPTR
Transport None v Next Hop Priority
MNext Hop In-Dialog | Ignore Route Header 1
Add

Pricrity / -

Weight Server Configuration Next Hop Address Transport
[ | [IP Office v| [172.16.5.60:5060 (UDP) v|| [None | Delete

and the
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The following screen shows the newly created Route_to_IPO Profile.

Session Border Controller for Enterprise AVAYA
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Similarly, for the outbound route:

e Select Routing.

e Click Add in the Routing Profiles section.
e Enter Profile Name: Route_to_SP.

e Click Next.

On the Routing Profile screen complete the following:

e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select Service Provider.
e Next Hop Address: Select 10.10.112.6:5060 (UDP) (Service Provider SIP Proxy IP address,
Port and Transport).
e Click Finish.
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Routing Profile X

Load Balancing [Priority v| NAPTR
Transport None v Next Hop Priority
MNext Hop In-Dialog ] Ignore Route Header ]

Priority /
Weight

Server Configuration Next Hop Address Transport

||1 | [Service Provider ~| [10.10.112.6:5060 (UDP) v|| None v

URI Group Time of Day

Delete

The following screen capture shows the newly created Route_to_SP Profile.
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6.2.5 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by IP Office and the SIP trunk service provider, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on the
SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile.
e Enter the Profile Name: IP Office.
e Click Finish.

The following screen capture shows the newly added IP Office Profile. Note that for IP Office no
values were overwritten (default).
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To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile.
e Enter the Profile Name: Service_Provider.
e Click Finish.

The following screen capture shows the newly added Service_Provider Profile. Note that for the
Service Provider no values were overwritten (default).
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6.2.6 Signaling Manipulation

The Avaya SBCE is capable of doing header manipulation by means of Signaling Manipulation (or
SigMa) Scripts. The scripts can be created externally as a regular text file and imported in the
Signaling Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. For the test configuration, the Editor was used to create the script needed to handle the
header manipulation described below.

The Signaling Manipulation Script shown below is needed to remove unwanted headers to prevent
them from being sent to the Service provider.

From the Global Profiles menu on the left panel, select Signaling Manipulation. Click on Add
Script to open the SigMa Editor screen.
e For Title enter a name, the name of Remove Remote Address was chosen in this example.
e Enter the script as shown on the screen below (Note: The script can be copied from
Appendix A).
e Click Save.

Signaling Manipulation Editor AVAYA
Title |Remove Remote Addressg| ><|
//Remove Bemote-Rddress header in outbound INVITEs and 200 OFE messages

within sessicn "RLL"™

{

act on message where IDIRECTICHN="CUTBOUND™ and ®ENTREY POINT="FPQST ROUTIHNG"
{
remove (3HELDERS ["Remote-Address™] [1]) :
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The following screen capture shows the newly added Remove Remote Address Signaling
Manipulation Script.
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After the Signaling Manipulation Script is created, it should be applied to the Service Provider
Server Profile previously created in Section 6.2.3.

Go to Global Profiles > Server Configuration - Service Provider - Advanced tab - Edit.

Select Remove Remote Address from the drop down menu on the Signaling Manipulation Script
field. Click Finish to save and exit.

Edit Server Configuration Profile - Advanced X

Enable DoS Protection Il

Enable Grooming N

Interworking Profile [8P-General ~|
Signaling Manipulation Script |F{emove Remote Address V| |
Connection Type
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The following screen capture shows the Advanced tab of the previously added Service Provider
Server Configuration Profile with the Signaling Manipulation Script assigned.
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6.3 Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to control
and normalize the behavior of call flows, based upon various criteria of communication sessions
originating from or terminating in the enterprise.

6.3.1 Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition, Application
Rules defines the maximum number of concurrent voice and video sessions the network will process
in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules.

Click on the Add button to add a new rule.

Rule Name: enter the name of the profile, e.g., 500 Sessions.

Under Audio check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values, the value of 500 was used in the sample
configuration.

Click Finish.

Application Rule X

A Maximum Concurrent  Maximum Sessions
Application Type In Out Sessions Per Endpoint
Audio [500 | [s00 |
Video 0o O
IM 0o o
® None
CDR Support ) CDR w/ RTP
) CDR wio RTP
RTCP Keep-Alive O
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The following screen capture shows the newly created 500 Sessions Application Rule.
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6.3.2 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups. Select Add in the Policy Groups section.

e Group Name: Enterprise.

e Application Rule: 500 Sessions.

e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.
Policy Group X
Application Rule [500 Sessions v|
Border Rule [default vl
Media Rule [default-low-med v
Security Rule default-low
Signaling Rule |defau|l v
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The following screen capture shows the newly created Enterprise End Point Policy Group.
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Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk, select Add in the
Policy Groups section.

e Group Name: Service Provider.

e Application Rule: 500 Sessions.

e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Application Rule [500 Sessions M
Border Rule default v

Media Rule |default-low-med v
Security Rule

Signaling Rule |default v

The following screen capture shows the newly created Service Provider End Point Policy Group.
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6.4 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc. are defined here.

6.4.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings on the left hand side, select Network
Management. Select the Network Configuration tab.
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In the event that changes need to be made to the network configuration information, they can be
entered here.
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On the Interface Configuration tab, click the Toggle control for interfaces Al and B1 to change the
status to Enabled. It should be noted that the default state for all interfaces is disabled, so it is
important to perform this step or the Avaya SBCE will not be able to communicate on any of its
interfaces.

Alams 1 Incdents

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: Avaya SBCE
Adminstration
BackupRestore

Avaya SBECE
Gicbal Parameters Add VIAN

System Management

Global Profies Imartace Nome VLAN Tag e
PPM Services | At |

Domain Polces 2

[o1 wswd |

-+

TLS Management

«| Device Speohc Settings

Notwork
Managemunt

Media interface
Signaling irserface

£l Paint Flows
Session Flows
OMZ Services
TURN/STUN Service
ENMP
Sysiog Management
Adhvanced Optons
Treutleshootng
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6.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface.
e Select Add in the Media Interface area.
e Name: Private_med.
e Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward IP Office).
e Port Range: 35000-40000.

e Click Finish.
%Nama [Prwatc med| x]
IP Address (17216571 V]
|Port Range 35000 |-[40000 |
[ Finish [

e Select Add in the Media Interface area.

e Name: Public_med.

e Select IP Address: 192.168.157.189 (Outside IP Address of the Avaya SBCE, toward the
Service Provider).

e Port Range: 35000-40000.

e Click Finish.
Name JPunhc med
IP Address [192.168.157.189 V]
Pert Range (35000 |-140000 |
Finish |
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The following screen capture shows the newly created Media Interfaces.

Session Border Controller for Enterprise AVAYA

Dashboard . Media Interface: Avaya SBCE
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BackupRestore
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Gicbal Profiles Frov vt Moseeme
PPM Services
Domain PoSces
TLS Managermmrst
« [Gevice Speche Seings|
Netoork

Pricets_rmaz 72185 15000 - 40000 Edt Dwinie
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End Point Flows
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6.4.3 Signaling Interface
To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface.
e Select Add in the Signaling Interface area.
e Name: Private_sig.
e Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward IP Office).
e UDP Port: 5060.

e Click Finish.
Add Signaling Interface X

MName | Private_sig |
IP Address 172.16.5.71 v
TCP Port | |
Lesve blank to disable
UDP Port
Leave b E’nk fo disable |505CI |
TLS Port | |
Lesve blank to disable

TLS Profile MNone W

Enable Shared Control

Shared Control Port
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e Select Add in the Signaling Interface area.

e Name: Public_sig.

e Select IP Address: 192.168.157.189 (outside or public IP Address of the Avaya SBCE,
toward the Service Provider).

e UDP Port: 5060.
e Click Finish.

Add Signaling Interface X

Name [Public sig
IP Address 192.168.157.189 V|

TCP Port I

Leave blank 1o dsable

UDP Port [3066.—-‘

Leave blank to dsable

TLS Port [

Leave blank to dsable

TLS Profile None v
Enable Shared Control

Shared Control Port

| Finish |

The following screen capture shows the newly created Signaling Interfaces.
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PPM Services Aad
Domatin Poloes

TCP Pat  UOP Port TLS Pont

TLS Maragerent
.
Natwor Managamen
Media rtexface

Sigrating Interface e Ly

End Pant Flows
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6.4.4 End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

“‘CHl Server
D D Policy Group

“Cail Server”
<] Paicy Oroup

a
-
1P

“Trunk"Policy

S TNk Service Frovdor
./-
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The End-Point Flows define certain parameters that pertain to the signaling and media portions of a
call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, then the Server Flows tab. Click Add.

Name: SIP_Trunk_Flow.
Server Configuration: Service Provider.

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Public_sig.

Media Interface: Public_med.

End Point Policy Group: Service Provider.
Routing Profile: Route_to IPO (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider.
File Transfer Profile: None.

Signaling Manipulation Script: None.

e Click Finish.
Flow Name |SIP_TrunI-(_FIOw x |
Server Configuration
URI Group
Transport
Remote Subnet |* |
Received Interface
Signaling Interface
Media Interface
End Point Policy Group |Senrice Provider V|
Routing Profile [Route_ta_IPO v
Topology Hiding Profile
File Transfer Profile
Signaling Manipulation Script |Ncme v
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To create the call flow toward IP Office, click Add.
e Name: IP_Office_Flow.
e Server Configuration: IP Office.

e URI Group: *
e Transport: *

e Remote Subnet: *

e Received Interface: Public_sig.

e Signaling Interface: Private_sig.

e Media Interface: Private_med.

e End Point Policy Group: Enterprise.
e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).
e Topology Hiding Profile: IP Office.

e File Transfer Profile: None.

e Signaling Manipulation Script: None.

e Click Finish.

Edit Flow: IP_Office_Flow X

Flow Name [IP_Office_Flow |
Server Configuration IP Office W

URI Group

Transport

Remote Subnet |*

Received Interface

Signaling Interface

Media Interface

End Point Policy Group |Enlerprise V|
Routing Profile |F{crute_tq_SP V|
Topology Hiding Profile IP Office hd

File Transfer Profile

Signaling Manipulation Script |Ncme
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The following screen capture shows the newly created End Point Flows.
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7. Time Warner Cable SIP Trunking Configuration

To use Time Warner Cable Business Class SIP Trunking Service offering, a customer must request
the service from Time Warner Cable using the established sales processes. The process can be
started by contacting Time Warner Cable via the corporate web site at:
http://business.timewarnercable.com/support/overview.html or call 866-892-4249 and requesting
information.

Time Warner Cable is responsible for the configuration of the SIP Trunk Service. The customer will
need to provide the IP address used to reach the Avaya Session Border Controller for Enterprise at
the customer’s enterprise site.

Time Warner Cable will provide the customer the necessary information to configure the SIP trunk
connection, including:

e |P address of Time Warner Cable’s SIP Proxy server.

e SIP Trunk registration credentials.

e Supported codec’s and order of preference.

e DID numbers.
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8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

8.1 Verification Steps

The following steps may be used to verify the configuration:
e Verify that endpoints at the enterprise site can place calls to the PSTN.
e Verify that endpoints at the enterprise site can receive calls from the PSTN.
o Verify that users at the PSTN can end active calls to endpoints at the enterprise by hanging
up.
e Verify that endpoints at the enterprise can end active calls to PSTN users by hanging up.
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8.2 IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch the
application from Start - Programs - IP Office - System Status on the PC where Avaya IP
Office System Status is installed, log in with the proper credentials.

ES Avays 1P Office System Status

AVAYA

IP Office System Status

e Dffire

Logon

Control Unit TP Address:
Sarvices Base TCP Port:

Local IV Address:

172.16.5.60

80804

Automatbc

Passwordl:

W Auto recannact

M Secure connection

Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify that the
Current State is Idle for each channel (assuming no active calls at present time).

AVAYA IP Office System Status
"o R TN
- S Trusk Summary
l"'j Lrw Service Thatet nNiens
» wmm ey e
- e My ”
= Wrte of Advessizied Chrvehs b
] Tmter of Ohmerets 1 Une: a
Actrareewe oo Comgr eeser ST
Frable Fassty s on
Shewe Sucke e o
Vade trasv L
Layw $Panc: e
P Trus Owene Lowoses: Ui tnd -
P T Ohared Liceges sz 0 ‘ ”
2 Devce Featuren UPORTE (Jncowwyg ane Ourgong |
’ \? _!M;Vl.
2 e _:arn:::
3 e 3 dens 211
- e ldesh
3 e ‘IM\FI.
L) e Jdeye il
7 e Jdews 21
L] Me el
® e 30w 11
» e IM::._
tH e 3 deyn 21:
3 Me ldealy
19 e den
“ l& .Za'wll.
1 e 3 dheyn 221
» Me 3den
17 Me  “ldmslu
a2 k!l _:l_"ﬂ;l'
n e 3 ey 210
0 e 3 dewy 210
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e Select the Alarms tab and verify that no alarms are active on the SIP Line.

Status  Utilization Summary Alarms Registration

IP Office System Status

Last Date Of Error Occurrences

Alarms for Line: 17 SIP sip://172.16.5.71

Error Description
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8.3 IP Office Monitor

The IP Office Monitor application can be used to monitor and troubleshoot signaling messaging on
the SIP trunk. Launch the application from Start = Programs = IP Office = Monitor on the PC
where IP Office Manager was installed. Click the Select Unit icon on the taskbar and Select the IP
address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

All Settings — [
T1 | YPN | WAN | SCH | Jade |
a4TM | Cal | DTE | EConf | FameRelsy | GOD | H322 | Intedace |
IS0OM ] Ke_l,l.fLamp] Direch:ur_l,l] tedia ] PP ] RZ ] Houting] Semvices S_I,Istem]
Events
¥ Sip [vebose = ™ STUN [~ SIP Dect
||
|| "
[ 1
FPackets
i
|| [~ 5IP Reg/Opt Rx [~ SIF Misc Rx
1 [ SIP Reg/Opt Tx [ SIP Misc Tx
I
[~ SIPCallRx [~ Cm Motify Rx
I [~ SIPCall T [~ Crn Motify Tx
v Sip Bx IP Filter [nnm.nnn.nnn.nnn)
W Sip Tx |
"
Default .a.u‘ Clear All ‘ Tab Clear.&ll‘ Tab semu| Corad
S s ‘ Lazd Fle ‘ Load Partial File| &l ‘
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8.4 Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the Avaya SBCE.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Adminsirason [T Ivs.ud Dot
BackupRestore e D 94.43 AM €81 . P
System Maragement e "

Gicbal Parameters Aciapa o e Avaya SBCE

Gicbal Profiles Buss Dae Fii Sop 26 0514 I EDT 2014

PPM Servcos Lizwesm Statn o 0K

Domain Polces Agoregie Lcensing Overnges 0

TLS Mansgernen|
r—— Posk Learsing Omrage Court 1

A (poest )4 houns) irccierts (pand M boors)

Naos feund Avaya SBCE Servar ConSg Found But no sanr Tow mahed. Sending 500
Serenr Irtwesl Ermgr

Device Specfic Setangs

Avargn SECE Ng Server Firw Makched for Outgoeg Messags
Avagn SBCE No Server Flow Marched for Outgong Message

Avaya SBCE: Server Condig Found. Bt mo senver Sow matched, Sending 500
Sorewr Iremenai Ervor

Avmpn SBOE W Server Firw Mariched for ecameg Messags

The following screen shows the Alarm Viewer page.

Alarm Viewer AVAYA

lana]
[ Devees  SRTOIERY

EMS
~ 1D Datals S3ate Tura Dovxe
Avaya SBCE N2 alarms found for this davice
| Cloar Selected || Cisar All
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
AT o
BackapRosiore Symem Tare 123143 AM CST [ S
System Maragement ) AT e
W 630051543 Avaya SBC

Gicbal Parameters N m iz

(Gicbal Profiles Bubs Date FriSop 26 0514 D EOT 214

PPM Servwces Lizwrae Statn o CK

Domain Polces Agoregnis Lzensing Overngen 0

TLS Mansgernen|
Device Specfic Satangs

Posk Learging Ovsrags Coumt 1

Awrrm (poet )4 houn) irccierts (pand M boors)

Naos foeund Avaya SBCE Servar ConSg Found But no sanr Tow mahed. Sending 500
Serenr Irtwesl Ermgr

Avagn SECE Ng Server Farw Marched for Ovtgoeg Messags
Avagn SBCE No Server Flow Marched for Outgong Message

Avyn SBCE Serser Conig Found. Bt mo merver Sow matched, Sending 500
Soreer Ireeenai Ervor

Avapa SBCE Ko Server Fiow Maiches o lecameng Message

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Davice | All | Category | Authentcatan v l C‘eurVFlhn | Refrash Gonﬂrmnrﬂﬂvoﬂ

Drsplayng resuts 0 1o 0 ot ol 0

No incidents found
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Status: This screen provides SIP statistics, user registration information for Remote Workers, and
server status information.

troller for Enterprise

1atus
Dashboard Dashboard
L) it
BachgpyRestone Systens Time 125042 AM ST Refy EMS
Systern Management
Vrsan £ 3000- 184338 Avaya SBCE

Giohal Parameters

Gl Prosles Bud Dase FnSap 25 031423 EDT 2014

PPM Servces Livense Sute o 0K

Doman Poices Agarecate Licenseg Oerages 0

TLS Management
2 Poak Leonsng Overage Coumt. U

Ay (paed 24 e ke scinrtn (vt M o)

Norw bousd Avaya SBCE No Sarvw Flow Matched for Ougeng Message

Device Specifc Sethngs

Avayn SBCE Server Config Faund Bt no servet Sow matched, Sending 500
Sorver imdarmal Emoe

Avaya SBCE No Sorver Flow Matched for Dutgong Mesaape

Avaga SECE Seovw Config Found But nd sarver Bow st et Sending S00
Sacver hmormal Emor

Avaya SBCE No Servw Flow Matched S iscomng Message

Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
BackpRestore Symem Tame 123143 AM CS! ' EwS
System Maragement AT O
W 630051543 Avagn SBE

Gickal Parameters N ayn SBCL

Gicbal Profiles Buds Date Fii Sop 26 0514 I EDT 2014

PPM Servces Lizwmae Statn oCK

Domain Polces Agoregsie Lensing Overnges 0

TLSNM 7]
LS Manigtesy Posk Learging Osrage Count T

A (gt 24 houns) irccierts (pand M boors)

Neos found Avaya SBCE Servar ConSg Found But no sl Tow mahed. Sending 500
Serenr Irtwesl Ermor

Device Specfic Setangs

Avagn SECE N Server Fary Makched b Ortgorg Messags
Avagn SBCE No Server Flow Marched for Outgong Message

Avaya SBCE: Server Conlg Found But mo merver Sow matched, Sending 500
Sorewr Iremenai Errar

Avarpa SBCE Na Server Flrw Malches o lecameng Message
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The following screen shows the Diagnostics page.

As an example, ping tests can be executed from the Avaya SBCE to verify connectivity to the
Service Provider’s SIP proxy IP address.

Diagnostics AVAYA
TSN | FunDisgnostic | Png Tos | Application || Protocol
Avaya SBCE

Source Dence /1P | [edd] 192 168 157 189 v

Destination 1P 10101126

Ping
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >
Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Dashboard
Admnsiraton
BackupRestore
System Managoment
Global Paranwers
Giobal Profiles
PPM Servces

Doman Poloes

TLS Management

Medus imecface
Sgraling interface
End Pant Flows
Sasaion Flows

DMZ Seraces
TURN/STLN Seérvice
SNMP
Syslog Managemen
Advarsod Optors
 Fesnes]

Debuggrg

l Trace l

Do Learning

Session Border Controller for Enterprise

Trace: Avaya SBCE

ol [ oo | [Caphnis|

Kans Roady
Intriscn Arey ™
Local Adcreas A v
Remote Addase

“.*Purt iP_# Port

Pratocdl AV W
Maxrmum Numser of Packets 3 Captire 12000
Cagtura Flisnane Test_1.pesp
UArg The Teme 30 A0 Mg TACLAY w0 Oy & =

Shart Capture Clenr

AVAYA
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Session Border Controller for Enterprise AVAYA

Dashboard Trace: Avaya SBCE
Admmsirston

BackupRestors

U [ T
Systom Marsagement xes Call Trace || Fachat Captore \] apturos

Avays SBCE
Global Paramwetens Fehesh

Giobal Profiles e Noren Fin Size (hyten) Last Modihad

PPM Servces . a2 Futwuiry 12, 2015 11 ST 23 PM
230 % s

Domain Poloes 2

Meda imedace

Sigrating imerface
End Pant Flows
Session Flows

OMZ Serves
TURNISTUN Servce
SNMP
Sysiog Managemen|
Adtvanced Optors

| Troetieshootng

Debuggng

DoS Lesrning
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9. Conclusion

These Application Notes describe the configuration steps necessary for configuring Session
Initiation Protocol (SIP) Trunk Service for an enterprise solution consisting of Avaya IP Office
Release 9.1 and the Avaya Session Border Controller for Enterprise Rel. 6.3 to interoperate with
Time Warner Cable Business Class SIP Trunking Service.

Time Warner Cable Business Class SIP Trunking Service is a SIP-based Voice over IP solution for
customers ranging from small businesses to large enterprises. It provides a flexible, cost-saving
alternative to traditional hardwired telephony trunks.

Time Warner Cable Business Class SIP Trunking Service passed compliance testing with the
observations/limitations outlined in the scope of testing in Section 2.1 as well as under test results in
Section 2.2
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11. Appendix A: SigMa Script

The following Signaling Manipulation script was used in the configuration of the Avaya SBCE,
Section 6.2.6:

Title: Remove Remote Address
/I[Remove Remote-Address header in outbound INVITESs and 200 OK messages

within session "ALL"

{
act on message where %DIRECTION="OUTBOUND" and

%ENTRY_POINT="POST_ROUTING"

{
remove(%HEADERS["Remote-Address"][1]);

¥
k
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