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Abstract

These Application Notes describe the procedures for configuring Lombardi Teamworks with
Avaya Communications Process Manager (CPM) to provide a solution for Avaya
Communications Enabled Business Processes (CEBP). For these Application Notes, a sample
Avaya CEBP solution for processing fraudulent credit card transactions is presented.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Lombardi Teamworks with
Avaya Communications Process Manager (CPM) to provide a solution for Avaya
Communications Enabled Business Processes (CEBP). For these Application Notes, a sample
Avaya CEBP solution for processing fraudulent credit card transactions is presented.

Figure 1 illustrates the sample configuration utilized for these Application Notes.
Lombardi Teamworks is a Business Process Management (BPM) system that, when used in
conjunction with Avaya CPM, provides continuous closed-loop communications for Avaya
CEBP. Lombardi Teamworks manages the overall process, tasks, etc. and utilizes Avaya CPM
for continuous closed-loop communications. Lombardi Teamworks was installed [4] on a PC
with the Microsoft Windows Server 2003 R2 operating system (Host or Local PC). Additionally,
the Host PC also had the following installed:

e Oracle Database 10g Enterprise Edition

e Java® 2 Runtime Environnent, Standard Edition

e JBoss® Application Server

Avaya CPM is a Service-Oriented Architecture (SOA) based platform that exposes web services
to enable continuous, closed-loop communications. All Avaya CEBP communications are
continuous and “closed loop”, e.g., information about actions taken by users can be
communicated back to the originating system that triggers an event, affecting the business
process in real-time. Once an action is set in motion, Avaya CEBP helps assure that the business
process keeps moving toward resolution. Refer to [1] and [2] for required/optional
hardware/software components regarding Avaya CPM deployments.

For this sample configuration, Avaya CPM was comprised of a server hosting the Avaya CPM
software application, Avaya SIP Enablement Services, Avaya Meeting Exchange Express
Edition (Meeting Exchange), Avaya Voice Portal and Nuance RealSpeak. The Avaya Voice
Portal VPMS and MPP components were configured on one physical server. Avaya CPM
provided notification for fraudulent credit card transactions to users, where a user has an account
defined on Avaya CPM.
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Avaya Communications Process Manager

Avaya Communications
Process Manager

Avaya SIP Enablement

Avaya Meeting Exchange
Express Edition MPP .177
VPMS 177

Avaya Voice Portal

MNuance RealSpeak

Services

135.8.139.0/24

— ey 10

IP Network

Telephone for user defined on
Avaya Communications Process Manager

Phone Number: sip:30007@cebp-avaya.com

Host PC with the following software installed:
Microsoft Windows Server 2003 R2
Lombardi Teamworks - £€.0 SP1
Oracle Database 10g Enterprise Edition
Java® 2 Runtime Environment, Standard Edition
JBoss® Application Server

Figure 1: Sample Configuration
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2. Equipment and Software Validated

The following equipment and software versions were used for this sample configuration:

Equipment Software Version
Host PC - Microsoft Windows Server 2003 R2
e Lombardi Teamworks - 6.0 SP1 6.0.1
e Oracle Database 10g Enterprise Edition 10.2.0.1.0
e Java® 2 Runtime Environnent, Standard Edition | build 1.5.0_14-b03
e JBoss® Application Server 4.0.5
Avaya Communications Process Manager - 2.1
e Avaya Communications Process Manager cpm 2.1.53
e Avaya SIP Enablement Services 4.0-04.0.033.6
e Avaya Meeting Exchange Express Edition 2.5.60.0
e Avaya Voice Portal 4.0.0.0.2901
e Nuance RealSpeak 4.0.10

Table 1: Equipment and Software Versions

3. Avaya Communications Process Manager Configuration

This section describes the configuration utilized by Avaya CPM to interoperate with Lombardi
Teamworks. For this sample configuration, it is assumed that Avaya CPM is provisioned to
communicate with Avaya communication resources, e.g., Avaya Voice Portal, Avaya Meeting
Exchange and Avaya SIP Enablement Services. Refer to [1] and [2] for additional information
regarding the administration of Avaya CPM. Avaya CPM has two user interfaces:

e Web Portal - A web-based thin client that lets users manage their account, e.g., provision
contact rules so their notifications are based on their preferences and availability. For this
sample configuration, the Web Portal interface was used to invoke web services [2] to
both users and transient users. The Web Portal is accessed over a secure connection by
entering https://<Avaya CPM IP Address or Fully Qualified Domain Name
(FQDN)> into a web browser’s Uniform Resource Locator (URL) bar.

e Operations Administration and Maintenance (OAM) - A web-based thin client user
interface that lets a system administrator configure Avaya CPM with connectivity to
Avaya communication resources. The OAM interface also provides access to system
status, statistics, licenses, security certificates, logs, and alarms. For this sample
configuration, the OAM interface was used to provision Avaya CPM for dial-in services.
The OAM interface is accessed over a secure connection by entering https://<Avaya
CPM IP Address or FQDN>/admin into a web browser’s URL bar.

Note: Some features described in these Application Notes require licensing. If a required feature
is not enabled or there is insufficient capacity, contact an authorized Avaya account
representative to make the appropriate changes.
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3.1. Verify Avaya Communications Process Manager

This section describes the steps for verifying a user account that has been provisioned on Avaya
CPM. It is assumed this account is operational and has an associated telephone configured.

Step | Description

3.1.1| From the Avaya CPM OAM interface, open a user account as follows:

e Click Account =» Account Information.

e From the Account Information page, Note the Handle and User Password [Not
Shown, 30007] fields respectively. This user should also have a Phone Number
provisioned.

Communications Process
AVAYA Manager Account

Account Information @

Account Home

Elﬁli UserPassword: = TTTEEEREssssssssssEess

Administrator: Yes

Lﬁtj CPM User: Yes

Handle: denny

1z Number: 30007
Edt| Display Namu:
EMJ First Namu: e Jenemy

fenar— Edt| *Last Name: Johnson
Flﬁt’

*Common Name(s): Jenmy

"‘“‘"':e’ 51?*“""‘“"\' Edit| Phone Number: sip: 30007((eebp-avaya.com

nﬁt] Moblle Phone Number:

ﬁ! Fax Number:
Ed] pa.
(Edt] Flec

ﬂj Titte:

Edit| Title:

Edit| Affillation: Employes

Ldit] Managar:

Ldit] State:
Edit| Postal Code:
Edit] Languarge: US Enghsh

Edit| Time Zone: Amenca/New_York

Applications
Edit| Advisury Service: Yes

Edit| Click To Find Service: Yes

bdit| motification And Response Sarvice: Yes

Ldit] motify and Conference Service: Yes
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4. Lombardi Teamworks Configuration

This section describes the configuration for enabling Lombardi Teamworks to interoperate with
Avaya CPM. The configuration in this section assumes that Lombardi Teamworks is installed
and has network connectivity with Avaya CPM. Refer to Appendix B for information regarding
installation requirements for Lombardi Teamworks. Refer to [4] for information regarding the
administration of Lombardi Teamworks.

4.1. Install Avaya Specific System Components

This section describes the steps for installing Avaya specific system components via graphical
user interface provided in the Authoring Environment. These components will enable processes
for processing fraudulent credit card transactions.

Step | Description

4.1.1| Repeat the steps in Appendix B3 to install Avaya specific system components. Contact an
authorized Avaya account representative to obtain the Avaya settings file.
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4.2. Web Services Description Language and XML Schema

This section describes the steps to account for the directory where the Web Services Description
Language (WSDL) and XML schema files are located on the Host PC. These files are utilized by
the Avaya Specific Components installed in Section 4.1. Contact an authorized Avaya account
representative to obtain theses files.

Step

Description

421

Copy the WSDL and XML schema files to a directory on the Host PC. For this sample
configuration, the files were copied to: C:\Temp. The directory where the files are copied must
match the directory denoted by the schemal ocation variable in the files.
e Open the NotificationAndResponseService.xsd file with a text editor to verify the
setting for the schemalL ocation variable.
o0 If the root directory where the WSDL files were copied is not equal to the
schemalocation variable, edit the schemalocation variable appropriately and
save the changes.

<?xml version="1.0" encoding="UTF-8"?>
<I--
Definition of the common types that are used in various Diamond Services.
-—>
<xsd:schema
targetNamespace=""http://xml _avaya.com/diamond/schema/2007/07/NotificationAndResponse
Service"
xmIns="http://www.w3.0rg/2001/XMLSchema*
xmIns:externalcommon="http://xml .avaya.com/diamond/schema/2007/07/external -
common**

xmIns:nrsSchema=""http://xml _.avaya.com/diamond/schema/2007/07/Noti ficationAndResponse
Service"

xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema"

elementFormDefault="qualified">

<I-- minor_version=1 -->
<xsd: import namespace="http://xml_.avaya.com/diamond/schema/2007/07/external-

common**
schemalLocation="File:///C:/Temp/cpmwsdl/services/external-common.xsd"/>

4.2.2

Repeat Step 4.2.1 for the following files:
¢ NotificationAndResponseService.wsdl
e SessionldGenerator.wsdl
e AdvisoryService.xsd
e AdvisoryService.wsdl
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4.3. Modify Avaya Specific Components

This section describes the steps to modify the Avaya Specific Components installed in Section
4.1. These steps enable Avaya CPM to process fraudulent credit card transactions delivered from
Lombardi Teamworks.

Step

Description

43.1

From the Authoring Environment, verify the configuration as follows:
e If the Process Server is not initialized, start the Process Server (see Appendix C).
e Start the Authoring Environment and then log on to Lombardi Teamworks as an

administrative user [1]

e From the Library tab, select TeamWorks =» Demo Processes = Integration
Services = Resources = av Get Notification Status Auth.

o Verify the wsdlUrl parameter for the av Get Notification Status Auth resource
corresponds to the root directory (c:/Temp) where the WSDL and XML schema files
were copied (see Section 4.2).

Note: If modifications are necessary, right-click on the resource name (av Get Notification
Status Auth) and select Check Out. Save changes by selecting File = Save from the
Authoring Environment main menu. Then right-click on the resource name and select Check

In.

# Library - av Get Notification Status Auth - Teamworks &

File Edit Mawigate Search Project Window Help
oifei i

[ 2! Process Inspector 42| Service Modeler

+ = Process Modeler

= Teamworks Library 2 ‘ )

-+, gL = i e
e 0 M — ——
& = E

E 24 tw_admin on jnp:/flocalhost: 1100 [Connected]
E-(= Teamworks
(= Avaya Integration kit
(= Dema Process
[#-[= BPD Services
=+ Integration Services
- (= Resaurces
{742 v Get Notification Status Auth
v Send Notification Auth
¥ wSessinnldGenerator
-0 avSessionldGenerstorConneckar
av Gt Status

& Send Motification
2| avsessionldGenerator
- Organization
-2 Setup
- variable Types
-8 avZonfiguration
+ 2 Fraud Response Process

(= L5 54 Tools
B[ Sandbox
B[ System

0 outline 52 lwhere Used | Audit Tral\i

An outline is not available.

Integration Definition

~ Common

Mame: av Get Mokification Status Auth

Modified; tye_admin (April 3, 200 4:38:02 PM PDT)

Dacumentation:

~ Parameters

B & Root

= = Input

= wsdlUr]

serviceNamespace
serviceMame
destinationAddress
reqgueskiml
= soaphction
= Username

=
-
=
5

= password
= = Qutput

Ei

= Details

The Integration Definition defines the run-time arguments for a
Connector, An Integration Definition is called from a Service by
the Integration Poink component,

< 30AP Message Connector With Basic futhenti
If necessary, you can Refresh the connector parameters.

Connectar:

‘fou can Test this Inkegration Definition,

~ Parameter Details

wsdlrl
file:// /4

Description:

Value: Ao cprwsdl/ ser 2|

(= Return value < | [ ]
1 Properties &2 [E o ¥ &0 ‘
] e
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Step

Description

4.3.2

Verify the username parameter corresponds to the user configured on Avaya CPM (see
Section 3.1).

Note: If modifications are necessary, right-click on the resource name (av Get Notification
Status Auth) and select Check Out. Save changes by selecting File = Save from the
Authoring Environment main menu. Then right-click on the resource name and select Check
In.

» Library - a¥ Get Notification Status Auth - Teamworks 6 | _ (O] x|
File Edit Mavigate Search Project ‘window Help
J = J a | . | 7 - ¥ =
=1 lei—' Process Inspectar 42| Service Modeler  + C Pracess Maodeler
. Tearworks Library 3@1 ol = = dam | .. Ficatio S
El & tw_admin on jnp:fflocalhost: 1100 [Connected] . —_—
(= TeamWarks Integration Definition @

(= Avaya Integration Kit

El-(= Demo Process ~ Common ~ Details
-2 BPD Services Marme! av Get Motification Status Auth The Inkegration Definition defines the run-time arguments For a
i 2 1 Connector, An Integration Definition is called from a Service by
B g g&g;:t;z::;rwces Modified: tw_admin {April 9, 2005 4:38:02 PM PDT) the Inkegration Point component.
o av Get Matification Status Auth Bosispges =] Connector:  -IF SOAP Message Connector With Basic Authenti

If necessary, vou can Refresh the connector parameters,
‘ou can Test this Integration Definition.

* av 5end Motification Auth

* avSessionldGenerator
avsessionldGener storConnector
av Get Status

av Send Motification
av3essionldGenerator

[#- (= Organization

[H-[= Setup

[#-[= Yariable Types ll
.. avConfiguration

- ~ Parameters + Parameter Details
% _ Fraud Response Process

14%) Motify Customer Yia Yoice = & Root Description: | USErname
[Fl-{= L5W 54 Tools B = Input Jenn 7y
B2 value: ¥
(= Sandbox = wsdlUrl
[ System %) serviceNamespace
= 1 = = serviceMame
= Outline 2 | where Used | Audit Tra|I| |
G | %) destinationAddress
An outline is not available, =) requestyml i
= soaphickion
B username
=) password
Bl (% oukput -
(& Return value X 3|
[ Properties 53 } B e =5 8l E|
- ]
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Step

Description

4.3.3

Verify the password parameter corresponds to a user account provisioned on Avaya CPM. For
this sample configuration, the user account displayed in Step 3.1.1 was utilized.

Note: If modifications are necessary, right-click on the resource name (av Get Notification
Status Auth) and select Check Out. Save changes by selecting File = Save from the
Authoring Environment main menu. Then right-click on the resource name and select Check
In.

» Library - av Get Notification Status Auth - Teamworks 6

File Edit Mavigate Search Project Window Help
(o ma L]

= LQ—I Process Inspector

|&* Service Modeler  + Z Process Modeler

= Teamworks Library 23] e m s s e

El &4 tw_admin on jnp:fflocalhost: 1100 [Connected]
== Teamiorks
[ (2= Awava Inkegration Kit
B [ Demo Praocess
N (= BPD Services
El[= Integration Services
= Resources

Integration Definition

+ Common
Mame: av Get Motification Status Auth

Modified:

bw_admin (April 9, 2008 4:35:02 PM PDT)

+ Details

The Integration Definition defines the run-time arguments For a
Connector. An Integration Definition is called from a Service by

the Integration Point component.

-@Hm-

2 Connectar: A0 SOAP Message Connector With Basic Authenti
He Get Motification Status Auth § =
a: S:nd :Ult‘"c:i;?;n .:u:; - Documentation: _I TF necessary, you can Refresh the connector parameters,
vSessionldGeneratar You can Test this Integration Definition.
T avsessionldGeneratorConnector
v Get Status
v Send Motification
vSessionldEenerator
B> Organization
B[ Setup
B[ Variable Types ;I
9 avConfiguration -
~ Parameters ~ Parameter Details
Fraud Response Process
2| Matify Custamer Yia Yaice Bl & Root Descripkion: password
([ LSW 54 Tools =] = Input 0007 =
[ Sandbosx = wsdlUrl Yl i
-2 System = serviceMamespace
= = = serviceMame
o= Qutling & lWhere Used|.f\udit Tra\l| | 8 destinationaddress
An outling is not available, =) request¥ml 3
=0 soapAction
=) USErnanne
= (= output -
‘= Return value ﬂ ¥
E Properties 22 I R ¥ e Eli
=5 ]
4.3.4| Repeat the Steps 4.3.1 - 4.3.3 for the av Send Notification Auth resource.
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Step

Description

435

From the Library tab, select TeamWorks =» Demo Processes = Integration Services =»
Resources = avSessionldGeneratorConnector.
e Verify the WSDL URI entry corresponds to the root directory (c:/Temp) where the
WSDL and XML schema files were copied (see Section 4.2).

e Verify the Endpoint Address URL entry corresponds to the IP address or FQDN of
Avaya CPM. Note port 9090 is used and must be open on Avaya CPM (see Step 6.2).

For this sample

configuration, the following value was entered:

http://135.8.139.192:9090/SOAPRouter/services/SessionldGeneratorHttpPort.
e Verify the Username and Password parameters correspond to the user configured on
Avaya CPM (see Section 3.1).

Note: If modifications are necessary, right-click on the resource name
(avSessionldGeneratorConnector) and select Check Out. Save changes by selecting File =
Save from the Authoring Environment main menu. Then right-click on the resource name and

select Check In.

P Library - avSessionIldGeneratorConnector - Teamworks 6
Ele Edit MNavigate Search Project Window Help

[ s 2]

a1 lEZij Process Inspector | & Service Modeler

- -

« = Process Modeler IVJ Library I

2. Teamworks Library E2 1 o o | = t"‘; = O || av et Hatification Status Auth | -+ av Send Motification Auth
Bl (= Teamiorks a| .
B Avaya Inteqgration kit Web Service Connector
Demo Process
= BPD Jervices ~ Commaon ~ Usage
% Integration Services Mame: avSession]dGeneratorConnector This is the YWeb Service Connector, This connector is used to
Resources . connect ko SOAP-based web services that provide business
T Madified: tw_admin (April 10, 2005 1:08:53 PM FDT) Functionality.
¢ aw Get Notification Status Auth
i e - av Send Natification Auth Documentation: ;I
¢ avSessionldGenerator
< avSessionldGeneratarCannectar =
et Status
Send Matification = Discovery
| avSessionldGenerator m —— - = ] | 5 ‘ | 7 | | z o
-G Organization WSDL URL: ile: ARy cprvwsdl fservices  SessionldGenerator wsc FOSE. . it Iscover enerate Types...
22 avCsR Protected WaDL: |
22 avMgr Username [
B8 setup Password: I
=¥ av Demo Setup
% Yariable Types = SessionldGenerator
- avCorfiguration [=] SessionldGeneratorHttpPort
= Fraud Response Process EoraiEli:
¥ Motify Customer Yia Yoice
£ I = Paramelers = Parameter Details
-2 sandbox ;I
i T = E & Root webService Parameter Name:
o= Outline I3 | where Used | Audit Trail g B Iriput
el webService Type:
An outline is not available, = (= Output
& sessionld Teamworks Parameter Nams; I
Default Value; —1 _
=
il ;I_‘
- Runtime ~ WS Security
Endpoint Address URL: Ihttp:p’,l’135‘5‘ 139, 192:9090fSOAPRUutEI Authentication; HTTP Authentice 'I
Username: ‘ Jenm
Password: | R
Client certificate alias: lﬁ _‘_]
= Properties &2 | £ ~ & 8 |
= ]
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Description

4.3.6

From the Library tab, select TeamWorks =» Demo Processes = avConfiguration.
e Verify the Exposed Process Value variable is configured. For this sample
configuration, it was set to avayaServer.
Verify the Default Value and Current Value entries correspond to the IP address or
FQDN of Avaya CPM. Note port 9090 is used and must be open on Avaya CPM (see

Step 6.2). For this sample configuration, the following value for the Default VValue was
entered:

http:// 135.8.139.192:9090/SOAPRouter/services/NotifyAndRespondService.

Note: If modifications are necessary, right-click on the resource name (avConfiguration) and
select Check Out. Save changes by selecting File = Save from the Authoring Environment
main menu. Then right-click on the resource name and select Check In.

P Library - avConfiguration - Teamworks 6

=] B3
File Edit Mavigate Search Project Window Help
Ifj. J;].| =i
T ©'Process Inspector 2] Service Modeler  + - Pracess Modeler I\) Library I
i . & & = = Al i A =
2 Teanworks Library 52 et el 3 av Get Matification Status Auth i av Send Notification Auth <} avSessionldGeneratorConnectar
=1 &4 tw_admin on jnpe [flocalhost: 1100 [Connecked]
B & Teamorks Exposed Process Value
Bl (= fwvaya Integration Kit =
=1 Dema Process ~ Common + Details
B BPD Services Mame: avConfiguration Feedback E-mail Contact: |
% Integration Services i i
B tw_admin (April 11, 200 1:58:02 PM PDT,
o e Modified: 43 (april 11, ] External Destrintion: configuration parameters =]
setup Documentation: El
Variable Types
2 awConfiguration
= Fraud Response Process
“| Motify Cuskomer Yia Yoice Ll L‘
B T = =
EH 5 LS 56 Tools ~ Exposed Process Value Variables ~ Yariable Details
(= Sandbox
B (= System @ avayaServer (String) Add External Name: avayaserver
1
Wariable Mame: avayaderver
Remave |
= T SR avayaServer =
S: Outline 3 ]Where Used | Audit Trail | = | External Description: b
An outline is not available.
Default Yalue: ¥SOAPROUL
Cuirrent Yake: hitp:|/135.5, 139, 192:3090/504PRouter,
In-Progress Tasks Use New Values:
Wariable Type: A String

= Properties £2

&

vﬂﬁl
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4.4. Configure Process Server

This section describes the steps for configuring Lombardi Teamworks Exposed Process Values
(EPVs) via the Lombardi Teamworks Process Server Console. The Process Server Console is
made up of the following major areas, parts of which may not be accessible to a user depending
on specified user permissions:

e User Organization

e Teamworks Maintenance
e Administrative Tools

e Security.

Step | Description

4.4.1| To enable Lombardi Teamworks to communicate with Avaya CPM, provision Avaya CPM as
an EVP as follows:
o Verify that the process and performance servers are started (see Appendix C).
e Open a standard web browser and enter http://<Lombardi Teamworks IP Address or
FQDN>:8081/teamworks into the web browser’s URL bar.
e Log in to the Process Server Console with administrative privileges.
From the Process Server Console, select TW Console =» Teamworks Admin =
Admin Tools =» Manage EPVs.

e From the Manage Exposed Process Values page, select avConfiguration from the
drop-down list for the Name field.

TéméuﬁTW #rks 6 Admin

& TW Console
‘Welcome

Manage Exposed Process Values

‘User Preferences Exposed Process Values Feedback: &=

i ‘Change Password
= s Teamworks Admin

Mame | Select EPY

£ gUser Organization
= fig TW Maintenance
=gz Admin Tools
‘Wiew TW Logs
‘Folder temn Security
‘Manage Caches
‘Cleanup LHility
‘TW Web Services
‘Manage EPVs
Instrumentation Monitor
£ g Event Manager
= s Performance Server
‘Send Definitions
= fimSecurity
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Step | Description
4.4.2 | From the Manage Exposed Process Values page, click the entry for avayaServer in the
Variable List.
. Weloome, tv_adimin Lag ot
Teamwerks 6 Admin
&-TW Con=sole
i Manage Exposed Process Values
‘User Preferences Exposed Process Values Feedback: [
‘Change Password
= & Teamworks Admin Name T, > i
e figUser Organization
& i TW Maintenance Description configuration parameters
== Admin Tools
‘Wiew TW Logs
‘Folder itemn Security
Manage Caches
Cleanup Utility Variable Hame Description Current Value
TWWeb Services I avayaserver SvaEYAZErver ity 1535621 . 204: 9090 =0 APRouter izervicesMotify AndRespondService I
‘Manage EPVs
Anstrumentation Monitor
&= fmEvent Manager
& gz Performance Server
‘Send Definitions
=1 figSecurity
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Step | Description
4.4.3| From the Manage Exposed Process Values page, click New.
. Wiglcome, tw_sdmin
Teamwe#rks 6 Admin
&= TWC |
,mh::?:e Manage Exposed Process Values
‘User Preferences Exposed Process Values Feedback: (]
‘Change Password
ELilcumworke ﬁ_dmi_n Mzime | avConfiguration v|
ex fgUser Organization
£x- i TW Maintenance Description configuration parameters
== Admin Tools
‘Wiew TW Logs
‘Folder kem Security
‘Manage Caches Variable List
‘Cleanup Utility Variable Hame Description Current Value
TWWeb Services avayaserver avayaserver hittp: i 35.8.21 204:9090/0 APRouterizervicesMatifyAndRespondZervice
‘Manage EPV's
Anstrumentation Monitor Schedule Change / View Details
2 figEvent Manager Effective Date Value Modified By [::::med
= gz Performance Server =
*Send Definitions
5 i@ Security
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Step

Description

444

From the Exposed Process Value page, provision as displayed.

e Enter the URL of Avaya CPM as displayed. For this sample configuration the URL
must include: 9090/SOAPRouter/services/NotifyAndRespondService as defined by
Step 4.3.6.

e Enter a time greater than the default entry for the Schedule to interval field. Using the
default setting for the time will result in an error (see Step 6.1). For this sample
configuration, the Schedule to interval field was provisioned for two minutes greater
than the current time.

e Click OK.

23 http:#/135.8.139.233:B0B1 - Exposed Process Value - Microsoft Internet Explorer |;“E|[z|

Exposed Process Value

Yariable name: avayaserver
Reason:

Walle: hittp:/4135.8.139.192:9090/5 0APR outer/services/ M atifwbndR espondS ervice
Schedule to interval: | 047072008 |=(l14:40:02

l F. i [ Cancel

@ Done & Internst
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Step | Description
4.4.5| From the Manage Exposed Process Values page, verify entry is successfully added under
Schedule Change / View Details.
I .
Lombardi 2 -
Teamwerks 6 Admin
| B=TWC ||
I _ml:::'::e Manage Exposed Process Values
‘User Preferences Exposed Process Values for: Feedback: [
j ‘Change Password
= s Teamworks ‘“f’mi_" Mame avConfiguration
£ fmli=er Orgenigtiosn Description configuration parameters
= g TW Maintenance :
= gz Admin Tools
‘Wiew TW Logs
older ltem Security Variahle List
‘Manage Caches Variable Hame Description  Current Value
i ‘Cleanup LHility avayaseryer avayaserver ity 1355 .21 .204: 9090050 APRouterizervicesMatify AndRespondService
. TWWeb Services
~“Manage EPVs Schedule Change / View Details
‘Instrumentation Monitor Effective val Modified  Modified
Rt Date LS By Date
i . S DI hittp: 41 35 5139 1 92: 3090050 APRouter icesMaotifyAncdR dServi t clmii e 2O
: = gPerformince Server 14:40:02 43 . X I OUIENSErYICES MY ANQRESRONOSErVICE Y _Acmin 14:39:43
~-Send Definitions Mew [
= fmSecurity
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Step | Description

4.4.6 | Verify the change to the MPV is successful as follows:
¢ Following the time when the EPV was scheduled to update, refresh to the Manage
Exposed Process Values page.
o Verify the entry for the avayaServer has been updated.

=) Wielcome, tw_admin
Teamwerks6 Admin

& TW Console
Welcome

Manage Exposed Process Values

‘User Preferences Exposed Process Values Feedback: [
‘Change Password

= s Teamworks Admin
e jgUser Organization

Mame | avConfiguration >

£ g TW Maintenance Description configuration parameters
=gz Admin Tools
‘View TW Logs
‘Folder temn Security

Variable List

‘Manage Caches
‘Cleanup Utility Variable Hame Description Current Value
TW Weh Services I avayaServer avayaServer kbt 1358139 192: 309050 APRouter iservicesMotify AndRespondService I

‘Manage EPV's
Instrumentation Monitor

&1 jgEvent Manager

= gz Performance Server

‘Send Definitions
= imSecurity
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Step | Description

4.4.7 | To enable a user to start a process or a service from the Favorites list, provision Portal
Favorites as follows:
e From the Process Server Console, select TW Console =» Teamworks Admin = TW
Maintenance =» Manage Portal Favorites.
e From the Manage Portal Favorites page:
0 Select avCSR (Automatically created for Participant with 1d:3) from the
drop-down list for the User Roles field.
o Select Process from the drop-down list for the Available field.
0 Select Fraud Response Process and click Add>.

_adminz ) - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help | :;r
Qback - &Y - ¢ 2] @ | - Search 7 Favorites {ﬂ| - B
Address I@ http:f§135.8,139,233: 8081 freamworks/cs_main. lsw j Go | Lirks >

Wiglcome, Ty _acdmin Log Off =
Lonsherd ) (e .
Teamwsrks6 Admin Lombar
& TW Console 3 . T -
Maintain Portal Favorites
‘Welcome
‘User Preferences User Roles
Change Password | avCSR [Automatically created for Participant wit - |
= & Teamworks Admin Available
£3- @mVUser Organization | Frocess ;l

User Role Favorites
Fraud Rezponse Process 2008-02-07 15:20:37 [Fraud Responze Proces

=i TW Maintenance

‘Maintain Calendars

Send 5L4 Vialation Ermnail
Maintain Portal Favorites

£3 fimAdmin Tools

2 fmSecurity
< Remove |

pdate |

Favorite Hame

Effective From (¥YYY-MM-DD HH:MM:55)

Description

Edit Parameters |

Maintain Portal Favorites

This will allovee wou to Create, Delete and Update the Favorites displayed to members of & Role:

e Select the Role from the drop down list.

® Toadd 3 Process or Activity to Favaorites - Select the Activity onthe left, then press "Add”.

® Todelete s Process or Activity as a Favorite - Select the Activity on the right, then press "Remowve".

& Tochange the name dizplayed as the Favorite - Select the Activity on the right, and then enter the neve name as the Favorite Description.

Press "Update".

& Todefine parameters required for the Favaorite - Select the Sctivity on the right and press "Edit Favorite Parameters”. Enter the parameters or
the new page. _I

[&]pone [ B [enter:
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Step | Description

4.4.8| Click Update.

eamworks Console (tw_adm Microsoft Internet Explorer
Fle Edit Wew Favorites Tools  Help | ,l:
Qeack - &3 - [x] & | ) search ¢ Favorites 21 | (= i

Address [&] http://135.5.139.233:8081 tesmmorksjcs_main.lsw ~l Be |tinks >

Teamwerks 6 Admin Lémbardi

£ TW Console
‘Welcome

Maintain Portal Favorites

‘User Preferences User Roles

‘Change Password | avCSH [Automatically created for Participant wit_~ |
= & Teamworks Admin Auvailable
£3- gmVser Organization | Process ;l

= TW Maintenance Available Processes User Role Favorites

Fraud Rezponze Process
Send 5La4 Vialation Ermail

‘Maintain Calendars
Maintain Portal Favorites

i figAdmin Tools

£ fimSecurity Add s |

=

Favorite Hame

|Fraud Responze Process

Effective From (YYYY-MM-DD HH:MM:55)
|2DDB-D2-D? 15:20:37

Description
IFraud Rezponze Process 2008-02-07 15:20:37 [Fraud Responze Process

Edit Parameters |

Maintain Portal Favorites

Thiz weill allowy youto Create, Delete and Update the Favaorites displayved to members of & Role:

® Select the Role from the drop dowwn list.

# Toadd a Process or Activity to Favorites - Select the Activity on the left, then press "Add".

® Todelete  Process or Activity a5 a Favorite - Select the Sctivity on the right, then press "Remove".

# To change the name displayved as the Favarite - Select the Activity on the right, and then erter the nesw name as the Favorite Description.

Press "Update".

® Todefing parameters required for the Favarite - Select the Activity on the right and press "Edit Favaorite Parameters". Enter the parameters or
the new page. ﬂ

[@loone T —
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Step

Description

4.4.9

Add Internal Users on Lombardi Teamworks as follows:
e From the Process Server Console, select TW Console = Teamworks Admin =»
Security =» Teamworks Provider = Maintain Internal Users.

e From the Manage Internal Users page:
0 Enter a descriptive name in the User Name field.
0 Enter a descriptive name in the Full Name field.
o0 Enter a password in the Password and Confirm Password fields respectively.
o Click Add.

3 Teamworks Console {tw_admin <tw_admin> ) - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | :;r
QBack - 3 - [%] (2] N | ) Search -7 Favorites 441 | (-t B
Address I@ http:ff135,8,139,233:805 1 freamworks cs_main Jsw j Go | Links **

Wiglcome, tey_admin Log Off

Teamwerks6 Admin Lombardi
&= TW Console -

Maintain Internal Users
‘Welcome

‘User Preferences Retrieve Profile

‘Change Password I Retrieve |
B = Teamworks Admin

£ fmUser Organization Internal T orks Users

Internal Teamworks User Details

£ fig TW Maintenance User Hame Itwuser1 I
£x figAdmin Tools Full Hame | [ 1
- g Security 5 = ¥
=gz Teamworks Provider I—I
e Confirm Password I ooooooo I
‘Maintain Internal Users
‘Maintain Groups Last Login |
‘Group Membership Disable User [m]

[elete | Add pdate Clear

in Internal T ks Users
Thiz weill allowy youto Create, Delete and Update Users within Teamworks:
# Retrieve Profile -Enter a string to identify the user names to be displayed, then press "Retrieve”.
& Tocreste s User - Erter the details on the right, then press "Add".
= Todelete & User - Select the User on the left, then press "Delete".
& Toupdate a User - Select the User on left, alter the details on the right, press "Update”.
If wou make any changes on thiz screen you must use the Manage Caches screen to update the UserCache before the changes will take effect LI

i€ [ [ & nemt 4

4.4.10

Repeat Step 4.4.9 to add two additional users configured as follows:
e User Name field: twuser2, Full Name field: twuser2, Password field: twuser2.
e User Name field: twuser3, Full Name field: twuser3, Password field: twuser3.
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4.5. Add Users to Avaya Specific Components

This section describes the steps to add the users to the Avaya Specific Components installed in

Section 4.1 and modified in Section 4.3.

Step | Description

Organization = avCSR.

= Library - avyCSR - Teamworks 6

4.5.1| From the Authoring Environment, add the users created in Steps 4.4.9 - 4.4.10 as follows:
e From the Teamworks Library, select TeamWorks =» Demo Processes =

Right-click on the resource name (avCSR) and select Check Out.
Select the users created in Steps 4.4.9 - 4.4.10 and click Add>.

Save changes by selecting File = Save from the Authoring Environment main menu.
Right-click on avCSR and select Check In.

M= E3
File Edit Mavigate Sesrch Project Windaw Help
o m e s
FY O Process Inspector (42 Sarvics Modslsr  + 2 Process Madsler | 5 ) Library
&) Teamworks Library &4 | @n|lOs =0 =im|
= EJ bw_admin on jnpi/flocalhost: 1100 [Connected] -
& Teamorks Participant Group &8
(= fwaya Inkegration Kit 7 a
B Demo Process ~ Common ~ Display Properties
B (= BPD Services Name: avCSR Image Url: |
- 5 Integration Services Modified: bur_adrmin {Janusry 100, 2008 6:01:16 PM PST)
| Bl = Organization Image:
H 28 - = 3 o
Ll Documentation: B = Simulation Properties
Lo s
B Setup Capacity: Lse Estimated Capacity - 2
| B Variable Types Avalabilivy: [
avConfiguration S . I
Fraud Response Process ks
22 Motify Customer Wia Yoice =l CostperHour:  [10.00
LSW 54 Tools
(= Sandbox ~ Definition
B System Seleck: IUsers ;j
= = Search Members
BE utine 2 | Where Lsed | Audt Trai | =)
[ Tovaser]
An outlin is not available, twuser?
ul_admin twuser3
tw_author
twi_porkal_sdmin
tw_transfer
:
v wwehservice
] Properties sz} e Y &0
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5. Verification Steps

The following steps were used to verify the administrative steps presented in these Application
Notes and are applicable for similar configurations in the field.

Step | Description

5.1
Teamworks as follows:

e From the Teamworks Library, select avSessionldGenerator.
e Click Test.

From the Authoring Environment, verify connectivity between Avaya CPM and Lombardi

= Library - avSessionIdGenerator - Teamworks 6

Eile  Edit Mavigste Search Project Windas Help

[ s e e e

= l_é‘ Process Inspector !E?'i Service Modeler  + - Process Modeler
% Teamworks Library 23 |

| -
& o g

I [=] 3

= &4 tw_admin on jnpifflocalhost: 1100 [Connected]

= TeamWoarks Integration Definition
B-(= fwaya Inkearation Kit
[=1+(=> Dema Process

[ (= BPD Services

~ Common ~ Details

Nae! avSessionldGenerator

e

[l (2 Inkegration Services
El= Resources
{7 g Get Matification Status Auth
% av Send Natification Auth
= avSessionldGenerator
-0b avsessionldizeneratorConnector
Get Skatus
Send Notification
12 avsessionldGeneratar

Madified: bw_admin (January 10, 2008 4:16:38 PM PST)

The Integration Definition defines the run-time arguments For a Connector. An
Integration Definition is called from a Service by the Integration Point
CoMmponent,

Documentation;

#= Test Integration Definition

Test Integration Definition

Test Integration Definition awSessionldGenerator

;] Canneckor: I} avSessionldGeneratorConnectar
If necessary, you can Refresh the connector parameters.
ou (ah\s Integration Definition.

[#[= Organization

[ Setup

(= variable Types

&2 avConfiguration

2 Fraud Response Pracess
|| WNotify Customer Via Vaoice

(2 L3W 54 Tools

[ Sandbox - meter Details
[+ System [T e
= Sy E 3 Close | n I
EE Outline &2 Iwhera Usad|£\ud\t Trai\‘ = ] ﬂ
= 5 Output
An outling is not available,
= sessionld
@
5 _lJ
= properties 22 5 = a Ew
|0
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Step

Description

5.2

From the pop-up window, click Test. If successful, a value is returned for the sessionlD
parameter. If the test fails, see Step 6.2 and Step 6.3.

P Test Integration Definition Results

Test Integration Definition Results

Inkeqration Definition Test Resulks

i bassakywEZY=HrcYsg==
[:"E‘:]
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Step | Description

53
transaction for a Fraud Response Process as follows:

created in Steps 4.4.9 - 4.4.10.
e Select New =» Fraud Response Process.

<} Teamworks Process Portal - Microsoft Internet Explorer

Validate connectivity between Avaya CPM and Lombardi Teamworks by imitating a

o Verify that the process and performance servers are started (see Appendix C).

e Open a standard web browser and enter http://<Lombardi Teamworks IP Address or
FQDN>:8081/portal into the web browser’s URL bar.

e Log in to the Process Server Console with user privileges, e.g., select a user account

[l=
:,r.

Teamwerks 6 Portal

Ry Lanka 1 inbox

File Edit ¥ew Favorites Tools Help
= . - a . > oL .
= & ®) = i | . = f P
@ Back > \i‘] @ A - Search 5 ¢ Favarites {j P Gd-=" _J ﬁ .“%
Address |@ http:ff135.5.139,233:8081 jportalfisp/getsavedsearch. do?startsiwith=0&search=1# V| Go

uger] Help | Frefere og Off

Inmbardi

Inbuox
Histony

Help Requests
Alers

v‘.‘: Mews = | [ Sus | O W |8 Change Due Date

My Projects
Sample Project

Hame  Process Definition Instance Due Date

',{!ﬂ Reguest Helo |

Instances

Task Subject

| Guick Search

; Orqan_ize by Ta_s:k [ Sho_w_ Search ]

Task Priority &  Task Due Date &  Run

@ javascript doFavorite(1); & Internst
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Step | Description

5.4| From the pop-up window, click Next >>.

<3 hitp:/#135.8.139.233:B0B1 - Manually Enter Transaction - Microsoft Internet Explorer EllEl[gl

Manually Enter Transaction 5 Wiew Process Hel

Introduction

This wizard guides you through entering transaction details manually.

This process can also be automatically be triggered by a fraud detection engine or via interaction with Avaya.

I@ Dane # Internet
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Step

Description

5.5

Accept default text for transaction and click Next >>.

| http:/f135.8.139.233:8081 - Manually Enter Transaction - Microsoft Internet Explorer

Manually Enter Transaction 7 Migw Process Help

Transaction Record
Vendor Address Details |

Dha Marme: |The Apple Stare | Transaction | D: |3547759 |

Addressi: |757 Sth Avenue | Trans Amount: $|256.36

Addr9592:| | Description: |IPOD MP3 Plaver

Contact Marne: |Steve labs |

Phone Number; |(212) 336-4040 |

Mame (First Middle Last): [Joe || | [Customer |

Account Number: |3?6587349823623 |

Addresst: |5ED Peachtree Street |

Address2: | apt 543 |

City, State Zip: .

Phane: |(404) 5551212 |

Email: |jae.custumer@mindspring.cnm |

I@ Dane 4 Internet
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Step | Description
5.6| Click Advanced Demo Configuration.
3 hitp://135.8.139.233: 8081 - Manually Enter Transaction - Microsoft Internet Explorer Z E|fg|
Manually Enter Transaction 5 iew Process Help
The custarmer will be contacted with the following message:
Fraud Alert
There has been a possible fraud on your credit card. There is a transaction of $256.36 from The Apple Store. Do
you recognize this transaction?
1. yes
2. no
[ Achvanced Demo Configuration I
|
I@ Done 4 Internet
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Step | Description
5.7| Verify a user account on Avaya CPM is entered in the Requester Unique ID and Recipient
Name fields. For this sample configuration, the Handle for the user account displayed in Step
3.1.1 was entered for both fields. Click OK.
23 hitp://135.8.139.233:8B081 - Manually Enter Transaction - Microsoft Internet Explorer, |:||E|rg|
Manually Enter Transaction @ ¥lew Process Help
Requestor Id
Reguester Unique 1d: | jgnny 1
Email Response Mode: |nune |
Recipient List
Recipient Name Preferred Lang Timezone Display Name Contact List Type
||.Jenny I en_US Arnerica/MNew_York internal
Media Content List
Subject Message
|Fraud Alert| |There has been a possible fraud on your credit card. There is & transaction of $256.36 from The Apple Store. Do you recognize this transaction|
Choice List
Choice Id
‘yes | Delete
‘no | Delete
ol
@Done ® Internet
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Step | Description
5.8 Click Submit.
23 hitp://135.8.139.233:8081 - Manually Enter Transaction - Microsoft Internet Explorer |:||E||z|
Manually Enter Transaction ' Wiew Process Help
The customer will be contacted with the following message:
Fraud Alert
There has been a possible fraud on your credit card. There is a transaction of $256.36 from The Apple Store. Do you recognize this
transaction?
1. yes
2. no
[ Advanced Demo Configuration ]
@ B Internet
REB; Reviewed: Solution & Interoperability Test Lab Application Notes 30 of 69

SPOC 8/20/2008 ©2008 Avaya Inc. All Rights Reserved. CPM21-TW6




Step

Description

5.9

To view status of the transaction for the Fraud Response Process:
e Click History under My Tasks.
e Click the entry for Fraud Response Process 212.

2 Teamworks Process Portal - Microsoft Internet Explorer,

fle Edt View Favorites Tools Help

eﬁatk - @ @ @ »_h /'t)SEar(h \;n:\’FaantEs & [_‘- ,__:“ B _J i3

fdchess | 4] http://135,5.139.233:8081 portalfjspjgetSavedsearch dovstartswith=0gsearch=24

Tearmnwerks 6 Portal

Fy Ieska History
o Mew ~ | [0 Suspend Ob B | 98 Changs Dus Date | +i2 | S Request Help

| Guick Search

|__Orcrizs by Task [ Show Search |

s
el Task Priority & Task Due Date A Run

Instance Name Process Definition Instance Status Task Subject
Task: Simulste Fraud system Mormal 0441608 12:00 P I

I [ Fraud Response Pracess: 212 Fraud Response Process Artive

& Internct
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Step

Description

5.10

Verify the Status field returns New.

-2 Teamworks Process Portal - Microsoft Internet Explorer
file Edit View Favorites Tnols Help 3

Q- @  [¥ A G Poows Sorovons: & 2-d @ -[JE B

ficdress [ ] http: /135.8.139,230:8081 fportaljspigetProcessDetals, dozbpdinstanceld=212

Teamwerks6 Portal

History : Fraud Response Process (Fraud Response Process:212)
o= New v | 00 Suspernd Op B | g3 AssiontoMe 48] ¢F] | $9 ChengeDus Date | Mg €3 o5 | 5 Audi | 58 RequestHelp | [ Add to Calend: | cuick search

Histary
Help Requests

Instance Details

My Projects

Process Definition:  Fraud Response Process Status: Active
il gl Instance Name: Fraud Response Process:212 Due Date: 0428/08 %:19 AM
Instance I 212

Open Taske v

Activity Hame Status Participant Priority a Due Date Run
[[] check Response Mesrr v _geimin Marmal 04#16/06 12:00 PM
Collaboration
Type Date From To Comment

Documents Add Document

Hame Revision Revision Date Last Modified By

B Internet
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Step

Description

5.11

Verify the following:
e The telephone associated with the user account on Avaya CPM (see Step 3.1.1) rings.
e Log in to the user account on Avaya CPM (see Step 3.1.1) and verify the Inbox screen
reflects the transaction for the Fraud Response Process submitted in Step 5.8.
0 Click Fraud Alert in the Subject column.

3 CPM Inbox - Microsoft Internet Explorer |:||E||E|
File Edit ‘“iew Favaorites Tools  Help .-a"
@Back b __,J @ @ h )thEarch ‘i‘\? Favarites 'Ef_} '\,' L.:;_ ‘_ _.J ﬁ 'i%

Address |@ https: () 135,58, 139, 192 /VIAfinbox v| &0

Communications
AVAYA Process Manager Inbox

Inbox Outbox Account Administration Help Logout

Salect: |Request5 that Require ﬁCtiEl’_‘l_l| 7] Help

You have one request that requires action.

Application Start Date Requester | Subject

Il Motification And Response Service |Monday 14 April 2008 , 10:22:55 am |Jenny |Fraud aAlert

Jenny CPM v2.1

Copyright @ Z007 Avaya, Inc, &ll Rights Reserved,

I@ & Internet

REB; Reviewed: Solution & Interoperability Test Lab Application Notes 33 of 69
SPOC 8/20/2008 ©2008 Avaya Inc. All Rights Reserved. CPM21-TW6




Step | Description

5.12 | From the Request screen, respond to the Fraud Alert and click Submit.

Note: For these Application Notes, the response was provided via the web interface. The
response could also have been provided via the telephone.

23 CPM Inbox - Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help . .
@Back T I.‘LSJ @ @ :’h ):) Search *Favorites ﬁ) D—E’v :;, i |_J ﬁ ,3
address FQ https: {/135.8.139. 192/vIA{inbox *’| o
Communications
AVAYA Process Manager Request
Inbox Outhox Account Administration Help Logout

Select: |Requests that Require Action V‘ @ Help Previous | Mext | E-mail This Request

Responses:
There are currently no responses to this request.

Recipients who have not yet responded:
Jenny

Request:
This request was generated on Monday 14 April 2008 , 10:22:55 arn.

MName Jenny

|Ph0ne Mumber |sip:auuﬂ?@cehp—avaya.cum

Subject |Fraud alert

There has been a possible fraud on your credit card. There is a
Message transaction of $256.36 from The Apple Store. Do you recognize
this transaction?

|

@ yes
O no

Comments

I Submit I [Reset ]

Jenny CPM v2.1
Copyright @ 2007 Avaya, Inc, All Rights Reserved.

. |I®

@Done é 0 Inkernet
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Step

Description

5.13

Following the response from the user on Avaya CPM, verify the Status field is updated to
Received. To complete this transaction, click ¥ in the Run column.

FEX
Bl Edt Wew Favortes Tooks Help i
@aazk -9 \ﬂ |§| ;j /'r‘l Search ‘i‘"’Favthas Q‘f; /"- :’? [~ ] QJ ﬁ :‘

feddress ] httpafy135.6.135., 233808 L portaljsplgstFrocsssDetall. dozbpdInstsncsld—212

23 Teamworks Process Portal - Microsoft Internet Explorer,

Tearmwerks 6 Fortal

My Tasks
Inbox
History
| el Rt

History : Fraud Response Process (Fraud Response Process:212)
1 00 Suspend O W | &5 Assiontobe 5] §F | 4§80 changeDusDate | Mg 5] «2 | *§ fudt | 8 RequestHelp | [ Addio Calend:

Instance Details

Process Definition: Fraud Response Process Status: Active
Due Date: 0428/08 9:19 AM

| cwick Search

o New -

Blerts

My Projects

Sample Project

Instance Hame: Fraud Response Process:212

Instance ID: 212

Open Tasde ¥
Status
Received

Collaboration Add Comment

Type Date = From To Comment

Documents Add Document

Hame Revision Revision Date Last Modified By

Due Date
041605 12:00 PM

Participant
avCsER

Priority &

Activity llame
[[] Transaction hat Fraud

Parmal

B Internet

REB; Reviewed:
SPOC 8/20/2008

35 0f 69
CPM21-TW6

Solution & Interoperability Test Lab Application Notes
©2008 Avaya Inc. All Rights Reserved.




Step | Description

5.14 | From the pop-up window, click OK.

Portal - Microsoft Internet Explorer.

eaa:k - @ @ @ h /'fj search '\Fi\\:\r’Favuntes o [ﬁ‘:- .-_f‘ |- i 33

Address | @] hitp:/{135.8.139,233:8081 portalfjspfostProcessDetails. dotbpdInstanceld=212

History : Fraud Response Process (Fraud Response Process:212)

o New » | [0 Suspend OB | & totte 45 5 | 8 Chenge Due Date | Mg 3]

Help Requests

[[] Transaction Mot Fraud

Microsoft Internet Explorer
Collaboration

? ) Running the task will assign it o you, Are you sure? To

Documents

Revision

vz | =g avdt | S8 RequestHelp | B Addto Calendar

[ Guick Search

Alerts
—
By Btojecty Process Definition:  Fraud Response Process Status: Active

S i Instance Name: Fraud Response Process:212 Due Date: 0428108 9:19 AM
Instance ID: 22
Tuso

Activity Hame Status Participant Priority & Due Date Run
Received avCSR Mormal 04/16/08 12:00 PM B

Add Comment

Comment

Add Document

Last Modified By

(&] httpi/j135.5.139.233:5081 portalfjsp/getProcessDetails. do?bpdInstanceld=212#

# Tnkernet
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Step | Description

5.15| To confirm the results of this transaction, click Done.

2 http://135.8.139.233:8081 - Customer Result - Microsoft Internet Explorer |Z||E||Z|

Customer Result 5 Wi Process Help | —

Done

The following transaction was identified as a valid transaction by the customer.

Transaction Record

L 3
[l =

Dba Name: iIhE Apple Stare | Transaction | D2 13847753 |
Addresst: 5?5}' Stk Avenie | Trans Amount: $5256.36
Address2: | | Description: | IPoD MP3 Plaver |
City, State Zip: |Mew York | . |NY |[10163 |

Contact Name: |Stave Jobs |

==

Marrie (First Middle Last): | jge |[||Custumer |

Account Humber. | 376587349823623 |

AddressT: IEED Peachtree Street |

Address2: !Apt. 543 |

City, State Zip: | Atlanta| . |GA | 30078 |

Phone: |(404) 555-1212 |

Email: |joe. customer@mindspring. com |

%

@ B Internet
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Step

Description

5.16

Verify the Status field is updated to Completed.

2 Teamworks Process Portal - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help

Q- Q- [x] A& ;)Search 57 Favorites €2) L:' :‘f J-JE 3

[9=1E]

Adcless | ) hp:1135.8.139.233:8081 fportalfispiostsavedsesrch, do?startswith—0Rsssrch=2

Wiieloome, tutiser

Téamwerks 6 Portal

Help | Preferences | Log Of /__\

v‘ &Y co

Lombardi

History
: *f New = | 00 Suspend Ok B | 5] Change Due Date | «iz | S Resuest Help L ] uekseamen
History
Help R £
i) [ Orasrize by Task )| Show Search |
My Proicele Instances
Sample Project L N . N
Instance Hame Process Definition Instance Status Task Subject Task Priotity & Task Due Date &
] Fraud Response Process:i212 Fraud Response Process Completed Task: Simulate Fraud system Marmeal 04/16/05 12:00 PM
 Internet
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6. Troubleshooting

The following steps were used to troubleshoot the administrative steps presented in these
Application Notes and are applicable for similar configurations in the field.

Step | Description
6.1| This error was the due to attempting to schedule an update to an EPV at a time less than or
equal to the current time. Correct this error by entering a time greater than the current time.
23 http:#/135.8.139.233:B0B1 - Exposed Process Value - Microsoft Internet Explorer |;“E|[z|
Exposed Process Value
Yariable name: avayasServer
Reason:
Walle: ! hittp:/#135.8.139.192:9090/5 0APR outer/services/ M atifwbndR espondS ervice
Schedule to interval | 04/07/2008 |\l 4:3a:az |
[ 4 ] [ Cancel ]
IEHHGH: Cannot AddWUpdate EPV variable with Effective Date in the past... |
@ Done & Internst
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Step

Description

6.2

If the connectivity test between Avaya CPM and Lombardi Teamworks fails in Step 5.2, verify
port 9090 is open on Avaya CPM as follows:

e Enter http://<Avaya CPM IP Address or
FQDN>:9090/SOAPRouter/services/SessionldGeneratorHttpPort into a web

browser’s URL bar.
e Verify the response as displayed below.

2 hitp://135.8.139.192:9090/SOAPRouter/services/SessionldGeneratorHttpPort - Micros... [= |[B]X]

File Edit \Miew Favorites Tools  Help i
= 1 A & o' e : n | B W - | ﬁ &
@ Back. s |ﬂ \ELI [l | - ! Search k:-,\'-f Favorites Q:‘R ra = {B _;l .I‘%

Address (@] hktp:j7135.8.139, 192:9090/S0APRovter fservices/SessionldGenerator HetpPort v| B o

Sessionld GeneratorHttpPort

Hi there, this 15 an AXTS servicel

FPeriaps thare will be a form for involing the service here...

G‘El Daone & Internet
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Step | Description

™ Error

@ java.net, ConnectExcepkion; Connection refused: connect

6.3| If the following error message is returned from the connectivity test between Avaya CPM and
Lombardi Teamworks in Step 5.1, verify the Endpoint Address URL entry corresponds to the
IP address or FQDN of Avaya CPM (see configuration in Step 4.3.5).

]|
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Step

Description

6.4

Verify the Process Instance Diagram for the corresponding Fraud Response Process as
follows:
e Verify that the process and performance servers are started (see Appendix C).
e Open a standard web browser and enter http://<Lombardi Teamworks IP Address or
FQDN>:8081/portal into the web browser’s URL bar.
e Log in to the Process Server Console with user privileges, e.g., select a user account
created in Steps 4.4.9 - 4.4.10.
e Click History under My Tasks.
Select an entry for a Fraud Response Process <Number>.

e Click El

/2 Teamworks Process Portal - Microsoft Internet Explorer E\@E|
File Edit Wiew Favartes Tools Help al
|4 [ * (&) =35 4 1A [
@Back T Iﬂ IE\I _"] 7 Search °  Favorites &t{ P Rl=" I_’J ﬁ ﬁ
Address Ig:l http://135.5.139,233:8081/portalfjspiget SavedSearch, do?startswith=0&search=24# v‘ Go

,Bweuserd

Lombardi

Teamwerks 6 Portal

My Tasks

: History

Inb i = S

L = Mew - | [0 Suspend O B |48 Chengs Dus I = I A Reguest Help | Guiick Search
Histany "

Help Requests Show Process Instance Diagram Organize by Task ][ TR ]

Alerts

My Projects
Sample Project

Instances

Hame Process Definition Instance Status  Task Subject Task Priority & Task Due Date & Run
041608 12:00 Ph

Fraud Response Process:213 Fraud Response Process  Active Task Simulate Fraud system MNormsl

=k ud
@ javascript:windaw, openiviswPracessInstanceliagram.do? + makelnstanceldString{bpdInstanceld’) + '&isMultiplelnstances=true',' & Internet
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Step | Description

6.5| From the pop-up window, verify the state of the Fraud Response Process. For this
transaction, the state is Check Response, which corresponds to a Status field returning New
(see Step 5.10).

2N http:#/135.8.139.233:B0B1 - Teamworks Process Portal - Microsoft Internet Explorer

Fraud Response Process

View as Flash | view as PG | 400

NEEeE L e
=
& f ‘
- T
Transaction
: )
£ r
2
5
o ooy
o
o T |
g * Customer Via . Coee |
© Fraud o e P J Cusg
@ ﬁ- + + Canfrm?
x| >
S| <<
=
g
O o
= E i Update Fraud
2 System End
2, L 4
w
2 — ——
5 " I M"‘"pﬂf,.fmj Transaction Not
Start l Transaction Fraud
fuf L+ =
©
(=]

&) Dare © Intermet
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Step

Description

6.6

Following input from a user on Avaya CPM, a Fraud Response Process may have the state
Transaction Not Fraud. This corresponds to a Status field returning Received (see Step
5.13).

2 http://135.8.139.233:B0B1 - Teamworks Process Portal - Microsoft Internet Explorer

Fraud Response Process

View as Flash | View as PNG | 4w

NYEL)E)
a
3 f
8 Review and
z% Transaclion ]
i +
2
s
]
© s
& r N )
w
o 2 L | [ o
g 'D:sﬂid Voes o l - 2 Custpm
0 o Yo Con ‘7
S5
S| <
=
E
g, —
= E e Uudah;“sud ]—‘Q
2, R
w
E- i " r J 1|
;ﬁ b ﬂ\ Mmﬂf:mj TeansschonMot ||
Start. Transaction Fraud
) + =y
@
a

2@1 Dane & Tnternet
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Step | Description
6.7| View log files on Lombardi Teamworks:
o Verify that the process and performance servers are started (see Appendix C).
e Open a standard web browser and enter http://<Lombardi Teamworks IP Address or
FQDN>:8081/teamworks into the web browser’s URL bar.
e Log in to the Process Server Console with administrative privileges.
e From the Process Server Console, select TW Console = Teamworks Admin =
Admin Tools = View TW Logs.
e Select the appropriate log from the drop-down list for the Log Name field.
e Select the appropriate number of lines to view from the drop-down list for the # of
Lines field.
e Click Refresh.
3 Teamworks Console (tw_admin <tw_admin> ) - Microsoft Internet Explorer
File Edit Yiew Favortes Tools Help
@ Back - s Iﬂ Igl - ;\] /: ! Search ‘-j‘:f Favorites {_‘} \ " u,_{ _J ﬁ ‘i‘
Acdress (] hitp://135.8.139.233:8081 fteamworksfcs _main Jsw v| B
Welcome, Tw_admin Log Of :
Teamwerks 6 Admin Lt
b::: ::'::'e View Teamworks Logs a
‘User Preferences
‘Change Password Log llame T Ernor Log | #ofLines [100 v Ascending [] Filter | ﬂl
E=-fis Teamworks Admin | Select Log
£ fimUser Organization }w EEESE‘;%EZ kg
£ i TW Maintenance T Debug Lo
=-gs-Admin Tools Tw Eventid anager Log
‘Wliew TW Logs Tw Exp/Amp Log
‘Folder item Security }w IJ_RI‘;script
‘Manage Caches wg :J? EséeEutlnn Log|
‘Cleanup Utility 1400 Dnut?JuorL]md?_gou
TW Web Services
‘Manage EPVs
‘Instrumentation Monitor
k= figEvent Manager
£3- fmPerformance Server
& fimSecurity
e Inkernet =
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7. Conclusion

These Application Notes present a solution comprised of Lombardi Teamworks with Avaya
Communications Process Manager (CPM) to provide a solution for Avaya Communications
Enabled Business Processes (CEBP). For these Application Notes, a sample Avaya CEBP
solution for processing fraudulent credit card transactions is presented.

8. Additional References

Avaya references are available at http://support.avaya.com.

[1] Communications Process Manager Installation and Configuration Guide, Issue 3, Doc ID 04-
601158, December 2007.

[2] Communications Process Manager Administration and Maintenance Guide, Issue 5, Doc ID
04-601159, December 2007.

Lombardi Teamworks references are available at http://support.lombardi.com

[3] Teamworks 6 Enterprise SP1 Express Installation and Configuration Guide, September 28,
2007,

[4] Teamworks 6 Enterprise SP1 Installation and Configuration Guide for JBoss with Windows,
September 28, 2007.

[5] Teamworks 6 Enterprise SP1 Administration Guide, September 28, 2007.
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9. Appendix

Appendix A - Oracle Enterprise Manager 10g Configuration

Step | Description
Al| For this sample configuration, it is assumed that the Oracle Enterprise 10g Release 2 software
has been installed and the Tablespaces for the Lombardi Teamworks Process and Performance
servers have been defined.
=8 Oracle Enterprise Manager {SYS) - Tablespaces - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help | a"
Qoack - &3 - ¢ [2] (0 | ) Search ' Favorites {“l - i B
Address I@ http:,l',l'lombardi:1158,|'em,l'console,l'database,l'databaseohjectsSearch?event=search&otype=TABLESPACE&target=0rc|&type=oracle_databaj &= Go |Links 2%
ORACLE Enterprise Manager 10¢g Setup Preferences Help Logout =
Datahase Control
IDatahase Instance: orcl|> Tablespaces Logged in Az SY3
Tablespaces
Ohbject TYPEI Tablespace j
Search
Select an object type and optionally enter an object name to filter the data that is displayed in your results set.
Object Mame |
(6a)
By default, the search returns all uppercasze matches beginning with the string you entered. Ta run an exact or case-zensitive match, double guate the search string.
You can use the wildcard symbol (35) in & double guoted string.
Selection Mode ISingIe 'l \‘.Create)
| Edit ). View ). Delete ) Actions|Add Datafile =] co)
Size| Used Free Extent Segment
Select Name / (MB)| (MB)|Used (%) (MB)|Status{Datafiles|{Type Management |Management
& EXAMPLE 1288 774 N 01 514 1 PERMAMNENT LOCAL AUTO
0 SYSAUX 3700 341 - e 023 285 1 PERMANENT LOCAL AUTO
C SYSTEM 4900 4591 S 055 09 1 PERMANENT LOCAL MANUAL
C IEMP 200 o0 S 00 00 v 1 TEMPORARY LOCAL MANUAL
TWWPERFDE 250.0 25.8_ WE 2232 o 1 PERMANENT LOCAL AUTO
' TWPROCDE 500.0 44.¢ SN 65 4554 o 1 PERMAMNENT LOCAL AUTO
¢ uWpoTBs1 1150 1.1 I 09 1139 @ 1UNDO LOCAL MANUAL
€ |USERS 50 32 R G50 18 v 1 PERMANENT LOCAL AUTO
Total Size (MB) 1,878.8 « Online ¥ Offine & Read Only
Total Used (MB) 983.7
Taotal Free (MB) 895.1
Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2005, Oracle. All rights reserved.
About Oracle Enterprise Manager 109 Database Contral
=
i€l T T e mtemet 4
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Appendix B - Lombardi Teamworks Installation

This section describes the steps for installing Lombardi Teamworks on a Windows based PC.
The configuration described in this section assumes the software requirements to support
Lombardi Teamworks are satisfied. Refer to [3] and [4] for additional information regarding
installation requirements for Lombardi Teamworks.

Bl - Lombardi Teamworks Enterprise Express Installer

The Lombardi Teamworks Enterprise Express Installer enables the Lombardi Teamworks
Process Server, Performance Server, and Authoring Environment to install on a single machine
(Host or Local PC). Optionally, the Authoring Environment and Lombardi Teamworks servers
(Process and Performance) can be installed on separate machines. Lombardi Software does not
support running Lombardi Teamworks in a production environment that was installed with
Lombardi Teamworks Enterprise Express Installer. Lombardi Teamworks Enterprise Installer
must be used to set up Lombardi Teamworks in a production environment.

Step | Description

B1.1| Start the Lombardi Teamworks Enterprise Express Installer as follows:
e [Not Shown] Double click on the Teamworks-6-Enterprise-SP1-Express-Installer.exe

file.
e Click Next.
2 Teamworks I
Introduction
Introduction This install wizard will guide you through the installation of
D Choose Praduct Tearmworks Express.

Client Connection Options ; :
@ ciient Connection Options ltis stronaly recommended that vou quit all programs before

D Environment continuing with this installation.

[:] Choose Folders

[ Fre-Instaliation Summary Click the 'Mext' button to proceed to the next screen. Ifvou want to

0 enltiata RO aUnmaL change something on a previous screen, click the 'Previous' button.
Installing

[:] Install Complete You may cancel this installation at any time by clicking the 'Zancel'

hutton.
cancel | Eresiolus
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Step | Description

B1.2| From the Choose Product screen, select Client/Server and click Next.

Note: For this sample configuration, the client and server applications were installed on the
Local PC hosting Lombardi Teamworks. It is also acceptable to install the client application
on a PC other than the one hosting Lombardi Teamworks.

2 Teamworks

P |
Choose Product

Introduction

E] Choose Product

[:] Client Connection Qptions
[:] Environment

@ choose Folders

[:] Fre-lnstallation Summany

) installing..

D Install Complete

Client

Installs Teamwotks Client (Authoring Environment) on the local
machine

Server

Inztallz Teamuoks Senver on the local machine

Client'Server

Inztallz a Client and a Server on the local machine

Inetallsmawhiere by Macrovision
CZancel | Erevious Ilext
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Step | Description
B1.3| From the Organization Management Product Key screen, enter the Product Key and click
Next.
) Teamworks = B I
Organization Management Product Key
IR [ Install Teamworks 6 for ©rganization Management
Choose Product
[:] Client Connection Options
' In the boxes below, type your 25-character Organization Management
@ environrment s
[:] Choose Folders
[ Pre-Installation Summary Product Key: I ) i : I
[:] Installing...
@ nstall Complete
InstallAmaviiere by ackovision
Cancel | Erevious |
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Step | Description

B1.4| From the Process Server Database Parameters screen, configure as follows:

Select the appropriate setting from the drop-down list for the Database field.

Enter the name of the Host PC in the Database Host field.

Enter the port that the database listens on in the Database Port field. For Oracle, the
database default listener port is 1521.

Enter the name of the database that Lombardi Teamworks uses for its Process Server
repository in the Database Name field (see Database Instance in Step Al).

Enter the username and password for the Tablespace created for the Process Server in
the Database User and Database Password fields respectively (see Step Al).

To verify the provisioning in this step, click Test Connection. If the connection to the
database is successful, a pop-up window will provide confirmation. Click OK.

Connection Successful E

-
_‘__l|) Connection ko database successful

Click Next.
2 Teamworks =] B i
Process Server Database Parameters
Introduction Databhase IOracIe 100q j
Choose Product I 1
Datahase Host lormbardi
Client Connection Options o
iRk Database Port I1521 |
[:] Choose Folders Datahase Name forcl |
@ Fre-nstanation Summary Database User NrwPROCDE |
O instaling. Database Password Jtwprocds |
[:] Install Complete
URL |jd|:u::Dracle:thin:@lombardi:1521:0rcl

y lacrovision

InstallAmewhere by
Cancel | Erevious R [=E
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Step | Description
B1.5| From the Performance Server Database Parameters screen, configure as follows:
e Select the appropriate setting from the drop-down list for the Database field.
e Enter the name of the Host PC in the Database Host field.
e Enter the port that the database listens on in the Database Port field. For Oracle, the
database default listener port is 1521.
e Enter the name of the database that Lombardi Teamworks uses for its Performance
Server repository in the Database Name field (see Database Instance in Step Al).
e Enter the username and password for the Tablespace created for the Performance
Server in the Database Name and Database Password fields respectively (see Step
Al).
e To verify the provisioning in this step, click Test Connection. If the connection to the
database is successful, a pop-up window will provide confirmation. Click OK.
Connection Successful
_‘-i) Connection to database successful
e Click Next.
2 Teamworks =l B
Performance Server Database Parameters
Inleamiietn Database IOracIe 10g j
Choose Product :
Client Connection Options Dataligeniiog | EP |
v T Datahase Port liczi |
[:] Choose Folders Databhase Name forl |
@ Fre-nstanation Summary Database User NTwRERFDE |
O instaling. Database Password Jowperfdb |
D Install Complete
URL |jd|:u::Dracle:thin:@lombardi:1521:0rcl
I Test Connection I
InstallAmawhere by Macrovision
Zancel | Previous | Islet
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Step | Description

B1.6 | From the Choose Install Folder screen, accept default settings and click Next.

3 Teamworks ==

Choose Install Folder

Introduction Where Would You Like to Install?
Choose Product IC:'n,Teamworks

Client Connection Options
Ervironment

Choose Folders

D Pre-Installation Summany

@ instatling..

@ install Complete

Eestore Default Folder Choose..

Installgnywehiere by Wacrowision

Cancel | Previous |

B1.7 | From the Choose Shortcut Folder screen, accept default settings and click Next.

M Teamworks H =
Choose Shortcut Folder
Introduction Where would you like to create product icons?
Choose Product £ In & new Program Group: I Tearmworks
Client Connection Cptions
CRE R £ In an existing Program Group: |Accessc-ne= ;l
Choose Folders £ In the Start Menu
Fre-Installation Summa
D ) o £ On the Deskiop
D Installing..
D Install Complete ™ In the Guick Launch Bar

% Other: I:lSettings'l,nllUsers'l,Desktop'l,Tearnworks Choose... |

" Dor't create icons

[~ Create Icons For All Users

Installan

Cancel | Previous |
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Step

Description

B1.8 | From the Pre-Installation Summary screen, accept default settings and click Install.
2 Teamworks = E
Pre-Installation Summary
Introduction Please Review the Following Before Continuing:
Choose Product Product Name:
Client Connection Options TeAMWOrks
Ervironment )
choose Folders Install Folder:
) CATeamworks
Fre-Installation Summary
Installing... Shortcut Folder:
@ install Complets ChaDocuments and Settingsiall
UserstDeskiophTeamworks
I :-tiﬁ'." 1y
Cancel | Brevious |
B1.9| From the Install Complete screen, click Done.

2 Teamworks

= e
Install Complete

Introduction

Choose Product

Client Connaction Optiohs
Erwironment

Choose Folders
Pre-Installation Sumrmary
Installing...

Install Complete

Congratulations! Teamworks has been successfully installed to:
CiTeamwarks

Press "Done" to quitthe installer.

Ereyiols |
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B2 - Configure Databases

The Lombardi Teamworks Enterprise Express Installer installs scripts that are used to set up the
structure, initial data, stored procedures, and indexes for Lombardi Teamworks databases.
Databases for the Process Server and Performance Server should already be configured (see
Appendix A).

Step

Description

B2.1

Configure the database for the Process Server as follows:
e From the command line (DOS console), navigate to the <Lombardi Teamworks
Install-Dir>\process-server\db directory.
e Enter DBSLoad.bat oracle10g and verify the script was successful by noting the
following line in the DOS console:
DBStructureLoad completed successfully

C:\Teamworks\process-server\db>DBSLoad.bat oraclelOg
DBStructurelLoad starting

DBStructureLoad dbdriver : oracle._jdbc.driver._OracleDriver
DBStructureLoad dburl : jdbc:oracle:thin:@lombardi:1521:orcl
DBStructurelLoad dbuser : TWPROCDB

DBStructureLoad completed successfully.

B2.2

From the <Lombardi Teamworks Install-Dir>\process-server\db directory, enter
DBSpLoad.bat oracle10g and verify the script was successful by noting the following line in
the DOS console:

DBStructureLoad completed successfully

C:\Teamworks\process-server\db>DBSpLoad.bat oraclelOg
DBStructurelLoad starting

DBStructureLoad dbdriver : oracle._jdbc.driver._OracleDriver
DBStructureLoad dburl : jdbc:oracle:thin:@lombardi:1521:orcl
DBStructurelLoad dbuser : TWPROCDB

DBStructureLoad completed successfully.

B2.3

From the <Lombardi Teamworks Install-Dir>\process-server\db directory, enter
DBLoad.bat oracle10g and verify the script was successful by noting the following line in the
DOS console:

DBLoad completed successfully

C:\Teamworks\process-server\db>DBLoad.-bat oraclelOg
DBLoad starting

DBLoad dbdriver : oracle.jdbc.driver._OracleDriver
DBLoad dburl : jdbc:oracle:thin:@lombardi:1521:orcl
DBLoad dbuser : TWPROCDB

DBLoad completed successfully.
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Step | Description

B2.4| Configure the database for the Performance Server as follows:
e From the command line (DOS console), navigate to the <Lombardi Teamworks
Install-Dir>\performance-server\db directory.
e Enter DBSLoad.bat oracle10g and verify the script was successful by noting the
following line in the DOS console:
DBStructureLoad completed successfully

C:\Teamworks\performance-server\db>DBSLoad.bat oraclelOg
DBStructurelLoad starting

DBStructureLoad dbdriver : oracle.jdbc.driver.OracleDriver
DBStructurelLoad dburl : jdbc:oracle:thin:@lombardi:1521:orcl
DBStructurelLoad dbuser : TWPERFDB

DBStructureLoad completed successfully.

B2.5| From the <Lombardi Teamworks Install-Dir>\performance-server\db directory, enter
DBLoad.bat oracle10g and verify the script was successful by noting the following line in the
DOS console:

DBLoad completed successfully

C:\Teamworks\performance-server\db>DBLoad.bat oraclelOg
DBLoad starting

DBLoad dbdriver : oracle.jdbc.driver.OracleDriver
DBLoad dburl : jdbc:oracle:thin:@lombardi:1521:orcl
DBLoad dbuser : TWPERFDB

DBLoad completed successfully.
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B3 - Install System Components

There are system components that Lombardi Teamworks needs to run properly. These are default
layouts, variable types, and other assets that are required to author a process successfully. This
section describes the steps to import and install system components using the graphical user
interface provided in the Authoring Environment.

Step | Description

B3.1| Install system components as follows:
e Start the Process Server (see Appendix C).
e Start the Authoring Environment and then log on to Lombardi Teamworks as an

administrative user [1].
e [Not Shown] From the Authoring Environment main menu, select File = Import.
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Step

Description

B3.2

From the Import dialog box select the Teamworks Library file option and then click Next.

™ Import

Select
,

Tearmworks Library File [ ] -l 5

Select an import source:

FH-[== General
B Teamworks
----- = EPEL file to Teamworks
= Teamwarks Java ResourceBundle
S Teamwarks Library file

(7] = Back I Bexk = Einst Zancel
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Step | Description
B3.3| From the Import dialog box, click Browse and navigate to the TWSystemData.zip file located
in the <Lombardi Teamworks Install-Dir>\imports directory and then click Next.
™ Import Teamworks Library
Import \
Select the file wou want to import, | E - 5
IC:'I,Teamwu:urks'l,impnrts'l,T'-.-'-.I'SystemData.zip I
(7) < Back l Mext = I Firist Cancel
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Step

Description

B3.4

From the Import dialog box, ensure that the Replace Existing Version option is selected for
all folders. The Import facility will then overwrite all existing items with new versions, and

inserts all new items. Click Finish.

™ Import Teamworks Library

Import

Cescribe how each object should be imported.

,

=

[= Alert Severities
[~ Cuskom Statuses

Legend:

[_-[ Keep Existing Yersion

Item | Ackion | PrefixfSuffix |
= = Impork: O Tearmwarkstimports) T
F = System Replace Existing Yersion

Replace Existing Yersion
Replace Existing Yersion ;l
k.eep Existing YWersion -

Mew Yersion (Rename)
Mews Yersion (Prefic)
Mew Version (SUFfix) v

. Errar

. e Mersion . Replace Existing Wersion

@

< Back
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Appendix C - Starting Lombardi Teamworks Servers

This section describes the steps to start the Lombardi Teamworks Process and Performance
Servers.

Step | Description

C1| Start the Process Server as follows:
e From the command line (DOS console), navigate to the <Lombardi Teamworks
Install-Dir>\process-server directory.
e Enter startProcessServer.cmd and verify the Process Server is running by noting the
following lines in the DOS console:
INFO [ChannelSocket] JK: ajp13 listening on /0.0.0.0:8009
INFO [JkMain] Jk running ID=0 time=0/79 config=null

Note: Do not close the DOS console where the Process Server was started, as this may stop
the Process Server. To stop the Process Server, enter the Ctrl+C command in the DOS console
where the Process Server was started.

C:\Teamworks\process-server>startProcessServer.cmd
--> Wrapper Started as Console

Launching a JVM. ..

Wrapper (Version 3.0.5)

10:36:29,468 INFO [ChannelSocket] JK: ajpl3 listening on /0.0.0.0:8009
10:36:29,500 INFO [JkMain] Jk running ID=0 time=0/79 config=null

C2 | Start the Performance Server as follows:
e From the command line (DOS console), navigate to the <Lombardi Teamworks
Install-Dir>\performance-server directory.
e Enter startPerformanceServer.cmd and verify the Performance Server is running by
noting the following lines in the DOS console:
INFO [ChannelSocket] JK: ajp13 listening on /0.0.0.0:9009
INFO [JkMain] Jk running ID=0 time=0/156 config=null

Note: Do not close the DOS console where the Performance Server was started, as this may
stop the Performance Server. To stop the Performance Server, enter the Ctrl+C command in
the DOS console where the Performance Server was started.

C:\Teamworks\performance-server>startPerformanceServer.cmd
--> Wrapper Started as Console

Launching a JVM. ..

Wrapper (Version 3.0.5)

10:38:27,359 INFO [ChannelSocket] JK: ajpl3 listening on /0.0.0.0:9009
10:38:27,421 INFO [JkMain] Jk running ID=0 time=0/156 config=null
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Appendix D - Lombardi Teamworks Maintenance

This section describes the steps to delete transactions for the Fraud Response Process on
Lombardi Teamworks.

Step | Description

D1 | Verify the transactions for the Fraud Response Process that are to be deleted as follows:

o Verify that the process and performance servers are started (see Appendix C).

e Open a standard web browser and enter http://<Lombardi Teamworks IP Address or
FQDN>:8081/portal into the web browser’s URL bar.

e Log into the Process Server Console with user privileges, e.g., select a user account
created in Steps 4.4.9 - 4.4.10.

e Click History under My Tasks.

23 Teamworks Process Portal - Microsoft Internet Explorer.

CEX

File Edit \iew Favorites Tools Help l";!

@Back T s |ﬂ @ :j /__.J Search ‘:‘:'\'( Favorites ffl .‘_' Lh:f; _l ﬁ '::‘

Address |@ hktp:f135.8.139,233:8081 fportalfjspfget SavedSaarch, da?start sWwith=08se arch=2

vIGo

Teamnwerks 6 Portal d ' Lémbardi

My lazks 1 History
Inb = % |
n_ ek o™ New = | Il Suspend O W | 4§89 Change Cue Date | «iz | S8 Reguest Help | | Guick Search
Histony = _—
Help R st -~
sl I [ Organize by Task ][ Show Search ]
Alarts - e
My Projects
Sample Project L=se
Instance Hame Process Definition Insfance Task Subject L8315 piorK 'I.'..asl( HME Lite Run|
Status s -
Fraud Responzse Fraud Response Task: Simulate Fraud 043005 12:00
D Process: 207 Process Sompleted system Motmsl P
Fraud Respanze Fraud Response Task: Simulate Fraud 0443005 12:00
D Process 208 Process Eompletet: ystem hiorme P
@ B Internet
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Step

Description

D2

From the Authoring Environment, delete transactions for the Fraud Response Process as

follows:

e |If the Process Server is not initialized, start the Process Server (see Appendix C).
e Start the Authoring Environment and then log on to Lombardi Teamworks as an
administrative user [1].

e From the Process Modeler tab, select TeamWorks = Demo Processes = Fraud

Response Process.

P Process Modeler - Fraud Response Process - Teamworks b
File Edit MWavigate Search Project Playback Window Help

=,
L]

PAlEEE

Ej \_Q-I Process Inspector |2 Service Modeler |+ Z Process Modeler 1z 0 Library
&1 Teamworks Library 2@] o B | = i?} ¥ =8

|80 & G 4

=] E3

(= TeamWorks
' = Avaya Integration Kit
B = Demo Process
(= BPD Services
EI == Integration Services
- (= Resources

- avSessionldGenerator

av Get Status
av Send Maotification

awSessionldGenerator
(2= Crganization

[ Setup

[#-[= Yariable Types

68 avConfiguration

%7 Fraud Response Process
- Motify Customer Yia Yoice
B-{=> LW 54 Tools

(= Sandbox

[#-(= System

= g4 tw_admin on jnp:/{localhost: 1100 [Connected]

- av Get Matification Status Auth
- av Send Motification Auth

- avSessionldGeneratorConnector

= B || & palette 52 =8

|I3ust|:|mer Service Rep

[ —™
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Detected
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| Avaya CEBP

Systems

5= outine 53 \Wher... |Audit.‘. |Proc..‘ |\Ia\id..‘

2 Fraud Response Process

4]

Tokify.
CustomerYia ——————— "
Yoice

n
3

Check.
Response

n

= ‘b.;. Selection Tool

x Sequence Flow

£ Common -

D Activity \With Default
Service

[:] Ackivity
D:l Lane

E Milestone

Start Event

(™ End Event

(72 Timer Event

| Decision Gakeway
+ Simple Split

4 Simple Join

D Rioke

o

Qweryiew [Diagram] ‘ariables | Process KPIs | SharePaint |

S8 Advanced |

Select one instance to show kasks,

Properties | % Process Instances 2@]

= =
| & b ; g

Instance hame

| Process | Status

Status

| owner

| Subject [ pri

4 |
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Step

Description

D3

To view the listing and status of transaction for the Fraud Response Process, refresh the
E

Instance Name window by clicking

File Edit Mavigate Search Project Playback ‘Window Help

' Frocess Inspector 42
es X

¥ Process Inspector - Fraud Response Process - Teamworks 6 !E
| = | &2 &= ol - ,” v|| | 2| O | 6
ervice Modeler + Z Process Modeler 5 4 Library
=08

Seleck one instance ko show tasks. ;
Instance Mame | Process | Status | Due Date | Ir Status | Owner

current filker sektings.

Checks the process server and refreshes the list of BPD instances given your

2 Fraud Response Process:208 Fraud Respons...  Completed Apr 25, 2008 2. 20
2 Fraud Response Process:207 Fraud Respons, .. Completed Apr 25, 2008 2., 20

< | 2l |

# - Fraud Response Pracess  £2 = O || % Execution State 52 W m)
& ||| Mo Process Instance Selected
&
g Review
& Resee
2 | Transa
P
5 gl
: T
Q
=1
5
=R no
¥ l
5 ;
Matify
W : | | =
=] Lt B Customeria ¥ R;’;icnie "«
@ =
= Fraud i
= [ Detected £ L 7 ) Cust
o = Confin ()= Yariables % =8
g Select a node in the Execution State view o see the variables
E
o
-
o ol =
| | »
Civervien [Diagram I ‘ariables | Process KPIs | SharePaoint ;I

[}ins

REB; Reviewed: Solution & Interoperability Test Lab Application Notes 64 of 69
SPOC 8/20/2008 ©2008 Avaya Inc. All Rights Reserved. CPM21-TW6




Step

Description

D4

To delete transactions for the Fraud Response Process:
e Select the appropriate transactions from the Instance Name window.

e Click 5

P Process Inspector - Fraud Response Process - Teamworks 6
File Edit Mawigate Search Project Playback Window Help

| W [l e < lidg & 18 =] | | 2| C @£

1 [=] E3

[ EleLes [he sElecte inst EHEESI—
Ir Skatus | Cner | Suhj\_att {De! t| ::Innt = d?PL?uE LEatE |
4 I Al | 2
# - Fraud Response Process  £2 =a % Exerution State &3 W =0
2 - - Mo Process Instance Selected
-4
.ﬁ Review
* Reses
% ‘ Transa
z
: |
2
5
=R o
% FokiF: -L
ot | |
UU; L] L Customet Via T >| R;’;iﬂ;& I "
‘aice
E D:trea(utid 5 a5 Custin
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a
=
g " | 5] Al
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| 0° ]
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Step | Description

D5| To confirm deletion of transaction, click OK.

»Process Inspector - Fraud Response Process - Teamworks 6 !E
File Edit Mavigate Search Project Playback  ‘Window Help
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REB; Reviewed:
SPOC 8/20/2008

Solution & Interoperability Test Lab Application Notes
©2008 Avaya Inc. All Rights Reserved.

66 of 69
CPM21-TW6




Step | Description

D6 | If a transaction has an Active status, it is good practice to terminate the transaction prior to

deleting them. To terminate the process, select the ones that are Active and click -

# Process Inspector - Fraud Response Process - Teamworks 6 [_ O]
File Edit Mavigate Search

et mial. s
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Step

Description

D7

The transactions are Terminated. To delete terminated transactions, follow Steps D3 - D5.

P Process Inspector - Fraud Response Process - Teamworks b
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