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Abstract 
 

 

These Application Notes describe the configuration steps required for NICE Behavioral 

Analytics for POM Outbound 4.2 to interoperate with Avaya Proactive Outreach Manager 

3.1.3 and Avaya Aura® Application Enablement Services 8.1.2 using Single Step Conference 

to records calls. 
 

NICE Behavioral Analytics for POM Outbound connected to the Avaya solution to allow 

recording of outbound calls generated by Avaya Proactive Outreach Manager and used the 

Single Step Conference feature via the Avaya Aura® Application Enablement Services 

Device, Media, and Call Control interface to capture media associated with the monitored 

agent stations for call recording. 
 

Readers should pay attention to Section 2, in particular the scope of testing as outlined in 

Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases 

are adequately covered by this scope and results. 
 

Information in these Application Notes has been obtained through DevConnect compliance 

testing and additional technical discussions. Testing was conducted via the DevConnect 

Program at the Avaya Solution and Interoperability Test Lab. 
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1. Introduction 
These Application Notes describe the configuration steps required for NICE Behavioral 

Analytics for POM Outbound 4.2 to interoperate with Avaya Proactive Outreach Manager 3.1.3 

and Avaya Aura® Application Enablement Services 8.1.2 using Single Step Conference to 

records calls. 

 

The primary focus of these Application Notes is the connection to Proactive Outreach Manager 

(POM) in order to record outbound campaign calls from agent phones. NICE Behavioral 

Analytics for POM Outbound made use of the Call Recorder Application Programming Interface 

(API) on POM and used the Single Step Conference feature via the Application Enablement 

Services Device, Media, and Call Control (DMCC) interface to capture media associated with 

the monitored agent stations for call recording.  

 

A number of blended calls were also recorded that being a mixture of both outbound calls using 

POM and inbound calls to a VDN. To facilitate the recording of both the outbound and inbound 

calls, the DMCC interface on Application Enablement Services was leveraged. Behavioral 

Analytics for POM Outbound used the Telephony Services Application Programming Interface 

(TSAPI) from Application Enablement Services to monitor skill groups and agent stations on 

Communication Manager, along with the Single Step Conference feature via the Application 

Enablement Services (DMCC) for call recording of inbound calls. 

 

DMCC works by allowing software vendors to create soft phones, in memory on a recording 

server, and use them to monitor and record other phones. This is purely a software solution and 

does not require telephony boards or any wiring beyond a typical network infrastructure. The 

DMCC API associated with Application Enablement Services monitors the digital and VoIP 

stations or extensions. The application uses the DMCC service to register itself as a recording 

device at the target extension. When the target extension joins a call, the application 

automatically receives the callôs aggregated RTP media stream via the recording device by using 

Single Step Conference and records the call. 

 

Note: The primary focus of these Application Notes is the connection to the POM recording API 

for recording of outbound calls. Although a connection to TSAPI was made to allow for blended 

calls, this connection has previously been certified and the resulting Application Notes are titled 

Application Notes for Mattersight Call Recording Solution with Avaya Aura® Communication 

Manager Using Single Step Conference with Avaya Aura® Application Enablement Services. 

2. General Test Approach and Test Results 
The feature test cases were performed both automatically and manually. Upon start of Behavioral 

Analytics for POM Outbound, the application automatically performed device queries and 

requested monitoring of POM agents using the POM Call Recorder API. Behavioral Analytics 

for POM Outbound also registered the virtual IP softphones using DMCC. 

 

For the manual part of the testing, each call was handled manually using the POM Agent 

Desktop application for user actions such as hold, resume, transfer and conference. 
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When there was an active call at a monitored agent station, Behavioral Analytics for POM 

Outbound was informed of the call either by reports from POM via the Call Recorder API during 

an outbound call or by event reports from the TSAPI interface only for an inbound call as part of 

a blended call. It started call recording using Single Step Conference via the DMCC interface to 

add a virtual IP softphone to the active call and obtain the media. The event reports were also 

used to determine when to stop the call recordings. 

 

The primary focus of the compliance testing was on the recording of outbound calls using POM 

to generate calls from a list associated with a campaign. Both Preview and Progressive 

campaigns were used during testing. Some blended calls were made using the POM agent 

desktop to transfer callers to incoming VDNôs. All calls were expected to be recorded. 

 

The serviceability test cases were performed manually by disconnecting/reconnecting the 

Ethernet connection to Behavioral Analytics for POM Outbound. 

 

The verification of tests included use of a ótest GUIô that was provided to DevConnect from 

NICE to allow the playback of all recordings.  This tool is only used for DevConnect recording 

validation and is not provided to customers.  Customers using this recording solution would have 

access to the standard Behavioral Analytics Portal to find and play back recordings. 

 

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The 

jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to 

the interoperability of the tested products and their functionalities. DevConnect Compliance 

Testing is not intended to substitute full product performance or feature testing performed by 

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or 

completeness of a DevConnect memberôs solution. 

 

Avaya recommends our customers implement Avaya solutions using appropriate security and 

encryption capabilities enabled by our products. The testing referenced in these DevConnect 

Application Notes included the enablement of supported encryption capabilities in the Avaya 

products. Readers should consult the appropriate Avaya product documentation for further 

information regarding security and encryption capabilities supported by those Avaya products. 

 

Support for these security and encryption capabilities in any non-Avaya solution component is 

the responsibility of each individual vendor. Readers should consult the appropriate vendor-

supplied product documentation for more information regarding those products. 

 

For the testing associated with these Application Notes, the interface between Application 

Enablement Services and Behavioral Analytics for POM Outbound did not include use of any 

specific encryption features as requested by NICE. 

2.1. Interoperability Compliance Testing 

The interoperability compliance test included feature and serviceability testing. The feature 

testing focused on verifying the following on Behavioral Analytics for POM Outbound. 

¶ Handling of POM messaging in areas of event notification and value queries. 
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¶ Use of DMCC services to register virtual IP softphones, and to activate Single Step 

Conference to obtain the media for call recording. 

¶ Outbound calls in a Preview Campaign ï Test call recording for outbound calls in a 

preview campaign created on POM made to PSTN endpoints over a SIP trunk. 

¶ Outbound calls in a Progressive Campaign - Test call recording for outbound calls in a 

progressive campaign created on POM made to a simulate SIP PSTN endpoints. 

¶ Hold/Tra nsferred/Conference calls ï Test call recording of outbound calls in a preview 

campaign on hold, transferred and conferenced. 

¶ Blended calls ï The recording of both inbound and outbound calls together using the same 

agent. 

¶ Serviceability testing - The behaviour of Behavioral Analytics for POM Outbound under 

different simulated failure conditions. 

 

The serviceability testing focused on verifying the ability of Behavioral Analytics for POM 

Outbound to recover from adverse conditions, such as disconnecting/reconnecting the Ethernet 

connection to Behavioral Analytics for POM Outbound. 

2.2. Test Results 

All test cases were executed. The following observations were noted on POM from the 

compliance testing. 

1. The Signaling Group involved with SIP trunks required that Direct IP-IP Audio 

Connections be set to no and that IP Audio Hairpinning be set to Y, this was at the 

request of NICE for this setup. Please see Section 5.4 to see how this is implemented. 

2. NICE provided two batch files and a unique GUI to allow the playback of recordings 

from both POM events and from TSAPI events. The bespoke nature of this setup meant 

that these batch files need to be manually run in order to process the calls and populate 

the GUI to allow the playback of recordings, this would not necessarily be the case for a 

production setup. 

2.3. Support 

Technical support on Behavioral Analytics for POM Outbound can be obtained through the 

following. 

¶ Phone:   + 1 800.642.3611 

¶ Web: http://wiser.nice.com 

http://wiser.nice.com/
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3. Reference Configuration 
The configuration in Figure 1 was used to compliance test Behavioral Analytics for POM 

Outbound with POM, Communication Manager and Application Enablement Services.  

 

During compliance testing, Behavioral Analytics for POM Outbound monitored the skill groups 

and agent stations shown in the table below. 

 

Device Type Extension 

VDN 1900, 1901 

Skill Group 90, 91 

Supervisor 1002 

Agent Station 1100 (SIP), 1001 (H.323), 1050 (Digital) 

Agent ID 1400, 1401, 1402 

Virtual DMCC Stations 18901, 18902, 18903 

 

 

 
 

Figure 1: Compliance Testing Configuration 
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4. Equipment and Software Validated 
The following equipment and software were used for the sample configuration provided: 

 

Avaya Equipment/Software  Release/Version 

Avaya Aura® System Manager running on a virtual 

server 

System Manager 8.1.2.0 

Build No. ï 8.1.0.0.733078 

Software Update Revision 

No: 8.1.2.0.0611261 

Feature Pack 2 

Avaya Aura® Session Manager running on a virtual 

server 

Session Manager R8.1.2 

Build No. ï 8.1.2.0.812039 

Avaya Aura® Communication Manager running on a 

virtual server 

R8.1.2.0 ï FP2 

R018x.00.0.890.0 

Update ID 01.0.890.0-26095 

Avaya Aura® Experience Portal used to host POM 

Avaya Proactive Outreach Manager 

-EPM (Experience Portal Manager) 

-MPP (Media Processing Platform) 

R7.2.3 

R03.01.03.01.03.013 

R7.2.3.0.0505 

R7.2.3.0.0505 

Avaya Aura® Application Enablement Services 8.1.2 

Avaya Aura® Media Server 8.0.0.169 

Avaya G430 Media Gateway 41.16.0/1 

Avaya J179 H.323 Deskphone 6.8304 

Avaya 96x1 SIP Deskphone 7.1.2.0.14 

Avaya Digital 9408 2.00 

NICE Equipment/Software  Release/Version 

NICE Behavioral Analytics for POM Outbound running on 

Windows 2016 server with MS SQL 2017 

¶ Avaya TSAPI Windows Client (csta32.dll) 

¶ Avaya DMCC XML 

4.2 

 

8.0.0.38 

8.0.0.38 
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5. Configure Avaya Aura® Communication Manager 
This section provides the procedures for configuring Communication Manager. The procedures 

include the following areas: 

¶ Verify license 

¶ Administer CTI link 

¶ Administer IP codec set 

¶ Administer Signalling Group 

¶ Administer virtual IP softphones 

¶ Administer agent stations (SIP) 

5.1. Verify License 

Log in to the System Access Terminal to verify that the Communication Manager license has 

proper permissions for features illustrated in these Application Notes. Use the display system-

parameters customer-options command to verify that the Computer Telephony Adjunct 

Links customer option is set to y on Page 4. If this option is not set to y, then contact the Avaya 

sales team or business partner for a proper license file.  

 
display system - parameters customer - options                       Page   4  of  12  

                                OPTIONAL FEATURES 

 

    Abbreviated Dialing Enhanced List? y           Audible Message Waiting? y  

        Access Security Gateway (ASG)? n               Authorization Codes? y  

        Analog Trunk Incoming Call ID? y                        CAS Branch? n  

 A/D Grp/Sys List Dial ing Start at 01? y                          CAS Main? n  

Answer Supervision by Call Classifier? y                 Change COR by FAC? n  

                                  ARS? y  Computer Telephony Adjunct Links? y  

                 ARS/AAR Partitioning? y   C vg Of Calls Redirected Off - net? y  

          ARS/AAR Dialing without FAC? n                       DCS (Basic)? y  

          ASAI Link Core Capabilities? y                 DCS Call Coverage? y  

          ASAI Link Plus Capabilities? y                DCS with R erouting? y  

       Async. Transfer Mode (ATM) PNC? n  

  Async. Transfer Mode (ATM) Trunking? n    Digital Loss Plan Modification? y  

              ATM WAN Spare Processor? n                           DS1 MSP? y  

5.2. Administer CTI Link  

Add a CTI link using the add cti-link  n command, where ñnò is an available CTI link number. 

Enter an available extension number in the Extension field. Note that the CTI link number and 

extension number may vary. Enter ADJ-IP in the Type field, and a descriptive name in the 

Name field. Default values may be used in the remaining fields.  

 
add cti - link  1                                                   Page   1 of   3  

                                    CTI LINK  

 CTI Link: 1  

Extension: 1990  

     Type: ADJ - IP  

                                                                     COR: 1  

     Name: aes81xvmpg  
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5.3. Administer IP Codec Set  

Use the change ip-codec-set n command, where ñnò is an existing codec set number used for 

integration with Behavioral Analytics for POM Outbound.  

 

For customer network that use encrypted media, make certain that none is included for Media 

Encryption , and that Encrypted SRTP is set to best-effort , these settings are needed for 

support of non-encrypted media from the virtual IP softphones used by Behavioral Analytics for 

POM Outbound. 

 

In the compliance testing, this IP codec set was assigned to the virtual IP softphones used by 

Behavioral Analytics for POM Outbound.  

 
change ip - codec - set 1                                           Page   1 of   2  

 

                          IP Codec Set  

 

    Codec Set: 1  

 

    Audio        Silence      Frames   Packet  

    Codec        Suppression  Per Pkt  Size(ms)  

 1: G.711 A            n         2        20  

 2:  G.711MU 

 3:  G.729  

 4:  

 5:  

 6:  

 7:  

 

    Media Encryption                    Encrypted SRTP: best - effort  

 1: 1 - srtp - aescm128 - hmac80 

 2: none  

 3:  

 4:  

 5:  
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5.4. Administer Signalling Group 

The following must be set on each signalling group involved with SIP traffic. Set Direct IP-IP 

Audio Connections to n, set IP Audio Hairpinning  to y. This is to ensure that SIP phones will 

be recorded properly using Single Step Conference. 

 
change signaling - group 1                                        Page   1 of   3  

                                SIGNALING GROUP 

 

 Group Number: 1              Group Type: sip  

  IMS Enabled? n        Transport Method: tls  

        Q- SIP? n  

     IP Video? n                                   Enforce SIPS URI for SRTP? n  

  Peer Detection E nabled? y  Peer Server: SM                       Clustered? n  

 Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y  

Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n  

Alert Incoming SIP Crisis Calls? n  

   Near - end Node Name: procr                 Far - end Node Name: SM80vmpg  

 Near - end Listen Port: 5061                Far - end Listen Port: 5061  

                                        Far - end Network Region: 1  

 

Far - end Domain:  

                                             Bypass If IP Threshold Exceeded? n  

Incoming Dialog Loopbacks: eliminate                  RFC 3389 Comfort Noise? n  

         DTMF over IP: rtp - payload            Direct IP - IP Audio Connections? n  

Session Establishment Timer(min): 3                     IP Audio Hairpinning? y  

         Enable Layer 3 Test? y  

H.323 Station Outgoing Direct Media? n            Alternate Route Timer(sec): 6  
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5.5. Administer Virtual IP Softphones 

Add a virtual IP softphone using the add station n command, where ñnò is an available 

extension number. Enter the following values for the specified fields and retain the default values 

for the remaining fields.  

¶ Extension:  The available extension number 

¶ Type:  Any IP telephone type, such as 4620 

¶ Name: A descriptive name 

¶ Security Code: A desired code 

¶ IP SoftPhone: y 

 
add station  18901                                                Page   1 of   5  

                                     STATION 

 

Extension: 18901                          Lock Messages? n               BCC: 0  

     Type: 46 20                          Security Code: 1234              TN: 1  

     Port: IP                          Coverage Path  1:                 COR: 1 

     Name: Virtual Recorder 1           Coverage Path 2:                 COS: 1  

                                       Hunt - to Station:               Tests: y  

STATION OPTIONS 

                Location:                  Time of Day Lock Table:  

              Loss Group: 19         Personalized Ringing Pattern: 1  

                                                 Message Lamp Ext: 18901  

            Speakerphone: 2 - way               Mute Button Enabled? y  

        Display Language: english                Expansion Module? n  

 Survivable GK Node Name:  

          Survivable COR: internal              Media Complex Ext:  

   Survivable Trunk Dest? y                          IP SoftPhone? y  

 

                                               IP Video Softphone? n  

                              Short/Prefixed Regis tration Allowed: default  

 

 

Note: For compliance testing there were three recorders configured to ensure there were enough 

recorders for each agent used.  
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5.6. Administer Agent Stations (SIP) 

Each Avaya SIP endpoint or station that needs to be monitored and used for 3rd party call control 

will need to have ñType of 3PCC Enabledò set to ñAvayaò. Changes of SIP phones must be 

carried out from System Manager by entering http://<FQDN >/network -login, where <FQDN> 

is the fully qualified domain name of System Manager or http://<IP  Adddress >/network-

login. Log in using appropriate credentials. 

 

Note: The following shows changes a SIP extension and assumes that the SIP extension has been 

programmed correctly and is fully functioning. 

 

 
 

From the home page, click on Users Ą User Management Ą Manage Users, as shown below. 
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Click on Manager Users in the left window. Select the station to be edited and click on Edit . 

 

 
 

Click on the CM Endpoint Profile  tab in the left window. Click on Endpoint Editor  to make 

changes to the SIP station. 
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In the General Options tab ensure that Type of 3PCC Enabled is set to Avaya as is shown 

below. Click on Done, at the bottom of the screen, once this is set. 

 

 
 

Click on Commit once this is done to save the changes. 
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6. Configure Avaya Aura® Experience Portal and Avaya 
Proactive Outreach Manager 

Avaya Proactive Outreach Manager is installed on top of an existing Avaya Aura® Experience 

Portal installation. It is assumed that both Experience Portal and POM are fully installed and 

configured. This section will go through the changes that are necessary to allow Behavioral 

Analytics for POM Outbound to connect and receive call events from the POM Call Recorder 

API. 

 

Open a web browser and navigate to https://<IPAddressofEP>/VoicePortal/ as shown below, 

enter the appropriate credentials and click on Logon. 
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6.1. Configure Proactive Outreach Manager 

Select POM Home from the bottom of the left window. 

 

 
 

Select Global Configurations as shown below. 
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Scroll down to the WFO section and ensure that Enable WFO is ticked and the default port of 

7999 is selected. The Nailup call CLID  can be set at any figure and it was set as shown below. 

Click Apply  at the bottom of the screen. 
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6.2. Create a POM User for Behavioral Analytics for POM Outbound 

A user must be created to allow Behavioral Analytics for POM Outbound access to web services 

for call events. This user will be configured during the Behavioral Analytics for POM Outbound 

setup in Section 8.1.1. Click on Users in the left window and Add in the main window. 

 

 
 

Ensure that Web Services is ticked, enter a suitable Name and Password and click on Save. 

 

 



 
PG; Reviewed: 

SPOC 10/14/2020 

Solution & Interoperability Test Lab Application Notes 

©2020 Avaya Inc. All Rights Reserved. 

18 of 47 

NICEBA-POM313 

 

6.3. Starting the Outbound Campaign 

Before any outbound calls can be made, the outbound campaign (configured in the Appendix) 

must be started. Open Campaign Manager as shown below. 

 

 
 

All campaigns that are configured are shown. To start a campaign, click on the play icon 

highlighted below. 
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7. Configure Avaya Aura® Application Enablement Services 
This section provides the procedures for configuring Application Enablement Services. The 

procedures fall into the following areas: 

¶ Verify Licensing 

¶ Administer TSAPI link 

¶ Identify Tlinks 

¶ Enable TSAPI and DMCC Ports 

¶ Create CTI User 

¶ Administer Security Database 

7.1. Verify Licensing 

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet 

browser, where <ip-addr> is the IP address of the AES. At the login screen displayed, log in with 

the appropriate credentials and then select the Login button. 
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The Application Enablement Services Management Console appears displaying the Welcome to 

OAM  screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by 

ensuring that TSAPI Service is in the list of Services and that the License Mode is showing 

NORMAL MODE . If not, contact an Avaya support representative to acquire the proper license. 

 

 
 

The TSAPI and DMCC licenses are user licenses issues by the Web License Manager to which 

the Application Enablement Services (AES) server is pointed to. The following screen shows the 

available licenses for both DMCC and TSAPI users. 

 

 




















