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Abstract

These Application Notes describe the steps used to configure Session Initiation Protog
trunking betweenBT Global Services SIP Trunknd an Avaya SIP enabled Enterpi
Solution. The Avaya solution consists Afaya Session Border Controller for Enterpri
Avaya Aura® Session Manager and Avaya Communicgdierver100Q BT is a member o
the DevConnect Service Provider program

Readers should pay attention $ection 2 in particular the scope of testing astlimed in
Section 2.1as well as the observations notediection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing ad additional technical discussions. Testing was conducted via the DevC
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking betweeBT Global Services SIP Trurdnd an Avaya SHenabled enterprise solution.

The Avaya solution consists tife following: Avaya Communicatio®server 1000R7 65

(CS1000; Avaya Aura ® Session Manager.0 (Session Manager) atiaya Session Badler
Controller for Enterprise R7 Rvaya SBCE). Note thahe shortened names shown in brackets
will be used throughout the remainder of the docum@uastomers using this Avaya Séhabéd
enterprise solution witBT Global ServiceSIP Trunkare able tgplace and receive PSTN calls

via a dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach generally results in lower cost for the
enterprise customer.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of Communicat®erver 10000Session Manager and Avaya
SBCE. The enterprise site was configureddonect tahe BT Global Services SIP Trunk
Platform

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect mehieers
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability ofhe tested products and their functionalitievConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the saitability
compl eteness of a DevConnect memberds solutio

2.1. Interoperability Compliance Testing

The interoperability test included the following:

1 Incoming calls to the enterprise site from the PSTN were routed to the DID numbers
assigned by BT. Incoming PSTN calgre terminated on Digital, Unistim, SIP and
Analog telephones at the enterprise side.

9 Outgoing calls from the enterprise site were completed via BT to PSTN telephones.
Outgoing calls from the enterprise to the PSTN were made from Digital, Unistim, SIP
ard Analog telephones.

Calls using the G.711And G.729 codea.

Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using T.38
DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for
inbound and outbound calls

User features such as hold and resume, transfer, conference, call forwarding, etc
Caller ID Presentation and Caller ID Restriction

Call coverage and call forwarding for endpoints at the enterprise site

Transmission and response of SIP OPTIONS messagedyBT Global Services SIP
Trunk Platformrequiring Avaya response and sent by Avaya requBifgesponse

= =4 =
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful resBIIs for
Global Services SIP Trunkith the following observations:

1 TheCS1000default configuration will not allow a blind transfer to be executed (incoming
SIP Service Provider trunk to outgoing SIP Service Provider trunk) if the SIP Service
Provider in question does not support the SIP UPDAEEhod. With the installation of
plugin 501 on th€S1000 the blind transfer will be allowed and the call will be completed.
The limitation of this plugin is that no ringback is provided to the originator of the call for the
duration that the destinati@et is ringing. In addition to plugin 501, it is required MaRK
SU ver si ovirk-fi656.8612840.0i 3 8 6 .oDhigber be tisedbon all SSG
signalling servers to ensure proper operation of the blind transfer feature. The use of plugin
501 does natestrict the use of the SIP UPDATE method of blind transfer to other parties
that do happen to support the UPDATE method, but rather extends support to those parties
that do not. Note that plugin 501 is independent of and does not require the Global Plugi
Package 409

1 When testing failover to alternative network SBC, outgoing calls took approximately 32
seconds to set up. A subsequent call did not attempt to set up via thparational
SBC and was established within an acceptable time though thermwaaslio. An
attempt was made to reduce the initial setup time by reducing SIP timer T1 on the Avaya
SBCE but this did not function according to RFC 3261. Fault Report AURTERIA
was raised to have this investigated by the Avaya SBCE support team.

1 The SIPTrunk between the Avaya Galway Lab and the BT Sandbox was unstable and
became notperational several times during testing. This was deemed to be a network
issue and not related to the functionality of BleGlobal Services SIP Trurfklatform.

1 The netwok responded to an outbound call to an invalid PSTN number with 404
AService -Noapai i s Ahisdbahavioar bitl rotocreate an issue and a
tone was heard on the calling phone. It is noted however, as the comrsedlyesponse
is 404undlot Fo

1 The BT Sandbox did not have a voicemail system in operation at the time of test. Instead
DTMF was successfully tested using IVR.

1 There are no mobile phones available on the BT sandbbtobie X featurewas tested
with a fixed phone.

1 All unwanted MME was stripped on outbound calls using the Adaptation Module in
Session Manager.

1 No inbound toll free numbers were tested as none were available from the Service
Provider.

1 No Emergency Services numbers tested as test calls to these numbers should be pre
arranged with the Operator.

2.3. Support

For technical support BT Global Serviceproducts please contaBT Global Servicesn
0800 028 5314r visit their website atvww.globalservices.bt.com
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3. Reference Configuration

Figure 1illustrates the test configuration. The test configuration shovisgerprise site
connectedt®@ T s S| P T.ilacatdd at ;h&nteyprise gte israAvaya SBCE, Session
Manager and CS1000. Endpoints are Avaya 1140 series ffhoalegwith Unistim and SIP
firmware), Avaya 1200 series IBléphons (with Unistim and SIP firmware), Avaya IP 208G
Softphone, Avaya Digital telephongnalogtelephone and fax machine. For security purposes,
any public IP addresses or PSTN routalblene numbers used in the compliance test are not
shown in these Application Notes.

BT Global Service SIP Trunk Platform Sandbox

- KEY
| —— - =RTP
s SIP to PSTN R
Gateway g
|
‘ SBC1:192.168.221.26
3 BYSBC |smc2:182.168.221.23
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Device PSTN s . \
Telephone

Internet

';\vaya Enterprise Site

Avaya Aura® Session Manager v \
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19:19.0.31 ~ Fignaliing) 110.10.9.71 - Privatefinsida)
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(10.10.9.40)

Laptop running Y | —
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Figure 1: Test SetupBT SIP Trunk to Avaya Enterprise
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4. Equipment and Software Validated
The following equipment and software were used for the sample configurationgaiovid

Equipment/Software | ReleaseYersion

Avaya

Avaya Aura® Session Manager 7.0.0.0.700007

Avaya Aura® System Manager 7.0.0.0.16266

Avaya Communicatioserver 1000 Avaya Communication Server 1000E
R7.6

Version 7.65.P
Deplist: CPL_X21_0765P
All CS1000patches listed il\ppendix

A
Avaya Communication Server 1000E Meg CSP Version: MGCC D01
Gateway MSP Version: MGCVABO2

APP Versoon: MGCA BA18
FPGA Version: MGCF A22
BOOT Version: MGCB BAS
DSP1 Version: DSPABO7
Avaya Session Border Controller for 7.0.021-6602

Enterprise
Avaya 1140e and 1230 Unistim Telephon| FW: 0625C8A
Avaya 1140e and 1230 SIP Telephones | FW:04.10.18.00.bin

Avaya 2050PC Release 4.3.0081
Avaya Analogue Telephone N/A
Avaya M3904 Digital Telephone N/A

BT Global Services
Gerband S3 Session Border Controller 8.3.7.1
NOAS Call Server 4.38.0.1
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5. Configure Avaya Communication Server 1000

This section describes the steps required to config8t®@ for SIP Trunking and also the
basic configuration for telephones (analog, &t IP phones). SIP trunks are established
between G1000and Session Manager. SIP trunks are also established between Session
Manager and thAvaya SBCE private interface. ThA&vaya SBCE public interface connects to
the BT Global Services SIP trunks. émsing PSTN calls from the BT Global Services SIP
Trunk service traverse thferayaSBCE and are directed to the Session Manager, which directs
the calls to CS1000 (séegure 1).

When a SIP message arrives at CS1000, further incoming call treatments suabnaing digit
translations and class of service restrictions may be performed. All outgoing calls to the PSTN
are processed within CS1000 and may be first subject to outbound features such as route
selection, digit manipulation and class of serviceriagins. When CS1000 selects a SIP trunk
for outgoing PSTN calls, SIP signaling is directe®#¢ssion Manager. Session Manager directs
the outbound SIP messages toAwaya SBCE private interface. ThAvayaSBCE public

interface manages outgoing SIPsess onwards to the BT Global Services SIP trunks.

Specific CS1000 configuration was performed using Element Manager and the system terminal
interface. The general installation of th81D0Q System Manager, Session Manager Avnaya

SBCE is presumed tbave been previously completed and is not discussed here. Configuration
details will be provided as required to draw attention to changdsfanilt system configurations

5.1. Logging into the Avaya Communication Server 1000E

Configuration on the CS1000 whle performed by using both SSH Putty session and Avaya
Unified Communications Management GUI.

Log in using SSH to the ELAN IP address of the Call Server with a username containing the
correct privileges. Once logged in typgconsolethis will take the ger into the vxworks shell of
the call server. Next tydegin; the user will then be asked to login with correct credentials.
Once loggedn the user can then progress to load any overlay.

Log in using the web based Avaya Unified Communications Manage@igin Avaya Unified
Communications Management GUI may be launched directlgttpal/<ipaddress where the
relevant <ipaddress> is the TLAN IP address of the CS1000. Avaya Unified Communications
Management can also be implemented on SyMeamager.
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The following screen shows the login screen. Login with the appropriate credentials.

JAV/AV/

Usar 10 |sgmin

FRS5Wid essssses

The Avaya Unified Communications ManagemEtgmentspage will be used for configuration.
Click on the Element Name corresponding®1000n the Element Tge column. In the
abridged screen below, the user would click on the Element [Eainen cs1kvi9.

Host Name: 10.10.8.57  User Name: admin
Elements
New elements are registered into the security framework, or may be added as simple hyperlinks. Clidk an element name to lsunch its mansgement service. You can
optionally filter the list by entering a search term.
[ [Csearch )( Reset]
e T T a
D Element Name Element Type4 Release Address Deswiption
{[] smarvd.svaya.com (primary) Base 0S5 76 10.10.9.57 Base 0S
element.
12[] Eli on clivid £S1000 78 192.1€8.27.2 New element.
3|:] cs1kvl9.avays.com [member) Linux Base 7.8 86.47.122.25 Base OS5
element.
,D 192.168.27.2 Media Gatewsy Controller 7.6 192.168.27.2 New element.
s[] NRSM on cstkvi Network Routing Servios 76 192.1€8.27.2 New element.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled bete is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Useé8&000system terminal and manually load
overlay 22 to print the System Limits (the required commastt )sand verify that the number

of SIP Access Ports reported by the system is sufficient for the combination of trunk810 the
Global Servicesietwork, and any other SIP trunks needed. See the following screenshot for a
typical System Limits printout. The value 8fP ACCESS PORTSdefines the maximum

number of SIP trunks for théS1000

CMN; Reviewed: Solution & Interoperability Test Lab Application Note 7o0f72
SPOC 8/16/2016 ©2016 Avaya Inc.All Rights Reserved. BTGS_CS1K76 SM



System type is - Communication Server 1000/CP PM
CP PM - Pentium M 1.4 GHz

IPMGs Registered: 4
IPMGs Unregistered: 0
IPMGs Configured/unregistered: 2

TRADITIONAL TELEPHONES 120 LEFT 110 USED 10
DECT USERS 16 LEFT 16 USED O

IP USERS 10000 LEFT 9954 USED 46

BASIC IP USERS 16 LEFT 13 USED 3
TEMPORARY IP USERS 8 LEFT 8 USED 0
DECT VISITOR USER 16 LEFT 16 USED O

ACD AGENTS 192 LEFT 185 USED 7

MOBILE EXTENSIONS 8 LEFT 7 USED 1
TELEPHONY SERVICES 16 LEFT 13 USED 3
CONVERGED MOBILE USERS 8 LEFT 8 USED O
AVAYA SIP LINES 16 LEFT 12 USED 4

THIRD PARTY SIP LINES 16 LEFT 16 USED O

PCA 20 LEFT 18 USED 2

ITG ISDN TRUNKS 0 LEFT 0 USED 0
H.323 ACCESS PORTS 524 LEFT 524 USED O

AST 6652 LEFT 6640 USED 12

SIP CONVERGED DESKTOPS 16 LEFT 16 USED O
SIP CTI TR87 16 LEFT 8 USED 8

SIP ACCESS PORTS 524 LEFT 518 USED 6
RAN CON 90 LEFT 90 USED O

MUS CON 120 LEFT 120 USED O

Load Overlay 21 andconfirm the customer is setup to US®N trunksby typing thePRT and
NET_DATA commarls as shown below

REQ: prt

TYPE: net

TYPE NET_DATA
CUST O

TYPE NET_DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES
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5.3. Configure Codecs for Voice and FAX operation

BT Global Servicé SIP Trunk supports G.711A al729 voice codecdJsing theCS1000
ElementManager sidebar, seledbdes, Servers, Media CardsNavigate to théP Network A
IP Telephony NodesA Node DetailsA VGW and Codecsproperty page and configure the
CS1000General codec settings as in the following screenshots.vBhees highlighted are
required for correct operatiomhe following screenshot shows the neces&ayeral settings.

Move down to the Voice Codecs section and configure the G.711 codec settings. The following
screenshot shows the G.711 codec settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Voice Codecs
Codec G711: Enabled (required)
Voice payload size: 20 v (miliseconds per frame

Voice playout (jitter buffer) delay: 40 ~ 80 ~ (miliseconds
Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

["] voice Activity Detection (VAD)

m

Next, scroll down to the G.729 codec section and configure the settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » |P Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax
Codec G729: [V] Enabled

Voice payload size: 20 v (miliseconds per frame

Voice playout (jitter buffer) delay;: 40 ~ 80 v (miliseconds
Nominal Maximum
Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)
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Finally, configure the Bx settingsas in the highlighted section of the next screenglatk on
the Savebutton when finished.

Fax
Codec name: T.38 FAX

Maximumrate: 14400 v (bps

Fax TCF method: 2 +

Fax playout nominal delay: 100 (0 - 300 miliseconds

m

FAX no activity timeout: 20 (10 - 32

00 miliseconds

Packetsize: 30 v (bps

5.4. Virtual Trunk Gateway Configuration

UseCS1000Element Manager to configure the system node propekasgate to th&System

A 1P Networks A IP Telephony NodesA Node Detailsand verify the highlighted section is
completed with the correct IP addresses and subnet masks of the Node. Teeradinse

signaling server have previously been configured with IP addresses. The Node IPv4 address is
the IP address that the IP phones use to register. This is also where the SIP trunk connection is
made to Session Manager. When an entity link is add8dssion Manager for the CS1000, it is

the Node IPv4 address that is used &eetion6.517 Define SIP Entities for more details).

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details

Node Details (ID: 200 - SIP Line, LTPS, PD, Gateway ( SIPGw ))

Presence Publisher
IP Media Services

Numbering Zones
MCDN Aternative Routing Treatment (MALT) Causes

Node ID: * (0-9999
Call server IP address: 192.168.27.2 . TLAN address type: @ |Pv4 only
) IPv4 and IPv6
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: 192.168.27 1 : Node IPv4 address: 10.10.9.21
Subnet mask: 2552552550 - Subnet mask: 255.255.255.0
IP Telephony Node Properties Applications (click to edit configuration)
* Voice Gateway (VGW) and Codecs e SIPLine
e Quality of Service (Q0S) e Terminal Proxy Server (TPS)
e LAN o Gateway (SIPGw)
e SNTP e Personal Directories (PD)
L] L]
L] L]

* Required Value. [ Save ] {Cancel
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
SystemA |P Networks A IP Telephony NodesA Node DetailsA Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.
1 Vtrk gateway application: Provides option to select Gatewayplications. The three
supported modes a&lP Gateway SIPGw), H.323Gw, andSIPGw and H.323Gw
1 SIP domain name:The SIP @dmainname is lhe SIP Service Domain. The SIP domain
name configured in the Signaling Server properties must match the Service Domain name
configured in Session Managén this caseavaya.can
1 Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is5060
1 Gateway endpoint name:This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for retytraf the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used
1 Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this c266
1 Proxy or Redirect Server: PrimaryTLAN IP address is the Security Module #idldress
of Session Manager. TRgansport protocol used forSIP, in this case i3CP
1 SIP URI Map: Public E.164- National andPrivate - Unknown are left blank. All
other fields in the $1 URI Map are left with default values

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

Node ID: 200 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Settings | SIP Gateway Services

Virk gateway application: || Enable gateway service on this node

[—m ]

General Virtual Trunk Network Health Monitor

Vtrk gateway application: SIP Gateway (SIPGw) ~
["] Monitor IP addresses (listed below)

SIP domain name: avaya.com ) )
Information will be captured for the IP addresses listed

below
Local SIP port: 5060 (1-65535
Monitor IP:

Gateway endpoint name: cs1kvi9 )
Monitor addresses:

Gateway password:
Application node ID: 200 (0-9999

Enable failsafe NRS:
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Proxy Or Redirect Server:
Proxy Server Route 1:

Primary TLAN IP address: 10.10.9.31

The |P address can have sither |Pv4 or [PvE format
agdress type
Port: 5060 (1-65535)

Transport protocol: TCP

Options: [7] Support registration
[] Primary CDS proxy

i)

SIP URI Map:

Public E.164 domain names

Subscriber:
Special number. PublicSpecial

Unknown: PublicUnknown

Unknown:

Private domain names
UDP: udp

m |

subscriber CDP: cdp.udp
Special number: PrivateSpecial

Vacant number: PrivateUnknown
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations aaddasidth
management. SIP trunks require a unique zone, not shared with other resources ancticest pra
dictates that IP telephones and Media Gateways are all placed in separatthzberesample
configuration SIP trunks use zone 01 and IP and SIP Telephones use zone 02; system defaults
were used for each zone other than the parameter configurdrferintent. For SIP Trunks

(zone 01) VTRK is configured foiZone Intent. For IP, SIP Telephones (zone O is

configured forMain Office.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager amhwvigate tdSystemA [P Network A ZonesA Bandwidth Zonesand
add new zones as required.

Managing: 192.168.27.2 Username: admin
System » IP Network » Zones » Bandwidth Zones

Bandwidth Zones

‘ Add... ‘ |lmport_._‘ [ Export J ‘Maintenance...|
Zone s Intrazone Intrazone Interzone Interzone ResourceTyoe: | [ Zonelntant Description
n - = s e Tvp el scrip!
Bandwidth Strateay Bandwidth Strateqy
19 1 1000000 BQ 1000000 BQ SHARED VTRK
2@ 2 1000000 BQ 1000000 BQ SHARED MO

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. liheming Digit
Conversion(IDC) table was configred to translte incoming PSTN numbers to fadigit local
telephone extension numbers. The digits of the actual PSTN DDI number are obscured for
security reasons. The following screenshot shows the incoming PSTN numbers converted to
local extension numlps. These were altered during testing to map to various SIP, Analog,
Digital or UNIStim telephones depending on the particular test case being executed.

Digit Conversion Tree 0 Configuration
Regular IDC tree
Send calling party DID disabled
| Add... J | DeleteIDC | | Delete 1DC tree i
Incoming Digits « Converted Digits CPND Name
1) 445511 6000
20 445511 6001
3(%) 445511 6002
47 445511 6003
5@ 445511 6005
6(7) 445511 6007
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5.7. Configure SIP Trunks

CS1000 virtualtrunkswill be used forall inbound and outbound PSTN callstbhe BT Global
ServicesSIP Trunkservice Six separate steps are required to configu&@Ovirtual trunks:

T
)l
T

Configure a BChannel Handle§CH); configure using th€S1000system terminal
and overlay 17

Configure a SIP trunk Route Data Blodk¥B); configure using th€€S1000system
terminal and overlay 16

Configure SIP trunk members; configure using@®81000system terminal and overlay
14

Configure aDigit Manipulation Data Block[PGT), configure using th€S1000system
terminal and overlay 86

Configurea Route List BlockRLB); configure using th€S1000system terminal and
overlay 86

ConfigureCo-ordinated Dialling Plan(sXQDP); configure using th€S1000system
terminal and overlay 87

The following is an example DCH configuration for SIP trunks. LO&érlay 17 at theCS1000
system terminal and enter the following values. The highlighted entries are required for correct
SIP trunk operation. Exit overlay 17 when completed.

Overlay 17

ADAN

CTYP DCIP
DES VIR_TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO

DCH1
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Next, configure the SIP trunk Route Data Block (RDB) using28&000system terminal and
overlay 16. Load®verlay 16, enterRDB at the prompt, press return and commence
configuration. The value fddCH is the same as previously entered in overlay 17. The value for
NODE should match the node valueSection 5.4 The value foZONE should match that used

in Section 5.5for VTRK . The remaining highlighted values are important for correct SIP trunk

operation.

Overlay 16
TYPE: RDB » | ACOD 1111 CPDC NO
CUST 00 TCPP NO DLTN NO
ROUT 1 PII NO HOLD 02 02 40
TYPE RDB AUXP NO SEIZ 02 02
CUST 00 TARG SVFL 02 02
ROUT 1 CLEN 1 DRNG NO
DES VIR_TRK BILN NO CDR NO
TKTP TIE OABS NATL YES
NPID_TBL_NUM 0 INST SSL
ESN NO IDC YES CFWR NO
RPA NO DCNO 0 IDOP NO
CNVT NO NDNO 0 * VRAT NO
SAT NO DEXT NO MUS YES
RCLS EXT DNAM NO MRT 21
VTRK YES SIGO STD PANS YES
ZONE 0@01 STYP SDAT RACD NO
PCID SIP MFC NO MANO NO
CRID NO ICIS YES FRL 00
NODE200 OGIS YES FRL 10
DTRK NO TIMR ICF 1920 FRL 20
ISDN YES OGF 1920 FRL 30
MODE ISLD EOD 13952 FRL 40
DCH 1 LCT 256 FRL 50
DSI 34944 FRL 60
:f[\(ﬁ gl(;éoo NRD 10112 FRL 70
NCNA YES DDL 70 OHQ NO
NCRD YES ODT 4096 OHQT 00
TRO NO RGV 640 CBQ NO
FALT NO GTO 896 AUTH NO
CTYP UKWN GTIl 896 TTBL O
INAC NO SFB 3 ATAN NO
ISAR NO PRPS 800 OHTD NO
DAPC NO NBS 2048 PLEV 2
MBXR NO NBL 4096 OPR NO
MBXOT NPA IENB 5 ALRM NO
MBXT 0 TFD 0O ART 0O
PTYP ATT VSS 0 PECL NO
CNDP UKWN VGD 6 DCTI O
AUTO NO EESD 1024 TIDY 1600 100
DNIS NO SST 50 ATRR NO
DCDR NO DTD NO TRRL NO
SCDT NO SGRP 0
g:?cilﬁﬁ 2 DT NO ARDN NO
TRMB YES NEDC ORG CTBL O
STEP FEDC ORG AACR NO
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Next, configure virtual trunk members using ©81000system terminal an@verlay 14.
Configure sufficient trunk members to carry both incoming and outgoing PSTN calls. The
following example shows a single SIP trumkember configuration. Loadverlay 14 at the
system terminal and typeew X, where X is the required number of trunks. Continue entering
data until the overlay exits. TRTMB value is a combination of tHROUT value entered in the
previous step and thedt trunk member (usually 1). The remaining highlighted values are
important for correct SIP trunk operation.
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Next, configure a Digit Manipulation data block (DGT)awverlay 86. Load®verlay 86 at the
system terminal and typeew. The following example shows the values ud¢ate: ISPN is set
to 0 asBT Global Servicesequired a prefix of O to be inserted before the dialed number for
outbound callsThe value foDigit Manipulation IndexDMI ) is the samaswhen inputting the

DMI value during configuration of the Route List Block.

Overlay 86
CUSTO
FEAT dgt
DMI 10
DEL 0O
ISPN O

CTYP NPA

Configure a Route List Block (RLB) in overlay 86. Lo@derlay 86 at the systm terminal and
typenew. The following example shows the values used. The valuR@WT is the same as
previously entered in overlay 16. TR&I value is unique to each RLB.

Overlay 86 —p | FCI O
CUST 0 FSNI 0
FEAT rlb BNE NO
RLI 10 DORG NO
ELC NO SBOC NRR
ENTR O PROU 1
LTER NO IDBB DBD
ROUT 1 IOHQ NO
TOD OON 1ON 20N 30N OHQ NO
40N 50N 6 ON 7 ON CBQ NO
VNS NO
SCNV NO ISET O
CNV NO NALT 5
EXP NO MFRL O
FRL O OVLL O
DMI 10
CTBLO
ISDM 0

Next, configure Ceprdinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use theS1000system terminal an@verlay 87. The following are some example

CDP entries used. The highlightBdll value previously configured in overlay 86 is used as the

Route Listindex RLI), this is the default PSTN route to the SIP Trunk service.

TSC 00353 TSC 18 TSC 800 TSC 08
FLEN O FLEN O FLEN O FLEN O
RRPA NO RRPA NO RRPA NO RRPA NO
RLI 10 RLI 10 RLI 10 RLI 10
CCBANO CCBANO CCBA NO CCBANO
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5.8. Calling Line Identification

This section documents basic configuration relevant t@Th&lobal Servicesonfiguration.
Load Overlay 15at system terminal and enter the required values in bold. As shown below,
CLID is set toYES andENTRY is set td0. HNTN andHLCL match the required digits
assigned bBT Global ServiceandDIDN is set toNO.

Load Overlay 15
TYPE NET_DATA
CUST 0
OPT
AC2
FNP
CLID YES
SIZE
INTL
ENTRY 0
HNTN 07689
ESA HLCL
ESA_INHN NO
ESA_APDN NO
HLCL 11010
DIDN NO
DIDN_LEN 0
HLOC
LSC
CLASS_FMT DN
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5.9. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e NIStim IP telephone. Loa@verlay 20at the system terminal and enteg th
following values. A uniquéour digit number is entered for th€EY 00. The value for

CFG_ZONE is thevalueused inSection 5.5/or IP and SIP Telephones
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Digital telephones are configured using the overlay 20; the following is a 294 digital set
configuration. Again, a unique number is entered folkiB¥ 00 andKEY 01 value.
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Analog telephones are also configured using overlay 20; the following example shamaiam
port configured for Plain Ordinary Telephone Service (POTS) and also configured to allow fax
transmissionA unique value is entered f@N, this is the extension numb&TN is required if

the telephone uses DTMF dialing. ValuesX A andMPT D configure the port for T.38 Fax
transmissions.

Overlay 20 7 Analog Telephone Configuration
DES 500

TN 100 0 00 03

TYPE 500

CDEN 4D

CUST 0

MRT

ERL 00000

WRLS NO

DN 6004

AST NO

IAPG 0

HUNT

TGAR 0

LDN NO

NCOS 0

SGRP 0

RNPG 0

XLST

SCl 0

SCPW

SFLT NO

CAC_MFC 0

CLS UNR DTN FBD XFD WTA THFD FND HTD ONS
LPR XRD AGRD CWD SWD MWD RMMD SMWD LPD XHD SLKD CCSD LND TVD
CFTD SFD MRD C6D CNID CLBD AUTU
ICDD CDMD LLCN EHTD MCTD
GPUD DPUD CFXD ARHD OVDD AGTD CLTD LDTD ASCD SDND
MBXD CPFA CPTA UDI RCC HBTD IRGD DDGA NAMA MIND
NRWD NRCD NROD SPKD CRD PRSD MCRD
EXRO SHL SMSD ABDD CFHD DNDY DNO3
CWND USMD USRD CCBD BNRD OCBD RTDD RBDD RBHIAXA CNUD CNAD PGND FTTC
FDSD NOVD CDMR PRED MCDD T87D SBMD PKCHIPD

PLEV 02

PUID

AACS NO

MLWU_LANG 0

FTR DCFW 4
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5.10.Configure the SIP Line Gateway Service

SIP terminal operation requires th&1D00node to be configured as a SIP Line Gateway (SLG)
before SIP telephones can be configured. Prior to configuring the SIP Line node prdperties,
SIP Line service must be enabled in the customer data block. Us810@@ystem terminal

and overlay 15 to activate SIP Line services (SLS_DATA), as in the following example where
SIPL_ON is set toYES.

SLS_DATA
SIPL_ON YES
UAPR 11
NMME NO

If a numerical value is entered against th&PR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to tReNetwork A IP Telephony NodesA Node DetailsA

SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.

1
1
1

1
il

SIP Line Gateway Application Enable the SIP line service on the nodlgeck the box
to enable

SIP Domain Name:The value musmatch that configured iBection 6.2

SLG endpoint name The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration

SLG Local Sip port: Default value i5070

SLG Local TLS port: Default value i$5071

Managing: 192.168.27.2 Username: admin

System » IP Network » P Telephony Nodes » Node Details » SIP Line Configuration

Node ID: 200 - SIP Line Configuration Details

General | SIP Line Gateway Settings | SIP Line Gateway Service

General Virtual Trunk Network Health Monitor

SIP Line Gateway Application: V] Enable gateway service on this node

m

SIP domain name: avaya.com | Monitor IP addresses (listed below)

SLG endpoint name: cs1kvl9

SLG Group ID: Monitor IP:

Monitor addresses
SLG Local Sip port: 5070 (1 - 65535

SLG Local Tls port: 5071 (1-65535
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5.1. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the CS1000 system termiQakaliag
20to add a Universal Extension (UEXT). See the following example of a SIP Line extension.
The value folUXTY must beSIPL. Thisexample is for an Avaya SIP telephone, so the value
for SIPNis 1. TheSIPU value is the usernam8CPW s the logon password and these values
are required to register the SIP telephone to the SLG. The valG&®rZONE is thevalue

used inSection 5.5or IP and SIP Telephone& unique telephone number is entered for value
KEY 00. The value foKEY 01 is comprised of th&JAPR (set inSection 5.8 value and the
telephone number usedKEY 00.
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5.2. Save Configuration

ExpandTools A Backup and Restoreon the left navigation panel and sel€ell Server.
SelectBackup (not shown) and cliclSubmit to save configuration changes as shown below.

AVAYA CS1000 Element Manager
|

- Network Address Translation o Managing: 192.168.27.2 Username: admin

- 0Q0S Thresholds Tocls » Backup and Restore » Call Server Backup and Restore » Call Server Backup
-Personal Directories
- Unicode Name Directory Call Server Bac kup

+Interfaces

-Engineered Values
+ Emergency Services =
+ Software Action | Backup v
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
- Templates
- Reports
-Views
- Lists
- Properies
- Migration
-Tools
- Backup and Restore
- Call Server

[ Submit || [ cancel |

The backup process will take several minutes to complete. Scroll botioen of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp to “fvarfoptinonelicsifs/cf2/backupl/single”™
Database backup Complete!

TEMUZ07

Backup process to local Removable Media Device ended successfully.

CMN; Reviewed: Solution & Interoperability Test Lab Application Note 270f 72
SPOC 8/16/2016 ©2016 Avaya Inc.All Rights Reserved. BTGS_CS1K76 SM



6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configured via System Manager. Ti@cedures include the following areas:

Log in to Avaya Aurd System Manager.

Administer SIP Domain.

Administer SIP Location.

Administer Adaptations.

Administer SIP Entities.

Administer Entity Links.

Administer Routing Policies.

Administer Dial Patterns.

=4 =4 -84 _9_95_°5_2

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certainl&@thrins, locations, SIP entities,

and Session Manager itself. However, each item should be reviewed to verify the configuration

6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entégtmg<FQDN >/SMGR, where
<FQDN?> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and theme tabwill be presented with menu options shown below.
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Most of the configuration items are performed in the Routing Element. CliBloahng in the
Elements column shown above to bring upltiteoduction to Network Routing Policy screen.

o Warve [ Chamwnts | Rosting 0

Introduction to Network Routing Policy

Netwark Rauting Polcy canssts of several rovting Jpphcatons Bke Demains™, "Lotations”, "53% Enbbies”, et
The recommended arder to use the reuting applicabions (that means the overal reutieg warkflow) to configure your network configerabion is 22 folows
Step 11 Cregte "Damains” of type SIP (ather rowting applicatiens are reteering domaing of typs SIP
Step 2: Create “Locabions”
Step 1 Create “Adsplations
Step 4: Create "SIF Ectities”

- 519 Entities thas ars used 35 "Outhound Prondes” 6.0, @ cortain “Gateway” of "SIP Trurk”

- Craata 3l “other SIP Emtines” (Session Manager, O, SIP/RSTN Gatenays, SIP Trunks

- Assign the oprooriate "Localions™, “Adeolations” ard "Cutheund Proxies

6.2. Administer SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. ExpanBlementsA Routing and selecDomainsfrom the left navigation menu,
click New (not shown) Enter the following values and use default values for remaining fields

1 Name Enter a Domain Namén the sample configuratioayaya.comwas used.

1 Type Verify SIP is seleted.

1 Notes Add a brief description [Optional].

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

¢« Home [ £ { Routing / D

Domain Management

New More Achons ~

1iem O Fiker: Enabiz

~ |Mame Type Notes

E avava.com

Select ; A, Nons
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where Slie€rgide for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing A Locationsin the lefthand navigation pane and click tNew button in the right pane
(not shown). In th&eneral section enter the followng values. Use default values for all
remaining fields:

1 Name: Enter adescriptive naméor the location.

1 Notes Add a brief descriptiorfoptional).

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IPdalress against the patterns defined in this section. If a call is from a SIP Entity
that does not match the IP address pattern then Session Manager uses the location administered
for the SIP Entity.
In theLocation Pattern section, clickAdd and enter théollowing values.

1 IP Address Pattern Enter the logical pattern used to identify the location.

1 Notes Add a brief description [Optional]

Click Commit to save. The screenshot below shows the Loc&Mn7 defined for the
compliance testing

o Wame / Slemeets | Routseg [ Lacations

Location Details Cammit. |Caocel

Names SM_7

Notes:

Enabled:
Listed Directory Number:

Associated CM SIP Entity

Managed Bandwadth Unity KBit/wec =
Total Bandwidth:

Multimedia Bandwidth

Awsdio Calis Can Take Muftimedia Bandwidth

3 ltems Fiken Enatee

11 Addrnss Fattom Mules
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6.4. Administer Adaptations
Adaptations can be used to modify the called and calling party numbers to meet the requirements
of the service. The called party number present in the SIP INVITE Request URI is modified by
theDigit Conversion in the Adaptation. The examplelow was applied to the Avaya SBCE

SIP Entity and was used in test to convert numbers being passed between the Avaya SBCE and
Session Manager.

To add an adaptation, under fReuting tab selecAdaptations on the left hand menu and then
click on theNew button (not shown). Undekdaptation Details A General:

1 IntheAdaptation Namefield enter an infanative name.

1 IntheModule Namefield click on the down arrow and theelectthe <click to add
module> entryfrom the drop down lishindtype DigitConversionAdapter in the
resultingNew Module Namefield.

1 Module parameter MIME =no Strips MIME message bodies on egress from

Session Manager
fromto=true Modifies from and to headers ofraessage

« Mome | thaments | Basting / Adaptations [+ ]

Adaptation Details comma: (Cancal

* Adaptation Name: BTG
Module Name: DigtConversonddapter  ®

Module Parameter Type: Name-Value Parameter =

Egress URI Parameters:

Notes:

Scroll down the page anahderDigit Conversion for Incoming Calls to SM, click theAdd
button and specify the digit manipulation to be performed as follows:
1 Enter the leading digits that will be matched in the Matching Pattern field.
1 IntheMin andMax fields set the minimum and maximum digits allowed in the digit
string to be matched.
1 IntheDelete Digitsfield enter the numberf éeading digits to be removed.
1 Inthelnsert Digits field specify the digits to be prefixed to the digit string.
1 IntheAddress to modifyfield specify the digits to manipulate by the ptidion. In this
configuration the dialed number is the targebeth have been selected.
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Add. Remowe
1kem Fiter: Enabis

=1 |Matching Pattern « Min Max Phone Context Delete Digits Insert Digats Address to modify Adaptation Data Notss

' -t < 15 | both s

Select : Al Nooe

This will ensure anyncomingnumberamatching +44will have the +digit removedbefore being
presented tthe CommunicatiorServer 1000.

In theDigit Conversion for Outgoing Calls to SM section, clickAdd and enter the following
values.
1 Enter the leading digits that will be matched in the Matching Pattern field.
1 IntheMin andMax fields set the minimum and maximum digits allowed in the digit
string to be matclde
1 IntheDelete Digitsfield enter the numberf éeading digits to be removed.
1 Inthelnsert Digits field specify the digits to be prefixed to the digit string.
1 IntheAddress to modifyfield specify the digits to manipulate by the adaptation. In this
corfiguration the dialed number is the targebath have been selected.

3 Itees FiRer; Lrnasie

0% |

IS
|
‘4

Commit  Cancel

This will ensure any destination numbeeginning with 6 with have a specified CLID presented
on outbound calls.
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6.5. Administer SIP Entities
A SIP Entity must be added for each $sed telephony system supported by a SIP connection
to Session Manager. To add a SIP Entity, s&#&etEntities on the left panel menu and then
click on theNew button (not shown). The following will need to be entered for each SIP Entity.
UnderGeneral:
1 IntheNamefield enter an informative name
1 IntheFQDN or IP Addressfield enter the IP address of Session Manager or the
signalling interface on the connecting system
1 IntheType field useSession Managefor a Session Manager SIP Enti@ther for a
CommunicationServer 1006IP Entity andSIP Trunk for the Avaya SBCE SIP Entity
1 InthelLocation field select the appropriate location from the drop down menu
1 IntheTime Zonefield enter the time zone for the SIP Entity

In this configuration there are thr&&P Entities.
1 Session Manager SIP Entity
1 CommunicatiorServer 100BIP Entity
1 Avaya SBCE SIP Entity
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6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manage=@bB& or IP Addressfield
is set to the IP addse of the Session Manager SIP signalling interfaceTgpd is Session
Manager. Set the_ocation to that defined irBection 6.3and theTime Zoneto the appropriate

time.

« Home / Elements / Routing / SIP Entities

SIP Entity Details

General

SIP Link Monitoring

“ Name:
* FQDN or IP Address:
Type:

Notes:

Location:
Outbound Proxy:
Time Zone:

Credential name:

SIP Link Monitoring:

[Commxt I_Cancel
Session Manager
10.10.9.31
sM_7[+]
[=]
Europe/Dublin [~]

Use Session Manager Configuration ]

Session Manager must be configured with the port numbers on the protocoldlthatused by
the other SIP entities. To configure these scroll to the bottom of the page ané@aridelick
Add, then edit the fields in the resulting new row.
1 InthePort field enter the port number on which the system listens for SIP requests.
1 In theProtocol field enter the transport protocol to be used for SIP requests.
1 In theDefault Domain field, from the drop down menu select the domain added in

Section 6.2as the default domain.

TCP Failover port:
TLS Fatlover port:

Add Remove

3 Iems

Ligten Posty Protacel | Dulawit Domaim

Select Al Hang

Filler: Enabie
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6.5.2. Avaya Communication Server 1000 SIP Entity

The following scree shows the SIP entity forS1000 TheFQDN or IP Addressfield is set to
the IP address of the interface o8XD00that will be providing SIP signalling anikd/pe is
Other. Set theLocation to that defined irBection 6.3and theTime Zoneto the appropria
time.

¢ Home / Elements / Routing / SIP Entities

SIP Entity Details (Commit| (Cancel]
General
* Name: CS1K_7.6
* FQDN or IP Address: [10.10.9.21
Type:

Notes:

Adaptation: E]
Location: 5M_7 E]
Time Zone: Europre/Duinn E]
* SIP Timer B/F (in seconds): |4
Credential name:
Securable: ']
Call Detail Recording: |none E]

CommProfile Type Preference: E

Loop Detection
Loop Detection Mode: | Off E]

Other parameters can be set for the SIP Entity as shown in the following screenshot, but for test,
these were left at default values.

Loop Detection
Loop Detection Mode: Off [Z]

SIP Link Monitoring
SIP Link Monitoring: Use Session Manager Configuration [Z]
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6.5.3. Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the SIP entity tog Avaya SBCE used for routing callhe
FQDN or IP Addressfield is set to the IP address of the private interfaces administered in
Section 7of this document. Set the location to that define8ention 6.3 setAdaptation to one
creaedin Section 6.4and theTime Zoneto the appropriate time zone.

« Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Loop Detection

“ Name:
“ FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):

Credential name:

Avaya SBCE

10.10.9.71

BTG [¥]
sM_7[x]
Europe/Dublin

4

Securable: [

Call Detail Recording:

Loop Detection Mode:

=
egress ||

Off [~]

Comm|t| lCancel

CMN; Reviewed: Solution & Interoperability Test Lab Application Note
©2016 Avaya Inc.All Rights Reserved.

SPOC 8/16/2016

360f 72
BTGS_CS1K76 SM




6.6. Administer Entity Links

A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, sele&ntity Links on the left panel menu and click on thew button (not
shown). Fill in the following fields in the new row that is displayed.

E

l

In theNamefield enter an informative name.

In theSIP Entity 1 field selectSession Manager

In theProtocol field enter the transport protocol to be used to send SIP request

In thePort field enter the port number to which the other system sends its SIP requests.
In theSIP Entity 2 field enter the other SIP Entity for this link, create@gction 64.

In thePort field enter the port number to which the other system dégpececeive SIP
requests.

SelectTrusted from the dropdown menu to make the other system trusted.

Click Commit to save changes. The following screenshot shows the Entity Links used in this
configuration.

« Home / Elements / Rowting / Entity Links

Entity Links

5Rems o
" Kame SIP Entity 1 Protocel Port SIP Enfity 2 DNS Oveeride Port Coasection Policy Deny New Service Notes

~ Aurz Messzang Session Marager TCP S020

Edit| |Defete, Cuplicate| More Actices =

Filter: Enabie

5083 trasted

Narager

Marazer TCe

I o I
i e I e o |

5
3063 trusted
5
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6.7. Administer Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a routing

policy, selecRouting Policieson the left panel menu and then click on e button (not
shown).

UnderGeneral:
M Enter an informative name in tiNamefield

1 UnderSIP Entity as Destination click Select and then select the appropriate SIP entity
to which this routing policy applies

1 UnderTime of Day, click Add, and then select the time range

The following screen shows the routing policy for CS1000.

¢« Mame [ Elomenty | Routimg / Ruutitng Policies

Routing Policy Details Comma |Caecel

* Name: to _CSIK 7.6
Disabled

Refries: O

Notes:

A3 Remove View Gaga/Overlaps
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The following sceen show the Routing 8licy for theAvaya SBCE.

o Nome [ Flements [/ Rauting / Resting Policies

Routing Policy Details Commit. Cance

* Name: to_Avaya SBCE
Disabled:
Retries: O

Notes:

Add,  Ramove | Vw Gape/Overfaps

1 Item o Ntes; Enatoe

Select 1 AL tone

6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern seledDial Patterns on the left panel menu and then click on lesv button (not
shown).
UnderGeneral:

1 InthePattern field enter a dialled number or prefix to be matched.

1 IntheMin field enter the minimum length of the dialled number.

1 IntheMax field enter the maximum length of the dialled number.

1 IntheSIP Domainfield selectALL or alternatively one of those configured3ection

6.2

UnderOriginating Locations and Routing Policies
1 Click Add, in the resulting screen (not shown).
1 UnderOriginating Location, select the location defined 8ection 6.3or ALL .
1 UnderRouting Policiesselect one of the routing policies definedsiection 66.
1 Click Selectbutton to save.
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The following screen shows an example dial pattern configured for the Avaya SBCE.

s Hame / Ek I n / il B,
p?
Dial Pattern Details Commit] Cancel
General
* Pettern: 00
* Min: 2
* Max: 15
Emergency Call:
Emergency Priority:
Emergency Type:
SIP Domain: -ALL- -
Notes:
Originating Locations and Routing Policles
Add He-m:':e
Lltem O Fiker: Enable
Originating Location Name Originating Lacation Notes  Rowting Policy Nasse  [Rank "‘l‘:’;‘h:’:"' Routieg Policy Destination  Roulieg Policy Notes
V_7 to_Avays_BBCE 0 Aveya SBCE

Select 1Al oce

The following screen shows the test dial pattern configune@$1.000.

o Mume [ Elements [ Rooting / Dial Patterns
1 ?
Dial Pattern Details Coment| (Cancel
General
* Patternz 4455
“Min: 4
Y Max: 13
Emergency Call:
tmergency Priority:
Emergency Type:
S1P Domain: -ALL- -
Notes:
Originating Locations and Routing Policies
71.:;:17 Remove
i Iven O Flter: Enalie
Originating Location Neme Originating Lecalins Notns | Rooting Pulicy Name  Rank """_:I':;"br.':”' Routing Pefcy Dustination  Routing Peiicy Mates
M_7 to_CEIK_7.6 0 CSIK_T 6
Select s All, Nane
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of Avaya Session Border Controller for Enterprise

(Avaya SBCE). The Avaya SBCE provides security and manipulation of signalling to paovide
interface to the Service Provideros SIP Trunk
Service Providerés SIP implementation where

7.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using b bre@wser by entering the URittps://<ip-
address> where<ip-address>is the private IP address configured at installatitog in

screen is presented.

_A. V o c Log In
Username: ]

This system is restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized

Session Border Controller access. use or modifications of this system is strictly prohibited
E Unauthorized users are subject to company disciplinary procedures
fOI' Enterprlse and or criminal and civil penalties under state, federal or other

applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with ali corporate instructions regarding the
protection of information assets.

© 2011 - 2015 Avaya Inc. All rights reserved.

Once logged in, a dashboard is presented with a menu on thaneftside. The menu is used as

astarting point for all configuration of the Avaya SBCE.

Marms  Incderms  Status ~

Session Border Controller for Enterprise

Dashboard Dashboard

Backup/Resiore

Systam Teme 0264:21 AN GHT EMS
System Management
aresn 7 00215500 GEI0P Y
Global Paramaters ween TO.0-31400 GS3CP VI
Global Profes Budd Date Sun Acg 52108 40 EDT 2095
PPN Services Lconse Stato o oK

Oamain Posces >
TR R Aggregate Lcanang Overagas 0
TLS Management
3 Pask Leengng Overage Count 0
Devce Specific Setings
Lant Logged n al 1052015 (851 36 GMT

Faded Logn Azompds g

Alarma (past 74 hours) Incdenm (past 24 hows|

T, . T D

None found GSESCP_ VY Meartoeat Fadod, Server s Down
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7.2. Define Network Management

Network information is required on the Avaya SBEllocate IP addresses and masks to the
interfaces. Note that only th#l andB1 interfaces are used, typically thd interface is used for

the internal side anB1 is used for external. Each side of the Avaya SBCE can have only one

interface assigned.

To define the network information, navigateDievice Specific Setting#, Network
Managementin the main menu on tHeft hand side and click oi&dd.

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: GESCP_V9

Admnstraton

BackupHestare . - e -

System Managemen jmeriucan | Networks
Global Parameters GISCP_ Aad |
Global Profles Subnet Mask 7

FFM Servces mema 101001

Domain Policles

Edernat 1921861228
TLS Management

4 Devee Specifie Setmngs
Network
Managoment

Enter detaildor the external interfac@ thedialogue box:

1 Enter a descriptive name in thamefield.

1 Enter the default gateway IP addréssthe external interface the Default Gateway
field.
Enter the subnet rsk in theSubnet Maskfield.
Select the external interface to be used froninterface drop down menu. In the test
environment, this waB1.
Click onAdd and an additional row will appear allowing an IP address to be entered.

1
1

= =4

Override fields blank
1 Click onFinish to complete the interface definition

Name Extornal
Detaut Gateway 1921681228

Suteat Mask 255 255 256 121

Intectace 21 v

Putae 1P Gateway Overnde

_Fimish |
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Click on Add to define the internal interfac&nter details in the dialogue b@ot shown)

T
T

)l
)l
)l
)l

T

Enter a descriptiveame in theéNamefield.

Enter the default gateway IP addréssthe internal interfaca the Default Gateway

field.

Enter the subnet mask in tBetbnet Maskfield.

Select thenternalinterface to be used from thaterface drop down menu. In the test
environment, this was 1.

Click onAdd and an additional row will appear allowing an IP address to be entered.
Enter theinternallP address in the IP Address field and leave the Public IP and Gateway
Override fields blank.

Click onFinish to complete thenterface definition.

The following screenshot shows the completed Network Management configuration:

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: GESCP_V9

Admrsstraton

BxckupHesware §

, Do loterfocns | Morworks

System Managemen — it
Global Parameters GSscP_ v Aad
Globeal Profles N [E—" Kibnet Mask s s ~

FFM Servces
Domain Policies
TLS Management
4 Devie Specilie Setngs
Network
Managoment

Select thdnterface Configuration tab and click oToggle Stateto enable the interfaces.

Session Border Controller for Enterprise AVAYA

Dashboard

Admrestrabon

BackupRestore
Systom Managenent T i || Mok |
Systam Manageme
Global Pararmeters GSSCPR.wW A VLAN
Global Profiles Imartace Name VUAN Tay Staass
PPM Services A1
Domain Pokces -
A2
TLS Managerment

¢ Devee Specfic Sestngs
Netwerk az
Management

Network Management: GSSCP_V8

81

Note: to ensure that the Avaya SBCE uses the interfdegsed, the Application must be
restarted.

1 Click on System Managementin the main menu (not shown).

1 SelectRestart Application indicated by an icon in the status bar (not shown).
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7.3. Define Interfaces

When the IP addresses and masks are assigned to tfecegethese are then configured as

signalling and media interfacebesting was carried out withCIP used for transport of

signalling between the Session Manager and the Avaya SB&©€BJDP for transport of

signalling between the Avaya SBCE and the Bél@al Services SIP TrunRhis document

shows the configuration fordPand UDRifaddi t i onal security i s requ
to use TLS and port 5061

7.3.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigddeve $ecific SettingsA
Signaling Interface (not shown)n themainmenu on the left hand side. Details of transport
protocol and ports for thexternal and intern@IP signalling are entered here
1 SelectAdd and enter detailsf theexternalsignalling intericein the popup menu
1 IntheNamefield enter a descriptive name for teeternalsignallinginterface
1 InthelP Addressdrop down menus, select the external network interface and IP
address. Note that when the external network interface is sele@dmhttbm drop down
menu is populated with the available IP addreaseagefined irSection 7.2 In the test
environment, this was a single IP addr£32.168.122.57
1 Enter the UDP port number in thiEDP Port field, 5080 is used for th&T Global
Services $ Trunk

Name Extemnal

[External (51 VLAN0) V)
1P Address A i ”7"7"
192 16812257 V|
TCP Port
Leeve tisna 10 dseul
UDP Port S060 ]
Lawve Sank iz Saacle i —
- L 1
Le Ll ”ze —
TLS Protés Nome v

Enable Shared Contral

Sharad Control Port

Finish

The internal signalling interface is definedthe same way; the dialogue box is not shown:
SelectAdd and enter detailsf the internal signalling interfage the popup menu

In theNamefield enter a descriptive name for tilernalsignalling interface

In thelP Addressdrop down menus, select the internal network interface and IP address.
SelectT CP port number5080 is used for the Session Manager

= =4 =4 -9
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The following screenshot shows details of the signalling interfaces:

Signaling Interface: GSSCP_VE

GSSCP_ V9

Mod#fying o deleting an existing sgnahng interface will require an application restan before taking effect Application restats can be
ssued roen Syeter Mansaenen|

s mregetal TLSPort  TLS Profile
Netveors o .
Intemal 10 1L‘"<) " ! 5060 _ B Nina
miermal (AY, VLAN O
External 152.168.122 57 - ~ . Moo =

Setamal (B1, VLAK D)

Note. In he test environment, the internal IP address3a%0.9.71

7.3.2. Media Interfaces
To define the media interfaces on the Avaya SBCE, navig@dewiwe Specific Setting#\
Media Interface in the main menu on the left hand side. Details of the RTP and SRTP port
ranges for the internal and external media streams are entered here. The IP addresses for media
can be the same as those used for signalling.
1 SelectAdd and enter detailsf the external media interfagethe popup menu
1 IntheNamefield enter a descrfye name for thexternalmediainterface
1 InthelP Addressdrop down menus, select the external network interface and IP
address. Note that when the external network interface is selected, the bottom drop down
menu is populated with the available IP ad$es as defined 8ection 7.2 In the test
environment, this was a single IP addr£32.168.122.57
1 Define theRTP Port Rangefor the media path with BGlobal ServiceSIP Trunk
during testing this was left at the default values

| Exteensl

[External (B1. VLANG) I

1P Address AN A
| 192.168 122 57 e
Port Range 35000 |-[40000 |
_ Finsh

The internaimeda interface is defined in the same way; the dialogue box is not shown:
1 SelectAdd and enter detailsf the internamediainterfacein the popup menu
1 IntheNamefield enter a descriptive name for tilernalmediainterface
1 InthelP Addressdrop dow menus, select the internal network interface and IP address.
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The following screenshot shows details of the media interfaces:

GSSCP_V9

Modifying or dedeting an existing medes siieeface will regiare an apphcaon restart belore taking eflect Appication festiaris can be issuod
from Systom Marsgemant

Media 1P

Pestan

Port Range

Irdernad 1010871 35000 - 40000 Edit  Delets

el (At YLANG

192 16812257 Edd  Delote
Extemal Extumat {B1. VLAN O 35000 - 40000 il AL

7.4. Define Server Interworking

Server interworking is defined for each server connected to the Avaya SBCE. In thBTcase,
Global ServicesSIP Trunkis connected as the Trunk Server and the Session Masager i
connected as the Call Server.

To define server interworking on the Avaya SBCE, navigatelobal Profiles A Server

I nterworking in the main menu on the left hand side. Bbirtk Server Interworking for the
Session Managecjick onAdd (not shown)A pop-up menunot shown)s generatedn the
Namefield enter a descriptive name for the Session Manager and\siak

* Nope
Held Support RFC26&3-c«0000
RFCI264 - aesendorly

100 Handing % None sop No SD¢
181 Handing ® Mook ) SOP ) No SDR
182 Handing * None S0P No S0P
183 Hanating L spp No SO¢
Ralor Hardlng

URI| Group Nonw v

Send Hold -

Detaynd Offer v
Jox Handing

Devarsion Hoadar Support
Dwlxynd SDP Handlng

Re-imvie Handing

Prack Handing
Allow 18X S0P
.38 Suppont C4
URI Scheone - SiP TEL ANY
Via Heasr Fommat * RFC3261
RFC2543
Bock | | Newt
CMN; Reviewed: Solution & Interoperability Test Lab Application Note 460f 72

SPOC 8/16/2016 ©2016 Avaya Inc.All Rights Reserved. BTGS_CS1K76 SM



Configuration of interworking includes Hold suppdrt38 fax support and SIP extensions.
1 Inthe General dialogue box shown in the previous screerdiexk thel.38 Support
box. During testingthe rest of the parametexgre leftat default values.
1 Click onNext andNext again to go through the next twialogue boxes. During testing,

these were left at default values

In the final dialogue boxselectNonefrom the Extensionsbox. And click onFinish

To define Server Interworking f@T Global ServiceSIP Trunk click on Add (not shown). A
pop-up menu (not shown) is generated. InK@nefield enter a descriptive name for the BT

Global Services SIP Trunk and cliblext.

470f 72
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