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Abstract

These Application Notes illustrate a sample configuration of Avaya IP Office Release 10 with
SIP Trunks to the Avaya Session Border Controller for Enterprise Release 7.1 (Avaya SBCE)
when used to connect the Telstra Enterprise SIP Trunking service available from Telstra
(Australia).

Telstra Enterprise SIP Trunking service provides PSTN access via a SIP trunk between the
enterprise and the Telstra network as an alternative to legacy analog or digital trunks. This
approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Telstra is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Telstra lab.
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1. Introduction

These Application Notes illustrate a sample configuration for Avaya IP Office Release 10 with
SIP Trunks to the Avaya Session Border Controller for Enterprise Release 7.1 (Avaya SBCE)
when used to connect to the Telstra Enterprise SIP Trunking service available from Telstra
(Australia).

The enterprise SIP Trunking service available from Telstra is one of many SIP-based Voice over
IP (VoIP) services offered to enterprises in Australia for a variety of voice communications
needs. The Telstra Enterprise SIP Trunking service allows enterprises in Australia to place
outbound local and long distance calls, receive inbound Direct Inward Dialing (DID) calls from
the PSTN, and place calls between an enterprise’s sites.

2. General Test Approach and Test Results

The general test approach was to make calls from/to the Avaya IP Office through the Avaya
SBCE using Telstra Enterprise SIP Trunking service. The configuration (shown in Figure 1) was
used to exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows
between Avaya IP Office, the Avaya SBCE, and the Telstra Enterprise SIP Trunking service.

The compliance testing was based on the standard Avaya DevConnect Generic SIP Trunk test
plan and the Telstra SIP Connect Accreditation Test Plan. The testing covered functionality
required for compliance as a solution supported on the Telstra Enterprise SIP Trunk network.
Calls were made to and from the PSTN across the Telstra network. The following standard
features were tested as part of this effort:

e Inbound PSTN calls to various phone types including H.323, SIP, digital and analog
telephone at the enterprise. All inbound calls from PSTN are routed to the enterprise
across the SIP trunk from the service provider.

e Qutbound PSTN calls from various phone types including H.323, SIP, digital and analog
telephone at the enterprise. All outbound calls to PSTN are routed from the enterprise
across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya Communicator for Windows.

e Inbound and outbound PSTN calls to/from Avaya Communicator for Web.

e Inbound and outbound IP Office calls from/to Telstra IP Telephony (TIPT phones).
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e Inbound and outbound IP Office calls from/to Telstra Digital Office Technology (DOT
phones).

e Dialing plans including local, long distance, international, outbound toll-free, calls etc.

e Calling Party Name presentation and Calling Party Name restriction.

Codecs G.711A, G.711MU and G.729A.

Incoming and outgoing fax using G.711 pass-through.

DTMF tone transmissions as out-of-band RTP events as per RFC2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, forward and conference.

Off-net call forward with Diversion method.

Mobile twinning.

Response to OPTIONS heartbeat and Registration.

Response to incomplete call attempts and trunk errors.

Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet

as enterprise phones.

e Telstra Enterprise SIP Trunk failover.

2.2 Test Results

Interoperability testing of Telstra Enterprise SIP Trunking service was completed with successful
results for all test cases with the exception of the observations/limitations described below.

Please refer to the test case document for a complete list of solution issues found when tested.
e Faxing — Telstra Enterprise SIP Trunking service only supports FAX G.711 pass-through
mode. G.711 fax pass-through was successfully tested during the compliance test.
e Direct Media — Direct Media must be turned off for SIP Line on IP Office to Telstra
otherwise one way speech path may occur when changing media path mid call.

2.3 Support

e Avaya: Avaya customers may obtain documentation and support for Avaya products by
visiting http://support.avaya.com

e Telstra: Customers should contact their Telstra Business representative or follow the
support links available on http://telstra.com.au

3. Reference Configuration

The reference configuration used in these Application Notes is shown in the diagram below and
consists of several components.
e Avaya IP Office Application Server running on VMware ESXi 5.5.
e Auvaya IP Office 500 V2.
e Auvaya IP phones are represented with Avaya 9600 Series IP Telephones running H.323
software, Avaya 1600 Series IP Telephones running H.323 software, and Avaya 1100
Series IP Telephones running SIP software.
e Avaya Communicator for Windows 2.1.

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 50f51
SPOC 10/28/2016 ©2016 Avaya Inc. All Rights Reserved. TelstralPO


http://support.avaya.com/
http://telstra.com.au/

Avaya 1400 Series Digital Telephones.

The Avaya SBCE 7.1 provided Session Border Controller functionality, including,
Network Address Translation, SIP header manipulation, and Topology Hiding between
the Telstra Enterprise SIP Trunking service and the enterprise internal network.

Telstra Enterprise SIP Trunking service provided two groups for SIP trunks. The solution
as detailed in these application notes was a dual-trunk setup, with the single SBC
configured up with two separate trunks, originating from two separate SBC’s within the
Telstra lab network (‘sbc-cw.ipvs.net’ and ‘sbc-exh.ipvs.net’). Each trunk had different
registration credentials, and was provisioned with a separate number range (Trunk Pilot
numbers and DID’s). DID range assigned by Telstra for this testing: 0353xxxxxx (10
digits).

The following is a summary of requirements for Telstra Enterprise SIP Trunk to process the
incoming SIP INVITE to Telstra:

The Enterprise Trunk Pilot number is required to be substituted into the P-Asserted-
Identity Header.

Calls originating from the customer equipment with the From Header as
‘anonymous(@anonymous.invalid’ or ‘anonymous@customer.sip.domain’ (example) are
no longer accepted. The From header always needs to be a valid DID number that is
associated with the Enterprise SIP trunks.

Signaling Manipulation scripts are added on Avaya SBCE to satisfy above requirement.
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All IP addresses shown in the diagram are private IP addresses:
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Figure 1: Network Components as Tested
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya Session Border Controller for Enterprise 7.1.0.0-04-11122

Avaya IP Office 10.0.0.0.550

Avaya Communicator for Windows 2.1.3.237

Avaya 9600 series H.323 IP Deskphone 6.6.2.29

Avaya 1100 series SIP IP Deskphone 4.4.23

Avaya 1616 H.323 IP Deskphone 1.39A

Analog phone N/A

Avaya 1408 Digital phone Application R46
Boot 25

Service Provider

BroadSoft | R19 SP1
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5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to Telstra
Enterprise SIP Trunking service. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select
Start > Programs > IP Office > Manager to launch the application. Navigate to File > Open
Configuration, select the proper Avaya IP Office system from the pop-up window, and log in
with the appropriate credentials (not shown).

5.1 LANL1 Settings

In the sample configuration, IPO10 was used as the system name and the LAN1 port was used to
connect to Telstra Enterprise SIP Trunking service. To access the LAN1 settings, first navigate
to System (1) > IPO10 in the Navigation and Group panes and then navigate to the LAN1 >
LAN Settings tab in the Details pane. Set the DHCP Mode to Disabled, then set the IP
Address field to the IP address assigned to the Avaya IP Office LAN port. Set the IP Mask field
to the mask used on the network. Other parameters are set as default values.

IP Offices = ipo10
- R gootp ) System | LANL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | sMTP [ SMDR [vem | volP | VolP Security | Contact Center
#-g#+ Operator (3) % oy, - x 2y
55 ipold LAN Settings |VolP | Network Topology
=55 System (1)
557 ipol0 1P Address w1 .0 . 19
=7 Line (9)
11 1P Mask 255 . 255 . 255 . 0
12 Primary Trans. IP Address 0 0 .0 .0
413 -
‘T_ﬂ 4 RIP Mode MNone A
15
16 Enable NAT
17
R MNumber Of DHCP IP Addresses |1
10
@-<2 Control Unit (4) OHCP Mode
- Extension (18) Server () Client ©) Dialln © Disabled Advanced
-§ User21)
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Select the VolP tab as shown in the following screen. The H323 Gatekeeper Enable box is
checked to allow the use of Avaya IP Telephones using the H.323 protocol, such as the 9600-
Series IP Telephones used in the sample configuration. The SIP Trunks Enable box must be
checked to enable the configuration of SIP trunks to Telstra. The SIP Registrar Enable box is
checked to allow Avaya IP Office SIP phones usage. The SIP Domain Name is set to desired IP
Office SIP domain. The Layer 4 Protocol use UDP with port 5060 and TCP with port 5060.
The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. The Enable RTCP Monitoring on Port 5005 is checked. The specific values used
for the compliance test are shown in the example below. All other parameters should be set
according to customer requirements.

System | LANL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | sMTP | SMDR [ vem | velp | velp Security | Contact

| LAN 5ettings| VelP | Metwork Topology|

‘ H.223 Gatekeeper Enable
"] Auto-create Extension Auto-create User [C] H.323 Remote Extension Enable

H.323 Signaling over TLS Disabled - 1720

SIP Trunks Enable

SIP Registrar Enable

[] Auto-create Extension/User [] SIP Remote Extensicn Enable

SIP Domain Name sipinterop.net

SIP Registrar FQDM

uppP UDP Port 5060 = 5080
Layer 4 Protocol TCP TCP Port (5060 = 5080

[ TS TLS Port 5061 = 5061
Challenge Expiration Time (sec) 10 =

System| LANL | 1aN2 | DNS | Voicemail | Telephony | Directory Services | System Events | smTp [ sMDR [vem | velp | volP Security | Contact
| LAM Settings| ValP | Metwork Topology|
RTP
Port Mumber Range
Minimum 46750 = Maximum 50750 =
Port Mumber Range (NAT)
Minimum 46750 = Maximum 50750 =
Enable RTCP Monitoring on Port 5005 |
RTCP collector IP address for phones 0 0 0 a
Keepalives
Scope [Disabled - 0
Disabled
DiffServ Settings
B8 +| DSCP(Hex) B8 3| Video DSCP (Hex) |FC +| DSCP Mask (Hex) (88 % SIG DSCP (Hex)
46 = Dscp 46 +| Video DSCP 63 < | DSCP Mask 34 < SIG DSCP
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On the Network Topology tab in the Details Pane, configure the following parameters:
e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. The parameter was set to Unknown. All other parameters should be set
according to customer requirements.

System | LANL |LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VCM | VoIP | VoIP Security

| LAN Settings [ Vol | Network Topology |

Metwork Tepology Discovery
STUN Server Address 0.0.00 STUM Port 3478 =
|Firewa||_f'NAT Type lUnknown VI |
Binding Refresh Time (sec) 0 =
Public IP Address 0 0 0 0 ' Cancel
Public Port
uDP 0 =
TCP 0 =
LS 0 =
[T] Run STUN on startup

5.2 System Telephony Settings

Navigate to System (1) > IPO10 in the Navigation and Group panes and then navigate to the
Telephony > Telephony tab in the Details pane. Choose the Companding Law typical for the
enterprise location. For Australia, A-Law is used. Uncheck the Inhibit Off-Switch
Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the service
provider across the SIP trunk. Set Dial Delay Count to 15 so IP Office will allow up to 15 digit
dialing. Set Dial Delay Time (sec) to desired number.

| system | Lant [ Lan2 | DNS | voicemail | Telephony | Directory Services | System Events | smTe | smpR | vem [ volp | velp security | Contad
Telephony | Park & Pagel Tones & Musicl Ring Tones | S I Call Log I TUI |
Analogue Extensions Companding Law
Switch Line
Default Qutside Call Sequence [Normal VI
Default Inside Call Sequence [Ring Typel VI © U-law U-Law Line
Default Ring Back Sequence [Ring Type 2 VI
. i i @ A-Law @ A-Law Line
Restrict Analogue Extension Ringer Voltage =
Dial Delay Time (sec) 4 = O] DSS Status
= | Auto Hold
Dial Delay Count 15 - He e
i = Dial By Mame
Default Mo Answer Time (sec) 15 = -
. = Show Account Code
Hold Timeout (sec) 0 =
= | [] Inhibit Off-Switch Forward/Transfer
Park Timeout (sec) 300 =
= ] Restrict Metwork Interconnect
Ring Delay (sec) 5 =
- Include location specific information
Call Priority Promotion Time (sec) |Disabled =
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5.3 System Codec Settings

Navigate to System (1) > IPO10 in the Navigation and Group panes and then navigate to the
Codecs tab in the Details pane. Choose the RFC2833 Default Payload as IP Office default of

101. Select codecs G.711 ALAW 64K, G.711 ULAW 64K and G.729(a) 8K CS-ACELP that
Telstra supports.

| System | LANI | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | vem | VelP | voIP Security
Ignore DTMF Mismatch For Phones |

Allow Direct Media Within NAT Location [

RFC2833 Default Payload 101 =
HAvailable Codecs Default Codec Selection
Unused Selected
G.711 ULAW 64K (5.723.1 6K3 MP-MLQ RS G.711 ALAW 64K
G.711 ALAW 64K G.711 ULAW 84K
[C] G722 64K

G.729(a) BK C5-ACELP
G.729(a) 8K C5-ACELP

G.7231 6K3 MP-MLQ

LAt 4

B
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5.4 Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Telstra
Enterprise SIP Trunking service. To create a SIP line, begin by navigating to Line in the left
Navigation pane, then right-click in the Group pane and select New > SIP Line (not shown)
and enter the desired number for Line number (here 10 was chosen). On the SIP Line tab in the
Details pane, configure the parameters as shown below:
e Set ITSP Domain Name to the enterprise domain so that IP Office uses this domain as

the host portion of the SIP URI in SIP headers such as the From header.

e Set Local Domain Name to the same domain set in LANLI.
e Check the In Service box.
e Set URI Type to SIP.

OPTIONS method to periodically check the SIP Line.

Set Location to Cloud.
Set Country Code to 61 (Country Code of Australia).
Set National Prefix to 0.
Default values may be used for all other parameters.

Check the Check OOS box. With this option selected, IP Office will use the SIP

SIP Line |Transport|SIP URIlVoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|

Line Mumber

ITSP Domain Name

10 =

-

sipconn.testl.com

n Service

[Check 005

H E

Local Domain Name sipinterop.net

URI Type ISIP v|
Location ICIoud v|
Prefix

INational Prefix 0

International Prefix

}Iountr}r Code 61

Name Priority Systern Default '|
Description

Session Timers
Refresh Method

Timer (sec)

Redirect and Transfer
Incoming Supervised REFER
Outgoing Supervised REFER
Send 302 Moved Temporarily
Outgoing Blind REFER

Auto

On Demand
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Select the Transport tab:

The ITSP Proxy Address is set to the IP address of Avaya SBCE A1l Interface which is
used for SIP trunk with Telstra. As shown in Figure 1, this IP address is 10.1.20.13.

In the Network Configuration area, TCP is selected as the Layer 4 Protocol, and the
Send Port is set to the port number provided by Telstra, in this case the well-known SIP
port of 5060 was used. The Use Network Topology Info parameter is set to None. Other
parameters retain default values in the screen below.

Check Calls Route via Registrar.

SIP Line| Transport |SIP URI|VolP | T38 Fax|SIP Credentials| SIP Advanced|Engineering

ITSP Proxy Address  10.1.2013

Metwork Configuration

Layer 4 Protocol |TCF‘ v| Send Port 3060 =
Use Metwork Topelogy Info |Nc|r1e v| Listen Port 5060 =
Explicit DNS Server(s) 0 0 0 a a ] ] 0

Calls Route via Registrar |V

Separate Registrar

A SIP URI entry must be created to match each incoming number that Avaya IP Office will
accept on this line. Select the SIP URI tab then click the Add button and the New Channel area
will appear at the bottom of the pane (not shown).

For the compliance test, a single SIP URI entry was created that matched any DID number
assigned to an Avaya IP Office user. The entry was created with the parameters shown below:

Set Local URI, Contact, and Display Name to Use Internal Data. This setting allows
calls on this line which SIP URI matches the number set in the SIP tab of any User as
shown in Section 5.7.

Under Identity: set Identity to Use Internal Data and set Header to P Asserted ID.
With this setting IP Office will populate the SIP P-Asserted-Identity header on outgoing
calls with the data set in the SIP tab of the call initiating User as shown in Section 5.7.
Set Registration to 0: <None>.

Set Send Caller ID to Diversion Header for Forwarding and Twinning.

Associate this line with an incoming line group in the Incoming Group field. This line
group number will be used in defining incoming call routes for this line. Similarly,
associate the line to an outgoing line group using the Outgoing Group field. For the
compliance test, a new incoming and outgoing group 10 was defined that only contains
this line (line 10).
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e Set Max Sessions to the number of simultaneous SIP calls that are allowed using this SIP
URI pattern.

|SIP‘ LinelTransport 5IP URT \yalp |T38 FaxlSIP Credentials | 5IP Advanced | Engineering
|

Edit URI
Local URI Use Internal Data -
Contact Use Internal Data -
Display Mame Use Internal Data -
Identity
Identity UzeInternal Data -
Header P Asserted ID -

Forwarding And Twinning

Originator
Murnber

Send Caller ID

Diversion Header -
Diversion Header Mone -
Registration 0: «Mone> -
Incoming Group 10 -
Outgeoing Group 10 -
Max Sessions 3 =
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified. Selecting G.711 ULAW 64K,
G.729(a) 8K CS —ACELP and G.711 ULAW 64K codecs causes Avaya IP Office to
include these codecs, which are supported by Telstra Enterprise SIP Trunking service.

e Uncheck the VoIP Silence Suppression box.

e Check the Re-invite Supported box.

Uncheck Codec Lockdown box.

Uncheck Allow Direct Media Path box.

Set Fax Transport Support to G.711 from the pull-down menu.
Set the DTMF Support to RFC2833 from the pull-down menu.
Default values may be used for all other parameters.

|SIP LinelTransportlSIP URI| VolP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|

‘ [7] VolP Silence Suppression ‘

] Local Hold Music

Codec Selection ’System Default vJ ‘Z Re-invite Supported ‘

| 7] Codec Lockdown |
5.723.1 6K3 MP-MLQ e G.711 ALAW b4K

G.729(a) 8K CS-ACELP
G711 ULAW 64K

["] Allew Direct Media Path | ‘

Force direct media with phones

PRACK/100rel Supported

g -

G.711 Fax ECAN

EE

Fax Transport Support [G.?ll v‘
DTMF Support |RFC2833 -
Media Security [ Disabled -
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Select SIP Advanced tab:
e Check Indicate HOLD box.

e Select 503-Service Unavailable for Service Busy Response as requested by Telstra.

|SIP LinelTran;portlSIP URIlVoIP |T38 FaxlSIP Credentia|;| SIP Advanced |Engineering|

Addressing Media

Association Method [By Source IP address - Allew Empty INVITE a

Call Rowting Method [R Rl ] Send Empty re-INVITE =

i et st
all Routing ° eque hd Allow To Tag Change =

Suppress DMS SRV Lookups = P-Early-Media Support [None v]
Send SilenceSupp= Off =

Identity

Use "phone-context” ] Media Connection [Di;abled v]

Add user=phone | Preservation

Use + for International = Indicate HOLD |

Use PAI for Privacy =

Use Domain for PAI = Call Control

S F d PAL/Diversi =

wap From and PAL/Diversion 0 Call Initiation Timeout (s) 4 =

Caller ID from From header =

Send From In Clear D Call Queuing Timeout (mins) 5 =

Cache Auth Credentials Service Busy Response 1503 - Service Unavailable '] |

User-Agent and Server Headers on Mo User Responding Send [408-RequestTimeout 'I

Send Location Info [Emergency Calls e Action on CAC Location Limit [Allow\c‘oicemail v]
Suppress (.850 Reason [
Header
Emulate NOTIFY for REFER [
Mo REFER if using Diversion [

5.5 Short Codes

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
Short Code in the Navigation pane and select New (not shown). On the Short Code tab in the

Details pane, configure the parameters as shown below:

e Inthe Code field, enter the dial string which will trigger this short code. The example

shows “?”” which will be invoked when the user dials any digits.

Set Telephone Number to “.”.
Set the Line Group Id to 50:Main.
Set Locale to Australia (UK English).

Set Feature to Dial. This is the action that the short code will perform.

Short Code

Code ?
Feature Dial -
Telephone Mumber
Line Group ID 50: Main -
Locale [Australia {UK English) -
Force Account Code ]
Force Authorization Code [
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5.6 ARS table

ARS Route ID 50 was selected to route outbound calls as defined in the Short Code in Section
5.5. That Short Code and the SIP Line created in Section 5.4 must be added to this ARS Route
ID as shown below.

ARS
ARS Route ID 50 [] Secondary Dial tone
Route Name Main SystemTone
Dial Delay Time System Default (4) = Check User Call Barring
Description
In Service Out of Service Route ’< MNonex> v]
Time Profile <Mone> —_———+  Qut of Hours Route I<None> v]

Code Telephone Number Feature Line Group ID Add...

¥ . Dial 10
Remave
Edit...
5.7 User

Any user that is used to make outbound calls to Telstra must be configured with one of the DID
numbers assigned by Telstra.

Select a user and navigate to SIP tab of that user, enter one of the DID numbers to SIP Name,
SIP Display Name (Alias) and Contact.

Telephony | Forwarding | Dial In |‘u‘oice Recerding | Button Programming | Menu Prograrmm

SIP Mame EVERE RS
SIP Display Mame (Alias) 333XKEKRX

Contact ELERSE R

[] Anenymous
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5.8 Incoming Call Route
An incoming call route maps an inbound DID number on a specific line to an internal extension.
To create an incoming call route, right-click Incoming Call Routes in the Navigation pane and
select New (not shown). On the Standard tab of the Details pane, enter the parameters as shown
below:
e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
e Set the Incoming Number to the incoming number that this route should match on.
Matching is right to left. In this sample configuration, assigned DID numbers starting
with 353 have been masked as 353xxxxxxx due to security reasons.
e Default values can be used for all other fields.

Standard | Voice Recording | Destinations|

Bearer Capability ’Any‘u‘oir_e -
Line Group ID 10 -
Inceming Mumber 303XHHHKK

Incoming Sub Address

Incoming CLI

Locale | Australia (UK English) v
Pricrity ’1 - Low "J
Tag

Held Music Source ISystem Source "J
Ring Tone Cverride Mone -

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DID number 353xxxxxx on line 10 are routed to extension 659.

| Standard |Voice Recording | Destinations |

TimeProfile Destination Fallback Extension

» Default Value 659 Extn659 = =
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5.9 Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections. A screen like the one shown below is
displayed where the system configuration has been changed and needs to be saved on the system.
Merge, Immediate, When Free or Timed is shown under the Configuration Reboot Mode
column, based on the nature of the configuration changes made since the last save. Note that
clicking OK may cause a service disruption. Click OK to save the configuration.

[ Save Configuration l =1 |£H

IP Office Settings

P00

Configuration Reboot Mode
@ Merge

Immediate

When Free

Timed

Reboot Time

1.4
{13
4

Call Barring

| ok || cCancel Help
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6. Configure Avaya Session Border Controller for Enterprise
Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this

document.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1).

As described in Section 3, the reference configuration places the private interface (A1) of the
Avaya SBCE in the enterprise site, (10.1.20.13), with access to the IP Office network. The
connection to Telstra uses the Avaya SBCE public interface B1 (IP address 10.2.2.21). The

follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”

management LAN connection on the chassis.

1. Access the web interface by typing “https://X.x.X.X”” (where x.x.x.x is the management IP
address of the Avaya SBCE).

2. Enter the Username and click on Continue.

AVAYA =

Session Border Controller
for Enterprise

3. Enter the password and click on Log In.

CNH; Reviewed:
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The main menu window will open. Note that the installed software version is displayed. Verify
that the License State is OK. The SBCE will only operate for a short time without a valid
license. Contact your Avaya representative to obtain a license.

Alarms  Incidents Status~ Logs~ Disgnostics  Users

Session Border Controller for Enterprise

Dashboard Dashboard
Administration

Badiup/Restore This system contains one or more Avaya demo certificates. These certificates have been compromised and should not be used for any production traffic.

System Management
Global Parameters

4 Global Profiles

Application DEBUG level bog messages are cumrenthy ensbled on one or more subsystems. Leaving this log level enabled for extended peneds of time may cause severe performance degradation.

Bomsin Dos T
Server Interworking System Time 01:35:10 FM AEST Refrash EMS
Media Forking Version T7.1.0.0-04-11122 sbea207
Routing Build Date Thu Jun 9 20:20:31 EDT 2018
Server Configuration
- License State oK
Topeology Hiding
Signaling Aggregate Licensing Overages o
Manipulation Peak Licensing Overage Count ]
URI Groups Last Logged in at 09/21/2016 17:01:48 AEST
SMMP Traps
Failed Login Atte o
Time of Day Rules =ied Login 0

6.1 System Management — Status
1. Select System Management and verify that the Status column says Commissioned.

System Management

Devices | | Updates || 55L VPN || Licensing

Device Name Management [P

shoa0T 10.1.30.7 T.1.0.0-04-11122 Commissionad

2. Click on View (not shown) to display the System Information screen. Note that DNS
servers are Telstra DNS servers and DNS client must be B1 IP address that is used for
SIP trunk with Telstra.
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- General Configuration
Appliznce Mame  sboe0T
Bowx Type SIP

Deployment Mode  Prosgy

Device Configuration
HA Mode Na

Two Bypass Mode Mo

System Information: sboce20T x

- License Allocation

Standard Sessions
Fagassanl S0

Advanced Sessions
Faquessad: 20
Sacsagia IO

CES Sessions
Fagquasad: O

Transcoding Sessions
Sagoassan: 0

Encryption

Scopia Video Sessions o

20

20

i}

r Metwork Configuration

Network Prefiic or Subnet

Secondary DMS  10.85.114.20

'MNS Location DMEZ

| DMS Client IP 10.22.21 |

Public IP Mask Gateway Interface
10.1.20.13 10.1.20.13 255 255 2550 10.1.20.1 Al
10.1.20.14 10.1.20.14 255.255.255.0 10.1.20.1 Al
102221 10.2.2.21 255 255255128 10.2.2.1 B1
10.2.2.22 10.2.2.22 255.255.256.128 10.2.2.1 B1

r DM5 Configuration Management [P[s)
Primary DNS 10.88.112.20 IF &1 (IPvd) 10.1.30.7

6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
across all Avaya SBCE appliances.

6.2.1 Uniform Resource ldentifier (URI) Groups

URI Group feature allows a user to create any number of logical URI Groups that are comprised
of individual SIP subscribers located in that particular domain or group. These groups are used
by the various domain policies to determine which actions (Allow, Block, or Apply Policy)

should be used for a given call

For this configuration testing,
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6.2.2 Server Interworking — IPO

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the profile for the connection
to Avaya IP Office.
1. Select Global Profiles > Server Interworking from the left-hand menu.
2. Click Add and enter a name, e.g., IPO (not shown), then click Next (not shown).
3. The General screen will open.
e Uncheck T38 Support.
e All other options can be left with default values, and click Next.

Interworking Profile X

"é' None
Hald Support ) RFC2543- c=0.000

" RFC2284 - s=sendonly

180 Handling @ None © spp ) NosDP
181 Handling @ Nene O sop ) NosDP
182 Handling @ none © spp ) NosDP
123 Handling @ none © spp ) NosDR
Refier Handling |:|

URI Group Mone

Send Held

Delayed Offer
Taoe Handling =

Diwversion Header Support

Delayed SDP Handling =

Re-Inwite Handling |:|

Prack Handling |:|

Bllow 18X SDF

T.38 Support [l

URI Scheme ®@sp Ot O any

Via Header Format G RFC2281
) RFC2E43
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4. On the Timers and Privacy window, accept default values and click Next (not shown).
5. On the Advanced window:

e Record Routes: Choose Both Sides.

e Extensions: Choose Avaya.

e Check Has Remote SBC

Editing Profile: IPO x

) None
} l:i.irclgn Cide

| Diishog-Initiste Onby (Single Sids)
| Diishog-Initiste Onhy (Both Sides)

Include: End Point IP for Context Lockup  []]

Extensions BNEYE o
Diversion Manipulation |:|
Diversion Condition Nane

Diversion Header URI

Hz= Remots SBC
Rouwte Response on Via Port |:|
Relay IMVITE Replacs for SIFREC =
G Nane
DTMF Support @ sip noTIFY
7 sIP INFO
Finish
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6.2.3 Server Interworking — Telstra

Repeat the steps shown in Section 6.2.2 to add an Interworking Profile for the connection to
Telstra via the public network, with the following changes:
1. Click Add to add a new profile, enter Telstra then click Next (not shown)
2. The General screen will open: Configure the same as shown in Section 6.2.2.
e Click Next (not shown).
e The Privacy/DTMF, SIP Timers/Transport Timers screens will open (not shown),
accept default values for all the screens by clicking Next.

Editing Profile: Telstra X

@ none
Held Support ©) RFc2s43 - 0=0.0.00

) RFC3254 - s=sendonhy

180 Handling @ Mone © sop @) MosDP
181 Handling @ pone @ sop D) MosDR
182 Handling @ Nene ©) spp D) MosDP
183 Handling @ pone @ sop D) MosDR
Refer Handling [

URI Group MNaone

Send Hold

Delayed Offer
Joe Handling [

Diwersion Header Support

Delayed SDF Handling [

Re-Invite Handling |

Prack Handling |:|

Bliow 18X SDF

T.28 Suppart [

URI Scheme ®sp ©m © any

iz Headsr Format G RFC2ZE1
) rFC2542
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Advanced window is configured as below, click Finish to save the profile:

Editing Profile: Telstra x

CNH; Reviewed:
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\ ! Mone
5
Fecord Foutes -@- Baoth Sides
(7 Dizlog-Initists Onhy (Single Side)
) Dislog-Infiizt= Onhy (Both Sides)

Include End Paint |P for Contesct Lookup |:|

Extensions MNome o
Diiversion Manipulation D
Diversion Condition MNaone

Diwversion Header URI

Has Remote SBC
Rowute Response on Via Port |:|
Relay INVITE Replace for SIPREC [

DTMF

ﬂ MNaone
DTMF Suppart ) sIP NOTIFY
) sIF INFO

Finish
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6.2.4 Server Configuration — IPO
This section defines the Server Configuration for the Avaya SBCE connection to IP Office.

1.
2.

3.

Server Type can not be changed while this Server Configuration profile is associated to 3
Server Flow.

Select Global Profiles > Server Configuration from the left-hand menu.
Select Add Profile and the Profile Name window will open. Enter a Profile Name (e.g.,
IPO) and click Next (not shown).

The Add Server Configuration Profile window will open.

Select Server Type: Call Server.

IP Address / FQDN: 10.1.20.19 (IP Office LAN1 IP Address)
Transport: Select TCP.

Port: 5060

Select Next (not shown).

Edit Server Configuration Profile - General

Server Typs Call Server

TLS Client Profile MNome

IP Address / FQDN

10.1.20.1% 5060 TCR Delete

Finish

4. The Authentication window will open (not shown).

Select Next to accept default values.

5. The Heartbeat window is configured as below and click Next (not shown).
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6. The Advanced window will open.
e For Interworking Profile, select the profile created for IP Office in Section 6.2.2.
e Click Finish.
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6.2.5 Server Configuration — Telstra

Telstra provided two trunk groups for Enterprise SIP Trunking service. These two trunk groups
were connected to two outbound proxies. Telstra Enterprise SIP Trunking service requires
authentication so Enterprise Trunk credentials must be provided by Telstra.

6.2.5.1 Telstra primary

Repeat the steps in Section 6.2.4, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to Telstra Trunk Group 1.
1. Select Add Profile and enter a Profile Name (e.g., Telstra_pri) and select Next (not
shown).
2. On the General window, enter the following:
e Select Server Type: Trunk Server.
IP Address / FQDN: sbc-cw.ipvs.net (outbound proxy 1 of Telstra)
Transport: Select UDP.
Port: 5060
Select Next (not shown).

Edit Server Configuration Profile - General X

Server Type can not be changed while this Server Configuration profile is associated to a Senver

Flow.

Semver Type Trunk Server

Add

IP Address / FQDN Transport

sbc-ow.ipvs.net 5060 UDFP + Delete
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3. Under Authentication window:
Select Enable Authentication

User Name: Enter Authentication name for outbound proxy 1.

Realm: Leave blank.
Password and Confirm Password: Enter Password provided by Telstra.

Edit Server Configuration Profile - Authentication

Enable Authentication

User Name

Realm

M3312101R

(Leave blank to detect from server challenge)

Password

{Leave blank to keep existing password)

Confirm Password

4. Under Heartbeat window:

Select Enable Heartbeat.
Method: Choose REGISTER.
Frequency: Enter 600.

From URI and To URI: Enter the Pilot number provided by Telstra.

Enable Heartbeat
Method
Frequency
From URI

To URI

General | | Authentication | | Heartbeat | | Advanced |

’ Rename H Clone |[ Delete

REGISTER
600 seconds
353xxx 607@sipconn test1.com

35300607 @sipconn test1.com
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5. Under Advanced window:
e Select Telstra for Interworking Profile.
e Select Telstra_pri for Signaling Manipulation Script (see Notice 1).

Server Configuration: Telstra_pri

Add Rename || Clone H Delete ‘

General ‘ | Authentication ‘ | Heartbeat | | Advanced

Session Manager

Enable DoS Protection

Telstra_pri
Enable Grooming

Telstra_sec

Interworking Profile Telstra
Signaling Manipulation Script Telstra_pri
Connection Type SUBID

Securable

Edit

Notice 1:
Note that Signaling Manipulation Script Telstra_pri is required to:
e Add the primary Trunk Pilot number into the PAI Header on outgoing calls.
e If the FROM header is ‘anonymous’, then re-write the FROM with the primary Trunk
Pilot number.

Navigate to Global Profiles > Signaling Manipulation to add Telstra_pri script:

within session "INVITE"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

%HEADERS["P-Asserted-ldentity"][1].URI.USER = "353xxx607";
}

}

within session "ALL"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{
if(%HEADERS["FROM"][1].URI.USER = "anonymous")then

{
%HEADERS["FROM"][1].URI.USER = "353xxx607";

¥
¥
¥
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Signaling Manipulation Scripts: Telstra_pri

Download H Clone H Delete ]

Signaling Manipulation

Click here to add a description.

Scripts
Telstra_pri Signaling Manipulation

within session "INVITE"

Div into From

act on request where ¥DIRECTION="OUTBOUND" and ¥ENTRY_POINT="POST_ROUTING"
Telstra_sec - - -

%iHEADERS-"P-" ted-Identity”][1].URL.USER = "353xXxx687";
Remove 2 Supported h... " L "F-Asserted-ldentity” J(1] B

within szession "ALL"
act on request where ¥DIRECTION="OUTBOUND" and ¥ENTRY_POINT="POST_ROUTING"
if (%HEADERS | "FROM” |[1].URI.USER = "anonymous”)then

¥HEADERS[ "FROM"][1].URI.USER = "353XXX607";

6.2.5.2 Telstra secondary

Repeat the steps in Section 6.2.5.1, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to Telstra Trunk Group 2.
1. Select Add Profile and enter a Profile Name (e.g., Telstra_sec) and select Next (not
shown).
2. On the General window, enter the following:
e Select Server Type: Trunk Server.
IP Address / FQDN: sbc-exh.ipvs.net (outbound proxy 2 of Telstra)
Transport: Select UDP.
Port: 5060
Select Next (not shown).

Edit Server Configuration Profile - General

Sarver Type can not be changed while this Server Configuration profile is associated to 2
Server Flow.

Barver Type Trunk Server

IP Address / FQDN , Transport

she-avhipws.net S0s0 UCP

3. Under Authentication window:
e Select Enable Authentication.
e User Name: Enter Authentication name for outbound proxy 2.
e Realm: Leave blank.
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e Password and Confirm Password: enter Password provided by Telstra.

Edit Server Configuration Profile - Authentication

Enable Authentication
User Mams NIZ1ZH02R
Realm

fleye Dlank 50 detect irom Senver chaliangs)

Pazsword

EREREER
lmmyen ek 50 kesp axisting pasmwond)

Confirm Password sevsnses]

4. Under Heartbeat window:
e Select Enable Heartbeat.
e Method: Choose REGISTER.
e Frequency: Enter 600.
e From URI and To URI: Enter the Pilot number provided by Telstra.

Edit Server Configuration Profile - Heartheat
Enable Heartbeat
Method REGISTER. o
Freguency &0D seconds
Fram URI 3531006657 Esipoonn. te
Ta URI 35200065 T Esipoonin, te
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5. Under Advanced window:
e Select Telstra for Interworking Profile.

e Select Telstra_sec for Signaling Manipulation Script (see Notice 2).

Edit Server Configuration Profile - Advanced x

Enable DoS5 Protection

Enable Groomiing

Interworking Profile Telstra -
Signaling Manipulation Script Telstra_sec -
Connection Type SUBID -
Securable
| Finish |

Notice 2:
Note that Signaling Manipulation Script Telstra_sec is required to:

e Add the second Trunk Pilot number into the PAI Header on outgoing calls.

e Ifthe FROM header is ‘anonymous’, then re-write the FROM with the second Trunk

Pilot number.
Repeat steps in Notice 1 in Section 6.2.5.1 to add Telstra_sec script:

within session "INVITE"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

%HEADERS["P-Asserted-Identity"][1].URILLUSER = "353xxx657";
}

}

within session "ALL"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{
if(%HEADERS["FROM"][1].URI.USER = "anonymous")then

{
%HEADERS["FROM"][1].URI.USER = "353xxx657";

¥

}
}
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Signaling Manipulation Scripts: Telstra_sec

s T

Sigaaiing Manipuiation Scripts Click here to 534 2 description

Telst
Eacd] Signaling

Div into From within session "INVITE"

Teletra_sec bere SDTAECTTON="CUTEOUMD" and SENTAY_POTNT="SOST_ROUTING™

Remove 2 Supporied headet read-Tdentizy” 1[1].URL.USER = "353)00657";

uest where EDIRECTION="CUTEDL

7 SHEADERS " FAOA"] [1] .URT.USER = "

SHEADERS[ "FAONM" 1 1].URI.USER = "35500E57";

6.2.6 Routing — To IP Office
This provisioning defines the Routing Profile for the connection to IP Office.
1. Select Global Profiles > Routing from the left-hand menu, and select Add (not shown).
2. Enter a Profile Name: (e.g., IPO) and click Next (not shown).
3. The Routing Profile window will open. Check Next Hop In-Dialog box then click on
Add.
4. The Next-Hop Address entry will be shown. Populate the following fields:
e Priority/Weight =1
e Server Configuration = IPO
e Next Hop Address: Verify that the 10.1.20.19:5060 (TCP) entry from the drop
down menu is selected (IP Office LANL IP address). Also note that the Transport
field is grayed out.
e Click on Finish.

Profile : IPO - Edit Rule x

URI Growp * - Time of Day default
Load Balancing Priceity - NAFTR

Transport Maone MNext Hop Pricrity

Mesxt Hop In-Dislog Ignore Routs Header ]

ENUM | ENUM Suffix

Priority /

Weight Server Configuration Next Hop Address Transport
1 IPC - U0V120.1%:5D60 (TCP) - | | Mome Dielate
Finish
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6.2.7 Routing — To Telstra

Repeat the steps in Section 6.2.6, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to Telstra.
1. On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.g.,
Telstra).
2. Load Balancing: select Round-Robin.
3. Uncheck Next Hop In-Dialog box.
4. On the Next-Hop Address entry, populate the following fields:
e Server Configuration: Telstra_pri.
e Next Hop Address: Verify that the sbc-cw.ipvs.net:5060 entry from the drop down
menu is selected.
e Add another record for Telstra_sec
e Use default values for the rest of the parameters.

5. Click Finish.
URI Group * - Time of Day default
Load Balancing Riound-Robin -~ MAPTR
Transport MNone Mext Hop Prionity
Mezet Hop In-Dialog [ Ignore Rowte Header =

fmr:.;m ! Server Configuration MNesxt Hop Address Transport

0 Telstra_pri - sho-cw,ipys.net: 5080 (UDF) - | | Mone Celets
Telstra_sec -  sboeshipvs.net: 5050 (UDF) - | MNome Delete
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6.2.8 Topology Hiding — IP Office

The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain the
security of the network. It hides the topology of the enterprise network from external networks.
1. Select Global Profiles - Topology Hiding from the left-hand side menu.
2. Select the Add button, enter Profile Name (e.g., IPO), and click Next (not shown).
3. The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until To header is added (not shown).
4. Populate the fields as shown below, and click Finish. Note that sipinterop.net is the
domain used.

T OO | [ DEEE

Click here to 2dd 2 description.

Topology Hiding
Replace Action Overwrite Value
From |P/Domain Owverwrite sipinterop.net
To |P/Domain Owenwrite sipinterop.net
Reguest-Line |P/Domain Owerwrite sipinterop.net

6.2.9 Topology Hiding — Telstra

Repeat the steps in Section 6.2.8, with the following changes, to create a Topology Hiding
Profile for the Avaya SBCE connection to Telstra.
1. Enter a Profile Name: (e.g., Telstra).
2. Click on the Add Header button repeatedly until To header is added (not shown).
3. Populate the fields as shown below, and click Finish. Note that sipconn.testl.com is the
domain used.

Click here to add & description.

Topelogy Hiding

Replace Action Owenwrite Value

From |P/Domain Overarite sipconn.test1.com
To |P/Domain Owverarite sipoonn.test1.com

Request-Line |P/Domain Overarita sipconn. test1.com

6.3 Domain Policies

The Domain Policies feature allows users to configure, apply and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.
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6.3.1 Application Rules

Ensure that the Application Rule used in the End Point Policy Group reflects the licensed
sessions that the customer has purchased. In the lab setup, the Avaya SBCE was licensed for 200
Voice sessions, and the default rule was amended accordingly. Other Application Rules could be
utilized on an as needed basis.

Note: It is not recommended to edit default rules, new rules should be added or cloned from
default rules.

Application Rules: default
add Filter By Device... -

Application Rules It'is not recommended to edit the defaults. Try cloning or adding & new rule instead.

A Application Rule

default-trunk

Application Type In Out  Maximurm Concurrent Sessions  Maximum Sessions Per Endpoint

default-subscriber-low

Audio 200 5
default-subscriber-high

Yideo B [
default-server-low
default-server-high Miscellaneous

COR Support Mana

RTCF Keep-Alive o

6.3.2 Border Rules

The Border Rule specifies if NAT is utilized (on by default), as well as detecting SIP and SDP
Published IP addresses.

Border Rules: default

Filter By Device... -
It i= ot recommended fo edit the defaults. Try cloning or adding = new rule instesd.
default WEAT Traverssl
Mo-Nat-Reg-Fraxy

Enable Natting
Use SIP Published [P
Use SDF Fublished P
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6.3.3 Media Rules

This Media Rule will be applied to both directions and therefore, only one rule is needed.
In the solution as tested, the default-low-med rule was utilized. No customization was required.

Media Rules: default-low-med

default-low-med
defaultdow-med-enc
default-high
default-high-enc
avayalowmed-enc
default low-med MR

Filter By Device... -

11 k= not recommended to edit the defaulte. Try cloning or dding = new rue instead

Wedia Encryption || Media Silencing | | Media Gos | [ Media BFCP | [ Media FECE |

Prefemed Formats

Interworking

Prefemed Formats

Interworking

Capability Negotiation (]

Media Rules: default-low-med

default-low-med
defaultlow-med-enc
detault-high
default-high-enc
avaysdow-med-enc

defaultlow-mad-MR

Filter By Devicz.., -

I£ i ot recommended to edit the defaults. Try Cloning or adding = new rute instesd.

Media Encryption | [ Media Silencing | [ Media @os | [ Media BFCP | [ media Fecc |

Media Silencing B

Media Rules: default-low-med

default-low-med
defaultlow-med-enc

defaul

it-high
default-high-enc

avayalow-med-=nc
default-dow-med-MR

Fiter By Device... -

It is ot recommended fo edit the default=. Try cloning or adding = new nil instead.

Media Encryption | [ Media Silencing | [ #edia Gos | [Media 8FCP | [ Media FECG |
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6.3.4 Signaling Rules
The default Signaling Rule was utilized. No customization was required.

Signaling Rules: default

ity O
Signaling Rules. It i ot recommended to edit the defauits. Try cloning or adding a new e instead.

default General | | Requests | [ Responses | [ Request Headers | | Response Headers | [ signaling aes | [ucio |

Ne-Content Type-Checks

Requests Allow
Non 2 Final Responses Alow
Optional Request Headers Allow

Optional Response Headers Allow

Requests Alow
Non 2 Final Responses Alow
Optional Request Headers Allow

Optional Response Headers Allow

Content Type Policy

Enable Content-Type Checks

Action Allow Multipart Action Allow

Exoeption List Exoeption List

6.3.5 Endpoint Policy Groups

In the solution as tested, the default-low rule was utilized. This rule incorporated the Media and
Signaling Rules specified above, as well as other policies.

Policy Groups: default-low

Ay

[t = not recommended to edit the defaults. Try Cloning or adding & new group instesd.

defauit-high

defauit-high-enc

avays-def-on-anc

avays-def-high-subscribar

avays-def-high-sarver

6.4 Device Specific Settings

The Device Specific Settings feature for SIP provides aggregate system information, and
manages various device-specific parameters which determine how a particular device will
function when deployed in the network. Specifically, various device-specific protection features
such as Message Sequence Analysis (MSA) functionality and end-point and session call flows
can be defined and administered.

6.4.1 Network Management

1. Select Device Specific Settings = Network Management from the menu on the left-
hand side (not shown).

2. The Interfaces tab displays the enabled/disabled interfaces. In the reference
configuration, interfaces Al (private) and B1 (public) interfaces are used.
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3. Select the Networks tab to display the IP provisioning for the A1 and B1 interfaces.
These values are normally specified during installation. These can be modified by
selecting Edit; however some of these values may not be changed if associated
provisioning is in use.

Note: B1 has two IP Addresses configured for each interface. One is used for SIP trunking,
another one is used for Remote worker. Configuration for Remote worker is out of scope of this
document.

Network Management: sbce207

e | s |
sbce207

Subnet Mask / Prefix Length Interface IF Address

Al 10.1.20.1 255.265.255.0 Al 10.1.20.12, 10.1.20.14 Edit Delete

B1 10221 255.266.266.128 B1 102.2.21,102222 Edit Delete

6.4.2 Media Interfaces

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Media Interface.
3. Select Add (not shown). The Add Media Interface window will open. Enter the
following:
e Name: A1l Med_IPO_trunking
e IP Address: 10.1.20.13 (Avaya SBCE A1l address)
e Port Range: 35000-40000
Click Finish (not shown).
Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: B1_Med_IPO_trunking

e IP Address: 10.2.2.21 (Avaya SBCE B1 address)

e Port Range: 35000-40000
6. Click Finish (not shown). Note that changes to these values require an application restart.
The completed Media Interface screen is shown below.

N

ok~

Media Interface

Medifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued from System Management.

Media IP

Netwart Port Range

A1_Med_IPO_trunking ;‘5:-;‘-77—;9;\5}3: 35000 - 40000 Edit Delete
B1_Med_IFO_trunking ;?[-é-fﬂm} 35000 - 40000 Edit Delete
B1_Med_IPC_RW 1‘5,_:2‘;—\,:‘;2\ o 35000 - 40000 Edit Delete
A1_Med_IPO_RW ;?[-;‘-%L“a} 35000 - 40000 Edit Delete
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6.4.3

wn e

ok~

Signaling Interface

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Signaling Interface.

Select Add (not shown) and enter the following:

e Name: Al Sig IPO_trunking

e IP Address: 10.1.20.13 (Avaya SBCE A1 address)

e TCP Port: 5060

e UDP Port: 5060

Click Finish (not shown).

Select Add again, and enter the following:

e Name: B1_Sig_IPO_trunking

e IP Address: 10.2.2.21 (Avaya SBCE B1 address)

e TCP Port: 5060

e UDP Port: 5060

Click Finish (not shown). Note that changes to these values require an application restart.

Signaling Interface

Medifying or deleting an existing signaling interface will require an application restart before taking effect. Application restarts can be issued from System Management.

?EM’;:”"Q IF T UDP Port 5 Po TLS Profile
A1_Sig_IPO_trunking ;?:-;‘-2\,?_31\30: 5080 5080 — None Edit Delete
B1_Sig_IPO_trunking ;?réﬁf:um 5060 5080 — Mene Edit Delete
B1_Sig_IPO_RW ;?:-E?‘-Z\ﬁ{ o 5080 5060 — None Edit Delete
A1_Sig_IPO_RW ,1?['.:{%40} 5080 5080 — None Edit Delete
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6.4.4 Endpoint Flows — For Session Manager

1. Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side
(not shown).

2. Select the Server Flows tab (not shown).

3. Select Add, (not shown) and enter the following:
e Name: IPO

Server Configuration: IPO
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: B1_Sig_IPO_trunking
Signaling Interface: A1_Sig_IPO_trunking
Media Interface: A1 Med_IPO_trunking
End Point Policy Group: default-low
Routing Profile: Telstra

Topology Hiding Profile: IPO

Let other values default.

4. Click Finish.
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Flow Name

Server Configuration

UR| Group

Transport

Remote Subnet

Received Interface

Signaling Interface

Media Interface

Secondary Media Interface

End Pgint Policy Group

Routing Profile

Topology Hiding Profile

Signaling Manipulation Saript

Remaote Branch Cffice

Edit Flow: IPD x

IPO

PO -

B1_Sig_IPO_trunking

Al Sig IPO_trunking «

A1 _Med_IPO_trunking
Mone -
defaultdow -
Telstra -

IPO -

MNaone -

Any w

Finish
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6.4.5 Endpoint Flows — For Telstra

6.4.5.1 Telstra primary

Repeat step 1 through 4 from Section 6.3.4, with the following changes:

Name: Telstra_pri

Server Configuration: Telstra_pri

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Al_Sig_IPO_trunking
Signaling Interface: B1_Sig_IPO_trunking
Media Interface: B1_Med_IPO_trunking
End Point Policy Group: default_low
Routing Profile: IPO

Topology Hiding Profile: Telstra

Edit Flow: Telstra_pri X

Flow Name Telstra_pri
Server Configuration Telstra_pri
URI Group = -
Transport = -

Remote Subnet

Recsived Interface Al _Sig_IPO_trunking
Signaling Interface Bl Sig_IPO_trunking -
Media Interfacs B1_Med_IPO_trunking -
Secondary Media Interface Mone -
End Point Policy Group defaultdow -
Reouting Profile IPO -

Topology Hiding Profile Telstra -

Signaling Manipulation Soript Mone -

Remote Branch Office ANy -

Finish
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6.4.5.2 Telstra secondary

Repeat step 1 through 4 from Section 6.3.4, with the following changes:
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Name: Telstra_sec

Server Configuration: Telstra_sec

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Al_Sig_IPO_trunking
Signaling Interface: B1 Sig_IPO_trunking
Media Interface: B1_Med_IPO_trunking
End Point Policy Group: default_low

Routing Profile: IPO

Topology Hiding Profile: Telstra

Edit Flow: Telstra_sec X

Flow Name

Server Configuration

URI Group

Transport

Remote Subnet

Received Interface

Signaling Interface

Media Interface

Secondary Media Interface

End Point Policy Group

Routing Profile

Toepelogy Hiding Profile

Signaling Manipulation Soript

Remote Branch Office

frelstra_sec

Telstra_sec

Al Sig_IPO_trunking -

B1 Sig_IPO_trunking -
B1_Med_IPO_trunking -
Mone -
defaultdow -
PO -

Telstra -

Mone -

ANy -

Finish
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7. Verification Steps
The following steps may be used to verify the configuration.

7.1 Avaya Session Border Controller for Enterprise

Log into the Avaya SBCE as shown in Section 6. Across the top of the display are options to
display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents are
listed in the lower right of the screen.

Protocol Traces
The Avaya SBCE can take internal traces of specified interfaces.

1. Navigate to Device Specific Settings = Troubleshooting = Trace.

2. Select the Packet Capture tab and select the following:
Select the desired Interface from the drop down menu (e.g., All).
Specify the Maximum Number of Packets to Capture (e.g., 5000).
Specify a Capture Filename (e.g., TEST.pcap).
Unless specific values are required, the default values may be used for the Local
Address, Remote Address, and Protocol fields.
Click Start Capture to begin the trace.

Trace: shce

Devices

shece

Packet Capture || Captures
Packet Capture Configuration
Status Ready
Interface Bl -
Local Address .
e 1022135 ~ :
Remote Address
*, "Pot, IP, IP:Port
Protocol Al
Maximum Number of Packets to Capture 3000

Capture Filename
Using the name of an existing capture will ovenite it

test.pcapl

The capture process will initialize and then display the following In Progress status window:

Trace: sbce

Devices

sbee

Packet Capture | | Captures

A packet capture is currently in progress. This page will automatically refresh until the capture completes

Status In Progress

Interface B1
Local Address
1PLFort]

Remote Address
- =Por, IF. IFFort
Protocol Al
Maximum Number of Packets to Capture 3000
Capture Filename
Using the name of an exist

test.pcap

Stop Capture

ng capturs will cvenwrits it
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3. Run the test.

4. When the test is completed, select the Stop Capture button shown above.

5. Click on the Captures tab and the packet capture is listed as a .pcap file with the date
and time added to filename specified in Step 2.

6. Click on the File Name link to download the file and use Wireshark to open the trace.

Trace: shce

shce

Packet Capture | | Captures |

File Name File Size (bytes) Last Modified

test_20160405184126_pcap ] April 5, 2016 6:41:26 PM AEST Delete

The following section details various methods and procedures to help diagnose call failure or
service interruptions. As detailed in previous sections, the demarcation point between the Telstra
Enterprise SIP Trunk Service and the customer SIP PABX is the customer SBC.
On either side of the SBC, various diagnostic commands and tools may be used to determine the
cause of the service interruption. These diagnostics can include:

e Ping from the SBC to the Telstra network gateway.

e Ping from the SBC to the Session Manager.

e Ping from the Telstra network towards the customer SBC.

e Note any Incidents or Alarms on the Dashboard screen of the SBC.

sbce

Diagnostics AVAYA

Full Diagnostic | | Ping Test

3

Outgoing pings from this device can only be sent via the primary IP (determined by the OS) of each respective interface or VLAN.

Task Description Status
@ EMS Link Check ‘I;\.’Io1n;19;§tp?oegataitr1%é\rg‘rl;i_n normal parameters with a full duplex
@ SBC Link Check: A1 ;11i(s;§’|;e_:rating within normal parameters with a full duplex connection
@ SBC Link Check: B1 Etﬂ‘]i(sstovgz?rating within normal parameters with a full duplex connection  |=
) FEEEEE R Average ping from 10.1.20.160 [A1] to 10.1.20.1 is 1.103ms.

Gateway (10.1.20.1)

Ping: SBC (A1) to
Primary DNS (10.86.113.20) Running...

o

) Ping: SBC (A1) to
Secondary DNS (10.86.114.20)
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Incident Viewer AVAYA

Device All = Category All

v Clear Filters

Displaying results 1to 15 out of 44.

[ Refresh ” Generate Report ]

Time Category
Server Heartbeat T29881680397602 4/4116 [y Policy sbce  Heartbeat Successful, Server is UP
Server Heartbeat 729881680396121 4416 [i°  Policy sbce  Heartbeat Successful, Server is UP
Sever Heartbeat 720881680303451 4i4/16 10 Policy sbce  Heartbeat Successful, Server is UP
Server Heartbeat 720831402194116 474116 [0 Policy sbce  Heartbeat Successful, Sewver is UP

7.2 Avaya IP Office

On the PC that has IP Office Manager installed, navigate to Start > All Programs > IP Office >
System Status. A login window appears, login with proper credentials. Click on Trunks > Line:
10 (the SIP line configured on IP Office for SIP trunking):

AVAYA

Help Snapshot LogOff Exit About

State
1 Idle_100:0

Status  Utilization Summary Alarms

.. Timein Remote Co... Conn... Caller Other Party Direc...

IP Office System Status

Round Recei... Rece... Tran...
Media ... IDor... on Call Trip ...

SIP Trunk Summary il
Line Service State: In Service
Peer Domain Mame: sipconn. test1.com
Resolved Address: 10.1.20,13
Line Mumber: 10
Mumber of Administered Channels: 5
Mumber of Channels in Use: a
Administered Compression: G711 A, G729 A, GF11Mu E
Enable Faststart: off
Silence Suppression: Off
Media Stream: RTP
Lavyer 4 Protocol: TCP
SIP Trunk Channel Licenses: 128 . 0
SIP Trunk Channel Licenses in Use: a
SIF Device Features: UPDATE (Incoming and Outgoing)

Tran...

Trace [ Trace all ][ Pause ][ Ping ]

Call Details

7.3 Telephony Services

Graceful Shutdown ][ Force Cut of Service ][ Print...

Online

1. Place inbound/outbound calls, answer the calls, and verify that two-way talk path exists.

Verify that the call remains stable for several minutes and disconnects properly.
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2. Verify basic call functions such as hold, transfer, and conference.
3. Verify the use of DTMF signaling.

8. Conclusion

As illustrated in these Application Notes, Avaya IP Office Release 10 and Avaya Session Border
Control for Enterprise Release 7.1 can be configured to interoperate successfully with Telstra
Enterprise SIP Trunking service. This solution allows enterprise users access to the PSTN using
the Telstra Enterprise SIP Trunking service connection. Please refer to Section 2.2 for
exceptions.

9. Additional References

This section references the documentation relevant to these Application Notes. Avaya product
documentation is available at http://support.avaya.com.

[1] Avaya Session Border Controller for Enterprise Product Overview and Specification, Release
7.1, 27 Jun 2016.

[2] Deploying Avaya Session Border Controller, Release 7.1, 27 Jun 2016.

[3] Deploying Avaya Session Border Controller in Virtualized Environment, Release 7.1, 27 Jun
2016.

[4] Administering Avaya Session Border Controller, Release 7.1, 27 Jun 2016.

[5] Deploying IP Office Server Edition Solution, Release 10, 29 August 2016.

[6] Deploying IP Office IP500 V2, Release 10, 03 August 2016.

[7] Administering Avaya IP Office with Manager, Release 10, 29 August 2016.

[8] RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

[9] RFC 3515, The Session Initiation Protocol (SIP) Refer Method, http://www.ietf.org/

[10] RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals,
http://www.ietf.org/

Product documentation for Telstra Enterprise SIP Trunking Solution is available from Telstra.

CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 51
SPOC 10/28/2016 ©2016 Avaya Inc. All Rights Reserved. TelstralPO


http://support.avaya.com/
http://www.ietf.org/

©2016 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
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Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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