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Abstract

TheseApplication Notes illustrate a sample configurationfofaya IP Office Releasel(O.1
with SIP Trunks to the Avaya Session Border Controller for Enterpideaser.2.1 (Avaya
SBCE)when used to connect tineAccesslelstra Business SlAustralig).

OneAcessTelstra Business Slprovides PSTN access via a SIP trunk between the ente
and theOneAccessT elstra Business SIBRs an alternative to legacy analog or digital tru
This approach generally results in lower cost for the enterprise.

Readers stuld pay attention t&ection 2 in particular the scope of testing as outlineg
Section 2.1as well asanyobservations noted iBection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

OneAccesSlelstra is a menber of the AvayaDevConnect Serviee Provider progran
Information in these Application Notes has been obtained through DevConnect com
testing and aditional technical discussiongesting was conducted via the DevConn
Program at th©neAccessest lab.
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1. Introduction

Thes Application Notes illustrate a sample configurafimnAvayalP Office Releasel 0.1 with
SIP Trunks to the Avaya Session Border Controller for Enterpradease’.2.1 (AvayaSBCE)
when used to connett the OneAccessT elstra Business SlfAustralig).

Theenterprise SIP Trurikg service available fronOneAccesslelstra Business SIB one of

many SIRPbased Voice over IP (VoIP) services offeredterprises irAustraliafor a variety of
voice communications needs. TBaeAccess elstra Business Slallows enterprises in

Australiato place outbound local and long distance calls, receive inbound Direct Inward Dialing
(DID) calls from the PBN, and place calls betweenemt er pri seds sites.

2. General Test Approach and Test Results

The general test apprdawas to make calfsom/to the Avaya IP Officéhrough the Avaya
SBCEusingOneAccessTelstra Business SIHhe configuration (shown iRigure 1) was used
to exercise the features and functionality tests list&kution 2.1

DevConnect Compliance Tasg is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommendsup customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibility of each individual venddReaders should consult the appropriate vendor
supplied product documentatifor more ifformation regarding those products.

2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows
between AvaydP Office, the AvayaSBCE, and th®©neAccessT elstra Business SIP

The campliance testing was based thie standardAvayaDevConnect Generic SIP Trumbést
planand the Telstra Business SIP Accreditation test. flae testing coverefinctionality
required forcomplianceas a solution supported on tBaeAccessI elstra Busines SIP Calls
were made to and from the PSTN acrosQheAccessTelstra Business SIH he following
standard features were tested as part of this effort:
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9 InboundPSTN calsto various phone typescluding H.323 SIP, digitalandanalog
telephone athe enterprise All inbound calk from PSTNarerouted tothe enterprise
across the SIP trunk from the service provider

1 Outbound PSTN callsom various phone typescluding H.323 SIP, digitaland analog

telephoneatthe enterpriseAll outbound calls to PSY arerouted fromthe enterprise

across the SIP trunk to the service provider

Inbound and outbound PSTN calls to/from Avaya Communidatdindows

Dialing plans includng local, long distance, inteational, outbound tolfree, callsetc.

Calling PartyNamepresentation an@alling PartyNamerestriction.

CodecsG.729A,G.711A and G.711MU

Fax using pasthrough mode.

DTMF tone transmissions as eaftband RTP events as per RFC2833.

Voicemail navigation for inbound and outbound calls.

User features suds hold andesumetransfer, forwar@ndconference.

Off-net call forwardwith Diversion method.

Mobile twinning

Response tOPTIONSheartbeaand Registration.

Response to incomplete call attempts and trunk errors

=4 =2 =4 _-0_5_9_9_°5_2°_2_-2°._-2-

2.2 Test Results

Interoperability testingf OneAccessT elstra Business SWas completed with successful
results for all test cases with the exception of the observations/limitations described below.

Please refer to the test case document for a complete list of solution issues found wihen teste
1 User-Agent header- As OneAccess SIP NTU requires Ugggent header in the SIP
messages sent to it, a Sigma script must be used on Avaya SBCE to inséwjéfger
header into SIP messages before Avaya SBCE sends those messages to OneAccess SIP
NTU.

2.3 Support

1 Avaya: Avaya customers may obtain documentation and support for Avaya products by
visiting http://support.avaya.com

1 OneAccessTelstra Business SIP Customers should contact th€ineAccessT elstra
representatie or follow the support links available bitps://telstra.com.au

3. Reference Configuration

The reference configuration used in these Application Notes is shawadragrambelowand
consists of several components.
1 AvayalP Office Application Serverunning on VMware ESXi 5.5.
1 Avaya IP Office 500 V2
1 Avaya IP phones are represented with Avaya 9600 Sériéslephones running H.323
software, Avaya 1600 Series IP Telephones running H.323 software, and Avaya 1100
Seres IP Telephones running SIP software.
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http://support.avaya.com/
https://telstra.com.au/

Avaya Communicator for Windows 2.1

Avaya2400 Series Digital Telephones.

The Avaya SBCKF .2.1 provided Session Border Controller functionality, including,
Network Address Translation, SIP header manipulation, andldgy Hiding between
theOneAccessTelstra Business Sl&nd the enterprise network.

1 OneAccessTelstra Business Slprovided one trunk group and DID range for this testing
is 0285xxx4xx (10 digits). Enterprise network is connected to Telstra network via
OneéAccess SIP Network Termination Unit (NTU).

= =4 =

All IP addresses shown in the diagram are privateltPesses:

Telstra Business SIP

Internet

Enterprise Site e PO PP Wil

OneAccess SIP NTU
/ Avaya IP Office Avaya Session Bordgr Controller Avay.a \
Manager ES—— " "1 Comimomar
Avaya IP Office (SIP)
Voicemail Pro 4 T A1:10.1.20.9
I
P B1:192.168.109.50
SIP I RTP
1 1
_— | Enterprise LAN —
I 1 |
I I
Avaya IP Office 500 V2 A A | jrs
J B
/ g bbb e Avaya 1600 Series :
- IP Deskphone(s) vaya
Avaya IP Office “ Desk(grln:)ne(s) (H.323) Communicator
Application Server for Web
Digital (WebRTC)
10.1.20.14 Telephone(s) - ﬂ
Analog Avaya 9600 Series
Telephone(s) IP Deskphone(s)
(H.323)

Figure 1: Network Components as Tested
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4. Equipment and Software Validated

The following equipment and software were used for the sample coatfuprovided:

Component | Version

Avaya

Avaya IP Office 10.1.0.1.0 3

Avaya SBCE 7.2.1.005-14222

Avaya 9600 Series IP Deskphoried323 96x1-IPT-H323R6_6 5 06
080917

Avaya 2400 Series Digital phones R6

Avaya 1600 Series IP Deskphones, H.323

16xxIPT-H323R1 3 11022417

Avaya 1100 Series IP Deskphones, SIP 4.4.8

Avaya Communicator for Windows 2.1.4.0

Analog Telephones

N/A

Service Provider

OneAccessTelstra Business SIP

Broadworks Version R19 SP1
SIP NTU:V5.2R2C3 KE3
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5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectidtsat@

SBCE Avaya IP Office is configured through the Avaya IP Office

Manager PC application. From a PC running the Avaya IP Office Manager application, select
Start > Programs > IP Office > Managerto launch the application. NavigateRde > Open
Configuration, select the proper Avaya IP Office system from theopvindow, and log in

with the appropriate credentiglsot shown)

5.1 LANL1 Settings

In the sample configation, the LAN1 port was used to connechiaya SBCE To access the
LANL1 settings, firs navigate tdSystem (1) 000C292B2458n the Navigation andGroup
panes and then navigate to th&N 1 > LAN Settingstab in theDetails pane.Set theDHCP
Mode to Disabled then &t thelP Addressfield to the IP address assigned to the Avaya IP
Office LAN port. Set théP Mask field to the mask used on the netwdtither parameterare
set as default values

Configuration | 000C292B2485
+’f‘ BOOTP (3 | System | LANL | LANZ | DMS | Voicemail | Telephony | Directory Services | Systemn Events | SMTP
+-4# Operator (3]
=% Solution LAN Settings |‘ufoIP | Metwork Topology|

@ User(4)
..... ,ﬂ Group(0) IP Address 10 1 20 14
+-8% Short Code(d4)
..... es Directory(0) 1P Mask 255 255 . 255 . 0
-7 Time Profile(0)
----- B Account Code(0)
+§ 3 User Rights(3) Mumber Of DHCP IP Addresses 200 =
- &8 Location(0)
-3 000C292B2485 DHCP Mode
She ' Server () Client | @ Disabled Advanced
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Select theVolP tab as shown in the following screerh€lH323 Gatekeeper Enablebox is
checked to allow the use of Avaya IP Telephones using the H.323 protocol, such as the 9600
Series IP Telephones used in the sample configurationSTP&runks Enable box must be
checked to enable the configuration of $fihks toAvaya SBCE The SIP Registrar Enable

box is checked to allow Avaya IP Offic®lP phonesusage.The SIP Domain Nameis set to

desired IP Office SIP domaiffhe Layer 4 Protocol use UDP/TCP with port 5060and TLS

with port5061. TheRTP Port Number Rangecan be customized to a specific range of receive
ports for the RTP media. Thgnable RTCP Monitoring on Port 5005is checked. The specific
values used for the compliance test are shown in the example below. All other parameters should
be set accordg to customer requirements.

Configuration | 000C292B2485
BOOTP (3) | Systemn | LANL | LAMNZ | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VolP | WVolP Security
Operator (3)
Solution | LAN Settings| VelP | MNetwork Topology|

& User(®)

..... .ﬂ Group(0)

(8% Short Code(44)
----- == Directory(0)

£ Time Profile(0)
----- #m Account Code(0)
(-f3 User Rights(9)

H.323 Gatekeeper Enable

Auto-create Extension Auto-create User [] H.323 Remote Extension Enable

H.323 Signaling over TLS Disabled - 1720

----- &5 Location(0)
=57 000C292B2485

SIP Trunks Enable

SIP Registrar Enable

SRS Systemn (1)
w5y 000C292B2485 Auto-create Extension/User [] SIP Remote Extension Enable
-7 Line 2) —
(-2 Control Unit (11) SIP Domain Name sipinterop.net
(-4 Extension (2)
g User (3) SIP Registrar FQDN
..... .ﬂ Group ()
(-8 Short Code (2) upp UDP Port 5060 : 5060
----- B Service (0)
(43 Incoming Call Route (4) Layer 4 Protocol TCP TCP Port 5060 5 5060
[+l IP Rout
..... :! Lic;z:élg; TLS TLS Port  |3061 2 5061
Configuration ‘ 000C292B2485
‘! BOOTP (3) System | LANL | LANZ | DMS |Voicemai| |Te|ephony Directery Services | Systern Events | SMTP | SMODR
22 Operator (3)
%57 Solution | LAN Settings| VoIP | Metwork Topology|
[-§  User(4)
i Group(0) RTP
-8 SIjortCode(M] Port Mumber Range
—-am Directory(0)
£ Time Profile(0) Minimum 40750 = Maximum 50750 =
-l Account Code(0)
g5 User Right
% L;:;tilognm?@] Port Mumber Range (NAT)
E""L'?-’ 000C292B2485 Minimum 40750 = Maximum 50750 =
System (1)
527 000C292B2485
5 Line (2) Enable RTCP Monitering on Port 5005
B2+ Control Unit (11
@ E:?t:nr:ionrzéjla ) RTCP collector IP address for phones 0 0 0 0
Keepalives
Scope Disabled -
) Incoming Call Route (4) Enabled
-Jill IP Route (1)
CNH; Reviewed: Solution & Interoperability Test Lab Application Note 9of 55
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On theNetwork Topology tab in theDetails Pane, configure the following parameters:
1 Select theFirewall/NAT Type from the pulldown menu that matches the network
configuration.The parameter was set tinknown. All other parameters should be set
according to customer requirements.

System | LANL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | veM | velP | VolP Security
| LAN Settings | VolP | Network Topology |
MNetwork Topology Discovery
STUM Server Address 0.0.00 STUM Port 3478 =
Firewall/NAT Type [Unknown vl |
Binding Refresh Time (sec) 0 =
Public IP Address 0 0 0 0 ! Cancel
Public Port
upp 0 =
Tcp 0 =
TLS 0 =
[T] Run STUN on startup
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5.2 System Telephony Settings

Navigate toSystem (1) >000C292B2458n theNavigation andGroup panes and then navigate
to theTelephony> Telephonytab in theDetails pane. Choose theompanding Law typical

for the enterprise location. FAwstralia,A-Law is used. Uncheck thahibit Off -Switch
Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the service
provider across the SIP trunk. $@al Delay Countto 15so IP Office will allow up to 15 digit
dialing. SetDial Delay Time (sec}o desired number.

| system | Lan [ Lan2 | DNS | voicemail | Telephony | Directory Services | System Events | smTe | smpR [vem | volp | velp security | Contad
Telephony | Park & Pagel Tones & Musicl Ring Tones | S5M | Call Log | TUL |
Analoegue Extensions Companding Law
Switch Line
Default Outside Call Sequence [Normal VI
Default Inside Call Sequence [Ring Typel VI D U-Law U-Law Line
Default Ring Back Sequence [Ring Type 2 VI
. . . @ A-Law @ A-Law Line
Restrict Analogue Extension Ringer Voltage =
Dial Delay Time (sec) 4 = [ DSS Status
= V| Auto Hold
Dial Delay Count 15 - He e
i = Dial By Mame
Default Mo Answer Time (sec) 15 = -
. = Show Account Code
Hold Timeout (sec) 0 =
= | [] Inhibit Off-Switch Forward/Transfer
Park Timeout (sec) 300 =
= ] Restrict Metwork Interconnect
Ring Delay (sec) 5 =
- Include location specific information
Call Priority Promotion Time (sec) |Disabled =
CNH; Reviewed: Solution & Interoperability Test Lab Application Note 110f 55
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5.3 System Codec Settings

Navigate toSystem (1)> 000C292B2458n theNavigation andGroup panes and then navigate
to theCodecstab in theDetails pane. Choosthe RFC2833 Default Payloadas IP Office

default of 101 Select codecS.711ALAW 64K, G.711 ULAW 64K and G.729(a) 8K CS
ACELP.

= 000C292B2485 &

System | LANI | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VolP | VoIP Security | ¢
Ignore DTMF Mismatch For Phones

Allow Direct Media Within NAT Location [

RFC2833 Default Payload 101 :
Available Codecs Default Codec Selection
Unused Selected
G.711 ULAW 64K =53 G.711 ALAW 64K
G.711 ALAW 64K G711 ULAW B4K
[7] G.722 64K (G.729(a) 8K CS-ACELP

(.729(3) 8K CS-ACELP

<

EE
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5.4 Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP OffiomeAdcess
Telstra Bugness SIPTo create a SIP line, begin by navigatind.itwe in the left

Navigation pane then rightclick in theGroup paneand selecNew >SIP Line (not showi)
and enter the desired number ffame number (here2 was chosen)Onthe SIP Line tabin the
Details pane configure the parameters as shown below:

1 SetITSP Domain Nameto the enterprise domain so that IP Office uses this domain as
thehost portion of the SIP URI in SIP headers such as the From header.
1 SetLocal Domain Nameto the same domain setlLAN1.
1 Check thdn Servicebox.
1 SetURI Type to SIP.
1 Check theCheck OOSbox. With this option selected, IP Office will use the SIP
OPTIONSmethod to periodically check the SIP Line.
9 SetLocation to Cloud.
1 UnderSession Timers
o0 Refresh Method SelectUpdate.
o Timer (sec) Enter90.
1 SetCountry Codeto 61 (Country Code of Australia).
1 SetNational Prefix to O.
1 Setincoming Supervised REFERto Never.
1 SetOutgoing Supervised REFERto Never.
= SIP Line - Line 2 ef -1 X | v <
SIP Line Transport|SIP URI|VelP | SIP Credentials|SIP Advanced Engineering
Line Murmber 2 = In Service |
ITSP Domain Name 192.168.109.1 Check 005 il
Local Domain Name sipinterop.net
URI Type Islp v| Session Timers
Location |c|oud v| Refresh Method Update
Timer (sec) 90
Prefix
National Prefix 0
International Prefix
Country Code o] Redirect and Transfer
Name Priority [System Deful ~]  [Incoming Supervised REFER [Mever
Description Outgoing Supervised REFER [Mever
Send 302 Moved Temporarily ]
Outgoing Blind REFER &l
CNH; Reviewed: Solution & Interoperability Test Lab Application Note 130f 55
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Select thélransport tab:
1 ThelTSP Proxy Addressis set to théP address oAvaya SBCE Alinterface As
shown inFigure 1, this IP address 50.1.2009.
1 IntheNetwork Configuration area,TLS is selected as the Layer 4 Protoaoid the
Send Portis set to6061 TheUse Network Topology Infoparameter is set fdone
Other parameters retain default values in the screen below.
1 CheckCalls Route via Registrar

SIP Line| Transport |SIP URI|VolP | SIP Credentials|SIP Advanced | Engineering

ITSP Proxy Address  101.209

Metwork Configuration

Layer 4 Protocol ’TLS v] Send Port 5061 =
Use Network Topology Info ’None v] Listen Port 5061 2
Explicit DMNS Server(s) 0 a 0 a 0 ] 0 i

Calls Route via Registrar

Separate Registrar
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A SIP URI entry must be created to match each incomimngper that Avaya IP Office will
accepbn this line. Select th8IP URI tabthenclick the Add button aad theNew Channelarea
will appear athe bottom of the pan@gtshown).

Forthe compliance test, a single SIP URI entry was created that matched any DID number
assigned t@n Avaya IP Office user. The entry was created with the parameters shown below:
1 SetLocal URI, Contact, andDisplay Nameto Use Internal Data This setting allows
callson this line which SIP URI matches the number set in the SIP tab of any User as
shown inSection 5.7
1 Underldentity : setldentity to Use Internal Dataand seHeaderto P Asserted ID
With this setting IP Office will populate the SIPA3sertedidentity header on outgoing
calls with the data set in the SIP tab of the call initiating Useha&n inSection 5.7
SetRegistration to 0: <None>
SetSend Caller ID to Diversion Headerfor Forwarding and Twinning.
Associate this line with an incoming line group in theoming Group field. This line
groupnumber will be used in defining incoming call routes for this line. Similarly,
associate thkne to an outgoing line gup using théutgoing Group field. For the
compliance test, aew incoming and outgoing gro@pvas defined that only contains
this line (line2).
1 SetMax Sessiongo the number of simultaneous SIP calls that are allowed tilEg&IP
URI pattern.

= =4 =
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|SIP LinelTransport

5P URI \yoIP | SIP Credentials | SIP Advanced |Engineering

Edit URI
Local URI Use Internal Data -
Contact Use Internal Data -
Display Mame Use Internal Data -
Identity
Identity Use Internal Data
Header ’P Asserted [0
L Forwarding And Twinning
Originator
Murnber

Send Caller ID

’ Diversion Header

Diversion Header Mone -
Registration 0: =Monex v
Incoming Group 2 -
Outgoing Group 2 -
Max Sessions 10 =
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Select theVolP tab to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

1 The Codec Selection can be selected by chod@Susgom from the pulldown menu,
allowing an explicit ordered list of codecs to be #patt. Selectings.711ALAW 64K,
G.711 ULAW 64K andG.729(a) 8K CSACELP codecs causes Avaya IP Office to
include these codecs

1 Check theRe-invite Supported box.
1 UncheckCodec Lockdownbox.
1 UncheckAllow Direct Media Path box.
1 SetFax Transport Support to G.711from the pulldown menu.
1 Set theDTMF Support to RFC2833RFC4733from the pulildown menu.
1 Default values may be used for all other parameters.
7 SIP Line - Line 2*
|SIP LinelTransportlSIP URI| VoIP |SIP CredentialslSIP AdvancedlEngineering|
[ Local Hold Music
Re-invite Supported
Codec Selection [Custom v] [] Codec Lockdown
Unused Selected [7] Allow Direct Media Path
- G711 ALAW 64K _ —
G.711 ULAW 64K Force direct media with phones
6.729(2) 8K C5-ACELP [C] PRACK/100rel Supported
E
Fax Transport Support [G.?ll VI
DTMF Support | RFC2833/RFC4733 -|
Media Security | Disabled -
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SelectSIP Advancedtab:
9 Checkindicate HOLD box.

—

= SIP Line - Line 2 £f -
|SIP LinelTransportlSIP URIlVoIP |SIP Credentials| SIP Advanced |Engineering|
Addressing Media
Association Method ’By Source IP address Allow Empty INVITE ]
) Send Empty re-INVITE ]
Call Routing Method ’Request URI Allow To Tag Change B
Suppress DMNS SRV Lookups P-Early-Media Support ’None v]
Send SilenceSupp=Off ]
Identity
Use "phone-context” O Media Connection ’Disabled v]
Add user=phone (] Preservation
Use + for International = Indicate HOLD |
Use PAI for Privacy ]
Usze Domain for PAL = Call Control
Swap From and PAVDiversion ] Call Initiation Timeout (s) 4 2
Caller ID from From header £l
Send From In Clear ] Call Queuing Timeout (mins) 5 s
Cache Auth Credentials Service Busy Response ’486- Busy Here v]
User-Agent and Server Headers on Mo User Responding Send ’408-RequestTimeout v]
Send Location Info ’Never Action on CAC Location Limit ’Allow Voicemail v]
Add UUT header ]
S JB50 R
Ac:;:l UUT header to redirected Hue;;pdr:rss Q sasen ]
calls
Emulate NOTIFY for REFER [
Mo REFER if using Diversion [
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5.5 Short Codes
Define a short code to route outlmolitraffic to the SIP line. To create a short code, fadjlok
Short Codein the Navigation pne and selettew (not shown) On theShort Codetab in the
Details pane, configure the parameters as shown below

1 IntheCodefield, enter the dial string whiakill trigger this short code. The example
showsfi?d which will be invoked when the user dials any digits.
SetFeatureto Dial. This is the action that the short code will perform.
SetTelephone Numberto A.0.
Set theline Group Id to 50: Main.
SetLocaleto Australia (UK English).

= =4 =4 -4

Short Code

Code ?

Feature Dial -

Telephone Mumber

Line Group ID 30: Main -
Locale [Australia (UK English) -
Force Account Code O

Force Authorization Code  []
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5.6 ARS table

ARS Route ID 50was selected to route outbound calls as defined in the Short C8detian
5.5. That Short Code and tlI®iP Linecreated irSection 5.4must be added to this ARS Route
ID as shown below

ARs |

ARS Route ID 50 [7] Secondary Dial tone

Route Name Main SystemTone

Dial Delay Time 10 = Check User Call Barring

Description

In Service Out of Service Route ’<Nor‘|e:- vl

1
Time Profile <Mone> e (Ut 0f Hours Route ’<Nor‘|e> VI
Code Telephone Mumber Feature Line Group ID
7 . Dial 2
Remove
Edit...
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5.7 User

Any user that is used to make outbound callSrieAccessT elstra Business Slfust be
configured with one athe DID numbers assigned

Select a user and navigateSti tab of that user, enter onetbe DID numbers td&SIP Name
SIP Display Name (Alias)and Contact.

= h323401: 401 - X | v

Source Numbers | Telephony | Forwarding | Dial In |Voice Recording | Button Programming | Menu Programming | Mobilityl Group Membership | Announcements| sIP I Pers

SIP MName 2857
SIP Display Mame (Alias) h323401

Contact 285 A

[ Anonymous
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5.8 Incoming Call Route

An incoming call route maps an inbounddDhumber on a specific line to an internal extension.
To create an incoming call route, rigtiick Incoming Call Routesin the Navigation pane and
selectNew (not shown) On theStandard tab of theDetails pane, entertte parameters as shown
below:
1 Set theBearer Capacityto Any Voice.
1 Set theline Group Id to the incoming line group of the SIP line defined®ection5.4.
1 Set thencoming Number to the incoming number that thisute should match on.
Matching is right to leftin this sample configuration, assigned DID numlstasting
with 028 have been masked 285xxx4xx due to security reasen

Standard | Voice Recording | Destinations|

Bearer Capability ’Any‘u‘oice -
Line Group ID 2 -
Incoming Mumber 285000

Incoming Sub Address

Incoming CLI
Locale | Australia (UK English) -
Pricrity ’1 - Low v‘
Tag
Hold Music Source ISystem Source v‘
Ring Tene Override Meone -
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On theDestinationstab, select the destination extension from the-gol/n mewu of the
Destinationfield. On completion, click th®K button (not shown). In this example, incoming
calls to the test DID numb@285xxx4xx on line2 are routed to extensi@xx.

| Standard | Voice Recording| Destinations |

TimeProfile

» Default Value

Destination

Fallback Extension

4of

4 IR

5.9 Save Configuration
Navigate toFile > Save Configurationin the menu ar at the top of the screen to save the
configuration performed in the preceding sections. A screen like the one shown below is

displayed where the system configuration has been changed and needs to be saved on the system.
Merge, Immediate, When Freeor Timedis shown under th€onfiguration Reboot Mode

column, based on the nature of the configuration changes made since the last save. Note that
clicking OK may cause a service disruption. CIoK to save the configuration.

%" Send Multiple Configurations = | T [t
g offce Mode " RebootTme (BN Calfmg S ProTes
v B oocaozB2485  [Merge ~|2:34 am | o=
QK l ‘ Cancel ‘ ‘ Help
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6. Configure Avaya Session Border Controller for Enterprise

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document.

As described irsection 3 the reference configuration places the private interface (Al) of the
Avaya SBCE in thenterprsesite, (L0.1.209), with access to thi> Office network The
connection t@neAccessT elstra Business Slises the Avaya SBCE public interface B1
(192.168.109.50 The follow provisioning is performed via the Avaya SBCE GUI interface,
usi ng t h agereavitl AN conamaction on the chassis.

1. Access t he web httpst/hexrxkoa c(ew hbeyr et yxp.ixn.gx .fAx

address of the Avaya SBCE).
2. Enter theUsernameand click onContinue.

AVAYA =

Session Border Controlier
for Enterprise

3. Enter the password and click bog In.

AVAYA = _

Tasowo

Session Border Controller 0 Stn @ O oy s ) oS S g
for Enterprise et e o 10 4 i 0 At
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The main renu window will open. Note that the installed software version is displayed. Verify
that theLicense Statas OK. The SBCE will only operate for a short time without a valid
license. Contact your Avaya representative to obtain a license.

Alarms  Incidents  Status v Logs v Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Dashboard
Administration " :
Backup/Restore
System Time 06:59:11 PM AEDT Refresh EMS3
System Management
Global Parameters Version T.21.0-05-14222 shce
Global Profiles Build Date Tue Oct 31 00:06:46 UTC 2017
PPM Senices License State © 0K
Domain Policies Aggregate Licensing Overages 0
TLS Management _ _
Device Specific Settings Peak Licensing Overage Count 0
LastLoggedin at 12172017 21:37.33 AEDT
Failed Login Attempts 1
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6.1 System Management i Status

1. SelectSystem Managemenand verify that thé&tatus column saysCommissioned(not
shown)
2. Click onView (not shown to display theSystem Information screen.

System Information: sbce X

General Configuration Device Configuration ———————————  License Allocation
Appliance Name  sbce HA Mode Mo Standard Sessions 100
Requestad: 1
Box Type SIP Two Bypass Mode No
» VP ' Advanced Sessions 100

Deployment Mode  Proxy Requested: 100

Scopia Video Sessions 4

Reguested: 100
CES Sessions
Regquested: 100 100
Transcoding Sessions
Reguestad: 100 100
Encryption
r Network Configuration
Public IP Metwork Prefix or Subnet Mask Gateway Interface
101.209 10.1.209 2552552550 10.1.201 Al
10239192234 10.239.192.234 255.265.255.248 10.239.192.233 B1
r DNS Configuration Management IP(s)
Primary DMNS 10.1.20.3 [ IP #1 (IPvd) 10.1.20.8

Secondary DNS
DMS Location DMz
DMS Client IP 10.1.209

6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allowsdhéguration of parameters
across all Avaya SBCE appliances.

6.2.1 Uniform Resource Identifier (URI) Groups

URI Group feature allows a user to create any number of logical URI Groups that are comprised
of individual SIP subscribers located in that particutamein or group. These groups are used

by the various domain policies to determine which actions (Allow, Block, or Apply Policy)

should be used for a given call flow.

~

For this configuration testing, A*0 i s wused
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6.2.2 Server Interworking 1 Avaya

Server Interworking allows users to configure and manage various SIP callsseedic
capabilities such as call hold and T.38 faxing. This section defingsdfile for theconnection
to Avaya IP Office
1. SelectGlobal Profiles > Server Interworking from the lefthand menu.
2. Click Add and enter a name,g, Avaya (not shown), then clicklext (not shown).
3. The General screen will open.
1 UncheckT38 Support.
1 All other options can be left with default values, and chielkt.

Interworking Profile X

@ None
Hold Support © RFC2543 - c=0.0.0.0

") RFC2264 - 3=sendonty

180 Handling @ mone ) spp D) NosDP
181 Handling @ none © sop © nosDP
182 Handling @ none O sop ) NosDR
182 Handling @ none © sop © nosDP
Refer Handling =

URI Group Mo

Send Hold

Delayed Offer
Jxox Handling =

Diiversion Hesder Suppaort

Delayed SDF Handling =
Re-Invite Handling =
Prack Handling |:|
Allow 18X SDF

T.38 Support =
URI Scheme @ g @l © any

: @ Rrcaze:
Wiz Haadsr Format -

| RFCZE43
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4. On theTimers and Privacy windovaccept default valueand clickNext (not shown)
5. On the Advanced window

1 Record Routes ChooseBoth Sides

1 Extensions ChooseAvaya.

1 CheckHas Remote SBC

Editing Profile: IPO x

) Nene
$] Single Side
@ goth Sides |
") Dislog-Initiste Only [Single Side)
") Dislog-Initiste Only (Soth Sides)

|Hemrd Routes

Inciude End Paint IP for Contesxt Lookup |:|

Extensions ANEyE o
Diiversion Manipulstion |:|
Diversion Condition Nome

Diversion Header URI

Has Remote SBC
Route Recponse on Via Port |:|
Relay IMVITE Replscs for SIFREC [l
G MNone
DTMF Support ) sIF NOTIFY
! SIP INFO
Finitsh
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6.2.3 Server Interworking i OneAccess

Repeat the steps shownSection6.2.2 to add an Interworking Profile for the connection to
OneAccesslelstra Business Sia the public network, with the following changes:
1. Click Add to add a new profile, ent@neAccesghen clickNext (not shown)
2. TheGeneralscreen will opa: Configurethe same as shown 8ection 6.2.2
91 Click Next.
1 ThePrivacy/DTMF, SIP Timers/Transport Timers screens will open (not shown),
accept default values for all the screens by clickiegt.

Interworking Profile x

ﬁ Mons
Hold Support @ RFco543 - e=0.0.00
' RFCI254 - a=sendonhy

180 Handling @ Mone @) spp ©) Mo sDP
121 Handling @ none @ zor O NosDP
182 Handling @ none ) spp ) nosDP
183 Handling @ mone O spr O MosDF
Refer Handling |:|

URI Group MNane

Send Hold

Delayed Offer
Zxe Handling [

Diversion Header Support

Delayed SDF Handling [l
Re-Invite Handling |:|
Prack Handling |:|
Bllgw 123 SDF

T.28 Support D
URI Scheme @sr Om O any
Via Header Format i S

(2} prc2s4z

=3
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Advanced window is configured as below, cliékish to save the mfile:

) Single Side
) Both Sides
) Dialog-Initiate Only (Single Side)
) Dialog-Initiate Only (Both Sides)

Record Routes (

Include End Paint IP for Context Lookup  []

Extensions MNone v
Diversion Manipulation ]
Diversion Condition More

Diversion Header URI

Has Remote SBC
Route Response on Yia Port ]
Relay INYITE Replace for SIPREC O
DTMF
' Mane
OTMF Support \J SIF Motify
i) 5IP Info
O Inband
Back Finish
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6.2.4 Signaling Manipulation i OneAccess

As OneAccess SIP NTU requires Ugagent header in the SIP messages sent to it, a Sigma
script must be used on Avaya SBCE to insert Yggnt header into SIP messages before

Avaya SBCE sends those messagéd3rieAccess SIP NTU.

1. Navigate toGlobal Profiles > Signaling Manipulation from the lefthand menu.

2. Click onAdd button to add a Sigma script as shown below.

Signaling Manipulation Scripts: OneAccess

Signaling Manipulation

Scripts

Oneficcess Signaling Manipulation

Click here to add a descriptio

within session “ALL™

act on message where ¥DIRECTION="OUTEBOUND" and
¥ENTRY_POINT="POST_ROUTING"

%HEADERS:"USEP-Agent"::1: = "Avaya-SBC-v7.2.1";

Text version of the script:

within session "ALL"

{

act on message where %DIRECTION="OUTBOUND®an
%ENTRY_POINT="POST_ROUTING"

{

%HEADERS["UsefrAgent"][1] = "AvayaSBGv7.2.1",

}

}
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6.2.5 Server Configuration i Avaya
This section defines the Server Configuration for the Avaya SBCE connecti®ftice.
1. SelectGlobal Profiles > Server Configuration from the lefthand menu.
2. SelectAdd Profile and theProfile Name window will open. Enter a Profile Name (e.g.,
Avaya) and clickNext (not shown)
3. TheAdd Server Configuration Profile window will open.
SelectServer Type Call Server.
SIP Domain: Leave blank.
IP Address/ FQDN: 10.1.2014 (IP Office LAN1 IP Address)
Transport: SelectTLS.
Port: 5061
TLS Client Profile: SelectClientAl. Certificates and TLS profiles configuration is
out of scope of this Application Notes.
1 SelectNext (not shown)

= =4 =4 -8 -4 -9

Edit Server Configuration Profile - General

Server Type Call Server -

S|P Domain

TLS Client Profile ClientAl -
Add

IP Address f FQDN Transport

10.1.20.14 5061 TLS * Delete

[ Back ] [ Mext ]
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4. TheAuthentication window will open (not shown).
1 SelectNextto accept default values.
5. TheHeartbeat window is configured as below and cliblext (not shown)

Edit Server Configuration Profile - Heartbeat

Enable Heartbest W
Method OPTIONS
Frequency i} seconds
From URI pingEsipinterop. met
To URI pingEsipinterop. net

6. TheAdvancedwindow will open.
1 ForInterworking Profile , select the profile created fii? Officein Section 6.2.2.
1 Click Finish.

Edit Server Configuration Profile - Advanced

Enable DoS Protection [l
Enable Grooming
Interworking Profile Avaya -
Signaling Manipulation Script Mone -
Securable O
Enable FGDM &

TCP Failover Port

TLS Failover Port

Tolerant [
URI Group Mone -
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6.2.6 Server Configuration i OneAccess

Repeat the steps Bection 625, with the following changes, to create a Server Configuration
for the Avaya SBCE connection @neAccesslelstra Business SIP network

1. SelectAdd Profile and engér a Profile Name (e.gQneAcces} andclick onNext (not

shown)

2. On theEdit Server Configuration Profile - Generalwindow, enter the following.
SelectServer Type Trunk Server.
SIP Domain: Leave blank.
IP Address/ FQDN: 192.168.109.10neAccess SIP NT IP address
Transport: SelectUDP.
Port: 5062.
Click on Next.

= =4 =4 -8 -4 -9

Edit Server Configuration Profile - General

Server Type Trunk Server -

SIP Domain

TLS Client Profile MNone
Add

IP Address / FQDN Transport

192.168.100.1 3062 UDP * | Delete

[ Back ] [ Mext ]
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3. On theEdit Server Configuration Profile i Authentication window, enter the
following.
1 SelectEnable Authentication.
1 Enter trunk Pilot number intdser Name
1 Enter assigned password irRasswordandConfirm Password.

Edit Server Configuration Profile - Authentication

Enable Authentication
User Mame 235,
Realm

{Leave blank to detect from server challenge)

Password
{Leave blank to keep existing password)

Confirm Password

CNH; Reviewed: Solution & Interoperability Test Lab Application Note 350f 55
SPOC 6/6/2018 ©2018 Avaya Inc. All Rights Reserved. 1AccesP010



4. On theEdit Server Configuration Profile i Heartbeat window, enter the following.
1 SelectEnable Heartbeat
1 Method: SelectREGISTER.
1 Frequency. Enter desired number. In the compliance test, 600 was used.
1 From URI andTo URI: Enter trunk pilot number provided, such as
285xxx4xx@192.168.109.50

Edit Server Configuration Profile - Heartbeat

Enable Heartbeat
Method REGISTER -
Freguency 600 seconds
From URI 265 M40 @192.168.1)
To URI 285WMP <4 @192.168.1C
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5. On theEdit Server Configuration Profile i Advancedwindow, enter the following.
1 Interworking Profile : SelectOneAcces<sreated irSection6.2.3
1 Signaling Manipulation Script: SelectOneAccesgreated irSection6.2.4.

Add Server Configuration Profile - Advanced X

Enable DoS Protection =
Enable Grooming ]
Interworking Profile OneAccess
Signaling Manipulation Script . OneAccess! ~
Securable =
Enable FGDN [l

TCP Failover Port 5060

TLS Failover Port 5061
Tolerant [l
LRI Group Mone -
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6.2.7

Routing i To Avaya

This provisioning defines the Routing Profile for the connectid® tOffice.

1.
2.
3.

4.

SelectGlobal Profiles A Routing from the lefthand menu, and sstAdd (not shown)

Enter aProfile Name: (e.g.,Avaya) and clickNext (not shown)

The Routing Profile window will operCheckNext Hop In-Dialog box thenclick on

Add.

The NextHop Addresentrywill be shownPopulate the following fields:

1 Priority/Weight=1

1 Server Configuration = Avaya

1 Next Hop Address Verify that the10.1.2014:5061 (TLS) entry from the drop down
menu is selectedR Office LAN1IP address). Also note that tiheansport field is
grayed out.

1 Click onFinish.

Profile : Avaya - Edit Rule X

URI Group = - Time of Day default -
Load Balancing Priority - NAPTR

Transport None Mext Hop Priority

Mext Hop In-Dialog | Ignore Route Header =

ENUM [ ENUM Suffix

Priority / Weight ~ Server Configuration Next Hop Address Transport
1 Avaya *  10.1.20.14:5061 (TLS) * | |MNone Delete
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6.2.8 Routing i To OneAccess

Repeat the steps Bection 62.7, with the following changes, to add a Routing Profile for the
Avaya SBCE connection ©OneAccesslelstra Business SIP
1. On theGlobal Profiles A Routing window (not shown)enter aProfile Name: (e.g.,
OneAccess
2. On theRouting Profile window, populate the following fields:
1 Server Configuration: OneAccess
1 Next Hop Address:Verify that thel192.168.109.5062 (UDP)entry from the drop
down menu iselected.
3. Click onFinish.

Profile : OneAccess - Edit Rule X

URI Group * - Time of Day default -
Load Balancing Priority - NAPTR
Transport None MNext Hop Priarity
MNext Hop In-Dialog [l lgnore Route Header [
ENUM O ENUM Suffix
Add

Prionty / Weight ~ Server Configuration Next Hop Address Transport

1 OneAccess *  192.168.109.1:5062 (UDF) * | Mone Delete
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6.2.9 Topology Hiding i Avaya
TheTopology Hiding screen allows users to manage how various source, destination and

routing information in SIP and SDP message headers are substituted or changed to maintain the
security of the network. It hides the topology of the enterprise network from external networks.

1. Navigate toGlobal Profiles > Topology Hiding from the lefthand side menu.
2. Click onAdd button(not shown) enterProfile Name: (e.g.,Avaya), and clickNext (not
shown)
3. TheTopology Hiding Profile window will open. Click on thé&dd Header button(not
shown) repeatedlyo add headerdote that theOverwrite Value is sipinterop.net.
4. Populate the fields as shown below, and atiokinish (not shown)
Topology Hiding ‘
Header Criteria Replace Action Overwrite Value
Referred-By IP/Domain Auto -
IRefer—To IP/Domain COwerwrite sipinterop.net I
SDP IP/Domain Auto —
To IP/Domain Cwerwrite sipinterop.net
Request-Line IP/Domain Cwerwrite sipinterop.net
From IP/Domain Crwerwrite sipinterop.net
Record-Route IP/Domain Auto -
Via IP/Domain Auto —
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6.2.10 Topology Hiding 1 OneAccess

Repeat the steps Bection 62.10, with the following changes, to creael opology Hiding
Profile for the Avaya SBCE connection@meAccesslelstra Business SIP
1. Enter aProfile Name: (e.g.,OneAccess
2. Click on theAdd Header button(not shownyepeatedlyo add headers
3. Populate the fields as shown below, and atinkinish (not shown)Note that the
Overwrite Value is 192.168.109.1

Topology Hiding
Criteria Replace Action Owerwrite Value
Request-Line IP/Domain Cwerwrite 192.168.1091
SDP IP/Domain Auto —
— - - E—
Fo IP/Domain Cwerwrite 192.168.109.1 I
Referred-By IP/Domain Auto -
Refer-To IP/Domain Auto -
Via IP/Domain Auto -
— —
From IP/Domain Overwrite 192.168.109.1 I
Record-Route IP/Domain Auto -
n

6.3 Domain Policies

The Domain Policies feature allows users to configure, apply and manage various rule sets
(policies) to control unified communications based upon various criteria of corationi
sessions originating from or terminating in the enterprise.

6.3.1 Application Rules

Ensure that the Applicatiomle used in the End Point Policy Group reflects the licensed sessions
that the customer has purchased. In the lab setup, thetdaefawasused.

Note: It is not recommended to edit default rules. New rules should be added or cloned from
default rules.

6.3.2 Border Rules

The Border ules specifies if NAT is utilized (on by default), as well as detecting SIP and SDP
Published IP addressdn.the sdution as tested, thadefault rule was utilized. No customization
was required.
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6.3.3 Media Rules

The Media ules will be applied to both direction#n the solution as tested, tdefault-low-med
rule was utilized. No customization was required.

6.3.4 Signaling Rules

Signaling rules are a mechanism on the Avaya SBCE to manipulate the signaling beyond simple
header manipulation. Signaling rules allow action to be taken (Allow, Block, Block with
Response, etc.) for each type of Sfpecific signaling request and reape message. In the

solution as tested, tliefault rule was used.

6.3.5 Endpoint Policy Groups

In the solution as tested, tHefault-low rule wasused. This rule incorporated thg&aling
Rules specified above, as well as other policies.
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6.4 Device Specific Settings
TheDevice Specific Setting$eature for SIFbrovidesaggregate system informaticand
manags various devicespecific parameters which determine how a particular device will
function when deployed in the network. Specifically, various despexfic protection features
such as Message Sequence Analysis (MSA) functioraitfendpoint and session call flows
can be defined and administered.

6.4.1 Network Management
1. SelectDevice Specific Settings Network Managementfrom the menu on the left

hand side.

2. Thelnterfacestab displays the enabled/disabled interfaces. In the reference
configuration, interfaces Al (private) and B1 (public) interfaces are used.

3. Select theNetworks tab to display the IP provisioning for the Al and B1 interfaces.
These values amormally specified during installation. These can be modified by
selectingedit; however some of these values may not be changed if associated
provisioning is in use.

Network Management: shce

shce

MName

Al
B1

Subnet Mask / Prefix

Length Interface

Gateway

10.1.20.1 255.265.265.0 Al
192.168.109.1 255.265.265.0 B1

Add

Edit Delete

Edit Delete
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6.4.2

Media Interfaces

Navigate toDevice Specific Settingfrom the menu on the leftandside (not shown).
SelectMedia Interface.
Click onAdd (not shown). Thédd Media Interface window will open. Enter the
following:
1 Name Med_ Al
1 [P Address 10.1.20.9Avaya SBCE Al address).
1 Port Range 3500040000
Click onFinish (not shown).
Click onAdd (not shown). Thédd Media Interface window will open. Enter the
following:

1 Name Med_B1

1 [P Address 192.168.109.50Avaya SBCE B1 address).

1 Port Range 3500040000
Click onFinish (not shown). Note that changes to these values require an application
restart. The completédedia Interface screen is shown below.

shce

Media Interface: shce

Media Interface

Madifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued from System

Management.
Add

Port Range
Med A1 19-{1-12%&“} 35000 - 40000 Edit Delete
Med_B1 132158 Y0020 35000 - 40000 Edit Delete
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6.4.3 Signaling Interface
1. Navigate tadDevice Specific Settingérom the menu on the lefiand side (not shown).
2. SelectSignaling Interface.
3. Click onAdd (not shown) and enter the following:
1 Name Sig_Al
1 [P Address 10.1.20.9Avaya SBCE Al address).
1 TCP/UDP Port: 506Q
1 TLS Port: 5061
1 TLS Profile: ServerAl Certificates and TLS profiles configuration are out of scope
of this Application Notes.
4. Click onFinish (not shown).
5. Click onAdd again, ancenter the following:
1 Name Sig_Bl
1 [P Address 192.168.109.50Avaya SBCE B1 address).
1 UDP Port: 5060
6. Click onFinish (not shown). Note that changes to these values require an application
restart.

Signaling Interface: sbce

Signaling Interface

Modifying or deleting an existing signaling interface will require an application restart before taking effect. Application restarts can be issued fram

shce

System Management.

Add

Name Lyt TCPPot  UDPPot TLSPot  TLS Profile

Sig B1 3?3515&1%50 — 5060 — None Edit Delete

Sig A1 1?11'12.9;'&" o 5060 5060 5061 ServerA1 Edit Delete
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6.4.4 Endpoint Flows T For Avaya
1. SelectDevice Specific Sethgs A Endpoint Flows from the menu on the leftand side
(not shown).
2. Select theserver Flowstab (not shown).
3. SelectAdd, (not shown) and enter the following:
1 Flow Name Avaya.
1 Server Configuration: Avaya.
1 URI Group: *.
1 Transport: *.
1 Remote Subnet*.
1 Received Interface Sig_B1
1 Signaling Interface: Sig_Al
1 Media Interface: Med_ALl.
1 End Point Policy Group: default-low.
1 Routing Profile: OneAccess
1 Topology Hiding Profile: Avaya.
1 Let other values default.
C

4. Click Finish.
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Edit Flow: Avaya X

Flow Mame

Server Configuration

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

Avaya

Avaya A

* -

* b

*

Sig_B1 -

Sig_Al ~

Med_Al -

MNone d

default-lows -

Onefccess -
Avaya v
Mone -

Any -
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6.4.5 Endpoint Flows T For OneAccess

Repat stepl through4 from Section 7.3.4with the following changes:
Flow Name OneAccess

Server Configuration: OneAccess

Received Interface Sig_ Al

Signaling Interface: Sig_B1

Media Interface: Med_B1.

Endpoint Policy Groups: default-low.

Routing Profil e: Avaya.

Topology Hiding Profile: OneAccess

=4 =4 =48 -8 _8_9_95_-°
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Edit Flow: OnefAccess X

Flow Name

Server Configuration

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

OneAccess

OneAccess ~

* -
* -

*

Sig_Al -
Sig_B1 -
Med_Bl1 -
MNone -
default-lows
HAvaya -
OneAccess A
Mone i
Any -
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7. Verification Steps
The following steps may be used to verify the configuration.

7.1 Avaya Session Border Controller for Enterprise

Log into the Avaya SBCE as shownSection6. Across the top of the displayeapptions to
displayAlarms, Incidents, Logs, andDiagnostics In addition, the most recent Incidents are
listed in the lower right of the screen.

Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces.
1. Navigate tdDevice SpecificSettingsA Troubleshooting A Trace.
2. Select thePacket Capturetab and select the following:

)l
T
T
T

Select the desiredhterface from the drop down menu (e.®1).

Specify theMaximum Number of Packets to Capture(e.g.,3000).

Specify aCapture Filename(e.g.,testpcap).

Unless specific values are required, the default values may be usedlfoc#he
Address, Remote Address andProtocol fields.

1 Click Start Capture to begin the trace.
Trace: shce
Packet Capture || Captures |
sbee Packet Capture Configuration
Status Ready
|Interface B1 ~
!;P[_'“;.ilnfddress 192.168.109.90 -
Remote Address =
*. *Port, IF, IP:Port
Protocol Al -
Maximum Mumber of Packets to Capture 3000 |
test.pcapl I
|[ Start Capture ]I [ Clear ]
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The capture process will initialize and then display the followmngro gressstatus window:

Trace: sbce

Packet Capture | | Captures
ack: ni

Status In Progress

Interface B1

Local Address 5
ol 10.2.2.135
Remote Address

= Po 1P, P For

Protocol Al

Maximum Number of Packets to Capture 3000

test.pcap

Stop Capture

3. Run the test.

4. When the test is completed, seltet Stop Capture button shown above.

5. Click on theCaptures tab and the packet capture is listed apcapfile with the date
and time added to filename specifiedStep 2

6. Click ontheFile Namelink to download the file and use Wireshark to open the trace.

Trace: shce

Devices Packet Capture | | Captures |

File Name File Size (bytes) Last Modified

test_20160405184126_pcap 0 April 5, 2016 6:41:26 PM AEST Delete
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The following section details various methods and procedures to help diagnose call failure or
service interruptions. As detailed in previous sections, the demarcation goiaebehe
OneAccesslelstra Business Slénhd thecustomer SIP PABX is the customer SBC.
On either side of the SBC, various diagnostic commands and tools may be used to determine the
cause of the service interruption. These diagnostics can include:

1 Ping from the SBC to th®neAccess elstra Business Slifetwork gateway.

1 Ping from the SBC to thiO.
1 Ping from theOneAccessTelstra Business SiRetwork towards the customer SBC.
1 Note any Incidents or Alarms on the Dashboard screen of the SBC.

Full Diagnostic U Ping Test |

Outgoing pings from this device can only be sent via the primary IP (determined by the 05) of each respective interface or VLAN.

Stop Diagnostic

Task Description Status

M1 is operating within normal parameters with a full duplex connection

@& EMS Link Check at 1Gh/s.
@ SBC Link Check: A1 ;11iégfg?rating within normal parameters with a full duplex connection
© SBC Link Check B1 aBt11i(SBtDn’ps?ratmg within normal parameters with a full duplex connection
o Ping: 25‘5;&2;‘(‘1%_1_20_11 Error: Unable to reach 10.1.20.1 from 10.1.20.9 [A1].
@ Pina g?ﬁatﬂnrtuos (10.1.20.3) Average ping from 10.1.20.9 [A1] to 10.1.20.3 is 0.492ms.
o Ping: gg&&z;}(tignss.wg.l ]. Average ping from 192 168.109.50 [B1] to 152.168.109.1 is 1.386ms.
O Ping: Eﬁrga(?[}]rt\fs (10.120.3) Running...
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