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Abstract

These Application Notes describe the procedures for configuring Sesgiatioim Protocol
(SIP) Trunkng Serviceon an enterprise solution consisting of Avay@a® Communicatior]
Manager8.0, Avaya Aura® Session Manage8.0, Avaya Aura® Experience Portal 7.and
Avaya Session Boet Controller for Enterprisé.2.2 to interoperatevith theCenturyLinkSIP
Trunkingserviceon OraclédBroadWorks Platfornusing UDP These Application Notes updg
previously published Application Notes with newer versions of Communication Man
Session Manager, and Avaya Session Border Controller for Enterprise.

The test was performed to verify SIP trunk features including basic calls, call forward (a
busy, no ansger), call transfer (blind and consult), conference, and voice mail. The calls
placed to and from the P8Iwith various Avaya endpoints.

The CenturyLink SIP Trunking service provides customers with PSTN access via a SIP tr
between the entergeandthe CenturyLinknetwork, as an alternative to legacy analog or di
trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention $ection 2 in particular the scope of testing as outlined
Section 2.1as well as the observations notedection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and adtonal technicaldiscussions.Testing was conducted via the DevConn
Program at the Avaya Solution and Interoperability Test Lab.

HG; Reviewed: Solution & Interoperability Test Lab Application Note 10f113
SPOC 4/3/2019 ©2019 Avaya Inc. All Rights Reserved. CCMSM80SBC72UDP



Table of Contents

IO [ o1 o o 18 ox 1o o WSS TPPPPPP 4
2. General Test Approach and TeSt ReSUIS..........coooriiiiiiicce e 4
2.1. Interoperability ComplianCe TeSHNG.........ceuvuriiuuuiiiimreeeeeriee e eeenran s 5
A I TS U= ES U S 6
FZC T S T [ o] T o APPSR 8
3. Reference ConfIQUIALION. .........cuiiiiiiiiiii e e e 9
4. Equipmentand Software Validated..............ccooeiiiiiiieeei e 12
5. Configure Avaya Aura® Communication Manager...........ccovevvviieiieemneeeeeeeeeeeeeeeeeeeeens 13
5.1. Licensing and CapaCity........cccciriiiiierieiiiimmmeeeeeeeeeeereeeinas s smesesnan e e e e e e eeeeeaan 13
5.2, SYSIEM FEALUIES......uu it eee ettt e eee e e e ettt e e e e e e e tba e e amenr e e aeeeees 14
5.3, IP NOUE NAMES ...coiiiiiiiiiiee e er bbb eenenssseeeeeees 16
o S O o o oSSR 17
R T = N\ = VYo Q=T | (o] o PP 19
5.6, SIGNAING GrOUP. .. uuuutiiiiiiiiiiiiiie i eeeee ettt rmmme e e e e ee e aanne 20
I A N U 01 (o 11 o I PRPPRR 22
5.8. Calling Party INfOrmMation...........oooriiiiiiiiiiiee e e 26
R TR 1o o 18] o To I o 11 111 Vo TR ST 27
5.10.  OUbOUN ROULING ....eiiiiiiiiiieieeeeee et eeenaes 28
6. Configure Avaya Aura® Experience Portal.............ccccoviiiiieeee e 32
G A = 7= Tod (o {0 1] [ FE PP PP PP P PP PPPPPPPPPPPR 32
6.2. Logging IN @nd LICENSING.......uuuiiiiiiiie e ee e ceeeiieee e e et eeerne e e e e e e e e e eeeeeanaeananns 33
(RS T Y o] | = @0 | 1T £ [ USSP 35
B.4. SPEECH SEIVBL.....ccoeeeeiiii et eeeer e e e e e e e ————————aa—a 36
6.5. APPlICAtiON RETEIENCES. ... ...ttt e e 37
6.6. MPP Servers and VOIP SettiNgS..........uuuuuiiiiiiiiceiiiirse e eeeeine e 38
6.7. Configuring RFC2833 Event Value Offered by Experience Portal..................... 42
7. Configure Avaya Aura® SesSSioN Manager........coovvvuvivuuuiimmeeeeeeeerriiinaae e e e e e eeernannns 43
7.1. System Manager Login and Navigation..................uuueeimeeiirmmiieeirieiieeeeeee e eeeeeeeee 44
7.2, SIP DOMAIN......uiiiiiiiiiiiiiiiiiie e eeeettt it e e et e e e e e e e e e e aaat e et eaaaaaeaeaaaeesssssasamnneeeaaaaaeaaaans 46
4 TR I o T3 11 o] o £ SUUUPSP | o
A T Ao =T o ¢= L1 o] =N SURRRPR 49
A TR Y | = =1 01 11 1= 51
7.6, ENLLY LINKS....oitiiiiiiiiii et eeee e e e e e e et e et e e e e e s renaaana 54
7.7. ROULING POLICIES. ... e 56
R S T B 1= L =i (=] 1 LR 57
8. Configure Avaya Session Border Controller for Enterprise.......cccoeeeeeeeeeviceecccieneeennn. 60
o T I Vo1 (=] 1 A o o S PP 60
8.2, SyStem ManAgQEeNME. ........ccciiiiiiiiiiiiiiiie e ettt eeer e e e e e e e e e anee s 62

S T T I IR |V = T g F= o [ 1 [>T o) PSSR 64
8.4, NEetWOrk ManQQEMEIL. ... ...uuuuiiiiiiiiiiiiiieeetttiie ettt e e e e e e e e e e e e s st et e e e e e e e e e e e e e s s s s nnnnes 64
8.5. Media INterfaCeS. ......ccooi i e 65
8.6.  SiIgNaling INTEITACES........coi ittt e e e e e e e e e e 67
8.7. Server INerWOrKiNG.........uuuiiiiiiiii s ceeeie e e e e e e e e e e e aaesmmaraaas 69
8.7.1. Server Interworking Profil@ ENterpriSe..........cccooiiiiiiiiiieeceeed 69

HG; Reviewed: Solution & Interoperability Test Lab Application Note 20f113

SPOC 4/3/2019 ©2019 Avaya Inc. All Rights Reserved. CCMSM80SBC72UDP



8.7.2. Server Interworking Profilé Service Provider............cccovvvvviiviiniieveeeeeiiiinns 72

8.8. Signaling Manipulation...............oooiiiiiiiiicme e eee L D
8.9.  Server ConfigUIation...........oooiiiiiiiiiiiicce e e erer e e e e e e e e e e e e e aeeen s 76
8.9.1. Server Configuration Profile ENterprise...........cccccuvvmmiiiiiieemiiiiieieeeeeeeeeeeeene 76
8.9.2. Server Configuration Profile Service Provider...........ccccoveiiiiiiieceeciiicceeeeeeen 78
8.10.  ROULING: .. ittt eeeee ettt e et e e eeeme e ettt e e e e e e e e e ee e e e e e s amme e e e e e e e e e e e e e 82
8.10.1. Routing Profilel ENterpriSe..........ccovvviiiiiiiiiiiceeeeeeeiiice e e 82
8.10.2. Routing Profilel Service Provider...........ccooooiiiiiiiiieee e 83

< 700 I S o o o] (o To ) VAN = [T 1oV TR RSP 84
8.11.1. Topology Hiding Profile ENterpriSe...........ccccueeeiiiiiiiieeeiinieiieiiieieeeeeeeeeenn 84
8.11.2. Topology Hiding Profilel Service Provider...........ccccceevieiiiiiceeeiciieee e 86
8.12.  DOMAIN POIICIES.....ccoiiiiiiiiiiieii et e e e e e e e e e e annee e e as 87
8.12.1.  APPlCAION RUIES........eeieiiiiiie e eees e e e e e e e e e 87
8.12.2.  Media RUIBS......coe it ernnne 88
8.12.3.  SIgNAliNG RUIES........ooeiiiiiiie et eeeer e e e e e e e e e e e aaaanas 91
8.13.  ENd POINt POIICY GIrOUPS.......coiiiiiiiiiiiiiieeee et eeeeas e e e e e e e 92
8.13.1. End Point Policy Group ENterprise..............ccveeieiiiisieceiiiciciiee e e 92
8.13.2. EndPoint Policy Groupy Service Provider...............cccuvvvviiimemniiiiiiiinineeee. 93
8.14.  ENA POINE FIOWS......uiiiiiiiiiiiiiiiiii ettt s ne e 94
8.14.1. ENd POIN FIOW T ENTEIPriSE....cceiiiiiiiiiieeiieeee e 95
8.14.2. End Point FIOW Service ProVider..........ccccooiiiiiiiiiieeee e eeeeiiivveens 96

9. CenturyLink SIP Trunking Service on Oracle/BroadWorks Platform Configuration..97
10. Verification and TroubleShOOtiNg............oooeiiiiiiiiiir e 97
10.1.  General Verification StEPS.........ooiiiiiiiiiiieeee e e e 97
10.2. Communication Manager Verification..................uuuuuiiccmeeeeiiiiiiiesee e e e eeeaens 97
10.3. Session Manager VerifiCatiQn..........cooouiiiiiiiiiieme e ee e e 98
10.4. Avaya SBCE VerifiCatiOn..............uuuiiiiiiii i vremins e 100
I3 @ 11 ] o o 105
12, REIEIENCES. ... e e e e aeen e e e e e 105
13, AppendixX A: SIGMa SCHPES. ...eiieiiiiiiieee e 106
14. Appendix Ai Avaya Session Border Controller for EnterpiiseeferHandling........ 109
HG; Reviewed: Solution & Interoperability Test Lab Application Note 30f113

SPOC 4/3/2019 ©2019 Avaya Inc. All Rights Reserved. CCMSM80SBC72UDP



1. Introduction

These Applcation Notes descriltdae procedures for configurirgesion Initiation Protocol
(SIP) Trunking Servicebetween th&€enturyLinknetworkon OracléBroadWorks Platfornand
an Avaya SlFenabled enterprise solutiofihe Avaya solution consists AvayaAura®
Communication Manage?.0 (Communication Managerfvaya Aura® Session Managg
(Session ManagerAvaya Aura®Experience Portal 7.2 (Experience Portalyaya Session
Border Controlle for EnterpriseZ.2.2(Avaya SBCE)nd various Avaya endpointgsted in
Section 4

The CenturyLinkSIP Trunking serviceon OracléBroadWorks Platformrmeferenced within these
Application Notes is designddr business customer§ustomers using this service with this
Avaya enterprise solution are able to place and receive PSTN calls via a broadband WAN
connection and the SIP protocol. This converged oewolution is an alternative to traditional
PSTN trunks such as analog and/or ISPRI.

The terms fASeoriCi oé uPwilbbe nsddédterchangeablthroughout these
Application Notes

2. General Test Approach and Test Results

A simulatedCPE site containing all the equipment for the Avaya&iRbled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured
to connect to theetworkvia a broadband emection to the public Internet

DevConnect Compliance Testing is conducted jointhAlglya and DevConnect membefse
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested pratliand their functionalitie®evConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness f a DevConnect member 6s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablemenitsupported encryption capabilities in the Avaya
productsonly (private network sideReaders should consult the appropriate Avaya product
documentation for further information regarding security and encryption capabilities supported
by those Avaya prodits.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibility of each individual vend®&eaders should consult the appropriate vendor
supplied product documentation for more information regardioggtiproducts.

For the testing associated with this Application Note, the interface between Avaya systems and
the CenturyLink SIP Trunking serviadid not include use of any specific encryption features
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Encryption (TLS/SRTP) was used internal to the gmise between Avaya products wherever
possible.

2.1. Interoperability Compliance Testing

To verify SIP runkinteroperability, the following featuresnd functionality were covered
during the interoperability compliance test:

1 SIP Trunk Regidration (DynamicAuthentcation).

1 Response to SIP OPTIONS queries.

1 Incoming calls from the PSTN were routed to DID numbers assign€eiiyryLink
Incoming PSTN calls were terminatedtibe@ following endpointsAvaya 96x1 Series IP
Deskphones (H.323 and SIRyaya J179 IP Deskphones (H.328)aya 2420 Digital
Deskphones, Avaya ong€® Communicator softphone (H.323 and SIP), Av&yaiinox
softphong(SIP)andanalog Deskphones.

1 Inbound and outbound PSTN calls to/from Remote Workers ésiaga 96x1
Deskphones (P).

1 Outgoing calls to the PSTN were routed @enturyLinkd setwork tovarious PSTN
destinations.

1 Proper disconnect when the caller abandons the call before the call is answered.
1 Proper disconnect via normal call termination by the caller or the calltéds
1 Proper disconnect by the network for calls that are not answered (with voicemail off).
1 Proper response to busy endpoints.
1 Proper response/error treatment when dialing invalid PSTN numbers.
1 Proper Codec negotiation and twaay speectpath.Testhngwas performed with codecs:
G.729and G.711MU

1 No matching codecs.
1 DTMF tone transmissions as enftband RTP events as per RFC2833

o Outbound call to PSTN application requiring DTMF (e.g., an IVR or voice malil

system).
o Inbound call from PSTN to Avaya CPEmigation requiring DTMF (e.g., Aura®
Messaging, Experience Portal, Avaya vector digit collection steps.

1 Calling number blocking (Privacy).
1 Call Hold/Resume (long and short duration).
7 Call Forward (unconditional, busy, no answer).
7 Blind Call Transfers.
1 Consultative Call Transfers.
{1 Station Conference.
1 EC500 (Extension to Cellular) calls.
1 Inbound caller interaction with Experience Portal applications, including prompting,

caller DTMF input, wait treatment (e.g., announcements and/or music on hold)

1 Experience Portal use of SIEERERto redirect inbound calls, via the Avaya SBCE, to
the appropriate Communication Manager agemidextensios.

1 Call and tweway talk path establishment between callers and Communication Manager
agentsand extensionfllowing redirection from Experience Portal

1 Routing inboundrectorcall to call center agent queues
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T.38fax.

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error tte@nt when disabling SIP connection.

E

Notei Remote Worker was tested as part of this solution. The configuration necessary to
support remote workers is beyond the scope of these Application Notes and is not included in
these Application Note€onsultreferencdq 11] in theReferencessection for additional

information on this topic

Items thataresupportedandthat werenottested includes the following
1 Inbound tolHree @llsand911 cals (emergencygalls

Items thatarenot supported anthat werenottested includes the following:
T Network Call R e 802 Maxed fTempararilynethatlig nott stppportdd
by CenturyLnk.

2.2. Test Results

Interoperabity testing ofthe CenturyLinkSIP Trunking Serviceon OracléBroadWorks
Platformwith the Avaya SIRenabled enterprise solution was completed with successful results
for all test cases with thebservatios/limitationsnotedbelow:

1 OPTIONS T CenturyLink does not send OPTIONS messages to the Avaya enterprise
network but it does respond to OPTIONS mességeseivesdrom the Avaya enterprise,
this was sufficient to maintain the SIP trunk link up in service.

1 200 Minimal Impact message$ After a callfrom the PSTN to the enterprise is
successfully transferred backanother PSTN party usirige SIPREFERmethod

CenturylLink accepted the SIP REFER messages
Acceptedodo, whi ch r lasnels$beiegdeleased WitthB&E rBelsdages, asu n k¢
expected. After the SIP trunk channels were released Centuslink | d s end a @200

Minimal Impacb i n r e s p 0 n s e sdntdby GommBuiiEatiom Managahif
behaviorwas caused by CenturyLink not sendM@TIFY messages to Communication
Manager to update the state of the call tran3fieis behaviour had no negative impact on
the transferred call and SIP trunk resources were released successfully after the call
transfer, as eXxpe cdresunplyasan®issena®n.ng menti one

1 URIin PAI Header should be set to the Pilot Numbeii For EC500 (Extension to
Cellular)and forcallsthat are forwarded to the PSTnturyLink SIP trunking
specification requires the URI the PAI header to be the piloumber.This was
accomplished by using a Signaling Manipulation script (SigMa) in the Avaya SBCE.
Refer toSectiors 8.8 and13.

1 T.38 fax versioni A Signaling Manipulation script (SigMa) was created in the Avaya
SBCE to change th&.38fax version from 1d 0 in the rNVITE message
Communication Manager sends CenturyLifalx version Ois the only fax version
supportedy the CenturyLink ©racléBroadWorksplatform Refer toSectiors 8.8and
13.

HG; Reviewed: Solution & Interoperability Test Lab Application Note 6 0f 113
SPOC 4/3/2019 ©2019 Avaya Inc. All Rights Reserved. CCMSM80SBC72UDP



1 Incorrect Call Display on call transfers to the PSTN Phoné& Call display was not
properly updated on PSTN phaievolved in call transfes. After successful call transfers
the PSTN, the PSTN phone did not display the actual connected party, instead the DID
number assigned to the Communication Managgronthat initiated the transfer was
displayed.

1 SIP NCR using SIP REFER when Redirected Party is busly This was not tested
sinceit requires the service provider to support sending intermediate call states (100
Trying, 180 Ringing, etc.) of the referred dadick to the referring party. This is done via
NOTIFY messages in response to the REFER regoefsire theeferring party is
di sconnected. GendNQIIFYmessages withbSRERER during call
redirection scenarios.

1 TLS/SRTP used within theenterprisei When TLS/SRTP is used within teaterprise;
the SIP headers include the SIPS URI scheme for Secure SIP. The Avaya SBCE converts
these header schemes from SIPS to SIP when it sends the SIP message toward
CenturyLink. However, for call forwardnd EC500 calls, the Avaya SBCE was not
changing the Diversion header scheme as expected. This anomaly is currently under
investigaton by the Avaya SBCEam. A workaround is to incleda SigMa script for
the Service ProvideBerver Configuration proflen t he Avaya SBCE to c
to fAsipd i n theSebtiorg&Brasdildn header. See

1 Calls placed ONHOLD i1 Callsmade from the PSTN to the ergse (inbound) and
calls maddrom the enterprise to the PSTN (outbound) thaptaeed ONHOLD either
at the enterpriser atthe PSTNarereleased/droppedith a BYE sent by CenturyLink
after approximately 5 minutes of being placed-B@LD. This issue is under
investigation byCenturyLink.

1 SIP UPDATE i The Avaya SBCE was responding withOO Serveinternal Errobto a
SIP UPDATEreceived fromCommunication Managemhis was caused bthe SIP
UPDATE beingsentby Communication Managéeforereceivingan ACK for a200
OK sent to CenturyLinky Communication Manager his issue was solved with a pgatc
applied to the Avaya SBCE.

1 Calls with Privacy enabledi Calls made from the enterprise to the PSTN with privacy
enabled (Calling P& Number Block) were gettingnnouncementhis issue was solved
by CenturyLink.

1 SIP header optimizationi There are multiple SIP headers and parameters used by
Communication Manager and Session Manager, some of them Avaya proprietary, that

had no significance in the service provide
the purpose of blocking enterprisdormation from being propagated outside of the
enterprise boundaries, to reduce the size

network and to improve the solution interoperability in geneitad fdllowing headers

were removed from outbound nsages using an Adaptation in Session Manager: AV
GlobalSessioAD, AV-CorrelationID, Alert-Info, EndpointView, P-AV-Messagdd,
P-ChargingVector and FLocation(Section 74). To help reduce the packet size further,

t he Avaya SBCEgscham eépw mp & re ahatdniayebénsluded

within the Contact headeyb appl yi ng a Sigma script to th
configuration. Se&ection8.8and13.
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2.3. Support

For support ofCenturyLinkSIP Trunkng Serviceon OraclédBroadWorks Platfornvisit the
corporate Web page dtttp://www.centurylink.com/business/voice/gmink.html
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3. Reference Configuration

Figure 1illustrates the sample Avaya S#habled entergse solutim, connected tthe
CenturyLinkSIP Trunking Serviceon OracléBroadWorksPlatformthrough a public Internet
WAN connection.

Service Provider

Cell Phone

L

Remote Workers

Internet |
Avaya 96x1 Deskphones
IP Deskphones |
(SIF)
| I Fax
SIP (TLS/SRTP) | | SIP (UDP/RTP)
' |
I : Simulated Enterprise
Avaya Aura® | | Domain: avaya.lab.com
Session Manager | DIDs: 3031235744, 5747, 5748
|
. = |
10.64.101.249 Avaya | I A Aura®
Avaya AursG Session Border Controller | l Exp-::i!eril ceurPortaI
System Manager for Enterprise | |
" i o P |
10.64.101.247 A1[10.64.101.243 4| B1 ! |
10.10.80.51

192.168.10.166

Avaya Aura® Avaya Aura@ Messaging
Communication Manager

10.64.101.241 10.64.101.250 10.64.101.251 |192.168.128.167

i G430 Media Gateway Avaya Aura® Media Server Avaya J179 Avaya 96x1 Series

IP Deskphones  IP Deskphones
(H.323) (H.323, 8IP)

Avaya Equinox (SIP)

Avaya one-X& Communicator (H.323 & SIP)
Wireshark

Avaya Site Admin.

Analog Avaya 2420
Deskphones  Digital Deskphone W,

Figure 1. Avaya SIP Enterprise Solutionconnected toCenturyLink SIP Trunking Service
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The Avayacomponents used to create the simulat@@rprisecustomer site included:
Avaya Aura® Communication Manager

Avaya Aura® Session Manager

Avaya Aura® System Manager

Avaya Session Border @troller for Enterprise

Avaya Aura® Messaging

Avaya Aura® MedigServer.

Avaya Aura®Experience Portal.

Avaya G4® Media Gateway

Avaya96x1 Series IP Degkones (H.323 and SIP)
Avaya J179 IP Deskphones (H.323)

Avaya oneX® Communicator softhones (H.323 and SIP)
AvayaEqui nox E f saftphadgSiR. o ws
Avayadigital and analog telephones

Ventafax fax software.

=4 =2 =2 4 4 -8 -5_95_49_49_9_2_-2-2_-2-

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the usted network, registered Session Manager at the
enterprisevia the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfsligdaluring the compliance test
usingonly theAvaya 96x1 SIP Deskphondsor signaling, Transpottayer Secury (TLS) and

for media, Secure Retime Transport ProtocoSRTP)was usean Avaya 96x1 SIP

Deskphones used to test remote wofkactionality. Other AvayaSIP endpoints that are

supported ira Remote Worketonfigurationdeploymenivere not tested.

Theconfiguration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this docu@ensultreferencd 11] in the
Referencessection for additional information on this topic.

The Avaya SEE waslocated at the edgd the enterprisdts public side was connectamthe
public Internetwhile its private side wasonnectedo the enterprise infrastructurgll signaling
and mediaraffic entering or leaving the emprise flowedhrough the Avaya BCE, protecing
in this waythe enterprise against any SiBsed attack§.he Avaya SBCE also performed
network address translation at both the IP and SIP layers.

For inbound calls, the calls flowerbfn the service providéo the Avaya SBCEhento Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
policies to determinghe recipient Communication Manager Experience Portalandon which

link to send the call

Outbound calls tthe PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
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Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route he tAvaya SBCE for egress to t@enturyLink
network

A separate SIP trunk was created between Communication Manadgeessidn Manager to

carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could be applied only to this trunk without affecting other enterprise SIP
traffic. This trunk carried both inbound@woutbound traffic.

As pat of the Avaya Aura® versio.0release, Communication Manager incorporates the
ability to use the Avaya Aura® Media Sever (AAMS) as a media resource. The AAMS is a
softwarebased, high density media server that provides DSRimess for IPbased sessions.
Media resources from both the AAMS and a3G4Media Gateway were utilized during the
compliance test. The configuration of the AAMS is not discussed in this document. For more
information on the installation and administratafrthe AAMS inCommunication Manager

refer to the AAMS documentation listédthe Referencessection.

The Avaya Aura®Messaging was used during the compliance test to verify voice mail
redirection and navigation, as well as the deliverplessage Waitig Indicator(MWI)

messages to the enterprise telephones. Since the configuration tasks for Messaging are not
directly related to the interopability tests withthe CenturyLinknetworkSIP Trunkingservice
they are not included in these Applicatidntes.

The Avaya Aura®Experience Portakasalsoused during the compliance test to verifyrious
SIP call flow scenarios with CenturyLink SIP trunk service.
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4. Equipment and Software Validated

The following equipment and software were used for the sacopleguration provided:

Equipment/Software |

Release/Version

Avaya
Avaya Aura® Communication Manager 8.0.0.1.2
(00.0.822.624826)
Avaya Aura® Session Manager 8.0.0.0
(8.0.0.0.800035)
Avaya Aura® System Manager 8.0.0.0

Build No. 8.0.0.0.931077

Software Update Rev. No.

8.0.0.0.098174

Avaya Session Border Controller for ASBCE 7.2
Enterprise 7.2.2.204-16104
Avaya Aura® Messaging 7.1 Patch 1
Avaya Aura® Media Server 8.0.0 SP1
8.0.0.150

Avaya G430 Media Gateway

9430_sw_40_10 0

AvayaAura® Experience Portal

7.2.0.0.1117

Avaya 96x1 Series IP Dkghones (SIP)

Version 7.1.2.0.13

Avaya 96x1 Series IP Deskphones (H.323

Version 6.7104

Avaya J179 IP Deskphones (H.323)

Version 6.7104

Avaya oneX® Communicator (H.323, SIP

6.2.12.22S5P12Patch12

Avaya Equinox for Windows (SIP) 3.4.10.10.2

Avaya 2420 Series Digital Deskphones N/A

Avaya 6210 Analog Deskphones N/A
CenturyLink

BroadSoft BroadWorks R21.SP1

Oracle SBC 7.4AM1P5

The specific configuration above was usedtf@ compliance testing. Note that this solution will
be compatible with other Avaya Sersand Media Gateway platforms running similar versions
of Communication Manager and Session Manager.

Notei The Avaya Aura® servers and the Avaya SBCE used irefleeence configuration and
shown on th@revioustable were deployed on a virtualized environment. These Avaya
components ran as virtuadachines over VMware® (ESXi 6.0.platforms. Consult the
installation documentation on theeferencessection for moe information.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Mawoagerk withthe
CenturyLink SIP Trunkingervice orOracléBroadWorks PlatformA SIP trunk is established
between Commmication Manager and Session Manager for use by signaling traffic to and from
the service providett is assumedhatthe general instiation of Communication Managehe

Avaya G4® Media Gatewagnd the Avaya Aura® Media Serveas been previousompleted

and is not discussed here.

The Communication Manager configuration was performed using the SystegsATerminal

(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentationSome screens capas will show the use of thehangecommand instead of the

add command, since the configuration used for the testing was previously added.

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verify that thilaximum
Administered SIP Trunks value onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows tB@200 licenses are available ad@0 are in use. The

license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative

display system-parameters cnstomer-options
OPTIOHAL FEATURES

IP PORT CAPACITIES TSED
Maximom Administered H.323 Trunks: 12000 O

Maximom Concurrently Begistered IP Stations: 18000 2

Maximom Administered Remote Office Trunks=: 12000 0

Maximom Concurrently Begistered Remote Office Stations: 13000 0O
Maximom Concurrently Begistered IP eCons: 414 0

Max Concur RBegistered Unanthenticated H.323 Stations: 100 0
Maximom Video Capable Stations: 41000 0O

Maximom Video Capable IP Softphones: 18000 6

|Maximom Administered SIP Trunks: 30000 1

Maximom Administered Ad-hoc Video Conferencing Ports: 24000 0
Maximom MNuomber of D51 Boards with Echo Cancellation: 688 o

(HOTE: Youn mmst logoff & login to effect the permission changes.)
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5.2. System Features

Use thechange systenparameters featurescommand to set therunk -to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSdpoien. If
for security reasonscoming calls should not be allowed to transfer back t&*®iEN then
leave the field set tnone

dizsplay system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS
Self S5tation Display Enabled? n

|Trunk—to—Trunk Transfer: alﬂ
Antomatic Callback with Called Party (uening? n
Antomatic Callback - NHo Answer Timeont Interval (rings): 3
Call Park Timeount Interval (minmtes): 10
Off-Premi=ezs Tone Detect Timeount Interval (=seconds): 20
AARSARS Dial Tone Required? v

Mo=ic {(or Silence) on Transferred Trunk Calls? all
DID/Tie/ISDN/SIPF Intercept Treatment: attendant
Internal Anto-Answer of Attd-Extended/Transferred Calls: transferred
Antomatic Circmnit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned List=s? n

Anto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore

Display Calling Number for Boom to Room Caller ID Calls? n
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OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable call$his text string is entered in tiwo fields highlighted below.

The complianceest used the value ofstrictedfor restricted calls andnavailablefor
unavailable calls.

display system-parameters features

FEATURE-EELATED SYSTEM FARAMETERS

CPH/ANI/ICLID PARAMETERS
CPH/ANI/ICLID Replacement for Restricted Calls: restricted
CPH/ANI /ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT

Identity When Bridging: principal
U=zer CGunidance Display? n
Exten=sion only label for Team buntton on 96xx H.323 terminal=s? n

INTEENATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PABRAMETERS
Enable Enbloc Dialing withount ARS FAC? n

CALLER ID ON CALL WATITING PARAMETERS
Caller ID on Call Waiting Delay Timer (m=ec): 200
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5.3. IP Node Names

Use thechange nodenames ipcommand to verify that node names have been previously
defined for the IP addresses of Communication Manggecr) and the Session Manager
security modulg(SM). These node names will be needed for defining the service provider
signaling group irBection 5.6

change node-names ip
IP HODE HAMES
Hame IP Address

ASBCE Al 10.64.101.243
ST 10.64.101.249]
defanlt 0.0.0.0
media server 10.64.101.251
||pmc-.r 10.64.101.241]
procré HH

|
(& of &6 admini=tered node-names were displayed )
O=e 'li=t node-names' command to see all the administered node-names
U=se 'change node-names ip xxx' to change a node-name "xxx' or add a node-name
]
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5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to use for calls between the
enterpise and the service provider. For twmmpliance test, ygodeeset2 wasused for this
purpose Enterthe caresponding codein theAudio Codeccolumn of the tableCenturyLink
supports audio code€s. 729 andG.711MU.

change ip-codec-zet

IPF MEDIA PARAMETERS
Codec Set: 2
Andio Silence Frames Packet
Codec Soppression Per Pkt Size(ms)
1:| G.729 n 2 20
2:| G.711M0O n 2 20
3: _ _
4: ! _ _
L _ _
6: _
7: _ _
Media Encryption Encrypted SRTCP: best-effort
1: l1-=srtp-aescml28-hmaci0
2: none
3:
4:
L
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On Page 2 set thd=ax Mode to t.38-standardandECM toYy.

change ip-codec-set

IF MEDIA PARAMETERS

Allow Direct-IP Moltimedia? n

Redan- Packet
Mode dancy Size(m=s)
| PAx t.38-standard [i] ECM: v |
Modem off o
TDD/TTY os 3
H.323 Clear—-channel n o
SIP 64K Data n a 20

Media Connection IP Address Type Preferences
1: IPv4d

2: !___
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
theservice provider versus calls within the enterprise or elsewhere. For the compliar&e test,
Network Region 2vas choselfor the service provider trunkJse thechange ipnetwork-region

2 command to configure region @ith the following parameters:

1 Set hieAuthoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain hameasayalab.comas assigned to the shared test
environment in the Avaya test | ab. This do
SIP messagawiginating from this IP region.

1 Enter a descriptive name in thiamefield.

1 Leavebothintra -region andinter -region IP-1P Direct Audio setto yes the default
setting.This will enablelP-IP Direct Audio (shuffling), to allow audio traffic to be sent
directly between IP endpoints without using media resources in the Avaya Media
Gatewayand Media ServeShuffling can be further restricted at the trunk level on the
Signaling Group fornif needed

1 Set theCodec Sefield to the IP codec set definedS$ection 5.4

91 Default values mape used for all other fields.

change ip-network-region 2

IP HETWOERE REGIONH
Begion: 2 HE Groop: 2
Location: 1 Anthoritative Domain: avaya.lab.com|
Hame: 5P Begion Stub Network Region: n

MEDIA PARAMETERS Intra-region IP-IP Direct Andio: ves
ICodec Set: g| Inter-region IP-IP Direct Andio: ves
UDP Port Min: 2048 IPF Andic Hairpinning? n

UDP Port Max: 3349
DIFFSEEV/TOS PARAMETERS
Call Control PHE Value:
Andio PHB Value:
Video PHB Value:
802.1P/0 PARAMETERS
Call Control 802.1p Priority:
Andio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESEEVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? E
H.323 Link Bounce Becovery? ¥
Idle Traffic Interval (=ec): 20
Feep-Alive Interval (sec): 5
Feep-Alive Count: 5

& I 5
=20 (=0 (=]

tn & lon

HG; Reviewed: Solution & Interoperability Test Lab Application Note 190f 113
SPOC 4/3/2019 ©2019 Avaya Inc. All Rights Reserved. CCMSM80SBC72UDP



OnPage 4 define the IP codec set to be used for traffic between r@gon region 1 (the rest

of the enterprise). Enter the desired IP codec set iodthec setolumn of the row with
destination regiondst rgn) 1. Default values may be used for alher fields.The following
exampleshows the settings used for t@mpliance tesit indicates that codec s2will be used

for calls between region (Zhe service provider region) and region 1 (the rest of the enterprise).

3

change ip-network-region 2

Sonurce BRegion: 2 Inter HNetwork Region Connection Management

d=t codec direct WAN-BW-limits Video Intervening Dyn
=set WAN Units Total Horm Prico Shr Regions CAC
¥ Holimit

(=~ I SR
-o@ e
(= I

mm-:mu.hmmn—lé
]
[}
-

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw€emmunication
Manager andession Manager for use by the service provider trunk. Thislisigrgroup is used
for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling groupaas used and was configured usihg parameters
highlighted below, shown on the screen on the next page:

1 Set theGroup Type field to sip.

1 Set the MS Enabled field to n. This specifies the Communication Manager will serve as
an Evolution Server for the Session Manager.

1 Set theTransport Method to thetransporirotocol to be used between Conmnication
Manager and Ss®nManagerFor the compliance tegts was used.

1 Set thePeer Detection Enabledield toy. ThePeerServerfield will initially be set to
Othersand cannot be changed via administration. LaterPdeServer field will
automatically change t8M once Communication Manager detects its peer is a Session
Manager

Note: Oncethe PeerServerfield is updatedo SM, the system changes the default values of the
following fields, setting them tdisplayi only:
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T Prepend ¢ + 6Caling/Alé&ting/@verting/Gonnected Public Numbers? is
changed tg.

T Remove 6+6 from Incoming Called/ Calling/ Al
is changed to.

1 Set theNear-end Node Nameo procr. This node name maps to the IP address of the
Communication Manager as definedSaction 5.3

1 Set theFar-end Node Nameo SM. This node nane maps to the IP address of Session
Manager as defined irSection 5.3

1 Set theNear-end Listen PortandFar-end Listen Port to a valid unused port instead of
the default welknown port value. (For TLS, the we&thown port value is 5061T.his is
necessargo Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP traffic. fie compliace test was conducted with tNear-end Listen Port
andFar-end Listen Portset to5071.

1 Set heFar-end Network Regionto the IP network region defined for the Service

Provider inSection5.5.

Set theFar-end Domainto the domain of the enterprise.

Set heDTMF over IP field to rtp-payload This value enables Communication Manager

to send DTMF transmissions using RFC 2833.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the
SIP trunk allowing Communication Manager to redirect media traffic directly between
the Avaya SBCE and the enterprise endpoint. If this value is sethien the Avaya
Media Gatewawr Media Servewill remain in the media path of all calls between the
SIP trunk and the endpoint. Depending on the number of media resources available in the
Avaya Media Gatewagnd Media Servethese resources may be depleted during high
call volume preventing additional caftem completing.

1 Default values may be used for all other fields

E

change =signaling-group 2
SIGNALING GROUP
Group Humber: 2 Group Type: =ip
| IMS Enabled? n| Transport Method: tls
Q-5IP? n
IPF Video? n Enforce SIPS URI for SRTP? ¥
|Peer Detection Enabled? y| Peer Server: SM Clustered? n
Prepend "+' to Ootgoing Calling/Alerting/Diverting/Connected Puoblic Humbers? vy
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Hear-end Hode Name: procr Far-end Hode Hame: SM
Near-end Listen Port: 50?1_ Far-end Listen Port: 5071 |
Far-end HNetwork Begion: 2
Far-end Domain: avava.lab.com!
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3385 Comfort MHNoisze? n
[DTMF over 1P: rtp pavioad | [Direct IP-IP Audic Connections? y|
Ses=sion Establishment Timer(min): 3 IP Andic Hairpinning? n
Enable Layer 3 Test? n Initial IP-IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): [
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5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in
Section 5.6 For the compliance test, trugkoup 2was configured using the paratars
highlighted below.

)l
)l
)l

= =4 =

change trunk-grouop 2

Set theGroup Type field to sip.

Enter a descriptive name for t@oup Name.

Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in theTAC field.

Set theService Typefield to public-ntwrk.

Set theSignaling Group to the signahg group shown irfsection 56.

Set theNumber of Membersfield to the number of trunk members in the SIP trunk

group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

Default valus were used for all other fields.

3

TRUNE GROUFP

Grouop Number: 2 |Group Type: =ip | CDE Beports: ¥
|Group Hame : S_ewicﬂ‘rovide_r! COR: 1 TH: 1
Direction: two-wavy Ontgoing Display? n
Dial Access? n Hight Service:
Onene Length: E_
Service Type: Eublic—ntwrk! Anth Code? n

Member Aszsignment Method: anto
Signaling Group: 2
Humber of Members: 10
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OnPage 2 verify that thePreferred Minimum Session Refresh Intervalis set to a value
acceptable to the service provider. This value defines the interval 4N¥FEEs must be sent
to keep the active ss®n alive.The default value 0800secondsvas used

TRUNE PARAMETERS

Unicode Hame: anto

Bedirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
|Preferred Mininom Session Refresh Interval (sec): EUD|

Dizconnect Suopervision - In? ¥ Ont? v

HOIFP Treatment: anto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: Etation—extension

|
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OnPage 3

1 SettheNumbering Format field to private. This field specifies the format of the calling
party number (CPN) sent to thesmd. Wherpublic format is used, Communication
Manager automatically inserts a A+0 sign,
ACont actAs® sa&nmd edP | de ntTokegpuniformify with the ferenate r s .
used byCenturyLink theNumbering Format was set t@rivateand theNumbering
Format in the route pattern was setunk-unk (seeSection 5.10.

1 Set theReplace Restricted NumbersandReplace Unavailable Numbersields toy.

This will allow the CPN displayed on local endpoints to be replaced with the value set in
Section 5.2 if the inbound calhasenabled CPN block.

change trunk-grouop 2

TEUNE FEATURES
ACH A=z=ignment? E Measured: none

Maintenance Tests? ¥

Suppress # Ontpul=ing? n |Numbering Format: Qrivate|

U0I Treatment: service-provider

Beplace BRestricted HNumbers? vy
Beplace UTnavailable Numbers? vy

Hold/Unhold Hotifications? v
Modify Tandem Calling Humber: no

Show ANSWERED BY on Display? ¥
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OnPage 4

1 Set theNetwork Call Redirection field toy. With this seihg, Communication Manager
will usethe SIPREFER methodwhich issupported byCenturyLink for the redirection
of PSTN calls that are tnaferred back to the SIP trunk (refeiSection2.2).
Setthe Send DiversionHeader field to y andSupport Request Historyto n.
Set theTelephoneEvent Payload Typeto 101, the value preferred b@enturyLink
Verify thatldentity for Calling Party Display is set toP-Assertedidentity.
Default values were used for all other fields.

= =4 =4 =8

3

change trunk-grouap 2

PROTOCOL VARTATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Humber?
Send Transferring Party Information?

|Hetwork Call Redirection?

Build Refer-To URI of BEFER From Contact For NHCR?

Send Diversion Header?
Support Regonest History?
Telephone Event Payload Type:

il = (= (o] [

=
s

Convert 180 to 183 for Early Media?

Alway=z Use re-INVITE for Display Updates?
|Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?
Accept Bedirect to Blank User Destination?
Enable -S5IFP?

=l [[=a}=

—Asserted-Identity|

[[=J =R =]

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Beqnest URI Contents: !av—have—extra—diqits
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5.8. Calling Party Information

The calling party numberissenttnhe SI P AFramd, iR&bat header s.
numbering was selected to define the format of this nungeation 5.7, use thechange
private-numbering command to create an entry for each extension which has a DID assigned.
DID numbers arenpvided by the SIP service provider. Each DID number is assigned in this
table to one enterprise internal extension or Vector Directory Numbers (VIDNIsg example
below, threeDID numberswvereassignedy the service providdor testing.These DIDnumbers
were used athe outbound calling party information on the service provider trunk wHisn ca
were originated fronthe mappee@xtensions.

change private-numbering 1
HOMBERING - PRIVATE FOERMAT

Ext Ext Trk Private Total
Code Grp (=) Prefix Len
3 4 Total Administered: 5
] 4 Maximom Entries: 540
3042 2 3031235744 io
3044 2 3031235747 io
3050 2 3031235748 io

LLLLL L TR g
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5.9. Inbound Routing
n general, the Aincoming cal

manipulate the digits received for an incoming call if necessary. Since Session Manager is

handl ing

treat

present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handlirlg tahy not be

necessary. If the DID number sent®gnturyLinkis left unchanged by Session Manager, then
the DID number can be mapped to an extension using the incoming call handling treatment of
the receiving trunk group. Use thbkange inecall-handling-trmt command to create an entry

for each DID.

3

change inc-call-handling-trmt tronk-grouap
INCOMING CALL HANDLING TREATMENT

Service/
Feature
public—-ntwrk
public—-ntwrk
public-ntwrk
public-—ntwrk
public—-ntwrk
public-—ntwrk
public-ntwrk
public-—ntwrk
public-—ntwrk
public-—ntwrk
public-ntwrk
public-—ntwrk
public-—ntwrk
public-—ntwrk
public-—ntwrk
public-—ntwrk
public-—ntwrk
public-—ntwrk

=

Homber Homber Del Insert
Len Digits
10 3031235744 10 3042
0 3031235747 10 3044
0 3031235748 10 3050

LTt rrrrrrielksl
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5.10.0utbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route

outbound calls via the SIP trunk to the service provider. In the sample configuration, the single

digit 9 is used as the ARS access code. Enterprise callerswBldidl o r each an Aout s
This common configuration is illustrated below with little elaboration. Usehbhage dialplan
analysiscommand to define a dialed string beginning aithf lengthl, as a feature access code

(fac).

change dialplan analysis Page 1 of 12
DIAL PLAN AHALYSIS TABLE
Location: all Percent Full: 2

Dialed Total CcCall Dialed Total CcCall Dialed Total Call
String Length Type String Length Type String Length Type
13 udp
dac
ext
ext
udp
ext
dac
ext
fac _
Facl _ _
dac
dac

o [ e fen [ e e e | - e

LT PEE P EEEEEEE
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Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection

(ARS) T Access Code 1

change feature-access—-codes

Abbreviated Dialing Listd
Abbreviated Dialing List2
Abbreviated Dialing List3
|abbreviated Dial - Prgm Group List
Announcement

Answer Back

Attendant

Auto Alternate Routing {AAR)

Call Forwarding Enhanced Status:
Call Park

Call Pickup

|cAS Remote Hold/Answer Hold-Unhold
CDR Account Code
Change COR
Change Coverage

Access
Access
Access
Access
Access
Access
Access
Access

Access
Access
Access
Access
Access
Access

Conditional Call Extend Activation:
Open Code:

Contact Closure i Close Code:

FEATURE ACCESS CODE (FAC)

Code:
Code:
Code:
Code:
Code:
Code:
Code:
Code:

=

7

Auto Route Selection {ARS) - Access Code 1: 9
Automatic Callback Activation:
[call Forwarding Activation Busy/DA:

All:

Act:
Code:
Code:
Code:
Code:
Code:
Code:

Page 1 of 18

Access Code 2:
Deactivation:
Deactivation:
Deactivation:

Deactivation:
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Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. Segection 2.1for the complete list of call types tested. All dialed strings are
mapped to route pattern\&hich contains the SIP trirgroup to the servicprovider.

li=t ar=s analy=is=s
ARS DIGIT AMALYSIS REPORT
Location: all

Dialed Total Ronte Call Hode ANT

String Min Max Pattern Type Humber Redg
178 11 11 deny fnpa n
[1786 11 11 2 fnpal| n
175 11 11 deny fnpa n
180 11 11 deny fnpa n
|1800 11 11 2 fnpal n
1800555 11 11 deny fnpa n
1809 11 11 2 hnpa n
181 11 11 deny fnpa n
182 11 11 deny fnpa n
183 11 11 deny fnpa n
184 11 11 deny fnpa n
185 11 11 deny fnpa n

press CANCEL to gnit -- press NEXT PAGE to continme
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command ta@onfigure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2the compliance test.

1 Pattern Name Enter a descriptive name.

1 Grp No: Enter the outbound trunkaup for the SIP service provider.

1 FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to this
trunk for all users that require it. The valueDa$ the least restrictive level.

1 Pfx Mrk: Settol to ensure 1 + 10 digits arerg to the service provider for long distance
numbers in the North American Numbering Plan (NANP).

1 Numbering Format: Set tounk-unk. All calls using this rate pattern will use the
privatenumbering table. See setting of tiembering Format in the trunk group form
for full details inSection 5.7

change route-pattern 2
Pattern Humber: 2 Pattern Hame: Serv. Provider

SCCAN? n Secure S5IP? n U=zed for S5IP =tations? b

Grp FRL HPA Pfx Hop Teoll Ho. Inserted DCs/ IXC

Ho Mrk Lmt List Del Digits Q5IG

Dgts= Intw

o @ - — b mser
2 _ _ __ J— J— n nser
I . _ __ J— J— n nser
4: _ _ __ _ __ J— J— n nser
5 _ . _ __ J— J— n nser
6: _  _ __ _ __ J— J— n nser

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM S5ub Huombering LAR

01 2M4W Bequnest Dgt=s Format
1: ¥ ¥ ¥¥¥0 n rest — onk-nnk none
2: Y ¥ ¥¥y¥non n rest _ none
3 ¥Y¥Y¥¥y¥on rest _ none
4: Yy ¥ ¥ ¥¥ 0o n rest _ none
S5 Y ¥ ¥¥¥non n rest _ none
6: Y ¥ ¥¥y¥non n rest _ none

-]

Note - Enter thesave translationcommandnot shown}o save althe changes made to the
Communication Manager configuration in the previous sections.
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6. Conf i dvayadura® Experience Portal

These Application Notes assume that the necessary Experience Portal licenses have been
installed and basic Experience Portal administration has already been performed. Gpimsult [
the Referencessectionfor further details if necessary.

6.1. Background

Expeience Portal consists of one or more Media Processing Platform (MPP) servers and an
Experience Port al Manager (EPM) server. A sin
reference configuration. This consisted of a single MPP and EPM, running on a VMware
environment, including an Apache Tomcat Application Server (hosting the Voice XML (VXML)

and/or Call Control XML (CCXML) application scripts), that provide the directives to

Experience Portal for handling the inbound calls.

References to the Voice XMLnd/or Call Control XML applications are administered on
Experience Portal, along with one or more called numbers for each application refdfeane
an inbound call arrives at Experience ®hithe called party DIDlumber is matched against
those adminiered called numberHf a match is found, then the corresponding application is
accessed to handle the célno match is found, Experience Portal informs the caller that the
call cannot be handled, and disconnects thé. call

For the sample configurat described in these Application Notes, a simple VXML test
application was used to exercise various SIP call flow simevaith the CenturyLink SIFrunk
service. In production, enterprises can develop their own VXML and/or CCXML applications to
meet speific customer selservice needs, or consult Avaya Professional Services and/or
authorized Avaya Business Partners. The development and deployment of VXML and CCXML
applications is beyond the scope of these Application Notes.

'An application may be configured with Ainbound defaul't
not match any other application references.
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6.2. Logging In and Licensing

This section describes the steps on Experience Portal for administering a SIP connection to the

Session Manager.

Step 1- Launch a web browser, enter http://<IP address of the Avaya EPM server>/ in the URL,
log in with the appropriate credentials and theofwlhg screen is displayed.

Notei All page navigation described in the following sections will utilize the menu shown
the left pane of the screenshot below.

DN

AVAYA

Avaya Aura® Experience Portal 7.2.0 (ExperiencePortal)

Expand Al | Collapse All

~ User Management
Foles
Users.
Login Options.
~ Real-time Manitoring
System Manitor
Activa Calls
Part Distribution
* System Maintenance
Audit Log Viewer
Tracs Viewer
Log Viewer
Alarm Manager
~ System Management
Application Server
EPM Manager
MPP Manager
Software Upgrade
System Backup
~ System Configuration
Applications
EPM Servers
MPP Servers
SHMP
Speech Servers
VolIP Connections
Zones
~ Security
Certificates
Licensing
~ Reports.
Standard
Custom
Scheduled
* Multi-Media Configuration
Email
HTML
SMS

Welcome, epadmin
Last logged in Jan 29, 2019 at 11:55:28 AM PST

2. Help O Logoff

Avaya Aura® Experience Portal Manager

Avaya Aura® Experience Portal Manager (EPM) is the consolidated web-based application for administering Experience Portal. Through the EPM interface you can configure Experience
Portal, check the status of an Experience Portal component, and generate reports related to system operation.

Installed Components

Media Processing Platform
Media Processing Platform (MPP) is an Avaya media processing server. When an MPP receives a call from a PBX, it invokes a VoiceXML {or CCXML) application on an application server. It
then communicates with ASR and TTS servers as necessary to process the call.

Email Service
Email Service is an Experience Portal feature which provides e-mail capabilities.

HTML Service
HTML Service is an Experience Portal feature which supports web applications with HTMLS capabilities. It includes support for browser based services for mobile devices.

SMS Service
SMS Service is an Experience Portal feature which provides SMS capabilities.

Legal Notice

AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS (“SOFTWARE LICENSE TERMS™) GOVERN THE USE OF PROPRIETARY
SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE LICENSED THROUGH AVAYA. READ THESE SOFTWARE

LICENSE TERMS CAREFULLY, IN THEIR ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE

SOFTWARE (AS DEFINED IN SECTION A BELOW). BY INSTALLING, DOWMLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO 50, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING

50 (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU,™ “YOUR,*” AND “END USER™), AGREE TO THESE
SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC.

OR THE APPLICABLE AVAYA AFFILIATE (“AVAYA™). IF YOU ARE ACCEPTING THESE SOFTWARE LICENSE TERMS T
ON BEHALF OF A COMPANY OR OTHER LEGAL EWTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND
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Step 2- In the left pane, navigate &ecurityA Licensing. On thelLicensing page, verifythat
Experience Portal is properly licensed. If required licenses are not enabled, contact an
authorized Avaya account representative to obtain the licenses.

AVAYA

Avaya Aura® Experience Portal 7.2.0 (ExperiencePortal)

Expand All | Collapse All

¥ User Management
Roles
Users
Login Options

~ Real-time Monitoring
System Monitor
Active Calls
Port Distribution

¥ System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer
Alarm Manager

* System Management
Application Server
EPM Manager
MPP Manager
Software Upgrade
System Backup

* System Configuration
Applications
EPM Servers
MPP Servers
SNMP
Speech Servers
VoIP Connections
Zones

at
¥ Reports
Standard
Custom
Scheduled
~ Multi-Media Configuration
Email

HTML
SMS

Home > Security :

Licensing

This page displays the Experience Portal license information that is currently in effect. Experience Portal uses Avaya License Manager (WebLM)
to control the number of telephony ports that are used.

License Server Information v

License Server URL:
Last Updated:
Last Successful Poll:

Licensed Products v
Experience Portal

Announcement Ports:

ASR Connections:

Email Units:

Enable Media Encryption:
Enhanced Call Classification:
HTML Units:

SIP Signaling Connections:
SMS Units:

Telephony Ports:

TTS Connections:

Video Server Connections:
Zones:

Version:

Last Successful Poll:
Last Changed:

Allocations m

Welcome, epadmin
Last logged in Jan 29, 2019 at 11:55:28 AM PST
% Home

?.Help @ Logoff

Refresh

https://10.64.101.247:52233/WebLM/LicenseServer ra
Dec 4, 2018 3:20:00 PM PST
Feb 5, 2013 1:34:37 PM PST

7
Feb 5, 2019 1:34:37 PM PST
Dec 4, 2018 3:19:59 PM PST
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6.3. VolP Connection

This section defines a SIP trunk between Experience Portal and Session M&eagers 7.5
and 7.6.

Step 1- In the left pane, navigate 8ystem ConfigurationA VolP Connections On theVolP
Connectionspage, select th8IP tab and clickAdd to add a SIP trunk.

Notei Only oneSIP trunk can be active at any given time on Experience
Portal.

Step 2- Configure a SIP connection as follows:
1 Namei Set to a descriptive name (elgR_SIP).
1 Enablei SettoYes
9 Proxy Server Transporti Set toTLS.
1 SelectProxy Servers and enter:
0 Proxy Server Address=10.64.101249(the IP address of the Session Manager
signaling interface defined iBection7.5).
o Port =5061
o Priority =0 (default)
0 Weight =0 (default)
Listener Port i Set to506L.
SIP Domaini Set toavayalab.com(seeSection7.2).
Consultative Transferi SelectREFER.
SIP Reject Response Code SelectASM (503).
Maximum Simultaneous Callsi Set to a number in accordance with licensed capacity.
In the reference configuration a valuel®0 was used.
1 SelectAll Calls can be either inbound or outbound

= =4 -4 8 -9
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