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Abstract

These Application Notes describe the procedures for configuring Frontier Communications
SIP Trunking service with Avaya Communication Server 1000E Release 7.6, Avaya Aura®
Session Manager Release 6.3, and Avaya Session Border Controller for Enterprise 6.2.1.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, voice mail, etc. The calls
were placed to and from the PSTN with various Avaya endpoints.

The Frontier Communications SIP Trunking service provides PSTN access via SIP trunks
between the enterprise and the Frontier Communications network as an alternative to legacy
analog or digital trunks. This approach generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between the Frontier Communications SIP Trunking service and a SIP-enabled
enterprise solution consisting of Avaya Communication Server 1000E Release 7.6 (CS1000),
Avaya Aura® Session Manager Release 6.3, and Avaya Session Border Controller for Enterprise
(Avaya SBCE) 6.2.1. During the interoperability testing, SIP trunk applicable feature test cases
were executed to ensure the interoperability between the Frontier Communications network and
the Avaya Communication Server 1000E.

The Frontier Communications SIP Trunking service referenced within these Application Notes is
designed for enterprise business customers. Customers using this service with the Avaya SIP-
enabled enterprise solution are able to place and receive PSTN calls via a broadband WAN
connection and the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks such as analog and/or ISDN-PRI trunks. This approach generally results in lower
cost for the enterprise.

2. General Test Approach and Test Results

A simulated enterprise site containing all the equipment for the Avaya SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The site was configured to connect to
the Frontier Communications SIP Trunking service by means of a broadband connection to the
public Internet.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

e Incoming PSTN calls to various phone types. All inbound calls from the PSTN were
routed to the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. All outbound calls to the PSTN were
routed from the enterprise across the SIP trunk to the service provider.

e Phone types used for testing at the enterprise included Avaya 1100 Series IP Telephones
(SIP), Avaya 1100 Series IP Telephones (UniStim), Avaya M3904 Digital Telephones,
Avaya 2050 IP Softphone, Analog Telephones and Fax machines (Ventafax).

e Proper disconnect when the caller abandons the call before the call is answered.

e Proper disconnect during normal active call termination by the caller or the callee.

e Proper disconnect by the network for calls that are not answered (with voice mail off).
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Proper response to busy end points.

Proper response/error treatment when dialing invalid PSTN numbers.

Codecs G729 and G.711U with Voice Activity Detection (VAD) disabled.

Voice mail and DTMF tone support in both directions (RFC2833) (Leaving voice mail,
retrieving voice mail, etc.).

CallPilot Voice Mail Server (Hosted in the CS1000).

Outbound Toll-Free calls, interacting with Interactive Voice Response systems (IVR).
International calls.

Calling number and calling name blocking (Privacy).

Call Hold/Resume.

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Call Park.

Consultative Call transfers.

Station Conference.

T.38 fax support.

G.711u fax pass-through support.

Long duration calls (one hour).

Early Media transmission.

Items not supported or not tested included the following:

e Inbound toll-free and emergency (911) calls are supported but were not tested as part of
the compliance test.
e Operator assisted calls dialing 0 + 10 digits are not supported.
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2.2. Test Results

Interoperability testing of the Frontier Communications SIP Trunking service completed with
successful results for all test cases. The following observations/limitations are noted:

e Blind Call Transfer to the PSTN: Plug-in 501 was enabled in the CS1000 to allow
users to make blind call (unattended) transfers to the PSTN, even as Frontier did not
support SIP UPDATES. See Section 5.8. While the plug-in allows CS1000 users to
complete the blind call transfer operation, the PSTN user on the first leg of the call will
not hear ring back while the second PSTN phone is ringing. Once the second PSTN user
answers the call, the talk path between the two PSTN endpoints is established normally.
This is a known CS1000 limitation, in cases when UPDATES are not supported by the
service provider.

e T.38 Fax: On incoming fax calls to the enterprise, the re-INVITE to switch from voice to
T.38, which in general is sent by the receiving end, was sent by the CS1000 and the T.38
fax call was successful. On outbound fax calls from the enterprise, Frontier did not send
the T.38 re-INVITE as expected, and the T.38 fax call failed. See Annex D in [16] in the
References section for more information on T.38 call establishment procedures.
Outbound fax calls were successfully tested using the G711-passthough mode.

e Response to OPTIONS: During the compliance test, Frontier responded to OPTIONS
messages sent from the enterprise with a “403 URI not recognized” message. Since the
OPTIONS messages were used to check the status of the network connectivity to the
service provider, any response received from Frontier was sufficient to achieve that
purpose.

e Calls to Busy numbers: Frontier did not send “486 Busy Here” for calls from the
enterprise to busy PSTN numbers. Since busy tone was heard by the caller, this
observation had no direct impact to the user.

e Dialed Number Display: If a CS1000 phone places an outbound call on hold and then
retrieves it, the dialed digits are no longer shown on the phone display; the access code
for the trunk route (ACOD) is displayed instead. This is a Communication Server 1000
known issue.

e SIP header optimization: There are multiple SIP headers used by the CS1000, Session
Manager and the Avaya SBCE that at the time of the test had no particular use in the
service provider’s network. These headers were removed in order to reduce the size of
the packets entering the Frontier network.

The CS1000 multipart MIME SDP, which included the x-nt-mcdn-frag-hex, x-nt-esn5-
frag-hex, and x-nt-epid-frag was stripped out by using a Session Manager adaptation. See
Section 6.4.

In addition, the following headers were removed using Signaling Rules and a Sigma
Script in the Avaya SBCE: Alert-Info, AV-Global-Session-1D, Endpoint-View, History-
Info, P-AV-Message-1D, P-Charging-Vector, P-Location, User Agent and Remote-
Address. See Sections 7.3.2 and 7.4.1.

2.3. Support

For technical support on the Frontier Communications SIP Trunking service, use the Help and
Support links for business customers at http://www.frontier.com.
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http://www.frontier.com/

3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with the Avaya components connected to the Frontier Communications SIP
Trunking service through a public Internet high speed connection.

The components used to create the simulated customer site included:

e Avaya Communication Server 1000E (CS1000E).

e Avaya Aura® Session Manager.

e Avaya Aura® System Manager.

e Auvaya Session Border Controller for Enterprise (SBCE).
e Avaya 1100-Series IP Telephones (UniStim).

e Avaya 1100-Series Telephones (SIP).

2050 Avaya IP Softphone.

Avaya M3904 Digital telephones.

Analog Telephones.

Desktop PCs with Ventafax fax machine emulation software.
Desktop PC with administration interfaces.

In the sample configuration, the Avaya SBCE constitutes the single point of connection between
the public network and the enterprise Local Area Network, containing the Avaya Customer
Premise Equipment (CPE). The Avaya SBCE provides security for all SIP and RTP traffic
entering the private network, in addition to Network Address Translation (NAT) at both the IP
and SIP layers.

The transport protocol between the Avaya SBCE and Frontier across the public IP network is
UDP. The transport protocol between the Avaya SBCE and the enterprise Session Manager
across the enterprise IP network is TCP.

One SIP trunk group was created between the CS1000 and Session Manager to carry the traffic
to and from the service provider (two-way trunk group).

For inbound calls, the calls flowed from the service provider to the Avaya SBCE, then to Session
Manager. Session Manager used the configured dial patterns, routing policies and adaptations to
determine the recipient (in this case the CS1000) and on which link to send the call. Once the
call arrived at the CS1000, further incoming call treatment, such as incoming digit translations
and class of service restrictions are performed.

Outbound calls to the PSTN were first processed by the CS1000 for outbound treatment through
the Electronic Switched Network and class of service restrictions. Once the CS1000 selected the
proper SIP trunk, the call was routed to Session Manager. Session Manager once again used the
configured dial patterns, adaptations, and routing policies to determine the route to the Avaya
SBCE for egress to the Frontier network.
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For security reasons, any actual public IP addresses used in the configuration have been replaced
with private addresses. Similarly, any references to real routable DIDs and PSTN numbers have
also been masked to numbers that cannot be routed by the PSTN.

Service Provider

ACME SBC
. 192.168.24 12

Internet

-~ it
Avaya Aurai Enterprise
Session Manager
: B1: 172.16.167.148 Aviya
T ——
Avaya Aura® 182.168.10.32 e Bt
AL:1055.72

Systern Manager

192,166, 10.22

Avaya

17218 20,60 Communication Server 1000E

(=1 =]
= Avaya 2050 IP Softphone
- Avaya Unified Communications Management

Avaya 11XX Avaya TIXX
- Avaya Aura® Syatem Manager Administrator 2P Desk
= Avaya Session Border Controller for Enterprise IP Deskphones skphones

(UINIStim)
Avaya M3904 Adminisirator

Digital Daskphane

Analog
Deskphone

Figure 1: SIP Enterprise Solution connected to the Frontier Communications
SIP Trunking service
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component

| Version

Avaya

Avaya Communication Server 1000E running
Co-resident Call Server, Signaling Server and
Media Gateway in a single CP-MGS card.

Release 7 Issue 65 P +
DepList 1: core Issue: 01 (created:
2013-12-17 04:32:53 (est))

Signaling Server: 7.65.16.00
(Service Pack 4)

**See Service Updates & Patches
below**

on a Dell R210 V2 Server

Avaya Aura® Session Manager running on a 6.3.5P 5

HP® Proliant DL360 G7 Server. 6.3.5.0.635005

Avaya Aura® System Manager running on a 6.3.5

HP® Proliant DL360 G7 Server. Software Update Rev. 6.3.5.5.2017
Avaya Session Border Controller for Enterprise 6.2.1.007

Avaya Deskphones

1110: 0623C8T (UniStim)
1120: 0624C8T (UniStim)
1165: 0626C8T (UniStim)
1120: 04.01.15.00 (SIP)
M3904: --

Avaya 2050 IP Softphone

4.4 Service Pack 1 (Build 067)

Frontier Communications

Metaswitch CFS Soft Switch

7.3.0.00

Acme Packet Net-Net SBC

6.2m8p4

Signaling Server Service Updates & Patches:

SUs:
¢s1000-dmWeb-7.65.16.22-1.i386.000
tzdata-2013c-2.e15.i386.001
¢s1000-linuxbase-7.65.16.22-02.i386.000

€s1000-cs1000WebService_6-0-7.65.16.21-00.1386.000

€s1000-Jboss-Quantum-7.65.16.22-3.i386.000
¢s1000-pd-7.65.16.21-00.i386.000
¢s1000-shared-carrdtct-7.65.16.21-01.i386.000
¢s1000-shared-tpselect-7.65.16.21-01.i386.000
¢s1000-dbcom-7.65.16.21-00.i386.000
€s1000-patchWeb-7.65.16.22-1.i386.000
¢s1000-shared-xmsg-7.65.16.21-00.i386.000
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¢s1000-cs-7.65.P.100-02.i386.000
¢s1000-tps-7.65.16.21-11.i386.000
¢s1000-mscAnnc-7.65.16.21-02.i386.001
¢s1000-mscAttn-7.65.16.21-04.i386.001
¢s1000-mscConf-7.65.16.21-02.i386.001
¢s1000-mscMusc-7.65.16.21-02.i386.001
¢s1000-mscTone-7.65.16.21-03.i386.001
¢s1000-sps-7.65.16.21-8.i386.000
¢s1000-shared-omm-7.65.16.21-2.i386.000
¢s1000-baseWeb-7.65.16.22-1.i386.000
¢s1000-csmWeb-7.65.16.22-1.i386.000
¢s1000-gk-7.65.16.21-01.i386.000
€s1000-csoneksvrmgr-7.65.16.22-1.i386.000
¢s1000-snmp-7.65.16.21-00.i686.000
¢s1000-emWebLocal 6-0-7.65.16.22-1.i386.000
¢s1000-ftrpkg-7.65.16.22-1.i386.000
€s1000-ipsec-7.65.16.22-1.i386.000
¢s1000-vtrk-7.65.16.22-4.i386.000
€s1000-cppmUitil-7.65.16.22-1.i1686.000
¢s1000-oam-logging-7.65.16.22-3.1386.000
¢s1000-bcc-7.65.16.22-6.i386.000
cs1000-emWeb_6-0-7.65.16.22-5.i386.000
HHBHHHH T

Patches:

p31484 1

MGC Loadware:
Base loadware version: 100+

DSP1ABO07.LW
DSP2ABO07.LW
DSP3ABO7.LW
DSP4ABO0O7.LW
DSP5AB07.LW
UDTCABZ21.LW
MGCCDCO03.LW
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5. Configure Avaya Communication Server 1000E

These Application Notes assume that the basic configuration of the Avaya Communication
Server 1000 has already been completed. For further information please consult the
documentation listed in References in Section 11.

This section describes the procedures required in the CS1000 to interoperate with the Frontier
Communications SIP Trunking service, where a two-way SIP Trunk was created between the
CS1000 and Session Manager to carry traffic to and from the service provider. The section
additionally covers administration steps required for extensions used during the tests.

5.1. Login to the Avaya Communication Server 1000E

Open an instance of a web browser and connect to the Avaya Unified Communication Management
(AUCM) GUI at the following address: http://<AUCM IP address> Log in using an appropriate User
ID and Password.

User D: |

Passwaord: |

Go t central login for Single Sign-On Chanye Password
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 102
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The Avaya Unified Communications Management Elements screen is displayed. Click on the
Element Name corresponding to the CS1000 Element Type, as highlighted below.

AVAYA Avaya Unified Communications Management
Metwork Host Mame: 172.16.20.60 Software Version: 02.30.0086.00(6653)  User Name admin

Elements 4|

C51000 Serces nl
Pe Elements
Patches
SMMP Profiles Mew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name to launch its management service. You can
Secure FTP Token optionally filter the list by entering a search term

Sofware Deployment

User Services I Search I Reset

Administrative Users

External Authentication .
= o
o Zaan| DESN| DEEEE| E & @
Security [~ ElementMame Element Type = Release Address Description
Raoles
1" EMoncsik £51000 786 172.16.21.61 Mev
Palicies e element.
OEiEESs 17 colkavayalah.com (arimans Linux Base 76 17216.20.61 Hase 05
Active Sessions elernent.
Tools 3 172162162 Media Gateway Controller 7.6 172.16.21.62 iz
Logs element.

The CS1000 Element Manager System Overview page is displayed next, as shown below.

AVAYA €S1000 Element Manager

—UCM Metwork Services 21 Managing 172.16.21.61  Username: admin
-Home System Overview
-Links -
- Virtual Terminals System Overview
- System
+Alarms
- Maintenance
+ Care Equipment
- Peripheral Equipment

IP Address: 172 16.21 61

+ P Metwark
+lrterfaces Type: Avava Communication Server 1000E CPMG128 Linux
- Engineered Yalues Wersion, 4421
+Emergency Senices Release: TE5P +
+Software

- Customers

-Routes and Trunks
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5.2. Administer a Node IP Telephony
This section describes how to configure a Node IP Telephony on the CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume that the basic configuration has been completed and that a Node
has already been created. This section describes the steps for configuring a Node (Node ID 1006)
in the CS1000 IP network to work with the Frontier Communications network.

Select System = IP Network - Nodes: Servers, Media Cards. Following is the display of the
IP Telephony Nodes page. Then click on the Node ID of the CS1000 Element (i.e., 1006).

AV/-\YA C81000 Element Manager
~ UCM Hetwork Services | Managing: 172.16.21.61 Username: admin
S —— System s IP MNetwork » IP Telephony Modes
_Links IP Telephony Modes
- Virtual Terminals Click the Mode 1D to view or editits properties
- System
+Alarms
- Maintenance Add... I Import...l Expart | Delete Print | Refresh
+ Core Equipment
- Peripheral Equipment [~ Mode D Components  Enahled Applications ELARN IP Mode/TLAM IPvd4  ModefTLAN IPvE  Status
- IF: Metwork SIF Line, LTPS, IP Media i
-ENDFIESZ Sarvers. Media Cards [~ 1006 1 Serices, Gateway ( SIPGW) 172.16.2060 Synchronized
- Maintenance and Reports )
~ Media Gateways Show: [7 Modes [~ Component servers and cards v IPvE address
- Zones
- Host and Route Tables

The Node Details screen is displayed below. The Node IPv4 Address is a virtual address which
corresponds to the TLAN IP address of the Signaling Server, SIP Signaling Gateway. This IP

address will be needed when configuring Session Manager with a SIP Entity for Avaya CS1000E
later in Section 6.5.

AVAY/-\ CS1000 Element Manager
_UCM Network Services _~| Managing: 172.16.21.61 Username: admin
_Home System » IP Netwark » P Telephony Nodes » Node Details
—_Links Node Details {ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
-Virtual Terminals
-System
+Alarms X N O
_ Maintenance Mode |D: |1DDE (0-9999)
+ Core Equipment . I— + .
- Peripheral Equipment Call server IP address: [172.16.21.61 TLAM address type: & |Pyd only
- IP Metwark ' IPv4 and IPvE
- Nodes: Servers, Media Cards
- Maintenance and Reponts Embedded LAN (ELAN) T LAN (TLAN)
- Media Gateways
_Zanes Gateway IP address: I172.16.21.254 * Mode IPvd4 address: |1?2.1B.20 B0 * |
-Hostand Route Tables
- Network Address Translation Subnet mask: E55.255.255.D * Subnet mask: |§55.255.255.D *
- Qo2 Thresholds
- Personal Directaries .
- Unicode Name Directory Mode IFvG address: I Ll
+Intedaces X
- Engineered Values IRERPITEE] D, ﬂl
+Emergency Services
+ Software Associated Signaling Servers & Cards
- Customers
-Routes and Trunks i ISeIect toadd =|  Add | Rernove | hake Leader Print | Refresh
- Routes and Trunks
~D-Channels [~ Hosthame = Type Deployed Applications ELAN IP TLAN IPv4 Role
- Digital Trunk Interface - SIP Line LTPS. Gat FD —_ i
o . ine, , Gateway, PD,
- Dialing and Humbering Plans . . K Ny
_Elactranic Switched Metwork ™ es1k Signaling_Server Pres_ence Fublisher, IF Media 172.16.21 61 172.16.20.61 Leader
Elovihla "oda Boctriction Senices
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5.2.2. Administer Terminal Proxy Server
On the Node Details page, scroll down and select the Terminal Proxy Server (TPS) link as

shown below.

- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
- Modes: Servers, Media Cards
- laintenance and Reports
- Media Gateways
- Zones
- Host and Route Tahles
- Metwork Address Translation
- @08 Thresholds
- Personal Directaries
- Unicode Mame Directary
+Interfaces
- Engineered Yalues

Subnet mask: E55.255.255.E| *

IP Telephony Node Properties
Woice Gateway (YGW) and Codecs
Quality of Service (G105
LA
SNTP
Numbering Zones

MCDM Aternative Routing Treatment (MALTY Causes

* Reguired Yalus.

AVAYA CS1000 Element Manager
_ UCM Network Services _+| Managing: 172.16.21.61 Username: admin
_Home System » IP Metwork s P Telephony Modes » Mode Detailz
_Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway [ SIPGw )
-Virtual Terminals
- System
+Alarms Al

Subnet mask: E55.255.255.E| *

Mode IPvE address: |

Applications {click to edit configuration)

SIP Line

Terminal Privy Server

Atewa

Fresence Publisher
IP Media Services

.
.
.
+ Personal Directaries (PO)
.
.

-

Cancel |

The UNIStim Line Terminal Proxy Server (LTPS) Configuration Details screen is displayed
below. Check the Enable proxy service on this node check box and then click Save.

- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards
- Maintenance and Reports
-Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation
- @0S Thresholds
-Personal Directories
- Unicode Mame Directary
+Interfaces
- Engineered Yalues
+Emergency Services
+ Software
-Customers
-Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
-Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexihle Code Restriction

LIMIStim Line Terminal Proxy SENElZ [V Enahle proxy service on this node

Firmware

DTLS

AVAyA CS1000 Element Manager
_UCM Network Services _~| Managing: 172.16.21.61 Username: admin
_Home System = IP Metwaork = P Telephony Modes » Mode Details » UMIStim Line Terminal Proxy Server (LTPS) Configuration
_Links Node ID: 1006 - UNIStim Line Terminal Proxy Server (LTPS) Configuration Details
- Virtual Terminals
_m?ms Firmware | DTLS | Metwork Connect Senver

IP address: 0.0.0.0

Full file path: Iduwnluadfﬁrmwa
Server AccountUser [D: I—
Password: I

DTLS paolicy: | Off -

Network Connect Server

Prirman hohanrl cannact camar (T ARN IR addrace: ‘ nnn

* Required Yalue.

Options: [T Client authentication

[T Periodic re-keying

Maote: Changes made on this page will MOT be

transmitted until the Node iz also saved.

[~
Save | Cancell

MAA; Reviewed:
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5.2.3. Administer Quality of Service (QoS)

On the Node Details page, scroll down on the top window and select the Quality of Service
(QoS) link as shown below.

- hlaintenance

+ Core Equipment

- Peripheral Equipment
- IP Metwork

- Maintenance and Reports
- Media Gateways

- Zones

- Host and Route Tahles

- G0g Threshalds

- Personal Directories

- Unicode Mame Directory
+Interfaces
- Engineered Values

AVAYA CS1000 Element Manager

_UCM Network Services 4| Managing: 172.16.21.61 Username: admin

_Home System = IP Metwork » P Telephony Modes » Node Details

_Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw ))
-Wirtual Terminals

- System
+Alarms

- Modes: Servers, Media Cards IP Telephony Node Properties Applications (chick to edit configuration)

- Metwork Address Translation

Subnet mask: E55.255.255.D * Subnet mask: E55.255.255.D * _I

Mode IPv address: |

e Yoice Gateway (VGW) and Codecs
o Guality of Service (Go5)

® LAl
e SNTP
e Mumbering Fones

e MCDMN Aternative Routing Treatrment (MALT) Causes

SIP Line

Terminal Proxy Server (TPS
Gatewray (SIPGw)

Personal Directaries (PDY
Presence Publisher

|P Media Services

-

* Required Walue, Cancel |

The Quality of Service (QoS) screen shown below will be displayed. Default Diffserv
Codepoint (DSCP) values were used during the tests. Click the Save button.

- Maintenance

+ Core Equipment

- Peripheral Equipment
- IP Metwark

- Maintenance and Reports
- Media Gateways

- Zones

- Host and Route Tahles

- QoS Thresholds
- Personal Directories
- Unicode Name Directary
+Interfaces
- Engineered ¥alues
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Elgctronic Switched Matwork

AVAYA CS1000 Element Manager
_UCM Network Services _~| Managing: 172.16.21.61 Username: admin
_Home Syatem s IP Metwork » IP Telephony Modes » Node Details » Quality of Service (205
_Links Node ID: 1006 - Quality of Service {Q03)
-Yirtual Terminals
- System
+Alarms Diffserv Codepoint (DSCP)

- Modes: Servers, Media Cards Voice packets: IZB (0-63)

- MNetwork Address Translation

Enable Avaya automatic QoS: [T

Contral packets: |dD (0-E3)

WLAN tagging: [ 80210 support

802.1Q bits value (302.1P): E (0-7)

i Mate: Changes made on this page will NOT be m Cancel
. |
(e el transmitted until the Mode is also saved. -

MAA; Reviewed:
SPOC 3/21/2014
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5.2.4. Voice Gateway and Codecs
Frontier Communications supports codecs G.711U and G.729A with Voice Activity Detection

(VAD) disabled.

On the Node Details page, scroll down on the top window and select Voice Gateway (VGW)
and Codecs as shown.

- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahbles
- Metwork Address Translation
-G0S Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Yalues

AV/-\yA CS1000 Element Manager
_UCM Network Services _~| Managing: 172.16.21.61 Username: admin
_Home Svystem » IP Network » [P Telephony Modes » Node Details
_Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw ))
-Yirtual Terminals
-System
+Alarms ;I

Subnet mask: E55.255.255.D * Subnet mask: E55.255.255.D *

Mode IPvE address: |

IP Telept

Woice Gateway (VG
[]

Hode Properties
and Codecs

Applications {click to edit configuration)
SIP Line
Terminal Proxy Server (TPS)
Gateway (SIP G
Fersonal Directories (PDY
Presence Publisher
IP tedia Serwices

.
« SNTP

« Numbering Fones

* MCDM Aternative Routing Treatment (MALTY Causes

Kl

Save | Cancell

* Required Yalue.

The Voice Gateway (VGW) and Codec screen is displayed. Scroll down to the Voice Codecs
area and set the parameters for codec G.711. Note that Codec G711 is enabled by default.
Ensure that Voice Activity Detection (VAD) is unchecked.

AVAyA CS1000 Element Manager
_UCM Network Services 4| Managing: 172.16.21.61 Username: admin
_Home Syatem : P Metwork » P Telephony Nodes » Mode Details » Y3EW and Codecs
_Links MNode ID: 1006 - Voice Gateway (VGW) and Codecs
-Yirtual Terminals
=S General | ¥oice Codecs | Fax
+Alarms
- Maintenance Voice Codecs |
+ Core Equipment radec GT11: Enahled irad
- Peripheral Equipment neee * [ Enabled {required)
- |P Metwark Vaoice payload size: |20 = | imilizeconds per frame
- Nodes: Servers, Wedia Cards
- Maintenance and Reports oice playout (itter butfer) delay: IdD vl IBD vl [millizeconds)
- Media Gateways Maminal Maximurm
-Zones . . . .
— Mt 1) e Tefiles E:g;rr;nim delay may be automatically adjusted hased an nominal
- Network Address Translation gs
— QoS Thresholds | [~ Woice Activity Detection (/ADY
- Personal Directories .
- Unicode Mame Directary Codec G722: [ Enabled
+Interfaces Woice payload size: |20 | (miliseconds per frame)
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 102
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The values for the G729 Voice Codec are shown. Ensure that Codec G729 is checked and Voice
Activity Detection (VAD) is unchecked as shown below.

- Maintenance

+ Core Equipment

- Peripheral Equipment
- IP Metwark

- Maintenance and Reports

- Media Gateways

-Zones

- Hostand Route Tahles

- Metwork Address Translation
- @05 Thresholds

- Personal Directories

= Unicode Mame Directory

- Modes: Servers, Wedia Cards

AVAYA €S1000 Element Manager
_UCM Network Senvices | Managing: 172.16.21.61 Username: admin
_Home System = IP Metwork » IP Telephony Nodes » Mode Details » VGV and Codecs
_Links Node ID: 1006 - Voice Gateway (VGW) and Codecs
-Yirtual Terminals
=S General | Yoice Codecs | Fax
+pAlarms

| codec 6729: @ Enabled |

Yoice payload size:

Woice playvout jitter buffer) delay: |4D 'l 80 =| imilizeconds)
Mominal Maximum

haximum delay may be automatically adjusted based on naminal
settings.

| [~ Woice Activity Detection (/AD)
Codec G723.1: [~ Enahled
Woice payload size: 30 (milizeconds per frame)

20 =| imilizeconds per frame)

During the compliance test, Frontier supported T.38 fax calls on the inbound direction to the
CS1000 and allowed G711U pass-through fax calls on outbound calls to the PSTN.

Scroll down to the Fax section. The screen below shows the default parameters used for T.38 fax
in the reference configuration.

- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahbles
- Metwork Address Translation
-G0S Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Yalues
+Emergency Services
+ Software
-Customers

- Routes and Trunks

- D-Channels

- Digital Trunk Interface
-Dialing and Humbering Plans

- Electronic Switched MNetwork

- Flexible Code Restriction

-Routes and Trunks b

AV/-\VA CS1000 Element Manager
_UCM Network Services _~| Managing: 172.16.21.61 Username: admin
_Home System w IP Metwork = [P Telephony Modes » Mode Details » WG and Codecs
_Links Node ID: 10086 - Voice Gateway (WVGW) and Codecs
=Yirtual Terminals
=~EEE General | Woice Codecs | Fax
+Alarms

Codec G723.1: [~ Enabled
Voice payload size: 30 (millzeconds per frame)
woice playout Jitter buffer) delay: lﬂ 120 = | (milizeconds)
Maminal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

Coding rate: |53 = (kbps)

Codec name: T.38 FAX

Maimurm rate: |1114DD vl (hp=)
Fax TCF method: |2 'l

Fax playout nominal delay: |1 oo (0 - 300 milizeconds)
FAX no activity timeout: ED (10 - 32000 milizeconds)

Packet size: |30 | ibps)

Mote: Changes made on thiz page will NOT be

Required Vale. tranzmitted uritil the Mode is alzo saved.

Cancel |

=
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Scroll up to the General section, and ensure that the boxes for Modem/Fax Pass Through and
V.21 Fax tone detection are checked. Click the Save button.

AVAYA

- UCM Network Services
-Home
-Links
=Yirtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwaork
-Modes: Servers, Media Cards
- Waintenance and Reports
- Media Gateways
-Zones
-Host and Route Tahbles
- Metwork Address Translation
- @05 Thresholds
-Personal Directories
- Unicode Mame Directary
+Interfaces
- Engineered Yalues
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork

Flavibhla toda Pactrictinm

CS1000 Element Manager

_~| Managing: 172.16.21.61 Username: admin

System = IP Network » P Telephony Nodes » MNode Details » WGEW and Codecs

MNode ID: 1006 - Voice Gateway (VGYW) and Codecs

General | Woice Codecs | Fax

General

Voice Codecs

* Reguired alue.

Echo cancellation

Woice activity detection threshold

Idle naoise level:

Signaling options:

W Use canceller, with tail delay: [128 =

¥ Dynamic attenuation

|:1? (-20 - +10 DBM)
FES (-327 - +327 DBM)

[ DTMF tone detection
[T Low latency mode

¥ Remove DTMF delay (squelch DTMF from TDM to IF3

¥ ModermiFax pass-through
W .21 Faxtone detection

Codec G711:

[~ R factor caleulation

[¥ Enahled {required)

Woice payload size: |20 = | imilizeconds per frame)

Woice nlavout fitter buffer delav: |dﬂ vl AN =l rmiliseconds’

Mote: Changes made on thiz page will NOT be
tranemitted Lrtil the bode is alen saved

=
Save I Cancell
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5.2.5. SIP Gateway
On the Node Details page, scroll down on the top window and select Gateway (SIPGw).

- Maintenance

+ Core Equipment

- Peripheral Equipment
- IF Metwark

- Maintenance and Reports

- Wedia Gateways

-Zones

-Host and Route Tahles

- Metwork Address Translation

- @08 Thresholds

-Persanal Directaries

- Unicode Mame Directary
+Interfaces

-Modes: Servers, Media Cards

AVAyA CS1000 Element Manager
~UCM Hetwork Services _~| Managing: 172.16.21.61 Username: admin
_Home System = IP Metwaork = P Telephony Modes » Node Details
_Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
- Virtual Terminals
-System
+Alarms ;l

Subnet mask: E55.255.255.D *

IP Telephony Node Properties
Woice Gateway (VGW) and Codecs
Guality of Service (GoS)
LAN
SHTP
Mumbering Fones
MCDM Aternative Routing Treatment (MALTY Causes

* Required Value,

Subnet mask: ESS.QSS.ZSSD *

Mode IPvE address: |

Applications {click to edit configuration)
e SIP Line
» Terminal Proxy Server (TPS
Gateway (SIPGw)
o Personal Directories (PO
» Presence Publisher
o [P Media Services

-

- Engineered Values

Cancel |

Under the General tab of the Virtual Trunk Gateway Configuration Details screen, enter the

following values. Use default values for the remaining fields.
e Vitrk gateway application: Select SIP Gateway (SIPGw).

e SIP domain name: Enter the SIP domain for the customer network. In the sample

configuration, avaya.lab.com was used.
e Local SIP port: Gateway listening port. Port 5087 was used.
e Gateway endpoint name: Enter a descriptive name.

e Application node ID: Node 1006 is used, as previously seen in Section 5.2.1.

Node ID: 1006 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Settings | SIP Gateway Services

wvirk gatewsay application: ¥ Enable gateway serice on this node

Application node 1D: [1006 * (0-3944)

Enable failsafe NRS: [T

Mote: FailZate MRS will be enabled only on those servers in
the node where MRS application iz not deployed.

General irtual Trunk Network Health Monitor
Wirk gateway application: |SIF' Gateway (SIPGw) j
[T Monitor [P addresses (listed below)

SIP domain name: |a\raya.lah.c0m * . _ _
Infarmation will be captured for the IP addresses listed
below,

Local SIP port: [5087 *(1 - 65535) e
honitor [P: Add
Gateway endpoint name: ICS1KGateway * )
Manitor addresses:
Gateway password: I *

Femove |

. : Mote: Changes made on this page will NOT he
REEIEE WELLE. transmitted until the Mode is alzo saved. Save | cancel |
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Click on the SIP Gateway Settings tab. Enter the following parameters under Proxy Server

Route 1. Use default values for remaining fields.

e Primary TLAN IP address: Enter the IP address of the Session Manager signaling

interface. In the sample configuration this is 192.168.10.32.

e Port: Enter the port where SIP traffic will be sent to Session Manager. Port 5087 was

used.
e Transport protocol: UDP was used.

e Options: Leave both Support registration and Primary CDS proxy boxes unchecked.

General |!SIF' Gateway Seﬂinqs!l SIP Gateway Services

Primary TLAM IP address: |192_168.1D.32

The IP address can have either IPv3 ar IPVE format basedfon the walue of "TLAN
address type"

Port: IEDB? (1 - B5533)
Transport protocol: IUDF' vI

Options: [~ Support registration

Proxy Server Route 1:

[~ Prirmary COS proxy

Secondary TLAMN |P address: II:I.D.EI.EI

The IP address can have either IPv4 ar IPvE format based on the walue of "TLAKN
address type"

[ |

Scroll down and repeat these steps for the Proxy Server Route 2.

General | EIP Gateway Settings | SIP Gateway Services
URLUTES. || SUPRUTLTEQESIELIUn

[~ Tertiary CDS proxy

Prirnary TLAM IP address: |192_168.1D.32

The IP address can have either IPv4 or IPvE format bazedon the value of "TLARN
address type"

Port: IEDEE? (1 - B5535]
Transport protocal: IUDF' vl

Options: [T Registration not supported
[~ Primary CDS proxy

Proxy Server Route 2:

CLID Presentation:

Coauntry code (CCCY: |1

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes
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Scroll down to the SIP URI Map section. The entries shown below are the default values, used
during the compliance test. Click the Save button.

General | SIP Gateway Settings | SIP Gateway Services

National (NN: [0 | Al

International: |E| |

SIP URI Map:
Fublic E-164 domain names Frivate domain names
Mational: | LDP: |uu:|p
Subscriber. | CDF: |cdp.udp
pecial number. |[PublicSpecial Special number: |PrivateSpecial
Unknown: |F'uh|icUnknuwn Yacant number: |F'rivateUnknnwn J
Unknown: |UnknnwnUnknuwn
SIP Gateway Senvices

SIP Converged Desktop: [~ Enable CD service

Service DN: I Idzed for making v TRK call from agent.
Converged telephone call foreward DR I ﬂ

Maote: Changes made on this page swill NOT be B | cancel |

N .
RS YEllE: transmitted urtil the Mode is also saved.
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5.2.6. Synchronize the Node Configuration

After completing the previous section, the screen returns to the Node Details page shown below.
Click the Save button.

AVAYA

Cs1000 Element Manager

- UCM Network Services
-Home
-Links
- ¥irtual Terminals
- Systemn
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tahles
- Metwark Address Translation
- @03 Thresholds
- Personal Directories
- Unicade MName Directary
+Interfaces
- Engineered Yalues
+ Frmernency Service

_~| Managing: 172.16.21.61 Username: admin

System » IP Metwork » [P Telephony Modes » Mode Details
Mode Details (ID; 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))

Mode ID: |1 0oE *(0-9949) =
Call server IP address: |172 16.21.61 *

TLAM address tipe: & |pyd only
' IPy4 and IPv6

Embedded LAN (ELAN)

Gateway IP address: |172.16.21.254 *
Subnet mask: E55.255.255.D *

Telephony LAN (TLAN)

Mode IPv4 address: I1?2 16.20.60 *
Subnet mask: ESS 2552550 ¢

Node IPvE address: |

* Required Yalus.

The Node Saved screen is displayed. Click on the Transfer Now button.

AVAYA

CS1000 Element Manager

- UCM Network Services
- Home
-Links
-Virtual Terminals
- System
+Alarms
-Maintenance
+Core Equipment
- Peripheral Equipment
- IP Matwork

- Maintenance and Reports
- Media Gateways
-Zanes

4| Managing: 172.16.21.61 Username: admin

- Nodes: Servers, Media Cards

System » IP Metwork » IP Telephony Modes » Mode Saved

MNode Saved

Mode ID: 1006 has been saved on the call server.

The new configuration must also be transferred to associated servers and media cards.

| Transfer Mow... |\J'Ju will be given an option 10 selectindividual servers, or fransfer to all.

Show Modes

|Y0u may initiate a transfer manually at a later time.

The Synchronize Configuration Files screen is displayed. Check the Signaling Server checkbox
and click on Start Sync. The Synchronization Status field will update from Sync required (as
shown on the next page) to Synchronized (not shown). After synchronization completes, check
the Signaling Server check box and click on the Restart Applications.

- Maintenance
+Core Equiprnent
- Petipheral Equipment
~ 1P Metwark
- Modes: Servers, Media Cards
- Maintenance and Repors
- Media Gateways
- Zones
- Host and Route Tables
- Metwork Address Translation
- QoS Thresholds
- Personal Directories

AVAVA CS1000 Element Manager
— UCM Network Services _~| Managing: 172.16.21.61 Username: admin
_Home System = IP Metwork » IP Telephony Nodes » Synchronize Configuration Files
_Links Synchronize Configuration Files (Node ID <1008}
-Virtual Terminals
- +A|a?ms |NDlEZ Select compaonents to synchronize their configuration files with call server data. This process transfers server INIHfiles to selected

cormponents, and requires a restan® of applications on affected server(s) when complete.

| Start Sync Il Cance\” Restart Applications "

| I

Frint | Refresh

¥ Hosthame Type Applications Synchronization Status
SIP Line, LTPS,
calk Signaling_Server Gateway, PD,

Syne reguired

Fresence Publisher,

IP Media Semices

* Application restart is only required for inttial system configuration or if changes have been made to general LAN configurstions, SNTP settings, SIP and

H323 Gatewvay settings, network connectivity related parameters like ports and IP address, enabling or disabling services, or adding or removing application
SEFVErS.
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5.3. Administer Virtual Super-Loop

Select System - Core Equipments - Superloops from the left pane to display the
Superloops screen. If the Superloop does not exist, click “Add” button to create a new one. In
the sample configuration, Superloop 4 is used by the Media Gateway, Superloop 8 is used by the
IP phones and Superloop 48 is used by virtual SIP trunks.

AVAyA CS1000 Element Manager
-UCM Network Services 2! Wenaging: 172.46.21.61  Username: admin
-Home System » Core Equipment » Superloops
-Links
~Virtual Terminals Superloops
- System
+Alarms
- Maintenance Add.. Delete Refresh
- Core Equipment —I —I
-Loops Superloop Mumber & Superloop Type
- Superloops
- MSDLMISP Cards B IPMG
- Conference/TDSMultifrequen 20 g Wirtual
-Tone Senders and Detectors 3012 wirtual
- Peripheral Equipment
_IF Network 4 18 Phantorm
- Modes: Servers, Media Cards |5 48 Yittual |
- Maintenance and Reports BT 5D virtual
-Media Gateways

5.4. Enable Voice Codec on Media Gateways.

From the left menu of the Element Manager page, select System = IP Network - Media
Gateways. Click the link under the Type field on the Media Gateway to be modified.

AVAYA CS1000 Element Manager
- UCM Network Services = Managing: 172.16.21.61 Username: admin
—Home System = IP Metwork » Media Gateways
-Links

- Virtual Terminals Media Gateways
- System

+Alarms

- Maintenance - : :
- Core Eguipment Add... | Digital Trunking... | Febaot | Lelete | Wirtual Terminal ||More Actions 'l Refresh
-Loops
-Supetloops
-MSDLMISP Cards
- Conference/TDSMultifrequen c 004100 17218.21.62 v UG
- Tone Senders and Detectors
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards
-Maintenance and Reports
- Media Gateways
-Zones

IPMG IP Address Zone Twne

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 102
SPOC 3/21/2014 ©2014 Avaya Inc. All Rights Reserved. Fr_CS1K76SMSBCE



Under VGW and IP phone codec profile ensure that the boxes for Enable modem/fax pass
through mode and Enable V.21 FAX tone detection are checked.

AVAYA

-Home
-Links
- Yirtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
-MSDLMISP Cards
- Caonference/TDSiMultifrequen
- Tone Senders and Detectors
- Peripheral Equipment
- IP Metwark
-Modes: Servers, Media Cards
-Maintenance and Reports
- hiedia Gateways
- Zones
-Host and Route Tables
- Network Address Translation

CS1000 Element Manager

- Qo5 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Yalues
+Emergency Services
+ Sofhware
- Customers
- Routes and Trunks
- Routes and Trunks

- UCM Network Services = ‘I

-VGW and IP phone codec profile

Enable echo canceller [

Echo canceller tail delay I 128 'I ( milliseconds)

Enable dynamic attenuation

Voice activity detection threshold IT (0-4DBEN )
Idle noise level ID

R factor calculation

(0-1DBN)

DTMF tone detection
Enable low latency mode

Remove DTMF delay {(squelch DTMF from TDM to IP)

Enable modem/fax pass through mode

Enable V.21 FAX tone detection

-
W~
-
p
W
p

Fax TCF method [2 v]

FAX maxzimum rate |144DD 'l (bps)

FAX playout nominal delay [100

[0- 300 milliseconds )

FAX no activity timeout |2D (10 - 32000 milliseconds )

FAX packet size IBD -

Scroll down and expand the Codec G711 section. Note that G711 is enabled by default. Uncheck
VAD for codec G711. Expand Codec G729A, ensure that the Select box is checked for Codec
G729A and uncheck VAD for codec G729A as shown below. Scroll down to the bottom of the
page and click Save (hot shown).

AVAYA

- UCM Network Services
-Home
-Links
-Yirtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDUMISF Cards
- Conference/TDSiMultifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation
-G0S Thresholds
- Personal Directories
- Unicode Name Directary
+Interfaces
- Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks

| v

CS1000 Element Manager

-Codec G711 Select [
Codec name G711

Voice payload size |20 ¥| maframe)

Voice playout jitter buffer) nominal delay |40 -
Modifications may cause changes to dependent settings
Yoice playout {jitter buffer) maximum delay |80 -

todifications may cause changes to dependent settings

Codec name G7294

-Codec G7294

Voice payload size |20 ¥| maframe)

Voice playout jitter buffer) nominal delay |40 -
todifications may cause changes to dependent settings
Yoice playout {jitter buffer) maximum delay |80 -

todifications may cause changes to dependent settings

+Codec G723.1 Select [~

+Codec T38 FAX Select [

MAA; Reviewed:
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5.5. Administer Zones and Bandwidth

Zone configuration can be used to control codec selection and bandwidth management. To
configure, select System = IP Network = Zones on the left panel. Click on Bandwidth Zones

as shown below.

-Maintenance

- Core Equipment
-Loops
- Superloops
- MSDLMISP Cards
- Conference/TDSiMultifrequen
-Tone Senders and Detectors

- Peripheral Equipment

- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- hMedia Gateways
-Zones

L -—Hostand Route Tables

AVAy/-\ CS1000 Element Manager

- UCM Network Services = Managing: 172.16.21.61  Uszername: admin

-Home System » [P Metwork » Zones

-Links
- Vitual Terminals Zones

—S):‘Ttem Zones are used to group related information for either bandwidth ar dial plan numbering purposes.
+Alarms

Bandwidth Zones

Bandwidth zones are used for alternate routing of calls hetween P stations and alsa for bandwidth management.

Numbering Zones
Mumbering zones are used to route calls through a centralized call server.

On the Bandwidth Zones screen (not shown), select Add to create a new zone, or select a
specific zone and click on Edit and Zone Basic Properties and Bandwidth Management (not
shown) to modify an existing one.

MAA; Reviewed:
SPOC 3/21/2014
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5.5.1. Bandwidth Zones for virtual SIP trunks

The screen below shows the settings for zone 2, used by the virtual trunk to the service provider.
The INTRA _STGY and INTER_STGY fields are set to Best Bandwidth (BB). By setting this,
codec G.729 is preferred over codec G.711 on calls over the virtual trunk, which was the codec
order preferred by Frontier. ZBRN is set to VRTK.

- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwark
- Modes: Servers, Media Cards
- Waintenance and Reparts
- Media Gateways
-Zones
-Huost and Route Tahbles
- Metwork Address Translation
- (03 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Software
- Customers
—Routes and Trunks

AVAYA CS1000 Element Manager
- UCM Network Services | Managing 172.16.21.61  Username: sdmin
—Home System » IP Metwork » Zones » Bandwidih Zones » Bandwidth Zones 2 » Edit Bandwidth Zone » Zone Basic Property and Bandwicth Management
-Links
- Virtual Terminals Zone Basic Property and Bandwidth Management
- System
+Alarms

Input Description Input Value

| Zone Number {ZOME): |2 | (4-8000%

Intrazone Bandwidth (INTRA_BW): |1000000

(0 - 10000000 )

| intrazone Strategy (INTRA_STGY): | Best Bandwidth (B8) = |

Interzone Bandwidth (INTER_BwW): |1000000 (0 - 10000000 )

| Interzone Strategy (INTER_STGY): IElest Bandwidth {BB) j |

Resource Type (RES_TYPE): | Shared (SHARED) «

| Zone Intent ZBRN): [WTRIK (vTRIG ~| |
Description (ZDES): [V TRKZONE_G729_FIRST

Submit | Refresh | Cancel |

The screen below shows the settings for zone 4, which was alternatively used during the
compliance test for the verification of voice codec G.711U. In this case the INTRA_STGY and
INTER_STGY fields are set to Best Quality (BQ). By setting this, codec G.711 is preferred
over codec G.729 on calls over the virtual trunk.

- Maintenance
+ Care Eguipment
- Peripheral Equipment
- IP Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
- Zones
- Host and Route Tahles
- Metwork Address Translation
-G0S Threshalds
- Persanal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Semwvices
+ Software
- Customers

AVAYA CS1000 Element Manager
- UCM Hetwork Services 21 Managing: 172.16.21.61  Username: admin
—Home System » IP Netwaork » Zones » Bandwidth Zones » Zone Basic Property and Bandhwicth Managemert
-Links
- ¥irtual Terminals Zone Basic Property and Bandwidth Management
-System
+Alarms

—RBnutes and Trunks

*Required value.

Input Description Input Value

Zone Number (ZONE): |4 = |(1 - 80007

Intrazone Bandwidth INTRA_BW): [1000000 | (0. 10000000+
Best Quality By 7] |
1000000
Best Guality (BED

| Intrazone Strategy (INTRA_STGY):

Interzone Bandwidth {INTER_BWv): (0 - 10000000 3

= |
Shared (SHARED) x|
| Zone Intent (ZBRN): |VTRK (vTRK) x| |

| Interzone Strategy (INTER_STGY):

Resource Type (RES_TYPE)

Description (ZDES): |\/TRK_Zone_G71 1_First

Save | Cancell

MAA; Reviewed:
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5.5.2. Bandwidth Zones for IP Telephones

Two bandwidth zones (zones 1 and 5) were similarly created for the use of IP telephones in the
CS1000.

The screen below shows the settings for zone 5, which uses G.711 as the preferred codec. The

INTRA_STGY and INTER_STGY fields are set to Best Quality (BQ). ZBRN is set to MO for
IP telephones.

AVAYA €S1000 Element Manager
-UCM Network Services 2| Managing: 17216.21.61  Username: admin
_Home System = P Network » Zones » Bandwidth Zones » Bandwidth Zones 5 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Managemert
-Links - -
- virtual Terminals Zone Basic Property and Bandwidth Management
- System
+Alarms
- Maintenance Input Description Input Value
+Core Equipment
- Peripheral Equipment | Zone Number (ZONE): |5 l (1. 8000
- IP MNetwork N
- Nodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): |1000000 (0 - 10000000 )
B mz‘d”“aegzr:;vi:;: IR [ ntrazone Strateqy (NTRA_STGY): [Eest dualy 5@) =] |
- Zones Interzone Bandwidth (NTER_BW): [1000000
-Hostand Route Tahles ! B £0- 1onoooon»
- Network Address Translation Interzone Strategy (INTER_STGY): | Best Quality (Ba)  ~| |
- Qo8 Thresholds
—Persaonal Directaries Resource Type (RES_TYPE): | Shared (SHARED) ~
- Unicode Name Directary . =
e | Zone Intent (ZBRNJ: [MO (D) | I
-Engineated Yalues Description (ZDES): ||PPHONES_G?1 1_FIRST
+Emergency Services
+Software Location Name (ZNAME): |
- Customers
_ Routes and Trunks = Reserved BW Block Size (RESERVED_BWY_SIZE): |1 (200 - Ge9mEes )
- Routes and Trunks
-D-Channels
- Digital Trunk Interface Submit I Refresh | Cancel |

The screen below shows the settings for zone 1, which uses G.729 as the preferred codec. The

INTRA_STGY and INTER_STGY fields are set to Best Bandwidth (BB). ZBRN is set to MO
for IP telephones.

AVAYA CS1000 Element Manager
- ICM Network Services Managing: 172.16.21.61  Username: admin
- Home System » P Metwork » Zones » Bandwidth Zones » Bandwidth Zones 1 » Edit Bandwidth Tone » 7one Basic Property and Bandwicth Management
-Links
- Virtual Terminals Zane Basic Property and Bandwidth Management
- System
+Alarms
-Maintenance Input Description Input Value
+ Core Equipment
- Peripheral Equipment Zohe Number (ZONE): |1 4 (1-8000)
~ P Metwork )
- Nodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): 1000000 {0 - 10000000 )
- Maintenance and Reports - =
 lE E e | Intrazone Strategy (INTRA_STGY): | Best Bandwidth (B8) ~] |
-Zones Interzane Bandwicth (INTER_BW): 1000000
- Host and Route Tables ! S (0~ 100000
- Metwork Address Translation (M | Interzone Strategy (INTER_STGY): | Best Bandwidth (BE) j |
- Qo8 Thresholds
_Persanal Directorles Resource Type (RES_TYPE): | Shared (SHARED) = |
- Unicode Mame Directory " =
I o | Zone Intent (ZBRN): | WO (MO) ~[ ]
-Engineered Yalues Description (ZDES): |IPPHONE57G?2§LFIRST
+Emergency Services
+Software Location Name (ZNAME): |
- Customers .
+ Routes and Trunks Reserved BW Block Size (RESERVED_BW_SIZE): [0 (200 - conogan )
+Dialing and Numbering Plans
+Phones Submit Refresh Caneel
+Tools
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5.6. Virtual D Channel, Routes and Trunks

5.6.1. Administer Virtual D-Channel

Select Routes and Trunks - D-Channels from the left pane to display the D-Channels
screen. In the Choose a D-Channel Number field, select an available D-channel from the
drop-down list as shown below. Click on the to Add button.

AV/-\y/-\ CS1000 Element Manager
- Media Gateways 21 Managing: 172.16.21.61 Username: admin
-Zones Routes and Trunks » D-Channels

-Host and Route Tables
- Metwaork Address Translation

- Q08 Thresholds D-Channels
- Personal Directaries
- Unicode Mame Directory
+Interfaces Maintenance
e oess D-Channel Diagnostics (LD 98)
+ Software Metwark and Peripheral Equipment (LD 32, Virtual D-Channels)
 EISTITETS MSDL Diagnostics (LD 96)
TMDI Diagnostics (LD 96)
-Routes and Trunks D-Channel Expansion Disgnostics (LD 48
-Routes and Trunks
-D-Channels )
- Digital Trunk Interface Configuration

- Dialing and Humbering Plans
- Electranic Switched MNetwork
- Flexible Code Restriction Choose a D-Channel Number:[1 =] andtype: [DCH [v|| to Add |

- Incoming Digit Translation

_?rg::mes - Channel:0 Type: DCH Card Type: DCIP Description: VolP Edit|
-Repaorts . ;
i - Channel: 96 Type: DCH Card Type: DCIP Description: SIPL_DCH Ed|t|
= ist:
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The D-Channels 0 Property Configuration screen is displayed next. The screen below shows
the settings for D-Channel 0, added for testing. Enter the following values for the specified
fields.

D channel Card Type (CTYP): D-Channel is over IP (DCIP).
Designator (DES): A descriptive name.

Interface type for D-channel (IFC): Meridian Meridianl (SL1).
Meridian 1 node type: Slave to the controller (USR).

Release ID of the switch at the far end (RLS): 25.

AVAYA €S1000 Element Manager

- Media Gateways +| D-Channels 0 Property Configuration [

- Zones
- Host and Route Tahles
- Metwork Address Translation

— QoS Threshalds -Basic Configuration

- Persanal Directories Input Description Input VYalue
- Unicode Marme Directory Action Device And Nurmber (ADANY: [DCH

+Interfaces

- Engineered Yalues D channel CardType:|DC|P

+ Emergency Services
+ Sofware Designator: valP

- Customers Recoveryto Primary [

-Routes and Trunks
- Routes and Trunks FRIloop number for Backup D-channel:
- D-Channels
- Digital Trunk Interface User:|Integrated Services Signaling Link Dedicated (ISLD)j *
-Dialing and Numbering Plans Interface type for D-channel: | Meridian Meridian1 (SL1) j |
- Electronic Switched Netwark
_ Flexible Code Restriction Country: | ETS 300 =102 basic pratocal {ETS[ j

- Incoming Digit Translation D-Channel PRI laop nummber: l—
-Phones
- Templates Primary Rate Interface: more PRI |

- Reports
- Wiews Secondary PRIZ loops:
- Lists — -
- Propeties Meridian 1 node type: | Slave to the controller (USR) j
- Migration Release |0 afthe switch at the far end: [ 25 'l
-Tools —
+Backup and Restore Central Office switch type: | 100% compatible with Bellcore standard {STD) j
: E;;Z?%ngsns Integrated Sernices Sianaling Link Maximuam: [4000 Range: 1 - 4000
-Security Signalling server resource capacity: | 3700 Range: 0 - 3700

On the previous screen, scroll down and expand the Basic options (BSCOPT) section. Click on
the Edit button for the Remote Capabilities attribute as shown below.

Primary D-channel for a backup DCH:| Range: 0 - 254
- PIME customernumber:l_;,
- Progress signal:l j
- Calling Line Identification : | =]
- Qutput request Buffers: Iﬂ
- D-channel transmission Rate: | A6 kirs when LCMT is Akl (BEK) j

- Channel Megotiation option: | Mo alternative acceptable, exclusive. (1) j
- Remote Capahilities: Editl |

- B channel Service messaging.: [

+

Caatiirs Dasbamses
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The Remote Capabilities Configuration page will appear. Check MWI and ND2 (if mailboxes
are present on the CS1K Call Pilot) checkboxes as shown below. Click on the Return — Remote
Capabilities button (not shown).

AV/-\y/-\ CS1000 Element Manager
- Media Gateways j‘ i g =
-Zones Rerouting requests processed using integer value (DV21) [~

-Host and Route Tahles

- Qo8 Thresholds
- Personal Directories
- Unicode Mame Directory

- Metwark Address Translation

Rerouting requests processed using object identifier (DV20) [
Diversion info. sent. rerouting requests processed (DV30) [

EurolSDH - div. info sent. rerouting req. processed (DV30) [

+Interfaces

- Engineered Yalues
+Emergency Services
+ Software

Call transfer notification and imvocation to EurolSDN (ECTO) [~
Malicious call identification {(MCID) [~
MCDN QSIG conversion (MQC) [~

- Customers 5

S Remote D-channel is on a MSDL card (MSL) [
-Routes and Trunks Message waiting interworking with DMS-100 (MW |
-D-Channels

Network access data (NAC) [~

Hetwork call trace supported (HCT) [
Network name display method 1 (ND1) [~
Network name display method 2 (ND2) [

- Digital Trunk Interface

- Dialing and Numbering Plans
- Electranic Switched Metwark
- Flexible Code Restriction
—Incoming Digit Translation

=[S Network name display method 3 (ND3) [
-Templates
- Reparts Name display - integer ID coding (NDI) [

Scroll down to expand the Advanced options (ADVOPT) section. The entries shown below are
the default values, used during the compliance test. Click on the Submit button (not shown).

- Layer 3 call control message count per 5 second
time interval:

- Mumber of Status Enquiry Messages sent within ] ﬂ
128 ms:

- Map channel number to timeslots an a PRIZ loap: ¥

300

MAA; Reviewed:
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5.6.2. Administer Virtual SIP Routes

Select Routes and Trunks = Routes and Trunks from the left pane to display the Routes and
Trunks screen. In this example, Customer 0 is being used. Click on the Add route button as

shown below.

AVAYA C81000 Element Manager
-UCM Network Services Managing: 172.16.21.61  Username: admin

—Home Routes and Trunks » Routes and Trunks

+Links

+System Routes and Trunks

- Customers
-Routes and Trunks

- Routes and Trunks
-D-Channels
- Digital Trunk Interface

+ Customer: 0 Total routes: 2 Total trunks: 17

Add route |

+Dialing and Numbering Plans
+Phones

+Tools

+Security

The Customer 0, New Route Configuration screen is displayed next. Scroll down until the
Basic Configuration Section is displayed and enter the following values for the specified fields,

and retain the default values for the remaining fields as shown below.

MAA; Reviewed:
SPOC 3/21/2014

Route number (ROUT): Select an available route number. Route 0 was used.
Designator field for trunk (DES): A descriptive text.

Trunk type (TKTP): TIE.

Incoming and outgoing trunk (ICOG): Incoming and Outgoing (1AO).

Access Code for the trunk route (ACOD): An available access code.

Check the box The route is for a virtual trunk route (VTRK), to enable four additional
fields to appear.

For the Zone for codec selection and bandwidth management (ZONE) field, enter 2
(created in Section 5.5.1).

For the Node ID of signalling server of this route (NODE) field, enter the node number
1006 (created in Section 5.2.1).

Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID) field.
Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and retain
the default values for the remaining fields. Scroll down to the bottom of the screen.
Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD).

D channel number (DCH): D-Channel number O (created in Section 5.6.1).

Interface type for route (IFC): Meridian M1 (SL1).
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AVAVA €$1000 Element Manager
’:CM HelolicSErpices) Customer 0, Route 0 Property Configuration B
-Home
-Links
_;y\:?:i Terminsls - Basic Configuration
+Alarms Foute data block (RDB) (TYPE) : [FDE
- Mairtenance
+Core Equipment Customer number (CUST) |UU
- Peripheral Equipment Route number (ROUT) ,07
+IP Metwark . .
+Interfaces Designstor field for trunk (DES) . |SERYICE PROVIDE
~Engineered Yalues Trunktype (TRTR): [TE
+Emergency Services
+Software Incaming and outgaing trunk (ICGG) : [Incaming nd Cutgaing (40) <)
pCL=tomets) Access code for the trunk route (ACOD): [FI16 =
-Routes and Trunks
-Routes and Trunks Trunk type ME11P (M 1P T
- D-Channels
_ Digital Trunk Interface The route is for & virtual trunk rovte (VTRK) - 7 |
-Dialing and Humbering Plans - Zone for codec selection and bandwicth ,7
~Electranic Switched Network management (ZOME) : | 0002 (0 - 5000)
imz;x:igcg;‘; 3?::.2?;\0; - Mode ID of signaling server of t?;lsorgge: W [0 - agem
-Phones
— Templates - Pratocal 1D for the route (PCID) : | SIP (SIPY bt
~Reports - Print correlation I in COR for the route -
= Views (CRID) :
- Lists
— R - Enable Shared Banchwicdth Mam:g;rge(r;tés\:\:h)e: r
= Migrstion
-Tools Integrated services digital network option (ISOM): [F
+Backup and Restore
- Date and Time - Mode of operation (MODE] © IRoute uses ISDN Signaling Link (ISLD) j
HALEER CIEICAES - D channel number (DCH) : [0 (0-254)
-Security
+Passwords - Interface type for route (FC) : [Meridian bi1 (1) =l .
e Network calling name allowed (NCNA): Check box.
e Network call redirection (NCRD): Check box.
e Insert ESN access code (INAC): Check box.
AVAyA CS1000 Element Manager
- UCM Network Services = - Private network identifier (PN {00001 (0-32700)
-Home - -
_Links - Network calling narme allowed (NCHNA) . W |
=Virtual Terminals - Network call redirection (NCRDY . W
oSt - - Trunk route optimization (TRO)
+Alarms P (TRO): 7
— Maintenance - Recognition of DTI2 ABCD FALT signal for ISL r
+ Caore Equipment (FALT):
- Peripheral Equipment - Channel type (CHT‘r’):lEI-channeI (BCH) =l
+ P Metwork ) ) .
- [HEEEes - Call type for outgoing direct dialed Tlg#;tg I Unknown Call type (UKW ﬂ
- Engineered Yalues i B
+Emergency Services - Insert ESM access code {(INAC): W |
& BEMELR - Integrated service access route (1ISAR) . [T
- Customers
- Routes and Trunks - Display of access prefixan CLID (DAPC) : [T
- Routes and Trunks - Mohile extension route (MBXR) - [
- D-Channels
- Digital Trunk Interface - Mabile extension outgaing type (MBXOT) :|Nati0na| number (MPAY LI
- Dialing and Numbering Plans . —_— . I— .
- Electronic Switched Metwork - Mobile extension fimer (MBXT) : |1 (0 - 8000 millisecands)
- Flexible Code Restriction Calling number dialing plan ({CHDP) :|Unkn0wn (LRI =l
- Incoming Digit Translation . )
—Phones +Basic Route Options
- Ternplates +Network Options
- Reports
- Views +General Options
- Lists " .
- +Advanced Configurations
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Under Basic Route Options set the following:

North American toll scheme (NATL): Check box.
Incoming DID digit conversion on this route (IDC): Check box.
Day IDC tree number (DCNO): Enter 0. This is defined later in Section 5.7.7.
Night IDC tree number (NDNO): Enter 0.

Click on the Submit button.

AVAYA C81000 Element Manager
i Al
- UCM Net k Serv =
oo eark Senees Calling number dialing plan (CNDP) : [Unknown (UKW =
- Links - Basic Route Options
- Yirtual Terminals .
- System Attendant announcement (ATAN) |Nn Attendant Anhouncement. (NO) =l
+Alarms Billing nurnber reguired (BILN)Y : [~
- Maintenance ’
+ Core Equipment Call detail recording (CORy: [T
- Peripheral Equipment North American toll scheme (MATLY: [ |
+IP Network
+Intetfaces Controls ortimers (CNTL : [T
- Engineered Values ! ) .
- Conventional (Tie trunk only) (GHYTY: [©
+Software | Incaming DID digit conversion on this route 10C: |
- Customers
- Routes and Trunks - DayIDC tree number (DCNO) : [0 (0-258)
- Routes and Trunks )
_D-Channels - Might IDC tree number (NDMO) 2 |0 {0-254)
- Digital Trunk Inerface - Display exernal dialed digits (OEXT): [~
- Dialing and Numbering Plans
- Electranic Switched Network Multifrequency compelled or MFC signaling (MFC) |N0 MFC (MO} j
— Flexible Code Restriction . .
Incoming Digit Translation Process notification netwarked calls (PNMCY: [T
-Phones +Network Options
-Templates
—Repotts +General Options
- Views - -
Liste +Advanced Configurations
- Properties
=[EELan Submit || Refresh Delete Cancel
- Tools
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5.6.3. Administer Virtual Trunks

Select Routes and Trunks - Routes and Trunks from the left pane. On the Routes and
Trunks screen, expand Customer 0. On the newly created Route 0, click the Add trunk button.

AV/-\y/-\ CS1000 Element Manager
- UCM Network Services 2| Managing 172.16.21.61  Username: admin
—Home Routes and Trunks » Routes and Trunks
-Links
- Vittual Terminals Routes and Trunks
- System
+Alarms
- Maintenance
+ Core Equipment - Customer: 0 Total routes: 3 Total trunks: 17 Add route |
- Peripheral Equipment o
+IP Network +Route: 0 Type: TIE Deswnton: SERVICE Edit || Add trunk
+Interfaces
-Engineered Values +PRoute: 1 Type: IMUS Diescription: MUSIC Editl Add trunk |
+Emergency Services
+ Software +Route: 96 Type: TIE Description: SIPL_ROUTE Editl Add trunk |
- Customers
-Routes and Trunks
- Routes and Trunks
-D-Channels

The Customer 0, Route 0, Trunk 1 Property Configuration screen is displayed on the next
page. Enter the following values for the specified fields and retain the default values for the
remaining fields. The Multiple trunk input number (MTINPUT) field (not shown) may be
used to add multiple trunks in a single operation, or repeat the operation to add each trunk. In the
sample configuration, 11 trunks were created.
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Trunk data block (TYPE): IPTI (IP Trunk).
Terminal Number (TN): Available terminal number (created in Section 5.3).
Designator field for trunk (DES): A descriptive text.
Extended Trunk (XTRK): VTRK (Virtual trunk).

e Member number (RTMB): Current route number and starting member.
e Start arrangement Incoming (STRI): Immediate (IMM).

e Start arrangement Outgoing (STRO): Immediate (IMM).

e Trunk Group Access Restriction (TGAR): Desired trunk group access restriction level.

e Channel ID for this trunk (CHID): An available starting channel ID.

AVAYA

CS1000 Element Manager

-UCM Network Services
-Home
~Links
- ¥irtual Terminals
- System
+Alarms
- Maintenance
+ Care Equipment
- Peripheral Equipment
+|P Metwark
+Interfaces
- Engineered Values
+Emergency Semvices

21 Mansging: 172.46.21.61  Username: sdmin

Foutes and Trunks » Routes and Trunks » Customer 0, Route 0, Trunk 1 Property Configuration

- Basic Configuration

Customer 0, Route 0, Trunk 1 Property Configuration

Auto increment member number:

p

Trunk data block: IIPT\

Terminal number: |D48 0aono

+Software Designatar field for trunk: IV\FLTRK
-Customers
-Routes and Trunks Extended trunk: I\/"I'RK
- Routes and Trunks ——
-D-Channels Member number: |1 =
- Digital Trunk Interface Level 3 Signaling: L‘
- Dialing and Numbering Plans
- Electronic Switched Metwark Card density: ISD
- Flexible Code Restriction -
~Incoming Digit Tranglation Start arrangememlmcommg:|\mmed|ate (IR j
-Phones Start arrangement Outgoing: | Immediate (M) ;I
- Templates
~ Reparts Trunk group access resmctlnn'l‘\
:E:ir;s Channel \Dfnrth\strunk'h
- Properties Class of Service: Edit
- Migration —I
_Tools +Advanced Trunk Configurations
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Click on Edit Class of Service (shown on previous screen). For Media Security, select Media
Security Never (MSNV), for Restriction Level, select Unrestricted (UNR). Use default for
remaining values. Click on Return Class of Service and then click on the Save button (not

shown).
AV/-\yA CS1000 Element Manager
- UCM Network Services = B e e
—Home - Dial Pulse:lDiaI Fulse (DIF) j
=G - DTR PAD value: | =l
=%irtual Terminals
—System - Echo Canceling: | Echa Canceling Denied (ECD) j
+Alarms - Hong Kong DT : i
- Maintenance I J
+ Care Equipment - Loop Break Supervised COT:| j
- Peripheral Equipment ; ) . . . =
+IP Metwark Make-break ratio for dial pulse: | 10 pulses per second (P10} J
+ Interfaces - Manual Incaming: | Manual Incoming Denied (MID) j
- Engineered Yalues - - - -
+ Emergency Serces -Media Security: | Media Security Never (MSHV) j |
& EEEe -Metwork Hook Flash Over M911P: |
- Customers L
- Routes and Trunks - Palarity: =
- Routes and Trunks - Priority. [ Low Priority (LPR) =]
-D-Channels
- Digital Trunk Interface - Restriction level: | Unrestricted (UNR) j |
- Dialing and Numbering Plans - Reversed Ear Piece: | Reversed Ear Piece denied (XREF) 'l

- Electronic Switched MNetwork

- Flexible Code Restriction

- Incoming Digit Translation
-Phones

- Templates

- Reports

- Views

- Lists

- Propeties

- Migration
-Tools

+ Backup and Restare

- Date and Time

=l
- Transmission Class of Service: | Mon-Transmission Compensated (NTC) j
-Warning Tone: |Warning Tone Allowed (ANTA) j
- Reversed Ear Piece: | Reversed Ear Piece denied (<REF) j
- ARF Supenvised COT: | |

- Bhortor long Iine:l

Return Class of Service “ Cancel |
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5.7. Administer Dialing Plans
This section describes how to administer dialing plans on the CS1000.

5.7.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select ESN Access Codes and
Parameters (ESN) as shown below.

AVAYA

- UCM Network Services
-Home
-Links
-Yirtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+|P Metwork
+Interfaces
- Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Humbering Plans
- Electronic Switched Metwork
= Flowihle Cnde Boctriction

CS1000 Element Manager

2| Managing: 172.16.21.61  Username: admin
Dialing andd Mumbering Plans » Electronic Switched Metweork (ESH)

Electronic Switched Network (ESN)

- Customer 00

- Network Control & Services
- MWetwark Cantrol Parameters (MCTL)
—|ESN Access Codes and Parameters (ESM) |
- Digit Manipulation Block (DG 1
- Hame Area Code (HNPA)
- Flexible CLID Manipulation Block (CMDBE)
- Free Calling Area Screening (FCAS)
- Free Special Mumber Screening (FSMS)
- Route List Block (RLB)
- Incoming Trunk Group Exclusion {ITGE)
- Metwork Attendant Services (NAS)

- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code {(DSC)

In the ESN Access Codes and Basic Parameters page, under NARS/ BARS Access Code 1,
define the one or two digit code that the user will need to enter on outbound PSTN calls prior to
the destination number. In the reference configuration, 9 was used. Click Submit (not shown).

AVAYA CS1000 Element Manager

-

- UCM Network Services =t
-Home
-Links
=Virtual Terminals
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
+IP Metwork
+Interfaces
- Engineered Values
+Emergency Services
+Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
= Incorming Digit Translation
- Phones
-Templates
= Rennrt

Managing 172.16.21.61 Username: admin

Dialing and Mumbering Plans » Electronic Switched Metwork (ESN) » Customer 00 » Metwork Cortrol & Services » ESN Access Codes and Basic Parameters

ESN Access Codes and Basic Parameters

General Properties

MNARSIBARS Access Code 1: |9 |
MARS Access Code 2

MNARSIBARS Dial Tone after dialing AC1 or AC2 access codes: W

Expensive Route Warning Tone: v
- Expensive Route Delay Time: |5 (o-10)
Coordinated Dialing Plan feature for this customer, @
- Maximum number of Steering Codes: W £1.84000)
- Nurabier of digits in CDP DN (DSC + DN orLSC+ DN [T0 | ¢a. 10y
Routing Contrals: [~

Check for Trunk Group Access Restrictions: [~
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5.7.2. Digit Manipulation Block Index (DMI)

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as shown below.

AVAYA €S1000 Element Manager

- j‘ Managing 172.16.21.61  Username: admin

- Zones - ) ; -
_Host and Route Tables Dialing and Mumbering Plans » Electronic Switched Metwork (ESM)

- Metwork Address Translation - -
- Qo5 Thresholds Electronic Switched Network (ESN)
- Personal Directories
- Unicode Mame Directory

+Interfaces _ Customer 00

- Engineered Yalues

. Emgergency SEmiEns - Network Control & Services

+ Software - Metwork Control Parameters (NCTL)

- ESN Access Codes and Parameters (ESM)

- Customers [ Gigit Manipuiation Block DG |

B igit Manipulation Bloc
F—mRuotﬁtseznadny?rr:mis - Home Area Code (HNPA)
—D-Channels - Flexible CLID Manipulation Block (CMDB)

Mip - Free Calling Area Screening (FCAS)
_D|_g|ta| VI Interf?ce - Free Special Mumber Screening (FSMS)

- Dialing and Humbering Plans - Route List Block (RLE}
_W - Incaming Trunk Group Exclusion (TGE)
- riexiae Looe Restriction - MNetwork Attendant Services (NAS)

Ciicit T Lotice

In the Please choose the Digit Manipulation Block Index drop-down field, select an
available DMI from the list and click to Add as shown below.

AVAYA CS1000 Element Manager

- j‘ Managing: 17216.21.61  Username: sdmin

- Zones - ) ) - ) o - :
_Host and Route Tables Dialing and Mumbering Planzs » Electronic Switched Metwaork (ESH) » Customer 00 » Netwark Control & Services » Digit Manipulation Block List

- Metwork Address Translati — - - -
- QoS Thresholds Digit Manipulation Block List
- Personal Directaries

- Unicode Mame Directory

+Interfaces — - "
- || toAdd
. Enginesred values Please choase the | Digit Manipulation Block Index 3 || ||

+Emergency Services

+Software + Digit Manipulation Block Index - 1 Edit
- Customers
-Routes and Trunks + Digit Manipulation Block Index - 2 Edit
- Routes and Trunks
-D-Channels

- Digital Trunk Interface

- Dialing and Humbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
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The example below shows Digit manipulation Block Index number 1, previously added.

Enter O for the Number of leading digits to be deleted field and select NPA (NPA) for the
Call Type to be used by the manipulated digits as shown below. Click Submit

AVAYA CS1000 Element Manager

- UCM Network Services Managing 172.16.24.61  Username: admin

_Home Dialing and Mumbering Plans » Blectronic Switched Netwaork (ESN) » Customer 00 » Metwark Control & Services » Digit Manipulation Block List = Digit Manipulstion Block
-Links — - -
- virual Terminals Digit Manipulation Block
+System
- Customers
-Routes and Trunks | Digit Manipulation Index numbers: |1 |
- Routes and Trunks
- D-Channels | Mumber of leading digits io be deleted: ID |(D, 103
- Digital Trunk Interface
- Dialing and Numbering Plans Insert: |
- Electronic Switched Metwork )
~Flexible Code Resiriction I Snecial Numher. [~
- Incoming Digit Translation [ Call Type to be used by the manipulated digits - [NPA (NPA) =1
-Phones
-Templates

- Reports Submit | Refresh Delete Cancel
= Views

5.7.3. Route List Block (RLB)

This section shows how to add a Route List Block (RLB) associated with the DMI created in
Section 5.7.2. Select Dialing and Numbering Plans - Electronic Switched Network from the
left pane to display the Electronic Switched Network (ESN) screen. Select Route List Block
(RLB) as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
—-Home Dialing and Mumbering Plans » Electronic Switched Metwork (ESM)
+Links - -
+System Electronic Switched Network (ESN)
- Customers
+Routes and Trunks
-Dialing and Numbering Plans - Customer 00
- Electronic Switched Metwark - Network Control & Services

- Flexible Code Restriction

- Metwork Control Farameters (NCTL)
- Incoming Digit Translation

- ESN Access Codes and Parameters (ESH)

+Phones - Digit Manipulation Block (DGT)
+Tools - Home Area Code (HMPA)
+Security - Flexible CLID Manipulation Block {CMDBE)

- Free Calling Area Screening (FCAS)

- Free Special Mumber Screening (FSME)
|- Route ListBlock (RLE) |

- Incoming Trunk Group Exclusion (TGE)
- Metwork Attendant Services (MAS)
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Enter an available value in the Please enter a route list index box and click the to Add button
as shown below.

AVAYA CS1000 Element Manager

-UCM Network Services Managing: 172.16.21.61  Username: admin

—Home Dialing and Mumbering Plans » Electronic Switched Metwork (EShl) » Customer 00 » Metwork Control & Services » Route List Blocks
+Links

+System Route List Blocks

- Customers

+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched MNetwark

Please enter a route list indexl (0- 1993 )| 1o Add ||

- Flexible Code Restriction
-Incoming Digit Translation
+Phones
+Tools
wSoruriy

+ Route List Block Index -1 Edit

+ Route List Block Index -- 2 Edit

The example below shows Route List Block Index 1, previously added.

Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown below.

e Digit Manipulation Index (DMI): 1 (created in Section 5.7.2)
e Route number (ROUT): 0 (created in Section 5.6.2)

Scroll down to the bottom of the screen, and click on the Submit button (not shown).

- Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+Security

Options

AVAVA CS1000 Element Manager
-UCM Network Services Ind
_Home ndexes
+Links lﬁ
e Time of Day Schedule: [0 -
- Customers Facility Restriction Level: [0 (0-73
+Routes and Trunks — |
- Dialing and Numbering Plans Digit Manipulation Indes: E
- Electronic Switched Metwark 15L D-Channel Down Digit Manipulation Index: |0 (0. 1298

Free Calling Area Screening Index [0 7
Free Special Murmber Sereening Index [0 ¥
Business Network Extension Route: 7

Incoming CLID Table: [0 (0-280)

Local Termination entry: [~
Skip Conventional Signaling
Display Criginator's Information
Use Tone Detector.

Conversion to LDN

[ e |

Expensive Route

Strategy on Congestion |N0 Reroute (MRR)
- Q515 Alternate Routing Causes |QS\G Alternate Routing Cause 1 j
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5.7.4. Outbound Call - Special Number Configuration.

There are special numbers which were configured to be used for the compliance testing, such as
0 to reach Service Provider operator, 0+10 digits to reach Service Provider operator assistant,
011 prefix for international calls, 1 for national long distance calls, 411, 911 and so on. Calls to
special numbers shown here are for reference only and may not have been tested for various

reasons. Refer to section Items not supported or not tested in Section 2.1.

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Special Number (SPN) as

shown below.

- Dialing and Numbering Plans
- Electranic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

+Phones

+Tools

+Security

AVAYA €S1000 Element Manager

-UCM Hetwork Services Managing: 172.16.21.64 Username: admin =
—Home Dialing and Mumbering Plans » Electronic Switched Netvwork (ESR)

+Links - -

+System Electronic Switched Network (ESN)

- Customers

+Routes and Trunks

- Custormer 00
- Network Control & Services
- Metwork Control Parameters (MCTL)
- ESN Access Codes and Parameters (ESM)
- Digit Manipulation Block (DGT)
- Home Area Code (HNPA)
- Flexible CLID Manipulation Black {CMDB)
- Free Calling Area Screening (FCAS)
- Free Special Number Screening (FSNS)
- Route List Block (RLE}
- Incoming Trunk Group Exclusion (TGE)
- Metwork Attendant Serices (NAS)
- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DSC)
- Trunk Steering Code (TSC)
- Numbering Plan (NET}
- Access Code 1
- Horme Lacation Gode (HLOC)
- Location Code (LOC)
- Mumbering Plan Area Code (NPA)
- Exchange (Central Office) Code (M)
- Metwork Speed Call Access Code (NSCL)
- Access Code 2
- Home Location Code (HLOC)
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Add a new number by entering it in the Please enter a Special Number box and click to Add
or click Edit to view or change a special number that has been previously configured. The
screen below shows the various dial strings already configured.

AVAYA CS1000 Element Manager

. .

UCM Network Services = Dialing and humbering Plans = Electronic Switched Nebwork (ESK) » Customer 00 = Numbering Plan (MET) = Access Code 1 » Special Mumber List
-Home - T
iy Special Number List

=Yirtual Terminals
- System

+Alarms Please enter a Special Number to Add I |

- Maintenance

>

+Cote Eguipment : -
- Petipheral Equiprent - Special Number -- 0 Edltl
ol RERTEL Flexible length: 0
+Interfaces
- Engineered Yalues Intetnational dialing plan: NO
+Emergency Services Tyne of call that is defined by the special number: NONE
+ Software Route list index 1
-Customers
—Routes and Trunks + Special Number -- 011 Edit
- Routes and Trunks
-D-Channels + Special Mumber -- 1 Edit
- Digital Trunk Interface
- Dialing and Humbering Plans + Special Number -- 326 Edit
- Electronic Switched Metwark
- Flexible Code Restriction + Special Number - 411 Edil
- Incoming Digit Trans|ation
-Phones + Special Number --5 Edit
-Templates
- Reports + Special Mumber -- 611 Edit
-Wiews
- Lists + Special Number -- 7 Edit
- Properties
- Migration + Special Mumber -- 8 Edit
-Tools
+Backup and Restore —1 + Special Number -- 911 Edit

= DNate and Time

For Special Number 0 enter the following values:

e Flexible length: 0
e CallType: NONE
e Route list index: 1, created in Section 5.7.3

The values for other special numbers used during the tests were as follows (not shown):

Special Number: 011
e Flexible length: 15
e CallType: NONE
e Route list index: 1

Special Number: 1
e Flexible length: 11
e CallType: NATL
e Route list index: 1

Special Number: 411
e Flexible length: 3
e CallType: NONE
e Route list index: 1
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Special Number: 5
e Flexible length: 10
e CallType: LOCL
e Route list index: 1

Special Number: 911
e Flexible length: 3
e CallType: NONE
e Route list index: 1

5.7.5. Outbound Call - Numbering Plan Area Code (NPA)

The Numbering Plan Area Code (NPA) was not used for Outbound Calls. The Special
Numbers defined above in Section 5.7.4 allowed the user to dial any Numbering Plan Area Code
(NPA) when dialing 9+1 for long distance calls, 9+5 for local calls, etc.

5.7.6. Administer Calling Line Identification Entries

Select Customers - 00 = ISDN and ESN Networking (not shown). Click on Calling Line
Identification Entries as shown below.

AVAYA CS1000 Element Manager
| ———
_UCM Network Services Options: [ Transfer on ringing of supervised external frunks I
-Home .
_Links ¥ Connection of supervised external trunks
= Virtual Terminals Metwork option: W Coordinated dialing plan routing
+System
T Integrated sewices digital network:
+Routes and Trunks Microsoft corwerged office dialing plan: | Private dialing plan ~
+Dialing and Numbering Plans
+Phones Private dialing plan for non-DID users: €8 Coordinated dialing plan
+Tools
+ Security € Uniform dialing plan
Extended Local Calls: [~
Extended Local Calls for IMS Line user: [
Extended Local Galls Route listindex: (0 - 1909
Calling Line Identification
Information for incoming/outgoing calls: [ Mo manipulation is done 'I
Size: |256 0 - 400
Courtry code: 0 - ooag)
Code displayed as part of calling number
Calling Line [dentification Entries |
Save | Cancel
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Click Add on the Calling Line Identification Entries screen.

AVAVA CS1000 Element Manager
- UCM Hetwork Services Manzging: 172.16.21.61  Username: admin
_Home Custamers » Customer 00 » Customer Details » ISDN and ESM Metwarking » Calling Line |dertification Ertries
-Links - - - - -
- virlual Terminals Calling Line Identification Entries
+System
-Customers Search for CLID
+Routes and Trunks
+Dialing and Numbering Plans Startrange : I
+Phones .
End range I
+Tools
+Security 'End range' should not exceed the CLID size specified
Search
Calling Line Identification Entries
Add Delete | Refresn

Add Entry Id 0 as shown below:

e National Code: Enter the three digit area code prefix of the DID number assigned by the
service provider, 585 in this example.

e Local Code: Enter the seven digit number of the DID assigned by Service Provider,
3211234 in this example.

e Use DN as DID: Set to NO. The local extension number will not be used as the calling
number.

Repeat for each of the DID numbers to be assigned to extensions in the CS1000.

|AVAy/-\ €S1000 Element Manager

- UCM Network Services New Calling Line Identification =1
-Home
-Links

-Virtual Terminals
+System General Properties
- Customers Entry Id: [0 © (@255
+Routes and Trunks
+Dialing and Mumbering Plans Mational Code: |B8& (0 - gag9am)
+Phones Code for national home number
+Tools

Local Code: 12 digi

+Security 3211234 (1-12 digits)

Code for home local number or listed DM

Lacal Steering Code: (17 digits)

UseDNasDID:[NO =] |

Emergency Services Access

Emergency Local Code: (1-12 digits)

Code for home local number during Emergency calls

Home national number for emergency services

Emergency Options: [~ aecess calls

v Append the originating directory number for
emergency services access calls
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5.7.7. Inbound Call Digit Translation

Incoming calls from Frontier to the DID numbers assigned to the enterprise are mapped to
extensions in the CS1000 by using the Incoming Digit Translation tables.

Select Dialing and Numbering Plans = Incoming Digit Translation from the left pane. Click
on Edit IDC button under Customer: 00 as shown below.

AVAYA

CS1000 Element Manager

-UCM Network Services
-Home
-Links

Managing: 172.16.21.61 Username: admin

Dialing anel Numbssring Plans > Incoming Digt Translation

-¥irtual Terminals

+System

-Customers

+Routes and Trunks

-Dialing and Nurmmbering Plans
- Electranic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

+Phones

+Tools

+Security

Incoming Digit Translation

- Customer: 00

Click on New DCNO to create a new digit translation mechanism or Edit DCNO to modify an
existing one. In the reference configuration, Digit Conversion Tree Number O was created as
shown below. Note that Digit Conversion Tree number 0 was assigned to Route 0, as shown
previously on Section 5.6.2.

AVAYA CS1000 Element Manager

- Digit Conversion Tree Number:
- Digit Corversion Tree Number:
- Digit Comversion Tree Humber:
- Digit Comversion Tree Humber:

- Digit Conversion Tree Number:

— UCM Network Services Managing: 1#2.16.21.61  Username: admin
_Home Dialing and Mumbering Plans » Incoming Digit Translation » Custamer 00
-Links
~ Wirtual Terminals Customer 00 Incoming Digit Conversion Property
+System
- Customers
ghcutesiandiunk=3 -| bigit Conversion Tree Number: Editocno ||
- Dialing and Numbering Plans
- Electronic Switched Netwark - Digit Comversion Tree Humber: New DCMNO |
- Flexible Code Restriction
- Incaming Digit Translation - Digit Conversion Tree Number: New DCNO |
+Phones o )
+Tools ~ Digit Conversion Tree Number: New DCNO |
+Security

Mew DCMNO |
Mew DCMNO |
Mew DCMNO |
Mew DCMNO |
Mew DCNO |

L T R R -]

- Digit Conversion Tree Number:

MNew DCMNO |

The Digit Conversion Tree 0 Configuration screen will open. Click on the Add button.

AV/-\y/-\ CS1000 Element Manager
__________________

—UCM Network Services Maraging: 172.16.21.61  Username: admin

_Home Dialing and Mumbering Plans » Incoming Digit Translation » Customer 00 » Digit Conversion Tree O Configuration

-Links — - -
~irtual Tarminals Digit Conversion Tree 0 Configuration

+System

_ Customers Reqular IDC free

+Routes and Trunks Send calling party DID disabled

- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction Add Delete DG Delete IDC tree Refresh
- Incaming Digit Translation
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On the Incoming Digits field, enter the Frontier DID number. On the Converted Digits field
enter the associated CS1000 extension number. Click Save. Repeat as necessary for all the
Frontier DID numbers to be mapped to CS1000 extensions.

AVAYA CS1000 Element Manager

UCHM Network Services Dialing ancd humbering Plans » Incoming Digit Translation = Customer 00 » Digit Conversion Tree 0 Configuration = Add Incoming Digts ;I
-Home = —
_Links Add Incoming Digits
-Virtual Terminals
+System
- Customers Incaming Digits 5853211234 -
+Routes and Trunks -
- Dialing and Numbering Plans Converted digits ISDDD T (0- 99993905
- Electronic Switched Netwark Force storage or removal of data; |

- Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+Security ¥ Roman characters

In case of conflict betmeen the new and existing Incoming Digits, force storage of removal may result
in 1035 of portions of the tree

CPND language

CPND Name: |

first name, last name

Expectedlength'l 'I
Displa\rformatIFirstname,Lastname 'I

Save | Cancel | —]

5.8. Enable Plug-In for Blind Call Transfer

Plug-in 501 should be enabled in the CS1000 to allow the completion of blind call transfers in
scenarios where SIP UDATES are not supported by the service provider. Note that enabling this
plug-in will allow the CS1000 user to complete the transfer operation, but the PSTN user in the
first leg of the call will not hear ring back once the call is transferred and while the second PSTN
user’s phone is ringing. Once the call is answered the talk path between the two PSTN users is
established normally.

Go to System => Software = Plug-ins, select plug-in 501 and click the Enable button. The
status will change to Enabled.

AVAYA €S1000 Element Manager
_UCM Network Services Managing: Username:
H System » Software » Plug-ins
-Home A
e Plug-ins
-Yirtual Terminals
-System :
+Alarms I Disable prirt | Retrach
:r;e;zg;;e:fqummem as ™ 234 Allow single key sets o dial FFC code for MSB MPLR31293 Disahled
- [RiCH RS 97 235 Restrict Hands-free functionality for all 1P et types MPLR29100 Disabled
- Engmeeredga\ues g 236 DTMF far ADL MPLR25106 Disabled
ey L gal 237 External caller's name gets dropped when goes thu IDG table MPLR3 280 Disabled
- Call Server PEPS 100 500 MO DESCRIPTION MPLR21574 Disabled
- Loadware PEF 3 101 501 Enables blind transfer to a SIF endpoint even if SIF UPDATE isnot o) o oo Enablad
~File Unlaad supported by the far end
-IP Fhane Firmware CLIR display changed. Disalle Spaces Detween charactor OUT OF
- Voice Gateway Media Card 1021 402 AREA, To tum off guotes in words ANONYMOUS and OUT OF AREA MPLR31148 Disabled
- Media Gards PEPs :
B enahle plug-in 509
Cu’m—iﬁ‘ﬁ 103 504 PRI232 BUG253 fraf P1 10 Delay in Response at Called IFC MPLR24744 Disabled
+Routes and Trunks 104 [~ 505 LM 2K integration problern with §100 Interface MPLR30004 Dizahled
+Dialing and Numbering Plans 105 506 PIl: MohileX CLID update on mobile after handoff MPLR30E09 Disahled
+Phones 1061 507 Mobile ¥ Timer MBXT has no effect because no ALERT received  MPLR30310 Disabled
*;‘;‘;‘l“l‘rw 107 508 ALLOW INTERCEPT TREATMENT CHOICE FOR DNIS CALLS MPLR15838 Disabled
N
108 509 CLIR display changed MPLRZ21444 Disahled
108 510 If C.0. i requesting CNI, CMDM and other digits are sent MPLR30350 Disabled =
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5.9. CS1000 Telephones and Features Settings

This section illustrates a sampling of the CS1000 telephone types and some of the settings used
in the reference configuration, for the verification of the functionality and features described in

Section 2.1.

5.9.1. Example IP Phones with Privacy and Call Forward

Select Phones from the left pane. On the Search For Phones screen (not shown) the user
configuration screen can be retrieved using different search criteria, such as Prime DN, Phone
Type, etc. The Phone Details screens below shows a UniStim IP phone (extension 8000) and a
SIP phone (extension 8021) used in the reference configuration. Note that the phones use
Bandwith Zone 5, defined earlier in Section 5.5.2.

| AVAYA €S1000 Element Manager

-UCH Network Services
-Home
-Links
- Virtual Terminals
+System
-Customers
-Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Repors
- Views
-Lists
- Properies
- Migration
-Tools
+Backup and Restore
- Date and Time
+Logs and repons
- Security
+Passwords
+Policies
+Login Options

Managing: EM on cs1k {(172.16.21.61)
Fhones:Phone Details

Phone Details

Syne Status: TRM

General Properties | Features | Keys | UsetFields

General Properties

Customner Number: |0 vl*

Systern: EM on csTk

Fhone Type: 1165

| Terminal Nurmber |DDB 00000 |

| Designation |BDDD

'I‘ (1-6 characters)

Zone: |5 *

Custom View: |All ¥

-UCHM Network Services
-Home
-Links
- virtual Terminals
+System
- Customers
-Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
- Reports

- Views
- Lists
- Properties
- Migration
-Tools
+Backup and Restore
- Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

AVAYA €S1000 Element Manager

AN "/ Syne Status: TRM

General Properties | Features | Keys | UserFields

General Properties

Custarner Murnber: IEI vl *

Systern: EM on csTk

Sy
A 7
( %j | Fhone Type: UEXT-SIPL

|Termma| Murnber: IDDB 00007 |

Designation: IS\PD * (1.6 characters)

Zone: |5 *

| SIP User Name: |8021

* [1-16 characters)

Mode |d: IWDDE *

Custom View: |All ¥
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On the Phone Details screen, scroll down to the Features section to verify/assign the features on
the phone.

5.9.1.1 Privacy

Outbound Calling Party Privacy was tested on CS1000E stations by setting CLBA Calling
Party Privacy to Allowed in the Features section as shown below. By doing this, the outbound
SIP INVITE will contain a “Privacy: id” header, while the From header will be set to
“anonymous”

Features

Feature Descrintion Value:
CFXA Call Forward Bxternal IAllowed | [ ]
ICLEIA Calling Party Privacy I.-"-'\”DWEd j I -
CLRO Calling Mumber Restriction Owerride IDenied j
CLS TrunkiCall Type Access Restriction IUnrestricted ﬂ
1] | B

5.9.1.2 Call Forward no Answer

Inbound unanswered PSTN calls were redirected to voicemail (Call Pilot) or to other endpoints
by setting the following parameters in the Features section (not shown):

e CFTA (Call Forward by Call Type): Set to Allowed.

e EFD (CFNA DN for External Calls with CFTA): Set to the Call Pilot access number
(8056 in the reference configuration) or the desired endpoint.

5.9.1.3 Call Forward Busy

Inbound PSTN calls to busy CS1000E extensions were redirected to voicemail (Call Pilot) or to
other endpoints by setting the following parameters in the Features section (not shown):

e CFTA (Call Forward by Call Type): Set to Allowed.

e EHT (Hunt DN for External Calls with CFTA): Set to the Call Pilot access number
(8056 in the reference configuration) or the desired endpoint.

e HTA (Hunting): Set to Allowed.

e HUNT (Hunt DN — All Calls or Internal Calls for CFTA): Set to the Call Pilot access
number (8056 in the reference configuration) or desired endpoint.
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5.9.1.4 Call Forward All Calls

Scroll down to the Keys section of the Phone Details screen. Define a key for CFW- Forward
All Calls and enter the Redirection DN Length and Redirection DN values. The feature is
activated by pressing the corresponding softkey on the telephone pad.

Keys

Key Mo, Key Tyne Key¥alue
INUL- Unassigned

L

| TR - Call Transfer

Lo

IAOB - B-Party Conference

Lo

| Redirection DN Length |12

| JCFW - Forward All Calls
Redirection DN 315853211235

Lo

Js)

- |RGA - Ring Again |

5.9.2. Example Digital Phone with Call Waiting
The screen below shows the Phone Details screen for a M3904 digital station.

AVAYA €51000 Element Manager

-UCM Network Services Managing: EM on cs1k (172.16.21.61) =
-Home PhonessPhane Details
-Links
-Vitual Terminals -
+System Phone Details
-Customers
-Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electranic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation General Properties | Features | Keys | UserFields Custom View: |All =
-Phones
- Templates
-Repors
_E:Egs General Properties
- Propetties
- Migration
-Tools
+Backup and Restare Customer Number: [0 =] %
- Date and Time
+Logs and reports Terminal Mumber, IDDti 004 00 |
- Security
+FPasswords Desighation: [M3904 * (1.6 characters)
+Policies
+Login Options

Systern: EM on es1k

Phone Type: M3904 _

Sync Status: TRN

kew [0 =
oea [0 7] =
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5.9.2.1 Call Waiting

To enable Call Waiting with tone on the phone, scroll down to the Features section and set
WTA Warning Tone to Allowed (not shown). Scroll down further to the Keys section and
define a key for CWT - Call Waiting as shown on the screen below.

Keys
Key Mo Key Type Key Walue
Directory Nurnber  [8011 “
2 hultiple Appearance Redirection Prime(MARF)
CPND Mame | Display Format | Language |
. SCR - Single Call Ringing = Jevaya |[First, Last ﬂ‘ [Roman j|

CLID Entry (Mumeric or D |4

AMIE Entry

| [ CWT - Call Waiting |

5 |NUL— Unassigned j

5.9.3. Analog Fax Line
The screen below shows the Phone Details screen for an analog station used during testing for a
Ventafax fax machine emulator.

Phone Details

Systerm: EM oncs1k

Fhone Type: 500

Sync Status: TRM

General Properties | Features | Single Line Features | User Fields Custom View: | Al =

General Properties

Customer Mumber; ID vI *

Terminal Mumber: |DDfl 003 I

Designation: IEDD * (1.6 characters)

Directary Mumber: 5017~ &

CLID entry: |3

On the Features section of the analog station, FAXA Fax Class of Service was set to Allowed,
and MPT Modem Pass Through was set to MPTD (not shown), to enable the use of Fax T.38
upon detection of fax V.21 preamble.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

e SIP domain.

e Logical/physical locations that can be occupied by SIP Entities.

e Adaptation modules

e SIP Entities corresponding to the CS1000, Session Manager and the Avaya SBCE.

e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities.

e Routing Policies, which control call routing between the SIP Entities.
e Dial Patterns, which govern to which SIP Entity a call is routed.

The following sections assume that network connectivity exists between System Manager and
Session Manager, and that the initial configuration of Session Manager and System Manager has
already been completed.
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6.1. Avaya Aura® System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials and click on Log On (hot shown).

The screen shown below is then displayed; click on Routing.

Aura” System Manager 6.3

Administrators
Directory Synchronization

Groups & Roles

Gollaboration Environment
Communication Manager

Communication Server 1000

Backup and Restore
Bulk Import and Export

Configurations

User Management Conferencing Events
User Provisioning Rule IP Office Geographic Redundancy
Meeting Exchange Inventory
Messaging Licenses
Presence Replication
Reports
Session Manager Scheduler
Security
Shutdown

Software Management

Templates

The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under the Routing link shown below.

2i04 pM
Aura” System Manager 6.3 admin
Home Routing %
Introduction to Network Routing Policy
Adaptations MNetwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure your netwark
configuration is as follows:
Entity Links
Step 1 Create "Domains” of type SIP {other routing applications are referring domains of type SIP).
. __ Step 2: Create "Locations"
Routing Policies
T Step 3: Create "adaptations”
e ERrEsES Step 4! Create "SIP Entities"
Defaults - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
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6.2. SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. For the compliance test, this will be the enterprise lab domain, avaya.lab.com.
Navigate to Routing = Domains in the left-hand navigation pane (Section 6.1) and click the
New button in the right pane (not shown). In the new right pane that appears (shown below), fill
in the following:

e Name: Enter the domain name.
e Type: Select sip from the drop-down menu.
e Notes: Add a brief description (optional).

Click Commit. The screen below shows the entry for the enterprise domain

Home | Routing *

~ Routing « Home / Elements / Routing / Domains

Domain Management Commit| Cancel
Locations —I—I

Adaptations

Help 2

SIP Entities

1Item o Filter: Enable
Entity Links

Name Type Notes

Time Ranges 5o 5

*lavavya.lab.com Lab Damain

Routing Policies
Dial Patterns

Regular Expressions

Defaults Comm\tl Cancel

6.3. Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management, call admission control and location-based routing. To add a
location, navigate to Routing = Locations in the left-hand navigation pane and click the New
button in the right pane (not shown). In the General section, enter the following values.

e Name: Enter a descriptive name for the location.
e Notes: Add a brief description (optional).

Defaults can be used for all other parameters.
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The following screen shows the location details for the location named “MA Session Manager”.
Later, this location will be assigned to the SIP Entity corresponding to Session Manager.

Al Home / Elements / Routing / Locations
Help ?
Location Details
General
* Name: |MA Session Manager
Notes: |Session Manager
Dial Plan Transparency in Survivable Mode
Enabled: []
Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units: |Kbit/sec v
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): 1000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): 1000 Kbit/Sec
* Minimum Multimedia Bandwidth: 64 Kbit/Sec
* Default Audio Bandwidth: 80| |Kbit/sec ¥
Alarm Threshold
Overall Alarm Threshold: |80 | %
Multimedia Alarm Threshold: |80 ¥ | %
* Latency before Overall Alarm Trigger: S Minutes
* Latency before Multimedia Alarm Trigger: 5 Minutes
Location Pattern
0 Items Refresh Filter: Enable
‘ IP Address Pattern Motes
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 54 of 102

SPOC 3/21/2014 ©2014 Avaya Inc. All Rights Reserved. Fr_CS1K76SMSBCE



The following screen shows the location details for the location named “CS1K Node”. Later,
this location will be assigned to the SIP Entity corresponding to the CS1000. Other location
parameters (not shown) retained the default values.

Home / Elements / Routing / Locations

Location Details CDmmitl Cancell

General

* Name: |CS1k Mode

MNotes: |(CS1K7.6

The following screen shows the location details for the location named “MA SBCE”. Later, this
location will be assigned to the SIP Entity corresponding to the Avaya SBCE. Other location
parameters (not shown) retained the default values.

Home / Elements / Routing / Locations

Location Details Cummitl Cancell

General
* Name: |MA SBCE

Motes: |Awvaya SBCE 6.2
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6.4. Adaptations

Session Manager can be configured with adaptation modules to modify SIP messages before or
after routing decisions have been made. A generic adaptation module DigitConversionAdapter
supports digit conversion of telephone numbers in specific headers of SIP messages. Other
adaptation modules are built on this generic module, and can modify other headers to permit
interoperability with third party SIP products.

To view or change adaptations, select Routing - Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed.

Two adaptations, named CS1K76 and History-Diversion, were created and used during the
compliance test.

The adaptation named CS1K76 is shown on the screen below. It will later be assigned to the SIP
Entity corresponding to the CS1000.

In the General section, enter the following values:

e Adaptation Name: Enter a descriptive name for the adaptation.
e Module Name: Select the CS1000Adapter from drop-down menu.

Click Commit to save.

Home / Elements / Routing / Adaptations

Adaptation Details Cummitl Cancell

General
* adaptation MName: [CS51K76
Module Name: |C51000Adapter d

Module Parameter Type: ;I

Egress URI Parameters:

Motes:
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The adaptation named History-Diversion is shown on the screen below. This adaptation will
later be assigned to the SIP Entity corresponding to the Avaya SBCE.

e Adaptation Name: Enter a descriptive name for the adaptation.

e Module Name: Enter DiversionTypeAdapter. The adapter is used to convert the History-
Info headers coming from the CS1000 to Diversion headers supported by Frontier

e Module Parameter Type: Select Name-Value Parameter from the drop-down menu. Click
the Add button and set the parameter Name to MIME and Value to no. This parameter will
remove MIME types inserted by the CS1000 which are not used for call processing that
should not be sent to the service provider.

Click Commit to save.

Home / Elements / Routing / Adaptations

Adaptation Details CDmmitl Cancell

General
* pdaptation Name: History-Diversion
Module Name: |DiversionTypesdapter ;l

Module Parameter Type: |Name-value Parameter x|

A_ddl Removel

[T |[Name Yalue
T MImE no
Select ; all, Mone
Egress URI Parameters:

Motes:
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6.5. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes the CS1000 and the Avaya SBCE. Navigate to Routing = SIP Entities in
the left navigation pane and click on the New button in the right pane (not shown). In the
General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling.

e Type: Select Session Manager for Session Manager, Other for
the CS1000 and SIP Trunk for the Avaya SBCE

e Adaptation: This field is only present if Type is not set to Session Manager
If applicable, select the Adaptation Name defined in Section 6.4

e Location: Select the location that applies to the SIP Entity being created,

defined in Section 6.3.

e Time Zone: Select the time zone for the location above.

The following screen shows the addition of the Session Manager SIP Entity. The IP address of

Session Manager Security Module is entered for FQDN or IP Address.

+« Home / Elements / Routing / SIP Entities
SIP Entity Details Cummitl Cancell
General
* Name: |Ma_Session Manager
* FQDM or IP Address: [192,162.10.32
Type: [Session Manager ;I
Notes: |Security Module
Location: |MA Session Manager 4
Outbound Proxy: j
Time Zone: |AmericafMew_York ;I
Credential name:
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Caniguratiun;l
MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 58 of 102

SPOC 3/21/2014 ©2014 Avaya Inc. All Rights Reserved.

Fr_CS1K76SMSBCE



To define the ports that Session Manager will use to listen for SIP requests, scroll down to the
Port section of the SIP Entity Details screen. This section is only present for Session Manager
SIP entities. The screen below shows the ports used by Session Manager in the shared lab
environment. Only TCP port 5060 for the connection to the Avaya SBCE and UDP port 5087 for
the CS1000 are directly relevant to these Application Notes.

Port
TCP Failover port:
TLS Failover port:

add| Remave|

g Items Fitter: Enable
[ |Port Protocol |Default Domain Notes

[ |sgsd TcP »| |avayalab.com =1

[T |soso UDP;I avaya.lab.com ;l

[T |sos1 TS =] |avaya.lab.com =

M |sos7 UDF | |avaya.ab.com =1

[~ |so7o TCP;I avaya.lab.com ;l

[T |so7s TcP »| |avaya.lab.com =

[T |soso TcP | |avaya.lab.com =1

[T |eoe0 TCP »| |avaya.lab.com |

Select ; all, Mone
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The following screen shows the addition of this SIP Entity for the CS1000. The FQDN or IP
Address field is set to the TLAN IP address of the CS1000 Signaling Gateway (Node IP address,
Section 5.2.1). The Adaptation selected is CS1K76, defined in Section 6.4. The Location is set

to CS1K Node, defined in Section 6.3.

i Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Loop Detection

SIP Link Monitoring

* Name:
* FQDN or IP Address:
Type:

Motes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F {in seconds}:
Credential name:

Call Detail Recording:

CommProfile Type Preference:

Loop Detection Mode:

SIP Link Monitoring:

CS1K7.6
172.16.20.60
Other =l

C51000 Rel, 7.6

C51K76 |
C51k Node x|
Armnerica/Mew_York ;l

4

none x|

Off |

lUse Session Manager CaniguratiDnj

CDmmitl Cancell
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SPOC 3/21/2014

The following screen shows the addition of the Avaya SBCE Entity. The FQDN or IP Address
field is set to the IP address of the SBC private network interface (see Figure 1). The
Adaptation selected is History-Diversion, defined in Section 6.4, and the Location is set to MA

SBCE, defined in Section 6.3.

« Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Loop Detection

SIP Link Monitoring

* Name:
* FQDM or IP Address:
Type:

Motes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Call Detail Recording:

Loop Detection Mode:

SIP Link Monitoring:

MA_SBCE
10.5.5.72
SIP Trunk =l

Awvaya SBCE

History-Diversion |
M& SBCE |
Armnerica/Mew_York ;l

4

none |

off |

Usg Session Manager CaniguratiDn;l

Cummitl Cancell
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6.6. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created; one to the CS1000 and the other to the Avaya SBCE. To add an
Entity Link, navigate to Routing = Entity Links in the left-hand navigation pane and click on
the New button in the right pane (not shown). Fill in the following fields in the new row that is
displayed:

e Name: Enter a descriptive name.

e SIP Entity 1: Select the Session Manager from the drop-down menu.

e Protocol: Select the transport protocol used for this link.

e Port: Port number on which Session Manager will receive SIP requests
from the far-end.

e SIP Entity 2: Select the name of the other system from the drop-down menu.

e Port: Port number on which the other system receives SIP requests from

Session Manager.
e Connection Policy: Select trusted to allow calls from the associated SIP Entity.

Click Commit to save.

The screen below illustrates the Entity Link to the CS1000. Note that the protocol used is UDP,
and the local and remote SIP listening ports are set to 5087.

Home f Elements / Routing / Entity Links
Help ?
Entity Links Cummitl Cancell
1Itemn &2 Filter: Enable
M |[Name SIP Entity 1 Protocol |Port SIP Entity 2 DNS lpart CEINEEIED
Override Policy
[T #MaA-SMto CSIK7.6 #|MA_Session Manager | [UDP =] *[s087 *|CS1KT 6 =l O *|5057 trusted -
| | 2

The following screen illustrates the Entity Link to the Avaya SBCE. Note that the protocol used
is TCP, and the local and remote SIP listening ports are set to 5060.

Home / Elements / Routing / Entity Links
Help ?

Entity Links CDmmitl Cancell

1 Itemn o Filter: Enable

T |Name SIP Entity 1 Protocol |Port SIP Entity 2 Du[:::de Port E“g:ﬁit;“"

[T #|MA_SMto ASBCE *|Ma_Session Manager »| |TCP =] *[s060 *|MA_SBCE | Oa #5060 trusted v |

< | 2
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6.7. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4.

To add a routing policy, navigate to Routing = Routing Policies in the left navigation pane and
click on the New button in the right pane (not shown). The following screen is displayed. In the
General section, enter a descriptive Name and add a brief description under Notes (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Choose the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies to the CS1000 and the Avaya SBCE

Home / Elements / Routing / Routing Policies
Help ?
Routing Policy Details Commitl Cancell
General
* Name: To CS1K7E
Disabled: [
* Retries: |0
Notes: |Inbound Calls to CS1K76
SIP Entity as Destination
Selectl
Name FOQDN or IP Address Type Notes
CE1KT .6 172.16.20.60 Other CS51000 Rel. 7.6
Home / Elements /# Routing / Routing Policies
Help 2
Routing Policy Details Cummitl Cancell
General
* Mame: |Outbound to MA ASBCE
Disabled: ™
* Retries: 0
Motes: (Outbound to Ma_SBCE
SIP Entity as Destination
Selectl
MName FQDN or IP Address Type Motes
Ma_SBCE 10.5.5.72 SIP Trunk Awaya SBCE
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6.8. Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were configured to route calls from the CS1000 to Frontier and vice versa. Dial Patterns
define which route policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, navigate to Routing - Dial
Patterns in the left navigation pane and click on the New button in the right pane (not shown).
Fill in the following, as shown in the following screens.

In the General section, enter the following values:

e Pattern: Enter a dial string that will be matched against the Request-URI of the call.
e Min: Enter a minimum length used in the match criteria.
e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria, or select “ALL”
to route incoming calls to all SIP domains.
e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
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The example below shows dial pattern 1, for outbound calls using the North American
Numbering Plan area prefix. The SIP Domain is set to ALL, the Originating Location is the
CS1k Node (Section 6.3), and the Routing Policy is Outbound to MA ASBCE (Section 6.7).

Home f Elements / Routing / Dial Patterns
Help ?
Dial Pattern Details Commitl Cancell
General
* Pattern: |1
* Min: |1
* Max: (11
Emergency Call: [
Emergency Priority: 1
Emergency Type:
SIP Domain: |-ALL- =]
MNotes:
Originating Locations and Routing Policies
.&‘«;ddl Removel
6 [tems Filter: Enable
- ) : Routi ) : ) -
™ |orisimating Lacation Name.. 00D Routna Poler o policy  Seing Pty Rautia Pl
Disabled
[T csik Node CS1KT 6 g;gbgé'”d to Ma i = Ma_SBCE Ezt_b;g'gg to
Repeat this procedure as needed, to define additional dial patterns for PSTN numbers to be
routed to the Frontier network via the Avaya SBCE.
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The following screen illustrates an example dial pattern used to verify inbound PSTN calls to the
enterprise. In the example, calls to 10 digit numbers starting with 585321 which are on the DID
range assigned by Frontier to the SIP trunk, arriving from location MA SBCE (under
Originating Location Name), will use route policy To CS1K76 to the CS1000.

Home / Elements / Routing / Dial Patterns
Help 7
Dial Pattern Details Commitl Cancell
General
* Pattern: |585321
* Min: |10
* Max: |10
Emergency Call: [~
Emergency Priority: 1
Emergency Type:
SIP Domain: |-ALL- |
Notes: Frontier DID numbers
Originating Locations and Routing Policies
ﬂl Removel
2 Items o Filter: Enable
I |oriinating Locotion Name o SR2tne, | Navting Py g boiicy - SastngRaler K rliy
Disabled
T MasBCE fvaya SBCE 6.2 To CS1K76 0 r CS1KT 6 é“gfg?“sd Calls to

Repeat this procedure as needed to define additional dial patterns for other numbers assigned to
the enterprise by the service provider, to be routed to the CS1000.
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7. Configure Avaya Session Border Controller for Enterprise

In the sample configuration, the Avaya SBCE is used as the edge device between the Avaya CPE
and the Frontier SIP Trunking service. It is assumed that the initial installation of the Avaya
SBCE and the assignment of the management interface IP Address have already been completed,;
hence these tasks are not covered in these Application Notes. For more information on the SBC
installation and initial provisioning, consult the Avaya SBCE documentation listed in the
References in Section 11.

7.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

Q V o ﬁ Log In
Usermame: |

Thiz system is restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized sccess,

Sess|on Border Cont rol Ier uge or moditications of this system is strictly promibited. Unauthorized

. users are subject to company disciplinary procedures and or criminal

fOI‘ Ente l'pl'l Se and civil penalties under state, federal or other applicable domestic and
foreign lavws

The wuse of this system may ke montored and recorded for
administrative and securty reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it revesals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement otficials

Al users must comply with all corporate instructions regarding the
protection of information sssets.

@ 2011 - 2013 Avaya Inc. Al rights reserved

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users Settings  Help  Log Cut
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard

Administratian Infarmation Installed Devices

Backup/Restore System Time 03:47.32 FM GMT Refiesh  EMS

Systern Managerment }

> Glohal Parameters Version B21.007 ey SEIE

. Global Profiles Build Date ton Dec 8 17:33:02 CET 2013

> SIP Cluster

> Domain Policies

Alarms (past 24 hours) Incidents (past 24 hours)

> TLS Managernent Mane found. None faund

> Device Specific Settings

Mo notes found.
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7.2. System Management

To view current system information, select System Management on the left navigation pane. A
list of installed devices is shown in the Devices tab on the right pane. In the reference
configuration, a single device named Avaya_SBCE is shown. The management IP address that
was configured during installation and the current software version are shown here. Note that the
management IP address needs to be on a subnet separate from the ones used in all other
interfaces of the Avaya SBCE, segmented from all VVolP traffic. Verify that the Status is
Commissioned, indicating that the initial installation process of the device has been previously
completed, as shown on the screen below.

Session Border Controller for Enterprise AVAYA

Dashboard

Administration

System Management

Backup/HRestare

> Global Parameters

> Global Profiles - -
. SIP Cluster [vaya SBCE

> Domain Policies

Devices || Updates || SSL ¥YPN || Licensing |

Wersion

192.165.10.70  6.21.007  Commisgioned

Reboot  Shutdown  Restart Application Edit Delete

> TLS Management

» Device Specific Settings

To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed, containing the current device and the
network settings. Note that the Al and B1 interfaces correspond to the inside and outside
interfaces for the Avaya SBCE. The highlighted Al and B1 IP addresses are the ones relevant to
these Application Notes, for the configuration of the SIP trunk to Frontier.

System Information: Avaya_ SBCE X
r General Configuration Device Configuration
Appliance Mame Avaya_SBCE HA Mode Mo
Box Type SIP Two Bypass Mode Mo

Deployrnent Mode  Proxy

Secondary DNS
DMS Location

DMS Client IP

10.10.153.242

DMZ

172.16.157.148

Network Configuration
Fublic IP Metmask Interface
108572 108572 255.265.285.0 10.5.5.254 Al
17216 157148 17216 157148 255.255.285.0 17216 157.129 B1
10.5.573 10,5573 255.2552585.0 10.5.5.254 Al
172.16. 157146 172.16.157 148 2852552850 172.16.157.129 B1
17216 157145 7216 157 145 255.265.285.0 17216187 129 B1
r DNS Configuration Manag t IP(s)
Primary DNS 7216216122 P 192.168.10.70
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7.3. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
across all Avaya SBCE appliances.

7.3.1. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).
In the reference configuration, Session Manager functions as the Call Server and the Frontier SIP
Proxy as the Trunk Server.

To configure the interworking profile in the enterprise direction, select Global Profiles >
Server Interworking on the left navigation pane. Click Add.

Dashhoard
Administration
Backup/Restore
System Management
> Global Parameters
Diamain Dos
Fingerprint

|»

Server
Interworking

Media Forking
Fauting

Topology Hiding
Signaling

Phane Intensarking

Server Configuration

-

i)

Profiles
cs2100

Avaya-ru

OCS-Edge-Server

cisco-ccm
cups

Sipera-Hal

OCS-FrontEnd-

Interworking Profiles: cs2100

T

It is not recornmended to edit the defaults. Try cloning or adding a new profile instead.

Clane |

General H Timers || URI Manipulation || Header Manipulation || Advanced |

Hold Support
180 Handling
181 Handling
182 Handling
’ 183 Handling

Refer Handling

Fxx Handling

General

RFC3264

Mane
Mane
Mone
Mone
Mo

Mo

n

Enter a descriptive name for the new profile. Click Next.

Interworking Profile

Profile Mame

ISessiDn tanager

Mext

MAA; Reviewed:
SPOC 3/21/2014

Solution & Interoperability Test Lab Application Notes

©2014 Avaya Inc. All Rights Reserved.

69 of 102
Fr_CS1K76SMSBCE



On the General screen, check the T.38 Support box. All other parameters retain their default

values. Click

Next.

Interworking Profile X

General

% Maone
Hold Support ' RFC2543 - c=0.0.0.0
' RFC3264 - a=sendonly
180 Handling % MNone © SDP Mo SDP
181 Handling ® MNone © SDP Mo SDP
182 Handling % MNone © SDP Mo SDP
183 Handling ® MNone © SDP Mo SDP
Refer Handling r
3xx Handling r
Diversion Header Support r
Delayed SDP Handling r
T.33 Suppart v
UR| Scherme & ogp O TEL © ANY
“ia Header Format i EES;E;
Back et
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Click Next on the Privacy/DTMF and SIP Timers/Transport Timers tabs (not shown). On the
Advanced Settings tab, uncheck the Topology Hiding: Change Call-1D box and check the
AVAYA Extensions box. Click Finish to save and exit.

Interworking Profile X

© None
Record Routes T Single Side
@ Both Sides
Topology Hiding: Change Call-ID -
Call-Infa MAT [
Change Max Forvwards cd
Include End Point IP for Contest Laookup -
OCS Extensions r
AN AN A Extensions I+
WORTEL Extensions 1
Diversion Manipulation [l
Diversion Header URI |
Metazwitch Extensions r
Reset on Talk Spurt r
Reset SRTP Contesd on Session Refresh [
Has Remate SBC il
Route Responze on Via Port -
Cisco Extensions r
Back Finizh
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A second interworking profile named Service Provider in the direction of the SIP trunk to
Frontier was similarly created. For this profile default values were used for all parameters except

for T.38 Support, which was checked.

Interworking Profile

Profile Marne

ISerVice Prowvider

Mext

General tab:

Interworking Profile X

Hold Support

180 Handling
181 Handling
182 Handling
183 Handling
Refer Handling
Jux Handling
Diversion Header Support

Delayed S0P Handling

General

Mone

e O

O]

Mone © SDP

O]

Mone  SDP
% pNone 0 SDP

% None 0 SDP

RFC2843 - ¢=0.0.0.0
RFC3264 - a=sendonly

' No SDP
' Mo SDP
' Mo SDP

' No SDP

T.38 Support
URI Schermne 5P O TEL © ANY
oy
Yia Header Format AT
C RFC2543
Back et
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Advanced Settings tab:

Interworking Profile x

Record Routes

Topology Hiding: Change Call-I0

Call-info MAT

Change Max Forwards

Include End Point IP for Context Lookup

QCs Extenszions

AN AN A Pxtenszions

MORTEL Extensions

Diversion Manipulation

Diversion Header LRI

hetaswitch Extensions

Reszet on Talk Spurt

Feset SRTP Context on Sesszion Refresh

Has Remote SBC

Route Responze on Via Port

Cizco Extensions

€ uone
© Single Side
* Both Sides

e

C |

O O a [ n

i s I I A

[

Back | Firish
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7.3.2. Signaling Manipulation

The Signaling Manipulation feature of the Avaya SBCE allows an administrator to perform a
granular header manipulation on the headers of the SIP messages, which sometimes is not
possible by direct configuration on the web interface. This ability to configure header
manipulation in such a highly flexible manner is achieved by the use of a proprietary scripting
language called SigMa.

The script can be created externally as a regular text file and imported in the Signaling
Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. In the reference configuration, the Editor was used. A detailed description of the structure
of the SigMa scripting language and details on its use is beyond the scope of these Application
Notes. Consult [13] on the References section for more information on this topic.

With the purpose of blocking private enterprise information from being propagated to the public
network, and to reduce the size of outbound SIP messages sent to Frontier, Signaling Rules are
used, later in Section 7.4.1, to remove unnecessary headers. In addition, a Sigma script was
created to remove the “Remote-Address” parameter, used by the Avaya SBCE, from all
outbound messages. This parameter contains private enterprise IP addresses that have no
significance to the service provider. The script will additionally remove the “Organization”
header on inbound messages from Frontier.

From the Global Profiles menu on the left panel, select Signaling Manipulation. Click Add to
open the SigMa Editor screen, where the text of the script can be entered.

The screen below shows the finished Signaling Manipulation script named Frontier Script 2.
The details of the script can be found in Appendix A in this document.

Dashboard

|»

Signaling Manipulation Scripts: Frontier Script 2

Administration
Upload Add | Download | Clone | Delete |
Backup/Restare
System Management : o Click here 1o add a description.
> Global Parameters Signaling Manipulation
4 Global Profiles Request_URI //Remove Remote-Address header in ocutbeound INVITE and 20@ Ok =
Damain DoS T3BMaxRate within session “ALL™
Fingerprint {
0T act on message where XDIRECTION="OUTBOUND" and X%EMTRY_POINT="POST_ROUTING"

Server Intenwarking

Phone Interworking Rermove_Audio. .. remove(%HEADERS [ “Remote-Address"][1]);
T
Wedia Forking T 1
Raouting Remove phone-... /f Remove Organization header from Frontier
Server Caonfiguration S Within session “ALL™
Topology Hiding P {
Si ling Max-Forwards= act on message where XDIRECTION="INBOUND"™ and XENTRY_POINT="FRE_ROUTING"
igna - = {
Manipulation b Frontier Seript 2 remove(%HEADERS [ “Organization™][1]);
LRI Groups 1 ' ]
> SIP Cluster = e | =
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7.3.3. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE two peers, i.e., Session
Manager (Call Server) and the SIP Proxy at the service provider’s network (Trunk Server). From
the Global Profiles menu on the left-hand navigation pane, select Server Configuration and
click the Add button (not shown) to add a new profile for the Call Server. Enter an appropriate
Profile Name similar to the screen below. Click Next.

Add Server Configuration Profile

Profile Name ISessiDn Manager

Mext

On the Add Server Configuration Profile - General Tab select Call Server from the drop-
down menu for the Server Type. On the IP Addresses / Supported FQDNSs field, enter the IP
address of the Session Manager Security Module. Select TCP for Supported Transports, and
enter 5060 under TCP Port. The transport protocol and port selected here must match the values
defined for the Session Manager SIP entity in Section 6.4. Click Next.

Add Server Configuration Profile - General

Server Type Call Server j
192. 168,10, 32 =]
IP Addresses / Supported FODMs
Separate entries with commas
[~
M TCcP
Supported Transports I upp
roTs
TCP Port (5060
UDP Port |
TLS Port |
Back | MHext
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Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, since
TCP is used, check the Enable Grooming box. Select Session Manager from the Interworking

Profile drop-down menu. Click Finish.

Add Server Configuration Profile - Advanced X

Enable Do3 Protection
Enable Grooming
Interworking Profile

Signaling Manipulation Script

TCP Connection Type

r
v

|Sessiun Manager j

INDne j

& SuUBID © PORTID © MAPPING

Back | Finish |

Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown). Enter an appropriate Profile Name similar to the screen

below. Click Next.

Add Server Configuration Profile

Prafile Name

IFantier

Mext
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On the Add Server Configuration Profile-General Tab select Trunk Server from the drop-
down menu for the Server Type. On the IP Addresses / Supported FQDNSs field, enter

the IP address of the Frontier SIP proxy server. Select UDP for Supported Transports, and
enter 5060 under UDP Port, as specified by Frontier. Click Next.

Add Server Configuration Profile - General

Server Type

IP Addresses / Supported FODMs

Separate entries with commas

Supported Transports

TCP Part
UDP Part

TLS Port

Trunk Server j

192,168, 24.12

I Tce
M UoP
roTs

(5060
!

Back | st |

Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select
Service Provider from the Interworking Profile drop-down menu. Under Signaling
Manipulation Script, select the Frontier Script 2 created on the previous section. Click Finish.

Add Server Configuration Profile - Advanced X

Enable Do3 Protection
Enable Grooming
Intersorking Profile

Signaling Manipulation Script

UDP Connection Type

-
-

IService Provider j

IFantierScriptZ j

& SUBID © PORTID © MAPPING

Back | Finish |
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7.3.4. Routing Profiles

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces.

Two Routing Profiles were created in the test configuration, one for inbound calls, with Session
Manager as the destination, and the second one for outbound calls, which are routed to the
Frontier SIP trunk. To create the inbound route, select the Routing tab from the Global Profiles
menu on the left-hand side and select Add (not shown). Enter an appropriate Profile Name
similar to the example below. Click Next.

Routing Profile

Profile Name Route to SM

Mext

On the Next Hop Routing tab, enter the IP Address of Session Manager as Next Hop Server 1.
Since the default well-known port value of 5060 for TCP was used, it is not necessary to enter
the port number here. Check Routing Priority based on Next Hop Server. Choose TCP for
Outgoing Transport. Click Finish.

Routing Profile X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group
MNext Hop Server 1 |192.1EE.1D.32 |

IP, IP:Port, Domain, or Domain:Port

Mext Hop Server 2 | |

IP, IP:Port, Domain, or Domain:Port

Routing Priority based on
Mext Hop Server

Use Mext Hop
for In Dialog Messages

for Messages Outside Dialog

O
Ignore Route Header [
NAPTR O
SRV L

O

Qutgoing Transport TLs @ 1CcP O UDP

[ Back | [ Finish |
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Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route. Enter an appropriate Profile Name. Click Next.

Routing Profile

Profile Marme IPu:uute to Frontier

st

On the Next Hop Routing tab, enter the IP address of the service provider SIP proxy server as
Next Hop Server 1. Since the default well-known port value of 5060 for UDP was used, it is not
necessary to enter the port number here. Check the Routing Priority based on Next Hop
Server. Choose UDP for Outgoing Transport. Click Finish.

Routing Profile X

Each URI group may only be used once per Routing Profile.

Mext Hop Rauting
URI Group I* ]'
Mext Hop Server 1 |192_1EB_24,12

IF, IP:Port, Domain, or Domain:Part

Mext Hop Server 2 I
IF, IP:Port, Domain, or bomain:Part

Routing Priority based on
Mext Hop Server i

lse Mext Hop

for In Dialog Messages -

lgnore Route Header r

for Messages Outside Dialog

NAPTR r

SRY r

Outgoing Transport O O TCP ® uDP

Back Finish
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7.3.5. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, only the minimum configuration required to achieve
interoperability on the SIP trunk was performed. Additional steps can be taken in this section to
further mask the information that is sent from the enterprise to the public network.

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from
the Global Profiles menu on the left-hand side and click the Add button (not shown). Enter a
Profile Name such as the one shown below. Click Next.

Topology Hiding Profile

Profile Mame Session Manager

Mext

On the Topology Hiding Profile screen, click the Add Header button repeatedly to show the
rest of the headers in the profile.

Topology Hiding Profile

Add Header
Header Criteria Replace Action Orwerwrile YWalue
|3{equeet—_iﬂe :I |I3‘,.'I:Dr’|an j |Aut|:u ﬂ | Dalata
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For the Request-Line, From and To headers, select Overwrite in the Replace Action column
and enter the enterprise SIP domain know by the Session Manager, avaya.lab.com, in the
Overwrite Value column of these headers, as shown below. Default values were used for all
other fields. Click Finish.

Topology Hiding Profile X

Header Criteria Replace Action Overwrite \Value

|RequestLine =l |IPDomain =] |Overwite x| |avayalab.com Delete
[From =l |IPDomain x| |Overwite x| |avayalab.com Delete
[To =| |IFiDomain =] [Overwite =l |zvayalab.com Delete
| Pecord-Route =| |IFiDomain =] [Auto =l Delete
[via =| |IFiDomain x| [Auto =l Delete
[sop =| |IFiDomain =] [Auto =l Delete
| Pefer-To =| |IFiDomain x| [Auto =l Delete
|Referred—Ely j |IP£Domain j |Aut0 J | Delete

Back | Finish |

A Topology Hiding Profiles named Service Provider was similarly configured in the direction
of the SIP trunk to Frontier. During the compliance test, IP addresses instead of domains were
used in all SIP messages between the Frontier SIP proxy server and the Avaya SBCE. Note that
since the default action of Auto implies the insertion of IP addresses in the host portion of these
headers, it was not necessary to modify any of the headers sent to the service provider.

Topology Hiding Profiles: Service Provider
Rename | Clane | Delete |
g Click here to add a description.
default Topology Hiding
cisco_th_profile Header Criteria Replace Action Cverwrite Value
ME Sess Mngr Wia IP/Domain Auto
Service Provi. Ta IP/Domain Auto
Session Manager From IP/Domain Auto
SDP IP/Domain Auto
Record-Route IP/Domain Auto
Refer-To IP/Domain Auto
Referred-By IP/Darmain Auto
Reguest-Line IP/Darmain Auto
Edit
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7.4. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

In the reference configuration, two new Signaling Rules were created. All other rules under
Domain Policies, linked together on the End Point Policy Groups later in this section, used one
of the default sets already pre-defined in the configuration. Please note that changes should not
be made to any of the defaults. If changes are needed, it is recommended to create a new rule by
cloning one the defaults and then make the necessary changes to the new rule.

7.4.1. Signaling Rules

A Signaling Rule named Frontier SM Side was created to remove (block) unnecessary headers
from outbound SIP messages.

The following headers were blocked:

Alert-Info
AV-Global-Session-ID
Endpoint-View
History-Info
P-AV-Message-I1D
P-Charging-Vector
P-Location

User Agent

These headers are sent in messages from the Session Manager to the Avaya SBCE. They contain
private IP addresses and SIP Domains from the enterprise, which should not be propagated
outside of the enterprise boundaries. This signaling rule had the additional purpose of reducing
the size of the messages sent to Frontier.

In the Domain Policies menu on the left-hand side, select Signaling Rules, then Add Rule (not
shown). Enter an appropriate name like in the example below. Click Next.

Signaling Rule

Rule Mame IFantierSM Side

st
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On the next three pages (not shown), leave sections Inbound, Outbound and Content-Type
Policies with their default values. Default values were also used on the Signaling QoS and
UCID tabs. Click Finish.

On the newly created Signaling Rule, select the Request Headers tab to create the
manipulations to be performed on request messages. Select Add In Header Control.

Signaling Rules: Frontier SM Side

Add | |Fitter By Device..

Signaling Rules

j Fenarme | Clone | Celete |

Click here to add a description.

default

MNo-Caontent-Typ...
Remove_headers

OPFTIONS

General | | Requests | | Rest || Request Headers ||| Response Headers | | Signaling QoS | | uciD |
| Add In Header Control " Add Out Header Control |

Rowe Header Mame

Method Mame Header Criteria Action Proprietary Direction

Mo regquest header controls exist.

Alert-Info
Remate Workers
SM Generic

Trunk Generic

| Frontier SM Side |

In the Add Header Control screen select the following:

MAA; Reviewed:
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Header Name: Alert-Info
Method Name: ALL

Header Criteria: Check Forbidden
Presence Action: Remove Header

Click Finish

Add Header Control X

Proprietary Request Header
Header Name

Method Mame

Header Criteria

Presence Action

r

[ Alertnfo =l

' Mandatory
 Optional

IRemDve headerj

|4BE IEIusy Here

Finish |
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Select Add In Header Control as needed to configure the remaining header control rules. Make
sure to check the Proprietary Request Header box as appropriate in the Add Header Control
tab, to be allowed to type the name of proprietary headers on the Header Name box. Once
completed, the Request Headers tab should look like the following screen.

General H Requests H Responses ‘ Request Headers ‘ Response Headers H Signaling QoS H ucip ‘

Header Name
1 Av'-Global-Session-1D
2 Alert-Info
3 Endpoint-iew
4 History-Info
= P-A4-Message-ID
B P-Charging-vector
7 P-Laocatiaon

g User-Agent

Method Mame
ALL
ALL
ALL
ALL
ALL
ALL
ALL

ALL

Header Criteria

Faorbidden
Faorbidden
Faorhidden
Faorhidden
Faorhidden
Faorhidden
Faorhidden

Forbidden

Add In Header Caontrol | Add Out Header Control

Action
Remove Header
Remove Header
Remove Header
Remove Header
Remove Header
Remove Header
Remove Header

Remove Header

Proprietary

Direction

Edit
Edit
Edit
Edit
Edit
Edit
Edit

Edit

Delete
Delete
Delete
Delete
Delete
Delete
Delete

Delete

Select the Response Headers tab to similarly create the manipulations performed on response
messages. Select Add In Header Control (not shown).

The screen below shows the settings for the Alert-Info header on response messages.

Add Header Control X

Proprietary Response Header

Header Mame
Response Code

Method Mame

Header Criteria

Presence Action

-

[ Alert-Info =

IEDD 'I

ALL <

' Mandatory
 Optional

IRemDve header j

|4BE IEIusy Here

Finish |
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Select Add In Header Control as needed to configure the remaining header control rules. Make
sure to check the Proprietary Request Header box as appropriate in the Add Header Control
tab to be allowed to type the name of proprietary headers on the Header Name box. Once
completed, the Response Headers tab should look like the following screen.

General | | Requests | | Responzes || Request Headers | | Response Headers || Signaling QoS | | ucio |

Add In Header Control | Add Out Header Control

-

Header Mame = Code  Method Mame  Header Criteria Action Proprietary  Direction
1 AV -Global-Session-ID 1R ALL Forbidden Remove Header Yes Il Edit Delete
2 AV -Global-Session-ID 200 ALL Farhidden Remove Header Yes I Edit Delete
3 Alert-Infa 200 ALL Forhicden Remaove Header Mo Il Edit  Delete
4 Endlpoint-'iew 200 ALL Forhidden Remove Header Yes I Eciit Celete
a9 History-Info 1K ALL Forhidden Remove Header Mo I Eclit Delete
B Hiztory-Info 2R AL Forbidden Remove Header Mo I Ediit Celete
7 P-AY-Meszage-ID 1HX ALL Farhidden Remaove Header Yes I Eclit Delete
g P-AW-Message-ID 200 ALL Forbidden Remove Header Yes I Eciit Celete
9 P-Charging-"/ectar 200 ALL Farhidden Remaove Header Yes I Eclit Delete i
10 P-Location XX ALL Forbidden Remove Header Yes Il Edit Delete
11 Pl ocation 200 Al Forhirdden Femowe Headar oy Il Eclit  Ciclete  an

A second Signaling Rule named Frontier Trunk Side was created in order to block OPTIONS
messages sent by Frontier from passing through the Avaya SBCE to Session Manager, and return
a 200 OK as the response. In this case, on the Requests tab, click on Add In Request Control to
add the new Request Control. Once completed, the Request tab of the newly created Signaling
Rule should look like the screen below.

Add

Signaling Rules

default
Mo-Content-Type-....
Remaove_headers
OPTIONS

Alert-Info

Remote Warkers

Frontier Sk Side

Frontier Trunk S...

Signaling Rules: Frontier Trunk Side

|Fi|terElyDevice... j Rename | Clone | Delete |

Click here to add a description.

General || Requests || Responses || Request Headers | | Response Headers || Signaling QoS || uciD |
—

Add In Reguest Cantral | Add Out Request Contral |

Row  Method Name In Dialog Action COut of Dialog Action Proprietary  Direction

1 OPTIONS Block with "200 OK" Block with "200 OK" Mo In Edit

Delete
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7.4.2. End Point Policy Groups

End Point Policy Groups associate the different sets of rules (Media, Signaling, Security, etc) to
be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu. Select Add (not shown).

Enter an appropriate name in the Group Name field. Enterprise was used. Click Next.

Policy Group

Group Marme IEnterprise

[ext

In the Policy Group tab, all fields used one of the default sets already pre-defined in the
configuration, with the exception of the Signaling Rule, where the Frontier SM Side rule
created in Section 7.4.1 was selected. Click Finish.

Policy Group X

Application Rule Idefault—trunk j
Border Rule Idefault j
edia Rule Idefault—luw—med j
Security Rule Im
Signaling Rule IFantierSM Side j
Time of Day Rule Im

Back | Finish |

The screen below shows the Enterprise End Point Policy Group after the configuration was
completed.

Policy Group

Surnrnary | Add |

Order Application Border hedia Security Signaling Tirme of Day
|1 default-trunk  default rlalnegadult-lnw- default-low Egazﬂer SM yeaut Edit Clone
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A second End Point Policy Group was similarly created for the service provider, repeating the
steps described previously. All fields used one of the default sets already pre-defined in the
configuration, with the exception of the Signaling Rule, where the Frontier Trunk Side rule
created in Section 7.4.1 was selected.

The screen below shows the Service Provider End Point Policy Group after the configuration
was completed.

Policy Group

Summary | Add |

Order Application Border Media Security Signaling Time of Day
|1 default-trunk  default default-low- default-low Frontier default Edit Clone
rned Trunk Side

7.5. Device Specific Settings

The Device Specific Settings determine server specific parameters that determine how the
device will work when deployed on the network. Among the parameters defined here are IP
addresses, media and signaling interfaces, call flows, etc.

7.5.1. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from Device Specific Settings on the left-side menu (not shown).
Under Devices in the centre pane, select the device being managed, Avaya SBCE in the sample
configuration. On the Network Configuration tab, verify or enter the network information as
needed. Note that the Al interface is used for the internal side and B1 is used for the external
side of the Avaya SBCE.

Network Management: Avaya_SBCE
Network Configuration | | Interface Configuration
Avaya_SBCE
d data require an application restart befare taking
-ation restarts can be issued from iy ement.

Al Netmask A2 Netmask B1 Natmask B2 Natmask

|255.255.255.D 255.255.255.0
Add Save | Clear |

IP Address Fublic IP Gateway Interface
ftoss72 | [10.5.5.254 a1 =] Delete
[172.16.157 148 | [i72.16.157.129 [t =] Delete
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On the Interface Configuration tab, verify the Administrative Status is Enabled for both the
Al and B1 interfaces. Click the Toggle buttons if necessary to enable the interfaces.

Network Configuration | Interface Configuration

Avaya_SBCE MName Administrative Status
Al Enabled Toggle
A2 Disabled Toggle
B1 Enabled Toggle
B2 Disabled Toggle

7.5.2. Media Interface

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or Trunk Server.

To add the Media Interface in the enterprise direction, select Media Interface from the Device
Specific Settings menu on the left-hand side, select the Avaya SBCE device and click the Add
button (not shown). On the Add Media Interface screen, enter an appropriate Name for the
Media Interface. Select the private IP Address for the Avaya SBCE from the IP Address drop-
down menu. The Port Range was left at the default values of 35000-40000. Click Finish.

Add Media Interface X

Mame |Private_med
IP Address [105572 -
Port Range {35000 - [40000

Finish |

A second Media Interface facing the public network side was similarly created with the name
Public_med, as shown below. The outside IP Address of the Avaya SBCE was selected from the
drop-down menu. The Port Range was left at the default values.

Add Media Interface X

Mame |Pub|i|:_med
IP Address [i72.16.157.148 =]
Part Range [35000 - J40000

Finish |
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Once the configuration is complete, the Media Interface screen will appear as follows.

Media Interface: Avaya_SBCE

Media Interface

Avaya SBCE
ce will require an application restart before taking effect. Application

Add

MNarme Media IP Paort Range
Private_med 1056572 35000 - 40000 Edit Delete
Public_med 17216 157 148 35000 - 40000 Edit Delete

7.5.3. Signaling Interface

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in both the inside and outside networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Device Specific Settings menu on the left-hand side, select the Avaya SBCE device and click
the Add button (not shown). On the Add Signaling Interface screen, enter an appropriate Name
for the interface. Select the private IP Address for the Avaya SBCE from the IP Address drop-
down menu. Enter 5060 for TCP Port, since TCP port 5060 is used to listen to signaling traffic
from Session Manager in the sample configuration. Click Finish.

Add Signaling Interface X

MName IPrivate_sig
IP Address |1D.5.5.?2 vI
TCP Port
Leave blank to disable IEDED
UDP Port I
Leave blank to disable
Enable Stun -
TLS Port I
Leave blank to dizable
TLS Profile IAvayaSBCSemerj
Enable Shared Control |

Shared Control Port |

Finish |
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A second Signaling Interface with the name Public_sig was similarly created in the network
direction. The outside IP Address of the Avaya SBCE was selected from the drop-down menu.
Under UDP Port, enter 5060 since this is the protocol and port used by the Avaya SBCE to
listen to the service provider’s SIP traffic.

Add Signaling Interface X

Marre |Pub|i|:_sig
IP Address [172.16.157.148 =]
I.i?epbmkto dizable I
HSE Elggkto dizable ISDED
Enable Stun r
-II_-L_a%eF::-?kato dizable I
TLS Profile IAvayaSBCSemerj
Enable Shared Control r

Shared Control Port |

Finish |

Once the configuration is complete, the Signaling Interface screen will appear as follows:

Signaling Interface |
Avaya SBCE Add
Marme Signaling IP lFlE: E TLS Profile
Private_sig 105572 5060 Mone Edit Delete
Public_sig 172,16 .157.148 5060 - Mone Edit Delete
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7.5.4. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named Session Manager Flow created in the sample configuration. The flow uses the
interfaces, policies, and profiles defined in previous sections. Note the Routing Profile selection,
which is the reverse route of the flow. Click Finish.

Edit Flow: Session Manager Flow X

Flow Marne ISessiDn tanager Flow
Server Configuration ISessiDn tanager j
LRI Group Iﬁ
Transport m
Remate Subnet |*
Received Interface |Pub|ic:_sig j
Signaling Interface |Private_sig j
Media Interface |Private_med j
End Foint Policy Group IEnterprise j
Routing Profile IRDute to Frantier j
Topology Hiding Profile ISessiDn Managerj
File Transfer Profile Im

Finish |
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A second Server Flow with the name SIP Trunk Flow was similarly created in the network
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
the Routing Profile selection, which is the reverse route of the flow. Click Finish.

Edit Flow: SIP Trunk Flow X

Flow Mame |SIPTrunk Flow
Semver Canfiguration |Fantier j
LRI Graoup Iﬁ
Transpart m
Remote Subnet I*
Received Interface IPrivate_sig j
Signaling Interface |Pub|i|:_sig j
Media Interface |Pub|i|:_med j
End Point Palicy Group |Servic:e Frowider j
Rauting Profile |RDute o S j
Topology Hiding Profile IService Provider j
File Transfer Profile Im

Finish |

The two Server Flows created in the sample configuration are summarized on the screen below:

End Point Flows: Avaya_SBCE

Subscriber Flows | | Server Flows

N End Point
Palicy
Group

Avaya_SBCE

Routing

Priarity Flow Mame Prafile

Graup

|1 SIP Trunk Flow  *

Route
to S

Service

Private_sig Provider

Fublic_sig

R

Clone  Edit  Delete

r Server Configuration: Session Manager

Update
. Flowy URI Rauting
IPLmiiE) Marme  Group Gran FI" Profile
Session Route
|1 Manager Fublic_sig Private_sig Entergrise  to Wiew Clone Edit  Delete
Flowy Frontier
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8. Frontier Communications SIP Trunking Service
Configuration

Frontier is responsible for the configuration of the SIP Trunking service on its network. The
customer will need to provide to Frontier the IP address used to reach the Avaya SBCE at the
enterprise. Frontier will provide the customer the necessary information to configure the SIP
connection from the enterprise site to the Frontier network, including:

e [P address of the Frontier SIP Proxy server.

e Supported codecs and order of preference.

e DID numbers.

e All IP addresses and port numbers used for signaling or media that will need access to the
enterprise network through any security devices.

This information is used to complete the configuration of the CS1000, Session Manager and the
Avaya SBCE discussed in the previous sections.

9. Verification Steps

The following steps may be used to verify the configuration of the Avaya solution with the
Frontier SIP Trunking service.

9.1. Avaya Communication Server 1000E Verification

This section illustrates sample verifications that may be performed on the CS1000, using the
Avaya Unified Communication Management GUI.

9.1.1. IP Network Maintenance and Reports Commands

From the CS1000 Element Manager screen, navigate to System - IP Network -
Maintenance and Reports. Click the Gen CMD button as shown below.

AVAYA €S1000 Element Manager

- UCM Network Senices Managing: 172.16.21.61  Username: admin
_Home System » 1P MNetwork » Node Maintenance and Reports
~Links .
- ¥irtual Terminals Node Maintenance and Reports
- System
+Alarms
- Maintenance - Node ID: 1006 MNode IP: 172.16.20.60 Total elernents: 1
+ Caore Equipment
- Peripheral Equipment Haosthame ELANIP Type TH
- IP Metwark Signaling
- Modes: Servers, Media Cards Server- -
_ Maintenance and Reparts cs1k 172.16.21 .81 Avaya MO TH GEM CMD I 8Y5 LOG OM RPT Reset Status Virtual Terminal
- hMedia Gateways CPMG
-Zones

The General Commands screen is displayed.

General Commands

ElementIP:172.16.21.61 Element Type : Signaling Server-Avaya CPMG

Groupl vl Commandl--SeIectAGroup-- vl RUM
IP address|1?2_16.21.61 Numberufpings|3 PING |
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A variety of commands are available by making the appropriate selections on the Group and
Command drop-down menus. For example, to check the status of the SIP Gateway to Session
Manager, select Sip from the Group menu and SIPGwShow from the Command menu. Click
Run. The example output below shows the Session Manager (192.168.10.32, port 5087, UDP)
with a SIPNPM Status “Active”.

General Commands

ElementIP:172.16.21.61 Element Type : Signaling Server-Avaya CPMG

|Gr0up|8ip ~| | | Cammand | SIPGwShow jl sie  ~| RUM
IF addr855|1?218.21.81 Number of pings |3 PING |
SIPNPH Status i Aotive 1=
Primary Proxy IP address : 192.163.10.32
Primary Proxy port 5087
Primary Proxy Transport : ODP
Secondary Proxy IP address : 0.0.0.0
Secondary Proxy port : 5060
Secondary Proxy Transport : ODP
Primary Froxwve IFP address : 192.163.10.32
Primary Proxy¥Z port 1 5087
Primary Proxyz Transport : TDP
Aotive Proxy i Primary :Register Not Supported =
Time To Next Registration : 0 Zeconds
Channels Busy / Idle / Total : O/ 11 / 11
Stack wversion = 5.5.0.13
TLS Zecurity Policy : Security Disabled -
o o

9.1.2. System Maintenance Commands

A variety of system maintenance commands are available by navigating to System -
Maintenance on the left pane. Maintenance commands can be used by either choosing the
Select by Overlay or the Select by Functionality approaches.

AVAYA CS1000 Element Manager
L
- UCM Network Senices hianaging: 172.16.21.61 Username: admin
_Home System s Maintenance
-Links
- ¥irtual Terminals Maintenance
- System
+Alarms
+%em & Select by Overlay © Select by Functionality
- Peripheral Equipment
+IP Metwork =5Select by Overlay=
+Interfaces LD 30 - Network and Signaling
- Engineered Values LD 32 - Network and Peripheral Equipment
> EMSEEREY e LD 34 - Tone and Digit Switch
e LD 36 - Trunk
-Customers LD 37 - InputiOutput
+Routes and Trunks LD 3% - Conference Circuit
+Dialing and Numbering Plans LD 39 - Intergroup Switch and Systern Clock
+Phones LD 45 - Backaround Signaling and Switching
+Tools tg jg - nLﬂ_uIISfrequency Sender
. -Lin
SR LD 54 - Multifrequency Signaling
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The following screen shows an example using the Select by Overlay approach, where the

LD 96 — D-Channel overlay is chosen.

Maintenance

& Select by Overlay

=5elect by Overlay=

LD 30 - Metwork and Signaling

LD 32 - Metwoark and Peripheral Equipment
LD 34 - Tone and Digit Switch

LD 36 - Trunk

LD 37 - InpubiCutput

LD 38 - Conference Circuit

LD 39 - Intergroup Switch and System Clock
L 45 - Background Signaling and Switching
LD 46 - Multifrequency Sender

LD 48 - Link

LD 54 - Multifrequency Signaling

LD 60 - Digital Trunk Interface and Primary Rate Interface
LD 75 - Digital Trunk

LR o T

85 - D-Channel

LL 135 - Core Commaon Equipment
LD 137 - Core InputiCutput
LD 143 - Centralized Software Upgrade

 Select by Functionality

D-Channel Diaghostics

MSOL Diagnostics
TMDI Diagnostics

On the previous screen, selecting D-Channel Diagnostic under the Select Group menu will
produce a screen such as the one shown below. D-Channel number 0, which is used in the
sample configuration, shows that the application status is operational (OPER), and the link

status is established (EST) and active (ACTV).

D-Channel Diaghostics

[Status for D-ChamnersTaTOCH) 7] submit |
|D|sahIeAutnmatlc Recovery (DIS AUTO) j ™ALL Submit |
| Enable Automatic Recavery (ENL AUTO) ~| oo Submit |
| Test Interrupt Generation (TEST 100) ~| Submit |
| Establish D-Channel (EST DCH) ~| Submit |
| |ocH[pEs  [appL_sTaTUS|LINK_STATUS[AUTO_RECY

000 valP OFER EST ACTY  AUTO
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9.2. Avaya Aura® Session Manager Verification

Log in to System Manager. Under the Elements section, navigate to Session Manager >
System Status = SIP Entity Monitoring (not shown). Verify that the state of the Session
Manager links under the Conn. Status and Link Status columns to the CS1000 and the Avaya
SBCE is UP, like shown on the screen below.

Home f Elements / Session Manager / System Status / SIP Entity Monitoring
Help ?
Session Manager Entity Link Connection Status
This page displays detailed connection status for all entity links from a
Eession Manager,
All Entity Links for Session Manager: MA_Session Manager
Status Details for the selected Session Manager:
Summary Wigw
13 Items  Refresh Filter: Enable
SIP Entity Resolved C A
SIP Entity Name ity Reso Port Proto. Deny onn Reason Code  Link Status
P Status
Cll C51K7.6 172.16.20.60 S087 LDP FaLSE Up 200 Ok LUp |
() MA CM Trunk 2 192.168.10.12 S070 TCP FaLSE Up 200 CK Lp
) ™A C.M, Trunk 1 192.168.10.,12 S061 TLS FaLSE Up 200 Ok LUp
()| MA_SBCE 10.5.5.72 S060 TCP FaLSE Up 200 CK Lp
) ™MA AA-SBC 192.168.10.42 S060 TCP FaLSE Up 200 Ok LUp
() MA C.M.Trunk 10 192.168.10.12 S080 TCP FaLSE Up 200 CK Lp
) ™A CM Trunk 98 192.168.10.,12 S062 TLS FaLSE Up 200 Ok LUp

Other Session Manager useful verification and troubleshooting tools include:

e traceSM - Session Manager command line tool for traffic analysis. Login to the
Session Manager management interface to run this command.

e Call Routing Test - The Call Routing Test verifies the routing for a particular source and
destination. To run the routing test, from the System Manager Home screen navigate to
Elements = Session Manager - System Tools =2 Call Routing Test. Enter the
requested data to run the test
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9.3. Avaya SBCE Verification

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the SBC.

Alarms  Incidents St s Logs  Diag

/2 Alarms - Windows Internet Explorer

@] https:f192.168.10.70/sbc/list '@' Certificate Errar | 55
Alarm Viewer AVAYA

Devices Alarms

Avaya_SBCE

EMS

[ETETE Time

Mo alarms found for this device.

Cleer Selected | Clear Al |

Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users

{_".i Incident Yiewer - Windows Internet Explorer

& | https:f{192,168.10.70/sblist '@' Certificate Error | 5]

Incident Viewer AVAYA

DewceIAH j CategorylAH j Clear Filters | Fefresh | Generate Report |

Displaying results 1996 to 2000 out of 2000.

Time Category Device
Message Dropped B95536170613679 1/30/14 8:50 AM Palicy Avaya_SBCE Method Prohibited Out-of-Dialog
Message Dropped B355360805585911 1/30/14 8:56 A Folicy Avaya_SBCE Wethod Prohibited Out-of-Dialog
Message Dropped B95535000579772 1/30/14 8:53 AM Palicy Avaya_SHECE Method Prohibited Out-of-Dialog
Message Dropped B25535000562053 1/30/14 8:50 AM Palicy Avaya_SBCE Method Prohibited Out-of-Dialog
Message Dropped B25535810647224 1/30/14 8:47 A Paolicy Avaya_SBCE Wethod Prohibited Out-of-Dialog

IR IR | EECH PRETN N RN RECA I
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the SBC network
connectivity.

Diagnostics AVAYA

Full Diagnostic || Ping Test | ‘ Application || Protocol ‘
Avaya_SBCE

~

Task Description

EMS Link Check
SBC Link Check: A1
SBC Link Check: B1

Ping: SBC (10.5.5.72) to
Ping: Gateway (10.5.5.254)

Ping: SBC (10.5.5.72) to
Ping: Primary DNS (172 16.216.122)

Ping: SBC (10.5.5.72) to
Ping: Secondary DMS (172.16.153.242)

Ping: SBC (172 16.157.148) to
Ping: Gateway (172 16.157.129)

O 0 0 0 00O

Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings

-> Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for

the trace and click Start Capture.

Session Border Controller for Enterprise AVAYA
> Domain Policies 2l Trace: Avaya_SBCE
> TLS Management
4| Device Specific Settings
Metwark Call Trace | | Packet Capture || Captures ‘
Managernent Avaya_SBCE Packet Capture Configuration
Media Interface Stalus Ready
Signaling Interface
Signaling Forking Interface IAnyj'
i Local Add .
End Paint Flows IPD[CPEM] ress All hd |8 I—
Session Flows
. Remote Address I*
Relay Services = =Pa, IP, IF:Port
ShMP Pratocaol Al =
Syslog Management
Advanced Cptions Maximurm Number of Packets to Capture |1DDDD
4 [Troubleshooting Cerra il
Debugging u;?fgﬁ'rff na'rfffmf existing capture will ovewwite i1, ItESﬂ peap
. Start Capture | Clear |
D03 -
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Call Trace | | Packet Capture || Captures

Refresh |

File Mame File Size (bytes) Last Modified

February 5, 2014 B:53:51 Phd
EMT

test1_20140205185331 . peap 118,764 Delete

10. Conclusion

These Application Notes describe the procedures necessary to configure Session Initiation
Protocol (SIP) trunking between the Frontier Communications SIP Trunking service and a SIP-
enabled enterprise solution consisting of Avaya Communication Server 1000E Release 7.6,
Avaya Aura® Session Manager Release 6.3, and Avaya Session Border Controller for Enterprise
6.2.1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.
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12. Appendix A

Signaling Manipulation script created in Section 7.3.2 of the Avaya SBCE configuration, and
included on the Trunk Server profile configuration, Section 7.3.3:

//Remove Remote-Address header in outbound INVITE and 200 OK

within session "ALL"

{
act on message where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"
{
remove (¥HEADERS["Remote-Address"]1[1]);
}
}

// Remove Organization header from Frontier

within session "ALL"

{
act on message where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING"
{
remove (¥HEADERS["Organization"][1]);
}
}
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MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 102 of 102
SPOC 3/21/2014 ©2014 Avaya Inc. All Rights Reserved. Fr_CS1K76SMSBCE


mailto:devconnect@avaya.com

