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3. Reference Configuration 
Figure 1 illustrates the test configuration. On the left is enterprise site composed of Avaya 

Aura® core components and remote site composed of remote users. Both sites were connected 

via FatPipe MPVPN® WAN links. 

 

 
 

Figure 1: Test Setup of FatPipe in Avaya Aura® infrastructure 
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4. Equipment and Software Validated 
The following equipment and software were used for the sample configuration provided: 

 

Equipment/Software  Release/Version 

Avaya Aura® Session Manager 7.1.1.0.711008 

Avaya Aura® System Manager 7.1.1.0 711006931 

Avaya Aura® Communication Manager 7.1.1.0.0.532.23985 

Avaya G450 Media Gateway 38.20.1 

Avaya Aura® Utility Services 7.1.0.0.0.18 

Avaya Aura® Media Server 7.8.0.333 

Avaya 9600 Series IP Deskphones 

SIP 96x0 

SIP 9608 

H.323 96x0 

H.323 9608 

 

2.6.17 

7.1.0.1 

3.2.8 

6.6.5 

Avaya one-X® Communicator 6.2 SP 12 

Avaya Equinox™ for Windows 3.2.1.11 

FatPipe MPVPN® 7.1.2r180vx13 
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5. Configure Avaya Aura® Environment  
A standard set configuration of all Avaya Aura® core components was used. Avaya Aura® core 

components and endpoints on enterprise site were part of 10.64.110.0/24 network. Remote 

users/endpoints on remote site were of 10.64.40.0/24 network. Both of the 10.64.110.0 and 

10.64.40.0 network were configured to not reach each other without the use of FatPipe 

MPVPN®. Enterprise site and remote site were reachable via 10.64.101.0 and 10.64.102.0 

networks (simulated WAN links). 

6. Configure FatPipe MPVPN® 
Configuration for FatPipe MPVPN® is performed via Internet Explorer browser.  

6.1. Enterprise Site 

Open Internet Explorer and point the browser to the FatPipe MPVPN®’s IP Address. Log in 

using appropriate credentials.  
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Once logged in, FatPipe MPVPN® configuration window (Java based) will open.  

 

 
 

On the left pane select Interfaces; select the WAN1 tab and configure the IPv4 information. 

During Compliance testing, 10.64.101.154 IP Address was used for WAN1 connectivity. Click 

SAVE once done.  
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Continuing from above, select the WAN2 tab and configure the IPv4 information. During 

Compliance testing, 10.64.102.151 IP Address was used for WAN2 connectivity. Click SAVE 

once done. 

 

 
 

If the connectivity to both WAN connections is successful, W1 and W2 icons on the top left 

corner of the window will turn green.  
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On the left pane, select Routing; select the VPN tab. Click Add to add a VPN connection.  

 

 
 

 

An Add VPN Policy Rule window will open, configure as follows: 

 Type in a Tunnel Name. 

 Under the Local Info section, select Add: 

o Type in the network information for local network on the Enterprise site. 

E.g.,10.64.110.0/24 with VLAN tag of 1110. 

o Type in the External IP that was used for WAN1 

 Under the Remote Info section, select Add: 

o Type in the network information for remote site. E.g., 10.64.40.0/24 

o Type in the External IP that will be used for WAN1 when configuring FatPipe 

MPVPN® on remote site.  

 Under the Key Management section, type in a Pre-Share Key. Note down the key, it 

will be used again when configuring FatPipe MPVPN® on remote site. 

o In the Remote ID field, type in the IP Address will be used for WAN1 when 

configuring FatPipe MPVPN® on remote site. 

 Select OK once done.  
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At the bottom of the windows, select SAVE.  
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Continuing from above, select the MPSec tab; select Add to add an MPSec connection to the 

remote site.  
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An Add Entry window will open; type in a name for Remote VPN Name. For the Remote 

VPN IP, type in the WAN1 IP Address of FatPipe MPVPN® on the remote site. Once done, 

click OK.  
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An Add Path window will open: 

 Select Add for Remote WAN Interface 1 and type in the WAN1 IP Address of FatPipe 

MPVPN® on remote site; check box for Connect using WAN1. 

 Select Add for Remote WAN Interface 2 and type in the WAN2 IP Address of FatPipe 

MPVPN® on remote site; check box for Connect using WAN2. 

 Once done, click OK. 

 

 
 

 



 
KJA; Reviewed: 

SPOC 11/15/2017 

Solution & Interoperability Test Lab Application Notes 

©2017 Avaya Inc. All Rights Reserved. 

14 of 23 

FPMPVPN-Aura71 

 

6.2. Remote Site 

Open Internet Explorer and point the browser to the FatPipe MPVPN’s IP Address of remote 

site. Log in using appropriate credentials.  

 

 
 

Once logged in, FatPipe MPVPN® configuration window (Java based) will open.  
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On the left pane select Interfaces; select the WAN1 tab and configure the IPv4 information. 

During Compliance testing, 10.64.101.156 IP Address was used for WAN1 connectivity. Click 

SAVE once done.  

 

 
 

Continuing from above, select the WAN2 tab and configure the IPv4 information. During 

Compliance testing, 10.64.102.152 IP Address was used for WAN2 connectivity. Click SAVE 

once done. 
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If the connectivity to both WAN connections is successful, W1 and W2 icons on the top left 

corner of the window will turn green.  

 

 
 

On the left pane, select Routing; select the VPN tab. Click Add to add a VPN connection.  
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An Add VPN Policy Rule window will open, configure as follows: 

 Type in a Tunnel Name. 

 Under the Local Info section, select Add: 

o Type in the network information for local network on the remote site. 

E.g.,10.64.140.0/24.  

o Type in the External IP that was used for WAN1. 

 Under the Remote Info section, select Add: 

o Type in the network information for remote site. E.g., 10.64.110.0/24. 

o Type in the External IP that was used for WAN1 when configuring FatPipe 

MPVPN® on enterprise site. E.g., 10.64.101.154. 

 Under the Key Management section, type in the Pre-Share Key that was configured on 

enterprise site.  

o In the Remote ID field, type in the IP Address was used for WAN1 when 

configuring FatPipe MPVPN® on remote site. E.g., 10.64.101.154. 

 Select OK once done.  
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At the bottom of the windows, select SAVE.  

 

 
 

Continuing from above, select the MPSec tab; select Add to add an MPSec connection to the 

remote site.  
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An Add Entry window will open; type in a name for Remote VPN Name. For the Remote 

VPN IP, type in the WAN1 IP Address of FatPipe MPVPN® on the remote site. Once done, 

click OK.  
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An Add Path window will open: 

 Select Add for Remote WAN Interface 1 and type in the WAN1 IP Address of FatPipe 

MPVPN® on enterprise site; check box for Connect using WAN1. 

 Select Add for Remote WAN Interface 2 and type in the WAN2 IP Address of FatPipe 

MPVPN® on enterprise site; check box for Connect using WAN2. 

 Once done, click OK. 
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7. Verification Steps 
This section provides steps that may be performed to verify that the solution is configured 

correctly. 

1. Via the FatPipe MPVPN® window for the enterprise site, navigate to Routing  VPN. 

If the VPN connection between both sites is successful, the status will be shown as ON. 

 

 
 

2. Continuing from above, select the MPSec tab. At the bottom, select the configured 

MPSec connection from the Select Site Name drop down; click Status. If both MPSec 

connections to the remote site are successful, the connecting lines will turn green.  

 

 
 

3. Register an endpoint from the remote site and place a call. This ensures successful 

connectivity between the sites.  

8. Conclusion 
These Application Notes describe the configuration necessary to configure FatPipe MPVPN® in 

Avaya Aura® ® enterprise and remote sites. FatPipe MPVPN® was successfully tested with an 

observation listed in Section 2.2. 
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9. Additional References  
This section references the documentation relevant to these Application Notes. Additional Avaya 

product documentation is available at http://support.avaya.com. 

[1]  Migrating and Installing Avaya Appliance Virtualization Platform, Release 7.1, May 

2017.  

[2]  Upgrading and Migrating Avaya Aura® applications to Release 7.1.1 from System 

Manager, Aug 2017.  

[3] Deploying Avaya Aura® applications from System Manager, Release 7.1.1, Aug 2017 

[4] Deploying Avaya Aura® Communication Manager, Release 7.1.1, Aug 2017 

[5]  Administering Avaya Aura® Communication Manager, Release 7.1.1, Aug 2017.  

[6] Upgrading Avaya Aura® Communication Manager, Release 7.1.1, Aug 2017 

[7] Deploying Avaya Aura® System Manager Release 7.1.1, Aug 2017 

[8]  Upgrading Avaya Aura® System Manager to Release 7.1.1, Aug 2017.  

[9] Administering Avaya Aura® System Manager for Release 7.1.1, Aug 2017 

[10] Deploying Avaya Aura® Session Manager, Release 7.1 May 2017 

[11] Upgrading Avaya Aura® Session Manager Release 7.1.1, Aug 2017 

[12]  Administering Avaya Aura® Session Manager Release 7.1.1, Aug 2017, 
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