3. Reference Configuration

Figure 1 illustrates the test configuration. On the left is enterprise site composed of Avaya
Aura® core components and remote site composed of remote users. Both sites were connected
via FatPipe MPVPN® WAN links.

Figure 1: Test Setup of FatPipe in Avaya Aura® infrastructure
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Session Manager

7.1.1.0.711008

Avaya Aura® System Manager

7.1.1.0 711006931

Avaya Aura® Communication Manager

7.1.1.0.0.532.23985

Avaya G450 Media Gateway 38.20.1
Avaya Aura® Utility Services 7.1.0.0.0.18
Avaya Aura® Media Server 7.8.0.333
Avaya 9600 Series IP Deskphones

SIP 96x0 2.6.17

SIP 9608 7.1.0.1
H.323 96x0 3.2.8

H.323 9608 6.6.5
Avaya one-X® Communicator 6.2 SP 12
Avaya Equinox™ for Windows 3.2.1.11

FatPipe MPVPN®

7.1.2r180vx13
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5. Configure Avaya Aura® Environment

A standard set configuration of all Avaya Aura® core components was used. Avaya Aura® core
components and endpoints on enterprise site were part of 10.64.110.0/24 network. Remote
users/endpoints on remote site were of 10.64.40.0/24 network. Both of the 10.64.110.0 and
10.64.40.0 network were configured to not reach each other without the use of FatPipe
MPVPN®. Enterprise site and remote site were reachable via 10.64.101.0 and 10.64.102.0
networks (simulated WAN links).

6. Configure FatPipe MPVPN®

Configuration for FatPipe MPVPN® is performed via Internet Explorer browser.

6.1. Enterprise Site

Open Internet Explorer and point the browser to the FatPipe MPVPN®’s IP Address. Log in
using appropriate credentials.

MPVPN

PAY /i

User Name
Passwaord i

IH.IHI [] LDAP Authentication

O o o
User Manual FAQ Tech Support
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Once logged in, FatPipe MPVPN® configuration window (Java based) will open.

Interfaces

<

Routing

& 2

Load Balancing

MPVPN

Product
Version

Serial Number :

License
Throughput

Add-ons

Pages
Interfaces

System

LoadBalance

Routing

1.1.2r180wx13
fmpvs2001102211

Unlimited

IPSec, QoS, SmartDNS, UnitFailover

LAN Port, WAN Ports.

General, Uzers, Unit Failover, SNMP, DHCP, Sy=log, NetFlow, HostMame, Maintenance.

Algorithms, Route Test, SmartDNS.

Inbound Policy, Outbound Policy, Dynamic Routing(IPv4), Static Routes, Qualty of Service,
VPN Policy, MPSec, IPvGind Tunnel, IPvE Static Routes, Advanced Options

Copyright & 2000-2018. FatPipe Metworks Inc.

On the left pane select Interfaces; select the WANL1 tab and configure the IPv4 information.
During Compliance testing, 10.64.101.154 IP Address was used for WAN1 connectivity. Click

SAVE once done.
/\ (G:"j LAN | ol want | (el wanz | (Sl wans
i - = = =
A | X
Home Exit Interfaces > WAN1
Line Status 4 UP 5P Name | |
% Route Test WAN IP Settinas
'\, --J Perform |AIWE‘,f5 | vl D Obtain an IP address automatically using DHCP

—=1
Interfaces

Load Balancing

/&q

Link Stabilizing Factor

Ethernet

MAC [00:50:56:ab:52:4a] Set
Link Speed / Duplex Mode

) Connect using PPPoE

1 ) !
) Connect using 3G/4G device

i@ Specify an IP address

[10.84 101154 |

IP Address

|Aut|:| Negotiation

A

Current negotiation : 1000baseTX-FD
[_] Enable Bridging with LAN
L1

SubnetMask  [255.255.255.0 |

Default Gateway |1D.64.1EI1.1 |

& &

SAVE REFRESH

Copyright © 2000-2018. FatPipe Networks Inc.
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Continuing from above, select the WANZ2 tab and configure the I1Pv4 information. During
Compliance testing, 10.64.102.151 IP Address was used for WAN2 connectivity. Click SAVE

once done.

/\
[ I .

Home
<

L 1 ]

Load Balancing

A

I’l ‘ELAN

(o WaNT I,EJ wanz | (el wanz
- - -

Interfaces > WAN2
§ v

Line Status

Route Test

Perform |Alwa1,rs | - |

Link Stabilizing Factor 1

Ethernet
MAC [00:50:56:ab:c3:ea) Sat

Link Speed / Duplex Mode

|Aut|:| Negotiation |v|

Current negotiation : 1000baseTX-FD
[_] Enable Bridging with LAN*
1

ISP Name |

WAN IP Settinas

() Obtain an IP address automatically using DHCP

_ Connect using PPPoE
) Connect using 3G/4G device
(@ Specify an IP address

IP Address

[10.84.102.151

Subnet Mask |25E-.2E-E-.ZE-E-.EI

Default Gateway |1EI.64.1I32.1

& &

SAVE REFRESH

Copyright @ 2000-2018. FatPipe Metworks Inc.

If the connectivity to both WAN connections is successful, W1 and W2 icons on the top left
corner of the window will turn green.

vl v [
LI
Exit

Home
Lo

ill (E LAN uﬁ.; VAN ﬁ a

Interfaces > WAN2
& v

Line Status

Route Test

() wans

ISP Name

|

WAN IP Settinas

KJA; Reviewed:
SPOC 11/15/2017

Solution & Interoperability Test Lab Application Notes
©2017 Avaya Inc. All Rights Reserved.

8 of 23
FPMPVPN-Aura71l




On the left pane, select Routing; select the VPN tab. Click Add to add a VPN connection.

& 9 i i
i - { b IPvBi | IPvE i (S Adv..
/i\‘ JI L :‘ QoS ’ﬂ VPN ‘ MPSec N IPvEind Tunnel N IPvE Static Routes oY) Ad F | v
-
Home Exit Routing > VPN TexttoFind | || search |
VPN Policy List:
[& # |Tur|r|e| Name Status Remote SubnetM... Remote External IP |Loca| SubnetMa...l Local
--J 1 tobranch ON 10.64.40.0v24 10.64.101.156 10.64.110.0/24 10.64.1
Interfaces
'ﬁ
System
- . | L) | Il | »]
- -
'-T'- Add ‘ | Edit ‘ | Delete ‘
Load Balancing

) & @

Copyright @ 2000-2018. FatFips Networks Inc.

An Add VPN Policy Rule window will open, configure as follows:
e Type in a Tunnel Name.
e Under the Local Info section, select Add:
o Type in the network information for local network on the Enterprise site.
E.g.,10.64.110.0/24 with VLAN tag of 1110.
o Type in the External IP that was used for WAN1
Under the Remote Info section, select Add:
o Type in the network information for remote site. E.g., 10.64.40.0/24
o Type in the External IP that will be used for WAN1 when configuring FatPipe
MPVPN® on remote site.
e Under the Key Management section, type in a Pre-Share Key. Note down the key, it
will be used again when configuring FatPipe MPVPN® on remote site.
o Inthe Remote ID field, type in the IP Address will be used for WAN1 when
configuring FatPipe MPVPN® on remote site.

e Select OK once done.
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Key Management

i@ Pre-Shared Secret {_! RSA Signature

Pre-Shared Key

Remote ID 10.64.101.158 | | IKE Lifetime

Tunnel Name Remote End NAT-T Other
|t|:|hranch | @ Metwork () User (@) Auto i) Forced TCPMSS 1372
~ b Brrte DPD Delay 30
Encryption Authentication Custom Ports
TR ErsEiE_zizs DPD Timeout |120
AES128 ﬂ MD5 ﬂ E Port UDP Po O] prs
Local Info Remote Info
Network —110.64.110.0/24 1110 Add Network  [10.64.40.0124 da
IPAddress WLAN PAddress
Mask Bt Mask Edit
External P [10.64.101.154 | |Externa| P [10.64.101.156 | |

D“ Dm Key Lifatime Dh Dm

* Mote : For PPPoE, use 169254 x 2 where x is oK

‘ Cancel

the WAN interface number

At the bottom of the windows, select SAVE.

w ".‘,,/ ".‘,,/
] w QoS VPN MPS | IPvGind T | | IPvG Static Rout e, Ady...
A | . & o d x MPSec \ i- in4 Tunne| b i- atic Routes "l#’; 1 e | 5
Home Exit Routing > VPN Textto Find | || search |
= VPN Policy List:
% # | Tunnel Name Status Remote SubnetM... Remote External IP |Loc:al SubnetMa...| Local
l\ = 1 tobkranch ON 10.54.40.0424 10.64.101.158 10.64.110.0424 10.64.1
Interfaces
4] I | [y
Add | ‘ Edit ‘ | Delete: |
System
REFRESH
- - SAVE
, . zﬂ . . Copyright & 2000-2018. FatPipe Networks Inc.
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Continuing from above, select the MPSec tab; select Add to add an MPSec connection to the
remote site.

/\
L

Home

By
o
-
-

ﬂ

Exit

15

Interfaces

stemn

g

Load Ealancing

l".‘_ i l".‘_ i
. (105 4 VPN MPSec \ I IPvGind Tunnel \ I IPvE Static ..
w— w—

Routing = MPSec

Local WPN Name Local VPN IP
[Main | [1084101154 | Polingintervat 1000 | ms

Remote Location

Index | Remote VPNName | Remote VPNIP | Load Balancing Option | Load
1 Branch 10.64.101.156 Session Static
|4 I [»
| add || et | | Del |
|
|Select Site Name

@ &

SAVE REFRESH

Copyright ® 2000-2018. FatFipe Metworks Inc.
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An Add Entry window will open; type in a name for Remote VPN Name. For the Remote

VPN IP, type in the WANL1 IP Address of FatPipe MPVPN® on the remote site. Once done,
click OK.

[£: Add Entry

Remote VPN name |Elrann::h |

Load Balancing

Hemote WEN IP

(@ Session () Packet
10.64.101.156 |

|:| Dynamic MPSEC Load Balancing

Ok Cancel
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An Add Path window will open:
Select Add for Remote WAN Interface 1 and type in the WANL1 IP Address of FatPipe
MPVPN® on remote site; check box for Connect using WANL1.
Select Add for Remote WAN Interface 2 and type in the WAN2 IP Address of FatPipe
MPVPN® on remote site; check box for Connect using WAN2.

Once done, click OK.

|£| Add Path *
Remate VPN name Branch Load Balancing Option Load Balancing Type
@ Session (® Static
Remaote VPN IP 10.64.101.156
Remote FatPipe IP 1064 101.156 Remote WAN Interface No |:|
I Connect using WAN1 Weight 1 Usage I:I:I Encr -
|:| Connect using WAN2 Weight U=age I:I:I Encr Edit
|:| Connect using WAN3 Weight Usage I:I:I Encr
Del
4] Il | [»
Remote FatPipe IP 10 g4 102 152 Remote WAN Interface No |:|
T Add
|:| Connect using WAN1 Weight U=age I:I:I Encr
|:| Connect using WANJ Weight Usage I:I:I Encr Del
1 Il [ »
<< Previous Paths More Paths == (0].4 Cancel
KJA; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 23
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6.2. Remote Site

Open Internet Explorer and point the browser to the FatPipe MPVPN’s IP Address of remote
site. Log in using appropriate credentials.

MPVPN

User Name
Passwaord T

"Toam | [] LDAP Authentication

o @ ®

User Manual FAG Tech Support

Once logged in, FatPipe MPVPN® configuration window (Java based) will open.

| "'-L
B3

& = MPVPN

Product
g Version t 7.1.2r180wx13
L Serial \umber @ fmpvs2001102210
Interfaces
License
Throughput : Unlimited
[
Add-ons : IPSec, QoS, SmartDNS, UnitFailover
System
o e Pages
- - -
o g Interfaces :  LAN Port, WAN Ports.
—
rs System : General, Users, Unit Failover, SNMP, DHCP, Syslog, NetFlow, HostName, Maintenance.
Load Balancing LoadBalance
Algorithms, Route Test, SmartDNS.
(& Routing : ] ] ) ) . ) ) )
Inbound Policy, Outbound Policy, Dynamic Routing(IPv4), Static Routes, Quality of Service,
WPHN Policy, MPSec, IPvSind Tunnel, IPvS Static Routes, Advanced Options
Routing Copyright © 2000-2018. FatPipe Networks Inc.
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On the left pane select Interfaces; select the WANL1 tab and configure the IPv4 information.

During Compliance testing, 10.64.101.156 IP Address was used for WAN1 connectivity. Click
SAVE once done.

/\
"

l,ﬁ WANT
-

‘_';J (ELAN

o wanz

gﬂ WAN3

Hormne Exit Interfaces = WAN1
Line Status § v ISP Name
& Route Test WAN IP Settinas
l\ - Perform ﬂ g Obtain an IP address automatically using DHCP
Connect using PPPoE
Link Stabiizing Factor |1 | S e

Ethernet @ Specify an IP address
MAC [00:0c:29:58:e5:17] Set
Link Speed / Duplex Mode
System — IP Address 10.64.101.158
|Aut|:| Negotiation | - |
Subnet Mask 255.255.255.0
= = Current negotiation : 1000baseTX-FD e
- - [_] Enable Bridging with LAN® Default Gateway |10.64.101.1
Y L /1

Load Balancing

- &/ &
@) SAVE REFRESH

‘Copyright © Z2000-2016. FatPipe Networks Inc.

Continuing from above, select the WANZ2 tab and configure the 1Pv4 information. During

Compliance testing, 10.64.102.152 IP Address was used for WAN2 connectivity. Click SAVE
once done.

j;\- ‘_-LJ ( E LAN Lm- WAN1 Lm- WANZ Lm- WAN3I

Home Exit Interfaces > WAN2
Line Status 4 UP 5P Name | |
Route Test WAN IP Settinas
\ o Perform |Alwa1_.r3 |v| {_} Obtain an IP address automatically using DHCP

|1— {_} Connect using PPPoE

Link Stabilizing Factor . .
() Connect using 3G/4G device

Ethernet @) Specify an IP address
MAC [00:0c:29:58:e5:01] Set
Link Speed / Duplex Mode
System — IP Address [10.84.102.152 |
|Aut|:| Negotiation | - |
- Subnet Mask 255.255.255.0
= = Current negotiation : 1000baseTX-FD | |
- r- [ Enable Bridging with LAN* Default Gateway [10.64.102.1 |

Load Balancing

7! "*q SAVE REFRESH

Copyright  2000-2018. FatPipe Networks Inc.
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If the connectivity to both WAN connections is successful, W1 and W2 icons on the top left
corner of the window will turn green.

rwi | rwz]ws

(o wani

(o wan3
-

7\
u

Horme Exit

g @&

Interfaces = WAN2

ISP Name

Line Status

&

I

WAN IP Settinas

Route Test

On the left pane, select Routing; select the VPN tab. Click Add to add a VPN connection.

i ) i
A f Dynamic Routing(IPyv4) L + Static Routes QoS “ VPN MPSec o w4 IPvSind Tu...
a L w— w— 4
Home Exit Routing > VPN Textto Find | || Search
._ VPN Policy List:
@ # | Tunnel Name Status Remote SubnetM... Remote External IP |Loca| Subnetl\l‘la...| Local Ex
l\ e 1 tomain ON 10.64.110.0/24 10.64.101.154 10.64.40.0/24 10.64.101
Interfaces
System
- - [4] I | [»]
o e
-'T-' Add ‘ ‘ Edit ‘ ‘ Delete |
Load Balancing
(I :\) W @
SAVE REFRESH
Copyright ® 2000-2018. FatPipe Metworks Inc.
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An Add VPN Policy Rule window will open, configure as follows:
e Type ina Tunnel Name.
e Under the Local Info section, select Add:
o Type in the network information for local network on the remote site.
E.g.,10.64.140.0/24.
o Type in the External IP that was used for WANL.
e Under the Remote Info section, select Add:
o Type in the network information for remote site. E.g., 10.64.110.0/24.
o Type in the External IP that was used for WAN1 when configuring FatPipe
MPVPN® on enterprise site. E.g., 10.64.101.154.

e Under the Key Management section, type in the Pre-Share Key that was configured on
enterprise site.
o Inthe Remote ID field, type in the IP Address was used for WAN1 when
configuring FatPipe MPVPN® on remote site. E.g., 10.64.101.154.
e Select OK once done.

Tunnel Name Remote End NAT-T Other
|tu:|main | (@) Metwork () User ® Auto () Foreed Teemss (1372 |
DPD Delay  [3p
Encryption Authentication O 4
DPD Timeout |120 |
pesizs v Se
Local Info Remote Info
Metwork 10.64.40.0i24 0 Add Metwork 10.64.110.0/24 Add
IPAddress WLAN IPAddress
Mask 2 Mazk Edt

dit

| External IP*  |10.64.101.154 |

External IP |1D.64.1U1.1Eﬁ

Key Management

@ Pre-Shared Secret {1 RSA Signature

123456

Pre-Shared Key

Remaote ID 10.64.101.154 || IKE Lifetime |1 h |0 m Key Lifetime |1 h |0 m

* Mote . For PPPoE, use 169.254.x.2 where x is 0K | | Cancel
the WAN interface number
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At the bottom of the windows, select SAVE.

e = e
/\ = Dynamic Routing(IPv4) \ | Static Routes . QoS “ VPN MPSec \ | IPv5ind Tu...
; L a2 ] 4| »
Home Exit Routing = VPN Textto Find | || search |
2 VPN Policy List:
@ # | Tunnel Name Status Remote SubnetM..., Remote External IP |Lot:a| SubnetMa...| Local Ex
l\ -e 1 tomain ON 10.64.110.0/24 10.64.101.154 10.64.40.0/24 10.64.101
Interfaces
[« I | Ly
@ p | [ B | [ oo |
Systemn
== & @
o W SAVE REFRESH
el zn ] i Copynight © 2000-2016. FatFipe Networks Inc.

Continuing from above, select the MPSec tab; select Add
remote site.

to add an MPSec connection to the

e " v
A r Dynamic Routing(IPv4) \ | Static Routes = oS VPN MPSec \ | IPvSind Tu...
I8 n— - 2
.
Home Exit Routing = MPSec
Local WPN Name Local VPN IP
b Branch 10.64.101.155 Poling Interval. {1000 ms
= N | —
k L L]
Remote Location
Interfaces
Index | Remote VPNName | RemoteVPNIP |  Load Balancing Option | Load
1 Main 10.54.101.154 Session Static
System [4] Il [ »]

- |Add||Ed'rt||DeI|

- -

o . .

- |Select Site Name |
Load Balancing W F)

f&g SAVE REFRESH
Caopyright © 2000-2016. FatPipe Metworks Inc.
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An Add Entry window will open; type in a name for Remote VPN Name. For the Remote
VPN IP, type in the WANL1 IP Address of FatPipe MPVPN® on the remote site. Once done,

click OK.

(£ Add Entry

Remote WPN name

| Load Balancing

Remote WVEN [P

10.64.101.156 |

|:| Oynamic MPSEC Load Balancing

oK Cancel

(@) Session () Packet
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An Add Path window will open:
e Select Add for Remote WAN Interface 1 and type in the WANL IP Address of FatPipe

MPVPN® on enterprise site; check box for Connect using WANL.

e Select Add for Remote WAN Interface 2 and type in the WAN2 IP Address of FatPipe

MPVPN® on enterprise site; check box for Connect using WAN2.

e Once done, click OK.

| 5| Add Path =
Remote VEN name Load Balancing Option Load Balancing Type
@ Session ) Static
Remote VPN IP 10.84.101.154
Remote FatPipe IP 10 64 101.154 Remote WAN Interface No |:|
| Connect using WaAN1 B 1 lsage I:I:I E o
|:| Connect using WANZ e sage I:I:I E Edit
Connect using WAN3 e sage Enc
0 : [prnary ]~]
4] Il | [»
Remote FatPipe IP 10 54 102 151 Remote WAN Interface No l:'
[] connect using VAN 1 B lsage I:I:I E
- = Edit
| Connect using WAN2 B 1 sage I:I:I E
4] Il [»
Previous Paths More Paths »» 0K Cancel
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7. Verification Steps
This section provides steps that may be performed to verify that the solution is configured

correctly.
1. Viathe FatPipe MPVPN® window for the enterprise site, navigate to Routing = VPN.

If the VPN connection between both sites is successful, the status will be shown as ON.

i ¥ c i
/j\ ] Dynamic Routing(IPv4) A y | Static Routez ’ QoS ’ﬂ VPN }‘ MPSec \ b 4 IPvEind Tu...
. L L — J L - 4 | »
-
Home Exit Routing > VPN Textto Find | || search |

VPN Policy List:

& # | Tunnel Name Status Remote SubnetM... Remote External IP |L|:|t:al SubnetMa...| Local Ex
I\ --“ 1 tomain ON 10.64.110.0/24 10.64.101.154 10.54.40.0/24 10.64.101
Interfaces

|4l Il [ v

| Add ‘ ‘ Edit ‘ ‘ Delete |

&

2. Continuing from above, select the MPSec tab. At the bottom, select the configured
MPSec connection from the Select Site Name drop down; click Status. If both MPSec
connections to the remote site are successful, the connecting lines will turn green.

Select Site Mame

Branch-10.64... = o 1 (P -
10.64.101.154 10.64. 104156

Configure
Status g = 1 (R =2 g
10.64.102 .15

10.64.102)152

3. Register an endpoint from the remote site and place a call. This ensures successful
connectivity between the sites.

8. Conclusion

These Application Notes describe the configuration necessary to configure FatPipe MPVPN® in
Avaya Aura® ® enterprise and remote sites. FatPipe MPVPN® was successfully tested with an

observation listed in Section 2.2.
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9. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.

KJA; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 23
SPOC 11/15/2017 ©2017 Avaya Inc. All Rights Reserved. FPMPVPN-Aura71


mailto:devconnect@avaya.com

