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Application Notes for configuring NICE Engage Platform
R6.3 to interoperate with Avaya Aura® Communication
Manager R6.3 and Avaya Aura® Application Enablement
Services R6.3 using DMCC Multi-Registration to record
calls - Issue 1.0

Abstract

These Application Notes describe the configuration steps for the NICE Engage Platform to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R6.3, an Avaya Aura® Session Manager R6.3, and Avaya Aura® Application Enablement
Services R6.3 using Multi-Registration.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for the NICE Engage Platform R6.3 to
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R6.3, an Avaya Aura® Session Manager R6.3, and Avaya Aura® Application Enablement
Services R6.3. The NICE Engage Platform was setup to use Device Media Call Control Multi-
Registration to record both internal and external calls on various Communication Manager
endpoints, listed in Section 4.

Device Media Call Control (DMCC) works by allowing software vendors to create soft phones,
in memory on a recording server, and use them to monitor and record other phones. This is
purely a software solution and does not require telephony boards or any wiring beyond a typical
network infrastructure.

The NICE Engage Platform is fully integrated into a LAN (Local Area Network), and includes
easy-to-use Web based applications (i.e. Nice Application) that works with the Microsoft .NET
framework and used to retrieve telephone conversations from a comprehensive long-term calls
database. This application registers an extension with Communication Manager and waits for
that extension to be dialed. The NICE Engage Platform contains tools for audio retrieval,
centralized system security authorization, system control, and system status monitoring. Also
included is a call parameters database (Nice Application Server) that tightly integrates via CTI
link PABXs and ACD’s including optional advanced audio archive database management, search
tools, a wide variety of Recording-on-Demand capabilities, and comprehensive long-term call
database for immediate retrieval.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of the NICE Engage Platform to
carry out call recording in a variety of scenarios using DMCC Multi-Registration with AES and
Communication Manager. A range of Avaya endpoints were used in the compliance testing all of
which are listed in Section 4.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 59
SPOC 3/16/2015 ©2015 Avaya Inc. All Rights Reserved. NICE63_AES63MR



2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focused on placing and recording calls in different call
scenarios with good quality audio recordings and accurate call records. The tests included:
e Inbound calls — Test call recording for inbound calls to the Communication Manager
from PSTN callers.
e Outbound calls — Test call recording for outbound calls from the Communication
Manager to PSTN callers.
e Hold/Transferred/Conference calls — Test call recording for calls transferred to and in
conference with PSTN callers.
e EC500 Calls/Forwarded calls - Test call recording for calls terminated on Avaya DECT
handsets using EC500.
e Call Park/Call Pickup Test call recording for calls that are parked or picked up using
Call Park and Call Pickup.
e Calls to Elite Agents — Test call recording for calls to Communication Manager agents
logged into one-X® Agent.
e Failover testing - The behavior of NICE Engage Platform under different simulated
failure conditions on the Avaya platform will also be observed.

2.2. Test Results

Most functionality and serviceability test cases were completed successfully. The following
issues and observations were noted.

Issues:

1. There is an issue with “Call Pickup” using SIP Phones to pick up the call. If the DMCC
registration API (GetDevicelD, Monitor, RegisterTerminal) are performed before the call
picked up, RTP packets and Media Start event are missing. If the DMCC registration API
performed after the call picked up, RTP and Media Start event received as expected.
Logs were taken and a ticket was raised with the AES team here in Avaya. Avaya Ticket
19976 has been opened via Devconnect to investigate this issue.

Observations:

1. When transferring over a SIP trunk the recordings are presented slightly differently than
when transferring over a QSIG trunk and this is due to how the NICE recorder receives
“updates” on the SIP trunk versus the QSIG. This is only an observation and the
recording is just as valid.

2.3. Support

Technical support can be obtained for NICE Engage Platform from the website
http://www.nice.com/support-and-maintenance
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3. Reference Configuration

The configuration in Figure 1 was used to compliance test NICE Engage Platform with the
Avaya solution using DMCC Multi-Registration to record calls. The NICE Application Server is
setup for DMCC Multi-Registration mode and connects to the AES.

Avayva Aura®
=1 Avaya Aura® Application Communication Avaya Aura® Session  Avaya Aural® System
Avaya SIP Phone Enablement Services R6.3 Manager R6.3 Manager R6.3 Manager R6.3
— I A
'DMCC Multi ‘

! Registration
Avaya H.323 Phonc T

|
J i e |
? :NICE Engage Platform

Avava G430 Gateway

»

Avaya Analog Phone

Avaya Digital Phone

NICE Ady ancea Ilcn:‘:crucliom Sy
Application Server . PSTN Caller
Recorder

Avaya one-X0® Agent

Avaya one-X®
Communicator

Figure 1: Connection of NICE Engage Platform R6.3 with Avaya Aura® Communication
Manager R6.3, Avaya Aura® Session Manager R6.3 and Avaya Aura® Application
Enablement Services R6.3
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager running on
Virtual Server

R6.3.10
[Build 6.3.0.8.5682-6.3.8.4514]
[SW Update Rev 6.3.10.7.2656]

Avaya Aura® Communication Manager
running on Virtual Server

Avaya Aura® Session Manager running on R6.3 (SP9)
Virtual Server 6.3.9.0.639011
R6.3 SP8

R016x.03.0.124.0
03.0.124.0-21588

Avaya Aura® Application Enablement Services
running on Virtual Server

R6.3
Build No - 6.3.3.1.10-0

Avaya G430 Gateway

33.12.0/1

Avaya 9608 H323 Deskphone

96xx H.323 Release 6.4014U

Avaya 9620 H323 Deskphone

R3.186A

Avaya 9641 SIP Deskphone

96x1-1PT-SIP-R6_4_1-081114

- Application Server
- Advanced Interactions Recorder
- NICE Engage NDM Server

Avaya 9630 SIP Deskphone R2.6.12.1
Avaya one-X® Communicator H.323 R6.2.4.07-FP4
Avaya one-X® Communicator SIP R6.2.4.07-FP4
Avaya one-X® Agent R 2.5.50022.0
Avaya 9408 Digital Deskphone N/A

Avaya Analog Deskphone

NICE Engage Platform R6.3
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5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

The configuration illustrated in this section was performed using Communication Manager

System Administration Terminal (SAT).

5.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options

Page

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01°?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAI Link Core Capabilities?

ASAT Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

KK B B3B38 BKKKKKKBKNK

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Mainv?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

Digital Loss Plan Modification?
DS1 MSP?

3 of 11

MKKNKKKDBD D BKRK

LS

DS1 Echo Cancellation? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement

Services Connectivity

Display the procr IP address by using the command display node-names ip and noting the IP

address for the procr and AES (aes63vmpg).

display node-names ip

Page

IP NODE NAMES

1 of 2

Name IP Address
SM100 10.10.40.34
aes63vmpg 10.10.40.30
default 0.0.0.0
g430 10.10.40.15
procr 10.10.40.31
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use the change ip-services command. On Page 1 add an

entry with the following values:

Service Type: Should be set to AESVCS.

Enabled: Settoy.

Local Node: Set to the node name assigned for the procr in Section 5.2

Local Port: Retain the default value of 8765.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

Go to Page 4 of the ip-services form and enter the following values:
e AE Services Server: Name obtained from the AES server, in this case aes63vmpg.
e Password: Enter a password to be administered on the AES server.
e Enabled: Settoy.

Note: The password entered for Password field must match the password on the AES server in
Section 6.2. The AE Services Server should match the administered name for the AES server;
this is created as part of the AES installation, and can be obtained from the AES server by typing
uname —n at the Linux command prompt.

change ip-services Page 4 of 4

AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes63vmpg Kok ok kKKK K v idle

23
32

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command. Enter an available extension number in the
Extension field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field.
Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3

CTI LINK

CTI Link:
Extension:

Type:

Name:

1
2002
ADJ-IP
COR: 1
aes63vmpg
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5.5. Configure H323 Stations for Multi-Registration

All endpoints that are to be monitored by NICE will need to have IP Softphone setto Y. IP
Softphone must be enabled in order for Multi-Registration to work. Type change station x
where X is the extension number of the station to be monitored also note this extension number
for configuration required in Section 8.1. Note the Security Code and ensure that IP SoftPhone
issettoy.

change station x Page 1 of 6
STATION
Extension: x Lock Messages? n BCC: O
Type: 9630 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR: 1
Name: Recorder Coverage Path 2: COoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 1591
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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5.6. Configure SIP Stations for Multi-Registration

The configuration of SIP phones on Communication Manager must be carried out from System
Manager. Access the System Manager using a Web Browser by entering http://<FQDN
>/SMGR, where <FQDN?> is the fully qualified domain name of System Manager or http://<IP
Adddress >/SMGR. Log in using appropriate credentials.

£7 Syntern Masaget  Wiodues (e rowt §aplores : =1t 3]

[+ ) - Weevoreait bxe - A Corticem G

© SUpPDOrTed Nrowsers: Intemar Seplorar B, @4 or 10.4 or Frafox 194
0.0 or 21.0

From the home page click on User Management highlighted below.

o Ve [ Users [ s Macmguenent | Marage sy °
?
Y
User Management
Users
View Edt J hew Dupticate . © Dalete More Actions ~ Adsunced Sesan ¢
3l ltems O Show 15 v ) Filtor | Eratile
(S e First M o Displuy Naws Lingim Marwe S1F Malin Last Login
EEED EXT1000 99, EXT2000 10500 Gevcermect leces 1000 |
SIF ExT1001 S, ExTItN 109180 et loca 1o
1 £4137% P, EN13798 13996 e v Com et 1oca 3398
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Click on the Communication Profile tab. Ensure that the Communication Profile Password is
known and if not click on edit to change it.

User Profile Edit: 1000@devconnect.jocal Camret & Cortrel

Commumication Profile «

Eu‘vmu'tl.‘.):n Profile Pisaward.  cerverevevverrrnres s ]
I New e D Cacw
Name
& Preary
Select - Mo

* Name! Primary

Datacit =

From the same page scroll down to CM Endpoint Profile and enter the Security Code, note this
should be the same as the password above and will be required again in Section 7.1 during the
configuration of the NICE Engage Platform. Click on Endpoint Editor to make further changes.

I v. CM Endpoint Profile = I

* System

Profile Type
Use £xisting Endpoints

* Extension Q1000

Template Seect'Reset V]

Set Type

[ Security Codo essess ]

port QS00002
Voice Mail Number

Preferred Handle (More

3

Enhanced Calir-Info display for 1-line phones
Delege Endpoent on Unassign of Endpoint from |V
User or on Delete User

Override Endpoint Name and Localized Name ™~
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In the General Options tab ensure that Type of 3PCC Enabled is set to Avaya as is shown

below.

“ Wsur Mansgemunt DALt Rl e R ]
Maniuge Veers

Edit Endpoint
Pubiic Cratacts ! poin

raem Martarabse 1

¢ Class of Restriction {COR)
* Emargency Location Ext
Tunant Number
* SIP Trunk
Coverage Poth )
Lock Message
Multibyte Language

Mecnnrmd

.

Bkt

te Data (4

1
1000
1

Qy

o
'y
=l
(R e |
1 xtvanion
= Set Type R
Secwrity Code esene

Ablusosiatod Call Miahog (A)  Sabuncad Coll Fud (6] Saitbs Ausbgussment (M) Pealie Sattisgs |¥

Y Chass Of Service (COS) 1
Y Message Lamp Ext, 1000

| Tyme of IPCC Ennbied | ]
Coverage Path 2

Localized Display Name

Click on the Feature Options tab and ensure that IP Softphone is ticked as shown. Click on

Done once this is set (not shown).

*

1P Audipo Halrpinning
* Bridged Call Alerting
Bridged [dle Line Praference
Covarage Message Ratrigval

' Data Restriction

Goneral Optione (5 B Albreviatod Call Dialing A Eabancad Calt Foud (T Batran Accigniment (0 Peafde Kettings
Groug Prambmrsiig (M
Active Station Ringing ingle vl Auto Answer sone v
MWI Served User Type st V) Coverage After Forwarding ryvtem v |
m:":;"‘:" cl PN - Sand fzne @] Display Language anginh %]
1P Phone Group 1D Hunt-to Station
Remote Soft Phone Y 0
Emergency Calls . Loss Group 16
LWC Reception = V] Survivable COR riecral <]
AUDIX Nama Thme of Day Lock Table tzoe v |
ECH00 State snabied v | Location
rn/mﬂxed Registration .0 Voice Mail Number
Music Source

Faatures

© Always Use 1dle Appearance Prefarance

I ¥l 1p softPhone I

LWC Activation

CDR Privacy

Direct IP-1P Audio Connections

¥ survivavie Trunk Dest - W.320 Conversion
Bridged Appearance Qrigination Restriction 1P Video Softphona
v Restnict Last Appearance ! per Button Ring Control
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 59
SPOC 3/16/2015 ©2015 Avaya Inc. All Rights Reserved. NICE63_AES63MR



Click on Commit once this is done to save the changes.

User Profile Edit: 1000@deveonnact local

e, (R - (i

Communication Profile «

Communication Praflo Passmind bessssssssssssscnns (719
O haw - Dons | | @ Cancel
'*._
- Frang
Seect < hone
* Mame: Primary
Dol @2
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:
e Verify Licensing
e Create Switch Connection
Administer TSAPI link
Identify Tlinks
Enable TSAPI Ports
Create CTI User
Set Up Security Database on AES
Associate Devices with CTI User

6.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then select the Login button.

AVAyA Application Enablement Services

Management Console

Please login here:
Username

Password

Copyright @ 2009-2012 Avaya Inc. All Rights Reserved.
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by
ensuring that TSAPI Service is in the list of Services and that the License Mode is showing
NORMAL MODE. If not, contact an Avaya support representative to acquire the proper license
for your solution.

AVAyA Application Enablement Services

Management Console

CVLAN AL Services
oL
. IMEORTANT) AT Services murt be restamad for ssmmistratye cranges to fully teks affec
OMace Shanpas t5 the Sezurity Databsse 2o net requees o restant
M3
= L serviee ] sehe ] state ] Gcemeede
2341 Urw Mnrage N2 Awnng [
oMLINE o Wa
oerLine n
OMLINE = L
CMLINE 3 ] Wi
ST NoA o X
o alahs o4 LhM pevyots sesse Lse Statys and Control
S3¢ reorw Salan pRane SCuae S Sw Causk poa T ees e lsols 0 gu bs bl pege

6.2. Create Switch Connection

From the AES Management Console navigate to Communication Manager Interface >
Switch Connections to set up a switch connection. Enter a name for the Switch Connection to
be added and click the Add Connection button.

AVAyA Application Enablement Services

Management Console

Commmame atyom Manager Inderface | Swilch Connodtions

+ AE Services
, Communication Masages Switeh Cennections
Isturface
St onneckiom CAIUMES Ads Corrmctioe
Ezi Carneanen | [ £t PECIAN Bs || Ede M222 Gateneaper | [ Delete Comemen | [ Burvivating Merweny |
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In the resulting screen enter the Switch Password; the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen via the change ip-
services command, described in Section 5.3. Default values may be accepted for the remaining

fields. Click Apply to save changes.

Application Enabl t Servi
AVAYA ppucin Eblemens Suvioas

b+ AL Survi

- Commmmnication Nanager Connwction Dutails . CHEympg
Intoriocn

Cwitrd onte s

il Man

P | Help | Logaut

From the Switch Connections screen, select the radio button for the recently added switch
connection and select the Edit PE/CLAN IPs button (not shown, see screen at the bottom of
page 14. In the resulting screen, enter the IP address of the procr as shown in Section 5.2 that

will be used for the AES connection and select the Add/Edit Name or IP button.

AVAyA Application Enablement Services
Matiagement Console

Ut wlsen Manager Inberfnce | Swich Connottwns

+ AE Services

7 . uml;nlnh ation Manages Edit Processee Ethurost @ . CME)vmpg

+ URHithes

» Help
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6.3. Administer TSAPI link
From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AVAyA Application Enablement Services e ] 19,36113 3011 from 18,103
Management Console arver ¢ o T JRNXEY

AE Services | TSAPI | TSAPI Link Home | Help | Logout

¥ AE Services

CVLAN TSAPI Links
LG [ ok | switch connection | swichcTilink s | AsAtunk version | Security |

oMee = - -
[ Add Lnk ﬂ [Edit Lk | [ Delete Link |
SMS
TSAP]
TSAP] Link

» TSAPI Properes

F Communication Manager
Interface

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:

e Link: Use the drop-down list to select an unused link number.
Switch Connection: Choose the switch connection CM63VMPG, which has already
been configured in Section 6.2 from the drop-down list.
Switch CTI1 Link Number: Corresponding CTI link number configured in Section 5.4
which is 1.
e ASAI Link Version: This can be left at the default value of 5.
e Security: This can be left at the default value of both.

Once completed, select Apply Changes.

AVAYA Application Enablement Services
Management Console

Haome | Molp | Logoat

AL Services | TSAFL | TSAR] Links
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Another screen appears for confirmation of the changes made. Choose Apply.

AVAyA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Link Home | Help | Logout
cVLAN Apply Changes to Link
oG Warning! Ass you sure you wanrt 10 apply the changes?
. These changes can only take effect when the TSAPL server restarts

DMCC Plaase use the Maintenance -> Service Controller page to restart the TSAPL servar

SMS ——]——
L ooply | || Canest |

ISani

TSAPE Links

» TSAP] Propartiss

, Communication Manager
Interface

When the TSAPI Link is completed, it should resemble the screen below.

AVAYA Application Enablement Services

Management Console

AL Services | TSAPT | TSAPL Links

CVLAN TSAPI Lisks

SwitCh Comaeston Switch CTT Link @ ASAT Lk Version

The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigate to Maintenance - Service Controller. On the Service
Controller screen, tick the TSAPI Service and select Restart Service.

E1G | Uzapr oraft
AVAyA Application Enablement Services hu Deo 16 19:28113 2011 from 10.10.16.62
Management Consolae e TURMEEY

Sary Y
SW Version) rea-1-1-30-0

Maintenance | Service Controllar Home | Help | Lagout

F AE Serwices

Communication Manager

¥ Intarface Service Controller

F Licensing | Swervice _____|Controller Status]
* Mailntenance ™ A=AT Link Managar RuUnning
" » -
Date Time/MNTRE Seryer I pmce service LLLILL]
Securlty Databass I CyLan Sarvics RuUnning
. 7 bLG Service Running
Service Controller
I Transport Laysr Service Running
ServarData | [=F .
W| TSAP]l Sarvies I-\'.|.|||||||||,||

F Metworking
» Sacurlty For status on actusl services, plesss use Status and Control

F Status start | stop | Restart Service | Restart AE Server | RestartLinux | Restart web Server |
F User Managemant
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6.4. Identify Tlinks
Navigate to Security - Security Database - Tlinks. Verify the value of the Tlink Name.
This will be needed to configure the Tlink Group in Section 6.7.2.

AVAyA Application Enablement Services

Management Console

Security | Security Database | Tlinks

» AE Services

N Communication Manager Tlinks
Interface
} Licensing Tlink Name
» Maintenance @ AVAYAECMEIVMPGECSTAZAESGIVMPG
} Networking O AvAYAZCME3VMPGECSTA-S2AESE3VMPG
¥ Security
Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PamM

Security Database

s Control

CTI Users

= Devices

Device Groups

Tlinks |
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6.5. Enable TSAPI Ports

To ensure that TSAPI ports are enabled, navigate to Networking - Ports. Ensure that the
TSAPI ports are set to Enabled as shown below. Ensure that the DMCC Server Ports are also
Enabled and take note of the Unencrypted Port 4721 which will be used later in Section 7.1.

AVAYA

Netwurkng |Ports

+ AE Services

leterfacn

High Availahility
» Liconséng
+ Maintonanos

* Nutwocking

, Communication Mamsger

AE Service IP {Loce 1P)

Network Contigurs

| e

TOP Sammings

Application Enablement Services

Ports

CVLAN Ports

DeG Port

TS4F] Ports

DMCC Server Fonms

Manasgement Console

Eralsled Dasbied

-

Erahles v el

Urencrypted TCF Port L
Enerypted FCF Pert e
TCP Part 678
TSAFT Service Part 4
Locel TUINK Forts
TCP Paet fin 1024
TCP Part Max 1038
Usescryzted TLINK Pants
TCP Port Min 105
TOP Pait Mas {1065
Enorypted TLMK FPorte
TCP Paet Mir 1065
TOF Part Mas 1083
[ Jrercrypted Part le72
snzypted Sot l&7z.
TN/E7 Pert 202

Erabiat Dsabies
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6.6. Create CTI User

A User ID and password needs to be configured for the NICE Engage Platform to communicate
with the Application Enablement Services server. Navigate to the User Management - User
Admin screen then choose the Add User option.

AVAyA Application Enablement Services

Management Console

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface

» Licensing . . . . . . .
User Admin provides you with the fallowing aptions for managing AE Services users:

Maintenance
»

FrTEETer Fassword
* List All Users
» Security * Modify Default User
* Search Users

» MNetworking

» Status

¥ User Management

Service Admin

User Admin

s Add User

= Change User Password
= List all Users

= Modify Default Users

= Search Users

» Utilities
» Help
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In the Add User screen shown below, enter the following values:

e User Id - This will be used by the NICE Engage Platform setup in Section 7.1.

e Common Name and Surname - Descriptive names need to be entered.

e User Password and Confirm Password - This will be used with NICE Engage Platform

setup in Sect

ion 7.1.
e CT User - Select Yes from the drop-down menu.

AVAYA

User Mansgement | Gyer Adwen | List

Application Enablement Services
Management Console

AN Uners

Lt Uses

* User M ne
* Comonar ame

* Surmarve e

Joar Pacswort
Carliom Passend

&dre Note [l_

| None v

CT User Yeu V'

« Mosfy Defaylt Users

o Sasch Users

Departrmett Nurizer
Duigrary Mame
trpoyes Humber

trrgloyes Tipe

Meme | help | Logeat

Scroll down and click on Apply Changes.

User Admiis

* Add User

= Change Usar Pasawond
o List Al Users

* Mod#y Default Users

» Sdarch Usars

oM Myme
Oma Mame

T L Yes V¥
Dwpertmars Nomber

Duslay Name

Empboves Numper

tmpicves Type

Emerprde Hande

Given Name

Mome Prare

Hzene Postan Address

Irebindy

Labaled URI

val

M Hare

Motsle

Orgencation

Fuger

Freterred Langeoge |Englsh
Foom Wurber

Telephane Number

Cance! Chaoges |
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6.7. Associate Devices with CTI User

Navigate to Security - Security Database - CTI Users - List All Users. Select the CTI
user added in Section 6.6 and click on Edit Users.

AVAYA Application Enablement Services

Management Console

Secerity | Security Dutubess | CTT Users | List All Uners 8o | telp | Logowt

+ AE Sorvices
| Cumsmunkcation Masaper CT1 Users
Interface
Wk Avatiy T YT Huction Huve
ol »e ‘ L9 NONE s
+ Networking J tube ;"b' roaee ot
- Secutity - ‘ ormc lmm: Nt
ACCHIR Piopirnens jucaes [lncac NONE In‘-vn’
Aude '
Contificato Managament 8! vice | s 'T'-"‘E in 3
Ertrptive Directory preseece sresarce noNE luyc
Weat XA gst | uecar i
ban

Security Datubas

In the main window ensure that Unrestricted Access is ticked. Once this is done click on Apply
Changes.

Management Console

AVAYA Application Enablement Services A ‘ t

Security | Sexurty Database | CT1 Users | Uist All Users

+ AL Services
Comsmunscation Manages Edit CT1 User
Intarfacn
Htgh Avallahitity ser Profie Wer [D e
Uil Common hene nee
»
P " Workdop Name MNONE v
» e I Jaressrcte® Access < I
+ Netwerkany
* Securlty Catl ard Devves Carvtrs Cull Ongeaton/Termnation and Deviee States Neoe vV
Accoum Mansgesen
Call and Devica Maestorng Devize Manitormg Moo v
13
e Cals On & Deyice Mootonag Nooe v

Certficate Maragemant Col MomaE
Emurpeisn [ ety

Hoet AR Rostmg Coetrs! Aw Reuting oo Listed Devices Neow W

oa Csrorerae ]| cares Ourges |

Security Database
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7. Configure NICE Engage Platform

The installation of NICE Engage Platform is usually carried out by an engineer from NICE and
is outside the scope of these Application Notes. For information on the installation of the NICE
Engage Platform contact NICE as per the information provided in Section 2.3.

The following sections will outline the process involved in connecting the NICE Engage
Platform to the Avaya Solution. All configuration of the NICE Engage Platform for connection
with the AES is performed using a web browser connecting to the NICE Engage Application
Server. Open a web browser as shown navigate to
http://<NICEEngageApplicationServerIP>/Nice as shown below and enter the proper credentials
and click on Login.

(- ‘r: @ 2t rcamppoanr Ll Thee Frv L Dauktzn GapAgs b sta e ;A'.nt_i:-_..._n_: _ﬁ - C“ 2 recoapp-mndeal

Welcome to

NICE Engage
Platform*

Intent, Ingre. Imaact,”
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Once logged in expand the Administration dropdown menu and click on System
Administrator as highlighted.

R @ oo mcespo stz ekt Destin apep bt Vi ebico vy 2 - © f 8 wcenporwincatd
T Py DN 7 abde Viow . e
= L S T S
Indes mchase :=M  Resus for Query: o
= IR Saved llems -
= g | oo By
aky o
S~
=
—_—t

Before any changes can be made, switch to Technician Mode by clicking into Settings at the top
of the screen as shown below.

N Administrator
Change Password

Administrat

Technician Mode
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7.1. New CTI Connection

Navigate to Master Site - CTI Integration in the left window then right-click on CTI
Integration and select New CT1 Connection as shown below.

My Ursvarae | Business Analyzer Reportar  Monitor | Insight Manager  ClearSight | POO Reguests

- b
= I} orsenizston - MOTIITEN Gesaveces  Diwgrwm

+- 3§ Active Directory
LB Agent Certer
+ ,f. Customer Center
+ & Dustributed Cache
i B Import/Export
s E% Licanse Manager
+ (Bl storage
z ﬂ Master Site
+ a Apphcations
+- (0 Content Analyss

&

o0 New CTI Connection |

) c71 interfaces 2
& Drvers
i\ Key Managers
¥ Media Prowider Cont
409 Data Marts
. o Database Servers

The New CTI1 Connection Wizard is opened and this will go through the 16 steps required to
setup the connection to the AES for DMCC Multi-Registration type of call recording. Click on
Next to continue.

v o] ] GG iy

&1 oroenesmen | Sct New C1T Connection Wizard Stage 1 dl [177]
o DY smve Dired Introduction
| (@ Agent Carrq
& sc """q This wazaed wl Saaile you theough e grocess of sandiguning & new CT1 connee
£6D Cutcbuna S | o et and Tolaphiony Seitth defamons
R lmw'v!na(
3 B} ucesse May 30 CT1 Iiterface sefection
5200e ] 3, Intarfeces corfrgurstion
B Maser 50

T 5““ 4, Cwvizen rorigeratien
S ) Ccm. 3, Masmared Devces carfiguratm
l crtinal 5 oot of sosinal fumarss
Conre
cu i 7, lscaron Regerwments
Forvel 1 Funmary
o v
O resa

' Dt Mad
v Datobesd
& g gt

' ntecachif

o Bl Logper G
(P togper 2
i Ld Meda i
i B mecs L8
+ B Paptocke

l é awuns--_mm
) Rexbency

+ &) Secunty

+ *F System Mapcoy
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The value for Regular Interactions Center is a value that was already created during the
installation of the NICE Engage platform. This value is therefore pre-chosen for the CTI
connection being created below.

The Telephony Switch must be selected and this will be Avaya CM. Enter a suitable name for
this Switch Name. Click on Next to continue.

New CTI Connection
Set New CTI Connection Wizard Stage 2 of 16

Interactions Center Switch

Attach CTI to Interactions Center Server:
@ Regular Interactions Center: |IC -

Interactions Center Cluster
Une axisting Telephany Switeh:

@ Define new Telephony Switch:

Switeh Type: Avaya CM if
Switch Namet D:\)Conn:dCM|
Advanced >
p— | [F] | Cance]

Select AES TSAPI for the Avaya CM CTI Interface, ensure that Active Recording is ticked
and select the DMCC (Advanced integration Recorder) from the dropdown menu. Click on
Next to continue.

New CTT Connection @
Set New CT1 Connection Wizard Stage 3 of 16 -
Interface Type

CT1 Interface Type

Avays CM CT1 Interface [AES TE4F1 .I

Vol Magoing

7 Actie Resording | OMCC (Advanced Imeracson Rscomdar) -

— (o [T o
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Each of the values below must be filled in. Double-click on each Parameter to enter a value for
that parameter.

Set New CTI Connection Wizard Stage 4 ¢

CTI Interface Details

Interface Connection Details )

Server connection name.

Additional Interface Parameters @

_Back | | Next || |Cancel

Double-click on ServerName and enter the TSAPI link VValue from Section 6.4.

[New €T Connection’ =
Set New CTI Connection Wizard Stage Y ¢

CTI Interface Details

Interface Connection Details

Interface Connectio-[

Name: ServerName

Parameter
ServerName
LoginlD

AVAYAZCMB3VMPG#CSTAZAESE3VMPG|

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 27 of 59
SPOC 3/16/2015 ©2015 Avaya Inc. All Rights Reserved. NICE63_AES63MR



Double-click on LoginID and enter the username that was created in Section 6.6. Click on OK.

[Rew eTiconnemon’
Set New CTI Connection Wizard Stage 4 of P

CTI Interface Details

Interface Connection Details )]

Parameter
ServerName
LoginID
e
UseWamStandBy | Name: LoginID

ﬁ Value; Inice | I

Additional Inte )

Interface Connection

|

———
Set New CTI Connection Wizard Stage 4

CTI Interface Details

Interface Connection Details

Name: Password

ﬁ Value: | s:s::tttl ]

Additional Intel

®
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Click on Next once these values are all filled in.

New CTI Connection @
Set New CTI Connection Wizard Stage 4 of 16 _’

Interface Parameters

CTI Interface Details

Interface Connection Details 2
Mandatory fields are marked in bold
Parameter Value

ServerName AVAYAHCMEIVMPGHCSTAHAESGIVMPG

LoginlD nice

Password

UseWamStandBy T

Description:  Is warm standby supported?

Additional Interface Parameters ]

Backlll'le:l:l || Cancell

The values below must be filled in by double-clicking on each Parameter.

MNew CTI Cennection IEI

Set New CTI Connection Wizard Stage 8 of 16 ’
Active Recording

Active Recording Interface Details

Interface Connection Details A

Mandatory fields are marked in bold =

Parameter Value it
Primary AES ServerAddress

Primary AESDMCCPort 4722
PrimaryAESUzerName

Primary AESPassword

N Arcc P = T

Description:

Additional Interface Parameters ¥

Media Provider Controllers - Location )

|Back||Ne:|:l|| Cancell
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Enter the VValue for the AESServerAddress. Click on OK.

Set New CTI Connection Wizard Stage

Active Recording Interface Details
Interface Connection Details

Parameter

PrimaryAES ServerAddress

Interface Connection |

| Name: PrimaryAESServerAddress jv
@
T = v | @

Additional Interface Parg [Value: 10.10.40.30 |

Media Provider Controllers

Enter the Value for the AESDMCCPort, note this will be the same port that was configured in
Section 6.5. In this example the unencrypted port 4721 is entered.

PRI

‘New CTI Connection
Set New CTI Connection Wizard Stage 8 of 1

Active Recording Interface Details

Interface Connection Details @

Interface Connection |

Parameter

PrimaryAESDMCCPort

|
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As before enter the username that was created in Section6.6 and click on OK.

Set New CTI Connection Wizard Stage 8 of

Active Recording Interface Details

Interface Connection Details @

Parameter  Interface Connection i

PrimaryAESDI

PrimaryAES|

Primary; C Name: PrimaryAESUserName 4
Value: nice l I

Additional Inte @

Media Provider Co @

Enter the password that was created in Section 6.6 and click on OK.

| New CTI Connection
Set New CTI Connection Wizard Stage

Active Recording Interface Details

Interface Connection Details

Parameter Interface Connection
PrimaryAESDMCCP Bt
PrimaryAESUserNz

PrimaryAESPasswo

Primary, d Name: PrimaryAESPassword

Value: |Errxrxas] l

Additional Inte

Media Provider Col
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Because the unencrypted port was chosen select False for the AESSecuredConnection. Click

on OK and then Next to continue.

New CTI Connection

Set New CTI Connection Wizard Stage 8 of 16

Active Recording

Active Recording Interface Details

Interface Connection Details

Mandatory fields TR
5, #Iset Parameter Value =]
Parameter Interface Connection Parameter
PrimaryAESDMCCP:
Pri AESUserN. Set Parameter Value
PrimaryAESPasswol
PrimaryAESSecured Name: PrimaryAESSecuredConnection
e A A ke A
Description: Indig bn must be set)
Value: FALSE v]
Additional Interf
Media Provider Co Cancel

.

| Back | | Next | | |Cancel |

Click on Media Provider Controllers — Location to expand this.

Mew CTI Connection @
Set New CTI Connection Wizard Stage 8 of 16
Active Recording
Active Recording Interface Details
Interface Connection Details )
Additional Interface Parameters =
Mandatory fields are marked in bold =
Parameatar Value gt
EnableMATManipulation no E|
ObservationCode i
Link FIFOSize 500
ResourceCleanup Delay 0 i
Description: 1
IMedia Provider Controllers - Location I 9
— — |Back||Next|||Cancel|
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Enter the IP/Hostname of the Nice Advanced Interactions Server. Click on in + icon to add this.

Set New CTI Connection Wizard Stage 8

Active Recording Interface Details

Interface Connection Details @
Additional Interface Parameters @
Media Provider Controllers - Location B

P ————

NICEActive2012]

52094 =

IF/Hostname

Click on Next to continue.

Active Recording Interface Details

Interface Connection Details
Additional Interface Parameters

@&

Additional Interface Parameters -
Media Provider Controllers - Location [ . - - . } 0

IP/Hostname
NICEActive2012
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On the following screen, click on Add, to add the Communication Manager devices.

Set New CTI Connection Wizard Stage 10 of

Available Devices B

Device Number/IP CTI Trunk ID Type

The Device Type should be Extension and insert the correct extension number. Expand
Advanced Device Parameters and ensure that the Value for Observation Type is set to Non-
Resourced-Based. Click on OK to continue.

—

Device Number/17 el

Ad 4 Pa >y

| Daplyy Read Only Information

Name
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Next enter the correct Value for SymbolicName. Double-click on SymbolicName to set the

value. This should be the same as the switch name entered in Section 6.2.

— L
MNew CTI Connection
Set New CTI Cq

TR 7oqeR

T — —— e

| Device Additional Parameter

1 lar Val \!

Device Number/IP

SymbolicName

Name;

Value: CME3vmpg ]

Observation Type Non-Resource-Based M
SymbolicName

Password I
Codanal st n

Description:  Symbolic Name. A

—

Enter the correct Password and note this is the password for the extension that is being added
here. This is the station password which was entered during the creation of the station. A printout

of an extension can be found in Section 5.5 of these Application Notes.

New CTI Connection
Set New CTI Cq

Avallable Devices

Device Number/IP

Namae: Password

Valuel ;'t.t

Password
Pt bk n
Ducrlptlom Registration Dlllw’fdn

[ AVailoble Device ) [— |
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Double-click on CodecsList and ensure that all the values are ticked as shown below. Click on
OK to continue.

[ — 7\ 5ilable Device

New CTI Connection
Set New CTI Cq
Devicas.

Available Devices

vicos )

Device Number/1P

CodecsList 0 ‘
EncAlglist 0

Description:  List of supported codecs.

—

Double-click on EncAlgList and ensure both options are ticked as shown below. Click on OK to
continue.

Wall € Uevice

New CTI Connection
Set New CTI Cd Add

= =
Available Devices & List of supported encryption algorithms. @
=|epl De! E]
D= Name
Device Number/IP 1P: AES_128_ COUNTER

No_ENCRYPTION

EncAlglist
Description: List of supported encryption -

algorithms.

e [Next | | [ Cancel |
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Select the new extension and click on the >> icon as shown. Click on Next to continue.

Set New CTI Connection Wizard Stage 1 -

This is optional, but for better analysis tick on Call Flow Analysis and click on Next to
continue.

Set New CTI Connection Wizard Stage

Select optional features relevant to integration. Some options may require further configuration.

SIP Trunk Correlation
Rejected Devices
[~] Filter Calls.

| ) call Fiow anaiysis |

37 of 59
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Select a different Port number as shown below 62095 is chosen simply because 62094 was
already in use.

Set New CTI Connection Wizard Stage 15,‘;:"

The Interactions Center server selected already has a Connection Manager.
Create a new Connection Manager, or select an existing one.

@ Create a new Connection Manager

Port: fb2095] &

(") Select available Connection Manager
Ports in use:
62094

Click on Finish to complete the New CTI1 Wizard.

Set New CTI Connection Wizard Stage

Click Finish to save and apply the configuration of the following CTI:

DevConnectCM Connection
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Click on Apply at the top right of the screen to save the new connection.

'_"; Svuim' Allrl\i:xisl(ola j

1§ Datrtuted Cacm

& ‘ Compenent Type Comporart heme 1P Addresn/riast Nerme

43 Ueenee Manage CTT Irtertace DeeCoroectN AES TRAPT Inteace

& Stwrage CT 1nterfoce OevCirnecioN DNCC {Advenced Irteracn.

-—DW!M Carnaction Manager DevCornectON ruzsape-mrilly Actve Am... nosaps-anidid

g a o CDMWW DevCornectON Wun}ﬂl} o MORN0T-WwNiT12
|1 4 Contwt Arvtyas Jrie DwvCarnectOV rissape mrdis Orree Aespswnin1z
i 5 i Waids Provider Crrtrofer DwuCornectON rezsazp-mindDI2 MAC L rosspp-anitl
5 Dnea Mants
Ik (P Seabase Sarvars
15 Inught 10 Smpact

Click on Yes to proceed.

DevConnectCM @
Component Type Component Name IP Address/Host Name
CTI Interface @\ _ ) - Th
CTI Interface £ Apply Configuration |
Connection Manager 2
Co.nnection Manager This updates devices and mapping configuration. It 2
Driver may take several minutes and affect recordings. 2
Media Provider Controlle This step is recommended when the system is not 2

in use. Do you want to proceed?
)
_d

The following shows that the save was successful. Click on OK to continue.

DevConnectCM
g

Component Type Component Name IP Address/Host Name

CTI Interface DevConnectCM AES TSAPI Interface -

CTI Interface £ |

s IEN Complete 4

Connection Manager pply L . 7]

Connection Manager 2

Driver All components have been notified 2

Media Provider Controlle 2
=
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From the NICE Application Server, open Services and restart the NICE Integration Dispatch

Service.

File

e|mdas @m e oo]

4 Semvices (Local) |

Action View Help

[
L Nemwork Lotation Awerenes)

o Nezwork Store Interface Serace

i NICE AA Search Controller

4 NICE Agant Center

0, NICE Aucit Trail Service

1 Nica BSF Server

W NICE Coaching Servar

‘. NICE Deployment Manager Agent
' NICE Enrolienent Senvice

5 NICE Bvaluation Forms Server

b EIE Queng Serys

", NI ni DONS Y
i, NICE Interscbons Certer DBSrvr

Descnption Rty Statup Type  LogOn s A
Collectian.. Rurnmg  Automatic Network 5.

Thissernce . Running  Automatic Local Servce

Audio Bnal..  Rupning  Automastic Nadministr..

Maonitors an.. Rurening  Automatic Nademistr..

Erables add... Running A ) Aadministr..

Erables the .. Running  Automtic Aadministr.

Manages C Ruraing  Automitic Sadministr..

NICEDeple.. Runnng  Automatic Aadministr..

NICEEneull.  Runming  Automat Nadministr..,

Manages Ev... R g Automati administr.. .

g ; -
4 NICE Interactions Certer Manitor Report failo...  Rurwnng  Autornatic Sademistr..
T4 NICE Interactions Center RCM Responsiole.. Running  Automatic Aadministr..
4 NICE Intersctons Certer TRS nsestmissi.  Running  Automstic Aadministr..
4 NICE Investigationn Serves Manages sn.. Ruramg  Automstic Aadministr..
‘. NICE IP Phone Applications Performs IP . Running  Automatic Aadministr..
4 NICE Kaep Alve Sarvice Nice Keep A Rurming  Automst Aadministr..
o NICE Logang Serace Aserdcede.. R g A Aadministr..
4 NICE Medn Provider Control Manager Anonlinere.. Runnma  Automistic Local Syste..
4 NICE MedinCollectionSesver Manages s Running  Automatic Madministr.. -
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7.2. System Mapping

From the web browser navigate to Master Site - System Mapping = Recorder Pools. In the

main window click on New Pool.

e 19 ] - U - S ——
{11 ovpanizavon
i+ 0§ Active Ovectory
\ Q AQere Canter
33 Contomer Cavtwr
+ € Dutnluted Cache
s 1vos/Expon
15 Ligenes Manager
\ f‘m Fromge
D Master e ™
i+ §9 repieatnrs
= Comten Anyyns
-3 CT1 (megrasons
v £ Deer Marte
|| (P oneatiss Servars
(- E5} tnmght 3= Impact
(-6 treeractiers Certurs
[ E Lagper Chamed Mazong
t [F ia0ger Serven
| l.. Nadin imterconnect
i @) Media Lisrary Sarvers
i ) Playtack
1§ Necordens
¥ \'; Sesdercy
\ & Secarty
*{§ System Mappng

Thin synters has:

Total Rocoede pociz &

Nagpes 0
I
Avmiable facreters

c=d Irtera=an

Growo oy Fonce ming:
! Mgzt
o=
Yeu
Yes

il

Pusl type fioss

¥ & Sowss Pech
21 3 feccrdng Frofies

Cealer 1T

Advancod Interaction l-lunl\ubool ;-m;;y oe

e

=0 @0

L

B =5

H §

Enter a suitable Name for the Recorder Pool and select the Active_Logger from the list of

Available Recorders and click on Update to continue.

ﬁ]—z Edit Adwvanced Interaction Recorder Pool

MName: AlR Act
Pool type: Basic
Interactions
Center: Ic

Select Recorders

You can add Recorders to the pool. A basic pool must hawve a minimum of 1

Recorder.

Available Recorders Selected Recorders
Active Logger
| Update | | Cancel |
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From the left navigation window select Source Pools and from the main window click on New
Pool.

Click on Next to continue to add a new Source Pool.

This wizard helps you create a new source pool.

Important:
- In this wizard, screen sources can be defined. All audio sources must be defined before running this wizard.
- Wwhen configuring the source pool, the switch must be associated with the same Ir i Center selected for the R jer pool.

1. Define the name, media type, switch, and source type.
2. Select the relevant sources.

3. Verify the summary and approve it.

l || [ cancel]
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Enter a suitable Name and the other values were left as default. Click on Next to continue.

=1 New Source Pool Wizard =3

Define Source Pool

Define the source pool details. After completing this wizard, the media type, switch, and source type cannot be changed.

Name: IDevConnedPooI I

Media type: [Mdio ']

Switch: [De\rConnectCM ({ID = 1075) ']

Source type: [De\rice V]

|Back||Nex1:| |Cance|

Select the extensions that were created in Section 7.1, note only one extension number is shown

in the example below but this is not typical. Click on Next to continue.

= Mew Source Pool Wizard IEI
Select Sources
Find: @ Selected: 1/1 |5e|ectAII | | Clear Selection |
Name Device Mumber Unique Device ID IF Address
2000 | |
| Back | | Next || | cancel]
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Click on Finish to complete the New Source Pool Wizard.

%

Summary

Hane:
Switch:
Media Lype:

Source type:

Review the information below.
Click Finizh to crasts the new source |
Click Back to modily the scurce pool detaila.

DevConnectPool
DavConnactCM (10 = 1075)
Audia

Davica

_pack | [rinish ] || cancel]

To implement these new changes, navigate to Master Site - CTI Integrations in the left
window and in the main window click on Apply at the top right of the window.

() )

4 NS Aget Ceranr
'

1 Y Acuw fxracazey

B Cumamar Camer
16 Drwedaned Cocke

| InsceSTapen
163 Lmrae Marmger

<)

Apply Complate

Al compotients have been notified

PG; Reviewed:
SPOC 3/16/2015

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

44 of 59
NICE63_AES63MR



From the left window navigate to Master Site = System Mapping = Recording Profiles and
in the main window click on New Profile.

Em=TTw ]

= {} ocganizanen

License Type
-3 Customer Center ::;
& Dutributed Cache
1 8% tmport/Export e o
63 Lcerae Marager Rdidsacy
1 [ storage
o (B Master Site flRec=degmatime
+ P Agplicatans
.;.zmm- Group byr  Mane - #ind: '!{ E
il €11 tregrations . —
- 5 Oata Marts Name A Ascoeding Type Cagture Type Saurce Fool | Recorder Fool |
4l Datnbase Servers
i1 I trmight t5 Impact
<} Gaf Interactions Centers
5 Legger Cranvel Manpeg

<& Media Ubrary Servers
o ) Paback
¢ Recorders
(@ Resdiency e
3 T ENSSRES———
P System Mappng
[T 1. Recorder Pocis
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3. Recording Profiles

448 Tere Capture Servers

Click on Next to continue with the New Recording Profile Wizard.

W

Introduction

This wizard helps you map a recording profile.
Important:

Before configuring the recording profile, venify that the Interaction Center
that was selected in the Recorder pool is associated with the switch selected
in the source pool.

Recording type and capture type cannot be changed after completing
this wizard.

1. Define the recording profile name.
2. Map the source pool to the Recorder pool.

3. Select the relevant recording type and the capture type.
Select the relevant compression, summation and encryption options.

4. Verify the summary and approve it.

“Next | | Cancel]
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Enter a suitable Name for the Recording profile.

m

Enter @ meaningful recording profile name. After completing this wizard, the mapping and the
recording type cannot be changed.

Name: DevConnectRecording|

| L |

Select the correct source pool and Recorder pool, then click Next to continue.

ﬁ

Select one source pool and then select the relevant Recorder pool.

oo i

DevConnectPool AIR Act
Ayailable source pools Ayailable Recorder pools
| DevConnectPool
pass
PhisycPassive
| | |
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For total recording i.e., the recording of all calls, select Total as the Recording type. For
Capture type ensure that Active DMCC MR is selected from the drop-down box. Compression
is selected as default and can be left like this. Click on Next to continue.

i =

) New Recording Profile Wizard @

Define Recording Profile

Define the recording profile details. After completing this wizard, the recording type and capture
type cannot be changed.

Recording type: -

MNo. of allocated licenses: Determined by the number of sources in the source pool

Capture type: Active DMCC MR -

Secondary Capture Type:

select all applicable options:
Compression
Summation

Encryption

| Back | [ Next | | cancell

Click on Finish to complete the New Recording Profile Wizard.

) New Recording Profile Wizard @

Summary

Review the mapping information below.
Click Finish to create the new recording profile.
Click Back to modify the recording profile details.

Name: DevConnectRecording
Source pool: DevConnectPool
Recorder pool: AR Act

Recording type: Total

Capture type: Active DMCC MR

No. of allocated licenses: Determined by the number of sources in the source pool

Compression

Summation
Encryption
. Back | | Finish I | Cancel
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Navigate to Master Site = CTI Integrations and from the main window click on Apply. Then
click on Yes to proceed.

Agast Carker Avaya PC / POS o
Cuttpmer Censer Avaya (M ¥

: = (? Apply Contiguration

] sreepe
3 vaser sie 2 -

+ 23e 1} e bad d % " n
az:u«ru may fake severad minotes and alfect recondings.
b e " This step is teconmundod whan the systim & wot

In use. 0w you want to proceed?
Connecan Menagars
P Aveys T NICEA:
O - N e _J
P4 dvaya #C /[ POS
4 ) €71 tmertaces

This concludes the setup of the NICE Application Server for DMCC Multi-Registration
recording.
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8. Verification Steps

This section provides the steps that can be taken to verify correct configuration of the NICE
Engage Platform and Avaya Aura® Application Enablement Services.

8.1. Verify Avaya Aura® Communication Manager CTI Service State

Before checking the connection between the NICE Engage Platform and AES, check the
connection between Communication Manager and AES to ensure it is functioning correctly.
Check the AESVCS link status by using the command status aesvcs cti-link. Verify the Service
State of the CTI link is established.

status aesves cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 4 no aesb63vmpg established 18 18

8.2. Verify TSAPI Link

On the AES Management Console verify the status of the TSAPI link by selecting Status >
Status and Control > TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the status of the TSAPI link by checking that the Status is Talking and the State is
Online.

AVAYA Application Enablement Services

Management Console

Status | Stutus wnd Control | TSAPI Service Sunmary

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 49 of 59
SPOC 3/16/2015 ©2015 Avaya Inc. All Rights Reserved. NICE63_AES63MR




8.3. Verify calls are being recorded

From any of the monitored Avaya endpoints make a series of inbound and outbound calls. Once
these calls are completed they should be available for playback through a web browser to the
NICE Application Server.

Open a browser session to the NICE Application Server as is shown below. Enter the proper
credentials and click on Login.

‘Q.. K._ & 11ip nKeapswNILZ Vo ehersi ions st M upbiapboations Ny rilesbiop Aoy Pe C | B niceapg-wnd0i2

Welcome to

NICE Engage
Platform”

Name

Fassword:

Intent. Inmight. Impace,™
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Click on Business Analyser at the top of the screen. Select Interactions from the left window
and then navigate to Queries = Public.

Duginess Analy zer

- Last 24 hours
~an Y day
-5t 7 dave Cabs rot evark)

Click on Complete — Last 24 hours. This should reveal all the recordings that took place over
the previous 24 hours. Select the required recording from the list and double-click on this to play
the recording.

Business Analyzer

b Cenct Phran o

> ﬂﬂﬂlﬂﬂﬂ.-mﬂ T
RO ﬂﬂﬂ
Segrrart - Colk o cobbonte

Sagmact - Last 14 doury
Sagmart - Last 7 days

71 eowoun? éii.m:m

B 10n?4'immt 00003 @RNMG
i NINXB —! wmnna

8 | Fovvizess; o “S0zail | somsssyase
zm Vil umxu 0000113 T

2000111 e0E3NEE

S0maILY 'm 18343

spessssss002s

B s, 1 | S0i00i | eossanTis

i3 | MAI0NE 1642135 | ANIU01E u‘-‘aTu 90160126 E3RATLE

i3

8 160

& F0SSIIIIEIIPLEATG | 20/11/I016 IEADIL | IVILINI4 eI G0@0:08 torzEzale;

.. 3 S O0mbiEEesisie)

-9 mmuamu wnnm nm.a | mmmuuacm 000I0Y  epEIEIN
- + . .
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The NICE player is opened and the recording is presented for playback. Click on the Play icon
highlighted below to play back the recording.

usiness Analyzer

8.4. Verify NICE Services

If these recordings are not present or cannot be played back the NICE services may not be
running or may need to be restarted. There are two separate servers as a part of this NICE
Engage Platform. The NICE Application Server and the NICE Advanced Interactions Server can
be logged into and checked to ensure all services beginning with NICE are running correctly. As
a last resort both servers may need a reboot after the initial configuration.

Fe 2om Vs Hep
e Dcs/Bm »unn
o Sereces ecsld | Name = Doscoption  Stwoes Batip Type Loz Onky
4 MCE 24 Seaich Canmrolies o6 il Bason)  Ztemyic Sadnher.,
b MICE &igerdt Cerds Merctors s Busrerg  Astsmaic Ladhn ot
4 MCE Ausde Trad Serece Ensthaade. Pusnng  Autsrmabc Sedmnee.
A N BT S natheithe .. Rusnng  Autemshic S,
& NICE Coachir Server Marage C RBaereng  Automaic e
o MCE Deplayrrmet Maager Agest NEECeph.  Pusrng  Autermatic Nadrnone
4 NCE Enroteare Serace NKEEnrell.  Pusmng  Autsmatic Awdmone
4 NCE Bovuwaon Fomm i Sanwe Maragei by, Buznng  Adtsmasic Sadmnene
& MCE FTF Quary Serpes Fedsme g Pusning  Butonwsc Sadnb
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9. Conclusion

These Application Notes describe the configuration steps required for NICE Engage Platform to
successfully interoperate with Avaya Aura® Communication Manager R6.3 using Avaya Aura®
Application Enablement Services R6.3 to connect to using DMCC Multi-Registration to record
calls. All feature functionality and serviceability test cases were completed successfully with
some issues and observations noted in Section 2.2.

10. Additional References

This section references the Avaya and NICE product documentation that are relevant to these
Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509

[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document ID 555-245-205

[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 6.3

[4] Avaya Aura® Session Manager Overview, Doc # 03603323Avaya Aura ® Contact
Centre SIP Commissioning, Doc # NN44400-511, Release 6.3

Product documentation for NICE products may be found at: http://www.nice.com/
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Appendix

Avaya one-X® Agent Softphone
This is a printout of the Avaya one-X® Agent softphone used during compliance testing.

display station 2100 Page 1 of 5
STATION
Extension: 2100 Lock Messages? n BCC: O
Type: 9630 Security Code: * TN: 1
Port: S00031 Coverage Path 1: COR: 1
Name: one-X Agentl Coverage Path 2: COS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
Location: Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 2100
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? Y

display station 2100 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n
LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference?
n
n
s

n
Per Button Ring Control? Bridged Idle Line Preference? n
Bridged Call Alerting? Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced Audible Message Waiting? n
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s

Multimedia Early Answer? n
Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 2100 Always Use? n IP Audio Hairpinning? n
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display station 210

0

STATION

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n

Call Appearance Display Format:

IP Phone Group ID:
Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Page 3 of 5

disp-param-default

Forwarded Destination Active
Unconditional For Internal Calls To: 1000 n
External Calls To: 1000 n
Busy For Internal Calls To: n
External Calls To: n
No Reply For Internal Calls To: n
External Calls To: n
SAC/CF Override: n
display station 2100 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 5: manual-in Grp:
2: call-appr 6: after-call Grp:
3: call-appr 7: aux-work RC: Grp:
4: auto-in Grp: 8:
voice-mail
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Avaya 9620 H.323 Deskphone
This is a printout of the Avaya 9620 H.323 Deskphone used during compliance testing.

display station 2000 Page 1 of 5
STATION
Extension: 2000 Lock Messages? n BCC: O
Type: 9620 Security Code: * TN: 1
Port: S00000 Coverage Path 1: 2 COR: 1
Name: Paul 2000 Coverage Path 2: COS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
Location: Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 2000
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n

IP Video? n
Short/Prefixed Registration Allowed: default

Customizable Labels? vy

display station 2000 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any Idle Appearance? n

LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged Idle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number? y
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced Audible Message Waiting? n
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s

Multimedia Early Answer? n
Direct IP-IP Audio Connections? y
Emergency Location Ext: 2000 Always Use? n IP Audio Hairpinning? n
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display station 200

0

STATION

Page 3 of 5

Conf/Trans on Primary Appearance? n
Bridged Appearance Origination Restriction? n

Call Appearance Display Format: inter-location
IP Phone Group ID:
Enhanced Callr-Info Display for 1-Line Phones? n

ENHANCED CALL FORWARDING

Forwarded Destination Active
Unconditional For Internal Calls To: 4000 n
External Calls To: 4000 n
Busy For Internal Calls To: 4202 n
External Calls To: 4202 n
No Reply For Internal Calls To: 2101 n
External Calls To: 2101 n
SAC/CF Override: n
display station 2000 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 4: manual-in Grp:
2: call-appr 5: after-call Grp:
3: auto-in Grp: 6: aux-work RC: Grp:
voice-mail
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Avaya Agent LoginID
This is a printout of one of the agents used during compliance testing.

display agent-loginID 4400 Page 1 of

AGENT LOGINID

Login ID: 4400 AAS? n
Name: Paul AUDIX? n
TN: 1 LWC Reception: spe
COR: 1 LWC Log External Calls? n
Coverage Path: AUDIX Name for Messaging:

Security Code:

LoginID for ISDN/SIP Display? n

Password:

Password (enter again):
Auto Answer: station
MIA Across Skills: system
ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system

Forced Agent Logout Time: 8

display agent—-loginID 4400 Page 2 of
AGENT LOGINID
Direct Agent Skill: Service Objective? n
Call Handling Preference: skill-level Local Call Preference? n
SN RL SL SN RL SL SN RL SL SN RL SL
1: 33 1 16: 31: 46:
2: 34 1 173 3253 47 :
33 18: 33: 48:
4: 19: 34: 49:
53 20: 35: 50:
6: 21: 36: 51:
73 22: 37: 52:
8: 23: 38: 53:
93 24 39: 54:
10: 25: 40: 55:
11: 26: 41 : 56:
123 27 8 42 573
13: 28: 43: 58:
14: 29: 44 59:
15: 30: 45: 60:
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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