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1. Introduction 
These Application Notes describe the configuration steps required to integrate Empirix OneSight 

with the Avaya Aura® Suite using SNMP.  The Avaya Aura® products included Avaya Aura® 

Communication Manager, Avaya G450 Media Gateway, Avaya Aura® System Manager, Avaya 

Aura® Session Manager, and Avaya Aura® Application Enablement Services.  Empirix 

OneSight is a monitoring solution that receives SNMP traps, collects performance data via 

SNMP polls, and displays the data on the Empirix OneSight real-time dashboard.  The following 

table specifies the SNMP versions supported between Empirix OneSight and the Avaya Aura® 

Suite for SNMP traps and polls. 

 

Avaya Product Data Type SNMP Version(s) 

Avaya Aura® Communication Manager SNMP Trap SNMPv1, v2c, v3 

SNMP Poll SNMPv1, v2c, v3 

Avaya G450 Media Gateway SNMP Trap SNMPv1, v2c 

SNMP Poll SNMPv1, v2c 

Avaya Aura® System Manager SNMP Trap SNMPv2c, v3 

SNMP Poll SNMPv3 

Avaya Aura® Session Manager SNMP Trap SNMPv2c, v3 

SNMP Poll SNMPv3 

Avaya Aura® Application Enablement Services SNMP Trap SNMPv2c, v3 

SNMP Poll SNMPv1, v2c, v3 

 

2. General Test Approach and Test Results  
The interoperability compliance test included feature and serviceability testing.  The feature 

testing focused on verifying that Empirix OneSight could receive SNMP traps and poll for 

performance data from Avaya Aura® Suite and display the data on the OneSight dashboard. 

 

The serviceability testing focused on verifying that OneSight came back into service after re-

connecting the Ethernet connect or rebooting the OneSight server. 

 

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.  The 

jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent 

to the interoperability of the tested products and their functionalities.  DevConnect Compliance 

Testing is not intended to substitute full product performance or feature testing performed by 

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or 

completeness of a DevConnect member’s solution. 

 

Avaya recommends our customers implement Avaya solutions using appropriate security and 

encryption capabilities enabled by our products. The testing referenced in this DevConnect 
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Application Note included the enablement of supported encryption capabilities in the Avaya 

products.  Readers should consult the appropriate Avaya product documentation for further 

information regarding security and encryption capabilities supported by those Avaya products. 

                                                                                                     

Support for these security and encryption capabilities in any non-Avaya solution component is 

the responsibility of each individual vendor.  Readers should consult the appropriate vendor-

supplied product documentation for more information regarding those products.  

2.1. Interoperability Compliance Testing 

Interoperability compliance testing covered the following features and functionality: 

 

 SNMP traps sent from Avaya Aura® Suite, including Communication Manager, G450 

Media Gateway, System Manager, Session Manager, and AES.  

 OneSight periodically polling for performance data using SNMP from Avaya Aura® 

Suite. 

 Avaya Aura® Suite responding to SNMP polls. 

 OneSight receiving SNMP traps and performance data and displaying them on the 

dashboard. 

 Proper system recovery after rebooting and reconnecting the Ethernet cable to the 

OneSight server. 

 

Note: Refer to Section 1 for the SNMP versions covered between Empirix OneSight and the 

Avaya Aura® Suite. 

2.2. Test Results 

All test cases passed with the following observation(s) noted:  

 

 In order for Empirix OneSight to process SNMPv1 traps, logging and debugging must be 

enabled as shown in Section 9.1.1.  This may impact performance on OneSight.  For 

additional information contact Empirix.  This is not required for SNMPv2c and v3 traps. 

 When viewing SNMP poll data in the OneSight dashboard, the following messages are 

displayed for string and IP address data: 

 

- “SNMP STRING types are not currently supported for historical data.” 

- “SNMP IP-ADDRESS types are not currently supported for historical data.” 

2.3. Support 

For technical support on Empirix OneSight, contact Empirix Support via phone, email, or 

website.  

 

 Phone:   +1 (978) 313-7002 

 Web:      http://www.empirix.com/contact  

 Email:    support@empirix.com   

http://www.empirix.com/contact
mailto:support@empirix.com
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5. Configure Avaya Aura® Communication Manager 
This section provides the procedure for configuring SNMP on Communication Manager. The 

procedure includes the following areas: 

 

 Launch Maintenance Web Interface 

 Administer SNMP Access 

 Administer FP Traps 

 Restart SNMP Agent 

 

5.1. Launch Maintenance Web Interface 

Access the Communication Manager web interface by using the URL https://<ip-address> in an 

Internet browser, where <ip-address> is the Communication Manager IP address.  Log in using 

the appropriate credentials.  In the subsequent webpage, select Administration  Server 

(Maintenance) from the top menu.  The Server Administration webpage is displayed as shown 

in the following section. 

 

5.2. Administer SNMP Access 

To configure Communication Manager to respond to SNMP polls, navigate to SNMP  Access.  

The Access webpage is displayed as shown below.  In the sample configuration below, SNMP 

polls using SNMPv1, v2c, and v3 are configured simultaneously for informational purposes.  

Note that only one SNMP version needs to be configured and only one SNMP version was tested 

at a time with OneSight. 

 

For SNMPv1 or v2c, configure the following fields:  

 

IP Address:   Set to the OneSight IP address (e.g., 10.64.102.111). 

Access:   Set to read-only. 

Community Name:  Set to appropriate community string (e.g., public). 

 

For SNMPv3, configure the following fields:  

 

IP Address:   Set to the OneSight IP address (e.g., 10.64.102.111).   

User Name:   Specify a user name (e.g., admincm). 

Authentication Protocol: Set to MD5. 

Authentication Password: Set to a valid password to be used by OneSight. 

Privacy Protocol:  Set to DES. 

Privacy Password:  Set to a valid password to be used by OneSight. 

 

Once completed, press the Submit button. 
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9.1.1. Configure OSDC.properties File for SNMP Traps from 

Communication Manager, System Manager, and Session Manager 

The OSDC.properties file used for SNMP traps from Communication Manager, System 

Manager, and Session Manager was stored in the 

C:\Empirix\DataCollector\properties directory.  This file was located in the 

OneSight server with IP address 10.64.102.111.  The following sections provide the relevant 

configuration for these Application Notes. 

 

In this file, the Location parameter was not set since the default location is used.  The 

Comm.ServerName specifies the IP address of the OneSight server (e.g., 10.64.102.111) that 

serves as the data collector for SNMP traps for all Avaya Aura® products, except AES.  In the 

SNMP.Agents section, SNMP polls are disabled in this file since this file is used to configure 

SNMPv3 traps only.  SNMPv1 and v2c traps are configured on OneSight via the web interface 

as shown in Section 9.3.1.  In the Agents.SNMPTrap section, SNMP traps are enabled.  In 

addition, this file specifies that SNMPv3 is enabled and the SNMPv3 credentials for 

Communication Manager (10.64.102.115), Session Manager (10.64.102.116), and System 

Manager (10.64.102.120). 

 

Note: SNMP logging and debugging were enabled.  This is required for SNMPv1 traps; 

otherwise, SNMP traps would not be processed by OneSight.   

 
# -------- 

# Location 

# -------- 

# Defaults to: <unspecified> 

# 

# The location name is used to designate a group of one or more Data Collectors.  It  

# is a user friendly name used during configuration of Empirix Onesight.  Monitors  

# assigned to a location are load balanced across all data collectors with that  

# location name. 

#  

# For VQ Probe, DO NOT MAKE CHANGE HERE - CHANGE ONLY VIA THE USER INTERFACE. 

# 

# Location = NOT_SET 

 

      ooo 

 

######################################################################## 

#[Comm] 

# 

# Communication Options 

# 

# These options determine how the agent framework communicates  

# with the OneSight server. 

# 

######################################################################## 

 

# ------ 

# Comm.ServerName 

# Comm.ServerPort 

# Comm.ConnectFrom 

# ------ 
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9.3. Configure SNMP Traps  

This section covers the procedures for configuring SNMP traps for Avaya Aura® Suite.  The 

configuration for AES SNMP traps has been separated into its own section since it differs from 

the configuration for all the other Avaya Aura® products. 

9.3.1. Configure SNMP Traps for Communication Manager, G450 Media 
Gateway, System Manager, and Session Manager 

This section configures the OneSight data collector for SNMP traps from Communication 

Manager, G450 Media Gateway, System Manager, and Session Manager. 

 

From the OneSight web interface, select Systems under Configuration Quick Links in the left 

pane.  The Systems screen is displayed as shown below.  Click Add. 

 

 
 

In the Add System dialog box, enter a descriptive name for the System name.  In this example, 

the OneSight IP address was used.  Click OK.  
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Select the SNMP Trap tab and set the Community field to empirix.  The Community field 

should match the community string configured in AES as configured in Section 8.  Click OK. 

 

 
 

9.4. Configure SNMP Polls 

This section covers the SNMP poll configuration for the Avaya Aura® Suite.  In OneSight, one 

System should be added for each Avaya Aura® product as summarized in the table below.  This 

configuration is performed in the OneSight server with IP address 10.64.102.111. 

 

Avaya Aura® Product IP Address Location OSDC Properties 

Communication Manager 10.64.102.115 CM_SNMP_POLL See Section 9.1.2 

G450 Media Gateway 192.168.100.15 MG_SNMP_POLL See Section 9.1.3 

System Manager 10.64.102.120 SYSMGR_SNMP_POLL See Section 9.1.4 

Session Manager 10.64.102.116 SESSION_SNMP_POLL See Section 9.1.5 

AES 10.64.102.119 AES_SNMP_POLL See Section 9.1.6 
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From the Systems screen, click Add.  In the Add System dialog box, enter a descriptive name 

for the System name.  This example illustrates the configuration for Communication Manager 

SNMP polls.  In this example, the Communication Manager IP address was used.  Click OK.  

 
 

In the System Editor window, enter the Communication Manager IP address in the DNS Name, 

IP Address, Alias, NetBIOS Name fields.  Set the Location field to CM_SNMP_POLL  This 

uses the OSDC.properties file configured in Section 9.1.1, where the Location parameter 

was to the same value. 
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Select the SNMP tab and ensure that the fields match the configuration in Section 5.2, which 

describes the SNMP poll configuration for Communication Manager.  Set the Version field to 

the appropriate SNMP version.  Click OK. 

 

 
 

Repeat the configuration in this section for the other Avaya Aura® products making the 

following adjustments: 

 

 Use the appropriate IP address for each Avaya Aura® product. 

 Select the appropriate Location for each Avaya Aura® product.  Refer to the table at the 

beginning of this section or check the Location parameter in the OSDC.properties 

file. 

 In the SNMP tab, configure the appropriate credentials for the appropriate SNMP 

version.  
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10. Verification Steps 
This section provides the tests that can be performed to verify proper configuration of Empirix 

OneSight and Avaya Aura® Suite.  

 

1. Generate SNMP traps from Avaya Aura® Suite and verify that the SNMP traps are received 

and displayed in the OneSight dashboard on the web interface.  Navigate to Status  

General to display the webpage below.  In this example, an SNMP Trap for an ISDN link 

down event is displayed.  
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2. From the OneSight dashboard, verify that SNMP Poll data is collected and displayed.  The 

following example shows SNMP data from the G450 Media Gateway. 
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11. Conclusion 
These Application Notes described the configuration steps required to integrate Empirix 

OneSight with the Avaya Aura® Suite using SNMP.  The Avaya Aura® products included 

Avaya Aura® Communication Manager, Avaya G450 Media Gateway, Avaya Aura® System 

Manager, Avaya Aura® Session Manager, and Avaya Aura® Application Enablement Services.  

Empirix OneSight was able to receive SNMP traps and poll for performance data from Avaya 

Aura® Suite and display the data on the OneSight dashboard.  All feature and serviceability test 

cases were completed successfully with observations noted in Section 2.2. 

12. References  
This section references the Avaya and Empirix documentation relevant to these Application 

Notes. The Avaya product documentation is available at http://support.avaya.com. 
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[2] Administering Avaya G450 Branch Gateway, Release 7.1.2, Issue 2, December 2017. 

[3] Avaya Aura® System Manager 7.1 SNMP Whitepaper, Issue 1.0, 28
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[4] Administering Avaya Aura® System Manager 7.1.2, Issue 10, January 2018. 

[5] Administering Avaya Aura® Session Manager, Release 7.1.2, Issue 3, December 2017. 

[6] Administering and Maintaining Avaya Aura® Application Enablement Services, Release 

7.1.2, Issue 4, December 2017. 

[7] Empirix OneSight Administrator Guide, Release 9.5.1, September 2017, Revision A. 
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13. APPENDIX: Configuring Metrics, Profiles, Monitors, and 
Monitor Groups on Empirix OneSight 

This section provides a high-level overview for how to load SNMP MIBs to Empirix OneSight.  

This is outside the scope of these Application Notes, but a summary is provided for 

informational purposes.  

13.1. Add Metrics 

From the OneSight web interface, select Metrics under Configuration Quick Links.  The 

metrics are derived from the SNMP MIB files, including Avaya enterprise and standard MIBs.  

Click Add. 
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The Metric Editor is displayed.  Provide a Metric Name and select the the appropriate System, 

which is OneSight data collector, which is 10.64.102.111 in this case.  Select the Data Sources 

tab. 
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In the Data Sources tab, click the List Mibs button to populate the Mib File field with a list of 

MIB files to choose from.  The list options for this field are derived from the Avaya and standard 

SNMP MIBs located in the C:\mibs directory.  Select the appropriate MIB file.   For Trap 

Type, provide the SNMP metric name from the MIB file selected.  Provide a Description 

(optional).  Click OK. 

 

Repeat this step for each SNMP trap metric to add to OneSight.  To add SNMP poll data, select 

SNMP from the left pane instead and follow similar steps.   
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13.2. Add Profiles 

From the OneSight web interface, select Profiles under Configuration Quick Links.  Click 

Add. 

 

 
 

In Add Profile, provide a descriptive Name and Description.  Click Add in the Metrics tab.  

Click OK. 
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In Add Metrics New Profile, select the metrics to include in the profile as shown below.  Click 

the >> button to move the Available Metrics to the Selected Metrics section.  The metrics were 

added in the previous section.  Click OK. 

 

Repeat these steps to add multiple profiles.  As an example, profiles can be added for each 

Avaya Aura® product to group metrics on a per product basis. 

 

Note: The MIBs can be grouped into various profiles as desired by the customer. 
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On the following screen, click OK. 
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13.3. Add Monitors 

From the OneSight web interface, select Monitors under Configuration Quick Links.  The 

following web page is displayed.  Click Add. 
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In Add Monitor, expand Profiles in left pane (not shown) and select the Profile as shown to add 

to the Monitor. Click Next. 
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Select the appropriate OneSight data collector under Existing Systems.  These were added in 

Section 9.3. Click Next. 
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In the Monitor Editor,  click OK to complete the process. 

 

Note: Repeat these steps for each profile to monitor. 
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13.4. Monitor Groups 

From the OneSight web interface, select Monitor Groups under Configuration Quick Links.  

Click Add. 

 

 
 

In the Monitor Group Editor, specify a Name and click on Add Existing since the monitors 

were configured in the previous section. 
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Select the monitors for this monitor group. In this example, the monitors corresponding to 

Communication SNMP traps and polls were selected.  Click OK. 

 

 
 

In the Monitor Group Editor, click OK to complete the process.  Enable the Monitor Groups. 
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