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Abstract

These Application Notes describe the procedure for configuration of the MTS SIP Trunk
Service with Avaya Communication Server 1000 Release 7.6, Avaya Aura® Session Manager
Release 6.3 and Avaya Session Border Controller for Enterprise Release 6.3.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. Calls
were placed to and from the PSTN with various Avaya endpoints.

MTS SIP Trunk Service provides PSTN access via SIP trunks between the enterprise and the
MTS SIP Trunk Service’s network as an alternative to legacy analog or digital trunks. This
approach generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000 (CS1000) Release 7.6, Avaya Aura® Session Manager Release 6.3 and Avaya Session Border
Controller for Enterprise (Avaya SBCE) Release 6.3 with MTS SIP Trunk Service. MTS SIP
Trunk Service provides PSTN access via SIP Trunks between the enterprise and the MTS SIP
Trunk Service’s network as an alternative to legacy analog or digital trunks.

2. General Test Approach and Test Results

CS1000 was connected to Avaya SBCE via Session Manager by using SIP Trunks. Avaya SBCE
was connected to MTS SIP Trunk Service’s network via SIP trunks. Various call types were
made from CS1000 to MTS SIP Trunk Service and vice versa to verify interoperability.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution

2.1. Interoperability Compliance Testing

Compliance testing scenarios for the configuration described in these Application Notes included the
following:

e General call processing between CS1000 and MTS SIP Trunk Service, including the
following:

- Codec/ptime (G.711 mu-law/20ms), no Voice Activity Detection (VAD).
- Calling Line Identification Display (CLID).

- Ring-back tone.

- Speech (audio) path.

e Incoming PSTN calls to various phone types including UNISTim, SIP, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types including UNISTim, SIP, digital, and
analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya IP Softphone 2050.

¢ Dialing plan support: local, long distance, international, outbound toll-free, 411 Service,
and Operator Assisted Call.

e Call redirection verification: all supported methods (blind transfer, consultative transfer,
call forward, and conference). Call redirection was performed from both ends. Note:
MTS SIP Trunk Service supports Diversion Header for off-net call forwarding.

e Registration with authentication.

e Response to SIP OPTIONS queries.
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Response to incomplete call attempts and trunk errors.

Fax T.38.

Inbound and outbound long hold time call stability.

Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and
outbound calls.

DTMF (RFC2833) in inbound and outbound calls.

SIP Transport UDP, port 5060.

Voicemail navigation for inbound and outbound calls.

CS1000 Mobile-X feature.

The following is item not tested:
e Fax G.711 pass-through was supported, but we could not test it because by default,
Avaya PBX accepted what MTS supported and MTS always sent T.38 to negotiate.
There was no way for MTS to force t.38 disabled for a particular PBX as it was a global
setting on MTS media gateway and gateway controller card.

The following are items not supported:
e MTS did not support the outbound call to 911 Service.
e MTS did not support the inbound toll free because the setup is not available at the
compliance testing.
e MTS did not support Codec G.729 at the compliance testing.

The following assumptions were made for the compliance tested configuration:
e (CS1000 R7.6 software with latest patches (see Section 12 Appendix).
e MTS SIP Trunk Service provides support to setup, configure and troubleshoot on carrier
switch during testing execution.

During testing, the following activities were made to each tested scenario:

e Calls were checked for the correct call progress tones and cadences.

e During the ringing state, the ring back tone and destination ringing were checked.

e Calls were checked in both hands-free and handset mode due to internal Avaya
requirement.

e Calls were checked for speech path in both directions using spoken words to ensure
clarity of speech.

e The display(s) of the sets/clients involved were checked for consistent and expected
CLID and redirection information both prior to answer and after call establishment.

e The speech path and messaging system were observed for timely and quality End to End
tone audio path generation and application responses.

e The call server maintenance terminal window was open during the test execution for the
monitoring of BUG(s), ERROR and AUD messages (See Section 5.1.2).

e Speech path was checked before and after calls were put on/off hold from each end.

e Calls were checked to ensure that all resources such as Virtual trunks, TDM trunks, Sets
and VGWs (Voice Gateways) were released when calls were ended (See SIP Trunk
monitoring in Section 9.2).
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2.2. Test Results

The objectives outlined in Section 2.1 were verified. All the applicable test cases were executed
successfully. However, the following observations were noted during the compliance testing:

e The Calling Line Identification Display (CLID) was not available after hold/resume
- If the CS1000 phone holds/resumes an outbound call, the dialed digits were no longer
displayed. This is a CS1000 known limitation.

e Blind Call Transfer to PSTN using Avaya 1140E SIP phone does not complete until
transferee picks up the call - Call scenario is when PSTN phone calls to Avaya 1140E
SIP phone, Avaya 1140E SIP phone answers the call and performs blind transfer to
another PSTN endpoint. The expected behavior of Avaya 1140E SIP phone is after
transfer, the phone should display “transfer completed”. But in this case, user presses
“transfer” button, answers question of “Consultative transfer with party ?” with “No”,
which implies the blind transfer, as the transferee PSTN phone is ringing, the Avaya
1140E SIP phone should be released and display “transfer successfully”. Instead, the
Avaya 1140E SIP phone still displays “transferring” and not released until the transferee
PSTN phone answers the call. The work around is to hang up the Avaya 1140E SIP
phone. This is minor known limitation on Avaya 1140E SIP phone. There is no user
impact. Transfer is still completed with two-way audio.

e Avaya 1140E SIP telephone is hanged up/dropped out of the conference, the
conference call is dropped — During a conference call hosted by the 1140E SIP
telephone, if the 1140E SIP telephone is hanged up/dropped out of the conference, the
conference call is dropped. This is known CS1000 SIP telephone limitation.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit:
http://support.avaya.com.

For technical support on the MTS SIP Trunk Service, please contact customer service at 888-
689-7073 or visit: http://www.mts.ca/mts/support.
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3. Reference Configuration

Figure 1 illustrates the test configuration used during the compliance test between CS1000 and
MTS SIP Trunk Service. For confidentiality and privacy purposes, actual public IP addresses
used in this testing have been masked and replaced with fictitious IP addresses throughout the
document.

Avaya Aura ® System Manager Avaya Aura ® Session Manager
.33.10.24 .33.10.26
.33.10.1 .33.10.1
( 10.X.X.X 0)
.10.98.1 .10.97.65 .10.97.129
Avaya
Avaya Session Communication Server 1000 | .10.97.177
Border Avaya Signaling Gateway -10.97.178 (Node ID)
110.98.13 ~ Avay
Controller for Avaya Avaya Avaya |P  Communication Server 1000
¥ Enterprise 6.3 1140 Call Server .10.97.96
— 2002P2 Sip Softphone2050 _
Avaya Call Pilot Voicemail
111 System
97 o ———
( 10.10.98.X 0

Analog Phone Digital Phone

FAX

DevConnect Test LAB

Genband S3 SBC,

Signaling: 192.168.168

Media: 192.168.168.19
DID: 204XXX4610 — 204XXX4613

MTS SIP Trunking
Network Cloud

Digital/IP
Phones FAX
Figure 1 - Network diagram for Avaya and MTS SIP Trunk Service
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Avaya systems:

Equipment/Software

Release/Version

Avaya Communication Server
1000 (CPPM)

Call Server: 765 P +
Signaling Server: 7.65.16 GA
SIP Line Server: 7.65.16 GA

Avaya Call Pilot C201i

Call Pilot Voice Mail Manager: 05.00.41.143

running on Avaya S8800 Server

Avaya Aura® Session Manager 6.3.13
running on Avaya S8800 Server (6.3.13.631303)
Avaya Aura® System Manager 6.3.13

(Build No 6.3.0.8.5682 — Patch 6.3.8.5108
Software Update Revision No: 6.3.13.10.3336)

Avaya Session Border Controller 6.3.2-08-5478
for Enterprise
Avaya Phones:
2002 p2 (UNIStim) 0604DCO
1140E SIP 04.04.18.00
Avaya 3904 Digital Phone Core: 2.4 —Flash: 9.4 PO L1.8
Avaya IP Softphone 2050 4.04.0067
Analog Symphony 2000 N/A
HP Office jet 4500 Fax N/A
MTS SIP Trunk Service systems:
System Software
Genband A2/Experius 10.3
Genband S3/Q20 v8.3.8.4
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5. Configure Avaya Communication Server 1000

These Application Notes use the Incoming Digit Translation feature to receive calls, the
Numbering Plan Area Code (NPA), and the Special Number (SPN) features to route calls from
the CS1000 to the PSTN, via SIP trunks to the MTS SIP Trunk Service network.

These Application Notes assume that the basic CS1000 configuration has already been
administered. For further information on CS1000, please consult the references in Section 11.

The procedures below describe the configuration details for configuring the CS1000.
5.1. Log into Communication Server 1000 System

5.1.1. Log into System Manager and Element Manager (EM)

Open an instance of a web browser and connect to the System Manager using the following
address: https://<System Manager IP address>/SMGR/. Log in using an appropriate User ID and
Password (not shown). Select Elements - Communication Server 1000.

2 Dashinonrd - Wisdoses Iivtes el Explorer |
(€ ER M 2] il 2k
Be bm Yew bpewitos Bal b

W ettt C RSN R R Spds -

Figure 2 — System Manager Home Screen
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The Avaya Communication Server 1000 Management screen is displayed. Click on the
Element Name of the CS1000 Element as highlighted in red box below:

Foefwvor Mot Mame: 10 321024 User Mame: 30min
Elamenty
C2 1000 Bervees
Cotpatuta Ore iy Elements
FSec

Mlivw sowmmertts a0 reptatered 190 e wecush Nunewsrh. or s e 302ed a8 mmple Sgent

Tambeneg Crowpa Uy emening 3 search berm

Fatcres
SINP Prisses l
Becuie S TP Taran
Sofware Daphegment
Jaar Sonvioes

T Swwch | Rt

WTER IR A eTiare Aamie 33 L eh &y mranagetrand werdce Yeu cn apbonalh M Bie it

-
taminiTr It Uers atia Tenge Anesis AdNeid Descrgion =)
Eitermal Ahertaton o ~ 103310 Nase 04
) AL Cortutaa slement
Fassean S10¢ 1 3 aw
Sacom semen
oy s Bas 1 amm Base 05
Peices demernt
Aot Sascons wis B ol ase OF
donent
T cllaancame iindes Con UnAMRier] s Buve 1s farsesrin Bae 08
“eamant
r a9 wmer Uedis Galew rab 10 A Maw
Maiare
|
4 i |

Figure 3 — Communication Server 1000 Management

Log into the CS1000 using an appropriate User 1D and Password.

Usey O | [sdemis

- B M —
Farsacd|[seesesnsene

04 bz sawiea) g Rr Sngle Sign D _togh |

Figure 4 — Communication Server 1000 Log In Screen
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The CS1000 Element Manager System Overview page is displayed as shown in Figure 5.

IP Address: 10.10.97.96

Type: Avaya Communication Server 1000E CPPM Linux
Version: 4121

Release: 765 P +

AVAYA CS1000 Element Manager

QCH Meraork Secwces Vengrg SLILSLOS sartare arw
Home Sreer e
- Litks
= Miekin| Tormnls System Overview

s )
Customen
Noutes andd Tranks

Figure 5 — Element Manager System Overview

5.1.2. Log into Call Server by Using Overlay Command Line Interface (CLI)

Using Putty, SSH to the IP address of the CS1000 Signaling Server using an account with
administrator credentials.

Run the command cslogin and log in with the appropriate user account and password. Sample
output is shown below.

login as: € Enter an account with administrator credentials

The software and data stored on this system are the property of, or licensed to, Avaya Inc. and
are lawfully available only to authorized users for approved purposes. Unauthorized access

to any software or data on this system is strictly prohibited and punishable under appropriate
laws. If you are not an authorized user then do not try to login. This system may be monitored
for operational purposes at any time.

admin@10.10.97.178's password: € Enter the password
Last login: Wed Jul 29 07:20:18 2015 from 10.10.98.78
[admin@car3-cores ~]$ cslogin

SECO054 A device has connected to, or disconnected from, a pseudo tty without authenticating
>login

USERID? €< Enter the user account
PASS? & Enter the password

;I'TY #08 LOGGED IN ADMIN 07:39 3/8/2015
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The software and data stored on this system are the property of, or licensed to, Avaya Inc. and
are lawfully available only to authorized users for approved purposes. Unauthorized access

to any software or data on this system is strictly prohibited and punishable under appropriate
laws. If you are not an authorized user then log out immediately. This system may be monitored
for operational purposes at any time.

>

Note: This screen can be used for monitoring of BUG(s), ERROR and AUD messages.

5.2. Administer IP Telephony Node
This section describes how to configure an IP Telephony Node on CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume that the basic CS1000 configuration has already been
administered and that a Node has already been created. This section describes the steps for
configuring a Node (Node ID 3000) in CS1000 IP network to work with MTS SIP Trunk
Service. For further information on CS1000, please consult the references in Section 11.

Select System - IP Network - Nodes: Servers, Media Cards and then click on the Node ID
as shown in Figure 6.

AVAYA €S$1000 Element Manager
UCM Network Seraces Managing: 10.10.97.95 Username: admin |
_Home Sysiem » F Networs » P Teleptany Nodos
- Links IP Telephony Nodes
=~ Virtual Terminals Click ihe Node D 1o vew ot ed2 13 properties
- System
+Alarms W—
Maintenance I Add ] Impon ] I I Funl | Refoxh
+ Core Equipment
-Eedpharal Fquipment » IM‘ Componerts  Enabled Aoplicaions ELAN P HodeTLAN IPed  Dlode/TLAN 1PV - Status
-IF, hietaoek] ™ (3000 1 LTPS, Gatewsy [ SIPGwW 101097 178 Snohronged
-fioden, Serers Meda Cards | R SIS
UAMMSHANGE 3NT Hépons ™ 3ol 1 SIP Line LTPS 101097 178 sSmdusnged
- Modia Gatewsys
e S Tou Taiea Sthow. [7 Noges [ Camponentsenersandcsts & IPv6 s0dess
- Network Address Transaabon (N
0oS Threshelds
Figure 6 — IP Telephony Node
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The Node Details screen is displayed in Figure 7 with the IP address of the CS1000 node. Call
server IP address: 10.10.97.96. The Node 1Pv4 address 10.10.97.178 is a virtual address which
corresponds to the TLAN IPv4 address 10.10.97.177 of the Signaling Server/SIP Signaling
Gateway. The SIP Signaling Gateway uses this Node IP address to communicate with other
components to process SIP calls.

AVAYA CS1000 Element Manager
—
- UCHM Metwork Services Managing: 10.180.97.56  Usermame: admin
f System » © Netwack » B Talsghosy hadeg » Noge Detads
. Links Node Details (ID: 3000 - LTPS, Gateway ( SIPGw ))
- Vitual Teeminats
« Systom
+ Alarms l—— -
- Mantenance Naode =
:g:;:;‘;‘g;:;msm Call server P address |10 1097 5% | TLAN addrass S0 & |Ped only
- 1P Nedwark -  IPva and Pve
-Nodes Servars_Mediz Cards
- Maintenance and Repoas Embedded LAN (ELAN) Telephony LAN (TLAN)
- Media Gatewsys
- Zones Gateway P sdcress |10 10:97 65 Node [Pvs aodress ]10 1087 178
- Host and Route Tabdas — ! 2 o
~ Netwark Address Transiaton (N Subnet mask EE-S 255255 192 Subnet mask E‘SS 255 255 192
- 208 Thweshokis
- Personal Dyedories c R add I
« Unicode Name Qireciory ﬂ
« nlertaces

- Engineered Values TheeaYbe [Eawe ] _cancet |

« Emergency Senices

+ Geographic Redundancy Associated Signaling Servers & Cards
+» Software
.“us ::lm’ IS@lec.!!caod '] el ] L] ks | eEsr ] Bt | Befrasn
= Sutesndoyt iz I~ Hostame~ Los Deplosed Appilcations e naiPd | Role
g.g’;’:‘,::; sninrisce z SIP Line, LTFS, Gateway ‘ ;
2 Car3-ssg-camer Signaling_Server (SIFH3231 FD, Presence 10.1097.95 10,1097 177 Leader
Dlatng and Mumbering Plane ’ Publishet. 1p wedia Senices | 1
- Flesbie Code Restriction Showe [ (= asapas
- Incaming Digit Translation Nety. Ondy narverin) that are net part of ary other @ y nade and Saployed | Al malsh B servceis) selacing 1o tha node are
- Phones avaindle 0 the servens kst
- Templates
- Reports
- Views d Lol
Figure 7 — Node Details 1
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The Node Details screen is displayed in Figure 8 with the IP Telephony Node Properties and

Applications.

| AVAYA €S1000 Element Manager |

« UCM Network Services
- Nome
- Links
- Virual Terminals
« System
+Alarms
- Manlenance
+ Care Equipment
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Figure 8 — Node Details 2

5.2.2. Administer Terminal Proxy Server (TPS)

Continuing from Section 5.2.1, on the Node Details page, select the Terminal Proxy Server
(TPS) link as shown in Figure 8. Check the UNIStim Line Terminal Proxy Server checkbox
to enable proxy service on this node and then click the Save button as shown in Figure 9.
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Figure 9 — TPS Configuration Details
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5.2.3. Administer Quality of Service (QoS)

Continuing from Section 5.2.1, on the Node Details page, select the Quality of Service (QoS)
link as shown in Figure 8. The default Diffserv values are as shown in Figure 10. Click on the

Save button.
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Figure 10 — QoS Configuration Details

5.2.4. Synchronize New Configuration

Continuing from Section 5.2.3, return to the Node Details page (Figure 7) and click on the Save
button. The Node Saved screen is displayed. Click on Transfer Now.
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Figure 11 — Node Saved Screen
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The Synchronize Configuration Files (Node 1D <3000>) screen is displayed. Check the car3-
ssg-carrier checkbox and click on Start Sync. When the synchronization completes, check the
car3-ssg-carrier checkbox and click on the Restart Applications.
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Figure 12 — Node Synchronized Screen
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5.3. Administer Voice Codec

5.3.1. Enable Voice Codec G.711

Select IP Network - Nodes: Servers, Media Cards from the left pane and on the IP
Telephony Nodes screen displayed (not shown), select the Node ID of the CS1000 system. The
Node Details screen is displayed (see Section 5.2.1 for more details). On the Node Details page
shown in Figure 8, click on Voice Gateway (VGW) and Codecs.

MTS SIP Trunk Service supports G.711 mu-law with Voice payload size 20 milliseconds per
frame. Uncheck Voice Activity Detection (VAD) checkbox. Click on the Save button.
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Figure 13 — Voice Gateway and Codec Configuration Details
Synchronize the new configuration (please refer to Section 5.2.4).
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5.3.2. Enable Voice Codec on Media Gateways

From the left menu of the Element Manager page in Figure 13, select IP Network - Media
Gateways. The Media Gateways page will appear (not shown). Click on the MGC which is
located on the right of the page. In the following screen, scroll down to select the Codec G711
with Voice payload size 20 ms/frame and uncheck VAD as shown in Figure 14. Scroll down to
the bottom of the page and click on the Save button (not shown).
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Figure 14 — Media Gateways Configuration Details
HV; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 99
SPOC 9/22/2015 ©2015 Avaya Inc. All Rights Reserved. MTS1K76SM63SBCE




5.4. Zones and Bandwidth Management

This section describes the steps to create two zones: zone 10 for the VGW and IP phones, and
zone 255 for the SIP Trunk.

5.4.1. Create Zone for IP Phones (Zone 10)

The following figures show how to configure a zone for VGW and IP phones for bandwidth
management purposes. The bandwidth strategy can be adjusted to preference.

Select IP Network - Zones from the left pane (not shown), click on Bandwidth Zones as
shown in Figure 15.

AVAVA CS1000 Element Manager
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Figure 15 — Zones Page

The Bandwidth Zones screen is displayed as shown in Figure 16. Click Add to create a new
zone for IP Phones.
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Figure 16 — Bandwidth Zones
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Select and input the values as shown below (in the red boxes) in Figure 17, and click on the
Submit button.

e Intrazone Bandwidth (INTRA_BW): 1000000.

e Intrazone Strategy (INTRA_STGY): Set codec for local calls. Select Best Quality
(BQ) to use G.711 as the first priority codec for negotiation or select Best Bandwidth
(BB) to use G.729 as the first priority codec for negotiation.

e Interzone Bandwidth (INTER_BW): 1000000.

e Interzone Strategy (INTER_STGY): Set codec for the calls over trunk. Select Best
Quality (BQ) to use G.711 as the first priority codec for negotiation or select Best
Bandwidth (BB) to use G.729 as the first priority codec for negotiation.

e Zone Intent (ZBRN): Select MO (MO) for IP phones, and VGW.
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Figure 17 — Bandwidth Management Configuration Details — IP phone

5.4.2. Create Zone for Virtual SIP Trunk (Zone 255)

Follow the steps described in Section 5.4.1 to create a zone for the virtual SIP trunk. The
difference is in the Zone Intent (ZBRN) field. Select VTRK for virtual trunk as shown in
Figure 18 and then click on the Submit button.
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Figure 18 — Bandwidth Management Configuration Details — Virtual SIP trunk
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5.5. Administer SIP Trunk Gateway

This section describes the steps for establishing a SIP connection between the SIP Signaling
Gateway and Session Manager.

5.5.1. Integrated Services Digital Network (ISDN)

Select Customers in the left pane. The Customers screen is displayed. Click on the link
associated with the appropriate customer, in this case 00.
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Figure 19 — Customer — ISDN Configuration 1

The system can support more than one customer with different network settings and options.
The Customer Details page will appear. Select the Feature Packages option from Customer
Details page.
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Figure 20 — Customer — ISDN Configuration 2
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The screen is updated with a listing of available Feature Packages (not all features are shown in
Figure 21 below). Select Integrated Services Digital Network to edit the parameters shown
below. Check the Integrated Services Digital Network option, and retain the default values for
all remaining fields. Scroll down to the bottom of the screen, and click on the Save button (not
shown).
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Figure 21 — Customer — ISDN Configuration 3

HV; Reviewed:
SPOC 9/22/2015

22 of 99
MTS1K76SM63SBCE

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.



5.5.2. Administer SIP Trunk Gateway to Avaya Communication Server 1000

Select IP Network - Nodes: Servers, Media Cards from the left pane. In the IP Telephony
Nodes screen displayed (not shown), select the Node ID of the CS1000 system. The Node
Details screen is displayed as shown in Figure 8, Section 5.2.1.

On the Node Details screen, select Gateway (SIPGw). Under the General tab of the Virtual
Trunk Gateway Configuration Details screen, enter the following values (highlighted in red
boxes) for the specified fields, and retain the default values for the remaining fields as shown in
Figure 22. The SIP domain name and Local SIP port should be matched in the configuration
of Session Manager (in Section 6.2, and 6.6).
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Figure 22 — Virtual Trunk Gateway Configuration Details
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Click on the SIP Gateway Settings tab. Under Proxy or Redirect Server, enter the following
values (highlighted in red boxes) for the specified fields and retain the default values for the
remaining fields, as shown in Figure 23. Enter the IP address of Session Manager in the
Primary TLAN IP address field. Enter 5060 for Port and select UDP for Transport protocol.
This should be matched in the configuration of Session Manager (see in Section 6.5.1). Uncheck
the Support registration checkbox.
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Figure 23 — Virtual Trunk Gateway Configuration Details

On the same page as shown in Figure 23, scroll down to the SIP URI Map section.
Under Public E.164 domain names, enter the following:

e National: leave this SIP URI field blank.

e Subscriber: leave this SIP URI field blank.

e Special Number: leave this SIP URI field blank.

e Unknown: leave this SIP URI field blank.

Under Private domain names, enter the following:

e UDP: leave this SIP URI field blank.
CDP: leave this SIP URI field blank.
Special Number: leave this SIP URI field blank.
Vacant number: leave this SIP URI field blank.
Unknown: leave this SIP URI field blank.
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The remaining fields can be left at their default values as shown in Figure 24. Click on the Save
button.
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Figure 24 — Virtual Trunk Gateway Configuration Details
Synchronize the new configuration (please refer to Section 5.2.4).

5.5.3. Administer Virtual D-Channel

Select Routes and Trunks - D-Channels (not shown) from the left pane to display the D-
Channels screen. In the Choose a D-Channel Number field, select an available D-channel from
the drop-down list and type DCH as shown in Figure 25. Click on the to Add button.
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Figure 25 — D-Channels
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The D-Channels 100 Property Configuration screen is displayed next, as shown in Figure 26.
Enter the following values for the specified fields, and retain the default values for the remaining

fields.

e D channel Card Type: D-Channel is over IP (DCIP).

e Designator: A descriptive name.

e User: Integrated Services Signaling Link Dedicated (ISLD).
e Interface type for D-channel: Meridian Meridianl (SL1).

e Meridian 1 node type: Slave to the controller (USR).

e Release ID of the switch at the far end: 25.

Click on Advanced options (ADVOPT). Check on the Network Attendant Service Allowed
checkbox as shown in Figure 26. Other fields are left as default.
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Click on Basic Options (BSCOPT) and click on the Edit button on the Remote Capabilities
field as shown in Figures 27.
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The Remote Capabilities Configuration page appears as shown in Figures 28. Check the ND2
and the MWI checkboxes.
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Figure 28 — Remote Capabilities Configuration
Click on the Return — Remote Capabilities button (not shown).
Click on the Submit button (not shown).
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5.5.4. Administer Virtual Super-Loop

Select System - Core Equipment = Superloops from the left pane to display the Superloops
screen. If the Superloop does not exist, please click the Add button to create a new one as shown
in Figure 29. In this example, Superloop 4, 96, 100, and 124 have been added and are being
used.
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Figure 29 — Administer Virtual Super-Loop Page

5.5.5. Administer Virtual SIP Routes

Select Routes and Trunks = Routes and Trunks (not shown) from the left pane to display the
Routes and Trunks screen. In this example, Customer 0 is being used. Click on the Add route
button as shown in Figure 30.
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Figure 30 — Add route

The Customer 0, New Route Configuration screen is displayed next (not shown). The Basic
Configuration section is displayed. Enter the following values for the specific fields, and retain
the default values for the remaining fields. The screenshot of Basic Configuration section of
existing route 100 is displayed to edit as shown in Figures 31.

¢ Route data block (RDB) (TYPE): RDB as default.

e Customer number (CUST): 0 as customer 0 is in used.

e Route number (ROUT): Enter an available route number (example: route 100).

e Designator field for trunk (DES): A descriptive text (100).

e Trunk type (TKTP): TIE trunk data block (TIE).

e Incoming and outgoing trunk (ICOG): Incoming and Outgoing (IAO).

e Access code for the trunk route (ACOD): An available access code (example: 8100).
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e Check the The route is for a virtual trunk route (VTRK) field, to enable four
additional fields to appear.

e For the Zone for codec selection and bandwidth management (ZONE) field, enter 255
(created in Section 5.4.2). Note: The Zone value is filled out as 255, but after it is added,
the screen is displayed with prefix 00.

e For the Node ID of signaling server of this route (NODE) field, enter the node number
3000 (created in Section 5.2.1).

e Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID) field.

e Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Scrolling down to the bottom of the screen, enter the
following values for the specified fields, and retain the default values for the remaining
fields.

- Mode of operation (MODE): Select Route uses ISDN Signalling Link
(ISLD).

- D channel number (DCH): Enter 100 (created in Section 5.5.3).

- Interface type for route (IFC): Select Meridian M1 (SL1).

- Private network identifier (PNI): Enter 1. Note: The value is filled out as 1,
but after it is added, the screen is displayed with prefix 0000.

- Network calling name allowed (NCNA): Check this option to allow calling
name display.

- Network call redirection (NCRD): Check this option to allow call redirection.

- Insert ESN access code (INAC): Check this option to insert ESN access code
(Refer to Section 5.6.1).
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Figure 31 — Route Configuration 1
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Click on Basic Route Options, check the North American toll scheme (NATL) and Incoming
DID digit conversion on this route (IDC) checkboxes. Enter 1 for both Day IDC tree number

and Night IDC tree number as shown in Figure 32.
Click on the Submit button.
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Figure 32 — Route Configuration 2

5.5.6. Administer Virtual Trunks

Select Routes and Trunks - Route and Trunks (not shown). The Route list is now updated
with the newly added routes. In the example, the Route 100 was being added. Click on the Add

trunk button as shown in Figure 33.
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Figure 33 — Routes and Trunks
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The Customer 0, Route 100, Trunk 1 Property Configuration screen is displayed. Enter the
following values for the specified fields and retain the default values for the remaining fields.
Media Security (SRTP) needs to be disabled at the trunk level by editing the Class of Service
(CLYS) at the bottom of the basic trunk configuration page. Click on the Edit button as shown in

Figure 34.

Note: The Multiple trunk input number (MTINPUT) field may be used to add multiple trunks in
a single operation, or repeat the operation for each trunk. In the sample configuration, 32 trunks

were created.

e Trunk data block: IP Trunk (IPTI).
e Terminal Number: Available terminal number (Superloop 100 created in Section 5.5.4).
e Designator field for trunk: A descriptive text.

Extended Trunk: Virtual trunk (VTRK).

Member number: Current route number and starting member.
Card Density: 8D.

Start arrangement Incoming: Select Immediate (IMM).
Start arrangement Outgoing: Select Immediate (IMM).
Trunk group access restriction: Desired trunk group access restriction level.
Channel ID for this trunk: An available starting channel ID.
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Figure 34 — New Trunk Configuration
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For Media Security, select Media Security Never (MSNV). Enter the values for the specified
fields as shown in Figure 35. Scroll down to the bottom of the screen and click Return Class of

Service and click on the Save button (shown in Figure 34).
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5.5.7. Administer Calling Line Identification Entries

Select Customers on the left pane, then select 00 > ISDN and ESN Networking (Not shown).
Click on Calling Line Identification Entries as shown in Figure 36.
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Figure 36 — ISDN and ESN Networking

s shown in Figure 37.
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The add entry 0 screen is displayed. Enter or select the following values for the specified fields
and retain the default values for the remaining fields. The Edit Calling Line Identification of
the existing entry 0 is displayed as shown in Figure 38.

e National Code: Leave it blank.

e Local Code: Input prefix digits assigned by MTS SIP Trunk Service, in this case 6 digits
—204XXX. This Local Code will be used for call display purpose for Call Type =
Unknown.

e Home Location Code: Input the prefix digits assigned by MTS SIP Trunk Service, in
this case 6 digits — 204XXX. This Home Location Code will be used for call display
purpose for Call Type = National (NPA).

e Local Steering Code: Input prefix digits assigned by MTS SIP Trunk Service, in this
case 6 digits — 204XXX. This Local Steering Code will be used for call display purpose
for Call Type = Local Subscriber (NXX).

e Use DN asDID: YES.

e Calling Party Name Display: Uncheck Roman characters.

Click on the Save button as shown in Figure 38.
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5.5.8. Enable External Trunk to Trunk Transfer

This section shows how to enable the External Trunk to Trunk Transfer feature, which is a
mandatory configuration to make call transfer and conference work properly over a SIP trunk.

Log in to Call Server Overlay CLI (please refer to Section 5.1.2 for more details).
Allow External Trunk to Trunk Transfer for Customer Data Block by using Id 15.

>|d 15

CDBO000

MEM AVAIL: (U/P): 33600126 USED U P: 8345621 954062 TOT: 45579868
DISK SPACE NEEDED: 1722 KBYTES

REQ: chg

TYPE: net

TYPE NET_DATA
CUSTO
OPT

%I.QNX YES < Enable transfer feature
EXTT YES < Enable external trunk to trunk Transfer
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5.6. Administer Dialing Plans

5.6.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen as shown in Figure 39.
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— e T ey Fe

Lans

Electronic Switched Network (ESN)

Custoner 00
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= Hetwork Control & Servicey

.

« S

Customers

- Routes and Tiusks
Ty

Figure 39 — ESN Configuration
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On Electronic Switched Network (ESN) screen, select ESN Access Codes and Parameters to
define NARS/BARS Access Code 1 as shown in Figure 40.

Click the Submit button (not shown).

AVAYA CS1000 Element Manager

UCH Rotwork Servces Usmagrg IRMNI0E  Cvwrtare arw -
Mome Daing e2d sterey Mers » Zactraes Sotched Nebuas SN o Custormer 32 & Narasrt Cont=t & Servias + 254 Acoom Cades e Rase Pursraars
- Lirks

- Wirisal Terminate ESN Access Codes and Basic Parameters

General Propertios

- Houtes end Tranks

Figure 40 — ESN Access Codes and Parameters

5.6.2. Associate NPA and SPN Call to ESN Access Code 1

Log in to Call Server CLI (please refer to Section 5.1.2 for more details), change Customer Net
Data block by using Id 15.

>|d 15

CDBO000

MEM AVAIL: (U/P): 35600086 USED U P: 8325631 954152 TOT: 44879869
DISK SPACE NEEDED: 1722 KBYTES

REQ: chg

TYPE: net

TYPE NET_DATA

CUSTO

OPT

AC2 xNPA xSPN < Set NPA, SPN not to associate to ESN Access Code 2
FNP

CLID
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Verify Customer Net Data block by using Id 21.

>|d 21
PT1000

REQ: prt

TYPE: net

TYPE NET_DATA
CUSTO

TYPE NET_DATA

CUST 00

OPT RTA

AC1 INTL NPA SPN NXX LOC <« NPA, SPN are associated to ESN Access Code 1
AC2

FNP YES

5.6.3. Digit Manipulation Block Index (DMI)

The following steps show how to add DMI for the outbound call. There is an index, which was
added to the Digit Manipulation Block List (14).

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen as shown in Figure 39. Select Digit
Manipulation Block (DGT). The Digit Manipulation Block List is displayed as shown in
Figure 41. In the Please choose the field, select an available Digit Manipulation Block Index
from the drop-down list, and click on the to Add button.

AVAYA €S$1000 Element Manager

UOM Nabword Seracas R L
Home e b “% v SECiooe SRl detades IESH

Digit Manipulation Block List

s10 he [ DO Varg uaton B ook ndor 14 ‘_.j-.».»-,r{

Figure 41 — Add a DMI
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The DMI_14 screen will open. In this testing, no leading digits are to be deleted, therefore,
enter 0 for Number of leading digits to be deleted and select NPA (NPA) for Call Type to

be used by the manipulated digits and then click on the Submit button as shown in Figure
42,

AVAYA CS1000 Element Manager

UCI Rotwrk Serdces =4 Vemagog WASILM  ceertw
Home Ouirgg ad 2%

vk Sadzead ligeess BEN o Custyver 33 & him

Digit Manipulation Block

s

waml | St Osiete Cancel |

Figure 42 — DMI_14 Configuration

5.6.4. Route List Block (RLB) (RLB 14)

This session shows how to add a RLB associated with the DMI created in Section 5.6.3.
Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to

display the Electronic Switched Network (ESN) screen as shown in Figure 39. Select Route
List Block (RLB).

Enter an available value in the textbox for the Please enter a route list index (in this case 14)
and click on the to Add button as shown in Figure 43. The screen shown in Figure 44 will open.

AVAYA CS1000 Eiement Manager

= UTH Nerwark Servces = Veapog MMEN  Sesrars e
Home Darg 202 o

v Qepes T assend e < Custywer 33 4 e

Route List Blocks

| Plosms arter 3 roune st ndex | 14 3. 100 e—

Figure 43 — Add a Route List Block
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Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown in Figure 44. Scroll down to the bottom of the screen, and click on
the Submit button (not shown).

e Digit Manipulation Index: 14 (created in Section 5.6.3).

e Incoming CLID Table: 0 (created in Section 5.5.7).

e Route number: 100 (created in Section 5.5.5).
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Figure 44 — RLB_14 Route List Block Configuration
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5.6.5. Inbound Call — Incoming Digit Translation Configuration

This section describes the configuration steps required in order to receive calls from the PSTN
via the MTS SIP Trunk Service.

Select Dialing and Numbering Plans = Incoming Digit Translation from the left pane to
display the Incoming Digit Translation screen. Click on the Edit IDC button as shown in
Figure 45.

AVAYA CS1000 Element Manager

- UCM Network Services Managing: 10.10.97.96 Username: admin

- Home Dialing and Numbering Plans » Incoming Digit Translation

- Links - — -
- Virtual Terminals Incoming Digit Translation

- System
+Alarms
- Maintenance =
+ Core Equipment -| Customer: 00 EditIDC
- Peripheral Equipment >
e - Customer: 01 EditIDC
+Interfaces

- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
L Dialing and Numbering Plans |
- Electronic Switched Network
- Flexible Code Restriction
[— Incoming Digit Translation |
- Phones

Figure 45 — Incoming Digit Translation

Click on the New DCNO to create the digit translation mapping. In this example, Digit
Conversion Tree Number 1 has been previously created as shown in Figure 46.

AIVAVA’ CS1000 Element Manager

0

UCM Networs Seroces ey NI Userace & =]
Ceorg sv! urserg Py e

7 alat grauige » Tasnrw

Customer 00 Incoming Digit Conversion Property

Digt Cormomrnion Treo Harber 0 Sovw DSNO
- Oage Commarsion Tieo Member 1 Et OO0
Oaget Carvomrsdon Trew Marbec: 2 Yiwh DEND l

Figure 46 — Incoming Digit Conversion Property
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Detailed configuration of the Digit Conversion Tree Configuration is shown in Figure 47. The
Incoming Digits can be added to map to the Converted Digits which would be the associated
CS1000 system phone DN. This DCNO has been assigned to route 100 as shown in Figure 32.

In the following configuration, the incoming call from the PSTN to DID with prefix 204 XXX
will be translated to the associated DN with 4 digits. For testing purposes, DID number

204X XX4613 is translated to 1700 for voicemail testing or translated to 4613 for Mobile
Service Access DN number.

AVAYA

CS1000 Element Manager
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vty and Muevbotng Mans 5 popeers Diat Tiassrhon » Ciaborens 29 & Dagt Corwmrann Traw | ot st

Digit Conversion Tree 1 Configuration

Rogutar 10C ee
Sont caling sorty DD deatied

:x.‘;‘: Ads Delate 1DC ¥eo [T
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LU (= LLCE 3 11) 4610 Flornan Cnaiacien
-Lu‘llmnl- ) Ipsos 41 Roman cnamchen
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Figure 47 — Digit Conversion Tree
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5.6.6. Outbound Call - Special Number Configuration

There are special numbers which have been configured to be used for this testing such as: 0,
1800, 411, and so on.

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen as show in Figure 39. Select Special
Number (SPN). Enter a SPN number and then click on the to Add button. Figure 48 shows all
the special numbers used for this testing.
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+ Sobean
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Routes and Trunks
- (~Chanresy
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< Craierg enad Nunbernng Mens
ERQieo Swrched f4aten
= TTRTES C208 TOUmyIoT
- Nesowng Digl Trancaten
Prones
- Tangites
- Ragans
Views
- Listy
- Propertey
- Mgatias

AVAYA CS1000 Element Manager
< LCM Netwirk Services Nasages IBL0S798  Userviaese Phrw
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Figure 48 — SPN numbers
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5.6.7. Outbound Call - Numbering Plan Area (NPA)
This section describes the creation of NPA used in this test configuration.

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen (not shown). Select Numbering Plan
Area Code (NPA) as shown in Figure 39. Enter the area code desired in the textbox and click
on the to Add button. The 1303, 1416, and 1613 area codes were used in this configuration as

shown in Figure 49.

AVAYA €S1000 Element Manager

UCM Network Services Mazage; 10J0NSS Uswrars sdoen
- lane Dhaing 200 PArstateg Pans » ERCh0os Zaiihed Metan (S50 » Castwnns B0 » Hunbwrng PUm RIET) » Ay Code | Namteving Fom dess Cade Lol

Numbering Plan Area Code List

Plaswe anier o 210a code

Numbering Pen Arva Cooe  130) EM
Foute Lst ledec 14

Incorng Trunk group Exchision iecar NONE

Numbmitag Pan Ares Cotle - 1814 %)
b LSt ieoax 14
[ A Incomng Trunk grous Exchasion Inoax: NOKE

Cusionss
foowtes and Trunss

Rumbeniey Man Ares Code - 1613 e

Ravte Lt Iedex 14

Ircorrang Trurk group Focheren sy NOKE

Figure 49 — Numbering Plan Area List

5.7. Administer a Phone
This section describes the creation of CS1000 clients used in this configuration.

5.7.1. Phone creation

Refer to Section 5.5.4 to create a Virtual Superloop 96 used for IP phones. Refer to Section 5.4.1
to create a bandwidth zone 10 for IP phones. Log in to the Call Server Command Line Interface
(please refer to Section 5.1.2 for more detail). Create an IP phone by using Id 11 as shown
below:

>|d 11

REQ: new

TYPE: 2002p2

TN 96002

DATE

PAGE

DES

MODEL_NAME

EMULATED

DES 2002P2 < Describe information for IP Phone
TN 9600002 VIRTUAL & Set Terminal Number for IP Phone
TYPE 2002P2

CDEN 8D

CTYP XDLC
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CUSTO
NUID
NHTN
CFG_ZONE 00010 <« Set bandwidth zone for IP phone
CUR_ZONE 00010
MRT
ERL 12345
ECL 0
FDN
TGARO
LDN NO
NCOS 7
SGRP 0
RNPG 0
SCI 0
SSU
LNRS 16
XLST
SCPW
SFLT NO
CAC_MFCO
CLS UNR FBAWTA LPR MTD FNA HTA TDD CRPD
MWA LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LNA CNDA
CFTD SFA MRD DDV CNIA CDCA MSID DAPA BFED RCBD
ICDD CDMD LLCN MCTD CLBD AUTU
GPUD DPUD DNDD CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID BUZZ AGRD MOAD
UDI RCC HBTD AHD IPND DDGA NAMA MIND PRSD NRWD NRCD NROD
DRDD EXRO USMD USRD ULAD CCBD RTDD RBDD RBHD PGND OCBD FLXD FTTC DNDY DNO3
MCBN FDSD NOVD VOLA VVOUD CDMR PRED RECD MCDD T87D SBMD
MSNV FRA PKCH MWTD DVLD CROD ELCD
CPND_LANG ENG
HUNT
PLEV 02
PUID
UPWD
DANI NO
AST
IAPG 0
AACS NO
ITNA NO
DGRP
MLWU_LANG 0
MLNG ENG
DNDR 0
KEY 00 SCR 46100 MARP < Set the position of DN 4610 to display on key 0 of the phone
CPND
CPND_LANG ROMAN
NAME MTS_01 < Set name to display
XPLN 13
DISPLAY_FMT FIRST,LAST
01
<Text removed for brevity>
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5.7.2. Enable Privacy for the Phone

This section shows how to enable Privacy for a phone by changing its class of service
(CLS).This feature cannot be enabled or disabled from the phone. By modifying the
configuration of the phone created in Section 5.7.1, the display of the outbound call will be
changed appropriately.

To hide the display number, set CLS (Class of Service) to DDGD. CS1000 will include
“Privacy:id” in the SIP message header before sending it to MTS SIP Trunk Service.

>ld 11

REQ: chg

TYPE: 2002p2

TN 96002
ECHG vyes

ITEM CLS DDGD

To allow the display number, set CLS to DDGA. CS1000 will not send the Privacy header to
MTS SIP Trunk Service.

>ld 11

REQ: chg

TYPE: 2002p2

TN 96002
ECHG yes

ITEM CLS DDGA
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5.7.3. Enable Call Forward for Phone
This section shows how to configure the Call Forward feature at the system and phone level.

Select Customer - 00 - Call Redirection. The Call Redirection page is shown in Figure 50.
e Total redirection count limit: 0 (unlimited).
e Call forward: Originating.
e Number of normal ringing cycles for CFNA: 3.
e Click Save to save the configuration.
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Figure 50 — Call Redirection
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To enable Call Forward All Call (CFAC) feature for a phone over SIP trunk, use Id 11. Change
its CLS to CFXA, and SFA, then program the forward number on the phone set. The following
is the configuration of a phone that has CFAC enabled with forwarding number 61303XXX9045.

>ld 11

REQ: chg
TYPE: 2002P2
TN 96002

ECHG yes
ITEM CLS CFXA SFA
ITEM key 19 CFW 16 61303XXX9045

To enable Call Forward Busy (CFB) feature for phone over SIP trunk, use Id 11. Change its CLS
to FBA, HTA, and SFA, then program the forward number as HUNT and FDN. The following
is the configuration of a phone with CFB enabled to forwarding number 61303XXX9045.

>ld 11

REQ: chg

TYPE: 2002P2

TN 96002

ECHG yes

ITEM CLS FBA HTA SFA
ITEM HUNT 61303XXX9045
ITEM FDN 61303XXX9045

To enable Call Forward No Answer (CFNA) feature for a phone over SIP trunk, use Id 11.
Change its CLS to FNA, and SFA, then program the forward number as HUNT and FDN. The
following is the configuration of a phone that has CFNA enabled with forwarding number
61303XXX9045.

>ld 11

REQ: chg

TYPE: 2002P2

TN 96002

ECHG yes

ITEM CLS FNA SFA

ITEM HUNT 61303XXX9045
ITEM FDN 61303XXX9045
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
configuring the following items:

e SIP Domain.

Logical/physical Location that can be occupied by SIP Entities.

Adaptation module to perform dial plan manipulation.

SIP Entities corresponding to CS1000, Avaya SBCE and Session Manager.

Entity Links, which define the SIP trunk parameters used by Session Manager when

routing calls to/from SIP Entities.

e Routing Policies, which define route destinations and control call routing between the SIP
Entities.

o Dial Patterns, which specify dialed digits and govern which Routing Policy is used to
service a call.

It may not be necessary to create all the items above when configuring a connection to the
service provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP Domains, Locations, SIP
Entities, and Session Manager itself. However, each item should be reviewed to verify the
configuration.
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6.1. Avaya Aura® System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR?”, where “<ip-address>" is the IP address
of System Manager. At the System Manager Log On screen, enter an appropriate User 1D and
Password and press the Log On button (not shown). The initial screen shown below is then
displayed.

Figure 51 — System Manager Home Screen

Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column to bring up the Introduction to Network Routing Policy screen.
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The navigation tree displayed in the left pane will be referenced in subsequent sections to
navigate to items requiring configuration.

Log o admin

« Home /Eloments / Routing

Halp 7
Introduction to Network Routing Policy
Netwark Routing Polcy cansist of several routing appicatons bk "Oomany”, “Locations®, "SIP Entities, et
T tecommanched order 10 ke the routng appcatans (That swans the overal routing workfiow) 1o configure your netwerk configuration s as

folkows
Step 1! Create "Domans” of type SIP (other routing appicabona are refermng domans of type SI°)

Step 2. Create Nocaties®

Déad Pattnrms

Step 3 Creste "Adaptators’
Bugidar Expraesaions
Detoults

Step & Creats "SIP Entimas®

- SIP Entibes that are used a3 "Outbound Proxes” e.g. » certam "Gateway” or "SIP Trumk*
Craata il "other SIP Enbities” (Sesson Manager, CM, SIDPSTN Gataways, SIP Trurks)
Assign the oppropriate "Locations®, "Adaptations” and “Cuthound Prones”
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Tlatween Sesnon Managen

- Botween Session Managers ana "othar SIF Entities”
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Stap 70 Craate Wouting Pobcins”

- Aangn the approprate Fouting Destinaton® ang “Twne Of Day”*

(Titns OF Doy = assgn e appropriate “Tims Range® and define e “Rarking
Step 8: Create "Dul Patterns®

AcSign the appropriats "Locations” and "Roubng Polces™ to the "Dial Pattems”

Figure 52 — Network Routing Policy
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6.2. Specify SIP Domain

Create a SIP Domain for each domain of which Session Manager will need to be aware in order
to route calls. For the compliance test, this includes the enterprise domain bvwdev7.com.
Navigate to Routing = Domains in the left-hand navigation pane and click the New button in
the right pane. In the new right pane that appears (not shown), fill in the following:

e Name: Enter the domain name (refer to Section 5.5.2).
e Type: Selectsip from the pull-down menu.
e Notes: Add a brief description (optional).

Click Commit (not shown) to save.

The screen below shows the existing entry for the enterprise domain.

« Howm JEN / A

Domaln Massgement

| New More Actiern *

Jloms Fiker; Enabls

Select ; M\ lone

Figure 53 — Domain Management

6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. A single Location was defined
for the enterprise even though multiple subnets were used. The screens below show the addition
of the Location named Belleville, which includes all equipment in the enterprise including
CS1000, Session Manager and Avaya SBCE.

To add a Location, navigate to Routing => Locations in the left-hand navigation pane and click
the New button in the right pane (not shown). In the new right pane that appears (shown below),
fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.
e Name: Enter a descriptive name for the Location.

e Notes: Add a brief description (optional).
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Figure 54 — Location Configuration

In the Location Pattern section, click Add to enter IP Address patterns. The following patterns
were used in testing:

e |P Address Pattern: 10.33.*, 10.10.97.*, 10.10.98.*

Location Pattemn

Add || _gemove |
2 Items  Refresh Filter: Enable
~ [nm Patterm . Notes
r * 1033~
r *110.10.67.*
r *110.10.98.*

Sedect 1 All, None

I- Conm?i_l, Cancal l

Figure 55 — IP Ranges Configuration
Click Commit to save.
Note that call bandwidth management parameters should be set per customer requirement.
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6.4. Configure Adaptations

An Adaptation is configured to format the History Info on CS1000 to be compatible with other
Avaya products. To add a new adaptation, select Routing - Adaptations. Click the New button
in the right pane (not shown). Enter an appropriate Adaptation Name to identify the adaptation.
Select CS1000Adapter from the Module Name drop-down menu. Select Name-Value
Parameter from the Module Parameter Type drop-down menu. Click Add button to add
Name as fromto and Value as true. Click the Commit button after changes are completed.

o Home /5 ¢ Routing /

Adaptation Details | Comma | Cancel

Adaptations

Y Adaptation Name: CSIK75_Adaptabon

{Module Name: [C5 10000t ar E: |

| Module Parameter Type: | Name-Valus Parameter v

V&Ml Remuove
r Mame N =

| froeme

Sefect ; AL, Noow
Faress URT Parnmeters:

Notes:

Figure 56 - CS1000 Adaptation

An Adaptation is configured to convert the History Info to Diversion Header and to remove
MIME. To add a new adaptation, select Routing > Adaptations. Click the New button in the
right pane (not shown). Enter an appropriate Adaptation Name to identify the adaptation. Select
DiversionTypeAdapter from the Module Name drop-down menu. Select Name-Value
Parameter from the Module Parameter Type drop-down menu. Click Add button to add
Name as MIME and Value as no. Click the Commit button after changes are completed.

¢« M /E ! ’f

Adaptatsco Dutaily Commst Cancel

| Adaptation Name: O

Module Name

Modele Parsmetnr Type: s

Egress URE Parnmeters:

Notes:

Figure 57 — Diversion Header Adaptation
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6.5. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to Session Manager which includes CS1000 and Avaya SBCE. Navigate to Routing = SIP
Entities in the left-hand navigation pane and click on the New button in the right pane (not
shown). In the new right pane that appears (shown below), fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Name:
e FQDN or IP Address:

e Type:

e Adaptation:

e Location:

e Time Zone:

Enter a descriptive name.

Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

Select Session Manager for Session Manager, Other for

CS1000 and Avaya SBCE.

This field is only present if Type is not set to Session Manager. If
applicable, select the appropriate Adaptation module that will be
applied to the SIP Entity being created.

Select the Location that applies to the SIP Entity being created. For
the compliance test, all components were located in Location
Belleville.

Select the time zone for the Location above.

In this configuration, there are three SIP Entities.
e Session Manager SIP Entity
e Communication Manager 1000 SIP Entity
e Avaya Session Border Controller for Enterprise SIP Entity
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6.5.1. Configure Session Manager SIP Entity

The following screen shows the addition of the Session Manager SIP Entity named SM63. The
IP address of Session Manager’s signaling interface 10.33.10.26 is entered for FQDN or IP
Address. The Location field is set to Belleville. Select Time Zone as America/Toronto.

¢ Muome /Elemonts / Reeting / SIP Latithes
SIP Entity Detalls Commit || Canced
Generas

SIP Entities HiName: G850
‘!“'f" u“*' ¢ I'GQDN or IP Address: 10.33.10.26
Rooting Policies
ohlm-"‘u
B i annd= [Location: [Geremie 2|
i Outhound Proxy: r—ﬂ

Viewe Zonw: | Amerca/Torerto =

Nobes: 5M RS.3

Credentisd name:

SIP Link Monltoring: [Use Sesmon Manaper Corngurabon =)

Figure 58 — Session Manager SIP Entity

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for the Session Manager SIP Entity.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which Session Manager listens for SIP requests.

e Protocol: Transport protocol to be used with this port.

e Default Domain: The default domain associated with this port. For the compliance
test, this was the enterprise SIP Domain.

Defaults can be used for the remaining fields. Click the Commit button (not shown) to save.

The compliance test used port 5060 with UDP for connecting to CS1000 and Avaya SBCE.
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Port
TCP Fallover port:
TLS Failover port:

Add Remaove |

2 1tems Redfrest Fiker: Enable

Select : AN, None

Figure 59 — Session Manager SIP Entity Port

6.5.2. Configure Communication Server 1000 SIP Entity

The following screen shows the addition of the CS1000 SIP Entity named car3-ssg-carrier. In
order for Session Manager to send SIP service provider traffic on a separate Entity Link to
CS1000, it is necessary to create a separate SIP Entity for CS1000, in addition to the one created
at Session Manager installation, for use with all other SIP traffic within the enterprise. The
FQDN or IP Address field is set to the IP address of CS1000 signaling Node 10.10.97.178.
Select Type as Other. Select Adaptation as CS1K76_Adaptation (created in Section 6.4). The
Location field is set to Belleville which is the location that includes the subnet where CS1000
resides. Select Time Zone as America/Toronto.

......

+ Hume [ Desmusty [/ foctng | SIP Dtsties o
SIP Entity Details Comut Cancel
*IName: cord-ssg-camer
*IWQUN ur 1P Addrens: 10 1097178

Type:

Notes.

Adaptation; CSLK76_Adaptaton

K4

Locotion! Bedlevlie V]

Time Jone: AmeccaTotonts -
* SIF Timer B/F (In seconds}: &
Credentisl name:

Cali Detall Recordimg: oo v

Commbrofile Type Prefersnce: |

Figure 60 — Communication Server 1000 SIP Entity
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6.5.3. Configure Avaya SBCE SIP Entity

The following screen shows the SIP Entity for the Avaya SBCE named SBCE. The FQDN or IP
Address field is set to the IP address of the Avaya SBCE’s private network interfaces. Select
Type as Other. Select Adaptation as Diversion-Type-Remove-MIME (created in Section
6.4). The Location field is set to Belleville which includes the subnet where Avaya SBCE
resides. Select Time Zone as America/Toronto.

The following screenshot shows the SIP Entity for Avaya SBCE.

o« Mo [ Uemusts / Aoty [ SIP Dxtitien o

= SIP Entity Details Commit] Cancel
weral
* Neme: SBCE
* PQUN ue 1P Addrens: 10 10,98 13
Type:

Notes.

Adaptation; Dwverson Tepe-Remove V'l"&ii

Location: Deleilie &)
Time Jone: Amecca/Totonts -
* SIF Timer B/F (;n seconds): &
Credentisl name:
Calli Detall Recondimg: hoowm )
Commbrofile Type Prefersoce: vl

Figure 61 — Avaya SBCE SIP Entity
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6.6. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created: one to CS1000 and one to Avaya SBCE.

To add an Entity Link, navigate to Routing = Entity Links in the left-hand navigation pane and
click on the New button in the right pane (not shown). In the new right pane that appears (shown
below), fill in the following:

e Name: Enter a descriptive name.

e SIPEntity 1: Select the Session Manager being used.

e Protocol: Select the transport protocol used for this link.

e Port: Port number on which Session Manager will receive SIP requests from
the far-end.

e SIP Entity 2:  Select the name of the other system as defined in Section 6.5.

e Port: Port number on which the other system receives SIP requests from the

Session Manager.
e Connection Policy: Select trusted. Note: If this box is not selected as trusted, calls from
the associated SIP Entity specified in Section 6.5 will be denied.

Click Commit to save.

The following screen illustrates the Entity Link to the CS1000. The protocol and ports defined
here must match the values used for the CS1000 signaling in Section 5.5.2.

+ Mame [Elkments J ooting / Entity Links

Entity Links Cormomit I Cancel
1mam o Fiker: Enative
r SMO3_cord-Tegsar [swez=l [ooe gl . a { ﬁ r
0
Figure 62 — Communication Server 1000 Entity Link
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The following screen illustrates the Entity Link to Avaya SBCE. The protocol and ports defined
here must match the values used for Avaya SBCE mentioned in Section 7.2.4, later in this
document.

o ture [ Demwets [ Aoctng [ Inbty Links o
Entity Links [ Fcommi] jcancal

e N 1lem O Fter: enabie

Entity Links P ’ ’ . : Sy - T RO Dany |

Time R : ln»- S Entity ) Frotacal  Pent SI¥ ity 2 Dverride o Padbey ‘ \::, Nutes

SRS P T o I I T Sl O [me  weed |

Dlet Patlierns < ?

o v Select AL Nane

Oedaults

Figure 63 — Avaya SBCE Entity Link

HV; Reviewed: Solution & Interoperability Test Lab Application Notes 61 of 99

SPOC 9/22/2015 ©2015 Avaya Inc. All Rights Reserved. MTS1K76SM63SBCE



6.7. Configure Time Ranges

Time Ranges are configured for time-based routing. In order to add Time Ranges, select Routing
-> Time Ranges in the left-hand navigation pane and then click New button in the right pane.
The Routing Policies shown subsequently will use the 24/7 range since time-based routing was
not the focus of these Application Notes.

o Home [Elaments / Routing / Tiew Ranges

Time Ranges

New j Mors Acions

1tom o FRRar; Enable

Figure 64 — Time Ranges

6.8. Add Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two Routing Policies must be added: one for the CS1000 and one for
Avaya SBCE. To add a Routing Policy, navigate to Routing = Routing Policies in the left-
hand navigation pane and click on the New button in the right pane (not shown). In the new right
pane that appears (shown on the next page), fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP Entity to which this Routing Policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.
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The following screen shows the Routing Policy Details for the policy named
MTS_Inbound_To_CS1K76 associated with incoming PSTN calls from MTS SIP Trunk
Service to the CS1000. Observe the SIP Entity as Destination is the entity named car3-ssg-
carrier.

o Moo | Tiesmmats [ Rustowg / Bestong Pulcius o
e - ?
= [Routing Pulicy Detais | Kamiit] Cancal
ienerisl
* Name: MTS_[nbound_To_CS1K76
Disalded:
* Retries: 0
Notes:
SIT iy _as Dest

P 1 TQUN ar 17 Address Type Metes

CAr3-CRg-Carrwes imusin Ot

Figure 65 — Routing to Communication Server 1000

The following screen shows the Routing Policy Details for the policy named
MTS_Outbound_To_SP4. This is associated with outgoing calls from the CS1000 to the PSTN
via MTS SIP Trunk Service, through Avaya SBCE. Observe the SIP Entity as Destination is
the entity named SBCE.

o tume [ Demmsts [ Aoctay [ Rectng Puboss
Routing Pulicy Detais) “Fcommit Carcel
-neral

* Neme: MTS_Cutbound_To_584

* Relries: 0

Notes:

[SIP Entity as Destination
Selfect,

e FOUN ar 19 Address Type Mootes

| sece 33209833 Ot

Figure 66 — Routing to Avaya SBCE
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6.9. Add Dial Patterns

Dial Patterns are used to route calls through Session Manager. For the compliance test, Dial
Patterns were configured to route calls from the CS1000 to MTS SIP Trunk Service and vice
versa. Dial Patterns define which Route Policy will be selected as route destination for a
particular call based on the dialed digits, destination Domain and originating Location.

To add a Dial Pattern, navigate to Routing = Dial Patterns in the left-hand navigation pane and
click on the New button in the right pane (not shown). In the new right pane that appears (shown
below), fill in the following:

In the General section, enter the following values. Use default values for all remaining fields.

e Pattern: Enter a dial string that will be matched against the Request-URI of the
call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria.

e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
Location for use in the match criteria. Lastly, select the Routing Policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save. Two examples of the
Dial Patterns used for the compliance test are shown below, one for outbound calls from the
enterprise to the PSTN and one for inbound calls from the PSTN to the enterprise. Other Dial
Patterns (e.g., 1800, 411, etc.) were similarly defined.
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The following screen shows that outbound dialed numbers with a maximum of 11 digits that
begin with 1303 and have a destination SIP Domain of bvwdev7.com use the Routing Policy
Names MTS_Outbound_To_SP4 as defined in Section 6.8.

« Home [ fhaments [ Routing / Dual Puttzrne 4]

Dial Pattern Dotails Coment || Cancel

¥ Paltern: 1303
* Min: 1t
* Max: 1t
Emergency Call:

Emergescy Priority; |

Emergency Type:
SIF Dossain:  Dewdev7 .com = |

Noles: MTS Outbound Calls

1tem O Fdter. Lralibe

Orvginating Locetion
hates

rwting Pulivy |Rowting Pulity Kostimg Fulicy

Criginating & ncatioe Mame. - |
| Pudbled | Destination Mates

IRoting Paicy Mame | leuk

ALL MTS_Cusound_Yo_%Ra |

Select | A Mone

Figure 67 — Dial Pattern 1303

Note that the above Dial Pattern did not restrict outbound calls to specific US/Canada area codes.
In real deployments, appropriate restriction can be exercised per customer business policies.
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The following screen shows that inbound 10-digit numbers that start with 204 use Routing Policy
Name MTS_Inbound_To_CS1K76 as defined in Section 6.8. This Dial Pattern matches the
DID numbers assigned to the enterprise by MTS SIP Trunk Service.

+ Mome [ themonts | Boutssg / Dual Pattorss 1+]
el ?
Dinl Pattors Details || comme | Cancel
veral
* Pattern: 204
* Min: 3
* Max: 10
Disl Patlerns : Emergoency Call:
o cominsnonitind Emergency Priorkty:
Dadhilts Emergency Type:
SIP Domsain: ] Drwdev7 com :_i .
Notes: MTS Inbound Calls
():u,w".ml:vr, Locations and l«'-nllmi] Posoes
[(add]| |Rameve
m - FRer: Eralibe
r——— L TE R Ry e [ Rauting Pullcy [Reling Fulicy Rovting Pebcy
h !
aelevie MTS_Inbound_Te CH1K 'e; | CarS-ssp Larrwes
Solect [ M, (o

Figure 68 — Dial Pattern 647

The following screen illustrates a list of dial patterns used for inbound and outbound calls
between the enterprise and the PSTN.

Ve R 1 »
+ Home [ Sements [ Boutseg / Dl Pattorss o
Help ¥
Dial Patterss
ooy Cua vl Dogte s More Aciprw =
a3 Items 0 Filtes Enable
Satturn M Max  Desergency Cull Imurguncy Typs Comrgeniy Prianty SIF Dumam hates
e o Q ] i n trewdav? com WTS Outbound Calls
Dist fatterns [T 0 trendav? cam WTS Outbound Cale
m'm J_‘-';‘J ] n Pvadey7 sam MTE Ouhaund Cals
Defautts o
1410 1 1 buwdav7.com WTS Outbound Cals
1623 1 1 U bywdey? com
1309 1 1 B Dewdev? com
208 - Densav T oam VTS Inbeund Cabe
e g trvadav? cam MYS Outtound Celle
Select 1 AL Honn poe t uth M
Figure 69 — Dial Pattern List
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of Avaya SBCE necessary for interoperability with the
Session Manager and MTS SIP Trunk Service.

Avaya elements reside on the Private side and the MTS SIP Trunk Service resides on the Public
side of the network, as illustrated in Figure 1.

Note: The following section assumes that Avaya SBCE has been installed and that network
connectivity exists between the systems. For more information on Avaya SBCE, see relevant
product documentation references in Section 11 of these Application Notes.

7.1. Log into the SBCE

Access the web interface by typing “https://x.x.x.x/sbc/” (where x.x.x.x is the management IP of
the Avaya SBCE).

Enter the Username and Password.

o V o o Log In
y ‘ Username: |ucsec l

‘Password: Ioooooooooooooo |
Logln I
SeSSion Border COntrO"er This system is restricted solely to authorized users for legitimate
= business purposes only. The actual or attempted unauthorized access,
for Enterprise

use: or modifications of this system is strictly prohibited. Unautherized
users are subject to company disciplinary procedures and or criminal
and civil penalties under state, federal or other applicable domestic and
foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recerding, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. Ali rights reserved.

Figure 70 — Avaya SBCE Login
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7.2. Global Profiles

When selected, Global Profiles allows for configuration of parameters across all Avaya SBCE
appliances.

7.2.1. Configure Server Interworking - Avaya Site

Server Interworking allows to configure and manage various SIP call server-specific capabilities
such as call hold, 180 handling, etc.

From the menu on the left-hand side, select Global Profiles = Server Interworking
e Select avaya-ru in Interworking Profiles.
e Click Clone.
e Enter Clone Name: SM63 and click Finish (not shown).

From the list of Interworking Profiles, click on SM63 to edit.
e Onthe General tab, set T.38 Support as Yes (MTS supports Fax T.38 during the
compliance testing). Other options can be left at default.
e On the Timers, URI Manipulation, Header Manipulation and Advanced tabs, all
options can be left at default. Click Finish (not shown).
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The following screen shows that Session Manager server interworking profile (hamed: SM63)

was added.
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Figure 71 - Server Interworking — Avaya site

7.2.2. Configure Server Interworking — MTS Site

From the menu on the left-hand side, select Global Profiles > Server Interworking and click
Add as highlighted below.
e Enter Profile Name: SP3.
e Onthe General tab, set T.38 Support as Yes (MTS supports Fax T.38 during the
compliance testing). Other options can be left at default.
e Onthe Timers, URI Manipulation, Header Manipulation and Advanced tabs, all
options can be left at default. Click Finish (not shown).
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The following screen shows that the MTS SIP Trunk Service interworking profile (named SP3)
was added.
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7.2.3. Configure Signaling Manipulation
The SIP signaling header manipulation feature adds the ability to add, change and delete any of
the headers and other information in a SIP message.
e Select Global Profiles from the menu on the left-hand side.
e Select the Signaling Manipulation.
e Select Add. Enter Script Title: SP3. In the script editing window, enter the text exactly
as shown in the screenshot below to remove user “avayapbx1” in SIP URI in Request-
Line Header of the OPTIONSs sending from MTS SIP Trunking.
e Click Save (not shown).

Alarms nodems Status Logs ~ Dragnosics Usaers Setngs Help Log Ow
Session Border Controller for Enterprise AVAYA
Dashbcard Signaling Manipulation Scripts, SP3
Admnsirabon Uplond Added Duwnloes oo Dimmte
BackupRestonn Bigrisiing Missadation
Gicbal Parameters sP| Signating Menpulation

« | Gicbal Profiles aithin sesslon 4Lt

Daman DoS

T 00 sescage Where ATRPCTIONS "TREOUND ™ angt \.’lA';r_i’“IPJ-'\r'lR»'llYJﬂl'

Fingerpont

Server Interworiang | [Remore wier “avayaphal® In SIF UMD In Request-Lise heade= of the OPTIONS Coming from TS

Prone erworking

X WEADERE] “Reqeest_Line™J[1].reges_repince( vip avaympbo @0, 10, 50,1317, “clp: 219, 30, W5, 1117)
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Figure 73 — Signaling Manipulation
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7.2.4. Configure Server — Session Manager

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow one to configure and manage various SIP call server-
specific parameters such as UDP port assignment, IP Server type, heartbeat signaling parameters
and some advanced options.

From the menu on the left-hand side, select Global Profiles - Server Configuration and click
Add as highlighted below.

Enter Profile Name: SM63.

On General tab, enter the following:
e Server Type: Select Call Server.
IP Address/FQDN: 10.33.10.26 (Session Manager IP Address).
Port: 5060.
Transport: UDP.
Click Finish (not shown).
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Figure 74 — Session Manager - General Server Configuration
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On the Advanced tab:
e Select SM63 for Interworking Profile (Refer to Section 7.2.1).
e Click Finish (not shown).
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Figure 75 — Session Manager - Advanced Server Configuration
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7.2.5. Configure Server — MTS

From the menu on the left-hand side, select Global Profiles = Server Configuration and click
Add as highlighted below.

Enter Profile Name: SP3.

On General tab, enter the following:
e Server Type: Select Trunk Server.
IP Address/FQDN: 192.168.168.20 (MTS Signaling Server IP Address).
Port: 5060.
Transport: UDP.
Click Finish (not shown).
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Figure 76 — MTS - General Server Configuration
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On the Authentication tab, click on Edit button to enter the following:

Check Enable Authentication option.

User Name: avayapbx1 (MTS provided this user name during this compliance testing).
Realm: Blank.

Password: ****** (MTS provided this password during this compliance testing).
Confirm Password: ****** (MTS provided this password during this compliance
testing).

Click Finish button.
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Figure 77 - MTS - Authentication Server Configuration
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On the Heartbeat tab, click on Edit button to enter the following:
e Check Enable Heartbeat option.
Method: REGISTER. (MTS supported REGISTER during the compliance testing).
Frequency: 60 seconds.
From URI: avayapbxl@avaya.mts.ca.
To URI: avayapbxl@avaya.mts.ca.
Click Finish button.
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Figure 78 - MTS - Heartbeat Server Configuration
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On the Advanced tab, click on Edit button to enter the following:
e Interworking Profile: SP3 (Refer to Section 7.2.2).
e Signaling Manipulation Script: SP3 (Refer to Section 7.2.3).
e Click Finish button.
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Figure 79 - MTS - Advanced Server Configuration
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7.2.6. Configure Routing — Avaya Site

Routing Profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

From the menu on the left-hand side, select Global Profiles - Routing and click Add as
highlighted below.

Enter Profile Name: SP3_To_SMG63 (not shown).

URI Group: *.

Load Balancing: Priority.

Check Next Hop Priority.

Click Add button to add a Next-Hop Address

Priority/Weight: 1.

Server Configuration: SM63 (Refer to Section 7.2.4).

Next Hop Address: 10.33.10.26:5060 (UDP) (Session Manager IP address).
Click Finish button.
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Figure 80 - Routing to Avaya
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7.2.7. Configure Routing — MTS Site
The Routing Profile allows one to manage parameters related to routing SIP signaling messages.

From the menu on the left-hand side, select Global Profiles - Routing and click Add as
highlighted below.

Enter Profile Name: SM63_To_SP3 (not shown).

URI Group: *.

Load Balancing: Priority.

Check Next Hop Priority.

Click Add button to add a Next-Hop Address

Priority/Weight: 1.

Server Configuration: SP3 (Refer to Section 7.2.5).

Next Hop Address: 192.168.168.20:5060 (UDP) (MTS Signaling Server IP address).
Click Finish button.
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Figure 81 - Routing to MTS
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7.2.8. Configure Topology Hiding — Avaya Site

The Topology Hiding screen allows one to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks

From the menu on the left-hand side, select Global Profiles &> Topology Hiding.

Select default under Topology Hiding Profiles, and click Clone. Enter Clone Name:
SP3 _To_SM&63. Click Finish (not shown).

Select SP3_To_SM63 under Topology Hiding Profiles, and click Edit.
e For the Header To,
- Inthe Criteria column select IP/Domain.
- Inthe Replace Action column select: Overwrite.
- In the Overwrite Value column: bvwdev7.com.
e For the Header Request-Line,
- Inthe Criteria column select IP/Domain.
- Inthe Replace Action column select: Overwrite.
- In the Overwrite Value column: bvwdev7.com.

e For the Header From,
- Inthe Criteria column select IP/Domain.
- Inthe Replace Action column select: Overwrite.
- In the Overwrite Value column: bvwdev7.com.
Click Finish (not shown).
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Figure 82 - Topology Hiding Session Manager
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7.2.9. Configure Topology Hiding — MTS Site
From the menu on the left-hand side, select Global Profiles > Topology Hiding.

Select default under Topology Hiding Profiles, and click Clone. Enter Clone Name:
SM63_To_SP3. Click Finish (not shown).

Select SM63_To_SP3 under Topology Hiding Profiles, and click Edit.
e For the Header To,
- Inthe Criteria column select IP/Domain.
- Inthe Replace Action column select: Overwrite.
- In the Overwrite Value column: avaya.mts.ca.
e For the Header Request-Line,
- Inthe Criteria column select IP/Domain.
- Inthe Replace Action column select: Overwrite.
- In the Overwrite Value column: avaya.mts.ca.
e For the Header From,
- Inthe Criteria column select IP/Domain.
- Inthe Replace Action column select: Overwrite.
- In the Overwrite Value column: avaya.mts.ca.
Click Finish (not shown).
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7.3. Domain Policies

The Domain Policies feature allows one to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise. These criteria can be used to trigger
different policies which will apply on call flows, change the behavior of the call, and make sure
the call does not violate any of the policies. There are default policies available to use, or one can
create a custom domain policy.

Create End Point Policy Groups

The End Point Policy Group feature allows one to create Policy Sets and Policy Groups. A
Policy Set is an association of individual, SIP signaling-specific security policies (rule sets):
application, border, media, security, signaling, and ToD, each of which was created using the
procedures contained in the previous sections.) A Policy Group is comprised of one or more
Policy Sets. The purpose of Policy Sets and Policy Groups is to increasingly aggregate and
simplify the application of SBCE security features to very specific types of SIP signaling
messages traversing through the enterprise.

From the menu on the left-hand side, select Domain Policies = End Point Policy Groups.
e Select Add.
e Enter Group Name: SM63_SP3_PolicyG.
- Application Rule: default.
- Border Rule: default.
- Media Rule: default-low-med.
- Security Rule: default-med.
- Signaling Rule: default.
- Time of Day: default.
e Select Finish (not shown).
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Figure 84 — Session Manager - End Point Policy Group
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From the menu on the left-hand side, select Domain Policies = End Point Policy Groups.
e Select Add.
e Enter Group Name: SP3_PolicyG.
- Application Rule: default.
- Border Rule: default.
- Media Rule: default-low-med.
- Security Rule: default-med.
- Signaling Rule: default.
- Time of Day: default.
e Select Finish (not shown).
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7.4. Device Specific Settings

The Device Specific Settings feature for SIP allows one to view aggregate system information,
and manage various device-specific parameters which determine how a particular device will
function when deployed in the network. Specifically, one has the ability to define and administer
various device-specific protection features such as Message Sequence Analysis (MSA)
functionality, end-point and session call flows and Network Management.

7.4.1. Manage Network Settings
From the menu on the left-hand side, select Device Specific Settings - Network Management.

e Select Networks tab and click Add button to add a network of inside interface as
followings:
- Name: Network_Al.
- Default Gateway: 10.10.98.1.
- Subnet Mask: 255.255.255.192.
- Interface: Al (This is Avaya SBCE inside interface).
- Click Add button to add IP Address for inside interface: 10.10.98.13.
- Click Finish button to save the changes.
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Figure 86 - Network Management — Inside Interface
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From the menu on the left-hand side, select Device Specific Settings - Network Management.

e Select Networks tab and click Add button to add a network of outside interface as
followings:
- Name: Network_B1.
- Default Gateway: 10.10.98.97.
- Subnet Mask: 255.255.255.224.
- Interface: B1 (This is Avaya SBCE outside interface).
- Click Add button to add IP Address for outside interface: 10.10.98.111.
- Click Finish button to save the changes.
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Figure 87 - Network Management — Outside Interface
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From the menu on the left-hand side, select Device Specific Settings - Network Management.

e Select Interfaces tab
e Click on the Status of the physical interfaces being used and change them to Enabled

state.
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7.4.2. Create Media Interfaces

Media Interfaces define the type of signaling on the ports. The default media port range on the
Avaya can be used for both inside and outside ports.

From the menu on the left-hand side, select Device Specific Settings > Media Interface.

e Select Add.
- Name: InsideMedial.
- Media IP: 10.10.98.13 (Avaya SBCE Internal IP Address toward Session Manager).
- Port Range: 35000 — 40000.
- Click Finish (not shown).

e Select Add.
- Name: OutsideMedial.
- Media IP: 10.10.98.111 (Avaya SBCE External IP Address toward MTS SIP Trunk

Service).

- Port Range: 35000 — 40000.
- Click Finish (not shown).
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7.4.3. Create Signaling Interfaces
Signaling Interfaces define the type of signaling on the ports.

From the menu on the left-hand side, select Device Specific Settings = Signaling Interface.

e Select Add.
- Name: InsideUDP1.
Signaling IP: 10.10.98.13 (Avaya SBCE Internal IP Address toward Session
Manager).
UDP Port: 5060.
- Click Finish (not shown).
e Select Add.
- Name: OutsideUDP1.
- Signaling IP: 10.10.98.111 (Avaya SBCE External IP Address toward MTS SIP
Trunk Service).
- UDP Port: 5060.
- Click Finish (not shown).
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7.4.4. Configuration End Point Flows

Endpoint flows are used to determine the signaling endpoints involved in a call in order to apply
the appropriate policies. When a packet arrives at the Avaya SBCE, the content of the packet (IP
addresses, URISs, etc) is used to determine which flow it matches. Once the flow is determined,
the flow points to policies and profiles which control processing, privileges, authentication,
routing, etc. Once routing is applied and the destination endpoint is determined, the policies for
the destination endpoint are applied. Thus, two flows are involved in every call: the source
endpoint flow and the destination endpoint flow. In the case of the compliance test, the signaling
endpoints are Session Manager and the MTS SIP Trunk Service.
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7.4.4.1 Create End Point Flows — Session Manager Flows
From the menu on the left-hand side, select Device Specific Settings - End Point Flows.
e Select the Server Flows tab.
e Select Add, enter Flow Name: SP3_Flow.
- Server Configuration: SP3 (refer to Section 7.2.5).
- URI Group: *.
- Transport: *.
- Remote Subnet: *.
- Received Interface: InsideUDPL1 (refer to Section 7.4.3).
- Signaling Interface: OutsideUDP1 (refer to Section 7.4.3).
- Media Interface: OutsideMedial (refer to Section 7.4.2).
- End Point Policy Group: SP3_PolicyG (refer to Section 7.3).
- Routing Profile: SP3_To_SM63 (refer to Section 7.2.6).
- Topology Hiding Profile: SM63 _To_SP3 (refer to Section 7.2.9).
- Click Finish button.
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7.4.4.2 Create End Point Flows — Trunk Flows
From the menu on the left-hand side, select Device Specific Settings = End Point Flows.
e Select the Server Flows tab.
e Select Add, enter Flow Name: SM63_Flow.
- Server Configuration: SM63 (Refer to Section 7.2.4).
- URI Group: *.
- Transport: *.
- Remote Subnet: *.
- Received Interface: OutsideUDP1 (refer to Section 7.4.3).
- Signaling Interface: InsideUDP1 (refer to Section 7.4.3).
- Media Interface: InsideMedial (refer to Section 7.4.2).
- End Point Policy Group: SM63_SP3_PolicyG (refer to Section 7.3).
- Routing Profile: SM63_To_SP3 (refer to Section 7.2.7).
- Topology Hiding Profile: SP3_To_SM®63 (refer to Section 7.2.8).
- Click Finish button.
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8. MTS SIP Trunk Service Configuration

MTS is responsible for the network configuration of the MTS SIP Trunk Service. MTS SIP
Trunk Service will require that the customer provide the public IP address used to reach the
Avaya SBCE public interface at the edge of the enterprise. MTS SIP Trunk Service will provide
the IP addresses of MTS’s SIP signaling/SBC, IP addresses of media sources and Direct Inward
Dialed (DID) numbers assigned to the enterprise. This information is used to complete
configurations for CS1000, Session Manager, and Avaya SBCE discussed in the previous
sections.

The configuration between MTS SIP Trunk Service and the enterprise is a static IP
configuration. There is an authentication of the SIP trunk from enterprise users to the MTS’s
network.
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9. Verification Steps
The following steps may be used to verify the configuration.

9.1. General

Place an inbound call from a PSTN phone to an internal Avaya phone, answer the call, and
verify that two-way speech path exists. Verify that the call remains stable for several minutes and
disconnects properly.

9.2. Verification of an Active Call on Communication Server 1000

Active Call Trace (Id 80)
The following is an example of one of the commands available on the CS1000 to trace the DN
for which the call is in progress or idle (4610). The call scenario involved PSTN phone number
1303XXX9042 calling 204XXX4610 (which is translated to phone 4610).
e Login into CS1000 Signaling Server 10.10.97.177 with admin account and password.
e Issue a command “cslogin” to login on to the CS1000 Call Server.
e Log in to the Overlay command prompt, issue the command Id 80 and then trace 0 4610.
e After the call is released, issue command trac 0 4610 again to see if the DN is released
back to idle state.
Below is the actual output of the CS1000 Call Server Command Line mode when the 4610 is in
call state:

>|d 80
TRAO000
.trac 0 4610

ACTIVE VTN 096 0 00 02

ORIG VTN 10000100 VTRK IPTI RMBR 101 1 INCOMING VOIP GW CALL
FAR-END SIP SIGNALLING IP: 10.10.98.13
FAR-END MEDIA ENDPOINT IP: 10.10.98.13 PORT: 36194
FAR-END VendorID: AVAYA-SM-6.3.13.631303
TERM VTN 096 00002 KEY 0 SCR MARP CUST 0 DN 4610 TYPE 2002P2
SIGNALLING ENCRYPTION: INSEC
MEDIA ENDPOINT IP: 10.33.5.23 PORT: 5200
MEDIA PROFILE: CODEC G.711 MU-LAW PAYLOAD 20 ms VAD OFF
RFC2833: RXPT 101 TXPT 101 DIAL DN 4610
MAIN_PM ESTD
TALKSLOT ORIG 6 TERM 11
EES_DATA:
NONE
QUEU NONE
CALL ID 501 80

---- ISDN ISL CALL (ORIG) ----
CALL REF #= 385

BEARER CAP = VOICE

HLC =
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CALL STATE= 10 ACTIVE
CALLING NO = 1303XXX9042 NUM_PLAN:UNKNOWN TON:UNKNOWN ESN:UNKNOWN
CALLED NO = 204XXX4610 NUM_PLAN:UNKNOWN TON:UNKNOWN ESN:UNKNOWN

And this is the example after the call to 4610 is finished.

>|d 80

TRAO000

.trac 0 4610

IDLE VTN 96 00002 MARP

SIP Trunk monitoring (Id 32)
Place a call inbound from PSTN (1303XXX9042) to an internal device (204XXX4610). Then
check the SIP trunk status by using Id 32, one trunk is BUSY..

>|d 32

NPRO00O

.stat 100 0

091 UNIT(S) IDLE
001 UNIT(S) BUSY
000 UNIT(S) DSBL
000 UNIT(S) MBSY

After the call is released, check that SIP trunk status changed to the IDLE state.

>|d 32

NPRO00O

.stat 100 0

092 UNIT(S) IDLE
000 UNIT(S) BUSY
000 UNIT(S) DSBL
000 UNIT(S) MBSY
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9.3. Protocol Trace
Below is a wireshark trace of the same call scenario described in Section 9.2.

M Local Area Connection - Graph Analysis =020
e 192.168.168.20 192.168.168.19 -
10.10.98.111 Comment
10.509099 lNVlTE SOP (g711U g711A te'Ephone-eventt SIP From: “303KXX 042" <sip 3020 3042@avaya misca Too
10513938 ,M.Mm_l . : SIP Status
10.582375 sxye—i00Ringing | X SIP Status
10.641930 - % : SIP Request
10.655316 - 2000K SIP Status
12973506 200 OK SQE (g711U teleghone event X-nt- lnforeq) SIP Status
13.091140 =24 ’AAH =02 - SIP Request
13.103330 RTP Num packets161 Duration:3.203s SSRCOx7DBFLABS | [=
13149374 e RTP Num packets160 Duration:3.179s SSRC:Ox662
16.301339 —BYE A SIP Request
16.356024 o .__20_0_QL<_, i ' SIP Status
4 i | AP 1 r
Figure 93 — SIP Call Trace
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10. Conclusion

All of the test cases have been executed. Despite observations seen during the testing, as noted in
Section 2.2, the test met the objectives outlined in Section 2.1. The MTS SIP Trunk Service is
considered compliant with Avaya Communication Server 1000 Release 7.6, Avaya Aura®
Session Manager Release 6.3 and Avaya Session Border Controller for Enterprise Release 6.3.
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12. Appendix

Additional patch lineup for the configuration is listed as follows:

Call Server: 7.65 P+ GA plus latest DEPLIST — CPM_7.6_6.zip (X2107.65P)
Signaling Server: 7.65.16 GA plus latest DEPLIST — SP_7.6_6.ntl (7.65.16.00)
CS1000 Signaling Server patch list:
[admin@car3-cores ~]$ pstat
Product Release: 7.65.16.00
In system patches: 5

PATCH#

NAME

38 p31484_1 Yes
47 p33125 1 Yes
48 p33274_1 Yes
49 p33331_1 Yes
50 p33384_1 Yes

In System service updates: 31
PATCH# IN_SERVICE

0 Yes
1 Yes
2 Yes
3 Yes
4 Yes
5 Yes
6 Yes
7 Yes
8 Yes
9 Yes
10  Yes
11 Yes
12 Yes
13 Yes
14 Yes
15  Yes
16 Yes
17  Yes
18  Yes
26  Yes
31  Yes
34  Yes
36  Yes
39 Yes
40  Yes
41  Yes
42  Yes
HV; Reviewed:
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IN_SERVICE DATE SPECINS TYPE RPM
20/02/14 NO
23/12/14 NO
23/12/14 YES
23/12/14 YES
23/12/14 NO

FRU ¢s1000-shared-general-7.65.16-00.i386
FRU ¢s1000-0OS-1.00.00.00-00.noarch

FRU initscripts-8.45.25-1.el5.i386

FRU ¢s1000-0S-1.00.00.00-00.noarch

FRU ¢s1000-0S-1.00.00.00-00.noarch

DATE SPECINS REMOVABLE NAME

23/12/14 YES  YES ¢s1000-linuxbase-7.65.16.23-3.i386.000
23/12/14 NO YES ¢s1000-Jboss-Quantum-7.65.16.23-3.1386.000
23/12/14 YES  YES ¢s1000-patchWeb-7.65.16.22-4.i386.000
23/12/14 YES  YES ¢s1000-dmWeb-7.65.16.23-1.i386.000
23/12/14 YES  YES €s1000-csoneksvrmgr-7.65.16.22-5.i386.000
23/12/14 YES  YES €s1000-baseWeb-7.65.16.22-4.i386.000
23/12/14 YES  YES ¢s1000-oam-logging-7.65.16.22-4.1386.000
23/12/14 YES  YES €s1000-csv-7.65.16.22-2.1386.000
23/12/14 YES  YES €s1000-mscTone-7.65.16.22-2.1386.000
23/12/14 YES  YES €s1000-mscMusc-7.65.16.22-4.i386.000
23/12/14 YES  YES ¢s1000-mscConf-7.65.16.22-2.i386.000
23/12/14 YES  YES ¢s1000-mscAnnc-7.65.16.22-2.i386.000
23/12/14 YES  YES ¢s1000-mscAttn-7.65.16.22-2.i386.000
23/12/14 NO YES cs1000-gk-7.65.16.22-1.i386.000
23/12/14 YES  YES ¢s1000-shared-pbx-7.65.16.22-3.i386.000
20/02/14 NO YES ¢s1000-pd-7.65.16.21-00.i386.000
20/02/14 NO YES ¢s1000-shared-carrdtct-7.65.16.21-01.i386.000
20/02/14 NO YES ¢s1000-shared-tpselect-7.65.16.21-01.i386.000
20/02/14 NO yes ¢s1000-dbcom-7.65.16.21-00.i1386.000
20/02/14 NO YES ¢s1000-snmp-7.65.16.21-00.i686.000
20/02/14 NO YES ¢s1000-shared-omm-7.65.16.21-2.i386.000
20/02/14 YES  YES cs1000-ipsec-7.65.16.22-1.i386.000
20/02/14 NO YES ¢s1000-cppmUtil-7.65.16.22-1.i686.000
23/12/14 YES  YES €s1000-shared-xmsg-7.65.16.22-1.i386.000
23/12/14 NO YES ¢s1000-sps-7.65.16.23-1.i386.000
23/12/14 YES  YES jdk-1.6.0_81-fcs.i586.000
23/12/14 YES  YES ¢s1000-cs-7.65.P.100-03.i386.000
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43 Yes 23/12/14 NO YES bash-3.2-33.e15_11.4.i386.000

44  Yes 23/12/14 NO YES tzdata-2014g-1.e15.1386.000

45  Yes 23/12/14 YES  YES €s1000-tps-7.65.16.23-7.1386.000
46  Yes 23/12/14 YES  YES cs1000-vtrk-7.65.16.23-24.1386.000
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