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Abstract

These Application Notes describe configuration steps required for 911 ETC CrisisConnect®
for Softphones to interoperate with Avaya one-X" communicator, Avaya Aura”™ Session
Manager and Avaya Aura® Communication Manager. CrisisConnect” for Softphones uses the
911 ETC VoIP Positioning Center service to allow Avaya one-X" Communicator users to
provision a location in near real-time. CrisisConnect”™ for VoIP is a required service.
Customers can use CrisisConnect®™ for Softphones with the PSTN or SIP handoff service.
CrisisConnect” for Softphones is an add-on for CrisisConnect” for VoIP offered by 911 ETC.

In the compliance testing, 911 ETC CrisisConnect® for Softphones forced Avaya one-X"
communicator users to provision their current location. Location information provisioned by
users was stored in the 911 ETC VoIP Positioning Center through the SoftLoc™ server for
Automation Location Identification (ALI) use, if users were to make an Emergency Call.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

CrisisConnect” for Softphones uses the 911 ETC VoIP Positioning Center (VPC) service to
allow Avaya one-X" Communicator users to provision a location in near real-time.
CrisisConnect”® for VoIP is a required service. Avaya one-X" Communicator in Road Warrior
mode is required. 911 ETC provides the SoftLoc™ server software and a distributable client
software package to be installed on computers where the Avaya one-X" Communicator is
installed.

Suggested work flow for this solution is as follows:

1. 911 ETC provides the SoftLoc™ Server software package. 911 ETC will also aid in the
installation and configuration. The SoftLoc™ Server requires Windows Server 2003 R2 or higher
(preferably Windows Server 2008).

2. 911 ETC provides the SoftLoc™ Client software package. The software package can be
distributed using most distribution methods that support MSI files (Active Directory Domain
Policy, Windows scripting, etc.).

SoftLoc Clients assist/require users of soft phones to provision their current location to ensure
accurate routing of outgoing 911 calls. It was developed because of concerns by 911 ETC's
customers that soft phone users will ignore critical location information when logging onto their
soft phones.

The SoftLoc™ Client runs as a Windows system-tray application and quietly waits for the user
to launch a configured soft phone application. Upon launch, SoftLoc™ will appear above all
other applications and reminds the user to provision an emergency location. Up to three
frequently-used locations can be saved to the remote emergency server and quickly provisioned
with just a few mouse clicks. If the user chooses not to provision an emergency location, the soft
phone application will be forcibly closed. Responsibility, and therefore liability, is placed back
upon the user and accurate location information is ensured in the event of an emergency.

These Application Notes describe the configuration steps required for 911 ETC Crisis Connect to
interoperate with Avaya one-X" communicator, Avaya Aura® Session Manager and Avaya
Aura® Communication Manager. 911 ETC Crisis Connect is a solution that provides automated
E-911 data.
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2. General Test Approach and Test Results

The compliance test focused on verifying that 911 ETC CrisisConnect”™ for Softphone can update
users’ location information in real time.

2.1. Interoperability Compliance Testing

The compliance test validated the ability of 911 ETC CrisisConnect® for Softphone to update
users’ address information in near real time. To validate address information, calls were placed
to an address verification system that played back users’ current provisioned address. For this
test effort, calls were placed by dialing 911; however, due to the nature of emergency calling,
911 was converted to 933.

Please note that placing an emergency call to an actual PSAP was out of scope for this effort. It
was tested with CrisisConnect for VoIP.

2.2. Test Results

The objectives described in Section 2.1 were verified.
e Ifno location is specified, Avaya one-X" communicator is forcibly shutdown.
e Users’ current provisioned address information is updated in near real time by 911 ETC
CrisisConnect for Softphone
SoftLoc Client was tested on Windows XP 32-bit and Windows 7 32-bit.

2.3. Support

Technical support for 911 ETC CrisisConnect® for Softphone can be obtained through the
following:

e Web: http://www.911etc.com/contact-us

e E-mail: support@91letc.com
e Phone: (480) 719-8556
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3. Reference Configuration

Figure 1 illustrates the compliance test configuration consisting of:
e Avaya Aura® Communication Manager (CM)

Avaya Aura® Session Manager (SM)

911 ETC CrisisConnect® for VoIP

SoftLoc™ Server

SoftLoc™ Client

Avaya one-X" Communicator

SoftLoc Server was installed on a Windows 7.

Address Verification System

911 ETC
CrisisConnect® for VolP

911 @ >

{7

WAN

% Avaya Aura® Session Manager

. Avaya Aura® Communication Manager
Avaya one-X® Communicator SoftLoc™ Server
SoftLoc™ Client

(=7

Figure 1 — Test Configuration
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4. Equipment and Software Validated

The following equipment and version were used in the reference configuration described above:

Component Firmware Version Description
Avaya G430 Media Gateway 6.0.1 Runs Avaya Aura® Communication
Avaya Aura® 00.1.510.1-19528 Manager (CM) call processing
Communication Manager software.
Avaya Aura® Session 6.1 SP6 SIP routing engine
Manager
Avaya one-X® communicator 6.1.3.0.8 SP3 Softphone client

Patch2-35791

CrisisConnect for VolP 52.2.0 Emergency Call Routing services
CrisisConnect SoftLoc™ 1.2 Location Server
Server
CrisisConnect SoftLoc™ 1.2 SoftLoc Client
Client
KJA; Reviewed: Solution & Interoperability Test Lab Application Notes 5of18

SPOC 5/3/2012

©2012 Avaya Inc. All Rights Reserved. 911ETCSPSM61CM6




5. Configure Avaya Aura® Communication Manager and

Aura® Avaya Session Manager

Since 911 ETC CrisisConnect for Softphone is an add-on service for CrisisConnect for VolIP,
there was no configuration needed. Existing configuration for CrisisConnect for VoIP was used.
Please refer to Application Notes for 911 ETC CrisisConnect for VoIP with Avaya Aura® Session
Manager and Avaya Aura® Communication Manager for configuration related information.
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6. Configure 911 ETC CrisisConnect® for SoftPhones

6.1.1. Configure SoftLoc™ Server

Step Description

1. | The SoftLoc™ server is configured using browser. Enter the URL of the SoftLoc™
server such as http://<hostname>/SoftL.oc where <hostname> is the ip address or
qualified domain name of the SoftLoc™ server. Login using appropriate credentials.

| Home | | Callers | | Applications | | Settings |

SoftLoc for Soft Phones

SoftLoc assists/requires users of soft phones to provision their current location to ensure accurate routing of an outgoing 911 call. It was developed because of
concerns by 911 ETC's customers that soft phone users will ignore critical location information when logging onto their soft phones.

SoftLoc runs as a Windows system-tray application and quietly waits for the user to launch a configured soft phone application. Upen launch, SoftLoc will appear
above all other applications and reminder the user to provision an emergency location, Up to three frequently-used locations can be saved to the remote
emergency server and quickly provisioned with just a few mouse clicks. If the user chooses not to provision an emergency location, the soft phone application will
be forcibly closed. Responsibility, and therefore liability, is placed back upon the user and accurate location information is ensured in the event of an emergency.

Home | E911 Solutions | E911 Legislation | E911 Hosted Solutions on TMCnet | Contact Us
Copyright © 911 ETC Incorporated
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Step Description
2. | Click on the Setting tab and configure setting.
E R =y )
e ©|@ http://softloc-pc/SoftLoc/Heme/Settings P-BeX |l (2 Settings Wi Lr el
ATE
‘ Home ! ‘ Callers | | Applications. | | Settings |
Settings
API User Name AvayaDevconnectAPI
API Password sssseses
Use Staging Server [7]
Maximum Number of Callers 10
Allow callers to self-register
License Key (from Vendor) 1c628e714dabb591b6787cdefbid
System ID  BFEBFBFFOO000F49
| B cancel
Tarantaa s aienan Home | E911 Solutions | E911 Legislation | E911 Hosted Solutions on TMCnet | Contact Us
Copyright © 911 ETC Incorporated
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Step Description
3. | Click on the Applications tab, and ensure that Force soft phone to quit if no location
is specified box is checked.
B T d =)
e @| & http://softloc-pe/SoftLoc/Application/List PD~RBEX |l & Applications x N oy
ATED,
‘ Home | ‘ Callers | | Applications. | | Settings |
Applications
Specify applications that the SoftLoc client will need to search for. If any application in the list below is running, SoftLoc will force it to quit, depending on the
options selected.
Application Policy
Force soft phones to quit if no location is specified
[T Allow phone calls if address cannot be validated
There is no data available.
Ecreate new
Home | E911 Solutions | E911 Legislation | E911 Hosted Sclutions on TMCnet | Contact Us
Copyright © 911 ETC Incorporated
KJA; Reviewed: Solution & Interoperability Test Lab Application Notes 90f18

SPOC 5/3/2012 ©2012 Avaya Inc. All Rights Reserved. 911ETCSPSM61CM6




Step Description
4. On the Applications page, click on Create new.
e Type in onexcui.exe and click on Create new
e T N - )
e \‘_‘) |@ http://softloc-pc/SoftLoc/Application/Create PrBEx |l & Create new % o ﬁ {§}
‘ Home ! ‘ Callers | | Applications | | Settings |
Create new
Application onexcui.exe
| Elgack to list
et o i Home | E911 Solutions | E911 Legislation | E911 Hosted Solutions on TMCnet | Contact Us
Seamaassamas sas. Copyright © 911 ETC Incorporated
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Step

Description

Newly added Application will show on the Application page.

i - — =)
P~-BcX |l 2 Applications X

e @ | & http://softloc-po/SoftLoc/Application/List

‘ Home | ‘ Callers | | Applications | | Settings |

Applications

Specify applications that the SoftLoc client will need to search for, If any application in the list below is running, SoftLoc will force it to quit, depending on the
options selected.

Application Policy

Force soft phones to quit if no location is specified

[C] Allow phone calls if address cannot be validated

Application

onexcui.exe Roelete

Create new

SEEEEENESES SEEEEEEEEEEEEEE
SENS SEESsESEERE B

sty ek e s o e Home | E911 Solutions | E911 Legislation | E911 Hosted Solutions on TMCnet | Contact Us
Copyright © 911 ETC Incorporated

smEE EEEEEEEEE
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6.2. Configure SoftLoc™ Client

Step Description

1. | After a SoftLoc™ Client is installed on a workstation that has Avaya one-X" client
installed, 911 ETC icon will appear in the task bar area of Windows desktop.
e Right click on the icon, and click on settings

2. | A pop up window will appear; type in the URL of the SoftLoc™ server. E.g.
http://<hostname>/SoftLoc where <hostname> is the ip address or qualified domain
name of the SoftLoc™ server.

Settings "'h M

SoftLoc URL:

http://applications.911etc.com/SoftLoc

oK ] [ Cancel
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Step Description
3. | A notification will pop up in the notification area of windows desktop, alerting user
that a Location needs to be set. Click on the Notification.
A\ No Location Set W X
You have not selected an emergency location. Mo voice
communication will be permitted until you do so.
4. | A pop up window with Registration page will appear, prompting user to register. Fill in
the registration information and submit.
Registration
A caller with your System ID wasn't found in this system. You may self-register and begin using the system immediately. If you feel you reached this page in errar,
please contact your system administrator.
Phone Number
Full Name
Description (Optional)
System ID  BFEBFBFF00000F43
Last IP Address fe80:c57a:18de1713:f74e%11
Sometimes network issues may cause this page to be displayed incorrectly. If you believe you have already registered with your current hardware, please try again
by clicking the link below, or contact your system administrator for assistance.
Click here to try again.
mv‘ System ID: BFEBFEFF00000F43 | IP Address | Address
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Step Description
5. | After registration is completed, Location page is displayed.
Locations
There were no locations found.
@Create new
ED'I System ID: BFEBFBFFO0000F43 | IP Address: feB0::c57a:18de:1713:f714e%11 |Locat|on:
6. | Click on Create new and fill in users’ address information. Submit once done.
FEREES L e )
I g
! l
Location
Address 1 1300 W 120th Ave
Address 2
City/Town \Westminster
State  COLORADO -
Zip Code 80234
| Blsack to list
o
I -
| mvl System ID: BFEBFBFFO0000F43 | IP Address: feB0::c57a:18de1713:f74e%11 |Location:
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Step

Description

Users’ address will now be displayed in Locations page.

Locations

Address Current Valid

@Edl’t @Delete @Set as current 1300 W 120TH AVE, DENVER, CO 80234-2726 Yes

Ecreate new

m‘i System ID: BFEBFBFFO0000F43 EIP Address: feB0:c57a:18de1713:f74e%11 |Locat|on:

Click on Set as current to make the address users’ current address. Current will show
up under the Current column, confirming that the address has been set as users’ current
address. User can add upto 3 address.

— _ S— : .
|5 softloc by 911 ETC B ™ L C=ALE

=

Locations

Address Current Valid
[EREdit [EDelete 1300 W 120TH AVE, WESTMINSTER, CO 80234-2726 Current Yes

Bl create new

Cr- | Systern ID: BFEBFEFFO0000F43 \ IP Address: feB0::c57a:18ded 713:f74e%11 |Location: 1300 W120TH AVE, WESTMINSTER, CO 80234-2726

KJA; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 18
SPOC 5/3/2012 ©2012 Avaya Inc. All Rights Reserved. 911ETCSPSM61CM6




7. Generation Test Approach and Test Results

The compliance tests were performed manually. Ifthere is location provided by user, Avaya
one-X® communicator is forcibly closed. To confirm that users’ address information has been
added to 911 ETC CrisisConnect, calls to 911 ETC Address Verification System were placed.

All test cases were executed and passed.
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8. Conclusion

These Application Notes describe the configuration steps required for 911 ETC Crisis Connect to
successfully interoperate with Avaya one-X" Communicator, Avaya Aura® Session Manager and
Avaya Aura® Communication Manager. All compliance tests were completed

9. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com.

Avaya

[1] Administering Avaya Aura® Communication Manager, Doc # 03-603558, Release 6.0.1,
Issue 1.3, December 2010.

[2] Administering Avaya Aura® Session Manager, Doc # 03-603324, Release 6.2, February
2012.

[3] Crisis Connect for Avaya Communication Manager, Rev 7.1, March 2012
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by © and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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