AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Avaya IP Office Release
8.1 with Avaya Session Border Controller for Enterprise
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Abstract

These Application Notes describe the steps for configuring Avaya IP Office R8.1 and the Avaya
Session Border Controller for Enterprise 6.2 to support Telenor SIP Trunk Service.

The Telenor SIP Trunk Service provides PSTN access via a SIP trunk connected to the
Telenor Voice Over Internet Protocol (VoIP) network as an alternative to legacy Analogue or
Digital trunks. Telenor are a member of the Avaya DevConnect Service Provider program.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between Telenor SIP Trunk Service and Avaya IP Office. In the sample
configuration, the Avaya IP Office solution consists of an Avaya Session Border Controller
for Enterprise Release 6.2, and Avaya IP Office 500 v2 Release 8.1 Essential Edition, Avaya
Voicemail Pro, Avaya IP Office Softphone, and Avaya H.323, SIP, digital, and analog
endpoints.

Avaya IP Office is a versatile communications solution that combines the reliability and ease of
a traditional telephony system with the applications and advantages of an IP telephony solution.
This converged communications solution can help businesses reduce costs, increase
productivity, and improve customer service.

The Avaya Session Border Controller for Enterprise (SBCE)is the point of connection
between Avaya IP Office and Telenor SIP Trunk Service and is used to not only secure the SIP
trunk, but also to make adjustments to the SIP signaling for interoperability.

Telenor SIP Trunk Service provides PSTN access via a SIP trunk connected to the Telenor
network as an alternative to legacy Analogue or Digital trunks. This approach generally results in
lower cost for customers.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office and
Avaya SBCE to connect to the Telenor SIP Trunk Service. This configuration (shown in Figure
1) was used to exercise the features and functionality listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability the following features and functionality were exercised
during the interoperability compliance test:
¢ Incoming PSTN calls to various phone types including H.323, SIP, Digital and Analogue
telephones at the enterprise
e All inbound PSTN calls were routed to the enterprise across the SIP trunk from the
Service Provider
e  QOutgoing PSTN calls from various phone types including H.323, SIP, Digital, and
Analogue telephones at the enterprise
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All outbound PSTN calls were routed from the enterprise across the SIP trunk to the
Service Provider

Inbound and outbound PSTN calls to/from an IP Office Softphone client

Various call types including: local, long distance, international, toll free (outbound) and
directory assistance

Codecs G.711A and G.711MU

Caller ID presentation and Caller ID restriction

DTMF transmission using RFC 2833

Voicemail navigation for inbound and outbound calls

User features such as hold and resume, transfer, and conference

Off-net call forwarding and twinning

Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using the T.38
transport mode

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for
Telenor SIP Trunk Service with the following observations:

No inbound toll free numbers were tested, however routing of inbound DDI numbers and
the relevant number translation was successfully tested.

No emergency calls to the operator were tested.

Inbound and Outbound fax was tested using T.38 standard.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Telenor products please contact the following website:
http://www.telenor.com/
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to Telenor SIP Trunk Service. Located at the enterprise site is an Avaya IP Office
500v2 with Avaya SBCE. Endpoints include two Avaya 1600 Series IP Telephones (with H.323
firmware), one Avaya 1140e SIP Telephone, Avaya 2420 Digital Telephone, Avaya Analogue
Telephone and fax machine. The site also has a Windows XP PC running Avaya IP Office
Manager to configure the Avaya IP Office as well as an IP Office Softphone client for mobility
testing. For security purposes, any public IP addresses or PSTN routable phone numbers used in
the compliance test are not shown in these Application Notes. Instead, public IP addresses have
been changed to a private format and all phone numbers have been obscured beyond the city
code.
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Figure 1: Test Setup Telenor SIP Trunk Service to Simulated Enterprise
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Avaya IP Office was configured to connect to a static IP address at the Service Provider. For the
purposes of the compliance test, users dialed a short code of 9N digits to send digits across the
SIP trunk to the Telenor network. The short code of 9 is stripped off by Avaya IP Office and the
remaining N digits sent.

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version

Avaya

Avaya Session Border Controller for Enterprise | Release 6.2 (Q48)

Avaya IP Office 500 V2 Avaya IP Office R8.1(10.1.67)
Avaya 1603 Phone (H.323) 1.3100

Avaya 1608 Phone (H.323) 1.3100

Avaya SoftPhone (SIP) 3.056516

Avaya 1140e (SIP) FW: 04.01.13.00.bin
Avaya 2420 Digital Phone R6.0

Avaya 98390 Analogue Phone N/A

Telenor

ACME Net-Net 4250 Firmware SC6.2.0 Patch 3
Lucent Session Manager 14.28.00.18

Telenor IPT Version 3.1.3.132

5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to Telenor SIP
Trunk Service. Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, select Start -
Programs - IP Office & Manager to launch the application. Navigate to File = Open
Configuration, select the proper Avaya IP Office system from the pop-up window, and log in
with the appropriate credentials. A management window will appear similar to the one in the
next section. All the Avaya IP Office configurable components are shown in the left pane known
as the Navigation Pane. The pane on the right is the Details Pane. These panes will be referenced
throughout the Avaya IP Office configuration. All licensing and feature configuration that is not
directly related to the interface with the Service Provider (such as twinning) is assumed to
already be in place.

5.1. Verify System Capacity

Navigate to License = SIP Trunk Channels in the Navigation Pane. In the Details Pane verify
that the License Status is Valid and that the number of Instances is sufficient to support the
number of SIP trunk channels provisioned by Telenor.
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5.2. LAN Settings

The IP5S00/TP500 V2 control units have 2 RJ45 Ethernet ports, physically marked as LAN and
WAN. Within the system configuration, the physical LAN port is LAN1, the physical WAN
port is LAN2.

In the sample configuration, the LAN1 port was used to connect the Avaya IP Office to the
enterprise network. To access the LAN1 settings, first navigate to System = GSSCP_IPO2 in
the Navigation Pane where GSSCP_IPO2 is the name of the IP Office. Navigate to the LAN1 -
L AN Settings tab in the Details Pane. The IP Address and IP Mask fields are the management
interface of the IP Office. All other parameters should be set according to customer
requirements. On completion, click the OK button (not shown).

B GSSCP_IPO2 |

System: LAM1 jLF\NE DS | Woicemail | Telephony | Directory Services | Swstem Events | SMTP | SMDR | Twinning | WCM | CCR || Codecs |

|| LAk Settings | voIP | Metwark Topology | SIP Registrar |

IP Address [0 10 5 100

1P Mask [z55 255 . 258 . 0 |

Primary Trans, IP Address -D D D_ D

RIF Made ?._l_\lone ] v_
[ Enable AT

==

Mumber OF DHCP IP Addresses (2000 & |

DHCP Mode

) Server () Client (O Dialin (%) Disabled

On the VoIP tab in the Details Pane, check the SIP Trunks Enable box to enable the
configuration of SIP trunks. The IP Office Softphone uses SIP. If Softphone along with any other
SIP endpoint is to be used, the SIP Registrar Enable box must also be checked. The RTP Port
Number Range can be customized to a specific range of receive ports for the RTP media. Based
on this setting, Avaya IP Office would request RTP media be sent to a UDP port in the
configurable range for calls using LANI.
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Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP Header with specific values to support Quality of Services policies for both signalling
and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signalling. The specific values used for the compliance test are shown in the example below. All
other parameters should be set according to customer requirements. On completion, click the OK
button (not shown).

B GSSCP_IPO2

System | LANL ELF\NZ DM% | Woicemail | Telephorey | Directary Services | Svstem Events | SMTP | SMDR | Twinning | YOM || CCR | Codecs

[ [Lan Settingsi YoIP ;Network Topalogy | SIP Registrar

H.323 Gatekesper Enable
SIP Trunks Enable
SIP Reqistrar Enable

RTP Port Mumber Range
H.323 Auko-create Extn r =
Port Range (Minimum) (49152 >
|:| H.323 Auko-create User Part Range (Maximum} .53246 ?
[] H.323 Remate Extn Enable
Enable RTCP Manitaring
On Pork 5005
DiffSery Settings
[B8 % | DSCP{Hex) ;FC 2| DSCPMaskiHex) [B8 % SIG DSCP (Hex)
|46 3| Dscp [3 3| DSCPMask [ 3| sizosce
DHCP Settings
Prirmary Site Specific Option Mumber (550N} :1?5 o :
Secondary Site Specific Option Number (SS0M) ?242 = I
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Select the Network Topology tab as shown in the following screen. In the sample
configuration, the default settings were used and the Use Network Topology Info in the SIP
Line was set to “None” in Section 5.6. The Binding Refresh Time (seconds) can still be used
to lower the SIP OPTIONS timing from the default of 300 seconds. During the testing, the
Binding Refresh Time was varied (e.g., 30 seconds, 90 seconds to test SIP OPTIONS timing).

= GSSCP_IPO2

Syster | LAML LAz | DMS | voicemail | Telsphony | Directory Services | System Events | SMTP || SMDR

LAN Settings | YolIP - Metwork Topology i| SIP Registrar

Metwork Topology Discovery

STUM Server IP Address | 0O 0 0 o STUNPort  [3478 &
Firewal/NAT Type ;Open Internet W
Binding Refresh Time  E—|
1300
(seconds) [ Ll
Public IP Address | o 0 0 a
Public Paort ':' = i Rum STUM Cancel

[] Pun STUM on startup

Optionally, select the SIP Registrar tab. The following screen shows the settings used in the
sample configuration. The Domain Name has been set to the customer premises equipment
domain “avaya.com”. If the Domain Name is left at the default blank setting, STP
registrations may use the IP Office LAN 1 IP Address. All other parameters shown are
default values.

B GSSCP_IPO2

System | LANL | Lanz | DMS | voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | ¥CM | CCR || Codecs

LAN Settings || WoIP | Metwork Topology | SIP Registrar |

Domain Mame Elava}f:a.com i
Lawer 4 Protocol E:Bath TCP & LUDP \_f

TCP Port 5060

LIDP Port 5_'5_060

| &5 | % |3

Challenge Expiry Time {secs) (10

Auto-create ExtnfUser
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5.3. System Telephony Settings

Navigate to the Telephony = Telephony tab on the Details Pane. Choose the Companding
Law typical for the enterprise location. For Europe, ALAW is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
Service Provider across the SIP trunk. On completion, click the OK button (not shown).

IP Offices E GSSCP_IPO2
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3 GSSCP_IFOR Telephony | Tones & Music | CallLag

=) Sysk 1 3 .
:.-5 g;nS(CF? POz Analogue Extensions Companding Law
 Lin - = : Switch Line
 Line (9) _ Default Outside Call Sequence | Marmal v
Control Unit {4) ! —! )
4y Extension (29) Defaulk Inside Call Sequence | Ring Tvpe 1 | O WLaw UawLire
User (23] =
Defaul: Ring Back Sequence | Ring Type 2 |
. # H':IntGmLép i g 7 Lot = & A-Law & A-Law Line
- @ Short Code (50) Reestrict Analogue Extension Ringer Yolkage [
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-l 1P Route (5) —
& Account Code (0) Park Timeout (secs) 1300 & [ tnhibit OFf-Switch Forward/Transfer
[+ W, Licence (78] > = .
& Tunnel (0} Ring Delay (secs) :5 : | [ Restrict Metwark Intercannect

(- §ig User Rights (8)
F g ARS (1) _
' RAS Location Request (0) Default Currency GEP v | [ wisually Differentiate External Cal

[] brop External ©nly Impromptu Conference

'y

Call Priority Promation Time (secs)  |[Disabled

Def ault Hame Priority ;Favour Trunk 1 | [ Unsupervised Analog Trunk Disconnect Handling

High Quality Conferencing

5.4. System Twinning Settings

Navigate to the Twinning tab, check the box labeled Send original calling party information
for Mobile Twinning. With this setting, Avaya IP Office will send the original calling party
number to the twinned phone in the SIP From header (not the associated desk phone number) for
calls that originate from an internal extension. On calls from the PSTN to a twinned phone,
Avaya IP Office will send the calling party number of the host phone associated with the twinned
destination (instead of the number of originating caller).This setting only affects twinning and
does not impact the messaging of other redirected calls such as forwarded calls. If this box is
checked, it will also override any setting of the Send Caller ID parameter on the SIP line
(Section 5.6). On completion, click the OK button (not shown).

IP Offices GSSCP_|PO2

@R BOOTP (4)
+ 47 Operator (3)
= GS5SCP_IPOZ
(=) Syskem (1)

Hmy GSSCP_IPOZ
[&-F¥ Line {9)

Swsken | LAML || LANZ | DMNS Yoicemail | Telephaony || Directory Services | System Events | SMTP | SMDR

| Send original calling party information for Mobile Twinning

_alling party information for
Mobile Twinning
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5.5. Codec Settings

Navigate to the Codecs tab on the Details Pane. Check the Available Codecs boxes as required.
Note that G.711 ULAW 64K and G.711 ALAW 64K are greyed out and always available. Once
available codecs are selected, they can be used or unused by using the horizontal arrows as
required. Note that in test, G.711 ALAW 64K, and G.711 ULAW 64K were used. The order of
priority can be changed using the vertical arrows. On completion, click the OK button (not
shown).

S o B |
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[ Operator (3) |
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e I Lt aLaw g4 |G.729(3) B C5-ACELP G711 LAWY 64K
- 722 64K | GTesekaMPMG

:'_— : G,729(a) 8K C5-ACELP
e G.723.1 K3 MP-MLQ)
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9 — | e |
& 10
"y, 18
% Control Unit ()
A Extension (32)
User (31)
(¥ 5 HunkGroup (1)
- @K Shork Code (59)
@ Service (0
oy RAS (1)
=] e Incoming Call Route (5)

ES |

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 53
SPOC 9/13/2013 ©2013 Avaya Inc. All Rights Reserved. [PO81SBC_TNOR



5.6. Administer SIP Line

A SIP Line is needed to establish the SIP connection between Avaya IP Office and the Telenor
SIP Trunk Service. To create a SIP line, begin by navigating to Line in the Navigation Pane.
Right-click and select New—>SIP Line (not shown). On the SIP Line tab in the Details Pane,
configure the parameters below to connect to the SIP Trunking service.
e Set the ITSP Domain Name to the domain name provided by Telenor SIP Trunk Service
e Set Send Caller ID to None. This parameter determines how the calling party number is
sent in the SIP messaging for twinning if the box labeled Send original calling party
information for Mobile Twinning is unchecked in Section 5.4.This parameter was set
to None and the box in Section 5.4 was checked.
¢ Ensure the In Service box is checked
e Default values may be used for all other parameters

On completion, click the OK button (not shown).

IP Offices Ei

=K BOCTP(Z)
Operator {3)
G55CP_IPOZ
w7 System (1)
=9 Line ()
1
2
s
6
717
8
L]
10
Sy, 15
[#-+= Contral Unit {4)
[+~ Extension (32)
g User (31
[} ﬂ HuntGroup 1)
[+ 8% Shart Code (59)
@ Service (0)
W RAS (L)
& e Incoming Call Rouke (5)
@ wanPort (0)
o Directory {0)

ff‘ Time Profile {0}
4 @ Firewall Profile (1)
= Ell 1P Route (5)

@m Account Code (0)
[+ Wy, License (74)

SIP Line - Line 18*

SIPLine Transport |SIP URT|YoIP | T38 Fax SIP Credsntials

Caller ID from Fram header [

Send Fram In Clear O
User-Agent and Server
Headets
Send Caller 10 | Mone v
Association Method | By Source IP address v
REFER Support
Incoming | Auta v
Outgeng v

UPDATE Supparted | Auta v

Line Hurnber 15 3
| ITSP Domain Mame int.telenar.com | | In Service ‘
Use Tel LRI |
Prefix [ Check 005 |
National Prefix U Call Routing Methad .Request LRI “ ._
CoutryCode~ [47 ruesced s anong |
International Prefix DU Mame Priority System Default v|
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Select the Transport tab and set the following:
e Set ITSP Proxy Address to the inside IP address of the Avaya SBCE as shown in
Figure 1
e Set Layer 4 Protocol to TCP
e Set Send Port to 5060 and Listen Port to 5060
¢ Set Use Network Topology Info to None

On completion, click the OK button (not shown).

B SIP Line - Line 18

ITSP Proey Address | 10.10.3.40 |

Metwork, Configuration

Layer 4 Protocol ETCP | Send Port  |S060 3 :
al

IUse Metwork Topalogy Info !None w | Listen Part I5050 =

Explick DN Server(sy | 0 . 0 . 0 . 0 |0 .0 .0 .0 |

Calls Route via Registrar

Separate Registrar |

After the SIP line parameters are defined, the SIP URIs that Avaya IP Office will accept on this
line must be created. To create a SIP URI entry, first select the SIP URI tab. Click the Add
button and the New Channel area will appear at the bottom of the pane.

= SIP Line -Line 18
|stP Liné:eTrﬂs_p.:._rtE SIF LRI Evu:.IP (138 Fax| SIP Credentials|
Channel  Groups Wia  Local URI  Contact  Displaw Mame | PAI  Credential | Max Calls add...
Remove
Edit...
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For the compliance test, a single SIP URI entry was created that matched any number assigned to
an Avaya IP Office user. The entry was created with the parameters shown below.

e Set Local URI to Use Internal Data. This setting allows calls on this line whose SIP
URI matches the number set in the SIP tab of any User as shown in Section 5.7.

e Set Contact, Display Name and PAI to the wildcard *.

¢ For Registration, select 0: <None> from the pull-down menu since this configuration
does not use SIP registration.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. Similarly, associate the line to an outgoing line group using the
Outgoing Group field. The outgoing line group number is used in defining short codes
for routing outbound traffic to this line. For the compliance test, a new incoming and
outgoing group 18 was defined that was associated to a single line (line 18).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

Mew Channel
Wia :::Ncune:b
Local URI Use Internal Data L
Cantact * w
Display Marme * w
PAI E w
F.egistration 5_EI: <Mone > v
Incoming Group iB
Cukgoing Group ;18
Max Calls per Channel 1III :I .
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Select the VoIP tab, to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:
¢ Select Custom from the drop-down menu.
e Select G.711 ALAW 64K, and G.711 ULAW 64K codec.
¢ Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.
e Uncheck the VoIP Silence Suppression box.
Select the Fax Transport Support box to T.38.
¢ Check the Re-invite Supported box, to allow for codec re-negotiation in cases where the
target of the incoming call or transfer does not support the codec originally negotiated on
the trunk.
¢ Check PRACK/100rel Supported to advertise the support for provisional responses and
Early Media to the Telenor network.
e Default values may be used for all other parameters.

= SIP Line - Line 18
SIP Line | Transport |SIP URI YolP 138 Fax|SIP Credentials
Codec Selection E.Custom v [ #alP Silence Suppression
Unused Selectad Re-invite Supparted
[G.722 84k == (G711 ALAW 64K .
|G.729(s) 8K C5-ACELP |G.711 ULAw B4k [ use Offerer's Preferred Cadec
|G.723.1 6K3 MP-MLO Wi b
= PRACK,/100rel Supported
=3
Fax Transpaork Support ?TSS et |
Call Initiakion Timeout () 4 s :
‘DTMF Suppork ERFCZSSS v
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Select the T.38 Fax tab, to set the T.38 parameters for the line. Un-check the Use Default Values
box (not shown) and select 2 from the T38 Fax Version drop down menu. Set the Max Bit Rate
(bps) to 14400. All other field may retain their default values. On completion, click the OK
button (not shown).

= SIP Line - Line 18
TP Liné:sTranspn_rt;;EIP URI| valp i-TSB Fax SIF‘ Credentials|
T35 Fax Yersion iE b |
Scan Line Fix-up
Transpont TFOP Enhancement
RegeCErCy : = [] Disable T30 ECM
oy Soend C "_l ["] bisable EFlags For First DIS
High Speed E_D :_! [ ] pisable T30 MR Compression
TCF Methad Trans TCF v [ WF Override
Max it Rate (bps) 14400 v| auntry Code | |
EFlag Stark Tirmer (msecs) iZE":":' 3' | : |
EFlag Stop Timer (msecs) 523':":' % !
T Metwark, Timeout (secs) 1§'E' ¢_!

Note: It is advisable at this stage to save the configuration as described in Section 5.11 to make
the Line Group ID defined in Section 5.6 available.
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5.7. Short Codes

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
Short Code in the Navigation Pane and select New. On the Short Code tab in the Details Pane,
configure the parameters as shown below.
¢ In the Code field, enter the dial string which will trigger this short code, followed by a
semi-colon
e The example shows 9N; which will be invoked when the user dials 9 followed by the
dialed number.
e Set Feature to Dial. This is the action that the short code will perform.
¢ Set Telephone Number to N which will allow an IP Office user to dial the digit 9
followed by any telephone number, symbolized by the letter N. The Telephone Number
field is used to construct the Request URI and To Header in the outgoing SIP INVITE
message.
¢ Set the Line Group Id to the outgoing line group number defined on the SIP URI tab on
the SIP Line in Section 5.6

On completion, click the OK button (not shown).

IP Offices B 9N:: Dial

= # || short Code
o *43 i '
4 Code an;
B H45HE r ~
2 Hg Feature D|a| >
9 47 \
fix 48 = .
49 Line Group 10 18 v
% *50 r —

o 51 Locale L )

Telephone Murnber I

% #o2 Foree Account Code [
ot
LR E
oM
L LR
% *aoo0*
2% 1N,
B 12,
B *D3sN
% *0n
% *Skn
o 118K,
% 1802

wEl
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The screenshot below displays an example of a short code *67N; that can be used to withhold
the sending of the calling ID number. W is a Telephone Number Field Character used to
withhold outgoing CLI. The short code is similar to the shortcode 9N; code used to route
outbound traffic to the SIP line except that the Telephone Number field begins with W which
will withhold the sending of the calling ID number. Note: This operation is service provider
dependent.

B *67N;: Dial |
[ short Code |

Code i*s?m;

Feature i.!::‘lia! w 1

Telephone Mumber W
Line Group ID :18 v
Locale w |

Force Account Code [ ]

5.8. Users and Extensions

In this section, examples of IP Office Users, Extensions, and Hunt Groups will be illustrated. In
the interests of brevity, not all users and extensions shown in Figure 1 will be presented, since
the configuration can be easily extrapolated to other users.

A new SIP extension may be added by right-clicking on Extension in the Navigation pane and
selecting New SIP Extension. Alternatively, an existing SIP extension may be selected in the
group pane. The following screen shows the Extn tab for the extension corresponding to an
Avaya 1140E. The Base Extension field is populated with 89060, the extension assigned to the
Avaya 1140E. Ensure the Force Authorization box is checked.

ﬁ SIP Extension: 8001 89060

| Bxtn | volP || 738 Fax

Extension Id |8001

Base Extension |z9060

Caller Display Type

Reset Yolume After Calls El
Device Type h
Module o
Part o
Faorce Authorization

The following screen shows the VoIP tab for the extension. The IP Address field may be left
blank or populated with a static IP address. Check the Reserve Avaya IP endpoint license box.
The new Codec Selection parameter may retain the default setting “System Default” to follow
the system configuration shown in Section 5.5. Alternatively, “Custom” may be selected to
allow the codecs to be configured for this extension, using the arrow keys to select and order the
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codecs. Other fields may retain default values.

2y GUSERRES |
IF Address | 10 . 10 9 . 114 | [] waIP silence Suppression
Codec Selection !System Default ~ | [ Local Hold Music
Unused Selectes Allow Direct Media Path
21333@?& C5-ACELP = e REfinvis Subported
G5.FZ3.1 6K3 MP-MLO [ Use Offerer's Preferred Codec
e Reserve Avava IP endpoint license
[[] reserve 3rd party IP endpoint license
B
Fax Transpork Support !None v_I
TOM-=IP Gain | Default ~|
IP->TOM Gain | Default |
DTMF Support |RFC2833 v_l

To add a User, right click on User in the Navigation pane, and select New. To edit an existing
User, select User in the Navigation pane, and select the appropriate user to be configured in the
Group pane. Configure the SIP parameters for each User that will be placing and receiving calls
via the SIP line defined in Section 5.6. To configure these settings, select the User tab if any
changes are required. The example below shows the changes required to use Avaya 1140E which
was used in test.

B SIPB9060: BOOSO

User |-'-.-'oicernail | -Dr'-.ID | ShortCodes -Source Murnbers | -Telephl:-n'y' 1 -Forwarding | -Dial In || Woice Recording || Bi
Confirm Password i**** |
Full Mame |s1PEo0s0 |
Extension |s90s0 |
Ernail address | i
Locale | s |
Priority I S B |
Swskem Phone Rights ir'-.lone e i
Profile ; Basic Lser vl

|:| Receptionisk
Enable Softphone

[] Enable one-¥ Portal Services
Emable orne-% TeleCommuter

[] Enable Remote Worker
Enable Flare Flare Mode

[] Ex Directory

Device Tyvpe | Avawa 1140E SIP
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Select the Telephony tab. Then select the Supervisor Settings tab as shown below. The Login
Code will be used by the Avaya 1140E telephone user as the login password.

= S|P89060: 89060

| User | Woicemail DMD || ShortCodes | Source Mumbers | Telephany |F0rwarding Dial In || Yoice Recording || Button Pragramming | Menu Programming || Mobility

| Call Settings i Supervisor Settings | Multi-line: ©ptions Zall Log
,

Login Code

ke | | [] Foree Login

Lagin Idle Period {secs) | [] Foree Account Code

IManitar Group <None> LV |
Coverage Group <Monex L |
Stakus on Mo-Answer iLogged o (Mo change) VW [[] outgeing Call Bar

Reset Langest Tde Time [ 1nhibit OFf-Switch Forward| Transfer

(&) all Calls [] can Intrude
Cannot be Intruded
[] can Trace Calls
[] ccr agent

() External Incoming

 [Bstem Defadl (10) | Autornatic After Call Work,

[] Deny suto Intercam Calls

Remaining in the Telephony tab for the user, select the Call Settings tab as shown below.
Check the Call Waiting On box to allow multiple call appearances and transfer operations.

T SIP85060: 89060
| User __ Yoicemail | DD _..ShDrtCDdESI_ Saurce Numbers ! Telephory |Fl:|rwarding [ Dial In | Toie Recording __.Buttcun Prngramming._
call 5-';&"'"35 iSupervisu:ur Settingls_. I Multi-line Options C‘;Ii.i_cug
Cutside Call Sequence EDeFauIt Ring v | | Call Waiting On ‘
Inside Call Sequence EDeFauIt Ring w i ] answer Call Waiting ©n Hold
Ringback Sequence ELEJeFault Ring “ ! ] Busy On Held
Mo Answer Time (secs) iSystem Default (15) 5 | ] offhook Station
Wrap-up Time {secs) i2 E:|
Transfer Return Time (secs)  |(OFF 37
Call Cost Mark-Up 1100 |
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Next select the SIP tab in the Details Pane. To reach the SIP tab click the right arrow on the
right hand side of the Details Pane until it becomes visible. The values entered for the SIP Name
and Contact fields are used as the user part of the SIP URI in the From header for outgoing SIP
trunk calls. These allow matching of the SIP URI for incoming calls without having to enter this
number as an explicit SIP URI for the SIP line (Section 5.6). As such, these fields should be set
to one of the DDI numbers assigned to the enterprise from Telenor.

In the example below, one of the DDI numbers in the test range is used, though only country
code, city code and least significant digit are shown. The SIP Display Name (Alias) parameter
can optionally be configured with a descriptive name. On completion, click the OK button (not
shown).

S|P89S060: B9060* e - X | v |

SIP Display Mame {Alias) Tl

Contack E-i—"‘i?.xxxxxxx.ﬁ-

|:| Anonymous

Note: The Contact field must be in E.164 format for the caller ID on the called phone to display
properly.
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5.9. Incoming Call Routing
An incoming call route maps an inbound DDI number on a specific line to an internal extension.
To create an incoming call route, right-click Incoming Call Routes in the Navigation Pane and
select New. On the Standard tab of the Details Pane, enter the parameters as shown below:
e Set the Bearer Capacity to Any Voice
¢ Set the Line Group Id to the incoming line group of the SIP line defined in Section 5.6
¢ Set the Incoming Number to the incoming number that this route should match on.
Matching is right to left
e Default values can be used for all other fields

Ei 18 +47 TEER0" |
I Standard EVDiCE Recarding || Destinations

Bearer Capability iF\ny Yoice v |

Line Group ID %18 |

Incoming Mumber E+4?xxxxxxx0

Incoming Sub Address |

Incarning CLI |

|
[
Locale | W |
1
|

Prioriky :1 -Low |
Tag l
Hold Music Source iSystem Source

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DDI number on line 18 are routed to extension 89010.

18 +47 emeeR 0"

Standard | Voice Recording | Destinations

| TimeProfile Destination Fallback Extension
4 ‘ Defaulk Value 89020 Extn39020 b
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5.10. Privacy / Anonymous Calls
There are multiple methods for a user to withhold outgoing identification:

¢ Dialing the short code *67 to access the SIP Line. (Section 5.7).
e Specific users may be configured to always withhold calling line identification
by checking the Anonymous field in the SIP tab for the user (Section 5.8).
® Avaya Telephones equipped with a “Features” button can also request privacy for a

specific call, without dialing a unique short code, using Features - Call Settings
- Withhold Number, on the phone itself.

To configure IP Office to include the caller’s DID number in the P-Asserted-Identity SIP header,
required by Telenor SIP Trunk Service to admit an otherwise anonymous caller to the network, the
following procedure may be used.

From the Navigation pane, select User. From the Group pane, scroll down past the configured
users and select the user named NoUser. From the NoUser Details pane, select the tab Source
Numbers. Press the Add button to the right of the list of any previously configured Source
Numbers. In the Source Number field, type SIP_USE_PAL_FOR_PRIVACY. Click OK.

Mew Source Mumber

|
o )

Saurce Number [s1p_LU5E_paL_FOR_PRIVACY]

The source number SIP_USE_PAI_FOR_PRIVACY should now appear in the list of Source
Numbers as shown below.

ﬁ NoUser: * gf - X | v <]

User | Woicemail | DND _ShortCudes. Source Numbers :Telephony Forwarding | Dial In || Voice Recording || Button Programming | Menu Programming | Mohility | Phone Manager Options | Hunk 4 %

Source Humber

SIP_USE_PAI_FOR_PRIVACY

Remove

Edit...

5.11. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the Avaya SBCE
software has already been installed.

6.1. Accessing Avaya Session Border Controller for Enterprise

Access the Avaya SBCE using a web browser by entering the URL https://<ip-address>, where
<ip-address> is the management IP address configured at installation and enter the Username
and Password.

A\ Log In to Avaya Session Border Contraller for Enterprise f"} -~ B’
Log In
Session expired, please sign in again.
Username: |uesec |
Password: |[ssssssans '

Session Border Controller
for Enterpr'se Thiz system iz restricted =solely to authorized users for legtimate

business purposes only. The actual or attempted unauthorized access,
use or modificatiens of this system ie strictly prohibited. Unauthorized
users are subject to company dizciplinary procedures and or criminal
and civil penalties under state, federal or other applicable domestic and
foreign laws.

The use of thie system may be monitored and recorded for
administrative and security reaszons. Anyone accessing this system
expressly consents to such menitoring and recerding, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corperate instructions regarding the
protection of information assets.

® 2011 - 2013 Avaya Inc. All rights reserved
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The dashboard of the Avaya SBCE will appear.

(= Dashboard - Avaya Session Border Controller, for Enterprise - Windows Internet Explorer

3 % [+
@\,_/' A 1002 [ certfcatcError || |44/ x| [f
Fle Edt VYiew Favorites Tooks  Help
i Favortes | 9 @] = 5 UC-Sex Contral Center £ Free Hotmail
- »
A\ Dashboard - Avaya Session Barder Cantroller For Ente. .. v B [ e v page~ Safety - Tooks - @~

Alarms  Incidents S - Logs  Diagnostic: Users Seftings  Help

Session Border Controller for Enterprise AVAYA

Dashbeard Dashbeard =
Backup/Restore System Time 01:48:40 PM GMT Refresh EMS
System Management
> Global Parameters Netsion ST VL TR
> Global Profiles Build Date Wed May 22 22:52-47 UTC 2013
AR Y
Alarms (past 24 hours) Incidents (past 24 hours)

> Domain Policies = = =il =&l

MNone found. VLAN3_MicroSBC: Neither target nor source is Call Server. Sending 403 Forbidden
> TLS Management
> Device Specific Settings VLAN3_MicroSBC: Neither target nor source is Call Server, Sending 403 Forbidden

VLAN3_MicroSBC: General Method not allowed Out-Of-Dialog
VLAN3_MicroSBC: No Subscriber Flow Matched

VLAN3_MicroSBC: No Subscriber Flow Matched

)

~

[screen 0: Call Server console] € Internet gy v RAN% -

To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named VLAN3_MicroSBC is shown. To view the configuration
of this device, click View (the third option from the right).

-~ System Management - Avaya Session Border Controller for Enterprise - Windows Internet Explorer

@;_/.v A 10.10.2.56 [ certfcatcEror || |44/ | x| [ - [[o]-

Fle Edt VYiew Favorites Tooks  Help

i Favortes | 9 @] = 5 UC-Sex Contral Center £ Free Hotmail

A\ System Management - Awaya Session Barder Contrall,,. v B [ e v page~ Safety - Tooks - @~

»

Alarms  Incidents  Statistics Logs  Diagr & Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard System Management
Administration

Backup/Restore

System Management Devices || Updates ‘ ‘ SSL VPN ‘ ‘ Licensing ‘

> Global Parameters Device Name Management IP
{Serial Numben) -
> Global Profiles
> SIP Cluster Xiﬁl;ﬂmggsﬁc 10.10.2.56 6.2.0.Q48 Commissioned Reboot Shutdown Restart Application

> Domain Policies

> TLS Management
> Device Specific Settings

Dane EMS - traceSEC - FILTERED - Captured: 2597 Displaved: 32i e Intermet fa - F100% -
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The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The

Box Type was set to SIP and the Deployment Mode was set to Proxy. Default values were
used for all other fields.

System Information: VLAN3 MicroSBC

r General Configuration Device Configuration
Appliance Mame VLANI MicroSBC HA Mode Mo
Box Type SIP Two Bypass Mode Mo

Deployment Mode  Proxy

r Network Configuration

Public IP MNetmask Gateway Interface
10.10.3.40 10.10.3.40 255 265 2550 10.10.3.1 Al
192168122 57 192168122 57 255 255 255128 1921681227 B1

r DNS Configuration Management IP(s)
Primary DNS 10.10.7.100 P 10.10.2.56

Secondary DNS 10.10.101.115

DMS Location DMZ
DMS Client IP 10.10.3.40
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6.2. Global Profiles

When selected, Global Profiles allows for configuration of parameters across all Avaya SBCE
appliances.

6.2.1. Server Internetworking Avaya
Server Internetworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles 2>
Server Interworking and click on Add.

e Enter profile name such as Avaya_IPO and click Next (not shown)

Check Hold Support= RFC3264
Check T.38 Support
All other options on the General Tab can be left at default

Click on Next on the following screens and then Finish.

Profile: Avaya_IPD X

i) None
Hold Support ) RFC2543 - c=0.0.0.0
| @ RFC3284 - a=sendonly |

180 Handling @ None O SDP O Mo SDP
181 Handling @ None © sDP O Mo SDP
182 Handling @ None © SDP O Mo SDP
183 Handling @ None © spp O NosDP
Refer Handling |
3xx Handling ]

Diverzion Header Support

Delayed SOP Handling O
T.38 Support []
URI Scheme @sp OTEL O ANY
“ia Header Format E:; EEE;::;
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Default values can be used for the Advanced Settings window. Click Finish

Profile: Avaya_IPO A

) Mene
Record Routes O single Side
@ Both Sides
Topology Hiding: Change Call-1D
Call-Info NAT
Change Max Forwards
Include End Point IP for Context Loockup
oCS Extensions

ANAYA Extensicns

NORTEL Extensions

M e A e - S N

Diversicn Manipulation

Diwersicn Header URI

Metaswitch Extensions

Reset on Talk Spurt

Reset SRTP Context on Sessicn Refresh

Has Remote SBC

Route Response on Via Port

Cisco Extensions

B WS-l el B

| Finish
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6.2.2. Server Internetworking — Telenor

Server Internetworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles -
Server Interworking and click on Add.

e Enter profile name such as Telenor and click Next (not shown)

¢ Check Hold Support= RFC3264
e Check T.38 Support
¢ All other options on the General Tab can be left at default

Click on Next on the following screens and then Finish.

Profile: Telenor X

o Mone

' RFC2543 - 0=0.0.0.0

@ RFcazes - g=sandonly

Held Support

180 Handling & None
181 Handling & Nene
182 Handling & None
183 Handling & None
Refer Handling [F]

0t Handling O

Diversion Header Support

Delayed SDP Handling O

T.38 Support

URI Schemse

O sop O Mo sSDP
O spp O Mo sSOP
C gpp O Mo SDP

O sop O NosOP

@ sip O TEL O ANY

& Rrcazel
O Rrczsaa

ia Header Format
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Default values can be used for the Advanced Settings window. Click Finish.

Profile: Telemor X

'~:" None
Record Routes 5] Single Side
Q‘ Both Sides
Topelogy Hiding: Change Call-1D
Call-Info NAT
Change Max Forwards
Include End Point IP for Context Lookup
OGS Extensions

A Extensions

NCRTEL Extensions

[ BN 3 gy ™ el

Diversicn Manipulation

Diwversion Header URI

Metaswitch Extensions

Reset on Talk Spurt

Reset SRTP Context on Sessicn Refresh

Has Remote SBC

Route Response on Via Port

(5 TN Eiein 4 g 3

Cisco Extensions
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6.2.3. Routing

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Create a Routing Profile for IP Office and a Routing Profile for Telenor. To add a routing
profile, navigate to Global Profiles > Routing and select Add. Enter a Profile Name and click
Next to continue.

In the new window that appears, enter the following values. Use default values for all remaining
fields:

¢ URI Group: Select “*” from the drop down box

¢ Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server

e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server
¢ Routing Priority Based on

Next Hop Server: Checked
e Use Next Hop for

In-Dialog Messages: Select only if there is no secondary Next Hopserver
¢ Qutgoing Transport: Choose the protocol used for transporting outgoing

signaling packets
Click Finish.

The following screen shows the Routing Profile to IP Office.

Routing Profiles: Avaya_IPO

Add [ Rename H Clone H Delete ]

Routing Profiles Click here to add a description.

default
Routing Profile
Avaya_IPO
Add
Telenor
Priority UR! Group Mext Hop Server 1 Hext Hop Server 2
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The following screen shows the Routing Profile to Telenor.

Routing Profiles: Telenor

Add

[ Rename H Clone H Delete J

Routing Profiles

Click here to add a description.

defaut Routing Profile
Avaya_IPQ
Add
Telenor
Priority URI Group Next Hop Server 1 Mext Hop Server 2
192.168 260 10-5065 View Edi
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6.2.4. Server Configuration— Avaya IP Office

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat signaling
parameters and some advanced options. From the left-hand menu select Global Profiles -
Server Configuration and click on Add. Enter Profile Name: Avaya_IPQO. On the Add Server
Configuration Profile tab, set the following:

e Select Server Type to be Call Server
e Enter IP Addresses / Supported FQDNs to 10.10.9.100
¢ For Supported Transports, check TCP
e TCP Port: 5060
e (lick on Next (not shown) to use default entries on the Authentication and Heartbeat
tabs.
Server Type Call Server b
[18.18.59.180
IP Addresses f Supported FQDNs
Separste entries with commas
IelTce
Supported Tranzports T upp
O s
TCP Port 5060
UDP Port
TLS Port
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On the Advanced tab:

e Select Avaya_IPO for Interworking Profile
¢ C(Click Finish

Server Configuration Profile - Advanced X

Enable DoS Protection El
Enable Grooming ]
Interworking Profile Avaya_|PO b
Signaling Manipulation Script | None bl
TCP Connection Type @ suen O rormp O MAPPING
Finish |
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6.2.5. Server Configuration — Telenor

The Server Configuration screen contains fourtabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, server type, heartbeat signaling
parameters and some advanced options. From the left-hand menu select Global Profiles >
Server Configuration and click on Add. Enter Name as Telenor. On the Add Server
Configuration Profile tab, set the following:

Select Server Type as Trunk Server

Enter IP Addresses / Supported FQDNs to 192.168.250.10

Supported Transports: Check UDP

UDP Port: 5065 as specified by Telenor

Click on Next (not shown)

Server Configuration Profile - General X

Server Type Trunk Server b

[182.168_258.18

IP Addres=sez [ Supported FQDON=

Separste entrizs with commas

O 1ep
Supported Tranzports UDP

O 1s
TCP Port

TLS Port
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On the Advanced tab:

e Select Telenor for Interworking Profile
¢ C(Click Finish

Server Configuration Profile - Advanced X
Enable DoS Protection [l
Enable Grooming |
Interw orking Profile Telenar »
Signaling Manipulation Script .Nnne W
UDP Connection Type @ supp O pormD O MAPPNG
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6.2.6. Topology Hiding
The Topology Hiding screen manages how various source, destination and routing information
in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks. Navigate to
Global Profiles - Topology Hiding (not shown).

¢ C(Click default profile and select Clone (not shown)

¢ Enter a descriptive Profile Name

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Auto under Replace Action
e  (Click Finish (not shown)

The screen below is a result of the details configured above for both Avaya IP Office and
Telenor Topology Profiles.

Topology Hiding Profile X
Add Header

Criteria Replace Action Overwrite Value
[To v| [IPiDomain %] [Auto v ,. Delete
[From V [IP/Domain v :_-Aum v Delete
[Requestline v [IP/Domain _v| [Auta. M | | Delete
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6.3. Device Specific Settings

The Device Specific Settings feature allows aggregation of system information to be viewed, and
various device-specific parameters to be managed to determine how a particular device will
function when deployed in the network.

6.3.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of the Avaya SBCE, certain network-specific
information is defined such as device IP address(es), public IP address(es), netmask, gateway,
etc. to interface the device to the network. It is this information that populates the various
Network Management tab displays, which can be edited as needed to optimize device
performance and network efficiency.

Navigate to Device Specific Settings - Network Management and verify the IP addresses
assigned to the interfaces and that the interfaces are enabled. The following screen shows the
private interface is assigned to A1 and the external interface is assigned to B1.

Network Management: VLAN3_MicroSBC

Network Configuration | | Interface Configuration ‘

VLAN3_MicroSBC

Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application restarts can be

issued from System Management.

A1 Netmask [265.256.265.0 | A2 Netmask | B1 Netmask 255.265 266,128 \

Public IP Gateway Interface

[10.10340 il | 101031 | [ ¥| Delete

|192.158122.57 | | | fs2iseaz27 | [B1 »| Delete

Select the Interface Configuration Tab and use the Toggle button to enable the interfaces.

Network Management, VLAN3_MicroSBC

Network Configuration | | Interface Configuration

VLAN3_MicroSBC

Administrative Status

Al Enabled Toggle
A2 Disabled Toggle
‘ B1 Enabled Toggle
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6.3.2. Media Interface

The Media Interface screen allows the IP address and ports to be set for transporting Media over
the SIP trunk. The Avaya SBCE listens for SIP media on the defined ports.
To create a new Media Interface, navigate to Device Specific Settings = Media Interface.

e Select Add

Name: Int_Media

Media IP: 10.10.3.40 (Internal address for calls toward IP Office)
Port Range: 35000-40000

Click Finish

Select Add

Name: Ext_Media

Media IP: 192.168.122.57 (External address for calls toward Telenor)
Port Range: 35000-40000

Click Finish

The following screen shows the Media Interfaces created in the sample configuration for the
inside and outside IP interfaces.

VLAN3_MicroSBC

Media Interface: VLAN3_MicroSBC

WMedia Interface

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued from

System Management.

Media IP Port Range
Int_Media 10.10.3.40 35000 - 40000 Edit Delete

Ext_Media 19216812257 35000 - 40000 Edit Delete
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6.3.3.

Signalling Interface

The Signalling Interface screen allows the IP Address and ports to be set for transporting
signaling messages over the SIP trunk. The Avaya SBCE listens for SIP requests on the defined
ports. Create a Signaling Interface for both the inside and outside IP interfaces. To create a new
Signaling Interface, navigate to Device Specific Settings - Signaling Interface and click Add.

Name: Int_Sig

Signaling IP: 10.10.3.40 (Internal address for calls toward IP Office)
TCP Port: 5060

UDP Port: 5060

Click Finish

Select Add

Name: Ext_Sig

Signaling IP: 192.168.122.57 (External address for calls toward Telenor)
UDP Port: 5060

Click Finish

The following screen shows the signaling interfaces created in the sample configuration for the
inside and outside IP interfaces.

Signaling Interface: VLAN3_MicroSBC

Signaling Interface
VLAN3_MicroSBC Add
Sianaling [P TCP Port  UDP Port  TLS Port TLS Profile
10.10.3.40 5060 5060 - Edit Delete
19218812257 5060 Edt Delete
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6.3.4.

End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets
in the same flow. The following screen illustrates the flow through the Avaya SBCE to secure a
SIP Trunk call.

J

“Call Server to
SBC” Flow

IP-PBX

“Call Server”
Policy Group

“Call Server to
SBC” Flow

“Call Server”
Policy Group

“Trunk Server”
Policy Group

Applied
Routing

“Trunk Server to
SBC" Flow

“Trunk Server”

S A Trunk Server to

SBC’ Flow

Applied
Routing

SIP Trunk Service Provider

Avaya SBCE
J

To create a Server Flow, navigate to Device Specific Settings 2 End Point Flows. Select the
Server Flows tab and click Add Flow.

Flow Name:
Server Configuration:

Received Interface:
Signaling Interface:

Media Interface:

End Point Policy Group:

Routing Profile:

Topology Hiding Profile:

Click Finish to save and exit.
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The following screen shows the Sever Flow for IP Office.

Flowr: Call_Server 3

Flowe Name

Sernver Configuration
UR| Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Peint Policy Group
Routing Profile
Topology Hiding Profile

File Tran=fer Profile

:JCEIIII_.Ser\-'er
[Avwaya_IPO %

* ~

|Ext_Sig »
Int_Sig =
Int_Media

[defauttdow "
Telenor w

[Avaya_IPO &

| None »

The following screen shows the Sever Flow for Telenor.

Flowr: Trunk_Server .4

Flow Mame

Server Configuration

URI Group

Tranzsport

Remotes Subnet

Received Interface

Signaling Interface

Media Interface

End Point Policy Group

Routing Profile

Topology Hiding Profile

File Transfer Profile

j-Trun_l;:__-Ser\.-'er

Telenor o

Lint_Sig

Ext_Sig »

| Bxt_Media »

defaultdow -
_.-*;_vag,-a_.IF;O e

Telenor |

None »
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7. Telenor SIP Trunk Service Configuration

Telenor is responsible for the configuration of the SIP Trunk Service. The customer will need to
provide the public IP address used to reach the Avaya IP Office at the enterprise. Telenor will
provide the customer the necessary information to configure the SIP connection to the SIP
Trunking service including:

e [P address of SIP Trunking SIP proxy
Network SIP Domain
Supported codecs
DDI numbers
All TP addresses and port numbers used for signalling or media that will need access to
the enterprise network through any security devices.

8. Verification Steps

This section includes steps that can be used to verify that the configuration has been done
correctly.

8.1. SIP Trunk status

The status of the SIP trunk can be verified by opening the System Status application. This is
found on the PC where IP Office Manager is installed in PC programs under Start > All
Programs 2 1P Office - System Status (not shown).

Log in to IP Office System Status at the prompt using the Control Unit IP Address for the IP
office. The User Name and Password are the same as those used for IP Office Manager.

AVAyA IP Office System Status

From the left hand menu expand Trunks and choose the SIP trunk (18 in this instance). The
status window will show the status as being idle and time in state if the Trunk is operational. IP
address has been changed.
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Peer Domain Mame:
Resolved Address:
Line Number:

Mumber of Administered Channels:

Mumber of Channels in Use:
Administered Compression:

Silence Suppression:

SIP Trunk Channel Licenses:

SIP Trunk Channel Licenses in Use:

SIF Device Features:

IP Office System Status

Alarms

sipf192. 168 .230.98
192 1858.230.95

15

10

u]

GFZ9 A, G711 A

OFf

Unlirnited

@~
o

SIP Trunk Summary

Caller ID or  Other Party on Call
Dialed Cigits

1 1dle 00:12:22

z die 00:1z:11

3 Idie 01:46:02

B Idis 01:46:02

s Idie 01:46:02

& Idi= 01:46:02

7 die 01:46:02

g Idie 01:46:02

El Idie 01:46:02

1o Idie 01:46:02

8.2. Monitor

The Monitor application can also be used to monitor and troubleshoot IP Office. Monitor can
be accessed from Start - Programs - IP Office - Monitor. The application allows the

monitored information to be customized. To customize, select the button that is third from the
right in the screen below, or select Filters - Trace Options.

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this
example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will appear in the
trace with the color blue. To customize the color, right-click on SIP Rx or SIP Tx and select

the desired color.
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As an example, the following shows a portion of the monitoring window for a Registration
attempt to the SIP trunk.

-

EJ. Avaya IP Office R8.1 SysMonitor - [STOPPED] Monitoring 10.10.9.100 (GSSCP_IP02); Log Settings - C:\Documents and Settings)...\sysmonitorsetti... E]|E||E|

File Edit View Filkers Status Help
=E| AFT X)) 3 ¥
Via: SIP/E.0/TCP 10.10.9.114:1408;alias:;branch=z%h64bEebfedodef3d5L9c4d 5
Max-Forwards: 70
From: <sip:89060F8avaya.cons;tag=£5£fh455c38
To: <sip:89060Favaya. coms
Call-TD: 443798h415d5he%
ESeq: 19786 RFEGISTER
Accept-Encoding: nt-im-2.0
Allow-Events: wg-rtcpxr,dialog
Contact: <sip:&3060F810.10.9,114;cransport=tcp>;reg-id=0;+sip. instance="<urn:uaid: 00000000-0000-1000-5000-0024E5651FF5>"
Expires: 86400
Supported: path, ocuthound
User-Agent: Avaya IF FPhone 1140E (3IF1l140e.04.03.09.00)
®-nt-GIID: 00Z4B5651FFS
Allow: INVITE, ACK, OPTIONS, CANCEL, EYE, REFER, INFO, MESSAGE, NOTIFY, UPDATE
Content-Length: 0
148685960 Sip: SIPDialog £5116728 created, size 1
148685970ns SIF Tx: TCP 10.10.9.100:5060 -> 10.10.59.114:1408
SIPF/2.0 401 Tmauthorized
Wia: SIP/2.0/TCP 10.10.9.114:1408;alias;branch=z%hG4hEebfefodefId5£9c40
From: <sip:890600avaya. conx;tag=£5£h455c38
To: <zip:39060Favaya. coms; tag=5e2ddase8albaald
Call-ID: 443798b415d5bede
C3eqg: 197596 REGISTER
User-Agent: IP Office 8.1 (597201)
Allow: INVITE, ACK, CANCEL, OPTIONS, EYE, REFER, NOTIFY, INFO, SUBSCRIBE, REGISTER, PUBLISH =
Wmr-duthenticate: Digest nonce="f4ae?3364239a58% 482", realn="ipoffice"” ,algorithn=MD5
Supported: timer »
< | &
—

8.3. Avaya SBCE

This section provides verification steps that may be performed with the Avaya SBCE.

8.3.1. Incidents

The Incident Viewer can be accessed from the Avaya SBCE dashboard as highlighted in the
screen shot below.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashhoard Dashboard
i
J
Backup/Restore System Time 02:24:59 P GMT Refresh
System Management
Versi 6.2.0.048
Global Parameters =
Global Profiles Build Date \Wed May 22 22:52:47 UTC 2013
SIP Cluster
Domain Policies
Nane found.
TLS Management
Device Specific Settings
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Use the Incident Viewer to verify Server Heartbeat and to troubleshoot routing failures.

Incident Viewer AVAYA

Device | Al ~| category [Al ~| |Clear [_Refresh | [ Genemte Report |

Dizplaying results 1 to 15 out of 2000.

Type D Date Time Category Device Cause

Routing Failure G86048871165253  THMSM3 =19 Policy VLAN3_MicrosBc  Neither target nor source is Call Server, Sending 403
PR Forbidden

Routing Failure 686948811180314 THSHZ  o1° Policy VEANT MicrosEE - (rorer IMact g shuree i Coll Server Sencig 43

2 orbidden

ACK Mes=age Out of 212 Protocol . .

Dialog g 686948761299324 TM15M13 PM Discrepancy WLANI_MicroSBC  General Method not allowed Out-Of-Dialog

Mez=age Dropped 6860948761299222 TFHMSM3 g;:z Policy WLAN3_MicroSBC  No Subscriber Flow Matched

Call Denied 686948761263328 TFHMSM3 g;:z Policy VLAN3_MicroSBC Mo Subscriber Flow Matched

Routing Failure 686048751195370  7HMSM3 gﬂ" Policy VLAN3_MicroSBC ﬁ:;‘gs;g_{gﬁt nor source is Call Server, Sending 403

8.3.2. Trace Capture
To define the trace, navigate to Device Specific Settings > Troubleshooting - Trace in the
menu on the left hand side and select the Packet Capture tab.

e Select the SIP Trunk interface from the Interface drop down menu

e Select the signalling interface IP address from the Local Address drop down menu

o Enter the IP address of the Service Provider’s SBC in the Remote Address field or enter
a * to capture all traffic

Specify the Maximum Number of Packets to Capture, 10000 is shown as an example
e Specify the filename of the resultant pcap file in the Capture Filename field
¢ C(Click on Start Capture

Trace: GSSCP_03

Call Trace Packet Capture || Captures |
Status Ready
Interface |E\3\
ﬁf:;)léddress mﬂ : [:7|
el s, —
Protocol 'Aﬂ_v1
Maximum Number of Packets to Capture ﬁﬁﬁﬁ{} 7]'

Capture Filename

T
Using the name of 2n sxisting capturs will oyenarts it |options peap
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To view the trace, select the Captures tab and click on the relevant filename in the list of traces.
The trace is viewed as a standard pcap file in Wireshark as per screenshot below.

T4 TEST.pcap - Wireshark B i —[ol x|

file Edit Vew Go Cepture  Analyze Ststistics Telephony  Tools Help

Budes cEXEE|lAasswTL(EEIRAQAD | BB % B

Fiter: [sip Expression... Clear Apply

732 78.170410 10.10.3.40 10.10.9.100 SIP 100 Trying

733 78.170613 86.47.122.57 148.122.250.10 SIP/SDFRegUesT: INVITE sip:47900137@148.122.250.10:5065, with session description

736 78.242032 148.122.250.10 B6.47.122. 57 SIF Status: 100 Trying

740 78.936887 148.122.250.10 B86.47.122.57 SIR/SDFStatus: 183 Sassion Progress, with session description

741 78.938967 10.10.3.40 10.10.9.100 SIP/SDFStatus: 183 Session Progress, with session description

5803 103.31323362 148.122.250.10 86.47.122.57 SIP/SDFESTatus: 200 ok, with session description

5804 103.31536710.10.3.40 10.10.9.100 SIP/SDFStatus: 200 ok, with session description

5899 103.32563510.10.5.100 10.10.3.40 SIP REQUEST ! ACK si1p:+4747900137€@10.10.3.40:5060;aluctx=1576; alud1g=225; alusep=5360;Transport=tcp

5800 103.327381 86.47.122.57 148.122.250.10 SIP Ragues ACK sTp:+4747000137@148.122.250.10:5065; aluctx=1576; aludlg=225; alusep=5360; transport=udp |
6817 106. 780565 10.10, 9.100 10.10.3.40 SIP Reguest: BYE sip:+4747300137€10.10.3.40:5060;aluctx=1576;alud]g=225; alusep=5360;transport=tcp

6610 106. 782303 86.47.122.57 148.122.250.10 SIP Request: BYE ST1p:+4747000137@148.122.250.10:5065; aluctx=1576; alud1g=225; alusep=5360; transport=udp |

Frame 730: 939 bytes on wire (7512 bits), 93% bytes captured (7512 bits)

Linux cooked capture

Internet Protocol, Src: 10.10.9.100 (10.10.9.100), Dst: 10.10.3.40 (10.10.3.40)

Transmission Control Protocol, Src Port: sip (5060), Dst Port: sip (50600, Seq: 1, ack: 1, Len: 883
session Initiation Protocol

D000 00 00 OO0 O1 00 06 34 75 <7 2b 68 41 00 00 08 00
0010 45 00 03 Ob 05 d3 00 00 62 06 2e eb 0Oa Oa 0D &4
0020 0Da 0a 03 28 13 c4 13 <4 da 1a 00 01 6d c2 58 53
0030 50 18 20 00 ef 49 00 00 49 4e 56 49 54 45 20 73

0040 69 70 3a 34 37 35 30 30 31 33 37 40 31 30 2e 31 5l
hagA_ 30 5n 33 3 34 30 30 82 4G En 3E 23 34 3n 6d na
O Files "F:\TEST prap’ 1423 KB 00:01L:48 | Packsts: 6640 Displayed: 14 Marked; 0 Load time; 0;00,265 Profile: Default 4
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9. Conclusion

These Application Notes demonstrated how IP Office Release 8.1 and Avaya Session Border
Controller for Enterprise can be successfully combined with Telenor SIP trunk service solution
as shown in Figure 1.

The reference configuration shown in these Application Notes is representative of a basic
enterprise customer configuration and demonstrates Avaya IP Office with Avaya Session Border
Controller for Enterprise can be configured to interoperate successfully with Telenor SIP Trunk
Service. This solution provides IP Office and Avaya Session Border Controller for Enterprise
users the ability to access the Public Switched Telephone Network (PSTN) via a SIP trunk using
the Telenor SIP Trunk thus eliminating the costs of analog or digital trunk connections
previously required to access the PSTN.

10. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com.
] Avaya IP Office 8.1 Documentation CD, 16™ July 2012.
[2] IP Office 8.1 Installation Manual, Document Number 15-601042, August 2012.
] IP Office Manager Manual 10.0, Document Number 15-601011, August 2012
[4] IP Office Release 8.1 Implementing Voicemail Pro, Document Number 15-601064, June
2012
] System Status Application, Document number15-601758, 12th November 2011
] IP Office Softphone Installation, 28" September 2011
[7] IP Office SIP Extension Installation, 3™ October 2011
] Avaya IP Office Knowledgebase, http://marketingtools.avaya.com/knowledgebase
] Installing Avaya Session Border Controller for Enterprise, Release 6.2
[10]  Administering Avaya Session Border Controller for Enterprise, Release 6.2
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11. Appendix A: SIP Line Template

Avaya IP Office Release 8.1 supports a SIP Line Template (in xml format) that can be
created from an existing configuration and imported into a new installation to simplify
configuration procedures as well as to reduce potential configuration errors.

Note that not all of the configuration information, particularly items relevant to a specific
installation environment, is included in the SIP Line Template. Therefore, it is critical that
the SIP Line configuration be verified/updated after a template has been imported and
additional configuration be supplemented using the settings provided in this Application Note
as a reference.

Create a new registry entry called TemplateProvisioning and set the Value data to 1,
as follows:

Select Start, and then Run. Type regedit as shown below

[ 7]

- Tvpe the name of a program, Folder, document, or
d Internet resource, and Windows will open it For wou,

Open: | regedit L

[ o] 4 ][ Cancel ][ Browse, .. ]

Under HKEY_CURRENT _USER, Software, Avaya, IP400, right click on Manager,
then select New, DWORD value, then rename the newly created entry to:
TemplateProvisioning. Right click on the newly created entry and select Modify,
change the value under Value Data from “0” to “1”.
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= 2 My Computer
(] HKE¥ CLASSES_ROOT

=-(_] HKEY_CURRENT _USER

1 ApPEvents

[0 avaya
13 Console

{23 Control Panel
13 CounterPath
D Environment

(23 Identities

(L3 Keyboard Layout
(2 Metwork

[0 Printers

(20 Remate
D SessionInformation

|2 Software |

. adobe
121 alps

=0 Avaya
(1 2050 IP Softphane

(21 Avaya IP Softphone
{0 Awaya one-¥ Agent
l:l fvaya one-A AgentAVC
(20 Avaya one-x AgentAYClisnt
{10 Avaya one-¥ Communicator
I:I Ay aya one-xE Communicatar
{_0 Avaya SIP Softphone
I:I Avaya Sike Administration
0 iclarity
(21 Integrator for Qutlaok
{1 1P oOffice Softphone
Ell
Column Headings
(1 RecentlyUsadFiles
[ PhoneManager
{2 Upgradetizard
{21 softphore
2 voicemail Pra

>

v

Mame Tyvpe Data A
NF\VTOOLEARX REG_DWORD 000000104 (266)
NAVTOOLEARV REG_DWORD 000000000 (0}
[R]nonThreadedTcp REG_DWORD 0x00000000 (0)
PasswordRequiredFDrSave REG_DWORD 000000001 (1)
Pmmpt\u'alldat\on REG_DWORD 000000000 {0}
SCNBACKGROUNDIMAGEHIDDEN REG_DWORD 000000001 (1)
E":ISCNBACKGROUNDIMAGEPATH REG_5Z
SCNDISCOVER\" REG_DWORD 000000000 (0}
Securecammunlcatlons REG_DWORD 0x00000001 (1)
SecurityLeve\ REG_DWORD 000000001 (1)
| ServicesBaseHTTPPoOr: REG_DWORD 000000050 (30)
ServicesBasePort REG_DWORD 0x0000c674 (50804)
SetRingDelayPerap REG_DWORD 000000000 {0}
SHOWADMINTASKMAINTDOlbar REG_DWORD 000000000 (0)
[R8]sHowErrorpane REG_DWORD 000000000 (0)
[R8] sHowinGraups REG_DWORD 0x00000000 (0)
SHOWMAINTDOIbar REG_DWORD 000000001 (13
SHOWNAVIGF\TIONPaﬂe REG_DWORD 0:00000001 (1)
SHOWNA\-‘IGATIONTODIbar REG_DWORD 000000001 (1)
ShanLDS\I‘irtuaILi[an[Es REG_DWORD 000000000 (0)
SHOWRECORDENTRVPane REG_DWORD 000000000 (3}
SHOWSHORTCUTTOD\bar REG_DWORD 0:00000001 (1)
SHOWSIMPLIFIED\I’IEWF\SDEFAULTVIEW REG_DWORD 000000000 (0]
.SSLRemuteAc:ess REG_DWORD O00000000 (0}
STARTINITIALDISCOVERV REG_DWORD 000000001 (1)
TCPDiscoveryEnabIad REG_DWORD 000000001 (1)
[ab] TCPsgarchriteria REG_SZ

TemplateOptions REG DWORD 00000000 {1}
TemplatePrnws\nning REG_DWORD 000000001 (l)l
[%%] TIMESERVEREnabled REG_DWORD 000000001 (13
UDPDlscovaryEnabled REG_DWORD 0x00000001 (1)
UpgDir REG_SZ C:\Program Filesiavaysh
\fahdateCnnfigOnLDad REG_DWORD 000000001 (1)
Val\dateCoﬂfigOnOK REG_DWORD 000000001 (13 —

<

|

My Computer{HKEY_CURREMNT_USER\Softwarelfvayal IP400\Manager

Walue name:

| T emplateProvizioning

Walue data:

Baze

1

(%) Hexadecimal

Reboot the computer

) Decimal

k. ] [ Cancel

When the computer comes back up, enable the template by opening IP Office Manager,
select File, and then Preferences. On the Visual Preferences tab, check the Enable
Template Options box, and click OK.
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Preferences | Directories Discoveryl Wisual Preferences ISecurity Yalidation

[ mMultiline Tabs

| Enable Template Options |

To create a SIP Line Template from the configuration, on the left Navigation Pane, right click on the
Sip Line (18), and select Generate SIP Trunk Template (not shown).

Enter a descriptive name; Telenor was used in the sample template. To generate the template click

on Export.

$IP Line | Transport | VolP | 738 Fax | SIP Credentials|

Please review and change the trunk settings if you want -

Descriptive Mame
ITSP Damain Marme
Send Caller 1D

Agzociation Method

Incaming

Outgaing

UPDATE Supported

User-Agent and Server Headers |

|Telenor | Usze Tel URI
||pl.te|en0r.com | Check 005
| MNone w | Call Routing Method

Originator number far

| By Source |P address b | forwarded and twinning calls
Mame Priarity
|Auto ~ |
|Aut0 v |
|Auto b | Caller 1D from From header

| Send From In Clear

O
E
Request URI v
Swstem Default R

Cancel
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On the next screen, Template Type Selection, select the Country, enter the name for the

Service Provider and click Generate Template.

=
] Template Type Selection

Locale Inited Fingdom [LIE. Englizh]
Country | Ireland W |
Service Provider |Telen|:|r " |

[Generate Template ] [ Cancel

The following is an example of the exported SIP Line Template file.

<?xml version="1.0" encoding="utf-8" ?>

<Template xmlns="urn:SIPTrunk-schema">
<TemplateType>SIPTrunk</TemplateType>
<Version>20130725</Version>
<SystemlLocale>eng</SystemLocale>
<DescriptiveName>Telenor</DescriptiveName>
<ITSPDomainName>ipt.Telenor.com</ITSPDomainName>
<SendCallerID>CallerIDNone</SendCallerID>
<ReferSupport>true</ReferSupport>
<ReferSupportIncoming>2</ReferSupportIncoming>
<ReferSupportOutgoing>2</ReferSupportOutgoing>
<RegistrationRequired>false</RegistrationRequired>
<UseTelURI>false</UseTelURI>
<CheckOOS>false</CheckO0S>
<CallRoutingMethod>1</CallRoutingMethod >
<OriginatorNumber />
<AssociationMethod>SourceIP</AssociationMethod >
<LineNamePriority>SystemDefault</LineNamePriority>
<UpdateSupport>UpdateAuto</UpdateSupport>
<UserAgentServerHeader />
<CallerIDfromFromheader>false</CallerIDfromFromheader>
<PerformUserLevelPrivacy>false</PerformUserLevelPrivacy >
<ITSPProxy>10.10.3.40</ITSPProxy>
<LayerFourProtocol>SipUDP</LayerFourProtocol>
<SendPort>5060</SendPort>
<ListenPort>5060</ListenPort>
<DNSServerOne>0.0.0.0</DNSServerOne>
<DNSServerTwo>0.0.0.0</DNSServerTwo>
<CallsRouteViaRegistrar>true</CallsRouteViaRegistrar>
<SeparateRegistrar />

<CompressionMode>AUTOSELECT </CompressionMode >
<UseAdvVoiceCodecPrefs>true</UseAdvVoiceCodecPrefs>
<AdvCodecPref>G.711 ALAW 64K,G.711 ULAW 64K</AdvCodecPref>
<CalllnitiationTimeout>4</CalllnitiationTimeout>
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<DTMFSupport>DTMF_SUPPORT_RFC2833</DTMFSupport>
<VoipSilenceSupression>false</VoipSilenceSupression>
<ReinviteSupported>true</ReinviteSupported>
<FaxTransportSupport>FOIP_T38</FaxTransportSupport>
<UseOffererPrefferedCodec>false</UseOffererPrefferedCodec>
<CodeclLockdown>false</CodecLockdown>
<Rel100Supported>true</Rel100Supported>
<T38FaxVersion>2</T38FaxVersion>
<Transport>UDPTL</Transport>

<LowSpeed>0</LowSpeed>

<HighSpeed>0</HighSpeed>
<TCFMethod>Trans_TCF</TCFMethod>
<MaxBitRate>FaxRate_14400</MaxBitRate>
<EflagStartTimer>2600</EflagStartTimer>
<EflagStopTimer>2300</EflagStopTimer>
<UseDefaultValues>false</UseDefaultValues>
<ScanLineFixup>true</ScanLineFixup>
<TFOPEnhancement>true</TFOPEnhancement>
<DisableT30ECM>false</DisableT30ECM>
<DisableEflagsForFirstDIS>false</DisableEflagsForFirstDIS >

<DisableT30MRCompression>false</DisableT30MRCompression>

<NSFOverride>false</NSFOverride>
<SIPCredentials>

<Expiry>60</Expiry>
<RegistrationRequired>true</RegistrationRequired>
</SIPCredentials>

</Template>
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