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Application Notes for Configuring Cincinnati Bell eVantage
IP Service with Avaya Communication Server 1000E 7.5,
Avaya Aura® Session Manager 6.2, Avaya Session Border
Controller for Enterprise 4.0.5 — Issue 1.0

Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Cincinnati Bell eVantage IP Service and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya Communication Server 1000E, Avaya Aura®
Session Manager, Avaya Session Border Controller for Enterprise and various Avaya
endpoints.

Cincinnati Bell is a member of the Avaya DevConnect Service Provider program. Information
in these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a sample configuration of Avaya Communication Server
1000E release 7.5 Avaya Aura® Session Manager 6.2, and Avaya Session Border Controller for
Enterprise 4.0.5 (Avaya SBCE) integration with Cincinnati Bell eVantage IP Service.

In the sample configuration, the Avaya Session Border Controller for Enterprise is used as an
edge device between Avaya Customer Premise Equipment (CPE) and Cincinnati Bell eVantage
IP Service. The Avaya SBCE performs SIP header manipulation and provides Network Address
Translation (NAT) functionality to convert the private Avaya CPE IP addressing to IP addressing
appropriate for the Cincinnati Bell eVantage IP Service access method.

The Cincinnati Bell eVantage IP Service solution is a turn-key business trunking solution for
customers. Cincinnati Bell eVantage IP Service provides customers with a single IP connection
that converges voice and data services to drive optimization, reduce costs, and offer enhanced
features not typically available in the traditional PSTN network. VVoice services, such as local,
long distance and toll free calling, as well a high speed data and Internet services, are the primary
applications of the Cincinnati Bell eVantage solution.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya
Communication Server 1000E (CS1000E), Session Manager, and Avaya SBCE to connect to the
public Internet using a broadband connection. The enterprise site was configured to connect to
Cincinnati Bell eVantage IP Service. This configuration (shown in Figure 1) was used to
exercise the features and functionality listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:
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Incoming PSTN calls to various phone types. Phone types included UNIStim, SIP,
digital, and analog telephones at the enterprise. All inbound PSTN calls were routed to
the enterprise across the SIP trunk from the service provider

Outgoing PSTN calls from various phone types. Phone types included UNIStim, SIP,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider

Inbound and outbound PSTN calls to/from Avaya one-X Communicator (soft client)
Various call types including: local, long distance, and outbound toll-free

Codecs G.729A, G.729B and G.711MU

DTMF transmission using RFC 2833

G711 Fax

Caller ID presentation and Caller ID restriction

Voicemail navigation for inbound and outbound calls

User features such as hold and resume, transfer, and conference

Items not supported or not tested included the following:

Inbound toll-free, operator, operator services (0 + 10 digits) and emergency calls (911)
are supported but were not tested as part of the compliance test

Calls forwarded off-net were not supported on the test circuit used for the compliance
test, but Cincinnati Bell eVantage IP Service production environment does support these
types of calls.

SIP REFER method is not supported by Avaya CS1000E

CS1000E Mabile-X features were not tested

2.2. Test Results

Interoperability testing of Cincinnati Bell eVantage IP Service was completed with successful
results for all test cases with the exception of the observations/limitations described below.

Calling Party Number (PSTN transfers): The calling party number displayed on the
PSTN phone is not updated to reflect the true connected party on calls that are
transferred to the PSTN. After the call transfer is complete, the calling party number
displays the number of the transferring party and not the actual connected party. The
PSTN phone display is ultimately controlled by the PSTN provider, thus this behavior is
not necessarily indicative of a limitation of the combined Avaya/Cincinnati Bell
eVantage IP Service solution. It is listed here simply as an observation.

T.38 Fax: At the time of original publication of these Application Notes, Cincinnati Bell
eVantage IP Service supported fax over T.38 within their local calling area only. Any
fax calls placed outside of the Cincinnati Bell local calling area will be transferred using
G.711 codec. The recommended workaround is to configure the CS1000E fax endpoints
to use the G.711codec for outbound calling. See Section 5.7.3

Cincinnati Bell eVantage IP Service passed compliance testing.
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2.3. Support

For technical support on the Cincinnati Bell eVantage IP Service, contact Cincinnati Bell using
the Customer Care links at www.Cincinnati Bell.com.

3. Reference Configuration

Figure 1 illustrates the sample configuration used for the DevConnect compliance testing. The
configuration is comprised of the Avaya CPE location connected via an Internet connection to
the Cincinnati Bell eVantage IP Services. The Avaya CPE location simulates a customer site. At
the edge of the Avaya CPE location, an Avaya SBCE provides NAT functionality and SIP
header manipulation. The Avaya SBCE receives traffic from Cincinnati Bell eVantage IP
Service on port 5060 and sends traffic to the Cincinnati Bell eVantage IP Service using
destination port 5060, using the UDP protocol. For security reasons, any actual public IP
addresses used in the configuration have been replaced with private IP addresses. Similarly, any
references to real routable PSTN numbers have also been changed to numbers that cannot be
routed by the PSTN.

@\ Cincinnati Bell
FAX

PSTN
PSTN Phone @—'—""f eVantage

SIP Domain: as.voip.fuse.net

Avaya Aura® System Manager
(10.80.150.209)

Internet

Avaya Aurai Session Manager
{10.80.150.210 - Mgt)
{10.64.19.210 - Signaling)

205.168.62.92
Outside Interface B1

Avaya Aura®@ Communication Server 1000E I
CPDC Server
{10.80.140.102 - Call Server) |
{10.80.140.103 - Signaling Server Node IP)

Avaya Session Border

- Controller for Enterprise
sp |
CP-DC wiCS & S8
7 R
10.80.150.100 10.80.150.99

Inside Interface A1 Management Interface M1

J SIP Demain: avayalab.com

———————— Enterprise LAN i}

Avaya one-X Avaya 1140E Avaya 1165E
FAX nnalogcghone Communicator IP Telephone IP Telephone
x71

.. X56B5 10.80.150.99 x7108 10.80.150.106 7104 10.80.150.111 DNSHTTR/DHCP Server
Digital Phone
<7107 (SIF) {SIP} (Unistim} 10.80.150.201

Figure 1: Avaya Interoperability Test Lab Configuration

5 0 0 ofo 0o o @
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http://www.centurylink.com/

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component

Release

Avaya Communication Server 1000E running
on CP+DC server as co-resident configuration

Call Server: 7.50 .17 GA (CoRes)
Service Pack: 7.50.17_20120919
SSG Server: 7.50.17 GA
SLG Server: 7.50.17 GA

Communication Server 1000E Media
Gateway

CSP Version: MGCC CDO03
MSP Version: MGCM ABO02
APP Version: MGCA BA15
FPGA Version: MGCF AA19
BOOT Version: MGCB BA15

DSP1 Version: DSP4 AB06
BCSP Version: MGCC CD01

Component

Avaya Session Border Controller for 4.0.5Q18
Enterprise

Avaya 1165E (UNIStim) 0626C8A
Avaya 1140E (SIP) 04.03.12.00
Avaya one-X Communicator (SIP) CS6.1.1.02 SP1 36207
Avaya M3904 (Digital) n/a

Avaya 6210 Analog Telephone n/a

Release

BroadSoft

Version 17

Table 1: Equipment and Software Tested

The specific configuration above was used for the compatibility testing.
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5. Configure Avaya Communication Server 1000E

This section describes the Avaya Communication Server 1000E configuration, focusing on the
routing of calls to Cincinnati Bell over a SIP trunk. In the sample configuration, Avaya
Communication Server 1000E Release 7.5 was deployed as a co-resident system with the SIP
Signaling Server, and Call Server applications all running on the same CP+DC server platform.

This section focuses on the SIP Trunking configuration. Although sample screens are illustrated
to document the overall configuration, it is assumed that the basic configuration of the Call
Server and SIP Signaling Server applications has been completed, and that the Avaya
Communication Server 1000E is configured to support analog, digital, UNIStim, and SIP
telephones. For references on how to administer these functions of Avaya Communication
Server 1000E, see Section 11.

Configuration will be shown using the web based Avaya Unified Communications Management
GUI. The Avaya Unified Communications Management GUI may be launched directly via
https://<ipaddress> where the relevant <ipaddress> in the sample configuration is 10.80.140.102.
The following screen shows an abridged log in screen. Log in with appropriate credentials.

AVAYA

User|D: |admin

Password: |eseseses |

Log In

- . . . Change Password
Go to central login for Single Sign-On
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The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to CS1000 in the Element Type column. In the
abridged screen below, the user would click on the Element Name EM on cs1k-cpdc.

Host Name: 10.80.140.102  Software Version: 02.20.0017.00(4713)  User Name admin

Elements

Mew elements are registered into the security framewark, or may be added as simple hyperlinks. Click an element name to launch its management]
service. You can optionally filter the list by entering a search term.

|
Add | | | E a1 @

[] ElementName Element Type « Release Address Description
. [ EMoncsik-cpdc 31000 7.5 10.80.141.102 Mew
element.
2[] celk-cpdcavayalab.com Linux Base 75 10.80.140.102 Base 05
(primary} element.
s[] 10.80.141.101 WMedia Gateway 7h 10.80.141.101 Mew
Controller element.
4[] MRSM on csik-cpde MNetwork Routing Service 7.5 10.80.141.102 Mew
element.

5.1. Administer an IP Telephony Node

This section describes how to configure an IP Telephony Node on the Communication Server
1000E.

5.1.1. Obtain Node IP Address
Expand System = IP Network on the left panel and select Nodes: Servers, Media Cards.

The IP Telephony Nodes page is displayed as shown below. Click <Node id> in the Node ID
column to view details of the node. In the sample configuration, Node ID 1005 was used.

AVAYA CS1000 Element Manager
_ UCHM Network Services 4 Managing: 10.80.441,102 Username: admin
System » IP Network » IP Telephony Nodes
-Home
_ Links IP Telephony Nodes
- Vittual Terminals Click the Mode ID to view or editits properties.
- System
+Alarms
- Maintenance Add Erint | Refresh
+Core Equipment
- Peripheral Equipment [] Mode ID~ Components Enabled Applications ELAM IP Mode/TLAN IPv4  ModeTLAM IPvG  Status
- IP Netwark - SIP Line, LTPS, Gateway i
- Nodes: Servers. Media Cards [ 1005 1 (SIPGW ) = ’ 10.80.140.103 Svnchronized
- Maintenance and Reports
- Media Gateways Show: Modes [] Compoenent servers and cards IPvG address
- Zones
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 9 of 103
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The Node Details screen is displayed with additional details as shown below. Under the Node

Details heading at the top of the screen, make a note of the TLAN Node IPV4 address. In the
sample screen below, the Node IPV4 address is 10.80.140.103. This IP address will be needed
when configuring Session Manager with a SIP Entity for the CS1000E in Section 6.5.

CE1000 Element Manager
I EE———

Managing: 10.80.141.102 Username: admin
System » IP Network » P Telephony Nodes » Node Details

Node Details (ID: 1005 - 8IP Line, LTP S, Gateway ( SIPGw ))

Bl
MNode ID: * (0-9999
Call server IP address: [10.80.141.102 | - TLAM address type: (3 1Py4 only
O IPv4 and IPv@
Embedded LAN {ELAN) Telephony LAN (TLAN)
Gateway IP address: [10.80.1411 : Mode IPv4 address: (10.80.140.103
Subnetmask: |255 255 2550 : Subnetmask: |255 255 2550
W
* Required Value.

The following screen shows the Associated Signaling Servers & Cards heading at the bottom
of the screen, simply to document the configuration.

Associated Signaling Servers & Cards

Selectto add + Print | Refresh
[] Hostname « Type Deploved Applications ELAM IP TLAN IPv4 Role
SIP Line, LTPS, Gateway, PD,
[ es1k-cpde Signaling_Server Presence Pullisher, IP Media 10.80.141.102 10.80.140.102 Leader
Senvices
Show:

Note: Only =erver(s) that are not part of any other IP telephony node and deployed application(s) that match the service(s) selected for this node are
available in the =ervers list .
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5.1.2. Terminal Proxy Server (TPS)

On the Node Details screen, scroll down in the top window and select the Terminal Proxy
Server (TPS) link as show below.

AVAYA CS$1000 Element Manager

_UCM Metwork Services Managing: 10.80.141.102 Username: admin

. System » [P Network » |P Telephony Nodes » Node Details
e Node Details (ID: 1005 - SIP Line, LTP S, Gateway ( SIPGw })
- Virtual Terminals
- System
+Alarms ) ) ~

Subnetmask: |255.255.255.0 Subnetmask: |255.255 2550

-Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones

IP Telephony Node Properties
nd Codecs

Applications (click to edit configuration)

SIP Line
Terminal Proxy Server (TPS)

Voice Gatewa
Quality of Serv

e (Qo3)

LAN Gaewar (s 1]
-Host and Route Tables SNTP Personal Directories (PD)
Mumbering Zones
MEDM Aternative Routing Treatment (MALT) Causes

- Network Address Translation (M
- (08 Thresholds
-Personal Directories
- Unicode Mame Directory
+Interfaces
-Engineered Values

Presence Publisher
IF Media Senices

-

* Required Value.

Check the UNIStim Line Terminal Proxy Server check box and then click the Save button
(not shown).

AVAYA €S1000 Element Manager

Managing: 10.80.141.102 Username: admin
System » IP Network » |P Telephony Nodes » Node Detaile » UMIStim Line Terminal Proxy Server (LTPS) Configuration

Node ID: 1005 - UNIStim Line Terminal Proxy Server (LTPS$) Configuration Details

- UCI Network Services
- Home
- Links
- Virtual Terminals
- System
+ Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment

Eirmware | DTLS | Metwork Connect Server

UNIStim Line Terminal Proxy Servel; [¥] Enable proxy semvice on this nods

- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation (M
- Qo8 Threshalds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values

Firmware

IP address:
Full file path:
Server AccountUser ID:

Password:

DTLS

DTLS policy:

0000

download/firmwa

DDT; Reviewed:
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5.1.3. Quality of Service (Qo0S)

On the Node Details screen, scroll down in the top window and select the Quality of Service
(QoS) link as shown below.

AVAyA C81000 Element Manager
— UCM Network Services Managing: 10.80.141.102 Username: admin
— T Syetem » IP Network » IP Telephony Nodes » Node Details
e Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
- Virtual Terminals
- System
Alarms »
J:I'-.1aintenance Subnet mask: (2552552650 : Subnet mask: 255 255 255.0 :

+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Nodes: Servers, Media Cards IP Telephony Node Properties Applications (click to edit configuration)
- Maintenance and Reports

! . and Codecs + SIP Line
- Media Gateways . « Terminal Proxy Server (TPS)
-Zones . » (Gat (SIP
-Hostand Route Tables . « Personal Directories (PD)
- Metwork Address Translation (M « [Numbering Zones # Presence Publisher
- QoS Thresholds « [ICDMN Aternative Routing Treatment (MALT) Causes * |P ledia Senices

- Personal Directories
- Unicade Name Directary

hd
+Interfaces
. .y * ire: & =
- Engineered Valugs EICE RS Cancel

Set the Control packets and Voice packets values to the desired Diffserv settings required on
the internal network. The default Diffserv values are shown below. Click on the Save button.

—UCH Network Services Managing: 10.80.141.102 Username: admin
T System » [P Network » |P Telephony Nodes » Node Detailz » Quality of Service (QoS)
T Node ID: 1005 - Quality of Service (QoS)
=Virtual Terminals
- System
+Alarms Diffserv Codepoint (DSCP)
- Maintenance

o FTe EnTEET Enable Avaya automatic QoS: []

- Peripheral Equipment Control packets: |41 (0-63
- IP Metwork
-Modes: Servers, Media Cards oice packets: (47 (0-53
- Maintenance and Reports
~ Media Gateways WLAN tagging: [] 802.1Q support
-Zones S

_Host and Route Tables 80210 bits value (802.1P) (0-7

- Metwork Address Translation (N
- 205 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Sernices
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
- D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans . Note: Changes made on thiz page will NOT be Qo
* - s Save Cancel
- Electronic Switched Metwork Required Value. transmitted until the Node iz alzo saved.
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5.1.4. Voice Gateway and Codecs

On the Node Details screen, scroll down in the top window and select the VVoice Gateway

(VGW) and Codecs

link as shown below.

AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation (M
- oS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values

C81000 Element Manager

Managing: 10.80.141.102 Username: admin

Syztem » [P Network » IP Telephony Nodes » Node Detailz

Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))

Subnet mask: (2552552650

IP Telephony Node Properties

Mumbering Fones
MCDM Aternative Routing Treatment (114

s \Voice Gatewa and Codecs
» Quality of Service (QoS)

e LAN

« SNTP

-

.

* Regquirsd Value.

Subnet mask: 255 255 255.0

Applications (click to edit configuration)

SIP Line
; Server (TPS)

y (SIP
Fersonal Directories (PO
Presence Publisher

IP Media Services

v

The following screen shows the General parameters used in the sample configuration.

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwark
-Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation (M,
- QoS Thresholds
-Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+ Emergency Senices
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched MNetwork:

Managing: 10.80.141.102 Username: admin

Details » VGV and Codecs

System » IP Network » P Telephony Nedes » Node

Node ID: 1005 - Voice Gateway (VGW) an

General | Voice Codecs | Fax

General

Echo cancellation

\Voice activity detection threshold:

Idle naoise level:

Signaling options

Voice Codecs
Codec G711

Voice pay

Voice nlavout fiitter buffer) delav:

d Codecs

: Use canceller, with tail delay: | 128
Dynamic attenuation
17 (-20 -

+10 DBM

-65
. [#] DTMF tene detection

Low latency mode

Remaove DTMF delay (squelch DTMF from TOM ta IP)
Modem/Fax pass-through

.21 Faxtone detection

[ R factor calculation

: Enabled (required)

load size: | 20 » | (miliz

A0 sl 1RO el i

Note: Changes made on this page will NOT ke

v

* Required Value transmitted untilthe Nods is aleo saved.

- Flexible Code Restriction

L it T. Lok
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Use the scroll bar on the right to find the area with heading Voice Codecs. Note that Codec
G.711 is enabled by default. The following screen shows the G.711 parameters used in the
sample configuration.

Voice Codecs

Codec G711: Enabled (required}
Voice payload size: | 20 |» | (milizeconds per frame

Voice playout (jitter buffer) delay: |40 | [80 # | (milizeconds
Mominal Maximum

Maximum delay may be automatically adjusted hased an nominal
settings.

[] Vaoice Activity Detection (VAD)

For the Codec G.729, ensure that the Enabled box is checked, and the Voice Activity Detection
(VAD) box is un-checked. In the sample configuration, the CS1000E was configured to include
G.729A and G.711 in SDP Offers, in that order. During compliance testing, the G.729B codec
was also tested by checking the Voice Activity Detection (VAD) box.

General | Voice Codecs | Fax

Codec G729: [#] Enabled A5
Woice payload size: |20 |+ | (milizeconds per frame

‘Voice playout (jitter buffer) delay: [40 » | |80 | (milizeconds
Mominal Maximum

Maximurm delay may be automatically adjusted based on nominal
seftings.

[] Voice Activity Detection (VAD)

5.1.5. SIP Gateway

The SIP Gateway is the SIP trunk between the CS1000E and Session Manager. On the Node
Details screen, scroll down in the top window and select the Gateway (SIPGw) link as show
below.

AVAVA CS1000 Element Manager
- UCM Hetwork Services Managing: 10.80.141.102 Username: admin
—Home System » IP Network » P Teleghony Nedes » Nods Details
_ Links Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
- Virtual Terminals
- System
+Alarms e - M
- ETETETE Subnet mask: (255 255 2550 : Subnet mask: (255 255 2550
+ Core Equipment
- Peripheral Equipment
- IP Metwark
—r-J-:n_cIes: Servers. Media Cards IP Telephony Node Properties Applications (click to edit configuration)
- Maintenance and Reports + \oice Gateway (VGW) and Codecs + SIP Line
—I;ledla Gateways « Quality of Service (Qo3) o Terminal Proxy Server (TPS)
SCLE s LAN + Gateway (SIPGw)
—H'JSt.GnEI;IR'JLItE Tables - + SNT « Personal Directories (PO
—r-JeE\p-Jrk.—.ddressTranslatmn (N e Mumbering Zones « Presence Publisher
- E'J._, Tm?%“_”'gf } « LICDN Aternative Routing Treatment (MALT) Causes o |P Media Senices
- Fersonal Directornes
- Unicode Mame Directory b
: E;ZTﬁgeefed values CEEIEL R Save
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On the Node ID: <id> - Virtual Trunk Gateway Configuration Details page, enter the
following values and use default values for remaining fields.

e Sip domain name:

e Local SIP port:
e Gateway endpoint name:
e Application node ID:

Enter the appropriate SIP domain for the customer network.

In the sample configuration, avayalab.com was used in the
Avaya Solutions and Interoperability Test lab environment.

Enter 5060.
Enter a descriptive name.
Enter <Node id>. In the sample configuration, Node 1005

was used matching the node show in Section 5.1.1.

The values defined for the sample configuration are shown below.

AVAYA

- UCI Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- WMaintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers. Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables

- 205 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Mumbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction

C51000 Element Manager

Managing: 10.80.141.102 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

- Metwork Address Translation (N

Node ID: 1005 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Settings | SIP Gateway Senices

Virk gateway application: Enable gateway senvice on this node

General
Wirk gateway application

SIP domain name

Local SIP port

Gateway endpoint name
Gateway password
Application node ID

Enable failsafs MRS

* Required Value.

SIP Gateway (SIPGw)

avayalab.com
5060

node1005

1005

-
Virtual Trunk Network Health Monitor
[ Monitor IP addresses (listed below)
Information will be captured for the IP addresses listed
below
Monitor IP
Manitor addresses
v

MNote: Changes made on thiz page wil NOT be

tranzsmitted until the Node iz alzo saved.

Save Cancel

DDT; Reviewed:
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Scroll down to the SIP Gateway Settings = Proxy or Redirect Server: section.

Under Proxy Server Route 1, enter the following and use default values for remaining fields.

Primary TLAN IP address: Enter the IP address of the Session Manager SIP signaling

interface. In the sample configuration 10.64.19.210 was

[ ]

used.
e Port: Enter 5060
e Transport protocol: Select TCP

The values defined for the sample configuration are shown below.

General | SIF Gateway Settings | SIF Gateway Senvices
Proxy Or Redirect Server: A5
Proxy Server Route 1:
Primary TLAM IP address: |10.64.19.210
The IP addrezs can have sither IPv4 or IPwS format bazed on the value of "TLA
a0ares
Port; (5060 (1-85535
Transport protacol: | TCP »
Optiens: [] Support registration
[] Primary CDS proxy
Secondary TLAM IP address: (0.0.0.0
The IP addres= can have either IPv4 or IPv3 format based on the value of "TLA!
audrese yp
Port; (5060 (1-85535
Transport protocol: | TCP + 2
Scroll down and repeat these steps for the Proxy Server Route 2.
General | SIF Gateway Settings | 2IP Gateway Services
Proxy Server Route 2 e
Primary TLAM IP address: [10.64.19.210
The IP addrezs can have either IPv4 or IPvE format bazed on the value of "TLA
anaress ype
Port; (2060 (1-85535
Transport protocol: | TCP w
Optians: Reagistration not supported
[] Primary CDS proxy
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 103
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Scroll down to the SIP URI Map section. The values defined for the sample configuration are
shown below. The Avaya CS1000E will put the “string” entered in the SIP URI Map in the
“phone-context=<string>" parameter in SIP headers such as the To and From headers. If the
value is configured to blank, the CS1000E will omit the “phone-context=""in the SIP header
altogether.

General | 3IP Gateway Seftings | SIP Gateway Services

SIP URI Map:

Fublic E.154 domain names

Private domain names

Mational: LIDP: |udp
Subscriber: COP: |cdp.udp
Special number: Special number;
Unknown: Yacant number:
Inknawn:
Scroll to the bottom of the page and click Save (not shown) to save SIP Gateway configuration
settings. This will return the interface to the Node Details screen.
5.1.6. Synchronize Node Configuration
On the Node Details screen click Save as shown below.
AVAYA €S1000 Element Manager
~ UCM Network Services Managing: 10.80.141.102 Usarnam_e: admin .
_Home System » IP Network » P Telephonv Nodss » Nods Details
—Links Node Details (ID: 1005 - SIP Line, LTPS, Gateway ( SIPGw ))
= Virtual Terminals
- System
+Alarms O IPv4 and IPvE 2
-Kaintenance
+Core Equipment Embedded LAN (ELAN) Telephony LAN (TLAN)
::T:FEEQ,S.;?LEULHD‘“EM Gateway IP address: |10 80 1411 Mode IPvd address: [10.80 140 103
-IModes: Servers, Media Cards
- Maintenance and Reports Subnetmask: |255.255.255.0 Subnetmask: |255.255.255.0
- Media Gateways
-Zones
-Host and Route Tables
: gig\?;};e—;ﬁ;ﬁ; Translation (N . A IP Telephony Node Properties Applications {click to edit configuration)
—Personal Direciories » Voice Gateway and Codecs + SIF Line
e * Quality of Service (QoS) * lerming Prox Server (TPS v
t E;Zrirr?;s;d Values R e Save
+ Fmeraency Senice
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 103
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Select Transfer Now on the Node Saved page as show below.

Managing: 10.80.141.102 Username: admin
System » IP Network » |P Telephony Nedes » Hode Saved

Node Saved

Mode ID: 1005 has been saved on the call server.

The new configuration must also be transferred to associated servers and media cards.

[ Transfer Mow. .. ]‘r’-ju will e given an option to selectindividual servers, or transfer to all.

[ Show MNodes ]‘r'-Ju may initiate a transfer manually at a later time.

Once the transfer is complete, the Synchronize Configurations Files (NODE ID <id>) page is
displayed. Place a check mark next to the appropriate Hostname and click Start Sync. The
screen will automatically refresh until the synchronization is finished.

Managing: 10.80.141.102 Username: admin
Syatem » IP Network » IP Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1005>)

Mote: Select components to synchronize their canfiguratian files with call server data. This process transfers server [N files to selected
components, and requires a restart® of applications on affected server(s) when complete.

[ Start Sync ]l Cancel ][ Restart Applications Print | Refresh
Hostname Type Applications 3ynchronization Status

SIF Line, LTF3,
cslk-cpdc Signaling_Server Gateway, PD, Sync required

Fresence Publisher,
IP Media Services
* Application restart iz only required for initial 2yetem configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and
H323 Gateway =ettings, network connectivity related parameters like portz and IP address, enabling or dizakling 2ervices, or adding or remeving application

SEMVErs.

The Synchronization Status field will update from Sync required (as shown above) to
Synchronized (as shown below). After synchronization completes, place a check mark next to
the appropriate Hostname and click Restart Applications.

Managing: 10.80.141.102 Username: admin
System » IP Network » [P Telephony Nodes » Synchronize Cenfiguration Files

Synchronize Configuration Files (Node ID <1005>)

Mote: Select companents to synchronize their configuration files with call server data. This process transfers server [N files to selected
components, and requires a restart* of applications on affected server(s) when complete.

[ Start Sync ] [ Cancel || Restart Applications Print | Refresh
Hostname Type Applications Synchronization Status

SIP Line, LTPS,
cslk-cpde Signaling_Server Gateway, PD, Synchronized

Presence Publisher,
IP Media Services

* Application reztart iz only required for initial 2yztem configuration or if changes have been made to general LAN configurations, SNTP =etftings, SIP and
H323 Gateway =setlings, network connectivity related parameters like ports and IP address, enabling or dizabling 2ervices, or adding or removing application
ErVer!

W
W
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5.2. Virtual Superloops

Expand System - Core Equipments on the left panel and select Superloops. In the sample
configuration, Superloop 4 is for the Media Gateway and Superloop 252 is the virtual Superloop
used by the IP phones and SIP trunks.

AVAYA CS1000 Element Manager
- UCM Hetwork Services | Managing: 10.80.141.102 Username: adrmin
- Home System » Core Equipment » Superloops
- Links
- Virtual Terminals Superloops
- System
+Alarms
- Maintenance Add. Refresh
- Core Equipment
-Loops Superloop Number « Superoop Tvpe
- Superloops -
- MISDLUMISP Cards 10 4 IPHG
- Conference/TDSMultifrequen 2 252 Virtual
-Tone Senders and Detectors
- Peripheral Equipment
+IP Metwork
+Interfaces

5.3. Media Gateway

Expand System = IP Network on the left panel and select Media Gateways. Click the link in
the Type column for the appropriate Media Gateway to be modified as shown below.

Media Gateways
[r-dd] [ Digital Trunking... ] [ Reboot ] [ Celete ] [ Wirtual Terminal ] Maore Actions £ Refrezh
IPMG IP Address Zone Type
® 004 00 10.80.141.101 1 MGE
&) 004 071 10.80.141.201 1 MES
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The IPMG 4 0 Media Gateway Survivable (MGS) Configuration window appears. The
Telephony LAN (TLAN) IP Address under the DSP Daughterboard 1 heading will be the IP
Address in the SDP portion of SIP messages, for calls requiring a gateway resource. For
example, for a call from a digital telephone to the PSTN via Cincinnati Bell eVantage IP Service,
the IP Address in the SDP in the INVITE message will be 10.80.140.104 in the sample

configuration.
AV/-\YA CS1000 Element Manager
- UCM Network Services | Nanaging: 10.80.141.102  Username: admin
—Home Syatem » IP Network » Media Gateways » IPMG 4 0 Media Gateway Survivable(MGS) Configuration
- Links
- Vittual Terminals IPMG 4 0 Media Gateway Survivable(MGS) Configuration
- System
+Alarms
- Maintenance

+ Core Equipment
- Peripheral Equipment
- P Network
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
- Zones
- Hostand Route Tables
- Metwork Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
-Engineered Values
+Emergency Senices
+Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incaming Digit Translation
- Phones
-Templates
- Reports

- Media Gateway (MGS)
Hostname
Embedded LAN (ELAN) IP address
Embedded LAN (ELAN) gateway IP address
Embedded LAN (ELAN) subnet mask
Telephony LAN (TLAHN) IP address
Telephony LAN (TLAN) gateway IP address
Telephony LAN (TLAN) subnet mask

- DSP Daughterboard
Type of the DSP daughterboard
Telephony LAH (TLAN) IP address
Telephony LAH (TLAN) gateway IP address
Telephony LAN (TLAN) IPv6 address
Telephony LA (TLAN) subnet mask

Hostname

VG and ID nhona cadac neafil

MGS
10.80.141.101
10.80.1411
255255 255 0
10.80.140.101
10.80.140.1

2552552550

DB128 |»

10.80.140.104
10.80.140.1

255.255.255.0
DBl
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Scroll down to the area of the screen containing VGW and IP phone codec profile and expand
it. The fax T.38 settings used for compliance testing is shown below.

AVAYA

C351000 Element Manager

- UCM Metwork Services e -VGW and IP phone codec profile
- Home
e Enable echo canceller [
- Links
= \irtual Terminals Echo canceller tail delay | 128 | | milliszconds |
- System
+Alarms Enable dynamic attenuation
- Maintenance
+Core Equipment Voice activity detection threshold |1 {0-4DBM}
- Peripheral Equipment
- IP Metwork ldle noise level |0 [(0-1DBM)
- Modes: Servers, Media Cards
- lMaintenance and Reports R factor calculation []
- Media Gateways i
—TTTEE DTMF tone detection
-Host and Route Tables
- Network Address Translation Enable low latency mode
= LEE TITEanzlis Remove DTIF delay {squelch DTMF from TDM to IP)
- Personal Directories
- Unicode Mame Directory Enable modemifax pass through mode
+Interfaces
- Engineered Values Enable V.21 FAX tone detection
+Emergency Services
+ Software Fax TCF method |2 »
- Customers FAX maximum rate | 14400 % | ey
- Routes and Trunks
- Routes and Trunks FAX playout nominal delay |100 (0 - 200 millis=cends )
-D-Channels T B '
- Digital Trunk Interface FAX no activity imeout |20 110~ 32090 millisecends |
- Dialing and Numbering Plans ' '
- Electronic Switched MNetwork FAX packet size |20 w
- Flexible Code Restriction
- Incoming Digit Translation w +Codec G711 Select
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The Codec G.711 is enabled by default. Ensure that the Select box is checked for Codec G729A
and the VAD (Voice Activity Detection) box is un-checked. The Voice payload size of 20 can
be used with Cincinnati Bell eVantage IP Service for both G.729A and G.711. Click Save (not
shown) at the bottom of the window. Then click OK in the dialog box (not shown) to save the
IPMG configuration. During compliance testing, the G.729B codec was also tested by checking
the Voice Activity Detection (VAD) box. Scroll down and click Save and then click OK on the
new dialog box that appears to save the configuration.

AVAYA CS1000 Element Manager
- UCM Network Services -Codec G711 Select
-H
pme Codec name G711
- Links
-Virtual Terminals Voice payload size |20 % | | mefams)
- System
+Alarms Voice playout (jitter buffer) nominal delay | 40

- Maintenance
+ Core Equipment
- Peripheral Equipment Voice playout (jitter buffer) maximum delay |80
- IP Metwark

-Modes: Servers, Media Cards

IMadifications may cause changes te dependent settings

Madifications may cause changes to dependent settings

- Maintenance and Repors VAD []

- Media Gateways

-Zones -Codec GT29A v
-Host and Route Tables Select [¥]
- Metwork Address Translation (M Codec name GV29A

- QoS Thresholds
- Personal Directories
- Unicode Name Directory

Voice payload size | 20 | | msfame

Voice playout (jitter buffer) nominal delay | 40 w

+Interfaces
- Engineered Values Madifications may cause changes to dependent settings
+Emergency Services ) . ]
»ErTaE Voice playout (jitter buffer) maximum delay |80
- Customers IMadifications may cause changes te dependent settings
- Routes and Trunks vAD []

- Routes and Trunik

After the configuration is saved, the Media Gateways page is displayed. Select the appropriate
Media Gateway and click Reboot to load the new configuration.

AVAVA €S1000 Element Manager
- UCM Hetwork Services | Managing: 10.80.141.102 Username: admin
- Home System » IP Network » Media Gateways
- Links
- Virtual Terminals Media Gateways
- System
+Alarms
- Maintenance - — - r -
+ Core Equipment [&.dd ] [ Digital Trunking J [ Reboot ] | Delete ] [ Virtual Terminal ] v Refresh
- Peripheral Equipment
~ P Metwork IPMG IP Address Zone Type
- Nodes: Servers, Media Cards e
[ hitaenes erGRarass ® 00400 10.80.141.101 1 MGS
- lledia Gatewavs O 00401 10.80.141.201 1 [Alet
-Zones
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5.4. Virtual D-Channel, Routes and Trunks

Avaya Communication Server 1000E Call Server utilizes a virtual D-channel and associated
Route and Trunks to communicate with the Signaling Server.

5.4.1. Virtual D-Channel Configuration

Expand Routes and Trunks on the left panel and select D-Channels. In the sample
configuration, there is a virtual D-Channel 15 associated with the Signaling Server.

- UCM Metwork Services L’ Managing: 10.80.141.102 Usernams: admin
—Home Routes and Trunks » D-Channels
- Links
- Virtual Terminals D-Channels
- System
+Alarms
- Maintenance .
+ Core Equipment Maintenance
- Peripheral Equipment D-Channel Diagnostics (LD 96)
- P Metwork Metwark and Peripheral Equipment (LD 32, Virual D-Channels)
- Nodes: Servers, Media Cards IMSDL Diagnostics (LD 96)
- Maintenance and Reports TMDI Diagnaostics (LD 98}
- Media Gateways D-Channel Expansion Diagnastics (LD 48)
-Zones

- Hostand Route Tables
- Network Address Translation
- QoS Thresholds
_ Eigi;g:lr?alIrﬁ;%r;?esﬂgrf Choose a D-Channel Number: |0 % | andtype: |DCH %
+Interfaces
- Engineered Values
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans

Configuration

- Channel: 15 Type: DCH Card Type: DCIP Description: VirkNode 1005
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Select Edit to verify the configuration, as shown below. Verify DCIP has been selected for D
Channel Card Type field and the Interface type for D-Channel is set to Meridian Meridian

1(SL1). Under the Basic Options section, verify 128 is selected for the Output request Buffers
value.

D-Channels 15 Property Configuration

- Basic Configuration
Input Description Inpurt Value
Action Device And Mumber (ADAM):

D channel Card Type :|:|
Designator: | VirkMode1005

Recovery to Primary: [

FRIloop number for Backup D-channel: I:l

User:

Interface type for D-channel:| Meridian Meridian1 (L1} v|

Cnuntrf:l ETS 300 =102 basic protocol (ETSI) v|

D-Channel PRI loop number: I:l

FPrimary Rate Interface:| | [ more PRI ]

Secondary PRIZ qups:|:|

Meridian 1 node tﬂ:le:| Slave to the controller (USSR} v|

Release ID of the switch atthe far end:

Central Office switch tﬂ:le:| 100% compatible with Bellcore standard (STD) v|

Integrated Services Signaling Link Maximum: |:| Range: 1 - 4000
Signalling server resource capacity: | 3700 Range: 0 - 3700

Frimary D-channel for a backup DCH: |:| Range: 0 - 254
- PIMNX custumernumher:

- Progress signal:l w
- Calling Line ldentification :| v|
- Output request Eluffers:
- D-channel transmission Rate:l 26 kb/s when LCMT is AMI (56K) v|
- Channel Negotiation Dptiun:l Mo alternative acceptable, exclusive. (1) v|
- Remoate Capabhilities:
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5.4.2. Routes and Trunks Configuration

In addition to configuring a virtual D-channel, a Route and associated Trunks must be
configured. Expand Routes and Trunks on the left panel and expand the customer number. In
the example screen that follows, it can be observed that Route 15 has 32 trunks in the sample
configuration.

AVAYA CS1000 Element Manager

- System #| Managing: 10.80.141.402 Username: admin

+Alarms Routes and Trunks » Routes and Trunks
- Maintenance
+ Core Equipment
- Peripheral Equipment Routes and Trunks
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports -
- Wedia Gateways - Customer: 0 Total routes: 2 Total trunks: 64
- Zones STy
—Host and Route Tables - Route: 15 Type: TIE 'E)‘?;grl-ﬂlggﬁlP Add trunk
- Metwork Address Translation ' -
- Qo8 Threshaolds +Trunk: 1-32 Total trunks: 32
-Personal Directories . . Description: -
- Unicode Mame Directary +Route: 17 Type: TIE YTRKMNA005SIPLINE Add trunk
+Interfaces

-Engineered Values
+ Emergency Senvices
+ Software

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface

Select Edit to verify the configuration, as shown below. As can be observed in the Incoming
and outgoing trunk (ICOG) parameter, incoming and outgoing calls are allowed. The Access
code for the trunk route (ACOD) will in general not be dialed, but the number that appears in
this field may be observed on Avaya CS1000E display phones if an incoming call on the trunk is
anonymous or marked for privacy.

Customer 0, Route 15 Property Configuration

- Basic Configuration

Foute data block (RDB) (TYFE) :
Customernumber (CUST)
Route number (ROUT)

Designator field for trunk (DES) : W TREN10053IP
Tunk type (TKTF):

Incoming and outgoing trunk (JCOG) | Incoming and Cutgoing (1A0) w
Access code for the trunk route (ACOD) 1| 7900015

Trunktype MR (ME11F; :
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Further down in the Basic Configuration section verify the Node 1D of signaling server of this
route (NODE) matches the node shown in Section 5.1.1. Also verify SIP (SIP) has been
selected for Protocol ID for the route (PCID) field. The Zone for codec selection and
bandwidth management (ZONE) parameter can be used to associate the route with a zone for
configuration of the audio codec preferences sent via the Session Description Protocol (SDP) in
SIP messaging. The D channel number (DCH) field must match the D-Channel number shown

in Section 5.4.1.

The route is for a vittual trunk route (VTRK)

- Zone for codec selection and bandwidth 00099 . .
management (ZONE} : (0 - 2000)

- Mode |ID of signaling server of this route 1005

(MODE): (0-9999)
- Protocol ID forthe route (PCID) : | SIP (SIP) v
- Print correlation 1D in CDR far the route O
(CRID):

Integrated semnvices digital netwcrk option (ISDMN)
- Mode of operation (MODE) ;| Route uses 12DM Signaling Link (ISLD} w

- D channel number (DCH) - (15 (0-254)
- Interface type for route (IFC) | Meridian M1 {501} R
- Private network identifier (PNI) | 00001 (0-32700)

- Metwaork calling name allowed (MCNA)

- Metwork call recirection (NCRD)

--Trunk route opiimization (TRO): [

- Recognition of DTIZ2 ABCD FALT signal far 5L H

(FALT):
- Channel type (CHTY):|B-channel (BCH]) w
- Call type for cutgeing direct dialed TIE route - e
(CTYP- Unknown Call type (LKW -

-Insert ESM access code (INAC): []

- Integrated service accass route (ISAR): [

- Display of access prefixon CLID (DAPC): [
- Mobile extension route (MBXR)

- Screenindicator (SIND)

- Mohile extension outgoing type (MBXCOT) ;| Mational number (NPA) i

- Mohile extens on timer (MBXT) : |0 (0 - 8000 milliseconds)
Calling number dial ng plan (CHDP) ;| Unknown (LKW} w
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Scroll down and expand the Basic Route Options section. Check the North American toll
scheme (NATL) and Incoming DID digit conversion on this route (IDC), input DCNO 0 for
both Day IDC Tree Number and Night IDC Tree Number as shown below. The DCNO is
created later on in Section 5.5.5.

AVAyA C81000 Element Manager
- UCM Hetwork Services A -Basic Route Options A
_E;T: Aftendant announcement (ATAN) - | Mo Attendant Announcement, (MO} R
= Virtual Terminals Billing number required (BILM): []
- System : R |-
Py — Call detail recording (COR): [
- Maintenance Marth American toll scheme (NATL) :
+ Core Equipment =
- Peripheral Equipment Controls artimers (CNTL): [
+ P Network Conventional (Tie trunk anly) 0
+Interfaces (ST
-Engineered Values ’ - -
Incoming DID digit conversion on
+Emergency Services . %his r-jvute aoc) -
+ Software T
_ Customers -Day 1DC tree number (DCMO) - (0 (0-254)
- Routes and Trunks ) . L P
— Routes and Trunks - Might IDC tree number (NDMNOC) - |0 {0 - 254)
- D-Channels - Display external dialed digits 0
- Digital Trunk Interface (DEXT):
- Dialing and Numbering Plans Multifrequency cempelled or MFS v
- Electronic Switched Network " signaling (MFC) MNo MFC (MO} v
- Flexible Code Restriction Pracess notification networked calls
- Incoming Digit Translation ' I_‘PNNC.__ O

5.5. Dialing and Numbering Plans

This section provides the configuration of the routing used in the sample configuration for
routing calls over the SIP Trunk between Avaya Communication Server 1000E and Session
Manager for calls destined for the Cincinnati Bell eVantage IP Service. The routing defined in
this section is simply an example and not intended to be prescriptive. Other routing policies may
be appropriate for different customer networks.

5.5.1. Route List Block

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Select Route List Block (RLB) on the Electronic Switched Network (ESN) page as
shown on the following page.
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AVAYA CS1000 Element Manager

- UCM Network Services lManaging: 10.80.141.102 Usernams: admin
— Home Dialing and Numbering Plans » Electronic Switched Network (ESN)
- Links
- Vitual Terminals Electronic Switched Network (ESN)
- System
+ Alarms

- Maintenance
+Care Equipment
- Peripheral Equipment

- Customer 00
- Network Control & Services

+ P Metwark - Metwork Control Parameters (NCTL)
+Interfaces - E3M Access Codes and Parameters (EZH)
- Engineered Values - Digit r.-1:_-|ni|JL|Iati-:|n EII-:nc}c. |;DGTj:
+ Emergency Sernvices - Home Area Code (HRNPA)
+ Software - Flexible C_LID_ r.-lanipulati-j_n EII-ju:K_[C_f.-]DEIj:

- Customers - Free Calling Area Screening (FCAS)

- Free Special Mumber Screening (FSMNS)
- Route List Block (RLE}
- Incoming Trunk Group Exclusion (ITGE]
- Metwork Attendant Services (NAS)

- Coordinated Dialing Plan (CODP)

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Humbering Plans

- Electronic Switched Metwork - Local Steering Code (LSC)
— Flexinle Code Restriction - Distant Steering Code (DSC)
- Incoming Digit Translation - Trunk Steering Code (TSC)

The Route List Blocks screen is displayed. Enter an available route list index number in the
Please enter a route list index field and click to Add, or edit an existing entry by clicking the
corresponding Edit button. In the sample configuration, route list block index 15 is used. If
adding the route list index anew, scroll down to the Options area of the screen. If editing an
existing route list block index, select the Edit button next to the appropriate Data Entry Index as
shown below, and scroll down to the Options area of the screen.

AVAYA CS1000 Element Manager

+Interfaces

- Engineered Values
+ Emergency Services
+ Software

_ Customers Route List Blocks

- Routes and Trunks
-Routes and Trunks

-D-Channels Please enter a route list index (0-1999)

- Digital Trunk Interface
- Dialing and Numbering Plans

Managing: 10.80.141.102 Username: admin
Dialing and Numbering Plans » Electronic Switched Metwork (ESN) » Customer 00 » Network

- Electronic Switched Metwark + Route List Block Index -- 11 [ Edit

-Flexible Code Restriction . -

_||-|C|:||'|-|i|-|g DigitTrans|atiDn - RDU‘E‘ L|St BIOCHIME‘K --15 El:“t
- P“Tf'”%l t Initial Set: 0

-Templates

_ Repgrts Mumber of Alternate Routing Attempts: 5

- Views Zet Minimum Facility Restriction Level : 0

- Lists :
-Properties + Data Entry Index - 0

IMinpatiom
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Under the Options section, select <Route id> in the Route Number field. In the sample
configuration route number 15 was used. Default values may be retained for remaining fields.

AVAYA CS1000 Element Manager

- UCM Network Services A,
-Home
- Links
- Yirtual Terminals
- System —
+Alarms Route Mumber: | 15 »
- Maintenance
+ Care Equipment

- Peripheral Equipment Use Tone Detector: [
+|P Network
+Interfaces Conversion to LON: []
- Engineered Values
+Emergency Semvices
+ Software Strategy on Congestion: | Mo Reroute (NRR) v
- Customers
- Routes and Trunks hd

Options

Local Termination entry: [7]

Skip Conventional Signaling: [

Expensive Route: []

5.5.2. NARS Access Code

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Select ESN Access Codes and Parameters (ESN). Although not repeated below, this
link can be observed in the first screen in Section 5.5.1. In the NARS/BARS Access Code 1
field, enter the number the user will dial before the target PSTN number. In the sample
configuration, the single digit 9 was used.

AVAYA CS1000 Element Manager
- UCM MNetwork Services Managing: 10.80.141.102 Username: admin
—Home Dialing and Numbering Plans » Electronic Switched Network (ESM) » Customer 00 » Network Control & Servic
- Links and Basic Parameters
= Yirtual Terminals -
- System ESN Access Codes and Basic Parameters
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment General Properties
+1P Metwark
+Interfaces NARS/BARS Access Code 1 (9
- Engineered Values
+Emergency Services MARS Access Code 2
+ Software
_ Customers NARS/BARS Dial Tene after dialing AC1 or AC2 access codes:
- Routes and Trunks Expensive Route Warning Tone:
- Routes and Trunks
-D-Channels - Expensive Route Delay Time: |G (0103
- Digital Trunk Interface Coordinated Dialing Plan featurs for thi ‘ ]
- Dialing and Numbering Plans oordinated Dialing Plan feature for this customer;
- Electronic Switched MNetwark - Maximum number of Steering Codes: |2000 [1-24000)
- Flexible Code Restriction ' !
- Incoming Digit Translation - Mumber of digits in COP DN (DSC + DN or LSC + DN [4 (2-103
- Phones
- Templates Routing Contrals: []
-Reports Check far Trunk Group Access Restrictions: [
= WEW
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5.5.3. Numbering Plan Area Codes

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Scroll down and select Numbering Plan Area Code (NPA) under the appropriate
access code heading. In the sample configuration, this is Access Code 1, as shown below.

AVAYA CS1000 Element Manager
e |

+Alarms A - Digit Manipulation Block (DGET)
- Maintenance - Home Area Code (HMFPA)
+Core Equipment - Flexible CLID Manipulation Block (CMDE)
- Peripheral Equipment - Free Calling Area Screening (FCAS]
+ [P Metwaork - Free Special Mumber Screening (FEMNE]
+|nterfaces - Route List Block (RLE?
- Engineered Values - Incaming Trunk Group Exclusion (ITGE)
+ Emergency Senvices - Metwork Attendant Sernvices (MNAZ)
+Software - Coordinated Dialing Plan (COP)

- Customers - Local Steering Code (LSC)

- Routes and Trunks - Distant Steering Code (DEC)
- Routes and Trunks - Trunk Zteering Code (T3C)
-D-Channels - Numbering Plan (NET)
- Digital Trunk Interface

- ) - Access Code 1

- Dialing and Humbering Plans H Location Code (HLOC
- Electronic Switched Metwark - Home Location L.ode { !
L
- Incoming Digit Translation . o et

- Phones gtig - Exchange (Central Office) Code (MK

Temolates - Special Mumber (SFM)
- - P - Metwork Speed Call Access Code (MSCL)
- Bennre
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Add a new NPA by entering it in the Please enter an area code box and click to Add or click
Edit to view or change an NPA that has been previously configured. In the screen below, it can
be observed that various dial strings such as 1303 and 1800 are configured.

AVAYA CS1000 Element Manager

I ——
+Alarms | Managing: 10.80.141.102  Username: admin
-Maintenance Dialing and Mumbering Planz » Electrenic Switched Network (ESH} » Cuztomer 00 » Mumbering Plan
+Core Equipment (MET} = Accese Code 1 » Numbering Plan Area Code List
- Peripheral Equipment
I Numbering Plan Area Code List
+Interfaces

-Engineered Values
+Emergency Senices

+ Software Please enter an area code
- Customers
- Routes and Trunks + Humbering Plan Area Code - 1303 [Edit
- Routes and Trunks
-D-Channels + Humbering Plan Area Code — 1502 [Edit
- Digital Trunk Interface — -
- Dialing and Numbering Plans + Numbering Plan Area Code — 1615
- Electronic Switched Metwaork
- Flexible Code Restriction + Numbering Plan Area Code — 1720 [Edit
- Incoming Digit Translation —
- Phones + Numbering Plan Area Code — 1732 [Edit
- Templates -
-Reports : . :
i + Numbering Plan Area Code -- 1800

In the screen below, the entry for 1303 is displayed. In the Route List Index, 15 is selected to use
the route list associated with the SIP Trunk to Session Manager as shown in Section 5.4.2.
Default parameters may be retained for other parameters. Repeat this procedure for the dial
strings associated with other numbering plan area codes that should route to the SIP Trunk to
Session Manager.

Numbering Plan Area Code

General Properties
Mumbering Plan Area code
translation:
Route List Index: [ 19

Incaming Trunk group Exclusion
Index:
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5.5.4. Special Numbers to Route to Session Manager

In the testing associated with these Application Notes, special service numbers such as x11,
international calls, and operator assisted calls were also routed to Session Manager and
ultimately to the Cincinnati Bell eVantage IP Service. Although not intended to be prescriptive,
one approach to such routing is summarized in this section.

Expand Dialing and Numbering Plans on the left panel and select Electronic Switched
Network. Scroll down and select Special Number (SPN) under the appropriate access code
heading (as can be observed in the first screen in Section 5.5.3).

Add a new number by entering it in the Please enter a Special Number box and click to Add or
click Edit to view or change a special number that has been previously configured. In the screen
below, it can be observed that various dial strings such as 0, 011, 411 and 911 calls are listed.
Route list index 15 has been selected in the same manner as shown for the NPAs in the prior
section.

Special Number List
Please enter a Special Number
- Special Humber -- 0
Flexible length: O
International dialing plan: MO
Type of call that is defined by the special number: MOMNE
Route listindex: 15
- Special Humber -- 011
Flexible length: 0
International dialing plan: YES
Type of call that is defined by the special number: INTL
Route listindex: 15
- Special Humber -- 411
Flexible length: 0
International dialing plan: MO
Type of call that is defined by the special number: MOMNE
Route listindex: 15
- Special Number -- 811
Flexible length: 0
International dialing plan: MO
Type of call that is defined by the special number: NOMNE
Foute listindex: 15
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5.5.5. Incoming Digit Translation

In general, the incoming digit translation can be used to manipulate the digits received for an
incoming call if necessary. Since Session Manager is present, Session Manager can be used to
perform digit conversion using an Adaptation as shown in Section 6.4, and digit manipulation
via the CS1000E Incoming Digit Translation table may not be necessary. If the DID number sent
by Cincinnati Bell is unchanged by Session Manager, then the DID number can be mapped to an
extension using the Incoming Digit Translation. Both Session Manager digit conversion and
CS1000E incoming digit translation methods were tested successfully.

Expand Dialing and Numbering Plans on the left panel and select Incoming Digit
Translation. Click on the Edit IDC button as shown below.

AVAYA C&1000 Element Manager
- Engineered "'-"-3|U_95 | Managing: 10.80.141.102 Username: admin
+ Emergency Senvices Dialing and Numbering Plans » Incoming Digit Translation
+ Software

- Customers

Incoming Digit Translation

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface - Customer: 00 Edit IDC

- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

Click on the New DCNO to create the digit translation mechanism or if editing an existing one,
select the Edit DCNO button next to the appropriate Digit Conversion Tree Number. In this
example, Digit Conversion Tree Number (DCNO) 0 has been created as shown below.

AVAYA CS81000 Element Manager
- Engineered "'-"'3|U_99 | Managing: 10.80.141.102 Username: admin
+ Emergency Services Dialing and Numbering Plans » lncoming Digit Translation » Customer 00
+ Joftware
- Customers Customer 00 Incoming Digit Conversion Property

- Routes and Trunks
- Routes and Trunks

- D-Channels
- Digital Trunk Interface - Digit Conversion Tree Humber: 0 Edit DCNO
- Dialing and Numbering Plans
- Electronic Switched Metwork - Digit Conversion Tree Number: 1 MNew DCHNO
- Flexible Code Restriction
- Incoming Digit Trans!ation - Digit Conversion Tree Number: 2 MNew DCNO
- Phones - ) — -
—Templates - Digit Conversion Tree Humber: 3 Mew DCHO
- Rlip\.j TE - Digit Conversion Tree Humber: 4 MNew DCNO
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Detail configuration of the DCNO is shown below. The Incoming Digits can be added to map to
the Converted Digits which would be the CS1000E system phones DN. This DCNO has been
assigned to route 15 as shown in Section 5.4.2.

In the following configuration, the incoming DID 5135555180 will be translated to CS1000E
DN 2900.

AVAYA CS1000 Element Manager

- Customers | Managing: 10.80.441.102 Username: admin

- Routes and Trunks Dialing and Mumbering Plans » Incoming Digit Translation » Customer 00 » Digit Conversion Tree 0 Configuration
- Routes and Trunks
-D-Channels

 Digital Trunk Interface Digit Conversion Tree 0 Configuration

- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

- Phones
-Templates Add Delete IDC tree Refresh
-Reports
- \Views Incoming Digits Converted Digits CPND Mame CPND language

- Lists U -
1 5135555180 900 , Roman characters
- Properties o .
- Migration
-Tools

5.6. Zones and Bandwidth

Zone configuration can be used to control codec selection and for bandwidth management. To
configure, expand System = IP Network on the left panel and select Zones as shown below.

RegularlDC tree
Send calling party DID disabled

AV/-\y/-\ CS1000 Element Manager
- UCI Network Services Managing: 10.80.141.102 Username: admin
- Home System » IP Network » Zones
- Links
- Virtual Terminals Zones
- Sy:l.tem Zones are used to group related information for either bandwidth or dial plan numbering purposes.
+Alarms
- Maintenance Bandwidth Zones
+Core Equipment Bandwidth zones are used for alternate routing of calls between IP stations and alsc for bandwidth management.
- Peripheral Equipment )
~IP Netwark Numbering Zones
- Modes: Servers, Media Cards Mumbering zones are used to route calls through a centralized call server.

- Maintenance and Reports

- Media Gateways

-Zones

-Host and Route Tables

- Metwork Address Translation (M

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 34 of 103
SPOC 12/17/2012 ©2012 Avaya Inc. All Rights Reserved. CBTCS1K75SM62



Select Bandwidth Zones. In the sample lab configuration, two zones are configured. In
production environments, it is likely that more zones will be required. Select the zone associated
with the virtual trunk to Session Manager and click Edit as shown below. In the sample
configuration, this is Zone number 99.

Bandwidth Zones

[ Add ] [ Edit ] [Import ] [ Export ] [['-;1aintenance ] [ Delete ] Refresh
Zone & Intrazone Bandwidth [ntrazone Strateqy  Interzone Bandwidth Interzone Strateqy  Resource Tvpe Zone Intent Description

101 1000000 BQ 1000000 BQ SHARED [{i1e] IPSETS

2(® 99 1000000 BB 1000000 BB SHARED VTRK YTRUNK

In the resultant screen shown below, select Zone Basic Property and Bandwidth
Management.

Edit Bandwidth Zone

Zone Basic Property and Bandwidth Management

Adaptive Metwark Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Property

Media Services Zone Properties

The following screen shows the Zone 99 configuration. Note that Best Bandwidth (BB) is
selected for the zone strategy parameters so that codec G.729A is preferred over codec G.711MU
for calls with Cincinnati Bell eVantage IP Service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZONE): = {1-8000)
Intrazone Bandwidth (INTRA_BW): | 1000000 [0 - 10000000 )

Intrazone Strategy (INTRA_STGY): m
Interzone Bandwidth (INTER_BW): | 1000000 | |5 10000000
Interzone Strategy (INTER_STGY): | Best Bandwidth (BB) |
Resource Type (RES_TYPE): | Shared (SHARED) |+ |
Zone Intent (ZBRH): | VTRK (VTRK]
Description (ZDES): |[WVTRUNK

Submit ] [ Refresh ] [ Cancel
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5.7. Example CS1000E Telephone Users

This section is not intended to be prescriptive, but simply illustrates a sampling of the telephone
users in the sample configuration.

5.7.1. Example SIP Phone DN 7108, Codec Considerations

The following screen shows basic information for a SIP phone in the configuration. The
telephone is configured as Directory Number 7108. Note that the telephone is in Zone 1 and is
associated with Node 1005 (see Section 5.1). A call between this telephone and another
telephone in Zone 1 will use a best quality strategy (see Section 5.6) and therefore can use
G.711MU. If this same telephone calls out to the PSTN via the Cincinnati Bell eVantage IP
Service, the call would use a best bandwidth strategy, and the call would use G.729A.

AVAYA €S1000 Element Manager
- UCM Network Services
_Home IManaging: EM on cs1k-cpdc(10.80.141.102)
- Links Phones=Fhone Details
- Virtual Terminals
- System —
+Alarms Phone Details
- Maintenance
+ Core Equipment
- Peripheral Equipment [ System: EM on cs1k-cpdc
+IP Network / ] '
+Interfaces ( -afjl. Fhone Type: UEXT-SIFL
- Engineered Values \ Yy / . X
+Emergency Senvices \ 4 Sync Status: TRN
+ Software
- Customers

General Properties | Features | Keys | UserFields Custom View: | All +

- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface

- Dialing and Humbering Plans
- Elgctronic Switched Metwork
- Flexible Code Restriction
- Inceming Digit Translation

General Properties

- Phones Customer Number: *
- Templates
- Reports Terminal Mumber:
- Views
- Lists . —
Designation: |SIPL2 * (1.5 charactars
- Properties g (1-6 characters
- Migration
[ " *
-Tools Zone: |1

+Backup and Restore
- Date and Time
+Logs and reports

S T £ rharacters
- Security IP User Name: |7108 * (1_16 characters
+Passwords
+Policies Mode 1d: |1005 *

+Login Options
SuperUser: []
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5.7.2. Example Digital Phone DN 7107 with Call Waiting

The following screen shows basic information for a digital phone in the configuration. The
telephone is configured as Directory Number 7107.

AVAVA CS$1000 Element Manager
- UCI Network Services
—_Home Managing: EM on cs1k-cpdc{10.80.141.102)
-Links Phones=Phaone Details

- Virtual Terminals
- System "

+Alarms Phone Details

- Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Metwork
+Interfaces
- Engineered Values
+Emergency Senices
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
-Incoming Digit Translation

— Phones Customer Number: *
- Templates
- Reports Terminal Number:
- Views
- Lists i ien: s £ characters
~Praperties Designation: (DIG * 1.8 characters
- Migration

System: EM on cs1k-cpdc
Fhone Type: M3904

Sync Status: TRM

General Properties | Features | Keys | UserFields

General Properties

The following screen shows basic key information for the telephone. It can be observed that the
telephone can support call waiting with tone. Although not shown in detail below, to use call
waiting with tone, assign a key CWT — Call Waiting, set the feature SWA — Call waiting from
a Station to Allowed, and set the feature WTA — Warning Tone to Allowed.

Keys
Key Mao. Key Type Key Value
SCR - Single Call Ringing v -
0 Directory Number 7107 4
Multiple Appearance Redirection Prime(MARF}
First Mame Last Mame Dizplay Format | Language
John Digital First, Last | |Roman |+
CLID Entry (Mumeric or D} 0
AMIE Entry
WT - Call Waiting hd
1
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5.7.3. Example Analog Port with DN 7106, Fax

The following screen shows basic information for an analog port in the configuration that may be
used with a telephone or fax machine. The port is configured as Directory Number 7106.

—Home IManaging: EM on cs1k-cpdc{10.80.141.102}
- Links Phones=FPhone Details

-Virtual Terminals
- System <

+ Alarms Phone Details

- Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Metwark
+Interfaces
- Engineered Values
+Emergency Senvices
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

System: EM on cs1k-cpdc
FPhone Type: 500

Sync Status: TRMN

General Properties | Features | Single Line Features | UserFields

General Properties

- Phones Customer Mumber: *
-Templates
-Reports Terminal Mumber:
-Views
- Lists ) o
Designation: |ANAD * (1.5 characters
- Properties g (1-6 characters
- Migration
-Tools
# SEERID AT RESIE Directory Mumber: |7106 |~ G4

- Date and Time
+| nns and renort

When an analog port is used for a fax machine, Modem Pass Through Allowed (MPTA) can be
set to cause G.711 to be used instead of T.38 for fax calls, even if the zone configuration would
otherwise have resulted in G.729. For example, if MPTA is configured, and an inbound call
arrives from Cincinnati Bell eVantage IP Service, the CS1000E will respond with a 200 OK,
selecting G.711 for the call in the SDP answer, even if the SDP offer from Cincinnati Bell listed
G.729 before G.711. Similarly, for an outbound call with MPTA configured, the CS1000E will
send the INVITE with an SDP offer for G.711. See Section 2.2 for T.38 limitations with the
Cincinnati Bell eVantage IP Service.

To configure MPTA, scroll down to the Features area and locate the feature with description
Modem Pass Through. From the drop-down menu, select MPTA as shown below.

Features
Feature Description Value:
MIrA Message Intercept Treatment Denied 2
MLWU_LANG Language for Automatic Wake Up Language 0 (RAM1/RANZ)
MPT Modem Pass Through MPTA
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5.8. Save Configuration

Expand Tools = Backup and Restore on the left panel and select Call Server. Select Backup
(not shown) and click Submit to save configuration changes as shown below.

AVAYA CS1000 Element Manager

- _____________________________________________________________________________________________________|
- Phones 5 lManaging: 10.80.141.102 Usernams: admin
-Templates Toolz » Backup and Restore » Call Server Backup and Restore » Call Server Backup
-Repors
- V1EWS Call Server Backup
- Lists
-Properties
- Migration
~Tools Action | Backup v
-Backup and Restore
- Call Server
- Personal Directories
-Date and Time
+Logs and reports
- Security
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6. Configure Avaya Aura® Session Manager
This section provides the procedures for configuring Session Manager. The procedures include

adding the following items:

SIP domain

Logical/physical Location that can be occupied by SIP Entities

SIP Entities corresponding to CS1000E, Avaya SBCE and Session Manager
Entity Links, which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIP Entities

Routing Policies, which control call routing between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed
Session Manager Instance, corresponding to the Session Manager server to be administered
in System Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. Avaya Aura® System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL https://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. Log in with the appropriate credentials and click on Log On (not shown). The

screen shown below is then displayed.

AVAYA

directary

ta users

Users

Administrators
Manage Administrative Users
Directory Synchronization
Synchronize users with the enterprise

Groups & Roles
WManage groups, roles and assign roles

User Management
Manage users, shared user resources
and provision users

Avaya Aura® System Manager 6.2

Elements

B5800 Branch Gateway
Manage BS800 Branch Gateway 6.2
elements
Communication Manager
Manage Communication Manager 5.2
and higher slements
Conferencing
Manage Confersncing Multimedia Sarver
objects
Inventory
Manage, discover, and navigate to
elements, update element software
Meeting Exchange
Manage Meeting Exchange and Avaya
Aura Conferencing 6.0 elements
Messaging
Manage Avaya Aura Messaging,
Communication Manager Messaging, and
Modular Messaging
Presence
Presence

Routing

Network Routing Policy
Session Manager

Session Manager Elerent Manager
SIP AS 8.1

SIP AS 8.1

Last Logged on at May &, 2012 10:48 AM
Help | About | Change Password | Log off admin

Services

Backup and Restore
Backup and restore System Manager
database
Bulk Import and Export
Manage Bulk Import and Export of
Users, User Glohal Settings, Roles,
Elements and others
Configurations
Manage system wide configurations
Events
Manage alarms, view and harvest logs
Licenses
view and configure licenses
Replication
Track data replication nades, repair
replication nodes

Scheduler
Schedule, track, cancel, updats and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager, Messaging System and B5E00
Branch Gateway elements
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

® Last Logged on at May &, 2012 10:48 AM
AVAyA AVaya Au ra SyStem Manager 6 . 2 Help | About | Change Password | Log off admin
Routing ®| Home
Routing FiiHome / Elements / Routing
Domains Help ?
. Introcduction to Network Routing Policy
Locations
Adaptations MNetwork Routing Policy consists of several routing applications like "Domains", "Locations”, "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure your network configuration is as
follows:
Entity Links

Time Ranges Step 1: Create "Domains" of type SIP {other routing applications are referring domains of type SIP).

Routing Policles Step 2: Create "Locations

Dial Patterns Step 3: Create "Adaptations”
Regular Expressions Step 4! Create "SIP Entities"
Defaults - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

- Create all "other SIP Entities" {Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assign the appropriate "Locations", "adaptations" and "Outbound Proxies"

Step 5: Create the "Entity Links"
- Between Session Managers

- Between Session Managers and "other SIP Entities"

6.2. Specify SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. For the compliance test, this includes the enterprise domain (avayalab.com).
Navigate to Routing = Domains and click the New button in the right pane (not shown). In the
new right pane that appears, fill in the following:

e Name: Enter the domain name.
e Type:  Select sip from the pull-down menu.
e Notes:  Add a brief description (optional).

Click Commit. The screen below shows the entry for the avayalab.com domain.

MEHome / Elements / Routing / Domains

Help ?

Domain Management Commit] [Cancel

wWiarning: SIP Darnain name change will cause login failure for Cornrnunication Address handles with this domain, Consult
releasze notes or Support for steps to reset login credentials,

1 Itemn | Refresh Filter: Enable
Name Type Default Notes
* lavavalab.com sip 1
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing -> Locations in the left-hand navigation pane and click the New button in the right pane
(not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
e Notes:  Add a brief description (optional).

The Location Pattern was not populated. The Location Pattern is used to identify call routing
based on IP address. Session Manager matches the IP address against the patterns defined in this
section. If a call is from a SIP Entity that does not match the IP address pattern then Session
Manager uses the location administered for the SIP Entity. In this sample configuration
Locations are added to SIP Entities (Section 6.5), so it was not necessary to add a pattern.

The following screen shows the addition of SessionManager, this location will be used for
Session Manager. Click Commit to save.

[ Home / Elements / Routing / Locations

Help ?
Location Details

Commit| [Cance
General

* Name: |SessionManager

Notes: |Session Manager

Overall Managed Bandwidth
Managed Bandwidth Units: kbit/sec »
Total Bandwridth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

SPOC 12/17/2012

Alarm Threshold

Location Pattern

0 Iterns  Refresh

IP Address Pattern

Maximum Multimedia Bandwidth (Intra-Location):
Maximum Multimedia Bandwidth {Inter-Location):
* Minimum Multimedia Bandwridth:

* Default Audio Bandwidth:

Overall Alarm Threshold:
Multimedia aAlarm Threshold:
* Latency before Owverall Alarm Trigger:

* Latency before Multimedia Alarm Trigger:

1000 KbitfSec
1000 Kbit/Sec
64 Kbit/Sec

20 |Khit/sec v

a0 ¥
80 ¥ | v
5 Minutes

5 Minutes

Notes

Filtar: Enahble
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Note: Call bandwidth management parameters should be set per customer requirement.

Repeat the preceding procedure to create a separate Location for CS1000E and Avaya SBCE.

Displayed below is the screen for CS1K-Location used for CS1000E.

Location Details

General

¥ mame: [CS1K-Location

Motes: |C51000 lab 140

Overall Managed Bandwidth

Managed Bandwidth Units: khitisec
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

MEHome f Elements / Routing / Locations

Help ?

Cormmit| |Cancel

Maximum Multimedia Bandwidth .
(Intra-Location): 1000] Kbit/Sec
Maximum Multimedia Bandwidth .
(Inter-Location): 1000 Kbit/Sec
* Minimum Multimedia Bandwidth: 54 KhitfSec
* pefault Audio Bandwidth: 20| | kbitfsec
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Below is the screen for Loc19-ASBCE used for Avaya SBCE.

"Il Home / Elements / Routing / Locations

Help 2
Location Details Cormmit] [Cancel
General
* Name: |Locl19-ASBCE
Motes: |Location 19 Avaya SBC
Overall Managed Bandwidth
Managed Bandwidth Units: kKhitfsec
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth .
(Intra-Location): 1000] Kbit/Sec
Maximum Multimedia Bandwidth .
(Inter-Location): 1000 Kbit/Sec
* Minimum Multimedia Bandwidth: 64 Khit/Sec
* pefault Audio Bandwidth: 20| |Ebit/sec
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6.4. Adaptations

To view or change adaptations, select Routing - Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed.

The following screen shows the adaptations that were available in the sample configuration.

M Home / Elements / Routing / Adaptations
Help ?
Adaptations
6 Items Refresh Filter: Enable
] Name Module name Egress L Motes
Parameters

[0 c£sik-adaptation cCs1000Adapter fromto=true CS1K Adaptor
Diversion- . . _ Convert History-Info

|:| Adapter DiversionTypeAdapter MIME=no ta Diversion
Locl9-CM-Lab . ) Caonvert 10 digit DID
— DigitConversionAdapter

O Adaptation s F to Ext.

O Eemove+ DigitConversionAdapter fromto=true Rermove +

Select : All, Mone

The adapter named CS1K-Adaptation will later be assigned to the SIP Entity linking Session
Manager to CS1000E for calls involving Cincinnati Bell eVantage IP Service. This adaptation
uses the CS1000Adapter to convert digits between CS1000E and Cincinnati Bell. The Module
parameter fromto=true will include the FROM and TO headers in the digit conversion.

‘
Help 2
Adaptation Details Caommit) |[Cancel
General
* Adaptation name: CS1K-Adaptation
Module name: | CSi000&dapter A
Module parameter: fromto=trus
Egress URI Parameters:
Notes: |CS1K adaptor
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Scrolling down, in the Digit Conversion for Incoming Calls to SM section, click Add to
configure entries for calls from CS1000E users to Cincinnati Bell. The text below and the screen
example that follows explain how to use Session Manager to convert the CS1000E directory
numbers that are in the From and P-Asserted-ldentity headers to the corresponding Cincinnati
Bell DID numbers.

e Matching Pattern  Enter Avaya CS1000E extensions (or extension ranges via
wildcard pattern matching). For other entries, enter the dialed
prefix for any SIP endpoints registered to Session Manager (if

any).
e Min Enter minimum number of digits (e.g., 4).
Max Enter maximum number of digits (e.g., 4).
o Delete Digits Enter 0, unless digits should be removed from dialed number

before routing by Session Manager. For CS1000E extensions
that do not match the last digits of the Cincinnati Bell DID, enter
the number of digits in the extension to remove all digits.
e Insert Digits Enter the Cincinnati Bell DID corresponding to the matched
extension or DID prefix for a range of extensions.
Address to modify  Select both.

Digit Conversion for Incoming Calls to SM

5 Items | Refresh Filter: Enable
- s Phone Delete - Address to -
D Matching Pattern Min Max Context Digits Insert Digits modify Adaptation Data Notes
D #2900 ) * 4 ) 5135555185 both b Convert Ext to DID
D * 51 g * g 0 513555 both b Convert Ext to DID
O * 7106 * 4 * g * 4 5135555180 both v Convert Ext to DID
(] * 7107 * 4 * g * 4 5135555181 both v Convert Ext to DID
] * 7108 * 4 * g * 4 5135555182 both b Convert Ext to DID
< >

Select : all, Mone
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Scrolling down, the following screen shows a portion of the CS1K-Adaptation adapter that can
be used to convert digits between the CS1000E extension numbers and the DID numbers
assigned by Cincinnati Bell.

An example portion of the settings for Digit Conversion for Outgoing Calls from SM (i.e.,
inbound to CS1000E) is shown below. It can be observed that the first two entries are used to
match a range of numbers while the last entry is used to match on a specific number.

Digit Conversion for Outgoing Calls from SM

5 Items | Refresh Filter: Enable
D Matching Pattern Min Max E:ag:xt g?gl;i';e Insert Digits ﬁ_'ic‘l;;::s to Adaptation Data Motes
[]  * |s13sssst * 10 ¥ 10 * 10 5180 both v INBOUND DID to Ext
[0  * 5135555180 * 10 ¥ 10 * 10 7106 both v INBOUND DID to Ext
[0 * 5135555181 * 10 * 10 * 10 7107 bath v INBOUND DID to Ext
[0 * |s135555182 * 10 * 10 * 10 7108 both v INBOUND DID to Ext
[0 * |s135555185 * 10 * 10 * 10 2900 both v INBOUND DID to Ext
< >
Select : all, Mone
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6.5. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it which includes CS1000E and Avaya SBCE. Navigate to Routing = SIP Entities in the
left-hand navigation pane and click on the New button in the right pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:

¢ Name:

Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

e Type:

e Adaptation:

Enter Session Manager for Session Manager, CM for
CS1000E and SIP Trunk for Avaya SBCE.
This field is only present if Type is not set to Session Manager.

If applicable, select the Adaptation Name that will be applied to
this entity.

e Location:
e Time Zone:

Select one of the locations defined previously.
Select the time zone for the location above.

The following screen shows the addition of Session Manager. The IP address of the Session
Manager signaling interface is entered for FQDN or IP Address.

AlHome / Elements / Routing / SIP Entities

Help ?
SIP Entity Details Commit
General
* Name: DenverSM
* FQDM or IP Address: [10.64.19.210
Type: | Session Manager
MNotes: |Session Manager
Location: | SessionManager %
Qutbound Proxy: ¥
Time Zone: | America/Denver b
Credential name:
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration
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To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities. This section
defines a default set of ports that Session Manager will use to listen for SIP requests, typically
from registered SIP endpoints. Session Manager can also listen on additional ports defined
elsewhere such as the ports specified in the SIP Entity Link definition in Section 6.6.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which Session Manager can listen for SIP
requests.

¢ Protocol: Transport protocol to be used to send SIP requests.

e Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Click Commit to save.

For the compliance test, four Port entries were added.

Port
TCP Failover port:
TLS Failover port:

4 Items | Refresh

Filter: Enable

I | Port Protocol Default Domain Notes

| 5051 TLE w avayalab.comn

| 5071 TLS % avayalab.com

. 5060 TCP » avayalab.com

| 5061 TLE w avayalab.comn w

Select : all, None
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The following screen shows the addition of CS1000E. The FQDN or IP Address field is set to
the IP address of the Node IP on CS1000E defined in Section 5.1.1. The Adaptation field is set
to the CS1K-Adaptation created in Section 6.4 and the Location is set to the one defined for

CS1000E in Section 6.3.

SIP Entity Details

General

S5RY

SIP Link Monitoring

* hName:
* FQDM or IP Address:
Type:

MNotes:

Adaptation:
Location:
Time Zone:
* SIP Timer B/F {in seconds ):
Credential name:

Call Detail Recording:

CommProfile Type Preference:

SIP Link Monitoring:

CS1E
10.80.140.103
Other

CS1K Lab 140

CS1k-adaptation b
CS1K-Location  »

&merica/Denvyer hd

Override Port & Transport with DNS 0

4

none bl

Use Session Manager Configuration »

MEHome / Elements / Routing / SIP Entities

Help ?

Cormmit] [Cancel
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The following screen shows the addition of Avaya SBCE SIP Entity. The FQDN or IP Address
field is set to the IP address of its private network interface (see Figure 1). The Location is set to
the one defined for Avaya SBCE in Section 6.3. Link Monitoring Disabled was selected for
SIP Link Monitoring.

Home / Elements / Routing / SIP Entities

Help ?
SIP Entity Details Commit| |Cancel
General
* Name: |Locl9-ASBCE
* FQDMN or IP Address: 10.64,19.100
Type: | COther
Motes: |Avaya SBC
Adaptation: b
Location: |Locl9-ASBCE b
Time Zone: |americafDenver b
Override Port & Transport with DNS 0
SRV:
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: |none %
CommProfile Type Preference: b
SIP Link Monitoring
SIP Link Monitoring: | Link Maonitaring Disahled hd
* Proactive Monitoring Interval (in oon
seconds):
* Reactive Monitoring Interval (in 190
seconds):
* Mumber of Retries: |1
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6.6. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described as an Entity Link.
Two Entity Links were created; one to CS1000E and one to Avaya SBCE. To add an Entity
Link, navigate to Routing - Entity Links in the left-hand navigation pane and click on the
New button in the right pane (not shown). Fill in the following fields in the new row that is
displayed:

e Name: Enter a descriptive name.

e SIP Entity 1:  Select the SIP Entity for Session Manager.

¢ Protocol: Select the transport protocol used for this link.

e Port: Port number on which Session Manager will receive SIP requests from the
far-end.

e SIP Entity 2:  Select the name of the other system. For CS1000E, select the CS1000E
SIP Entity defined in Section 6.5.

e Port: Port number on which the other system receives SIP requests from the
Session Manager.
e Trusted: Check this box. Note: If this box is not checked, calls from the associated

SIP Entity specified in Section 6.5 will be denied.

Click Commit to save. The following screens illustrate the Entity Links to CS1000E and Avaya
SBCE.

Entity Link to CS1000E:

Entity Links Cancel
1 Item | Refresh Filter: Enable
Name SIP Entity 1 Protocol = Port SIP Entity 2 Port E“;gﬁi:i““ Notes
* [3M to CS1K * [Denversm v TcP v * [soe0 * [cs1k v|  * 5060 Trusted | ToCSiK

Entity Link to Avaya SBCE:

Entity Links Commit] [Cancel
1 Item @ Refresh Filter: Enable
Name SIP Entity 1 Protocol | Port SIP Entity 2 Port C“;“‘?‘“"“ Notes

olicy
* 1SM to Locl9-ASBCE * | DenversSM W TCP * 5060 * | Locl9-ASBCE w * 5060 Trusted w To Avaya SBC
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6.7. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two routing policies must be added; one for CS1000E and one for
Avaya SBCE. To add a routing policy, navigate to Routing = Routing Policies in the left-hand
navigation pane and click on the New button in the right pane (not shown). The screen below is
displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name.
o Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select
(not shown). The selected SIP Entity displays on the Routing Policy Details page as shown
below. Use default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies for CS1000E and Avaya SBCE.

Routing Policy for CS1000E:

AlHome / Elements / Routing / Routing Policies
Help ?
Routing Policy Details Commit
General
* Name: |To-CS1K
Disabled: [
* Retries: |0
Notes:
SIP Entity as Destination
Mame FQDMN or IP Address Type Motes
CS1K 10.80.140.103 Other CS1K Lab 140
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Routing Policy for Avaya SBCE:

'l Home / Elements / Routing / Routing Policies

Help ?

Routing Policy Details Commit| [Cancel

General
* Name: |[To-ASBCE
Disabled: []

* Retries: 0

MNotes:

SIP Entity as Destination

Name FQDN or IP Address Type MNotes
Locl9-ASBCE 10.64.19.100 Other Avaya SBC

6.8. Add Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from CS1000E to Cincinnati Bell and vice versa. Dial
Patterns define which route policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, navigate to Routing = Dial
Patterns in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:

o Pattern: Enter a dial string that will be matched against the Request-URI of the
call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain:  Enter the destination domain used in the match criteria.

o Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
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Two examples of the dial patterns used for the compliance test are shown below. The first
example shows that that in the shared test environment, 11 digit dialed numbers that begin with 1
originating from CS1K-Location uses route policy To-ASBCE.

Dial Pattern Details

General
* Pattern: |1
* Min: |11
* Max: |11

Emergency Call: []
Emergency Priority: 1

Emergency Type:

SIP Domain: | -ALL- hd

Motes: |1+ Outbound

Originating Locations and Routing Policies

[ Home / Elements / Routing / Dial Patterns

Help 2

Commitf |Cancel

2 Items | Refresh Filter: Enable
A q q Routing - - -

[ onginating Location Name 1 - JrOSNNS - RoMing L mank 2o Policy | potmapeler  Rewn

|:| C3S1K-Location C51000 lab 140 To-ASBCE o Locl9-ASBCE

[} Locl9-CMLab Lab CM 10.64,19.205 To-ASBCE o Locl9-ASBCE

Select : all, None
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The second example shows that a 10 digit number starting with 51355551 and originating from
Loc19-ASBCE uses route policy To-CS1K. This is a DID range 513-555-5100 through 513-
555-5199 assigned to the enterprise from Cincinnati Bell.

'l Home / Elements / Routing / Dial Patterns

Help ?
Dial Pattern Details Commit| |Cancel
General
* Pattern: 51355551
* Min: (10
* Max: |10
Emergency Call: []
Emergency Priority: 1
Emergency Type:
SIP Domain: |avavalab.com
Notes: |CBT DIDs
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enable
[ originating Location Name 1 - Origitotine  RoutinoPolics ponyc .. 'wglicy!  favtimoPolics  Routing Policy
[0 Loci9-ASBCE 'é%cgtm” 19 Avaya To-CS1K 0 csiK
Select : all, None
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6.9. Add/Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager - Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If the Session Manager instance already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the screen below:

In the General section, enter the following values:

¢ SIP Entity Name: Select the SIP Entity created for Session
Manager.
e Description: Add a brief description (optional).

e Management Access Point Host Name/IP:  Enter the IP address of the Session Manager
management interface.

The screen below shows the Session Manager values used for the compliance test.

il Home / Elements / Session Manager

Help ?

Edit Session Manager Commit] |Cancel
General | Security Module | NIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Expand All | Collapse aAll

General =

SIP Entity Name DenverSM

Description |Session Manager

*Management Access Point Host Name/fIP |10.20,150,210

*Direct Routing to Endpoints | Enable «
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In the Security Module section, enter the following values:

e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface.

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager.

o Default Gateway: Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields. Click Save (not shown) to add this Session Manager.
The screen below shows the remaining Session Manager values used for the compliance test.

Security Module =

SIP Entity IP Address 10.564.19.210

*Metwork Mask 255,255 2550
*Default Gateway |10.64.19.1
*Call Control PHB |46

*Q0OS Priority |6

*Speed & Duplex | Auto i
YLAM ID
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 58 of 103

SPOC 12/17/2012 ©2012 Avaya Inc. All Rights Reserved. CBTCS1K75SM62



7. Configure Avaya Session Border Controller for Enterprise
This section covers the configuration of the Avaya SBCE. It is assumed that the Avaya SBCE
software has already been installed.

A pictorial view of this configuration is shown below. It shows the components needed for the
compliance test. Each of these components is defined in the Avaya SBCE web configuration as

described in the following sections.

-

Cincinnati Bell Enterprise
f Global Profiles \ /_ Domain Policies \ / Domain Paolicies \ / Global Profiles \'
Routing Signaling Rules Signaling Rules Routing
Route_to_CBT SipTrunk Sig Rule Avaya Route_to_SM&2-Lab1
Outbound 10.64.19.210
192.168.176.168:5060
Media Rules Media Rules -
. New-Med-Low New-Med-Low Topology H'dmg
Topology Hiding Enterprise
CBT SIP Trunk
Application Rules Application Rules s i
. N ) ) . erver Interworking
Server Interworking MaxVoiceSession MaxVoiceSession )
CBT-Interworking Lab1-Interworking
End Point Policy End Point Policy Server Configuration
Server Configuration Groups Groups SM62-Lab1
Cincinnati Bell SIP Trunk_DomPolicy Enterprise_DomPolicy 10.64.19.210
192.168.176.168 \ / \ / \ /l
/— Device Specific Semngs—\ / Device Specific Settings\
Network Network
Management Management
B1 A1
IP: 192.168.62.92 IP: 10.80.150.100
Signaling Interface Signaling Interface
Sig_Outside Sig_Inside
5060 5060
Media Interface Media_ lnter!ace
Media_Outside Media_Inside
8000-8999 2048-3329
Server Flows Server Flows
CBT_Flow SM62-Lab1-Flow
\. Y
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Use a WEB browser to access the Element Management Server (EMS) web interface, and enter
https://<ip-addr>/ucsec in the address field of the web browser, where <ip-addr> is the

management LAN IP address of the Avaya SBCE.

Log in with the appropriate credentials. Click Sign In.

|>

Signin

©) Sipera

Systems

LEARN - VERIFY -~ PROTECT

The UC-Seac ™ family of products from Sipera Systems delivers comprehensive
YWolP security by adapting the best practices of internet security and by using unigque,
sophisticated technigques such as YolP protocal misuse & anomaly detection,
behavioral learning hased anomaly detection and vaice spam detection to protect
WolP networks.

Visit the Sipera Systems website to learn mare.

HNOTICE TO USERS: This systern is for authorized use only. Unauthorized use of this
systerm is strictly prohibited. Unautharized ar improper use of this system may
result in civil andiar criminal penalties. Use ofthis systern constitutes consent to
security monitaring. All activity is logged with lagin info, host name and IP address.

The main page of the UC-Sec Control Center will appear.

UC-Sec Control Center
t time iz 10:53:55 PM GMT

@ Sipera

Systems

A comprehensive IP Communications Security product, the Sipera UC-Sec offers a complete
suite of security, enablement and compliance features for protecting and deploying unified
comrmunications such as Yoice-over-IP (ValP), instant ressaging d), multirmedia, and
collaboration applications.

B8 system Management
|0 Glohal Parameters

|2 Global Profiles

| SIP Cluster

|2 Domain Policies

(=) Device Specific Setings
| Troubleshooting

3 TLS Management

|0 IM Logging

Ifyou need suppart, please call our tall free number at (366) 861-3113 or e-mail
suppott@E@sipera.com.

Alarms (Past 24 Hours)

Mane found

Incidents (Past 24 Hours)

ASBCE: Server Heartheat is UP
ASBCE: Server Heartheat is failed
ASBCE: Server Heartheat is UP
ASBCE: Server Heartheat I failed
ASBCE: Server Heartbeat is UP

Administrator Notes

Mo notes posted

@ Alarms Incidents | [If Statistics == Logs & Diagnostics [ Users iJ Logeut | (@) Help
| UC-5ec Control Center L

S Welcome Securing your realtime unified communications

7 Administration

[L)] ackupiRestore Quick Links

UC Sec Devices | Network Type | |

Sipera Wehsite
Sipera VIPER Labs
Contact Support

ASBCE DMZ_0MLY =
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To view system information that was configured during installation, navigate to UC-Sec Control
Center - System Management. A list of installed devices is shown in the right pane. In the
case of the sample configuration, a single device named ASBCE is shown. To view the
configuration of this device, click the monitor icon as shown below.

UC Sec Control Center @ Slpera

WyElcome U signed i L Cu : | Systems
@ Alarms . Incidents | [If Statistics = | Logs 'q_?_ Diagnostics [l Users ij Logout | (@ Help
| UC-Sec Control Center g

@) wielcame

“rAdministration

]| packupiRestare Installed || Updates

B4 system Managemant

5 Global Parameters m“----lll
(2 Global Prafiles ASBCE IPCS31020130 405218 @ Commissioned %, (83 )+

|20 SIF Cluster

) Domain Policies

) Device Specific Settings
() Troubleshooting

) TLS Management

(0 1M Logging

The System Information screen shows the Network Settings, DNS Configuration and
Management IP information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for
all other fields.

Systemn Information: ASBCE [
Network Configuration
— General Settings Device Settings
Appliance Name ASBCE HA Mode i [
Box Type SIF Secure Channel Mode  Maone
Deployment Mode Proy Two Bypass Mode i [
—Network Settings
B 5 = == B M3
192.168.62.92 192 168.62.92 255,255 255128 192168.62.1
10.64.19.100 10.64.19.100 255255 25850 10.64.19.1 Al
—DNS Configuration Management IP(s)
Primary DNS 10.80.150.201 ’7 IP 10.80.150.89
Secondary DNS
DNS Location DL
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7.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of Avaya SBCE, certain network-specific information is
defined such as device IP address(es), public IP address(es), netmask, gateway, etc. to interface
the device to the network. It is this information that populates the various Network

Management tab displays, which can be edited as needed to optimize device performance and
network efficiency. Navigate to UC-Sec Control Center = Device Specific Settings =
Network Management and verify the IP addresses assigned to the interfaces and that the
interfaces are enabled. The following screen shows the private interface is assigned to Al and the
external interface is assigned to B1.

@) Sipera

Systems

UC-Sec Control Center
Welcome ucEe in&s Admin. Current server time is 4:12:09 PM GMT
@ Alrms Incidents  []y Statistics =] Logs &% Diagnostics [fI Users
|3 UC-Sec Control Center =
@)elcome
~Administration

(]| packupiRestore UC-Sec Devices Network Configuration | | Interface Configuration

#| Logowt G Help

¢ Management: ASBCE

B8 5yster Management ASBCE
» |2 Glohal Parameters Modifications or deletions of an IP address or its associated data require an application restart
> () Glohal Profiles before taking effect. Application restarts can be issued from System Management.

» |2 SIP Cluster

» |2 Domain FPolicies

4 [ Device Specific Setings [255255 2550 [ | [2g5285255028 [ |
[=E Metwark Management

A1 Metmask A Metmask B1 Metmask B2 Metmask

E:! Media Interface Changes will not take effect until the interface is updated.
L2t Signaling Interface m
% Signaling Forking

_____ [10.80.150.100 | [ | [10.80.4501 a1 v] X

£ Twio Factor |205.xxx.xxx.92 | | ‘ |205-><><X-><><><-1 ‘ |B1 v| x
&) Relay Bervices
» |23 Troubleshooting b
> | TLS Management

|£

The following screen shows interface Al and B1 are Enabled. To enable an interface click its
Toggle State button.

UC-Sec Control Center @ Sipera

Wiglcame u Admin, Currert server time is 413:26 PM GMT Systems
@ Alrms Incidents  []y Statistics =] Logs &% Diagnostics [fI Users #| Logowt G Help
|3 UC-Sec Control Center Settings = I

@)elcome
~Administration

H Backup/Restare UC-Sec Devices Network Configuration | | Interface Configuration |

vork Managemert: ASBCE

Systern Management ASBCE
e L Name | Adwnstatvestaws
» | Global Profiles
» |2 SIP Cluster Al Enabled
» |2 Domain FPolicies
4 |7 Device Specific Settings AZ Disahled
[=E Metwark Management -

Hl Media Interface

Toggle
Lt Signaling Interface B1 Enabled

% Signaling Forking

i SMMP B2 Disablad
E5 End Point Flows

i Two Factor

&) Relay Bervices
» |23 Troubleshooting b
» |2 TLS Management

|£
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7.2. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Create a Routing Profile for Session Manager and Cincinnati Bell eVantage IP Service. To add a
routing profile, navigate to UC-Sec Control Center - Global Profiles = Routing and select
Add Profile. Enter a Profile Name and click Next to continue.

Routting Profile

Praofile Mame Route_to_SME2-Lak-

In the new window that appears, enter the following values (not shown). Use default values for
all remaining fields:

e URI Group: Select “*” from the drop down box.
Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server.
e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server.
e Routing Priority Based on
Next Hop Server: Checked.
e Outgoing Transport: Choose the protocol used for transporting outgoing
signaling packets.

Click Finish.
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In the shared test environment the following screen shows the Routing Profile to Session
Manager. The Next Hop Server 1 IP address must match the IP address of Session Manager
Entity created in Section 6.5. The Outgoing Transport is set to TCP and matched the Protocol
set in the Session Manager Entity Link for Avaya SBCE in Section 6.6.

UC-Sec Control Center @ Sipera

ed in &= Admin. Current server time i 2:46:13 PM GMT Systems

Wieloome ucsec,

@ Alarms Incidents ﬂﬂ Statistics = Logs | Diagnostics @ Users aJ Logout | (g Help
) UC-Sec Contral Center bl 2-Laky
Swelcome
[&]] BackupiRestare Routing Profiles Click here to add a description.
B8 system Management default -
| Global Parameters Route o SP1 CL Routing Profile
4 |7 Global Profiles - -
B omancos
& Fingerprint Route_to_CM-Lah2
a2 Server Interworking —| Route_to_SP2_IP Next Hop Next Hop ':::: O H’:T:xiln E::‘r: Outgoing
?;hif‘egnt?"mk‘”g Route_to_SP3_WS Hwa | e Dialog | Header | T"2nsPert
&% Media Forking
©2 Rauting Route_to_SM62-Lab1 = 106418210 - O O O O v 2
| Server Configuration To-CM62-Lab1
L8, Subscriber Profiles = Route_to_CBT
e Tt 1 Tt )

The following screen shows the Routing Profile to Cincinnati Bell. In the Next Hop Server 1
field enter the IP address and port that Cincinnati Bell uses to listen for SIP traffic. Enter UDP

for the Outgoing Transport field.

9:54 PM GMT

Alarms Incidents agnostics Users
E
) Ui-Sec Contral Center o_C|
Svetame
Eﬁ'] Backup/Restore Routing Profiles Click here to add a description.
B8 system Management defautt -
> [ Global Parameters e — ] Routing Profile
4 | ) Global Profiles S =
B oomanoee
&5 Fingerprint Route_to_CM-Lah2
i Next Next Next | lgnore -
Server Interwarkin =
gph ntarwork 4 Route_to_SP2_IP NextHopServer 1 | Hop | Hop |NAPTR Hopin| Route T‘::‘ﬂ“";':ﬂ
bk Route_to_SP3_WS Server 2 | Priority Dialog | Header
&% Media Forking
©2 Rauting Routte_to_SM62.1.ab1 - 192.160.176.1 605060 — O oo O w 2
| & Server Configuration To-CMG2-Lab1
2 Subscriber Profiles Route_to_CBT
SRR bt
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7.3. Topology Hiding Profile

The Topology Hiding profile manages how various source, destination and routing information
in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks.

Create a Topology Hiding Profile for the enterprise and Cincinnati Bell eVantage IP Service. In
the sample configuration, the Enterprise and CBT SIP Trunk profiles were cloned from the
default profile. To clone a default profile, navigate to UC-Sec Control Center - Global
Profiles = Topology Hiding. Select the default profile and click on Clone Profile as shown
below.

UC-Sec Cont
Welcome ucsec i 1:18 PM GMT
@ Alarms Incidents | [|f Statistics = =] Logs i
() UC-Sec Contral Center G au
@) welcome
. Administration -
[L]| Backup/Restore Topology Hiding Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
B8 system Management default —|
> ) Global Parametars o Topology Hiding
<O gavar I N T e e
omain Do
5 Fingerprint Record-Route IFDomain Auto -
81 Server Interworking To IFDomain Auto
€5 Phone Interwarking Request-Line IF/Domain Auto
3
E"§ Media Fotking From IPDamain Alto
Routing . .
i Server Configuration Via IF'.l’DDma?n Adto
8 subscriber Profiles 80P IFMamain Auto
al= Topology Hiding
Signaling Manipulation m
£ URI Groups

Enter a descriptive name for the new profile and click Finish.

Clone Profile X
Frofile Mame default
Clone Mame |Enterprise |
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Edit the Enterprise profile to overwrite the headers shown below to the enterprise domain. The
Overwrite Value should match the Domain set in Session Manager (Section 6.2). Click Finish
to save the changes.

Edit Topology Hiding Profile [

T header | crtern | Repiace Acton Overwrtevaue |

| Record-Route v| [IP/Domain v | Auto v | X
\To v| [IP/Domain v | Overwrite | |avayslab.com | bt
| Request-Line v| [IP/Domain v | Overwrite | |avayslab.com | X
| Fram v| [IPDamain v | | Overwrite w | |avayslab.com | X
Wia v| [IPDaomain | |Auto v | X
| S0P v| [IPDamain | |Auto v | X

It is not necessary to modify the CBT SIP Trunk profile from the default values. The following
screen shows the Topology Hiding Policy created for Cincinnati Bell.

UC-Sec Control Center

Wiglcome ucsec o in a3 . Cu e iz 2:55:06 PM GMT
@ Alarms . Incidents ﬂﬂ Statistics = Logs | Diagnostics @ Users iJ Logout | (g Help
CBT SIP Trunk

=
& [0 Global Parameters

& pomain Dos
1’5}. Fingerarint Topology Hiding Profiles CBT SIP Trunk
B Server Interwarking default Topology Hiding
€5 Phone Interwarking cisco_th_profile
Routing
i From IFfDomain Auto
| & Server Configuration ENSIpYEs
8 Subscriber Profiles Reguest-Line IFfDiomain Auto
'l'mTupqugy Hiding Wia IPiDamain Auto
Signaling Manipulation To IPiDarnain Autg
4% URI Graups SOP IP/Domain Auto
= |2 SIP Cluster .
> B Domain Policies Record-Route IFiDamain Auta
[> | ) Device Specific Settings m
I» |2 Troubleshoating
& [ TLS Managerment
I+ |y IM Logging hd
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7.4. Server Interworking Profile

The Server Internetworking profile configures and manages various SIP call server-specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters (for HA
deployments), DoS security statistics, and trusted domains. Interworking Profile features are
configured based on different Trunk Servers. There are default profiles available that may be
used as is, or modified, or new profiles can be configured as described below.

In the sample configuration, separate Server Interworking Profiles were created for Enterprise
and Cincinnati Bell.

7.4.1. Server Interworking Profile — Enterprise

To create a new Server Interworking Profile for the enterprise, navigate to UC-Sec Control
Center - Global Profiles = Server Interworking and click on Add Profile as shown below.

UC-Sec Control Center @ Sipel’a

Wielcome uczec, you signed inaz Admin, Current server time is T:42:43 PM GMT Systems
@ Alarms Incidents | [|{ Statistics = Logs &7 Diagnostics [l Users @] Logout (G Help

| UiC-5ec Caontrol Center B Global Profiles = Server Intervworking: £s2100
@ Welcome -
Add Profile ~
7 Administration [l - -
[E] BackupiRestors Interworking Profiles It is not recommended to edit the defaults. Try cloning or g

B8 system Management cs2100 . : : - ;
ki Timers URI Manipulation Header Manipulati
> [ Global Parameters General | ‘ ‘ | P | ‘ I

4 [ Glohal Prafiles el

{8 Dornain Dos 0CS Edge-Server

ﬁg_{. Fingerprint cisco-ccm Hold Support RF:3264
883 Server Interworking cups 130 Handling Mone
@ Phnhe Intemurklng Sipera-Halo 181 Handling MHone
£% Media Forking :
ﬁ Routing OCS-FromEnd- 182 Handling MHone

—| Server .
& Server Configuration 183 Handling Hone
5, Subscriber Profiles Refer Handling o
al= Topology Hiding I Handling Mo B

Signaling Manipulation ) )
Diversion Header Support o

25 URI Groups w 2 e ] . b/

Enter a descriptive name for the new profile and click Next to continue.

Interworking Profile

FProfile Mame |Er|terprise |
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In the new window that appears, enter the following values. Use default values for all remaining

fields:

e Hold Support: Select RFC2543 - ¢=0.0.0.0.
e T.38 Support: Checked.

Click Next to continue.

Imterworking Profile

) Mone
Haold Support b % RFC2543-c¢=0.0.00

() RFC3264 - a=sendonly
180 Handling {® Mone (O SDP () Mo SDP
181 Handling {® Mone (O SDP () Mo SDP
182 Handling & Mone () 8DP (3 Mo SDF
183 Handling &) Mone () S8DP () Mo SDF
Refer Handling ]
i Handling ]

Diversion Header Support
Delayved SOF Handling ]
T.38 Support
LRI Echeme (® 8IP () TEL () ANY
Via Header Format g Egggéi;
Back i vext

ril
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Default values can be used for the next two windows that appear. Click Next to continue.

x

Interworking Profile I

Privacy Enabled ]

F-Assered-ldentity
P-Freferred-ldentity

Privacy Header

DTMF
DTMF Support (% Mone (O SIP MNOTIFY (O SIPINFO

x

Interworking Profile I

Configuration is not required. All fields are optional.

SIP Timers

Min-SE || seconds, [90- ga400]
Init Timer |:| milliseconds, [50 - 1000]
Wz Timer |:| milliseconds, [200- 2000]
Trans Expira |:| seconds, [1- 64]

Invite Expire || seconds, [180-300]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [E00 - 3600]
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On the Advanced Settings window uncheck the following default settings:

e Topology Hiding: Change Call-1D
e Change Max Forwards

Click Finish to save changes.

Interworking Profile [x
) Maone
Fecord Routes ) Single Side
%) Both Sides
Topology Hiding: Change Sall-ID Fi
Call-Info MAT O
Change Max Forwards F
Include End Point IF for Context Lookup ]
05 Extensions ]
asays Extensions ]
MORTEL Extensions ]
SLiC Extensions ]
Diversion Manipulation ]
Diversion Header LIR| |

Metaswitch Extensions ]
Reseton Talk Spurt |
Reset SETP Context on Session Refresh ]
Has Remate SBC
Foute Response onWia Port ]
Cisco Extensions |

Back [ Finish |
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7.4.2. Server Interworking Profile — Cincinnati Bell

To create a new Server Interworking Profile for Cincinnati Bell, navigate to UC-Sec Control
Center - Global Profiles = Server Interworking and click on Add Profile as shown in the
previous section. Enter a descriptive name for the new profile and click Next to continue.

Interworking Profile [

Frofile Marme |CEIT-Ir|terW|:|rking |

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Hold Support: None
e T.38 Support: Checked.

Click Next to continue.

Interworking Profile x

» (&) Mane

Hold Support () RFC2543-¢=0.0.00
) RFC3264 - a=sendanly
180 Handling (® Mone (O 5DP () Mo SDP
181 Handling {® Mone (O SDP () Mo SDP
182 Handling &) Mone () S8DP () Mo SDF
183 Handling &) Mone (O S8DP (O Mo SDP
Refer Handling ]
e Handling ]
Diversion Header Support

Delayed SOF Handling ]
T.38 Support
LIRI Echame (%) 8IP () TEL () ANY
Yia Header Forrmat g EESEE;

Back Jifnext
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Default values can be used for the next two windows that appear. Click Next to continue.

x

Interworking Profile I

Privacy Enabled ]

F-Assered-ldentity
P-Freferred-ldentity

Privacy Header

DTMF
DTMF Support (% Mone (O SIP MNOTIFY (O SIPINFO

x

Interworking Profile I

Configuration is not required. All fields are optional.

SIP Timers

Min-SE || seconds, [90- ga400]
Init Timer |:| milliseconds, [50 - 1000]
Wz Timer |:| milliseconds, [200- 2000]
Trans Expira |:| seconds, [1- 64]

Invite Expire || seconds, [180-300]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [E00 - 3600]
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On the Advanced Settings window uncheck the following default settings:
Topology Hiding: Change Call-1D
Change Max Forwards

Click Finish to save changes.

DDT; Reviewed:
SPOC 12/17/2012

Imterworking Profile

Advanced Settings

Fecord Routes

Taopalogy Hiding: Change Call-10
Call-Info MAT

Chanoe Max Forwards

Include End Point IP far Context Lookup
QS Extensions

AvayA Extensions

MORTEL Extensions

SLIC Extensions

Diversion Manipulation

Diversion Header LIRI

Metaswitch Extensions

Feseton Talk Spurt

Feset SRTF Context on Session Refresh
Haz Remote SBC

Route Response on Via Port

Zisco Extensions

) Mone
) Single Side
%) Both Sides

EDDHDDD_DDDDDDDDD

ril
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7.5. Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs configure and manage various SIP call server-specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security
statistics, and trusted domains.

In the sample configuration, separate Server Configurations were created for Session Manager
and Cincinnati Bell.

7.5.1. Server Configuration — Session Manager

To add a Server Configuration Profile for Session Manager, navigate to UC-Sec Control Center
- Global Profiles = Server Configuration and click on Add Profile (not shown). Enter a
descriptive name for the new profile and click Next.

Add Server Configuration Profile

Profile Bame ShiG2-Lakd
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In the new window that appears, enter the following values. Use default values for all remaining

fields:

e Server Type:
IP Addresses /
Supported FQDNSs:

e Supported Transports:

e TCP Port:

Click Next to continue.

Select Call Server from the drop-down box.

Enter the IP address of Session Manager. This should
match the IP address of the SIP Entity for Session Manager
in Section 6.5.

Select the transport protocol used to create the Avaya
SBCE Entity Link in Session Manager in Section 6.6.

Port number on which to send SIP requests to Session
Manager. This should match the port number used in the
Avaya SBCE Entity Link in Session Manager in Section
6.6.

Add Server Configuration Profile - General [

Serer Type Call Server hd
106419210

IP Addresses I Supported FODMNs

Comma seperated list
4

TCP

Supported Transports ] upp
O 1Ls

TP Port S060

LIDP Port

TLS Part
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Verify Enable Authentication is unchecked as Session Manager does not require authentication.
Click Next to continue.

Add Server Configuration Profile - Authentication 5

Enahle suthentication ]

Uzer Mame

Realm

Password

Confirm Password

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Enabled Heartbeat: Checked.
e Method: Select OPTIONS from the drop-down box.
e Frequency: Choose the desired frequency in seconds the Avaya

SBCE will send SIP OPTIONS to Session Manager. For
compliance testing 120 seconds was chosen.

e From URI: Enter an URI to be sent in the FROM header for
SIP OPTIONS.

e TOURI: Enter an URI to be sent in the TO header for SIP
OPTIONS.

Click Next to continue.

Add Server Configuration Profile - Heartbeat [

Enable Heartheat
Method
Frequency |12|:| | seconds
Fram URI |F‘ING@avayalab.mm |
Tao LRI |F‘ING@avayalab.mm |
TCF Probe ]
TCP Probe Frequency | | seconds
Back [ Next

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 76 of 103
SPOC 12/17/2012 ©2012 Avaya Inc. All Rights Reserved. CBTCS1K75SM62



In the new window that appears, select the Interworking Profile created for the enterprise in
Section 7.4.1. Use default values for all remaining fields. Click Finish to save the configuration.

Add Server Configuration Profile - Advanced [
Enable DoS Protection ]
Enable Groaoming ]
Interwarking Profile |Lah1-|nterwnrl-:ing V|
Signaling Manipulation Script |N|:|ne V|
TCF Connection Type & SUBID O PORTID ) MAPPIMG
Back [ Finish

7.5.2. Server Configuration - Cincinnati Bell

To add a Server Configuration Profile for Cincinnati Bell, navigate to UC-Sec Control Center
- Global Profiles = Server Configuration and click on Add Profile (not shown). Enter a
descriptive name for the new profile and click Next.

Add Server Configuration Profile

Profile Mame \Cincinnati Bell |
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In the new window that appears, enter the following values. Use default values for all remaining

fields:

e Server Type:

IP Addresses /

Supported FQDNSs:

e Supported Transports:

e UDP Port:

Click Next to continue.

Select Trunk Server from the drop-down box.

Enter the IP address(es) of the SIP proxy(ies) of the service
provider. In the case of the compliance test, this is the IP
address of the Cincinnati Bell eVantage IP Service. This
will associate the inbound SIP messages from Cincinnati
Bell to this Sever Configuration.

Select the transport protocol to be used for SIP traffic
between Avaya SBCE and Cincinnati Bell. For compliance
testing UDP was used.

Enter the port number that Cincinnati Bell uses to

send SIP traffic. For compliance testing 5060 was used.

Add Server Configuration Profile - General [/

Server Type Trunk Server b

192168176168
IF Addresses F Supported FQDOMs

Comma seperated list
P

Ol tep
Supported Transports LIDP

1 TLs
TiCP Port
LDF Port a060
TLS Port
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If using trunk registration, select Enable Authentication. Enter the user name provided by
Cincinnati Bell in the User Name field. Leave the Realm blank to have it detected from the
server challenge. Enter the password provided by Cincinnati Bell in the Password field. Click
Next to continue.

Add Server Configuration Profile - Authentication

Enable Authentication

User Mame 5135555180 |

Fealm
[Leave blank to detect from senver | |
challenge)

Fassword

Caonfirm Password
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In the new window that appears, enter the following values. Use default values for all remaining

fields:
Enabled Heartbeat:
Method:
e Frequency:

e From URI:

e TOURI:

Click Next to continue.

Checked.

If using trunk registration, select REGISTER from the
drop-down box. Otherwise, select OPTIONS.

Choose the desired frequency in seconds the Avaya SBCE
will send REGISTER/OPTIONS messages to Cincinnati
Bell. For compliance testing 120 seconds was chosen.
Enter an URI to be sent in the FROM header for

SIP REGISTER/OPTIONS. In the example below
5135555180@192.168.62.92 was used.

Enter an URI to be sent in the TO header for SIP
REGISTER/OPTIONS. In the example below
5135555180@192.168.176.168 was used.

Add Server Configuration Profile - Heartbeat X
Enahle Heartheat
Method REGISTER +
Freguency 120 seconds
From URI 51355551 80i@1 92 168 62
Ta LRI 51355551 80@1 92168 17
TCF Probe ]
TCP Probe Freguency seconds
Back i ext|
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In the new window that appears, select the Interworking Profile created for Cincinnati Bell in
Section 7.4.2. Use default values for all remaining fields. Click Finish to save the configuration.

Add Server Configuration Profile - Advanced [
Enable DoS Protection ]
Enable Groaoming ]
Interwarking Profile |CEET—Intenﬁmrking V|
Signaling Manipulation Script |N|:|ne V|
TCP Connection Type & BUBID O PORTID O MAPPING
Back [ Finish |

7.6. Media Rule

Media Rules define RTP media packet parameters such as prioritizing encryption techniques and
packet encryption techniques. Together these media-related parameters define a strict profile that
is associated with other SIP-specific policies to determine how media packets matching these
criteria will be handled by the Avaya SBCE security product.

Create a custom Media Rule to set the Quality of Service and Media Anomaly Detection. The
sample configuration shows a custom Media Rule New-Low-Med was created for Cincinnati
Bell eVVantage IP Service and the enterprise.

To create a custom Media Rule, navigate to UC-Sec Control Center > Domain Policies =
Media Rules. With default-low-med selected, click Clone Rule as shown below.

UC-Sec Control Center @ Sipera

U signed inas Admin. Currert server time is 9:18:08 PM GMT Systems
Diagnostics @ Users m Logout | (@ Help

Welcome ucsec
@ Alarms Incidents ﬂﬁ Statistics | =] Logs
| JC-Sec Control Center

wetcoms [Filter By Devics... g . X3

. Administration

H BackupiRestore Media Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

Dromain Policies = Med; : default-low-med

> §2T§Le;nph:?:;i?;§ " Q=R Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | | Media QoS | | Turing Test |
> [=) Global Frafiles default-low-med-enc
9P Cluster defaulthigh —— ]
4 |7 Domain Policies default-high-enc Media MAT Learn Media IP dynamically

[Z3 Application Rules avaya-low-med-enc

& Border Rules Int-AllowsShuffle it

[E wedia Rules

[ security Rules New-Low-Med

1 Signaling Rules New-Avaya-Enc

i Time of Day Rules

= End Foint Policy Groups
i Session Palicies

> |2 Device Specific Settings

> |2 Troubleshoaoting

# | TLS Management

= |2 IM Logging
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Enter a descriptive name for the new rule and click Finish.

Clone Rule [
Fule Hame default-low-rmed
Clone Mame |New-Luw-Med |

On the Media QoS tab select the proper Quality of Service (QoS). Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP Header with specific
values to support Quality of Service policies for the media. The following screen shows the QoS
values used for compliance testing.

@ Alarms Incidents
|3 UC-Sec Cantrol Center

@)elcome .
[Fiter By Devce.. ] Rename e clone e
()] BackupiRestore Media Rules Click here to add a description.

Systern Management
. gGlubal Parameters default-low-med Media NAT | | Media Encryption | | Media Anomaly ‘ | Media Silencing | | Media QoS | | Turing Test
b [ Global Profiles default-low-med-enc

I [ SIP Cluster defauft-high Media QoS Reporting

iJ Logout | (@ Help

Aed

4 [ Domain Policies default-high-enc RTCP Enabled O
[ Application Rules avaya-low-med-enc
|8y Border Rules Int-AllowShuffle Media QoS Marking
H wedia Rules
e Enabled
[0} Security Rules UL (3 ¢ ©
2 Signaling Rules QoS Type DsCP

L) Time of Day Rules

™ End Foint Policy Groups Audio QoS

Mg} Session Policies Audio DSCP EF
[+ |2y Device Specific Settings
[ |3 Troubleshooting Video QoS
[ I TLS Mar.wagement Video DSCP EF
2 IM Logging
En
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7.7. Signaling Rule

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

Clone and modify the default signaling rule to remove unnecessary SIP headers and add the
proper quality of service to the SIP message. To clone a signaling rule, navigate to UC-Sec
Control Center > Domain Policies - Signaling Rules. With the default rule chosen, click on
Clone Rule (not shown). Enter a descriptive name for the new rule and click Finish.

Rule Mame default

Clone Mame |£waya |

In the sample configuration, signaling rule Avaya was created for Session Manager to prevent
certain headers in the SIP messages sent from the CS1000E and Session Manager from being
propagated to Cincinnati Bell. Select this rule in the center pane, then select the Request
Headers tab to view the manipulations performed on the request messages such as the initial
INVITE or UPDATE message. The following screen shows the Alert-Info, P-Location, and x-
nt-e164-clid headers removed during the compliance test.

UC-Sec C Center

! . Cur ime i= 9:42:46 PM GMT
@ Alarms Incidents I]ﬁ Statistics | =] Legs & Diagnostics [l Users
) UC-Bec Cantrol Centar Domain

@) welcame

LULETEY || Filter By Device h m
2% Aamiristton EEZL | (Fier By | Clone Rute Joelete Rue
[£]] packupirestore Signaling Rules Click here to add a description.

@ Systern Management default | -
> |2 Global Parameters General | | Requests | | Responses ‘ ‘ Request Headers ‘ | Response Headers | | Signaling QoS |
> [ Global Profiles No-Content-Type-Checks

4 |7 Domain Palicies SIPTrunk Sig Rule
g, Border Rules 1 Alerknfo ALL Forhidden Remove Header Mo I a4
[ Media Rules 2 P-Lacation BLL Forbidden Remave Header es IM 2z K

LJEBCW:WRLR”EIS 3 sentelG-clid ALL Farhidden Remnove Header  Yes M 2 X
J Signaling Rules

L2 Time of Day Rules
= | End Point Policy Groups

> | ) Device Specific Seftings
> | Troubleshooting

> |23 TLS Management

> |2 I Logaing
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Similarly, manipulations can be performed on the SIP response messages. These can be viewed
by selecting the Response Headers tab as shown below.

UC-Sec Contro

| Center

B8 system Management
» ) Global Parameters
» ) Global Profiles
> ) SIP Cluster
4 |7 Domain Policies
[ Application Rules
[l Border Rules
Bl media Rules
[ security Rules
21 Signaling Rules
&) Time of Day Rules
= End Paint Policy Groups

» | ) Device Specific Settings
» ) Trouhleshooting

» ) TLS Management

» o 0 IM Logging

o az Admin. Curren
@ Alarms Incidents | [J{ Statisties | —| Logs
|2 UC-Sec Control Center Domain Pol
@ Wielcome
Add Rule
<.+ Administration -
E—‘:J BackupiRestore Signaling Rules

default
No-Content-Type-Checks
Avaya

SIPTrunk Sig Rule

| & Users

@] Logout | (@ Help

T (e (e

Click here to add a description.

|F|Iter By Device... V|

General | | Requests | ‘ Responses | ‘ Request Headers | | Response Headers | | Signaling QoS |

Add In Header Control |l Add Out Header Control
1

Response Method Header :
m Froprietan MII
TER ALL es 1§} a4

F-Laocatian Farhidden Remoye
Header

3 P-Location 2 ALL Forbidden  Fomove ves N 2 X
Header

On the Signaling QoS tab select the proper Quality of Service (QoS). The Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP Header with specific
values to support Quality of Service policies for signaling. The following screen shows the QoS
values used for compliance testing.

UC-Sec C

@ Alarms Incidents

rol Center
L

) Uc-Sec Contral Center
@Welcnme
<.+ Administration
|| BackupiRestore
B8 system Management

> ) Global Parameters

» ) Global Profiles

> ) SIP Cluster

4 |7 Domain Policies
[ Application Rules
[g, Border Rules
Bl media Rules
[} Security Rules

i Signaling Rules

2 Time of Day Rules
= End Paint Policy Groups

» | ) Device Specific Settings
» ) Troukleshooting

» ) TLS Management

» o 0 IM Logging

Domain

default
No-Content-Type-Checks
Avaya

SIPTrunk Sig Rule

Diagnostics

. Cu v time iz 10:23:16 PM GMT
[Ify statisties | | Logs

| & Users

@] Logout | (@ Help

T (e (e

Click here to add a description.

|F|Iter By Device... V|

General | | Requests | ‘ Responses | ‘ Request Headers | | Response Headers | | Si ing QoS |

Signaling QoS
QoS Type DSCP
DSCP EF
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A separate signaling rule SIPTrunk Sig Rule was created for Cincinnati Bell eVantage IP
Service by cloning the default signaling rule and changing the Signaling QoS parameters as
shown below.

trol Center @ Sipera

il in &5 Admin. Current server time is 2:50:49 PM GMT Systems
@ Alarms Incidents I]ﬁ Statisties | =] Logs ﬁ] Logout
|3 UC-Sec Control Center

@ welcome - -

Ao v rovamerue] Dette
% Administation [Filter By Device | Clone Rule|
E—‘j] BackupiRestare Signaling Rules Click here to add a description.

B8 system Management default

» [ Glohal Parameters
» [ Global Profiles No-Content-Type-Checks

 C251P Cluster Avaya -

<4 |2 Damain Palicies SIPTrunk Sig Rule signaling QoS
[E Application Rules
|5 Border Rules
[E media Rules pscp EF
[ Becurity Rules on

' Signaling Rules

UC-Sec Co

WElCOmE L

7% Diagnostics | [[] Users @ Help

Domain Policie:

1@ling Rules: SIPTrunk Sig Ruls

General | | Requests | ‘ Responses | ‘ Request Headers | | Response Headers | | i ing QoS |

QoS Type DSCP

i) Time of Day Rules
T |End Paint Palicy Groups

» |2 Device Specific Settings
» |2 Troubleshooting

» ) TLS Management

> ) IM Logging

7.8. Application Rule

Application Rules define which types of SIP-based Unified Communications (UC) applications
the Avaya SBCE security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, you can determine the maximum number of concurrent voice and video sessions the
network will process in order to prevent resource exhaustion.

Create an Application Rule to increase the number of concurrent voice traffic. The sample
configuration cloned and modified the default application rule to increase the number of
Maximum Concurrent Session and Maximum Sessions Per Endpoint. To clone an
application rule, navigate to UC-Sec Control Center = Domain Policies = Application
Rules. With the default rule chosen, click on Clone Rule (not shown). Enter a descriptive name
for the new rule and click Finish.

Rule Mame default

Clone Mame |I'-.-1ax‘-.-"u::iu:eSessiu::n |
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Modify the rule by clicking the Edit button. The following screen shows the modified
Application Rule with the Maximum Concurrent Sessions and Maximum Session Per
Endpoint set to 2000. Set the values high enough for the amount of traffic the network is able
process. Keep in mind Avaya SBCE takes 30 seconds for sessions to be cleared after disconnect.

UC-Sec Control Center
n as Admin. Currert server time i 7:55:24 PM GMT
Incidents |]5 Statistics

Wiglcome U

@ Alarms

=] Loas Diagnostics

& Logout | (@ Help

@ Users

|y UG-Sec Contral Center ion R
@) welcome - -
Add Ru v [Rename Rute
£ Administration [Filter By Device crone Rute Joeete Rute
[El BackupiRestore Application Rules Click here to add a description.

B8 5ystem Management
) Glohal Parameters
) Global Frofiles

=) SIP Cluster

| Domain Policies

default

Application Rule

e Maximum Concurrent Maximum Sessions Per
SRRIEEOn BRe nm Endpoint

MaxVoiceSession

AT T oW

[ Application Rules Voice 2000 2000
—
L%Elorc!erRules Video @
E Wedia Rules
[} Security Rules M 0O O
I Signaling Rules
= End Point Policy Groups CDR Suppoart Mane
fiE) Session Palicies IM Logging Mo
Device Specific Settings
o v g RTCP Keep-Alive Mo

|2 Troubleshooting
I TLE Management
I 1M Logging

7.9. Endpoint Policy Group

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to a Server Flow in Section 7.12. Create a separate

Endpoint Policy Group for the enterprise and the Cincinnati Bell eVantage IP Service.

To create a new policy group, navigate to UC-Sec Control Center = Domain Policies =
Endpoint Policy Groups and click on Add Group as shown below.

@ Alarms Incidents

| WC-Sec Control Center
@) Welcome
7 Administration
()] BackupiRestore
B8 System Management
> |2 Glohal Parameters
> |2 Global Profiles
> |2 5IP Cluster
4 ) Domain Palicies
[=3] Application Rules
Fgl Border Rules
El media Rules
[} Security Rules
2 Gignaling Rules
o Time of Day Rules
= End Point Policy Groups

> |2y Device Specific Settings
> |2 Trouhleshooting

> |2 TLS Management

> |2 IM Logging

0
.
Policy Groups

detault-low
default-low-enc

default-med
default-med-enc
default-high
default-high-enc
OCS-default-high
avaya-def-low-enc

© Siper

Systems

@ Users gJ Logout | (@) Help
ow

|Fi|ter By Device... V|

It is not recommended to edit the defaulis. Try adding a new group instead.

Click here to add a row description.

Policy Group

v summary J s Pty st

| Order | Application | _Border | _Media | _Security | Signaiing | Time ofDay| | |
default default UEfEE‘IU't-'DW- ol

default-low default default
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The following screen shows Enterprise_DomPolicy created for the enterprise. Set the
Application, Media, and Signaling rules to the ones previously created for the enterprise. Set
the Border, Security and Time of Day rules to default or default-low.

UC-Sec Control Center

[

B8 System Management
) Global Parameters
=) Global Profiles
|2) 8IP Cluster
|2 Domain Palicies
[Z5 Application Rules
[gL Border Rules
[l Media Rules
[} security Rules
i Signaling Rules
W) Time of Day Rules
= End Paint Policy Groups

=) Device Specific Settings
|2) Troubleshaoting

|2) TLS Management

=) IM Logging

l.- igned in as Admin. Current time iz 3:10:27 PM GMT
@ Alarms Incidents | [J{ Statisties | | Logs | &% Diagnostics
) UC-Sec Cantral Center Domain Policies = End Poirt Policy ©
@ Wielcome
Add Grou|
< Administration
|| BackupiRestore Policy Groups

default-low
default-low-enc
default-med
default-med-enc
default-high
default-high-enc
OCS-default-high
avaya-def-low-enc
Enterprise_D icy

©) Sipera

Systems

@] Logout | (@ Help

romere o Joo e

| & Users

ups: Enterprize_DomPolicy

|F|Iter By Device... he

Domain Policy for Avaya equipment

Hover over a row to see its description.

Policy Group

i Sy L s oty s

MawvoiceSession default Mew-Low: default ]

default-low Avaya

SIP Trunk_DomPolicy
Enterprise_enc
Lab1_DomPolicy

The following screen shows SIP Trunk_DomPolicy created for Cincinnati Bell. Set the
Application, Media, and Signaling rules to the one previously created for Cincinnati Bell. Set
the Border, Security, and Time of Day rules to default or default-high.

Wieloome Lic:

@ Alarms

Incidents

AT T W

) UC-Sec Control Center

S Welcame
s Administration
L] Backup/Restare
B8 Systemn Management
() Global Parameters
() Global Prafiles
|2 BIF Cluster
|2 Domain Palicies
[ Application Rules
[gl Border Rules
[l Media Rules

UC-Sec Control Center
gned in az Admin. Current server time iz 3:10:53 PM GMT
|]£| Statistics

Policy Groups

default-low

default-low-enc
defautt-med
default-med-enc
default-high
default-high-enc

@) Sipera

Systems
m Logout

@ Help

| Filter By Device v

Domain Policy for SIP Trunk Service Provider

Hover over a row to see its description.

Policy Group

Ven summry

) Security Rules 0OCS-default-high ’ M- Loi- . SIPTrunk Sig N
Lj-Signalxg pos ————— MaxwoiceSession default Med default-high Rula default ? dp
W) Time of Day Rules Enterprise_DomPolicy
7 |End Point Policy Groups SIP Trunk_DomPolicy
i} Session Policies Enterprise_enc
> [ Device Specific Settings -
>[5 Troubleshooting Lab1_DomPolicy
» ) TLS Management
> ) IM Logging
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7.10. Media Interface

The Media Interface screen is where the SIP media ports are defined. Avaya SBCE will listen for
SIP media on the defined ports. Create a SIP Media Interface for both the inside and outside IP
interfaces.

To create a new Signaling Interface, navigate to UC-Sec Control Center - Device Specific
Settings = Media Interface and click Add Media Interface.

The following screen shows the media interfaces created in the sample configuration for the
inside and outside IP interfaces.

UC-Sec Control Center

WyElCome igned in as Admin. Curr = 2:38:57 PM GMT g
@ Alarms Incidents ﬂﬂ Statistics = = Ls | Di @ Users Q_J Logout | (@ Help
) UC-Sec Control Center

@) welcome

_rAdministration

[lﬁl] Backup/Restore Media Interface

B8 system Wanagement ASBCE
# | Global Parameters Modifying or deleting an existing media interface will require an application restart before taking
> () Global Profiles effect. Application restaris can be issued from System Management.

=\ SIP Cluster
.

> | =) Domain Policies

[ Network Management Wedia_lnside 106410100 2048 - 5058

El Media Interface
 Signaling Intsrface Media_Outside_02 192 160.62.02 8000 - 8999 2 ><.

<" Signaling Farking

| £

..............

After the media interfaces are created, an application restart is necessary before the changes will
take effect. Navigate to UC-Sec Control Center = System Management and click the forth
icon from the right to restart the applications as highlighted below.

UC-Sec Control Center @ Slpera

Weloome Lios U signed in a3 Admin. Current server time is 4:37:44 PM GMT Systems
@ Alarms Incidents |]:E| Statistics | = Logs &% Diagnostics @ Users m Logout | (& Help
) WEe-Sec Contral Center b =ystem Managemert
= welcome 1
~ Administration
[L]| BackupiRestare Installed || Updates
B8 Systarn Management
+ 55 Global Parameters mm--!-lll
> | Global Profiles ASBCE IPCS31020130 405009 (@ Commissioned B E = )% .
> |2 8IF Cluster
» |3 Domain Policies
» | 2) Device Specific Settings
» |2 Troubleshooting
> |2 TLS Management [ |
> ) M Logging b
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7.11. Signaling Interface

The Signaling Interface screen is where the SIP signaling ports are defined. Avaya SBCE will
listen for SIP requests on the defined ports. Create a Signaling Interface for both the inside and
outside IP interfaces. To create a new Signaling Interface, navigate to UC-Sec Control Center

-> Device Specific Settings = Signaling Interface and click Add Signaling Interface.

The following screen shows the signaling interfaces created in the sample configuration for the
inside and outside IP interfaces.

@ Alarms Incidents i = L | @ Users
() UC-Sec Control Center . :
@) welcome
L Administration

|| BackupiRestore UC.Sec Devices Si

ling Interface

m Logout | (@ Help

B8 system Wanagement ASBCE
# | Global Parameters
= |2y Global Profiles
# |0 BIP Cluster
> | =) Domain Policies

4 =) Device Specific Settings Si0_Inside
@Netwurk Management Sig_Outside_92
El Media Interface inside TLS

' Signaling Interface
<" Signaling Farking

Outside_TLS_92

Add Signaling Interface

TLS Profile l
-
>

Signaling IP TCP Port m TLS Port
_—*'—
10.64.19.100 a060 4060 -- Mone
193.168.62.92 5060 a060 Mone
106479900 A061 Awaya_tls_server
182.168.62.92 A061 Awaya_tls_serer

Y |

{5 End Paint Flows
i Session Flows

7.12. End Point Flows - Server Flow

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets
in the same flow. The following screen illustrates the flow through the Avaya SBCE to secure a

SIP Trunk call.

“Call Server”
Policy Group

“Call Serverto
UC-5ec”Flow

IP-PBX

)

“Call Server”

e
Policy Group Call Serverto

UC-5ec” How
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Create a Server Flow for Session Manager and Cincinnati Bell eVVantage IP Service. To create a
Server Flow, navigate to UC-Sec Control Center - Device Specific Settings = End Point
Flows. Select the Server Flows tab and click Add Flow as shown in below.

UC-Sec Control Center
Wl as Admin. Current server time iz 3:16:25 PM GMT
@ Alarms . Incidents 7 Diagnostics | [Bf] Users & Logout

| UG-Bec Contral Center = End Point Flows: ASBCE
) welcome

¢ Administration
|| BackupiRestore . Subscriber Flows | | Server Flows |
Systemn Management
b ?Gmba\ Parameters SBCE - m ~
> | Global Profiles
b SIP Cluster Click here to add a row description.
> |2 Domain Policies

4 | ) Device Specific Seftings Server Configuration: CM62-Lab1
2 Metwork Management

[El Media Interface Topology File
bl Flow mote Received Signaling Media End Point Policy

i Signaling Interface Name Transport Suhnel Interface Interface Interface Group Routing Profile ;Ildll[‘g T;un:lfer
% Signaling Forking Loine OILE)

ESNMP CME- * Sig_Outside_92 Sig_Inside Media_Inside Enterprise_DomPolicy Route_to_SP3_WWS Enterprise Mone
@5 End Point Flows Lab1_Flow

[Ify Statisties = Logs @ Help

;f;,j,Two Factor
[ Relay Services

Server Configuration: Cincinnati Bell

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Flow Name: Enter a descriptive name.

Server Configuration: Select a Server Configuration created in Section 7.5 to
assign to the Flow.

e Received Interface: Select the Signaling Interface created in Section 7.11 the
Server Configuration is allowed to receive SIP messages
from.

e Signaling Interface: Select the Signaling Interface created in Section 7.11 used

to communicate with the Server Configuration.

e Media Interface: Select the Media Interface created in Section 7.10 used to

communicate with the Server Configuration.

e End Point Policy Group:  Select the policy created in Section 7.9 assigned to the
Server Configuration.

¢ Routing Profile: Select the profile created in Section 7.2 the Server
Configuration will use to route SIP messages to.

e Topology Hiding Profile:  Select the profile created in Section 7.3 to apply toward the
Server Configuration.

Click Finish to save and exit.
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The following screen shows the Sever Flow for Cincinnati Bell eVantage IP Service:

Flow Marme

Server Confiquration
LRI Group

Transpaort

Femaote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topalogy Hiding Profile

Fila Transfer Praofile

Edit Flow: CBT_Flow

\CET_Flow |

| Cincinnati Bell v |

B v|
: |

| Sig_Inside v

| Sig_Outside_92 v |

| Media_Outside_92 + |

| SIP Trunk_DomPolicy |

|Route_to_SME2-Labl ~ |

|CBT SIF Trunk |

Mone

»
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The following screen shows the Sever Flow for Session Manager:

Flowy Marme

Semer Configuration
LRI Group

Transport

Remote Subnet
Received Interface
Sianaling Interface
Media Interface

End Faoint Paolicy Group
Routing Profile
Topology Hiding Profile

File Transfar Prafile

Edit Flow: SM62-1L ab1-Flow

|ShB2-Lals1 -Flow |

|SME2-Labl v

B v
: |

| Sig_Outside_92 |

| Sig_Inside v|

| Media_lnside v |

|Enterprise_Dan‘nIicy V|

| Foute_to CET V|

| Enterprize V|

Mone »

DDT; Reviewed:
SPOC 12/17/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

92 of 103

CBTCS1K75SM62



8. Cincinnati Bell eVantage IP Service Configuration

To use Cincinnati Bell eVantage IP Service, a customer must request the service from Cincinnati
Bell using their sales processes. This process can be initiated by contacting Cincinnati Bell via
the corporate web site at www.cincinnatibell.com and requesting information via the online sales
links or telephone numbers.

9. Verification

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

9.1. Avaya Communication Server 1000E Verification

This section illustrates sample verifications that may be performed using the Avaya CS1000E
Element Manager GUI.

9.1.1. IP Network Maintenance and Reports Commands

From Element Manager, navigate to System = IP Network = Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.

AVAVA CS1000 Element Manager
- UCM Network Services | Managing: 10.80.141.402 Username: admin
—Home System » IP Network » Node Maintenance and Reports
- Links
- Virtual Terminals Node Maintenance and Reports
- System
+Alarms
= HAIEIEEE - HNode ID: 1005 Node IP: 10.80.140.103 Total elements: 1
+ Core Equipment _
- Peripheral Equipment Hostname ELAMIP Type ™
- |P Metwaork: Signaling
- Modes: Servers, Media Cards Server- M@ — -
N e o cstk-cpde 10.80.141.102 =" 18 [GEN CUD | [ SYSLOG | [OMRPT | [ Resst | [ Status | [ virtual Terminal
- Wedia Gateways CPDC

—Zones

The General Commands page is displayed as shown below.

General Commands

ElementIF : 10.80.141.102 Element Type : Signaling Server-Avaya CPDC

Group w Command |- Select A Group -« RUMN
IP address | 10.80.141.102 Mumber of pings |3 PIMNG
Click on & button to inwvoke a command.

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting Run.
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To check the status of the SIP Gateway to Session Manager in the sample configuration, select
Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The example
output below shows that Session Manager (10.64.19.150, port 5060, TCP) has SIPNPM Status
Active.

General Commands

ElementIP : 10.80 141102 Element Type : Signaling Server-4vaya CRDC

Group | Sip w Command | SIPGwShow w | | Sip w RLIM
IP address [10.80.141.102 Mumber of pings |3 FIMNG

SIFNPM Status 1 hctiwve

Primary Froxy IF address - 10.64.19.150
Frimary Froxy port : 5080

Primary Proxy Transport - ICE

Secondary Proxy IPF address : 0.0,0.0

Secondary Proxy port : 5060

Secondarvy Proxy Transport : ICP

Primary ProxyZ IF address : 10.64.19.250
Primary ProxyZ port : S0e0

Primary ProxyZ Transport : ICF

Letive Froxy : Primary :Register Mot Supported
Time To MNext Registration : 0 Seconds
Channels Busy / Idle / Total : 0 f 32 / 32

Stack wversion : 5.5.0.13

TLS Security Policy : Security Disakled

The following screen shows a means to view registered SIP telephones. The screen shows the
output of the Command sigSetShowAll in Group SipLine. At the time this screen was
captured, the SIP telephone with DN 7108 was involved in an active call with the Cincinnati Bell
eVantage IP Service.

General Commands

Element|P ; 10.80.141.102 Element Type : Signaling Server-Avaya CPDC
Group | Sipline w Command | slgSetShowall A RUM

IP address | 10.80.147.102 Mumber of pings |3 PIMNG

7108 7108 252-00-09-01 1 1 0Ox8dil55fs S5IP Lines
5685 5685 252-00-08-02 1 0 0OxbT7eléebs 5IP Lines
Total User Registered = 2 4 Registered = 2 W6 Registered = 0
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The following screen shows a means to view IP UNIStim telephones. The screen shows the
output of the Command isetShow in Group Iset. At the time this screen was captured, the
UNIStim telephone with IP address 10.80.150.111 was involved in an active call with the
Cincinnati Bell eVantage IP Service.

General Commands

ElementIP : 10.80.141.102 Element Type : Signaling Server-Avaya CPDC

Group | lset w | Command | isetShow w Range |0 B00 RUN
IP address |10.80.141.102 Mumber of pings | 3 FING

Set Information

HAT Model HName Type RegType State Up
1165E IP Deskphone 1165 Regular busy 1
1165E IP Deskphone 1165 Regular online 1

Total sets = 2

9.1.2. System Maintenance Commands

A variety of system maintenance commands are available by navigating to System -
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the Select by Overlay approach or the Select by Functionality approach.

The following screen shows an example where Select by Overlay has been chosen. The various
overlays are listed, and the LD 96 — D-Channel is selected.

AVAYA €S1000 Element Manager

- UCIM Network Services | Managing: 10.80.141.102 Username: admin
- Home System » Maintenance
- Links
- Virtual Terminals Maintenance
- System
+Alarms
- Maintenance
+ Core Equipment ® Select by Overlay O Select by Functionality
- Peripheral Equipment
- IP Metwork
- MNodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
- Zones
- Hostand Route Tables
- Network Address Translation
- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Software

=3elect by Overay=

LD 30 - Metwork and Signaling

LD 32 - Network and Peripheral Equipment
LD 34 - Taone and Digit Switch

LD 38 -Trunk

LD 37 - InpuliCutput

LD 38 - Conference Circuit

LD 38 - Intergroup Switch and System Clock
LD 45 - Background Signaling and Switching

LD 46 - Multifrequency Sender D-Channel Diagnostics
LD 48 -Link ME0L Diagnostics

LD 54 - Multifrequency Signaling TMDI Diagnostics

LD G0 - Digital Trunk Interface and Primary Rate Interface

LD 75 - Digital Trunk

- Customers LD 80 - Call Trace

- Routes and Trunks
- Routes and Trunks LD 117 - Ethernet and Alarm Management
- D-Channels LD 135 - Core Common Equipment
- Digital Trunk Interface LD 137 - Core Input/Output

- Dialing and Numbering Plans LD 143 - Centralized Software Upgrade

=Fleciranic Switched Metwarlk

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 95 of 103
SPOC 12/17/2012 ©2012 Avaya Inc. All Rights Reserved. CBTCS1K75SM62



On the preceding screen, if D-Channel Diagnostics is selected on the right, a screen such as the
following is displayed. D-Channel number 15, which is used in the sample configuration, is

established EST and active ACTV.

D-Channel Diagnostics

Diagnostic Commands Command Parameters

| Status for D-Channel (STAT DCH}

| Disahble Automatic Recovery (DIS AUTO)

| Enable Automatic Recovery (EML ALUTO)

|Test Interrupt Generation (TEST 100}

| Estaklish D-Channel (EST DCH)

)
9
S
J
J

__[pcHfpes

) 015 VirkMNode1005 OPER EST ACTV

APPL_STATUS|LINK_STATUS|AUTO_RECV

AUTO

Instruction: Select a command, add walue and click on :Sl;brr."_t: .
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9.2. Avaya Aura® Session Manager Verification
The following steps may be used to verify the Session Manager configuration:

1. Verify the call routing administration on Session Manager by logging in to System

4.
5

Manager and executing the Call Routing Test. Expand Elements = Session Manager -
System Tools = Call Routing Test. Populate the field for the call parameters of interest.
For example, the following screen shows a call routing test for an outbound call to PSTN
via Cincinnati Bell. Under Routing Decisions, observe the call will rout via Avaya
SBCE to Cincinnati Bell. Scroll down to inspect the details of the Routing Decision
Process if desired (not shown).

"Il Home / Elements f Session Manager / System Tools / Call Routing Test

Help 2
Call Routing Test

This page allows you to test SIP routing algorithms on Session Manager instances. Enter information about a SIP INWITE to learn how it
will be routed based on current administration.

SIP INVITE Parameters

Called Party URI Calling Party Address
17205551997 @avayalab.com 10.80,140.103
Calling Party URI Session Manager Listen Port
5135555180@avayalab.com 5060

Day Of Week Time (UTC) Transport Protocol

Tuesday v 18:34 TCP v

Called Session Manager Instance

O oM Exacute Test
enver hd

Routing Decisions

Route < sip:17205551997@avayalab.com = to SIP Entity Locl9-ASBCE (10.64.19.100), Terminating Location is Locl3-ASBCE,

Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

Verify that the user on the PSTN can end an active call by hanging up.

Verify that an endpoint at the enterprise site can end an active call by hanging up

9.3. Avaya Session Border Controller for Enterprise Verification

This section contains verification steps that may be performed using the Avaya Session Border
Controller for Enterprise.
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9.3.1. Incidents

The Incidents Log Viewer display alerts captured by the Avaya SBCE appliance. Select the
Incidents link along the top of the screen.

UC-Sec

Control Center
i i 9:46:36 PM GMT

=] Logs

! >0me L
@ Alarms Incidents |[] Statistics
=) UC-Sec Control Center L
©) ielcome
¢ Administration
[L]| packupiRestare
B8 system Management
> | 2) Global Parameters
= | Global Profiles
= | SIP Cluster

Diagnostics

[&l users

Securing your real-time unified communications

Acamprehensive IP Communications Security product, the Sipera UC-Sec offers a complete suite of security, enablement
and compliance features for protecting and deploying unified communications such as Voice-over-IP MolP), instant
messaging (M), multimedia, and collabaration applications.

Ifyou need support, please call our toll free number at (866) 361-3113 or e-mail supporidsinera.com.

The following screen shows an example SIP messages that do not match a Server Flow for an
incoming message.

Incicient

- g T (s

Displaying results 1 to 15 outof 102,

Message Dropped BE2168149391824 1218 1111 FM Falicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BE2168147389246 121811 1111 FM Falicy Sipera Mo Server Flow Matched for Incoming Message
Message Drapped BE2168146388212 121811 1111 FM Paolicy Sipera Ma Server Flow Matched for Incoming Message
Message Dropped BE2169145887753 121911 11:11 FM Palicy Sipera Ma Server Flow Matched for Incoming Message
Message Dropped B62168145636658 129111 1111 FM Palicy Sipera Ma Server Flow Matched for Incoming Message
Message Dropped BE2168142382101 12M18M1 11:11 FM Folicy Sipera Mo Server Flow Matched for Incoming Messaoe
Message Dropped BEZ168140391 726 12191 1111 FM Falicy Sipera Mo Server Flow Matched for Incoming Message
Message Drapped BE21681383807482 121811 11:11 FM Policy Sipera Ma Server Flow Matched for Incoming Message
Message Drapped BE2168136390456 12911 1111 FM Paolicy Sipera Ma Server Flow Matched for Incoming Message
Message Dropped B662168134389013 121911 1111 FM Palicy Sipera Ma Server Flow Matched for Incoming Message
Message Dropped B62168132388591 1218 11:11 FM Folicy Sipera Mo Server Flow Matched for Incorming Message
Message Dropped BE2168131388258 121811 1111 FM Falicy Sipera Mo Server Flow Matched for Incoming Message
Message Drapped BE2168130886109 121811 1111 FM Paolicy Sipera Ma Server Flow Matched for Incoming Message
Message Drapped BE2168130635815 128011 11:11 FM Policy Sipera Ma Server Flow Matched for Incoming Message
Server Heartheat BE2169350683634 129111 938 FM Palicy Sipera Server Heartheatis UP

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 98 of 103
SPOC 12/17/2012 ©2012 Avaya Inc. All Rights Reserved. CBTCS1K75SM62



9.3.2. Diagnostics
The Diagnostics tool allows for PING tests and displays application and protocol use. Select the
Diagnostics link along the top of the screen.

UC-Sec Control C

Welcome uc ou signed
@ Alarms Incidents
5 UC-Sec Contral Center
©) ielcome
5 Administration
[L]| packupiRestare
B8 system Management
I |2) Glohal Parameters
I |53 Global Profiles
> | SIP Cluster

enter
CLr r time iz 9:46:36 PM GMT

¥ 1=
Securing your real-time unified communications

[Ipy statistics

Acamprehensive IP Communications Security product, the Sipera UC-Sec offers a complete suite of security, enablement
and compliance features for protecting and deploying unified communications such as Voice-over-IP MolP), instant
messaging (M), multimedia, and collabaration applications.

Ifyou need support, please call our toll free number at (866) 361-3113 or e-mail supporidsinera.com.

The following screen shows an example PING to Session Manager from the internal signaling
interface of the Avaya SBCE.

Pinging 10.64.19.210... [

Average ping from 10641910010 10.64.19.210is 0.096ms.
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9.3.3. Trace Settings

The Trace Settings tool is for configuring and displaying call traces and packet captures for the
Avaya SBCE. Navigate to Troubleshooting = Trace Settings as shown below. The following
screen shows an example packet capture on interface Al with a Maximum Number of Packets
to Capture set to 1000. The Capture Filename CBT-Al.pcap will be created once the Start
Capture button is pressed.

UC-Sec Control Center

Wielzome UcEes,

@ Alarms . Incidents

in &= Admin. Curre
[Ify statistics

() UC-Sec Contral Center
@)welcame
< Administration
[]] BackupiRestare
8 system Management
» ) Global Parameters
> |2 Global Profiles
= |2 8IP Cluster
> |23 Domain Policies
> |2y Device Specific Settings
4 (3 Troubleshooting
@ Advanced Options
& DoS Leaming
[ Syslon Management
75 Trace Settings
> |3 TLS Management
> |3 M Logaing

UC-Sec Devices

ASBCE

time i §:25:25 PM GMT

agnostics

@] Logout | (@ Help

|& Users

Packet Trace | ‘ Call Trace | | Packet Capture | | Captures ‘

Packet Capture Configuration

Currently capturing Mo
Interface Al v
Local Address (ip:port All he I:I

Remate Address & “pod, ip, ippor)

L]

Protocol Al v
Maxirmum Mumber of Packets to Capture
Capture Filename |CEIT-A1 pcap

Existing captures with the same name will be

The following screen shows a completed packet capture.

UC-Sec Control Center

i B LCE
@ Alarms | [ Incidents

|2 UC-Sec Contral Center
@) weltome
-z Administration
(L] packupiRestore
B8 System Management
> |2 Global Parameters
> |2 Global Profiles
= |0 BIP Cluster
> | ) Domain Policies
> |2 Device Specific Settings
4 |7 Troubleshooting
@ Advanced Options
& Dos Leaming
[ Svslog Managerment
75 Trace Settings
» |3 TLS Management
> |2y IM Logging

UC-Sec Devices

ASBCE

Users Logout Help
@

Packet Trace | ‘ Call Trace | | Packet Capture | | Captures ‘

File Size
File Name Last Modified

CET-A1 3012111320430%0cap 90,112 g;‘;ﬁmherm 2012 8:42:14 PM
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The packet capture file can be downloaded and viewed using a Network Protocol Analyzer like
Wireshark:

=

L CBT-A1_20121113204203. pcap - Wireshark
File Edit Yiew Go Capture Analyze 3tatistics Telephony Tools  Help

- BEEX2E A+*+2oFLIEEF QA d§@R X H
Filtet: |sip ¥ Expression... Clear Apply
M, Tirne Source Destination Pratocal Infia
B 3,100 . 0 s ) Reql
11 4.839935 10.64.15.210 10.64.19.100 Status: 100 Trying
13 4.838515 10.64.15.210 10.684.1%. 100 Status: 180 Ringing
17 5.026135 10.64.15.100 10.64.19, 210 Reguest: PRACK sip:5l808awvayalab. comf
18 5.05310% 10.64.19.210 10.684.19.100 Status: 200 OK
20 5.92665%  10.64.19.100 10.64.19, 210 Reguest: CPTIONS sip:awvayalab. com
21 5.5930638 10.64.19.210 10.684.1%. 100 SIF Status: 200 OK
28 5.618370  10.64.19.210 10.684.1%.,100 SIP/SDP  Status: 200 oK, with session descrip
30 6.712728  10.64.159.100 10.64.19,210 SIP Reguest: ACK sip:5l80@avayalab. com:s
332 5.71635% 10.64.19.100 10.64.19, 205 SIP Reguest: CPTIONS sip: 1Bay ay]
334 9.716996 10.64.19.205 10.64.19.100 SIP/SDP Status: 200 oK, with session descrip
372 10.076362 10.64.19.100 10.64.19, 210 SIP Reguest: BYE sip:5l808avayalab.com:s
375 10.084889 10.64.15.210 10.64.19.100 s5IF Status: 200 OK

® Frame 10: 912 bytes on wire 7296 bits), 912 bytes captured (7296 bits)
# Ethernet II, src: Intelcor_c9:53:75% (00:1bh:21:c9:53:750, Dst: HewlettP_14:f1:958 (F8:e3:bh6:14:f1:9
# Internet Protocol, Sro: 10.64.19.100 (10.64.19.10070, Dst: 10.64.19.210 (10.64.19. 2100
® Transmission Control Protocol, sSre Port: 13778 (137780, Dst Port: sip (50600, sSeg: 1, ack: 1, Len
= session Initiation Protocol
# Reguest-Line: INVITE sip:513 OBawvayalab. com;transport=tcp SIPS2.0
E Message Header
® From: <sip:303 7Bavayalab. com;user=phone>; tag=266074029-1352842322220-
® To: “5134 0 513 0" <sip:5l3 OBavayalab. com>
M CSeq: 1037553815 INVITE
Call-I0: BwWlG3202220131112-1566557057E Q

F Contact: <sip:10.64.19%.100:5060;transport=tcp>
Record-Route: <sip:l0.64.19.100:5060; pcs-1ine=36; Ir;transport=tcps>
Allow: ACK, BYE, CANCEL, INFO, INVITE, OPTIONS, PRACK, REFER, NOTIFY, UPDATE
Supported: 100re]
Max-Forwards: 89

B via: SIP/2.0/TCP 10.64.19,.100:5060; hranch=z8hGdbk-51632-001624163556-1--51632-
Accept: application/media_control+xml, application/sdp,multipart,/mixed
Content-Type: application/sdp
Content-Length: 160

= Message Body

= sessinn nescrintinn Pratnen v
>
O Message Header in SIP message (sip.msg_hdr), ... | Packets: 381 Displaved: 13 Marked: 0 Load time: 0:00,015 Profile: Default
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Communication
Server 1000E, Avaya Aura® Session Manager, and Avaya Session Border Controller for
Enterprise to the Cincinnati Bell eVantage IP Service. The Cincinnati Bell eVantage IP Service
is a SIP-based Voice over IP solution for customers ranging from small businesses to large
enterprises. The Cincinnati Bell eVantage IP Service provides businesses a flexible, cost-saving
alternative to traditional hardwired telephony trunks.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional
Avaya product documentation is available at http://support.avaya.com.
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[11] SIP Software for Avaya 1100 Series IP Deskphones-Administration , Document Number
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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