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Abstract

These Application Notes describe the steps for configuring Avaya Aura® Session Manager
6.3, Avaya Aura® Communication Manager 6.3, and the Avaya Session Border Controller for
Enterprise 6.3 with the AT&T IP Toll Free service using AVPN or MIS/PNT transport
connections.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® Communication
Manager 6.3 is a telephony application server and is the point of connection between the
enterprise endpoints and Avaya Aura® Session Manager. The Avaya Session Border
Controller for Enterprise 6.3 is the point of connection between Avaya Aura® Session
Manager and the AT&T IP Toll Free service and is used to not only secure the SIP trunk, but
also to make adjustments to the SIP signaling for interoperability.

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution
that provides toll-free services over SIP trunks. Note that these Application Notes do NOT
cover the AT&T IP Transfer Connect service option of the AT&T IP Toll Free service.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1 Introduction

These Application Notes describe the steps for configuring Avaya Aura® Session Manager 6.3,
Avaya Aura® Communication Manager 6.3, and the Avaya Session Border Controller for
Enterprise 6.3 (referred to in the remainder of this document as Avaya SBCE) with the AT&T IP
Toll Free service using AVPN or MIS/PNT transport connections’.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® Communication
Manager 6.3 is a telephony application server and is the point of connection between the enterprise
endpoints and Avaya Aura® Session Manager. The Avaya SBCE 6.3 is the point of connection
between Avaya Aura® Session Manager and the AT&T IP Toll Free service and is used to not
only secure the SIP trunk, but also to make adjustments to the SIP signaling for interoperability.

The AT&T IP Toll Free service, (referred to in the remainder of this document as IPTF), is a
managed Voice over IP (VoIP) communications solution that provides toll-free services over SIP
trunks utilizing AVPN or MIS/PNT transport.

Note — These Application Notes do NOT cover the AT&T IP Transfer Connect service option of
the AT&T IP Toll Free service. That solution is described in s separate document.

2 General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

The interoperability compliance testing focused on verifying inbound and outbound call flows

between IPTF and the Customer Premises Equipment (CPE) containing Communication Manager,
Session Manager, and the Avaya SBCE (see Section 3.2 for call flow examples).

2.1 Interoperability Compliance Testing

Note — Documents used to provision the test environment are listed in Section 10. In the following
sections, references to these documents are indicated by the notation [x], where x is the document
reference number.

The compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the IPTF network. Calls were made from the PSTN,
across the IPTF network, to the CPE.

L MIS/PNT transport does not support compressed RTP (CRTP), however AVPN transport does support CRTP.
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The following SIP trunking VVolP features were tested with the IPTF service:

e Inbound PSTN/IPTF calls to Communication Manager stations, Vector Directory Numbers
(VDNSs), Vectors, and Agents.

e Call and two-way talk path establishment between PSTN and Communication Manager
telephones/Agents via IPTF.

e Basic supplementary telephony features such as hold, resume, transfer, and conference.

e (G.729A and G.711Mu codecs.

e T.38 fax calls via IPTF to Communication Manager G3 and SG3 fax endpoints.

e DTMF tone transmission using RFC 2833/4733 between Communication Manager and
IPTF automated access systems.

e Inbound IPTF service calls to Communication Manager that are routed to Agent queues or
directly to Agents.

e IPTF network features such as Legacy Transfer Connect and Alternate Destination Routing
(ADR).

e Long duration calls.

2.2 Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

1. IP Toll Free ADR Call Redirection feature in response to a ring-no-answer condition.
Depending on the configuration of Communication Manager, the IPTF ADR ring-no answer
feature may, or may not work.

a. If aninbound call is directed to a Communication Manager Agent VDN/Vector skill
queue (see Section 6.13), Communication Manager will respond with a 180 (or 183
depending on provisioning). In this case, the IPTF ADR ring-no answer feature will
not trigger.

b. If an inbound call is sent directly to an Agent extension, Communication Manager
returns a 180 in addition to a 181. In this case the IPTF ring-no answer feature will
trigger and the alternate number is called.

i. Whether 181 is sent or not is determined by the Direct Agent Calling setting
in the Class of Restriction form on Communication Manager (see Section
6.12).

2. G.726-32 codec support — While Communication Manager supports G.726-32, the IPTF
implementation of G.726-32 results in poor audio quality. Therefore, G.726-32 codec is not
supported between Communication Manager and the IPTF service.

3. G.711 and T.38 Fax support - Communication Manager does not support the protocol
negotiation required for G.711 fax to work with the IPTF service. T.38 fax is supported,
however in the reference configuration (e.g., using a G430 Media Gateway), connections
are limited to 9600. The sender and receiver of a T.38 fax call may use either Group 3 or
Super Group 3 fax machines, but the T.38 fax protocol carries all fax transmissions as
Group 3.
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4. The Avaya SBCE issues a Remote-Address header even though the option to do so is
disabled - During testing it was found that the Avaya SBCE was including a Remote-
Address header to Invites, as well as 2000Ks, even though the option to do so is disabled
by default.

a. No issues were caused by the inclusion of this header, however the Avaya SBCE
was provisioned to remove this header (see Section 7.3.3, and Item 5 below), to
reduce overall packet size.

5. Removal of unnecessary SIP headers. In an effort to reduce packet size (or block headers
containing private addressing), the Avaya SBCE is provisioned to remove SIP headers not
required by the IPTF service (see Section 7.3.3, and item 4 above).

2.3 Support
AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325-5555.

Avaya customers may obtain documentation and support for Avaya products by visiting:
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides access
to overall sales and service support menus. Customers may also use specific numbers (provided on
http://support.avaya.com) to directly access specific support and consultation services based upon
their Avaya support agreements.

3 Reference Configuration

The reference configuration used in these Application Notes is shown in Figure 1 and consists of
several components:

e Session Manager 6.3 provides core SIP routing and integration services that enables
communication between disparate SIP-enabled entities, e.g., PBXs, SIP proxies,
gateways, adjuncts, trunks, applications, etc. across the enterprise. Avaya SIP endpoints
register to Session Manager.

e System Manager 6.3 provides a common administration interface for centralized
management of all Session Manager instances in an enterprise.

e Communication Manager 6.3 provides the voice communication services for a particular
enterprise site. Avaya H.323 endpoints register to Communication Manager.

e The Avaya Media Gateway provides the physical interfaces and resources for
Communication Manager. In the reference configuration, an Avaya G430 Media Gateway is
used. This solution is extensible to other Avaya Media Gateways.

e Avaya desk telephones are represented with Avaya 9611 Series IP Telephone (running
H.323 firmware), a 9641 Series IP Telephone (running SIP firmware), a Avaya 6424 Digital
Telephone, as well as Avaya one-X® Agent soft phone ( H323).
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e The Avaya SBCE 6.3 provides SIP Session Border Controller (SBC) functionality,
including address translation and SIP header manipulation between the IPTF service and the
CPE.

e The IPTF service uses SIP over UDP to communicate with enterprise edge SIP devices,
e.g., the Avaya SBCE. Session Manager may use SIP over UDP, TCP, or TLS to
communicate with SIP network elements, e.g., the Avaya SBCE (e.g., UDP, TCP, or TLS)
and Communication Manager (e.g., TCP or TLS). In the reference configuration, Session
Manager uses SIP over TCP to communicate with the Avaya SBCE, and Communication
Manager.

e Inbound calls were placed from PSTN via the IPTF service, through the Avaya SBCE to the
Session Manager, which routed the call to Communication Manager. Communication

Manager terminated the calls to the appropriate Agent queue, Agent phone, or fax
extension.

AT&T
AVPN or MIS/IPNT
Transport Network

AT&T
IP Toll Free Service
10.10.10.11

v

i N
AT&T Router @

Public Side Avaya
10.10.10.10 | “Outside” Session Border
M : Controller for
Enterprise

5.
192.168.67.120| Pprivate Side

Avaya G430

Media Gateway
a 192.168.67.50

Agv:yf Avaya 6424
H 3’;3) (Digital)

PC with
Ventafax

PC with Avaya One-X®
Agent (H323)

Figure 1: Reference configuration
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3.1 lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Note - The AT&T IP Toll Free service Border Element IP address and DNIS digits, (destination
digits specified in the SIP Request URIs sent by the AT&T Toll Free service) are shown in this
document as examples. AT&T Customer Care will provide the actual IP addresses and DNIS digits
as part of the IP Toll Free provisioning process.

Component Illustrative Value in these
Application Notes

Avaya Aura® System Manager

IP Address \ 192.168.67.45

Avaya Aura® Session Manager

Management IP Address 192.168.67.46

Network IP Address 192.168.67.47

Avaya Aura® Communication Manager

IP Address 192.168.67.202

Avaya Aura® Communication Manager 19xxx = Stations

extensions 4xxxx = Agents and Agent skill
qgueue VDNSs

Avaya Session Border Controller for Enterprise (SBCE)

IP Address of Outside (Public) Interface (to 10.10.10.10

AT&T IP Toll Free Service)

IP Address of Inside (Private) Interface 192.168.67.120

(connected to Avaya Aura® Session Manager)

AT&T IP Toll Free Border Element

IP Address | 10.10.10.11
Table 1: Hlustrative Values Used in these Application Notes

Note — In the reference configuration, the IPTF service delivered 10 DNIS digits, with the format
00000xxxxx. These DNIS digits are used in the provisioning defined in the following sections, not
the dialed digits.
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3.2 Call Flows

To understand how inbound AT&T IP Toll Free service calls are handled by Session Manager and
Communication Manager, a general call flow is described below. In Figure 2 an inbound IPTF
service call arrives at Session Manager and is subsequently routed to Communication Manager.

A PSTN telephone originates a call to an IPTF service number.

The PSTN routes the call to the IPTF service network.

The IPTF service routes the call to the Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP

header modifications, and routes the call to Session Manager.

5. Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines where the call should be routed next. In
this case, Session Manager routes the call to Communication Manager.

6. Depending on the called number, Communication Manager routes the call to an Agent

queue or telephone.

el A

1 ATET IP Toll Free
Service

PSTHN
Phone

Avaya SBCE
]
 J
Avaya Aura® g Avaya Aurai
Communication |- Session
Manager Manager

I
&

Agent [ Phone

Figure 2: Inbound AT&T IP Toll Free Service Call to an Agent queue/telephone

Note that the IPTF service features such as Legacy Transfer Connect and Alternate Destination
Routing utilize this call flow as well.
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4 Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these
Application Notes.

Equipment/Software

Release/Version

HP Proliant DL360 G7 server
e System Platform
e Avaya Aura® System Manager

6.3.5.01003.0
6.3 SP 11 (6.3.11 r4802871)

Avaya 8800 server
e Avaya Aura® Session Manager

6.3 SP11 (6.3.11.0.631103)

Avaya 8800 server
e System Platform
e Avaya Aura® Communication
Manager

6.3.5.01003.0
6.3 SP8 (03.0.124.0-21588)

Avaya G430 Media Gateway

9430 _sw 36 9 OHW7 FW15

Dell R210

for Enterprise

e Auvaya Session Border Controller

6.3.1-22-4653

based Fax device)

Avaya 96x1 IP Telephones e H.323 Version 6.4014
e SIP Version 6.4.125

Avaya one-X® Agent (H323) e 25.50022.0

Ventafax Home Version (Windows e 7.0.202.494

Table 2: Equipment and Software Versions
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5 Configure Avaya Aura® Session Manager Release 6.3

Note — These Application Notes assume that basic System Manager and Session Manager
administration has already been performed. Consult documents [1] through [4] for further details if
necessary.

This section provides the procedures for configuring Session Manager to receive calls from and
route calls to the SIP trunk between Communication Manager and Session Manager, and the SIP
trunk between Session Manager and the Avaya SBCE. In addition, provisioning for calls to Aura®
Messaging are described.

Session Manager serves as a central point for supporting SIP-based communication services in an
enterprise. Session Manager connects and normalizes disparate SIP network components and
provides a central point for external SIP trunking to the PSTN. The various SIP network
components are represented as SIP Entities and the connections/trunks between Session Manager
and those components are represented as Entity Links.

When calls arrive at Session Manager from a SIP Entity, Session Manager applies SIP protocol and
numbering modifications to the calls. These modifications, referred to as Adaptations, are
sometimes necessary to resolve SIP protocol differences between disparate SIP Entities, and also
serve the purpose of normalizing the calls to a common or uniform numbering format, which
allows for simpler administration of routing rules in Session Manager. Session Manager then
matches the calls against certain criteria embodied in profiles termed Dial Patterns, and determines
the destination SIP Entities based on Routing Policies specified in the matching Dial Patterns.
Lastly, before the calls are routed to the respective destinations, Session Manager again applies
Adaptations in order to bring the calls into conformance with the SIP protocol interpretation and
numbering formats expected by the destination SIP Entities.

The following administration activities will be described:

e Define a SIP Domain

e Define Locations.

e Configure the Adaptation Modules that will be associated with digit manipulations for calls
between the SIP Entities for Communication Manager, and the Avaya SBCE.

e Define SIP Entities corresponding to Communication Manager, and the Avaya SBCE.

e Define Entity Links describing the SIP trunk between Communication Manager and Session
Manager, and the SIP Trunk between Session Manager and the Avaya SBCE.

e Define Routing Policies associated with the Communication Manager, and the Avaya
SBCE.

o Define Dial Patterns, which govern which routing policy will be selected for call routing.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. In the Log On screen (not shown), enter appropriate User ID and Password and
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press the Log On button. Once logged in, Home screen is displayed. From the Home screen,
under the Elements heading in the center, select Routing.

51 SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration, domain
customera.com was defined.
Step 2 - Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name: Enter the enterprise SIP Domain Name. In the sample screen below,
customera.com is shown.
e Type: Verify sip is selected.
e Notes: Add a brief description.
Step 3 - Click Commit to save (not shown).

Huomme Routing

i Home / Elements S Routing / Domeaines
Halz ¥

Domain Management

ems o Filer: Enabile
[ Mame Type Mates

O customsza.com 2]

Salact : AN, None

5.2 Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. In the
reference configuration, two Locations are specified:
e Main — The customer site containing System Manager, Session Manager, Communication
Manager, the G430 Media Gateway, and telephones.
e Common — This site contains the Avaya SBCE as well as the IPTF access router.
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5.2.1 Main Location
Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the Location (e.g., Main).
e Notes: Add a brief description.
Step 2 - In the Location Pattern section, click Add and enter the following values.
e [P Address Pattern: Leave blank.
e Step 3 - Click Commit to save.

+ Mome / Elements [/ Routing / Lecations

Location Details Commt](Cance

* Mame:  Man

MNotes:

il Plan Transparency in Survivabis Mode
Emabled: [

Listed Diructory Number;

Associated CM SIP Entity:
Overall Managed Bandwidith
Mansged Bandwidth Units:  Kb&isec v
Total Bandwidth:
Multimedia Bandwidth;
AuSo Calis Can Take Multimedia Bandwigth: 2/
Per Call Bandwidth Parameters
dwidth (Inlra-Location): 1000 Kbit/Sec
- (Inter-Location): 1000 KBit/Sec
04 Kbt/ Sec
* Defaslt Audio Bandwidth: 80 aoysec v
Aarm Threshold
Overall Alaem Threshold: 80 ¥ %
Multimedia Alarm Threshold: 80 Sl )
* Latescy before Overall Alarm Trigger: 5 Minutes
* Lalency before Moltimedia Alarm Triggur: 5 Minutes
Location Pattem
3dd] Femove]
[} P Address Pattern - Notex
Sedact ; ML None
Comme](Canca|
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5.2.2 Common Location
Follow the steps from Section 5.2.1 with the following changes:
e Name: Enter a descriptive name for the Location (e.g., Common).

Mo Rauting

* Routing « Home / Elements / Routing / Locations

[eensing

TN e o Location Details Cm'g(c;mdl
ocatio
ﬁag'f_:, — 8 General

it il * Name: Cooumon

Entity Links
Throe Reanges
Routing Palicies

Notes; A-SHCE & ATT router

Dia) Plan Transparency i Survivable Mode

—— — Cnabled: []

&mﬁuifxpmc;h.c
T Deloults Listed Directory Number:
Assoclated CM SIP Entity:
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5.3 Configure Adaptations

Session Manager can be configured to use Adaptation Modules to convert SIP headers sent from
AT&T to Communication Manager.
e Calls from AT&T - Modification of SIP messages sent to Communication Manager extensions.
e The IP address of Session Manager (192.168.67.47) is replaced with the Avaya CPE SIP
domain (customera.com) for destination domain.
e The AT&T Border Element IP address (10.10.10.11) is replaced with customera.com
for source domain.
e The AT&T called number digit string in the Request URI is replaced with the associated
Communication Manager extensions defined for Agent skill queue VDNs/telephones.

5.3.1 Adaptation for Avaya Aura® Communication Manager Extensions
Step 1 - In the left pane under Routing, click on Adaptations. In the Adaptations page, click on
New (not shown).
Step 2 - In the Adaptation Details page, enter:
e A descriptive Name, (e.g., ACM63_public).
e Select DigitConversionAdapter from the Module Name drop down menu (if no
module name is present, select <click to add module> and enter
DigitConversionAdapter).

vl — * Adoptation Mame: ACMES Dotk

1wme Rout %
m. wome / Blements / Mostiog / Adsptations

Adaptation Details Commit] (Carcel]

Modube Name:  OigtCorvimrnonAdapter

Module Parameter Type -

Egress URL Pavamoters

wotes

Step 3 — Scroll down to the Digit Conversion for Outgoing Calls from SM section (the inbound
digits from AT&T that need to be replaced with their associated Communication Manager
extensions before being sent to Communication Manager). 0000012345 is a DNIS string
sent in the Request URI by the IPTF service that is associated with Communication
Manager Agent/VVDN skill queue 44002.

Enter 0000012345 in the Matching Pattern column.

Enter 10 in the Min/Max columns.

Enter 10 in the Delete Digits column.

Enter 44002 in the Insert Digits column.

Specify that this should be applied to the SIP destination headers in the
Address to modify column.

Enter any desired notes.

Step 4 — Repeat Step 3 for all additional IPTF DNIS numbers.
Step 5 - Click on Commit (not shown).
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Note — No Digit Conversion for Incoming Calls to SM were required in the reference
configuration.

5.4 SIP Entities

Note — In the reference configuration, TCP is used as the transport protocol between Session
Manager and the Communication Manager “Public” trunk (port 5062), “Local” trunk (5060), and
the Avaya SBCE (port 5060). The use of TCP transport was to facilitate protocol trace analysis.
Avaya best practices call for TLS to be used as the transport protocol whenever possible.

Note — The Entity Links section of these forms (not shown) will be automatically populated when
the Entity Links are defined in Section 5.5. The SIP Responses to an OPTIONS Request section
of the form is not used in the reference configuration.

In this section, SIP Entities are administered for the following SIP network elements:

e Session Manager (Section 5.4.1). Note that this Entity is normally created during Session
Manager installation, but is shown here for completeness.

e Communication Manager for AT&T access (Section 5.4.2) — This entity, and its associated
Entity Link (using TCP with port 5062, is for calls from the IPTF service to Communication
Manager via the Avaya SBCE.

e Communication Manager for local access (Section 5.4.3) — This entity, and its associated Entity
Link (using TLS with port 5061), is primarily used for traffic between Avaya SIP telephones and
Communication Manager.

e Avaya SBCE (Section 5.4.4) - This entity, and its associated Entity Link (using TCP and port
5060), is for calls from the IPTF service via the Avaya SBCE.

5.4.1 Avaya Aura® Session Manager SIP Entity
Step 1- In the left pane under Routing, click on SIP Entities. In the SIP Entities page click on
New (not shown).
Step 2 - In the General section of the SIP Entity Details page, provision the following:
e Name — Enter a descriptive name (e.g., Sm63).
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e FQDN or IP Address — Enter the IP address of Session Manager signaling
interface, (not the management interface), provisioned during installation (e.g.,
192.168.67.47).

e Type — Verify Session Manager is selected.

e Location — Select location Main (Section 5.2.1).

e Outbound Proxy — (Optional) Leave blank or select another SIP Entity. For calls
to SIP domains for which Session Manager is not authoritative, Session Manager
routes those calls to this Outbound Proxy or to another SIP proxy discovered
through DNS if Outbound Proxy is not specified.

e Time Zone — Select the time zone in which Session Manager resides.

Step 3 - In the SIP Monitoring section of the SIP Entity Details page configure as follows:

e Select Use Session Manager Configuration for SIP Link Monitoring field.

e Use the default values for the remaining parameters.

o Mo/ Bemmeay £ Seiting £ SIF Lrefes

1P Leany Detalbs Comeent] [l

Lecatlon:  Man

Outbaund Proxy
T Lowe. Tt A Ne N _Yan
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SIP Link MonRorimg:  Use Garmon Mansger Condguraten ¥

Step 4 — Scrolling down to the Port section of the SIP Entity Details page, click on Add and
provision entries as follow:
e Port - Enter 5060.
e Protocol — Select TCP.
e Default Domain — Select a SIP domain administered in Section 5.1 (e.g.,
customera.com).
Step 5 - Repeat Step 4 to provision entries for 5062/TCP and 5061/TLS.
Step 6 — Enter any notes as desired and leave all other fields on the page blank/default.
Step 7 - Click on Commit.

Fert
TOP Fadawver gar:
TLS Fallownr port:
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5.4.2 Avaya Aura® Communication Manager SIP Entity — Public Trunk
Step 1 - In the SIP Entities page, click on New (not shown).
Step 2 - In the General section of the SIP Entity Details page, provision the following:
e Name — Enter a descriptive name (e.g. ACM63_public).
e FQDN or IP Address — Enter the IP address of Communication Manager Processor
Ethernet (procr) described in Section 6.5 (e.g. 192.168.67.202).
Type — Select CM.
Adaptation — Select the Adaptation ACMG63_public administered in Section 5.3.1.
Location — Select a Location Main administered in Section 5.2.1.
Time Zone — Select the time zone in which Communication Manager resides.
In the SIP Link Monitoring section of the SIP Entity Details page select:
o Select Use Session Manager Configuration for SIP Link Monitoring
field, and use the default values for the remaining parameters.
Step 3 - Click on Commit.

o i A hereis J Wisling [ NI et
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5.4.3 Avaya Aura® Communication Manager SIP Entity — Local Trunk
To configure the Communication Manager Local trunk SIP Entity, repeat the steps in Section 5.4.2 with
the following changes:

e Name — Enter a descriptive name (e.g. ACM63_local).

e Note that this Entity has no Adaptation defined.
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5.4.4 Avaya Session Border Controller for Enterprise SIP Entity
Repeat the steps in Section 5.4.1 with the following changes:
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Name — Enter a descriptive name (e.g., A-SBCE).
FQDN or IP Address — Enter the IP address of the Al (private) interface of the
Avaya SBCE (e.g., 192.168.70.120, see Section 7.4.1).
Type — Verify Other is selected.
Adaptations — Select Adaptation ATT (Section 5.3.1).
Location — Select location Common (Section 5.2.2).
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5.5 Entity Links

In this section, Entity Links are administered between Session Manager and the following SIP Entities:
e Avaya Aura® Communication Manager — Public (Section 5.5.1).

e Avaya Aura® Communication Manager — Local (Section 5.5.2).

e Avaya SBCE (Section 5.5.3).

Note — Once the Entity Links have been committed, the link information will also appear on the
associated SIP Entity pages configured in Section 5.4.

Note — See the information in Section 5.4 regarding the transport protocols and ports used in the
reference configuration.

5.5.1 Entity Link to Avaya Aura® Communication Manager — Public Trunk
Step 1 - In the left pane under Routing, click on Entity Links, then click on New (not shown).
Step 2 - Continuing in the Entity Links page, provision the following:
e Name — Enter a descriptive name for this link to Communication Manager (e.g.,
sm63_ACMG63_public).
e SIP Entity 1 — Select the SIP Entity administered in Section 5.4.1 for Session Manager
(e.g., Sm63).
e SIP Entity 1 Port — Enter 5062.
e Protocol — Select TCP (see Section 6.8.1).
e SIP Entity 2 —Select the SIP Entity administered in Section 5.4.2 for the
Communication Manager public entity (e.g., ACM63_public).
e SIP Entity 2 Port - Enter 5062 (see Section 6.8.1).
e Connection Policy — Select Trusted.
Step 3 - Click on Commit.

+ Mome / Slements / Bouting / Fetity Links

Fatity Links Cuma) [Cancel|

i Rem RRer Enatie

5.5.2 Entity Link to Avaya Aura® Communication Manager — Local Trunk
To configure this Entity Link, repeat the steps in Section 5.5.1, with the following changes:
e Name — Enter a descriptive name for this link to Communication Manager (e.g.,
sm63_ACMG63_local).
e SIP Entity 1 Port — Enter 5060.
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e SIP Entity 2 —Select the SIP Entity administered in Section 5.4.3 for the
Communication Manager local entity (e.g., ACMG63_local).
e SIP Entity 2 Port - Enter 5060 (see Section 6.8.2).
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5.5.3 Entity Link for the AT&T IP Toll Free Service via the Avaya SBCE
To configure this Entity Link, repeat the steps in Section 5.5.1, with the following changes:
e Name — Enter a descriptive name for this link to the Avaya SBCE (e.g., Sm63_A-
SBCE).

e SIP Entity 2 —Select the SIP Entity administered in Section 5.4.4 for the Avaya SBCE
entity (e.g., A-SBCE).
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5.6 Time Ranges

Step 1 - In the left pane under Routing, click on Time Ranges. In the Time Ranges page click on
New (not shown).

Step 2 - Continuing in the Time Ranges page, enter a descriptive Name, check the checkbox(s) for
the desired day(s) of the week, and enter the desired Start Time and End Time.

Step 3 - Click on Commit. Repeat these steps to provision additional time ranges as required.
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5.7 Routing Policies

In this section, the following Routing Policies are administered:
e Inbound calls to Communication Manager extensions.

5.7.1 Routing Policy for AT&T Routing to Avaya Aura® Communication
Manager

This Routing Policy is used for inbound calls from IPTF.

Step 1 - In the left pane under Routing, click on Routing Policies. In the Routing Policies page
click on New (not shown).

Step 2 - In the General section of the Routing Policy Details page, enter a descriptive Name for
routing AT&T calls to Communication Manager (e.g., ACM63_Public), and ensure that the
Disabled checkbox is unchecked to activate this Routing Policy.

Step 3 - In the SIP Entity as Destination section of the Routing Policy Details page, click on
Select and the SIP Entity list page will open.
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Step 4 - In the SIP Entity List page, select the SIP Entity administered in Section 5.4.2 for the
Communication Manager public SIP Entity (ACM63_Public), and click on Select.
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Step 5 - Returning to the Routing Policy Details page in the Time of Day section, click on Add.
Step 6 - In the Time Range L.ist page (not shown), check the checkbox(s) corresponding to one or
more Time Ranges administered in Section 5.6, and click on Select.
Step 7 - Returning to the Routing Policy Details page in the Time of Day section, enter a Ranking
of 2, and click on Commit.
Step 8 - Note that once the Dial Patterns are defined (Section 5.8) they will appear in the Dial
Pattern section of this form.
Step 9 - No Regular Expressions were used in the reference configuration.
Step 10 - Click on Commit.
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5.8 Dial Patterns

In this section, Dial Patterns are administered to match inbound PSTN calls via the IPTF service to
Communication Manager. In the reference configuration inbound calls from the IPTF service sent
10 digits in the SIP Request URI. This pattern must be matched for further call processing.

Note — Be sure to match on the digit string specified in the AT&T Request URI, not the digit string
that is dialed. They may be different.

Step 1 - In the left pane under Routing, click on Dial Patterns. In the Dial Patterns page click on
New (not shown).
Step 2 - In the General section of the Dial Pattern Details page, provision the following:
e Pattern — In the reference configuration, AT&T sends a 10 digit number in the
Request URI with the format 00000xxxx. Enter 00000. Note - The Adaptation
defined for Communication Manager in Section 5.3.1 will convert the various
00000xxxx numbers into their corresponding Communication Manager extensions.
e Min and Max — Enter 10.
e SIP Domain — Select -ALL-, to select all of the administered SIP Domains.

« Mome / 1) / ing / Dial Pat

Help ?)

sl Pattern Details {Commit|| Carcal|
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Emergency Call: )

Dial Patterns
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Emergency Type:

SIP Doesaln: -ALL- v,

Notos: ATT inbound

Step 3 — Scrolling down to the Originating Locations and Routing Policies section of the Dial
Pattern Details page, click on Add.

Step 4 - In the Originating Location section of the Originating Locations and Routing Policies
page, check the checkbox corresponding to all Locations).

Step 5 - In the Routing Policies section, check the checkbox corresponding to the Routing Policy
administered for routing calls to the Communication Manager public trunk in Section 5.7
(e.g., ACMG63_Public). Click on Select.
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Step 6 - Returning to the Dial Pattern Details page click on Commit.
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Step 7 - Repeat Steps 1-7 for any additional inbound dial patterns from AT&T.
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6 Avaya Aura® Communication Manager

This section describes the administration steps for Communication Manager in support of the
reference configuration described in these Application Notes. The steps are performed from the
Communication Manager System Access Terminal (SAT) interface. These Application Notes
assume that basic Communication Manager administration has already been performed. Consult
[5] and [6] for further details if necessary.

Note — In the following sections, only the parameters that are highlighted in bold text are
applicable to these application notes. Other parameter values may or may not match based on local
configurations.

6.1 System-Parameters Customer-Options

This section reviews the Communication Manager licenses and features that are required for the
reference configuration described in these Application Notes.

NOTE - For any required features that cannot be enabled in the steps that follow, contact an
authorized Avaya account representative to obtain the necessary licenses.

Step 1 - Enter the display system-parameters customer-options command. On Page 2 of the
form, verify that the Maximum Administered SIP Trunks number is sufficient for the
number of expected SIP trunks.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES
IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 O
Maximum Concurrently Registered IP Stations: 18000 4
Maximum Administered Remote Office Trunks: 12000 O
Maximum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 41000 O
Maximum Video Capable IP Softphones: 18000 5
Maximum Administered SIP Trunks: 24000 30
Maximum Administered Ad-hoc Video Conferencing Ports: 24000 O
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 128 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet-me Conference Ports: 300 0

(NOTE: You must logoff & login to effect the permission changes.)

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 77
SPOC 3/3/2015 ©2015 Avaya Inc. All Rights Reserved. CM63SM63SBC63TF




Step 2 - On Page 5 of the form, verify that the Private Networking and Processor Ethernet fields

are settoy.
display system-parameters customer-options Page 5 of 11
OPTIONAL FEATURES
Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption? n Station as Virtual Extension? y
Multiple Locations? n
System Management Data Transfer? n
Personal Station Access (PSA)? y Tenant Partitioning? y
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? y Time of Day Routing? y
Posted Messages? y TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y
Private Networking? y Usage Allocation Enhancements? vy
Processor and System MSP? y
Processor Ethernet? y Wideband Switching? y

Wireless?

=)

Remote Office? y
Restrict Call Forward Off Net? vy
Secondary Data Module? y

(NOTE: You must logoff & login to effect the permission changes.)

6.2 System-Parameters Features

Step 1 - Enter the display system-parameters features command. On Page 1 of the form, verify
that the Trunk-to-Trunk Transfer is set to all.

change system-parameters features Page 1 of 20
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? y
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? y

Music (or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDN/SIP Intercept Treatment: attendant

Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred

Automatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n

Auto Abbreviated/Delayed Transition Interval (rings): 2

Protocol for Caller ID Analog Terminals: Bellcore
Display Calling Number for Room to Room Caller ID Calls? n

6.3 Dial Plan

The dial plan defines how digit strings will be used locally by Communication Manager. The
following dial plan was used in the reference configuration.
Step 1 - Enter the change dialplan analysis command to provision the following dial plan.
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« 5-digit extensions with a Call Type of ext beginning with:
o Thedigits 1 and 4 for Communication Manager extensions.

« 3-digit dial access code (indicated with a Call Type of dac), e.g., access code 6xx for SIP
Trunk Access Codes (TAC). See the trunk forms in Section 6.8.

change dialplan analysis DIAL PLAN ANALYSIS TABLE Page 1 of 12
Percent Full: 2 Location: all
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 5 ext
4 5 ext
6 3 dac

6.4 IP Node Names

Node names define IP addresses to various Avaya components in the enterprise. In the reference
configuration a Processor Ethernet (procr) based Communication Manager platform is used. Note
that the Communication Manager procr name and IP address are entered during installation. The
procr IP address was used to define the Communication Manager SIP Entities in Section 5.4.
Step 1 - Enter the change node-names ip command, and add a node name and IP address for the
following:
e Avaya SBCE private network interface (e.g., A-SBCE and 192.168.70.120).
e Session Manager SIP signaling interface (e.g., SM63 and 192.168.67.47).

change node-names ip IP NODE NAMES Page 1 of 2
Name IP Address

A-SBCE 192.168.70.120

SM63 192.168.67.47

default 0.0.0.0

procr 192.168.67.202

6.5 IP Interface for procr
The display ip-interface procr command can be used to verify the Processor Ethernet (procr)
parameters defined during installation.
e Verify that Enable Interface?, Allow H.323 Endpoints?, and Allow H248 Gateways?
fields are setto y.
e In the reference configuration the procr is assigned to Network Region: 1.
e The default values are used for the remaining parameters.

display ip-interface procr IP INTERFACES Page 1 of 2
Type: PROCR Target socket load: 1700
Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS
Node Name: procr IP Address: 192.168.67.202

Subnet Mask: /24
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6.6 IP Network Regions

Network Regions are used to group various Communication Manager resources such as codecs,
UDP port ranges, and inter-region communication. In the reference configuration, two network
regions are used. Region 1 for the CPE access, and region 2 for SIP trunk access.

6.6.1 IP Network Region 1 — Local CPE Region
Step 1 — Enter change ip-network-region x, where x is the number of an unused IP network
region (e.g., region 1). This IP network region will be used to represent the local CPE.

Populate the form with the following values:

e Enter a descriptive name (e.g., Main).

e Enter the enterprise domain (e.g., customera.com) in the Authoritative Domain field
(see Section 5.1).

e Enter 1 for the Codec Set parameter.

e Intra-region IP-1P Audio Connections — Set to yes, indicating that the RTP paths
should be optimized to reduce the use of media resources when possible within the same
region.

e Inter-region IP-IP Audio Connections — Set to yes, indicating that the RTP paths
should be optimized to reduce the use of media resources when possible between
regions.

e UDP Port Min: — Set to 16384 (AT&T requirement).

e UDP Port Max: — Set to 32767 (AT&T requirement).

Note — The port range for Region 1 does not have to be in the range required by AT&T.
However the same range was used here in the reference configuration.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: customera.com
Name: Main Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 16384 IP Audio Hairpinning? n

UDP Port Max: 32767
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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Step 2 - On page 2 of the form:
e Verify that RTCP Reporting Enabled is settoy.

change ip-network-region 1 IP NETWORK REGION Page 2 of 20

RTCP Reporting Enabled? y
RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y

Step 3 - On page 4 of the form:
e Verify that next to region 1 in the dst rgn column, the codec set is 1.
e Next to region 2 in the dst rgn column, enter 2 for the codec set (this means region 1 is
permitted to talk to region 2 and it will use codec set 2 to do so). The direct WAN and
Units columns will self populate with y and No Limit respectively.
e Let all other values default for this form.

change ip-network-region 1 Page 4 of 20

Source Region: 1 Inter Network Region Connection Management I M
G A t

dst codec direct WAN-BW-1limits Video Intervening Dyn A G e

rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 1 all

2 2 \% NoLimit n t

6.6.2 IP Network Region 2 — SIP Trunk Region
Repeat the steps in Section 6.6.1 with the following changes:
Step 1 — On Page 1 of the form (not shown):
e Enter a descriptive name (e.g., AT&T).
e Enter 2 for the Codec Set parameter.
Step 2 — On Page 4 of the form:
e Setcodec set 2 for dst rgn 1.
e Note that dst rgn 2 is pre-populated with codec set 2 (from page 1 provisioning).

change ip-network-region 2 Page 4 of 20
Source Region: 2 Inter Network Region Connection Management I M
G A t
dst codec direct WAN-BW-limits Video Intervening Dyn A G c
rgn set WAN Units Total Norm Prio Shr Regions CAC R L e
1 2 % NoLimit n t
2 2 all
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6.7 IP Codec Parameters

Note — The IPTF service offers G.729A, G.726-32, and G.711MU codecs in their Invite SDP.
G.726-32 codec is supported by Communication Manager, but testing found issues when G.726-32
codec is used (see Section 2.2, item 2). In addition, some calls could require support of G.729B
(silence suppression). Therefore G.729B is also included in the codec lists.

6.7.1 Codecs for IP Network Region 1 (calls within the CPE)

Step 1 - Enter the change ip-codec-set x command, where X is the number of an IP codec set used
for internal calls (e.g., 1). On Page 1 of the ip-codec-set form, ensure that G.711MU,
G.729A, and G.729B are included in the codec list. Note that the packet interval size will
default to 20ms.

change ip-codec-set 1 IP Codec Set Page 1 of 2
Codec Set: 1
Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729A n 2 20
3: G.729B n 2 20

Step 2 - On Page 2 of the ip-codec-set form, set FAX Mode to t.38-standard.

change ip-codec-set 1 IP Codec Set Page 2 of 2
Allow Direct-IP Multimedia? y
Maximum Call Rate for Direct-IP Multimedia: 2048:Kbits
Maximum Call Rate for Priority Direct-IP Multimedia: 2048:Kbits

Mode Redundancy
FAX t.38-standard 0
Modem off 0
TDD/TTY off 0
Clear-channel n 0

6.7.2 Codecs for IP Network Region 2 (calls from AT&T)

Step 1 — Repeat the steps in Section 6.7.1 with the following changes.
« Provision the codecs in the order shown below. Note that the order of G.729A and G.729B
codecs may be reversed as required.
e Set Frames Per Pkt to 3. This will auto-populate 30 for the Packet Size (ms) field, and
specify a PTIME value of 30 in the SDP (recommended by AT&T).

change ip-codec-set 2 IP Codec Set Page 1 of 2
Codec Set: 2
Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.729A n 3 30
2: G.729B n 3 30
3: G.711MU n 3 30
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change ip-codec-set 2 IP Codec Set Page 2 of 2
Allow Direct-IP Multimedia? y
Maximum Call Rate for Direct-IP Multimedia: 2048:Kbits
Maximum Call Rate for Priority Direct-IP Multimedia: 2048:Kbits

Mode Redundancy
FAX t.38-standard 0
Modem off 0
TDD/TTY off 0
Clear-channel n 0

6.8 SIP Trunks

SIP trunks are defined on Communication Manager by provisioning a Signaling Group and a
corresponding Trunk Group. Three SIP trunks are defined on Communication Manager in the
reference configuration:
e Inbound IPTF access — SIP Trunk 2
o Note that this trunk will use TCP port 5062 as described in Section 5.5.1.
e Internal CPE access (e.g., Avaya SIP telephones, etc) — SIP Trunk 1
o Note that this trunk will use TCP port 5060 as described in Section 5.5.2.

Note — Although TCP is used as the transport protocols between the Avaya CPE components, UDP
was used between the Avaya SBCE and the IPTF service. See the note in Section 5.4 regarding the
use of TCP and TLS transport protocols in the CPE.

6.8.1 SIP Trunk for Inbound AT&T calls

This section describes the steps for administering the SIP trunk to Session Manager used for
inbound IPTF calls. This trunk corresponds to the ACM63_Public SIP Entity defined in Section
5.4.2.
Step 1 - Enter the add signaling-group x command, where X is the number of an unused signaling
group (e.g., 2), and provision the following:
e Group Type — Set to sip.
e Transport Method — Set to tcp (see the note at the beginning of this section).
e Verify that IMS Enabled? is set to n.
e Verify that Peer Detection Enabled? is set to y. The systems will auto detect and set
the Peer Server to SM.
Near-end Node Name — Set to the node name of the procr noted in Section 6.4.
e Far-end Node Name — Set to the node name of Session Manager as administered in
Section 6.4 (e.g., SM63).
e Near-end Listen Port and Far-end Listen Port — Set to 5062.
e Far-end Network Region — Set the IP network region to 2, as set in Section 6.6.2.
e Far-end Domain — Enter customera.com. This is the domain provisioned for Session
Manager in Section 5.1.
e DTMF over IP — Set to rtp-payload to enable Communication Manager to use DTMF
according to RFC 2833.
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e Direct IP-IP Audio Connections — Set to y, indicating that the RTP paths should be
optimized directly to the associated stations, to reduce the use of media resources on the
Avaya Media Gateway when possible (known as shuffling).

e Enable Layer 3 Test — Set to y. This directs Communication Manager to send SIP
OPTIONS messages to Session Manager to check link status.

e OPTIONAL.: If desired, set Initial IP-1P Direct Media is set to Y. Otherwise leave it
disable (default).

Note - Enabling the Initial IP-1P Direct Media parameter allows Communication
Manager to signal the IP address of Avaya SIP telephones during the initial setup of a
call. This permits the Avaya SIP telephone and the AT&T caller to exchange Media
directly, without allocating Communication Manager media resources. However, unless
network routing permits direct IP access between the Avaya SIP telephone and the
“inside” interface of the Avaya SBCE, a loss of audio can occur when this option is
enabled. In addition, when this option is enabled, Communication Manager will not
send SDP in 180 messages, and will not send 183 messages (if enabled).

e Use the default parameters on page 2 of the form (not shown).

add signaling-group 2 SIGNALING GROUP Page 1 of 1
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
QO-SIP? n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? n
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Near-end Node Name: procr Far-end Node Name: SM63
Near-end Listen Port: 5062 Far-end Listen Port: 5062
Far-end Network Region: 2
Far-end Domain: customera.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6

Step 2 - Enter the add trunk-group x command, where x is the number of an unused trunk group
(e.g., 2). On Page 1 of the trunk-group form, provision the following:

Group Type — Set to sip.

Group Name — Enter a descriptive name (e.g., ATT).

TAC — Enter a trunk access code that is consistent with the dial plan (e.g., 602).
Direction — Set to two-way.

Service Type — Set to public-ntwrk.

Signaling Group — Set to the signaling group administered in Step 1 (e.g., 2).
Number of Members — Enter the maximum number of simultaneous calls desired on
this trunk group (based on licensing) (e.g., 20).
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add trunk-group 2 TRUNK GROUP Page 1 of 21

Group Number: 2 Group Type: sip CDR Reports: y
Group Name: ATT COR: 1 TN: 1 TAC: 602
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 2
Number of Members: 20

Step 3 - On Page 2 of the Trunk Group form:
e Set the Preferred Minimum Session Refresh Interval(sec): to 900.

add trunk-group 2 Page 2 of 21
Group Type: sip
TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 6000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 900
Disconnect Supervision - In? y Out? y
XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Step 4 - On Page 3 of the Trunk Group form:
e Set Numbering Format: to private.

Note — Typically a trunk defined as public-ntwrk (see Step 2 above), will use a public
numbering format. However, when a public numbering format is selected, Communication
Manager will insert a plus sign (+) prefix. When a private numbering format is specified,
Communication Manager does not insert the plus prefix. The IPTF service does not require
number formats with plus, so private numbering was used for the public trunk (see Section 6.9).

add trunk-group 2 TRUNK FEATURES Page 3 of 21
ACA Assignment? n Measured: none Maintenance Tests? y
Numbering Format: private

UUI Treatment: service-provider
Replace Restricted Numbers? y
Replace Unavailable Numbers? vy
Modify Tandem Calling Number: no
Show ANSWERED BY on Display? y

Step 5 - On Page 4 of the Trunk Group form:

e Set Telephone Event Payload Type to the RTP payload type recommended by the
IPTF service (e.g., 100).
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Note — The IPTF service does not support History Info header. As shown below, by default this
header is supported by Communication Manager. In the reference configuration, any History

Info headers sent by Communication Manager is automatically removed from SIP signaling by
Session Manager, as part of the AttAdapter (see Section 5.3.1). Alternatively, History Info may

be disabled here.

add trunk-group 2 PROTOCOL VARIATIONS Page 4 of 21
Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? n
Network Call Redirection? n

Send Diversion Header? n
Support Request History? y
Telephone Event Payload Type: 100
Convert 180 to 183 for Early Media? n
Always Use re-INVITE for Display Updates? n
Identity for Calling Party Display: From
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? n
Enable Q-SIP? n

6.8.2 Local SIP Trunk (Avaya SIP Telephone Access)
This trunk corresponds to the ACM63_Local SIP Entity defined in Section 5.4.3.

Step 1 — Enter the add signaling-group x command, where X is the number of an unused signaling

group (e.g., 1), and repeat the steps in Section 6.8.1 with the following changes:
e Near-end Listen Port and Far-end Listen Port — Set to 5060

e Far-end Network Region — Set to the IP network region 1, as defined in Section 6.6.1.

add signaling-group 1 SIGNALING GROUP Page 1 of 1
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n
IP Video? n Priority Video? y Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM
Near-end Node Name: procr Far-end Node Name: SM63
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 1
Far-end Domain: customera.com Far-end Secondary Node Name:
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? y
H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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Step 2 - Enter the add trunk-group x command, where x is the number of an unused trunk group
(e.g., 1). On Page 1 of the trunk-group form, repeat the steps in Section 6.8.1 with the
following changes:

e Group Name — Enter a descriptive name (e.g., Local).

e TAC - Enter a trunk access code that is consistent with the dial plan (e.g., 601).

e Service Type — Set to tie.

e Signaling Group — Set to the number of the signaling group administered in Step 1

(e.g., 1).
add trunk-group 1 TRUNK GROUP Page 1 of 21
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: Local COR: 1 TN: 1 TAC: 601
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 20

Step 3 - On Page 2 of the Trunk Group form:
e Same as Section 6.8.1.

Step 4 - On Page 3 of the Trunk Group form:
e Same as Section 6.8.1.

Step 5 - On Page 4 of the Trunk Group form:
o Use default values for all settings.

Note — Enabling Convert 180 to 183 for Early Media will cause Communication Manager to issue
183 messages instead of 180 (see the note in Section 6.8.1).

add trunk-group 1 PROTOCOL VARIATIONS Page 4 of 21
Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?

Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?

Accept Redirect to Blank User Destination?

Enable QO-SIP?

-Asserted-Identity

DDD*UDZS%'J'JSSD
o
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6.9 Private Numbering

In the reference configuration, the private-numbering form, (used in conjunction with the
Numbering Format: private setting in Section 6.8.1), is used to convert Communication Manager
local extensions to IPTF DNIS numbers, for inclusion in any SIP headers directed to the IPTF
service via the public trunk.
Step 1 — Add all Communication Manager local extension patterns (for the local trunk).
e Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
e Ext Code — Enter the Communication Manager extension patterns defined in the Dial
Plan in Section 6.3 (e.g., 1 and 4).
e Trk Grp(s) — Enter the number of the Local trunk group (e.g., 1).
e Total Len — Enter the total number of digits after the digit conversion (e.g., 5).
Step 2 — Add any Communication Manager station extensions and their corresponding IPTF DNIS
number (for the public trunk):
e Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
e Ext Code — Enter the Communication Manager station extension (e.g., SIP phone
19005).
e Trk Grp(s) — Enter the number of the Public trunk group (e.g., 2).
e CPN Prefix — Enter the corresponding IPTF DNIS number (e.g., 0000012345).
e CPN Len — Enter the total number of digits after the digit conversion (e.g., 10).
Step 4 — Add any Communication Manager Agent skill VDN extensions and their corresponding
IPTF DNIS number (for the public trunk):
Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
Ext Code — Enter the Communication Manager extension (e.g., Skill VDN 44002).
Trk Grp(s) — Enter the number of the Public trunk group (e.g., 2).
CPN Prefix — Enter the corresponding IPTF DNIS number (e.g., 0000012346).
CPN Len — Enter the total number of digits after the digit conversion (e.g., 10).
Step 5 — Repeat Steps 3 and 4 for all IPTF DNIS numbers and their corresponding Communication
Manager station, Skill, or Agent extensions.

change private-numbering 1 Page 1 of 2
NUMBERING - PRIVATE FORMAT

Ext Ext Trk Private Total
Len Code Grp (s) Prefix Len
5 1 1 5 Total Administered: 4
5 4 1 5 Maximum Entries: 540
5 19005 2 0000012345 10
5 44002 2 0000012346 10

6.10 Route Patterns for Local SIP Trunk

Route Patterns are use to direct calls to the Local SIP trunk for access to SIP phones or other
destinations in the CPE. This form specifies the local SIP trunk (e.g., 1), based on the route-pattern
selected by the AAR table in Section 6.11 (e.g., calls SIP phone extensions).
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Note — As IPTF is an inbound only service, no outbound route patterns are defined for the public
SIP trunk.

Step 1 — Enter the change route-pattern 1 command and enter the following:
e Inthe Grp No column enter 1 for SIP trunk 1 (local trunk).
e Inthe FRL column enter O (zero).
e In the Numbering Format column, across from line 1: enter unk-unk.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: Local Trunk
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QOSIG
Dgts Intw
1: 1 0 n user
2 n user
3: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
01 2M4W Request Dgts Format
Subaddress
l: yyyyyn n rest unk-unk none
2: Yy yyyyn n rest none

6.11 Automatic Alternate Routing (AAR) Dialing
AAR is used to direct calls to the local SIP trunk for Avaya SIP telephones, using the route pattern
defined in Section 6.10.
Step 1 — Enter the following:
e Dialed String - In the reference configuration all SIP telephones used extensions in
the range 1902x, therefore enter 1902.
e Min & Max — Enter 5.
e Route Pattern — Enter 1.
e Call Type — Enter aar.

change aar analysis 0 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1902 5 5 1 aar n

6.12 Class of Restriction (COR) for Agent Telephones

As described in Section 2.2, Item 1, an issue was found with the IP Toll Free ADR call redirection
feature in response to a ring-no-answer condition. If the Communication Manager returns a 180
followed by 181, then the IP Toll Free ADR feature will trigger and the alternate number is called.
However, if Communication Manager only sends 180, then ADR is not triggered. Setting the
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Direct Agent Calling parameter in the Class of Restriction form, to n, will cause Communication

Manager to send a 181 followed by a 180, thus triggering the ADR Ring-No-Answer feature. Note

that the COR level is applied to the Agent form (see Section 6.12).

Step 1 — Using the change cor x command, where X is the COR used by the Agent phones (e.g., 2),
verify the Direct Agent Calling field is set to n.

change cor 2 CLASS OF RESTRICTION Page 1 of 23
COR Number: 2
COR Description: Agent

FRL: O APLT? vy
Can Be Service Observed? n Calling Party Restriction: none
Can Be A Service Observer? n Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? n Direct Agent Calling? n
Restriction Override: none Facility Access Trunk Test? n
Restricted Call List? n Can Change Coverage? n
Access to MCT? y Fully Restricted Service? n
Group II Category For MFC: 7 Hear VDN of Origin Annc.? n
Send ANI for MFE? n Add/Remove Agent Skills? n
MF ANI Prefix: Automatic Charge Display? n
Hear System Music on Hold? vy PASTE (Display PBX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n

Group Controlled Restriction: inactive

Step 2 — The Class of Restriction (COR) is applied to the Agent.
e Enter the command change agent xxxxX, where xxxxx is a previously defined agent (e.g.,
47002), and on Page 1 of the form enter the following:
e COR - Specify Class of Restriction 2.

change agent-loginID 47002 AGENT LOGINID Page 1 of 3
Login ID: 47002 AAS? n
Name: Agent2 AUDIX? n
TN: 1 LWC Reception: spe
COR: 2 LWC Log External Calls? n
Coverage Path: 1 AUDIX Name for Messaging:

Security Code:
LoginID for ISDN/SIP Display? y

Password: 2580

Password (enter again): 2580

Auto Answer: all
MIA Across Skills: system
ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system

Forced Agent Logout Time: :
WARNING: Agent must log in again before changes take effect
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6.13 Provisioning for Simulated Call Center Functionality

In the reference configuration, a Call Center environment (skill queues and Agents) was simulated
on Communication Manager. The administration of Communication Manager Call Center type
elements — Agents, skills (hunt groups), vectors, and Vector Directory Numbers (VDNS) are
beyond the scope of these Application Notes. Consult [6 and 8] for further details. The samples
that follow are provided for reference purposes only.

e Agent form — Page 1

display agent-loginID 47002

AGENT LOGINID Page 1 of 3

Login ID: 47002 AAS? n
Name: Agent2 AUDIX? n
TN: 1 LWC Reception: spe
COR: 1 LWC Log External Calls? n
Coverage Path: 1 AUDIX Name for Messaging:
Security Code: LoginID for ISDN/SIP Display? n
Password: 2580
Password (enter again): 2580
Auto Answer: station
MIA Across Skills: system
ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time: :
e Agent form — Page 2
display agent-loginID 47002 AGENT LOGINID Page 2 of 3

Direct Agent Skill:
Call Handling Preference:

SN RL SL
1: 2 1

Service Objective? n
Local Call Preference? n
RL SL SN RL SL

skill-level
RL SL SN

e Skill 2 Hunt Group form — Page 1

display hunt-group 2

Group Number:

Group Name:

Group Extension:

Group Type:

TN:

COR:

Security Code:

ISDN/SIP Caller Display:
Queue Limit:

Calls Warning Threshold:
Time Warning Threshold:

HUNT GROUP Page 1 of 4
2 ACD? y
Skill2 Queue? y
43002 Vector? vy
ead-mia
1
1 MM Early Answer? n
Local Agent Preference? n

unlimited

Port:

Port
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e Skill 2 Vector form — Page 1

display vector 2 CALL VECTOR Page 1 of 6
Number: 2 Name: Skill2
Multimedia? n Attendant Vectoring? n Meet-me Conf? n Lock? n
Basic? y EAS? y G3V4 Enhanced? y ANI/II-Digits? y ASATI Routing? y
Prompting? vy LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables? y 3.0 Enhanced? y
0l wait-time 2 secs hearing ringback
02 announcement 42002
03 queue-to skill 2 pri m
04 wait-time 10 secs hearing music
05 announcement 42005
06 goto step 3 if unconditionally
07 stop
e Skill 2 VDN form — Page 1
display vdn 44002 VECTOR DIRECTORY NUMBER Page 1 of 3
Extension: 44002
Name*: Skill2
Destination: Vector Number 2

Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured:
Extension*:
lst Skill~*:
2nd Skill*:
3rd Skill*:
* Follows VDN Override Rules

none
VDN of Origin Annc.

6.14 Avaya G430 Media Gateway Provisioning

In the reference configuration, a G430 Media Gateways is provisioned. The G430 is located in the
Main site and is used for local DSP resources, announcements, Music On Hold, etc.

Note — Only the Media Gateway provisioning associated with the G430 registration to
Communication Manager is shown below. See [7] for additional information.

Step 1 — SSH to the G430 (not shown). Note that the Media Gateway prompt will contain ??? if the
Media Gateway is not registered to Communication Manager (e.g., G430-???(super)#).

Step 2 - Enter the show system command and note the G430 serial number (e.g., 101SO123456).
Step 3 — Enter the set mgc list x.x.x.x command where x.x.x.X is the IP address of the
Communication Manager Procr (e.g., 192.168.67.202, see Section 6.4).

Step 4 — Enter the copy run copy start command to save the G430 configuration.
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Step 5 — On Communication Manager, enter the add media-gateway x command where X is an
available Media Gateway identifier (e.g., 1). The Media Gateway form will open (not shown).

Enter the following parameters:
e SetType =g430
e Set Name = Enter a descriptive name (e.g., G430)

e Set Serial Number = Enter the serial number copied from Step 2 (e.g., 101S0123456).
e Setthe Encrypt Link parameter as desired (n was used in the reference configuration).

e Set Network Region =1

When the Media Gateway registers, the SSH connection prompt will change to reflect the Media

Gateway ldentifier assigned in Step 5 (e.g., G430-001(super)#).

Step 6 — Enter the display media-gateway 1 command, and verify that the G430 has registered.

display media-gateway 1 MEDIA GATEWAY 1 Page 1 of 2
Type: g430
Name: g430
Serial No: 10IS0123456
Encrypt Link? n Enable CF? n
Network Region: 1 Location: 1
Site Data:
Recovery Rule: none
Registered? y
FW Version/HW Vintage: 34 .5 .1 /1
MGP IPV4 Address: 192.168.67.50
MGP IPV6 Address:
Controller IP Address: 192.168.67.202
6.15 Save Communication Manager Translations
After the Communication Manager provisioning is completed, enter the command save
translation.
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7 Configure Avaya Session Border Controller for Enterprise

Note: Only the Avaya SBCE provisioning required for the reference configuration is described in
these Application Notes.

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to [9 and 10] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (Al) of the

Avaya SBCE in the Common site, (192.168.70.120), with access to the Main site. The connection

to AT&T uses the Avaya SBCE public interface B1 (IP address 10.10.10.11).

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”

management LAN connection on the chassis.

Step 1 - Access the web interface by typing “https://X.X.X.X” (where x.x.x.x is the management IP
address of the Avaya SBCE).

Step 2 - Enter the Username and click on Continue.

AVAYA =

Session Border Controller ke p oveopdcbad gk aoonpi e
for Enterprise eyttt cupasioh et eriebgrerigi

Step 3 - Enter the password and click on Log In.

o V o y o Log In
Password

Session Border Controller T Gt 8 i My (5 eIt S S g
for Enterprise wht-ir el ¥4 P opriol 8P WYRNNE, VORI
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Step 4 - The main menu window will open. Note that the installed software version is displayed.
Verify that the License State is OK. The SBCE will only operate for a short time without
a valid license. Contact your Avaya representative to obtain a license.

Note — The provisioning described in the following sections use the menu options listed in the left
hand column shown below.

Dashboard Dashboard

Administration Installed Devices
E:Ztk:riﬁ:i:;:ment System Time UEZS:-?—&SS M Refresh EMS

> Global Parameters [ Version 6.3.1-22-4653 | 588

* Global Profiles Build Date Fri Nov 21 17:35:09 EST

> PPM Services 2014

> Domain Policies [License State oK |

» TLS Management Aggregate Licensing Overages 0

> Device Specific Settings
Peak Licensing Overage Count 0

Alarms (past 24 hours) Incidents (past 24 hours)

MNaone found. SBCE: Max forwards Exceeded

7.1 System Management — Status

Step 1 - Select System Management and verify that the Status column says Commissioned. If
not, contact your Avaya representative.

Note — Certain Avaya SBCE configuration changes require that the underlying
application be restarted. To do so, click on Restart Application shown below.

Dashboard System Management
Administration

Backup/Restore

System Management Devices | | Updates || SSL VPN || Licensing |

> Global Parameters
> Global Profiles

Device Management

Name = Version Status

. PP Services SBCE 1921686364 631224653 Reboot Shutdown View | Edit Uninsta
> Domain Policies < 1 b
Step 2 - Click on View (shown above) to display the System Information screen.
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- General Configuration

r Davice Config r License Allocation
Appliance Name SBCE HA Mode No Standard Sessons
sckatect O
Box Ty, SiP Two Bypass Mode No
L bkt L Advanced Sessions
Deployment Mode  Proxy g

Encryption

Network Configuration

Puldic IP

Netrmask

Systom Information; SBCE X

Scopra Video Sessons
Qo

0

0

DNS Location DMz

DNS Client IP 192 168 70 120

192 168 .70 120 192 168 70 120 255 256 266 0 192168 70 ¢ Al

10.10,10,10 10.10.10.10 255 255 255.240 10,10,10.1 B1
- DS Configurati Management iP(s)

Prmary ONS 192168 67 5 P 192 168.63.64

Secandary DNS

7.2 Global Profiles

Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

7.2.1 Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the connection to Session

Manager.

Step 1 - Select Global Profiles = Server Interworking from the left-hand menu.

Step 2 - Select the pre-defined avaya-ru profile and click the Clone button.

Dashboard Interworking Profiles. avaya-ru
Admnistrabon Add Clone
BackupRestore
System Management nhv.un,n; Profus 118 sl fecorremabadied 1wl e Hetauls Try clonmy or atiding & Hiew piofie nstaad
Global Paramaters il Guncral | | Timers | | US Maniputation | | Haader Maeip 1
+ Giobal Proftes avays v S
Do OCSEdgr-Senver Held Suppant HONE
Fingerpan o
Server Interworking Frsees 180 Handing None
Pnone secsning e 141 Handlnn Hrne
Step 3 - Enter profile name: (e.g., Avaya_Trunk_Sl), and click Finish.
Clone Profile
Profile Narme EUIS T
Clone Hame Bvaya_Trunk S
: Fimsh ]
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Step 4 - The new Avaya_Trunk_SI profile will be listed. Select it, scroll to the bottom of the

Profile screen, and click on Edit.

Interworking Profiles: Avaya_Trunk_Si
| Agd. [ Resame | [ Clone | | Delese
ritarwerkmg Chck here Lo odd & deacnptior
Profiles
T [ I [ i
£32100 Gcncrall\fiﬂu].wmrlmm“ml
Via Headar Format RFC3261
aayan
OCS-EdgeS Prvacy
Sepseaas Prvacy Enabled No
User Nams
cups
P-Assenedidertity No
OCS-FromEn
P-Preferrad-dentity No
Avaya_Trun...
Privacy Header
=
DTMF Suppart None
| Edit | -

Step 5 - The General screen will open.
e Check T38 Support.
e All other options can be left with default values, and click Next.

Editing Profile: Avaya _Trunk_ St

& MNone

Hold Suppon RFC2543-¢=0000
RFC3264 - a=sendonly

180 Handling @ MNone SDP No SDP
181 Handling & MNone sSoe No SOP
182 Handling & None SoP No SOP
183 Handling ® None soP No SDP
Refor Handing

URI Group

Send Held
3xx Handling

Diversion Header Suppon

Delayed SOP Handling

Redmate Handling

T 33 Suppont v
URI Scheme & s TEL ANY
® RFC3261
V! der Format
s Header Form: RFC2543

MNeot
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Editing Profile; 1IPO_SI

Prracy Enabled
User Name
P-Assented-ldenty
P-Prafored-ldantey
Prmvacy Header

OTMF

@ None
DTMF Support SP NOTIFY
S8 INFO

Back | Finish |

 cwmeowros A

__A Hone

Record Routes Single Sids
@ Both Sides

Topology Hidng. Change CalhID

Call-Info NAT

Change Max Forwards i

Inchude End Pt IP for Context Lockup a

0OCS Extensions

AVAYA Extensions A

RORTEL Extensions

Dwersaon Manipulation

Owersion Header URS

Motasvaich Extensions

Reset on Talk Spunt

Reset SRTP Context on Session Refresh

Has Remole SBC Cs

Route Response on Via Poat

Cisco Extensions
Finish
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Step 6 - On the Privacy/DTMF window, select Finish to accept default values.

Step 7 - Returning to the General screen, select the Advanced tab, accept the default values, and
click Finish.
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7.2.2 Server Interworking — AT&T

Repeat the steps shown in Section 7.2.1 to add an Interworking Profile for the connection to AT&T
via the public network, with the following changes:
Step 1 - Select Add Profile (not shown) and enter a profile name: (e.g., ATT_Trunk_SI) and
click Next (not shown).
Step 2 - The General screen will open (not shown):
e Check T38 Support.
e All other options can be left as default.
e Click Next.
Step 3 - The Privacy/DTMF, SIP Timers/Transport Timers, and Advanced screens will open
(not shown), accept default values for all the screens by clicking Next, then clicking on
Finish when completed.

7.2.3 Server Configuration — Session Manager

This section defines the Server Configuration for the Avaya SBCE connection to Session Manager.

Step 1 - Select Global Profiles = Server Configuration from the left-hand menu.

Step 2 - Select Add Profile and the Profile Name window will open. Enter a Profile Name (e.qg.,
SM_Trunk_SC) and click Next.

Add Server Configuration Profile

Profila Name SM_Trunk_5C

Mext |

Step 3 - The Add Server Configuration Profile window will open.
e Select Server Type: Call Server.
IP Address: 192.168.67.47 (Session Manager network IP Address)
Supported Transports: Check TCP.
TCP Port: 5060.
Select Next.

Add Server Configuration Profile

Sarver Typs Call Server |~

IP Address / FOOMN Parl Transperl

192 165.42.10 ] TCP [x] Detete

Step 4 - The Authentication and Heartbeat windows will open (not shown).
e Select Next to accept default values.
Step 5 - The Advanced window will open.
e Select Avaya_Trunk_SI (created in Section 7.2.1), for Interworking Profile.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 48 of 77
SPOC 3/3/2015 ©2015 Avaya Inc. All Rights Reserved. CM63SM63SBC63TF



e Inthe Signaling Manipulation Script field select none.
e Select Finish.

Note — Since TCP transport is specified in Step 3, then the Enable Grooming option
should be enabled.

Enable DoS Protection M
Enable Grooming :/v
Interworking Frofile Avaya_Trunk_SI [=]
Signaling Manipulation Scrpt None I~]
Connaction Typa suBiD [+]

| Back Fanesh

7.2.4 Server Configuration — AT&T

Note — The AT&T IPTF service may provide a Primary and Secondary Border Element. This
section describes the connection to a single (Primary) Border Element. See Addendum 1 for
information on configuring two IPTF Border Elements (Primary & Secondary).

Repeat the steps in Section 7.2.3, with the following changes, to create a Server Configuration for
the Avaya SBCE connection to AT&T.
Step 1 - Select Add Profile and enter a Profile Name (e.g., ATT_SC) and select Next.
Step 2 - On the General window (not shown), enter the following.

e Select Server Type: Trunk Server.

e [P Address: 10.10.10.11 (AT&T Border Element IP address)

e Supported Transports: Check UDP.

e UDP Port: 5060.

e Select Next.
Step 3 - On the Advanced window, enter the following.

e Select ATT_SI (created in Section 7.2.2), for Interworking Profile.

e Select Finish.

OOgI TS S e S

Server Configuration: ATT_SC

4 Giobal Profiles
Domain DoS Add Reogme || Clone || Delele
Serves irterworking SM Trunk SC -
Phone Interworking Sever Type Tamk Server
ATT S
Lo .
Media Forkng 12 Addrogs J FODN Pant Transpolt
Routing Wwomwn 5060 (s o

Server Configuration

Topology Hdng
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| Genecal | | Authentcation | | Hearbess | | Advanceu
Enabla DoS Frotectson
Enabils Groomeng
Intarworking Profie ATT Trunk_St
Signaing Matipulsion Scrpt Hone
Connaction Type sSuUBID

Edit

7.2.5 Routing — To Session Manager

This provisioning defines the Routing Profile for the connection to Session Manager.

Step 1 - Select Global Profiles 2 Routing from the left-hand menu, and select Add (not shown)
Step 2 - Enter a Profile Name: (e.g., SM_RP) and click Next.

Profie Mam "SM_RP

Step 3 - The Routing Profile window will open. Using the default values shown, click on Add.

Routing Profile X

UR| Growp Tima of Day detault = |

Load Balancing Proety »| NAPTR
Transpon Neonag | = Nexa Hop Poonty J

Naxt Hop in-Dhalog ignore Route Headar

Add

Click the Add button to add a Next-Hop Address.

Back Finish

Step 4 - The Next-Hop Address window will open. Populate the following fields:

e Priority/Weight =1

e Server Configuration = SM_Trunk_SC (from Section 7.2.3).

e Next Hop Address = Verify that the 192.168.67.47:5060 (TCP) entry from the drop down
menu is selected (Session Manager IP address). Also note that the Transport fields are
grayed out.

e Click on Finish.
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UR Group * - Time of Day defaulf «

Load Balancing Pronty «  MNAPTR
Transpont None Next Hop Pronty 7
Next Hop InDislog ignore Route Headet

Prigetty / Wesght Senver Configuration Next Hop Address Transpont
1 SM_Trunk_SC ~ 19216867 475060 (TCP) v
Finish

7.2.6 Routing —To AT&T

Repeat the steps in Section 7.2.5, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to AT&T.
Step 1 - On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.qg.,
ATT_RP).
Step 2 - On the Next-Hop Address window (not shown), populate the following fields:
e Priority/Weight =1
e Server Configuration = ATT_SC (from Section 7.2.4).
e Next Hop Address: Verify that the 10.10.10.11:5060 entry from the drop down menu is
selected (AT&T Border Element IP address).
e Use default values for the rest of the parameters.
Step 4 - Click Finish.

Profile : ATT_8P - Edit Rule

LRI Gesup ¢ - Time of Dy Aulwll ~
Lond Balmcing Priosty =  NAPTR

Tranyped b Nest Fop Prarty v

Nest Hop InOwlog Ignare Route Header

1 ATT_BC - 10.10,10.11:5060 (UDS) -
Fnah
Fingerprint *  Routing Profiles: ATT_RP
Server Interwarking | Add | | Rename || Clone || Delete |
Phone Interworkang Routing Profles Click: Here to aid s description.
Wedia Forking e
Routing Routing Profile
! ATT_RF - -
Server Configuration Updaite Priosity Add |
Topalogy Hiding SM_RP —
o Pty e Tine o Load et T A T Trararent
Signaling Tiandy Group Diay Balancing et Hop Address Fanspar
Manipakation
LRI Graup= 1 . defaul  Pricrity 10.10.10.11 UoF Edit  Delete
PM Serices
omain Policies
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7.2.7 Topology Hiding — Avaya Side

The Topology Hiding screen allows users to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the security of
the network. It hides the topology of the enterprise network from external networks.

Step 1 - Select Global Profiles & Topology Hiding from the left-hand side menu.

Step 2 - Select the Add button, enter Profile Name: (e.g., Avaya_TH), and click Next.

Proile Name Avaya_TH

Nest

Step 3 - The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until no new headers are added to the list, and the Add Header button is no
longer displayed.

Add Headar
Haaaer Cntena Reglace Actian Overaite Valun
Request-Lee =! [ WP/Doman __-j Auto -
Dack Faush
Rapiace Action Crmrwte Vihe
RequestLing =] PDoman [+] Ao [+
From ~| IFDomain [v| Ado -~
to | IPOomman »| Asto |-
Rlecord-Raute =] WDoman (=] Ao |«
va +] PDaman =] Ao
sSOP v] IPooman [»] Awe -
Fetet To =] POoman  [=] Ao -
Hodorwed-By el IPOoman (=] Awo .
Bock Finish

Step 4 - Populate the fields as shown below, and click Finish. Note that customera.com is the
domain used by the CPE (see Sections 5.1 and 6.6).

Topology Miding Profile X
Huwache Citona Ruptace Action Overarte Value
Aecord Fote o] PDomun =] Auo -
Via is] P/Domain _i‘i Auto L2
To =] 'PDomam [=| Overwme »!| customaacom
Hefnend-By v| PDomam |»| Overwets v| customera com
SOP =] FDoman [v] Ade -
AequestLne +] [®Doman (=] Overwete <] catomaracom
Faler To *] PDomun [=] Overwe *] cuntome com
From o] PDoman [=]| Overwets =| contommracom
Finab
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7.2.8 Topology Hiding — AT&T Side
Repeat the steps in Section 7.2.7, with the following changes, to create a Topology Hiding Profile
for the Avaya SBCE connection to AT&T.

1. Enter a Profile Name: (e.g., ATT_TH).

2. Use the default values for all fields and click Finish.

Header Crtana Dwerartia Value
Record-Rouwe V:] PDoman ':} Auto [«
Via ._-J IPDoman k-J Auto ~\
To [=] Pooman [=] Amo I~
Refared By =] PRoman [<] ‘Auo =
SOP =] POoman [=] Auo =l
AequestLng =] Pooman [+] Awo ]
RatarTo ;] PDoman ‘.] Auo -‘
Fram 'vi POoman vl Auto [wl
Finish

The following screen shows the completed Topology Hiding Profile form.

Dashboard Topology Hiding Profiles. ATT_TH
nstratic -
Acmmmetrion Add Fmname | | Gune | | Deiwie
System Managemen PRy 4 Chzh here 10 b2 b escmn
RN s detad
Glctal Farameters Topology Ieting
« Global Profies onco_te_pefle
Hapiace Acmon
Dornan DoS ATT TH
Racosd-Rous P Darran A
Fngepant z
Sven_TH A e s
Server bteranikng oo Via #Phoman Aus
Phune inlerworking Ta PDoman A
Medis Forking Rebned By P Darrasn Auss
Roctiny
Rocting 0P P Doman A
Server Configuraton
2 i 1D Ars
Topoiogy Miding wp» e o -
Signaiing Mangutaton Rabot-To PiDamain Ausd
URS Grops From HDoman A

7.3 Domain Policies
The Domain Policies feature allows users to configure, apply and manage various rule sets

(policies) to control unified communications based upon various criteria of communication sessions
originating from or terminating in the enterprise.

7.3.1 Application Rules
Step 1 - Select Domain Policies = Application Rules from the left-hand side menu (not shown).
Step 2 - Select the default-trunk rule (not shown).
Step 3 - Select the Clone button (not shown), and the Clone Rule window will open (not shown).
e Inthe Clone Name field enter default-Trunk_AR
e Click Finish (not shown). The completed Application Rule is shown below.
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Dashboand
Admrssuation
BackhupFestors
Systern Managermemn
Gobal Parameters
Gobat Profiles deland) treri

PPN Services

Application Rules: default-Trunk_AR

Add F

detaust

detaudt surscrber bw

« Doman Posoes

debad)-susacrberbigh

Application Rules

detaddt senver-low

Border Rues

Nedia Rues detyut)-mvee-hgh
Securty Rules dutaul Trunk AR
Sgnaing Ruks

Time of Day Rues
End Poun Polxcy
Growgs

Sesson Policks

kot By Device a

CSch hern it 2k & dencrpton

Application Rule

COR Suppos haare

RICP Kasp Akma N

Rosama | Closa | Delow

7.3.2 Media Rules

Media Rules are used to define QOS parameters. The Media Rule described below will be applied
to both directions, and therefore, only one rule is needed.
Step 1 - Select Domain Policies = Media Rules from the left-hand side menu (not shown).
Step 2 - From the Media Rules menu, select the default-low-med rule.
Step 3 - Select Clone button (not shown), and the Clone Rule window will open.

Step 4 - Highlight the Avaya-low-med_MR rule just created (not shown):

JF; Reviewed:

In the Clone Name field
Click Finish. The newly

enter Avaya-low-med_MR
created rule will be displayed.

Select the Media QOS tab (not shown).
Click the Edit button and the Media QOS window will open.
Check the Media QOS Marking field is Enabled.

Select the DSCP box.
Audio: Select EF from t

he drop-down.

Video: Select EF from the drop-down.
Step 5 - Click Finish.

RTCP Enablad

Media QoS Maiking

Enatiad

Tad

Audio ToS

EF

Wideo To

& DECP

Audin

Viden

Hudio Precedence

o

Wideo Precedence

[ [«

| Finsh |
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The completed Media Rule screen is shown below.

Crashboard Media Rules: Avaya-law-med_MR
Administraion [ | [y Deoice =] Renama || Clone | | Delew
BackupHeston
S ...
Dlcbal Parameturs LUELE B Mudin HAT | | Mot Encrypion | [ Madia Silanding || Waiin oS || Madia BFCP |
Ghbal Profies dhilauit oy - _ _

Merha Cnf Rapasing

PP Senaces
& Diomin Polickes
Appheation Rukes

defauttaigh
= ATCR Enciked

datault sighane

Sorder Audes iy e med ane L MednefMaby |
Media Rules Aumya lowmad MR Enabled ¥
Sevunty Rules S Typs e
Signaling Fules
Tine of Dy Fules Audn O
Ere Port Palicy A DECP EF
Groups
Zeszion Policies
TL5 Management
Davice Specilc Sefings ]

7.3.3 Signaling Rules
In the reference configuration, Signaling Rules are used to filter various SIP headers.

7.3.3.1 Avaya — Signaling Rules

Step 1 - Select Domain Policies = Signaling Rules from the left-hand side menu (not shown).
Step 2 - The Signaling Rules window will open (not shown). From the Signaling Rules menu,
select the default rule.
Step 3 - Select the Clone button and the Clone Rule window will open (not shown).
e Inthe Rule Name field enter Avaya SR
e Click Finish. The newly created rule will be displayed (not shown).

7.3.3.1.1 Avaya — Signaling Rule - Request Headers Tab
The following Signaling Rules remove SIP headers sent by Communication Manager SIP requests
that are either not supported or required by AT&T.
Step 1 - Highlight and the Avaya_SR rule created in Section 7.3.3.1, select the Request Headers
tab, and enter the following:
e Select the Add In Header Control button (not shown). The Add Header Control window
will open.
Select the Request Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
From the Method Name menu select Invite.
For Header Criteria select Forbidden.
e From the Presence Action menu select Remove Header.
Step 2 - Click Finish
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Edit Headar Control X

Propoetary Raquest Headet

Haadat Name

Methed Name

Meader Cntera

Presance Action

fv

P-Lecason

INWTE -

* Fodidden
Mandatory

Optional

Remave header ¥

Finsh

Step 3 - Repeat Steps 1 & 2 with the following changes, to create a rule to remove the P-Location

header from ACKSs.

e From the Method Name menu select ACK.

Step 4 - Click Finish.

Edit Header Commol X

Propretary Request Header

Header Nama

Meshod Name

Hoader Cotena

Fresence Acton

=

H{ocaton

ACK v

A3 Forbidder

Mandatory
Opbone

Remavae haader ¥

| Finiah |

Step 5 - Repeat Steps Steps 1 & 2 to create a rule to remove the Alert-Info header.
o Verify the Proprietary Request Header box is unchecked.
e From the Header Name menu select Alert-Info.
e From the Method Name menu select Invite.

Step 6 - Click Finish.

Edit Heades Control X

Propistary Request Haade
Header Name

Mathod Name

Heusder Cntenn

Prasssce Acton

Aectinlo v

NWITE >

[

‘9 Forbedden
Mandatory
Optional

Aemove heydee *

| Finsh |
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Step 7 - Repeat Steps Steps 1 & 2 to create a rule to remove the Endpoint-View header.
e Inthe Header Name field, enter Endpoint-View.
e From the Method Name menu select Invite.

Step 8 - Click Finish.

L Hoador Control x
ary oo 7

Hender Name Endpom-View

) Fobsdden
Heonder Croera Mandatary
Optional

Step 9 - Repeat Steps Steps 1 & 2 to create a rule to remove the AV-Correlation-1D header.
e Inthe Header Name field enter AV-Correlation-ID.
e From the Method Name menu select Invite.
e For Header Criteria select Forbidden.

Step 10 - Click Finish.

Edit Header Control X
- o il oy ¢ |15

Step 11 - Repeat Steps 1 & 2 to create a rule to remove the AV-Global-Session-1D header.
e Inthe Header Name field enter AV-Global-Session-ID.
e From the Method Name menu select ALL.

Step 12 - Click Finish.
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Step 13 - Repeat Steps 1 & 2 to create a rule to remove the P-AV-Message-1D header.
e Inthe Header Name field enter P-AV-Message-ID.
e From the Method Name menu select ALL.

Step 14 - Click Finish.

Propostary Request Hesder o
Header Name P-AV-Moszage- D
Iathod Mame ALL v
& Fortedden
Faader Crilnna L7 Mandtory
Optcom

Homova hoadker ¥
Oresmnce Acton

Faih

The completed Request Headers form is shown below. Note that the Direction column says “IN”.

Fingerprint *  Signaling Rules: Avaya_SR

Server Interworking Add Filter By Device... - [ Rename | [ Clone | [ Delete |
Phone Interworking

Signaling Rules

Click here to add a description.

Media Forking default
Routing Lﬁnuﬂmlll}equesis | | Responses | | Request Headers | | Response Headers | | Signaling
_ _ - - QoS [] UCID

Server Configuration No-Content-Ty... |

Topology Hiding ATT_SR [ Add In Header Control | [ Add OutHeader Control

Signali o

Ign.a Ing_ Avaya SR Row  Header Name MB““"_d Proprietary Direction

Manipulation Name 4

URI Groups 1 AVCorelationdD INVITE  Forbidden ReT®®  ves IN Edit Delete
PM Services

; i AV-Global- : Remove :

omain Palicies 2 SessiondD ALL Forbidden Header Yes M Edit Delete

Application Rules R

. Emove .

Border Rules 1 3 Alert-Info INVITE Forbidden Header Mo IN Edit Delete

Media Rules 1 -

Security Rules 4 Endpoint-View INVITE  Forbidden H:g}‘:f Yes IN Edit Delete

Signaling Rules

g g 5  P-AV-MessagedD ALL Forbidden Eg;%”e“f Yes IN Edit Delete
Time of Day Rules
End Point Policy 6  P-Location ACK Forbidden ~REMOYE  yeo IN Edit Delete
Header

Groups

Session Policies 7 P-Location INVITE  Forbidden ES:LU:? Yes IN Edit Delete
[LS Management
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7.3.3.1.2 Avaya — Signaling Rule Response Headers Tab

The following Signaling Rules remove headers sent by Communication Manager SIP responses
(e.g., 1xx and/or 2000K) that are either not supported or required by AT&T.

Step 1 - Highlight the Avaya_SR rule created in Section 7.3.3.1, and using the same procedures
shown in Section 7.3.3.1.1, remove the following headers:

e P-Location header from 1xx responses:
e Select the Response Headers tab (not shown).
e Click the Edit button and the Edit Header Control window will open.
e Check the Proprietary Request Header box.
e Inthe Header Name field, enter P-Location.
e From the Response Code menu select 1xx.
e From the Method Name menu select Invite.
e For Header Criteria select Forbidden.
e From the Presence Action menu select Remove Header.
e Click Finish.
P-Location header from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.

e Endpoint-View header from 1xx responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
e From the Method Name menu select Invite.
e Click Finish.
e Endpoint-View headers from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.

e P-AV-Message-ID header from 1xx responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
e From the Method Name menu select ALL.
e Click Finish.
e P-AV-Message-ID headers from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.

e AV-Global-Session-1D header from 1xx responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
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e From the Method Name menu select ALL.
e Click Finish.
e AV-Global-Session-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.

e Remote-Party-ID header from 1xx responses.
e Inthe Header Name field, enter Remote-Party-ID.
e From the Response Code menu select 1xx.
o Verify the Proprietary Request Header box is unchecked.
e From the Method Name menu select ALL.
e Click Finish.
e Remote-Party-ID headers from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.

The completed Response Headers form is shown below. Note that the Direction column says “IN”.

Signaling Rules: Avaya_SR
Add |  Filter By Device.. - [ Rename |[ Clone | [ Delete |
Signaling Rules Click here to add a description.
default
General | | Requests | | Responses | | Request Headers || Response Headers | | Signaling Qo5 || ucip |
MNo-Content-Type....
[ Add In Header Control ][ Add Out Header Control ]
ATT_SR
Row Header Name Lo M?thcid ﬂe:ajdg:r Action  Proprietary Direction
Avaya_SR Code Name Criteria
AV-Global- - Remove .
1 Session-D TKK ALL Forbidden |\ J4er  YeS IN Edit Delete
AV-Global- : Remove :
2 Session D 25K ALL Forbidden .  Yes IN Edit Delete
3 Endpoint-View 1K INVITE  Forbidden ﬁgglfe"f Yes IN Edit Delete
4 Endpoint-View 2% INVITE  Forbidden 522:10:? Yes IN Edit Delete
5 P-AV-Message-d XX ALL Forbidden Eg;?e"f Yes IN Edit Delete
6  P-A\V-Message-Id 26X ALL Forbidden E:g'{'f:;e Yes IN Edit Delete
7 P-Location 1K INVITE  Forbidden Eg;@’f Yes IN Edit Delete
8  P-Location 24X INVITE ~ Forbidden E:g;":;e Yes IN Edit Delete
9 Remote-Party-ID KX ALL Forbidden Eg;?:f No IN Edit Delete
10 Remote-Party-ID 24K ALL Forbidden E:g;":;e No IN Edit Delete
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Step 2 - Highlight the Avaya_SR rule, select the Signaling QOS tab and enter the following:
e Click the Edit button and the Signaling QOS window will open.
e Verify that Signaling QOS is selected.
e Select DCSP.
e Select Value = EF.
Step 3 - Click Finish.

Enabled [
TaS
Precedence Routine
ToS Minimize Delay 00
@ DSCP
Value EF - 10
[Finen]

7.3.3.2 AT&T - Signaling Rule Request Headers Tab

The Remote-Address header inserted by the Avaya SBCE is removed (see Section 2.2, Item 3).
Step 1 - Select Domain Policies from the menu on the left-hand side menu (not shown).
Step 2 - Select Signaling Rules (not shown).
Step 3 - From the Signaling Rules menu, select the default rule.
Step 4 - Select Clone Rule button
e Enter aname: ATT_SR
Step 5 - Click Finish
Step 6 - Highlight and edit the ATT_SR rule created in Step 4, enter the following:
e Select the Add Out Header Control button (not shown).
Select the Request Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
From the Header Name menu select Remote-Address.
From the Method Name menu select Invite.
For Header Criteria select Forbidden.
e From the Presence Action menu select Remove Header.
Step 7 - Click Finish. The completed Request Headers form is shown below.
Note that the Direction column says “OUT”, and that no Response Header
manipulation is required.
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Signaling Rules: ATT_SR

Add Filter By Device - Rename | Clone || Delote

CAck herw tn add & deschiption

default

General | Requests |  Responses | | tsquast Headars | Response Headers | | Signating QoS | | CID

Adg In Headar Coniol || Add Out Header Control

No-Certent-Type

ATT_SR

Method Heads

Header Hame

Avaya_SR Name Critans

_ Remove _
1 Remote-Address ALL Fortaddan Haader Yos our

Step 8 - Highlight the ATT_SR rule, select the Signaling QOS tab and repeat Steps 2 & 3 from
Section 7.3.3.1.

Signaling QoS

Enabled ¥
ToS

Precwtancs

Value EF -

Fininh

7.3.4 Endpoint Policy Groups — Avaya Connection
Step 1 - Select Domain Policies from the menu on the left-hand side.
Step 2 - Select End Point Policy Groups.
Step 3 - Select Add Group.
e Name: Avaya_default-low_PG.
Application Rule: SIP_Trunk_AR (created in Section 7.3.1).
Border Rule: default.
Media Rule: Trunk_low_med_MR (created in Section 7.3.2).
Security Rule: default-low.
Signaling Rule: Avaya SR (created in Section 7.3.3).
e Time of Day: default.
Step 4 - Select Finish (not shown). The completed Policy Groups screen is shown below.

¢ Doman Pokces

Policy Groups, Avaya_default-low_PG
Applcation Rules

BRI (Adid] |Files By Duvics # (e ] [ Ciowe | (Doae
Moca Rubrs : CHCK herd 15 il & deacition
Securty Rudes defeud fup-
Fovwsr iy 3 1w tn sme s iimsopbon

Sgrelng Rules OCE-detat-
Time of Day Rutes PN Policy Growp

Ay Tef b
End Point Policy [Smmary ] | '
Groups avoyacethg I W)

Sesson Pobows Fvys <ot ey

TLS Managernent
s ; ATT_deluntd
Device Spechic Settngs

Avays_dufa

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 62 of 77
SPOC 3/3/2015 ©2015 Avaya Inc. All Rights Reserved. CM63SM63SBC63TF



7.3.5 Endpoint Policy Groups — AT&T Connection
Step 1 - Repeat steps 1 through 4 from Section 7.3.4 with the following changes:

e Group Name: ATT_default-low_PG.
e Signaling Rule: ATT_SR (created in Section 7.3.3).
Step 2 - Select Finish (not shown).

Policy Groups: AT T_default-low_PG
Add | | Filtes By Device ¥ [ Rename | | Clone | Delote

Pabicy Groups Click hore 1o add = descrgtion
default-high-
Howee ovee @ 10w 10 Be€ €3 Ge3Cnphion
OCS-dafault- x =
Paolicy Geoup |
avaya-dstio !

Summa Add
avaya-defdvg I“_'V_I |_]
avaya-def-hig e Applcation Bongse Secunty Sgnalng
ATT _dafpuh,,

Avava defaul

7.4 Device Specific Settings
7.4.1 Network Management
Step 1 - Select Device Specific Settings = Network Management from the menu on the left-hand

side.
Step 2 - The Interfaces tab displays the enabled/disabled interfaces. In the reference configuration,

interfaces Al (private) and B1 (public) interfaces are used.

Dashboard * Network Management SBCE

Admnsstration

Backip'Restore (
BT | oocoe | Natwos

Systern Maragement
Global Parameters
Global Proftes
PPM Servces

SBCE
Add VLAN

Doman Policwes A2
TLS Management
“ Devke Spechc Settngs
Network
Management

Step 3 - Select the Networks tab to display the IP provisioning for the Al and B1 interfaces. These
values are normally specified during installation. These can be modified by selecting Edit;
however some of these values may not be changed if associated provisioning is in use.

| v

SBCE
' Add.

Sutnet Mask

Network A1 192 168.701 2552552550 Al 192 165 70 120
Network_B1  10.10.10.1 2552552550 B1 10.10,10,10
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7.4.2 Advanced Options

In Section 7.4.3, the media UDP port ranges required by AT&T are configured (16384 — 32767).
However, by default part of this range is already allocated by the Avaya SBCE for internal use
(22000 - 31000). The following steps reallocate the port ranges used by the Avaya SBCE so the
range required by AT&T can be defined in Section 7.4.3.

1. Step 1 - Select Device Specific Settings = Advanced Options from the menu on the left-

hand side.

2. Step 2 - Select the Port Ranges tab.

Step 3 - In the Config Proxy Internal Signaling Port Range row, change the range to 42000 —
51000.
Step 4 - Scroll to the bottom of the window and select Save (not shown). Note that changes to these
values require an application restart (see Section 7.1).

*  Advanced Options; SBCE

System Management
* Global Parameters

* Global Profiles CDR Listing | | Feature Control | | SIP Options | | Port Ranges | | RTCP Monitoring

» PPM Services SBCE o
> Domain Policies Changes to gs below require an application restart before taking effect. Application
restarts ca d from System Management.

» TLS Management

< Device Specific Settings Port Range Configuration
Network Signaling Port Range 12000 - 16000
Management
Media Interface Config Proxy Internal Signaling Port Range 42000 - 51000

m

Signaling Interface
End Point Flows

m

Session Flows Listen Port Range 9000 - 9999

+ DMZ Services

TURN/STUN Service HTTP Port Range 10000 - 10200

SNMP B
Syslog Management

Advanced Options OCS FTP Listen Port Range 6391 - 6901

»Troubleshooting I

7.4.3 Media Interfaces

As mentioned in Section 7.4.2, the IPTF service specifies that customers use RTP ports in the
range of 16384 — 32767. Both inside and outside ports have been changed to this range, but only
the outside is required by the IPTF service.
Step 1 - Select Device Specific Settings from the menu on the left-hand side (not shown).
Step 2 - Select Media Interface.
Step 3 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Inside_Trunk_MI.

e IP Address: 192.168.70.120 (Avaya SBCE Al address).

e Port Range: 16384 — 32767.
Step 4 - Click Finish (not shown).
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Step 5 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Outside_Trunk_MI.

e [P Address: 10.10.10.10 (Avaya SBCE B1 address).

e Port Range: 16384 — 32767.
Step 6 - Click Finish (not shown). Note that changes to these values require an application restart
(see Section 7.1). The completed Media Interface screen is shown below.

System Management * Media Interface: SBCE
Global Parameters —"dil—f‘
Jonces Hedia Interface
Global Profiles
SBCE
PPM Services Maodiying or deletmg an existing media interface will raquire an application restan before taking
Domain Policies effect. Application restars can be issued from System Manaaement.
TLS Management
4 Device Specific Seftings
P - Media IP Port Range
Network - s P
Management 3 Inside_Trunk_MI 192,168 70 120 16384 - 32767 Edn  Delete
Media Interface Outside_Trunk_MI| 10.10.10.10 16384 - 32767 Edit. DOelete

7.4.4 Signaling Interface

Step 1 - Select Device Specific Settings from the menu on the left-hand side (not shown).
Step 2 - Select Signaling Interface.
Step 3 - Select Add (not shown) and enter the following:
e Name: Inside_Trunk_SI.
e IP Address: 192.168.70.120 (Avaya SBCE Al address).
e TCP Port: 5060.
Step 4 - Click Finish (not shown).
Step 5 - Select Add again, and enter the following:
e Name: Outside_Trunk_SI.
e IP Address: 10.10.10.10 (Avaya SBCE B1 address).
e UDP Port: 5060.
Step 6 - Click Finish (not shown). Note that changes to these values require an application restart
(see Section 7.1).

i = Signaling Interface: SBCE
Giobal Profiles : o
PP Services Signaling nterdace
Domain Policies SBCE R R r ‘ e
Modying or delatng an exostesg sigealing mtedaca wit requee.an applicaton estan before taking
VLS Managernért c-ﬂmll\p;i\::uim rostans can be ipsved forrSistern Mansacment
Device Specfic Settings
Network
Management Sqratng P 1CP \JD‘i‘ ;'h‘f: TLS Profile
Media Interface 3 : .
Signaling Interface Ingide_Trumk _SI 192 166.70.120 5060 - None Edr et
Qutsido_Trunk ST 10.10.10 10 - 2060 - None EdA Delole
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7.4.5 Endpoint Flows — For Session Manager
Step 1 - Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side
(not shown).
Step 2 - Select the Server Flows tab (not shown).
Step 3 - Select Add, (not shown) and enter the following:
e Name: SM_Trunk.
Server Configuration: SM_Trunk_SC (Section 7.2.3).
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: Outside_Trunk_SI (Section 7.4.4).
Signaling Interface: Inside_Trunk_SI (Section 7.4.4).
Media Interface: Inside_Trunk_MI (Section 7.4.3).
End Point Policy Group: Avaya_default-low_PG (Section 7.3.4).
Routing Profile: ATT_RP (Section 7.2.6).
Topology Hiding Profile: Avaya TH (Section 7.2.7).
e Let other values default.
Step 4 - Click Finish (not shown).

View Flow: SM_Trunk X

- Criteria - Profile

Flow Mame SM_Trunk Signaling Interface Inside_Trunk_SI
Server Configuration  SM_Trunk_SC Media Interface Inside_Trunk_MI
URI Group * . - Avaya_ default-

End Point Policy Group low PG
Transport *

Routing Profile ATT_RP
Remote Subnet *

Topology Hiding Profile Avaya TH
Received Interface Outside_Trunk_SI

File Transfer Profile Mone

Signaling Manipulation Script  None

Remote Branch Office Any

7.4.6 Endpoint Flows — For AT&T

Step 1 - Repeat steps 1 through 4 from Section 7.4.5, with the following changes:
e Name: ATT.

Server Configuration: ATT_SC (Section 7.2.4).

URI Group: *

Transport: *

Remote Subnet: *
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e Received Interface: Inside_Trunk_SI (Section 7.4.4).

e Signaling Interface: Outside_Trunk_SI (Section 7.4.4).

e Media Interface: Outside_Trunk_MI (Section 7.4.3).

e End Point Policy Group: ATT_default-low_PG (Section 7.3.5).

e Routing Profile: SM_RP (Section 7.2.5).
e Topology Hiding Profile: ATT_TH (Section 7.2.8).

View Flow: ATT X

r Criteria r Profile

Flow Name ATT Signaling Interface Outside_Trunk_SI
Server Configuration  ATT_SC Media Interface Outside_Trunk_MI
URI Group ) End Paoint Policy Group ﬁ'IJ_Fd.éfault-
Transport * -

Routing Profile SM_RP
Remote Subnet *

Topology Hiding Profile ATT TH
Received Interface Inside_Trunk_SI

File Transfer Profile Naone

Signaling Manipulation Script  None

Remote Branch Office Any

The completed End Point Flows screen is shown below.

T DTS

[ 1
Domain Folices LSublcn'bor Flown | | Sorver Flows
| ' - . =T o o oy
TLS Marsgement SICE Promry Fiow Hame Giow {tsdace Sunalng kterface Plicy Group:  Prabis
4 Dew ific Settngs "
Degice Specific ety 1 AT . s Tk 5! Outgide_Trank_SI ;’j:' SRt s Rp
Network Management CF\a
Neda Interface

|- Servee Configuration: SM_Trunk_SC
Sgnaing intertace

Update |
End Point Flows . . :
Session Flows Poarey Flow Narmo ‘._;‘;'ﬁ; Recored nterdace ﬁz;':: Exd ‘:"::: dvy n‘f:“;f‘g
DA Services R = 2 o Aaya_default .
TURNISTUN Service 1 SM_Tink Outside_Trie 51 Inside_Trank 51 [0 _'.:»c, ATT_RP
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8 Verification Steps
The following steps may be used to verify the configuration:

8.1 AT&T IP Toll Free Service

1.

wmn

Place an inbound call, answer the calls, and verify that two-way talk path exists. Verify that
the call remains stable for several minutes and disconnects properly.
Verify basic call functions such as hold, transfer, and conference.
Verify the use of DTMF signaling.
Using the appropriate IPTF access numbers and DTMF codes, verify that the following
IPTF features are successful:
a. Legacy Transfer Connect DTMF triggered Agent Hold, Conference and Transfer
capabilities
b. Alternate Destination Routing call redirection capabilities based on Busy, Ring-No-
Answer, and other SIP error codes.

8.2 Avaya Aura® Communication Manager

The following examples are only a few of the monitoring commands available on Communication
Manager. See [6] for more information.

Tracing a SIP trunk.
a. From the Communication Manager console connection enter the command list trace
tac xxx, where xxx is a trunk access code defined for the SIP trunk to AT&T (e.g.,
602). Note that in the trace shown below, Session Manager has previously converted
the IPTF DNIS number included in the Request URI, to the Communication
Manager extension 19001, before sending the INVITE to Communication Manager.

list trace tac 602 LIST TRACE Page 1
time data
15:55:06 TRACE STARTED 04/19/2013 CM Release String cold-02.0.823.0-20396
15:55:16 SIP<INVITE sip:19001Qcustomera.com SIP/2.0
15:55:16 Call-ID: SDu4hje01-947£fd2711d49d82d40832fa4563d2145-cgg
15:55:16 70k0
15:55:16 active trunk-group 2 member 1 cid 0x2e9
15:55:16 SIP>SIP/2.0 180 Ringing
15:55:16 Call-ID: SDu4hje01-947£fd2711d49d82d40832fa4563d2145-cgg
15:55:16 G729B ss:off ps:30
rgn:2 [192.168.70.120]:16388
rgn:1 [192.168.67.50]:16392
15:55:16 xolp options: fax:T38 modem:off tty:US wuid:0x5000b
xoip ip: [192.168.67.50]:16392
15:55:18 SIP>SIP/2.0 200 OK
15:55:18 Call-ID: SDu4hje01-947fd2711d49d82d40832fa4563d2145-cgg
15:55:18 active station 19001 cid 0x2e9
e Other useful Communication Manager commands are, list trace station, list trace vdn, list
trace vector, list trace trunk, list trace station, status trunk, and status station.
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8.3 Avaya Aura® Session Manager Status

The Session Manager configuration may be verified via System Manager.
Step 1 — Using the procedures described in Section 5, access the System Manager GUI. From the
Home screen, under the Elements heading, select Session Manager.

Administratnes Colaboratiun | nviranmest Backup and Restnen

Direcinry Synchromiz ntion Communication Manager fulk Import and § xport

Groaps & Nobes Cotm i Server 1000 Configurations

e Managemunt fvents

Usar Drovisioning Rube P Office Geographic Redumdancy
Invemtory

Liconses

Repbication
Reports

Scheduler

Security
Shutdown
Software Mans(ement

Twenplatos

Step 2 — The Session Manager Dashboard is displayed. Note that the Test Passed, Alarms,
Service State, and Data Replication columns, all show good status.

In the Entity Monitoring Column, Session Manager shows that there are 0 (zero) alarms out of
the 3 Entities defined.

Homw Sewasian Mansger

« Vome [ Elessents | Session Manager / Dashboard

» System Tools.

Help 2
Session Manager Dashboard
Ths page orovsdes the overal status and meaith summary of each
sdunictnres Secnca Manager.
Session Manager Instances
Secvice Stake - Shetciown System ~ As of 10735 AN
— s e A& show aLlyl Fier; Enable
* Davics and Location 1
i Active swer:
Condigeretion Sensinn Mansgar Type | Tasts Pass Alarmyg | SCuRty Service | Emtity Call | Registrations D312 Dats Version
Madole  State Nowdarmg Replication | Storage
* Apopfication Coont Snfue
Coadiguration Accept
| a3 Core o 0/0/0 Up New 0/s3 o 171 v v 6.3.11.0.631103
¥ System Status Service

Select : 24, None

Step 3 - Clicking on the 0/3 entry (shown above) in the Entity Monitoring column, results in the
following display:
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All Entity Links for Session Manager: smo63
States Detalls for the selected Session Manager:
[ sumenary view |
8 [tems  Refresh Filtar: Enabla
SIP Entity Hame SIP Entity Resolved [P Port Proto. Deny cs“"' Reason Code Link Statas
O ACMG3 gublic 192.168.67.202 5062 TP FALSE e 200 OK up
O A-SBCE 192.168.70.120 S060 TP FALSE uw 405 Method Mot up
Allowed

O ACMG3 local 192.168.67.202 S060 Tce FALSE w 200 QK up

Note the A-SBCE Entity from the list of monitored entities above. The Reason Code column
indicates that Session Manager has received a SIP 405 Method Not Allowed response to the SIP
OPTIONS it generated. This response is sufficient for SIP Link Monitoring to consider the link up.
Also note that the Avaya SBCE sends the Session Manager generated OPTIONS on to the AT&T
IPTF Border Element, and it is the AT&T Border Element that is generating the 405 response, and
the Avaya SBCE sends it back to Session Manager.

Another useful tool is to select System Tools = Call Routing Test (not shown) from the left hand
menu. This tool allows specific call criteria to be entered, and the simulated routing of this call
through Session Manager is then verified.

8.4 Avaya Session Border Controller for Enterprise Verification

Step 1 - Log into the Avaya SBCE as shown in Section 7. Across the top of the display are options
to display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents are
listed in the lower right of the screen.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
R I . T T
Bathup/Resione System Time 083524 AM EST s
Systern Management

Giobal Parameters e o <

Global Profies Beid Date Fit M 21 17.35 05 EST 2014

PPN Services Licanse Stalw o 0K
Deman Polioes Aggregate Licensing Overnger 0
TLS Management N

Pagk Lconsing Overage Coust 0
Dewco Spectic Settngs

SHCE: Max forwards Exceeded

HNone found

No ootes found
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8.4.1 Protocol Traces
The Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to Device Specific Settings - Troubleshooting - Trace.

Step 2 - Select the Packet Capture tab and select the following:
e Select the desired Interface from the drop down menu (e.g., All).
e Specify the Maximum Number of Packets to Capture (e.g., 5000).
e Specify a Capture Filename (e.g., TEST.pcap).

e Unless specific values are required, the default values may be used for the Local Address,

Remote Address, and Protocol fields.
e Click Start Capture to begin the trace.

Note — Specifying All in the Interface field will result in the Avaya SBCE capturing traffic
from both the Al and B1 interfaces defined in the reference configuration. Also, when
specifying the Maximum Number of Packets to Capture, estimate a number large enough to

include all packets for the duration of the test.

Rk ~ =
Trace: SBCE
Doman Pokcies
TLS Managemern
Device Specdc Semngs Fachat Captunn l Cagtures
Notwork Management sact
Media Interiace S d
Statun Reacy
Sgnakng imeriace
End Port Flows hoavarsd ooy =
Seszon Fows Lecal Addbuns Al -
i et
DM Sereces
Remate Addies
TURMSTUN Service el dy L
SNUP
Prtoosl Nl
Sysiog Maragement
Advarced Options fxpamus Humber of Packsts to Caplirs 000
+ Troubleshooting Capture Fésnamme = .
T o - - o
Deboggng TG e ey o e g ey s ey
Trace Stant Captarw Clos
DoS Leamrg

The capture process will initialize and then display the following In Progress status window:

Trace: SBCE )
m Call Trace | Packat Capnara |1:BIII‘.\IWE |
s & packet captum is currandly in pregress. This page will autnmatically rafiash unbl the capiune completes.
Fackel Caplure Confguration
| Status In Frogrees |
Imarfaca
:.Fc:n;aal__.ﬁn-:r\ess
ity
Fratocol
Famrrn Humber of Packels to Caplure
e
Slop Capiwe
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Step 3 — Run the test.
Step 4 — When the test is completed, select Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date and
time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use Wireshark to open the trace.

Trace: SBCE

Packet Capture | | Captures |
SBCE
LastModified » Descending »

File Name File Size (bytes) Last Modified

January 6, 2015 9:56:11 AM
EST

| TEST_20150106085556 peap | 94,208 Delete

9 Conclusion

As illustrated in these Application Notes, Avaya Aura® Communication Manager 6.3, Avaya
Aura® Session Manager 6.3, and the Avaya Session Border Controller for Enterprise 6.3, can be
configured to interoperate successfully with the AT&T IP Toll Free service, within the constraints
described in Section 2.2,

Testing was performed on a simulated AT&T IP Toll Free service circuit. The reference
configuration shown in these Application Notes is intended to provide configuration guidance to
supplement other Avaya product documentation. It is based upon formal interoperability
compliance testing as part of the Avaya DevConnect Service Provider program.
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11 Addendum 1 —Redundancy to Multiple AT&T Border
Elements

The AT&T IPTF service may provide multiple network Border Elements for redundancy purposes.

The Avaya SBCE can be provisioned to support this redundant configuration. Given two AT&T

Border Elements 10.10.10.11 and 10.10.10.12, the Avaya SBCE is provisioned as follows to

include the secondary trunk connection to 10.10.10.12 (the primary AT&T trunk connection to
10.10.10.11 is defined in Section 7.2.4).

11.1 Secondary AT&T Border Element Server Configuration

Step 1 - Repeat the steps shown in Section 7.2.4 with the following changes:
e Add anew Server Configuration (e.g., ATT_Secondary_SC)
Step 2 - On the Add Server Configuration Profile — General tab:
e  Enter the IP address of the AT&T Secondary Border Element (e.g., 10.10.10.12). The
completed General tab is shown below.

Server Configuration: ATT_Secondary_SC

Add Hename Clone Delese

e[ ]

SM_Tunk_SC

Server Type Trunk Semver
ATT_SC

P Address | FQDN

ATT Seconds C
All_Secondary S 10.10.10.12 5050 uppP

Step 4 - On the Heartbeat tab:
e Check Enable Heartbeat.
Method: OPTIONS
Frequency: As desired (e.g., 60 seconds).
From URI: secondary@customera.com
To URI: secondary@customera.com
e  Select Next (not shown)
Step 5 - On the Advanced Tab, click Finish (not shown). The completed Heartbeat tab is shown

below.
i General l | Authentication || Heartbeat IMv-ncod
Enable Heartbest v

Mathod OPTIONS

Freguency 60 seconds

Fram URI secondary@customera com
To URI secondary@Ccusiomera com

| Ede |
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Step 6 - Select the AT&T Server Configuration created in Section 7.2.4 (e.g., ATT_SC), and
select the Heartbeat Tab

Step 7 - Select Edit (not shown) and repeat Steps 4 & 5, using the information shown below, and
then click Finish (not shown).

General | | Authentication | | Heartbeat | | Advanced |
Enable Heartbeat
Method OPTIONS
Frequency 60 seconds
From URI primary@customera.com
Ta URI primary@customera.com

11.2 Add Secondary IP Address to Routing

Step 1 - Select Global Profiles = Routing from the left-hand menu.

Step 2 - Select the Routing profile created in Section 7.2.6 (e.g., ATT_RP).

Step 3 - Click Edit (not shown), and enter the following:

Priority / Weight : enter 2.

e Server Configuration: Select ATT_Secondary_SC from the drop-down menu.

Next Hop Address: enter 10.10.10.12:5060.

Transport: enter UDP.

Use default values for the rest of the parameters.

Step 4 - Click Finish. Note that after selecting Finish, the Transport field will clear and (UDP) will
appear in the Next Hop Address field (shown below in the ATT_SC Server Configuration entry).

Note — If desired, the Load Balancing parameter may be used to modify how the two defined
AT&T Border Elements are accessed. Priority was used in the Reference Configuration.

URI Group * - Time of Day default -
Load Balancing Priority - | NAPTR

Transport MNaone Mext Hop Priority

Next Hop In-Dialag [ Ignore Route Header ]

Priority / Weight Server Configuration Next Hop Address Transport
1 ATT_SC * 10.10.10.11:5060 (UDP) - MNone Delete
2 ATT_Secondary_SC - 10.10.10.12:5060 - UDp Delete
Finish
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11.3 Configure End Point Flows — Server Flow - ATT_Secondary

Step 1 - Select Device Specific Settings = Endpoint Flows from the left-hand menu.
Step 2 - Select the Server Flows Tab, and select Add Flow. Repeating the steps in Section 7.4.6,
enter the following:
e Name: ATT_Secondary
e Server Configuration: ATT_Secondary_SC (Section 11.1).
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Inside_Trunk_SI (Section 7.4.4).
e Signaling Interface: Outside_Trunk_ Sl (Section 7.4.4).
Media Interface: Outside_trunk_MI (Section 7.4.3).
End Point Policy Group: ATT_default-low_PG (Section 7.3.5).
Routing Profile: SM_RP (Section 7.2.5).
Topology Hiding Profile: ATT_TH (Section 7.2.8).
e Let other values default.
Step 3 - Click Finish (not shown). When completed, the Avaya SBCE will issue OPTIONS
messages to the primary (10.10.10.11) and secondary (10.10.10.12) AT&T Border Elements.

View Flow: ATT_Secondary X
r Criteria r Profile

Flow MName ATT_Secondary Signaling Interface Qutside_Trunk_S|
Server Configuration  ATT_Secondary_SC Media Interface Qutside_Trunk_MI
URI Graup End Point Policy Group iﬁ'l\;l’__géfault—
Transport

Routing Profile SM_RP
Remaote Subnet

Topology Hiding Profile ATT_TH
Received Interface Inside_Trunk_SI

File Transfer Profile None

Signaling Manipulation Script  None
Remaote Branch Office Any

ot Hyom Rnting

Ygralty nteta o .-
Muiey Cooup Mol

r Server Configuration 5B Tred SC

Lpdue
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Please e-mail any questions or comments pertaining to these Application Notes along with the full
title name and filename, located in the lower right corner, directly to the Avaya DevConnect
program at devconnect@avaya.com.
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