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Avaya Solution & Interoperability Test Lab

Application Notes for Configuring NICE Interaction
Management R4.1 with Avaya Aura® Contact Centre R6.2
and Avaya Aura® Application Enablement Services R6.1 for
Call Recording in a Mission Critical High Availability
Environment — Issue 1.0

Abstract

These Application Notes describe the configuration steps for provisioning NICE Interaction
Management R4.1 with a SIP enabled Avaya Aura® Contact Centre R6.2 in a full High
Availability Mission Critical environment for call recording. NICE Interaction Management
records the RTP stream coming from the Avaya Media Server module of Avaya Aura®
Contact Centre using events from the Communication Control Toolkit module of Avaya
Aura® Contact Centre.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the compliance tested configuration required for
interoperability between NICE Interaction Management R4.1 and Avaya Aura® Contact Centre
R6.2 in a Mission Critical High Availability environment. To achieve the highest level of
Mission Critical High Availability with no single point of failure a SIP-based contact centre with
the following criteria must be setup. (See Section 3, Figure 1 for a diagram setup of the
complete solution).

e Two co-resident Contact Centre Manager Server (CCMS), Communication Control
Toolkit (CCT), and Contact Centre Manager Administration (CCMA) servers configured
as a High Availability pair.

e Two or more Avaya Media Server Linux-based servers configured as a High Availability
pair. Avaya Media Server High Availability is supported only on Linux-based servers.

e Two Avaya Aura® Session Manager instances, R6.1.

e Two Avaya Aura® Application Enablement Services servers configured as a High
Availability pair.

e Two Avaya Aura® Communication Manager Servers configured as a High Availability
pair.

NICE Interaction Management R4.1 is a software-only solution that offers various recording,
playback and archiving features and options. By combining media redirection from Avaya
Aura® Contact Centre, call recording can be achieved without the use of physical connections to
the NICE server other than standard network connections. The NICE solution is fully integrated
into a LAN (Local Area Network), and includes Web based applications (i.e. NICE
Applications) that work with .NET framework that are used to retrieve telephone conversations
from a database of recorded voice calls. These Application Notes focus on recording calls from
agents on a skillset call. NICE Interaction Management’s internal scheduling algorithm makes
the determination on which calls should be recorded based on the events received from Web
Services on the Communication Control Toolkit module of Avaya Aura® Contact Centre.
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2. General Test Approach and Test Results

The compliance testing focuses on the recording of Avaya Aura® Contact Centre (Contact
Centre) skillset calls on Communication Manager deskphones. NICE Interaction Management
connects to Communication Control Toolkit (CCT) Web Services in order to obtain events
pertaining to specific Contact Centre skillset calls. Interaction Management can then record the
call based on the events it receives. When a call is to be recorded, the Interaction Management
performs recording using CCT web service recording API to enable SIP recording with Avaya
Media Server. Avaya Media Server then forwards all RTP packages to NICE SIP Logger.

In a High Availability Environment one set of Contact Centre applications, a CCMS, a CCT and
a CCMA actively processes scripts and contacts. This set of applications is called the active set.
Another set of Contact Centre applications in the same Contact Centre system monitors and
shadows the active applications in the system. The standby applications track the state of active
calls but do not process calls. The standby CCMS monitors the active CCMS. The standby CCT
monitors the active CCT. Each active and standby pair of applications forms a resilient or
replication pair. If any of the active applications fail, the standby applications recognize the
failure and start processing contacts. Contact Centre Administrators use the active server in daily
operation. Configuration changes made to the active system during normal operation are
automatically copied to the standby applications, therefore the standby applications are
configured and ready to take over processing from the active system. Statistical data is also
automatically copied to the standby applications. Data is replicated to the standby applications in
real time. When the Contact Centre fails over to the standby server a new socket connection must
be made between the NICE Interaction Management and the Standby CCT Web Services. Please
see Section 2.2 for observations during the failover testing.

Recording of Contact Centre skillset calls is done using CCT web services, all other calls use
Device Media and Call Control (DMCC) to perform service observe between the extension to be
recorded and a configured virtual softphone enabled station. The recording application sends a
message to the DMCC integration application to begin recording the voice stream coming to that
softphone extension. NICE Interaction Management utilises a CTI through Avaya Aura®
Application Enablement Services (AES) to record calls on Communication Manager deskphones
using Service Observe. In this message, the recorder passes along the softphone extension to be
recorded along with the location and filename of the recording. Test cases are executed to
exercise a sufficiently broad segment of functionality to have a reasonable expectation of
interoperability in production configurations.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1.

Interoperability Compliance Testing

The testing focuses on the following types of calls:

2.2.

Communication Manager Inbound/Outbound calls — Test call recording for
inbound/outbound calls to the Communication Manager from PSTN callers.
Communication Manager Hold/Transferred/Conference calls — Test call recording
for calls transferred to and in conference with PSTN callers.

Contact Centre Inbound/Qutbound Calls - Test call recording for inbound/outbound
calls to the Contact Centre Agents from PSTN callers.

Contact Centre Hold/Transferred/Conference calls — Test call recording for calls
transferred to and in conference with PSTN callers.

Contact Centre Record on demand/Stop on demand (ROD/SOD) - allow agents to
stop and start recordings during a telephone conversation.

HA Failover from Contact Centre active to Contact Centre standby - The behaviour
of NICE Recording Solution under different simulated LAN failure conditions on the
Avaya Contact Centre Active Server.

HA Failover from Communication Server active to Communication Server standby
- The behaviour of NICE Recording Solution under different simulated LAN failure
conditions on Communication Server.

HA Failover from Media Server active to Media Server standby - The behaviour of
NICE Recording Solution under different simulated LAN failure conditions on the Media
Server.

HA Failover from AES active to AES standby - The behaviour of NICE Recording
Solution under different simulated LAN failure conditions on AES.

Test Results

All compliance test cases passed successfully. There were no errors observed on the Avaya
Solution as a result of the addition of NICE Integration Management to the LAN. The following
observations were noted during the failover testing of the Contact Centre from Active to standby.

The Contact Centre failover from Active to Standby can occur in less than 3 seconds
depending on the failure that occurs on the Active server.

Web Services on the CCT module does not broadcast a terminate or failover message to
the connected sessions.

Timers on the NICE Interaction Management for a keep-alive message to Web Services
on the Contact Centre CCT module were adjusted during the HA Failover from Contact
Centre active to Contact Centre standby. This was to facilitate an issue were the CCT was
failed over but the NICE interaction Management was not aware and was connected to an
expired session on Web Services. In order to ensure that a new session was established on
all occasions the NICE Interaction Management needed to send and receive a keep-alive
message to Web Services every second to ensure it was aware when the active session
was stopped and a switch over occurred.
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2.3.

Support from Avaya is available at http://support.avaya.com and support from NICE can be
obtained as shown below.

NICE International Corporate Headquarters, Israel

Tel: +972 9 775 3800

Email: support@nice.com

Support

3. Reference Configuration

Figure 1 shows the compliance tested configuration which includes duplicate Communication
Manager servers in High Availability, Session Manager to provide SIP functionality, AES to
provide DMCC events from Communication Manager and Contact Centre which includes the
CCT module to provide call events for Contact Centre calls and Media Server to provide the
RTP for recording.

Web Services (SIP Connection)

NICE Interaction Management R4.1
92.168.10.71/72/73

B

192.168.10.10

Avaya Aura’ System
Manager 6.1 RTP flow (Voice)
 — =y - T T T
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Avaya Media Server R7

192.168.10.62
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Centre R6.2

Figure 1: Connection of NICE Interaction Management R4.1 for interoperability with
Avaya Aura® Contact Centre R6.2 and Avaya Aura® Application Enablement Services
R6.1 in a Mission Critical High Availability Environment.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided.

Equipment/Software

Release/Version

Avaya Aura® System Manager running on
Avaya S8800 Server

R6.1 SP4

Avaya Aura® Communication Manager
running on Avaya S8800 Server

R6.0.1 SP3 (Active Server HA mode)

Avaya Aura® Communication Manager
running on Avaya S8800 Server

R6.0.1 SP3 (Standby Server HA mode)

Avaya Aura® Session Manager running on
Avaya S8800 Server

R6.1 SP4 (Primary -Active Server in Active-Active
Mode)

Avaya Aura® Session Manager running on
Avaya S8800 Server

R6.1 SP4 (Secondary -Active Server in Active-
Active Mode)

Avaya Aura® Application Enablement
Services running on Avaya S8800 Server

R6.1 (Active Server with System Platform in HA)

Avaya Aura® Application Enablement
Services running on Avaya S8800 Server

R6.1 (Standby Server with System Platform in HA)

Avaya Aura®” Contact Centre running on
Avaya S8800 Server

R6.2 SIP enabled(Active Server in HA Mode)

Avaya Aura” Contact Centre running on
Avaya S8800 Server

R6.2 SIP enabled(Standby Server in HA Mode)

Avaya Media Server running on Avaya
S8800 Server

R7 running on Redhat Linux R5.4 (Active Sever)

Avaya Media Server running on Avaya
S8800 Server

R7 running on Redhat Linux R5.4 (Standby Sever)

Avaya 96xx Series Deskphone

96xx H.323 Release 3.1 SP2

Avaya 96xx Series Deskphone

96xx SIP Release 2.6 SP3

NICE Interaction Management Server
running Windows 2008 O/S

NICE Interaction Management 4.1 Update Pack 22

NICE Interaction Management Server
running Windows 2008 O/S

NICE VolP SIP Logger 4.1 Update Pack 22

NICE Interaction Management Server
running Windows 2008 O/S

NICE VoIP DMCC Logger 4.1 Update Pack 22
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5. Configure Avaya Aura® Communication Manager

The setup of Communication Manger in a High Availability environment is outside the scope of
these Application Notes. It is therefore assumed that a fully functioning High Availability
Communication Manager is in place with the necessary licensing and a SIP connection is already
made to Session Manager. For further information on the configuration of Communication
Manager please see Section 12 of these Application Notes.

5.1. Configure TSAPI CTI Link

Enter the add cti-link x command, where x is a number between 1 and 64, inclusive. Enter a
valid Extension under the provisioned dial plan. Set the Type field to ADJ-IP and assign a
descriptive Name to the CTI link. Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 2100
Type: ADJ-IP
COR: 1
Name: AACC

Enter the change node-names ip command. In the compliance-tested configuration, the procr IP
address was utilized for registering H.323 endpoints and connectivity to the Application
Enablement Services server. Note also the AES server name and IP address added, AES61 and
IP Address 192.168.10.41.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AES61 192.168.10.41
SM100-1 192.168.10.31
SM100-2 192.168.10.32
clan 192.168.10.102
default 0.0.0.0
gateway 192.168.10.1
medpro 192.168.10.103
procr 192.168.10.20
procro6 B8
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Enter the change ip-services command. On Page 1, configure the Service Type field to
AESVCS and the Enabled field to y. The Local Node field should be pointed to procr that was
configured previously in the node-name ip form. During the compliance test, the default port
was utilized for the Local Port field.

change ip-services Page 1 of 3

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

On Page 3, enter the hostname of the AES server for the AE Services Server field. Enter an
alphanumeric password for the Password field. Set the Enabled field to y. The same password
will be configured on the Application Enablement Services in Section 6.1.

change ip-services Page 3 of 3
AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aesl Manchestercityl?2 y in use
23

5.2. Configure Virtual Stations for Service Observe

Add virtual stations to allow Interaction Management to record calls using Service Observe.
Type add station x where x is the extension number of the station to be configured. Also note
this extension number for configuration required in Section 9.1. Note the Security Code and
ensure that IP SoftPhone is set to y. Note the COR of the stations below.

display station 52001 Page 1 of 5
STATION
Extension: 52001 Lock Messages? n BCC: O
Type: 4621 Security Code: 1234 TN: 1
Port: S00034 Coverage Path 1: COR: 1
Name: Nice VE3 Coverage Path 2: COS: 1

Hunt-to Station:
STATION OPTIONS

Location: Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1

Message Lamp Ext: 52001
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name:

Survivable COR: internal Media Complex Ext:

Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? y
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Type display cor x, where x is the COR number in the screen above, to check the existing Class
of Restriction. Ensure that Can be Service Observed is set to y. [f not type change cor 1 to
make a change to Class or Restriction (cor) 1. This needs to be enabled for Service Observe to

work properly.

display cor 1

COR Number:
COR Description:

FRL:

Can Be Service Observed?
Can Be A Service Observer?
Time of Day Chart:
Priority Queuing?
Restriction Override:
Restricted Call List?
Unrestricted Call List:
Access to MCT?

Group II Category For MFC:
Send ANI for MFE?

MF ANI Prefix:

Hear System Music on Hold?

CLASS OF RESTRICTION

1

0 APLT?
y Calling Party Restriction:
vy Called Party Restriction:
1 Forced Entry of Account Codes?
n Direct Agent Calling?

V)

11 Facility Access Trunk Test?
Can Change Coverage?

Fully Restricted Service?
Hear VDN of Origin Annc.?
Add/Remove Agent Skills?
Automatic Charge Display?
vy PASTE (Display PBX Data on Phone)?

N

Can Be Picked Up By Directed Call Pickup?

Can Use Directed Call Pickup?
Group Controlled Restriction:

Page 1 of 23

Yy
all-toll

none
n

85 B

KK BB BB B

inactive
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6. Configure Avaya Aura® Application Enablement Services

Application Enablement Services enable Computer Telephony Interface (CTI) applications to
control and monitor telephony resources on Communication Manager. Application Enablement
Services (AES) receives requests from CTI applications, and forwards them to Communication
Manager. Conversely, Application Enablement Services (AES) receives responses and events
from Communication Manager and forwards them to the appropriate CTI applications.

Note: The installation and setup of the AES in a High Availability environment is outside the
scope of these Application Notes and it is therefore assumed that installation and basic
administration of the Application Enablement Services server has been performed. The steps in
this section describe the configuration of a Switch Connection, creating a CTI link for TSAPI,
and a CTT user. For further information on Avaya Application Enablement Services please refer
to Section 12 of these Application Notes.

Launch a web browser, enter https://<IP address of AES server> in the URL, and log in with
the appropriate credentials for accessing the Application Enablement Services Management
Console page.

{= AES Management Console - Windows Internet Explorer =0
G- A 10.64,43,40 v Centificate Ervor | |44/ % | [ 2 o~

File Edit View Favortes Toaols Help

o Favorites | A\ AES Management Conscle - B | g v page - Safety - Toos - @ £ 3

AVAyA Application Enablement Services

Management Console

~

Please login here:
Username craft

Password ||

£ ¥ -
Done g Internet R R L
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Click on Communication Manager Interface = Switch Connections in the left pane to invoke
the Switch Connections page. A Switch Connection defines a connection between the
Application Enablement Services server and Communication Manager. Enter a descriptive name
for the switch connection and click on Add Connection.

|AAES Management Console | ! f‘} i E
g i E Welcome

AVAyA Application Enablement Services et
ostMar

Management Console Server C

SW Vers

» AE Services
= frﬂr::lflaucﬂ;catioﬂ Manager Switch Connections
Switch Connections cMHA| | [ Add Connection ]I
Dial Plan onnection Name Processor Etherne | msgperiod | Num|

» Licensing | Ol Ies i30 1
L | | |
» Maintenance

[ Edit Connection ] [ Edit PE/CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ] [ Survivability Hierarchy ]

» Networking

} Security

» Status

User Management

The next window that appears prompts for the Switch Password. Enter the same password that
was administered on Communication Manager in Section 5.1. Default values may be used in the
remaining fields. Click on Apply.

|A AES Management Console -I- . {

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Connection Details - CMHA
Interface
Switch Connections Switch Password sessssssee
Dial Plan Confirm Switch Password |ssssssssss|

b Licensing Msg Period 30 Minutes (1 - 72)

» Maintenance S5L
» Networking Processor Ethernet
» Security

b Status

¢ User Management

b Utilities

» Help
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After returning to the Switch Connections page, select the radio button corresponding to the
switch connection added previously, and click on Edit PE/CLAN IPs.

‘AAESManagement Consale ‘ | L B [ pmh v Page - Safety - Td

Welcome: User craft

: : : Last login: Tue Mar 13 14:11:54 2012 from 1
A\M\VA Application Enablement Services I T e T

Management Console Server Offer Type: VIRTUAL_APPLIANCE

SW Version: r6-1-1-30-0

Communication Manager Interface | Switch Connections Home | Help
» AE Services
~ Communication Manager Switch Connections
Interface
Switch Connections | [ Add Connection ]
Dial Plan

b Licensing | 5 G iYas ‘30 .1

» Maintenance

[ Edit Cannection ]I Edit PE/CLAN IPs I[ Edit H.323 Gatekeeper H Delets Connection H Survivability Hierarchy ]

» Networking

b Security

» Status

» User Management

» Utilities

» Help

Enter the IP address of the procr from Section 5.1, and click on Add/Edit Name or IP.

! A\ AES Management Console | |

AVAYA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

b AE Services

- Icrﬁrgpfw"icatior' Manager Edit Processor Ethernet IP - CMHA

Switch Connections I 192.168.10.20 || add/Edit Name or 1P I
e

b Licensing |192.168.10.20

» Maintenance

¢ Networking

» Security

» Siatus

User Management
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6.1. Configure TSAPI CTI Link

Navigate to AE Services = TSAPI = TSAPI Links to configure the TSAPI CTI link. Click
the Add Link button to start configuring the TSAPI link.

AVAyA Application Enablement Services Laet login: 1)

Management Console Server Offer Type
SW Version: r6-1-0-20-0

AE Services | TSAPI | TSAPI Links Home | Help | Logout

CVLAN TSAPI Links
oL
DMCC
[[2dd Link || Edit Link ] [ Delete Link |
SMs
TSAPI

= TSAPI Links
= TSAPI Properties
TWS

Communication Manager
Interface

» Licensing

» Maintenance

» Networking
} Security

Select the switch connection using the drop-down menu. Select the switch connection
configured in Section 6.1. Select the Switch CTI Link Number using the drop-down menu.
The ASAI Link Version is set to 5. The CTI link number should match with the number
configured in the CTI-link in Section 5.1. Click Apply Changes.

| A AES Management Console

AVAYA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Links

NN T =

CVLAN Edit TSAPI Links

HaE Link i

DMCC I Switch Connection CMHA ~ | I

SMS Switch CTI Link Mumber |1 v|

TSADPI I ASAT Link Version |5 v| I i

« TSAPI Links Sectty [Bath ¥

= TSAPI Properties I[ Apply Changes ] I Cancel Changes ] [ Advanced Settings
TWS

" Communication Manager
Interface

» Licensing

» Maintenance
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6.2. Configure CTI User
Navigate to User Management = Add User. On the Add User page, provide the following

information.
e Userld
e Common Name
e Surname
e User Password
e Confirm Password

Select Yes using the drop-down menu on the CT User field. This enables the user as a CTI user.
Click the Apply button (not shown here) at the bottom of the screen to complete the process.
Default values may be used in the remaining fields.

PG; Reviewed:
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, Communication Manager Edit User
Interface
» Licensing = User Id
» Maintenance * Commen Name
} Networking * Surname
) Status Confirm Password sesenan
¥ User Management Adminy Note
g : Avaya Role |None v|
Service Admin
User Admin .
= Add User
= Change User Password
= List All Users KssHomea I:I
= Modify Default Users CT User Yes ¥
b Utilities Dizplay Name

| A AES Management Console | | |

User Management | User Admin | List All Users

» AE Services
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Click on Networking = Ports enable port 4723 for the TR87 SIP Interface as shown below.

| A AES Management Console

F AL oI LD

b Communication Manager
Interface

» Licensing

} Maintenance

¥ Networking
AE Service IP (Local IP)
MNetwork Configure
TCP Settings

» Security

» Status

¢ User Management

} Utilities

» Help

Ports
CVLAN Ports Enabled Cisabled
Unencrypted TCP Port 3599 ® O
DLG Port TCP Port 5678
TSAFI Ports Enabled Dizabled
TSAPI Service Port 450 ® O
Local TLINK Ports
TCP Port Min 1024
TCP Port Max 1039
Unencrypted TLINK Ports
TCP Port Min 1050
TCP Port Max 1065
Encrypted TLINK Ports
TCP Port Min 1066
TCP Port Max 1081

DMCC Server Ports

Enabled Disabled

Unencrypted Port e
Encrypted Port 4722 ® O
| reee7eort [a723 | ® 0 |

Click on Security > Host AA - Service Settings. Ensure that Require Trusted Host Entry is

ticked.

| A AES Management Consale

AVAYA

b AE Services

» Communication Manager
Interface

p Licensing

» Maintenance

» Networking

¥ Security
Account Management
Audit
Certificate Management
Enterprise Directory
Host AA
= Trusted Hosts
= Service Settings
PAM

Security Database

Application Enablement Services
Management Console

Service Settings

Security | Host AA | Service Settings

Services Authenticate Client Cert with Trusted Certs Require Trusted Host Entry
TR/87
DMCC ¥ [l

[ Apply Changes ] [ Cancel Changes ]
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Click on Security - Host AA = Trusted Hosts, click on Add to add a new trusted host.

AVAYA

» AE Services

" Communication Manager
Interface

» Licensing

} Maintenance

» Networking

* Security
Account Management
Audit
Certificate Management

Enterprise Directory

Host AA
= Trusted Hosts

= Service Settings
PAM

Security Database

Welcome: User craft
Last login: Tue Mar 13
HostName/IP: &

Application Enablement Services
Management Console

Trusted Hosts™

Certificate CN or SubAltName Service Type User Authentication Policy User Authorization Policy |

rsion: r6-1-1-30-0

Security | Host AA | Trusted Hosts Home | Help |

14:15:57 2012 from 10.|
10.41
RTUAL_APPLIANCE

ere" Type:

® aaccscemen

] Ceer )

* Note: This page is only enforced to be configured if the "Require Trusted Host Entry” checkbox is checked on the "Service Settings” page.

TRB7 |AUTHENTICATION_MNOT_REQUIRED

|UNRESTRICTED_ACCESS |

Enter the information as it is shown below. Ensure Service Type is TR/87 and click on Apply

Changes.

| A AES Management Console

AVAYA

» AE Services

Interface
» Licensing

» Maintenance

» Networking
¥ Security

Communication Manager

Account Management

Application Enablement Services
Management Console

Security | Host AA | Trusted Hosts

Add Trusted Host

Certificate CN or SubaltName l@l
Service Type™ @

Mot Required +|
[Unrestricted Host [

Apply Changes [ Cancel Changes ]

Uszer Authentication Policy™®

User Authorization Policy™
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6.3. Avaya Aura® Application Enablement Services Certificate
Management

Click on Security > Certificate Management - CA Trusted Certificates. Click on Import
to import the Certificates from Contact Centre. The certificates required and their location are
outlined in Section 7.3 of these Application Notes. These certificates are as follows.

e AACCSGM60Root.pem

e AEServicesRoot.cer

Note: An avi video outlined in Section 7.3 is available giving instructions on adding the
certificates onto AES.

AVAyA Application Enablement Services

Management Console

v
Security | Certificate Management | CA Trusted Certificates Home | Help | L¢

+ AE Services

Communication Manager CA Trusted Certificates
Interface

» Licensing

» Maintenance

[ Import ]I[ Export ][ Delete ]

» Networking
[ alias | status | Issued By Expiration Date
¥ Security
[ 2E5ervicesroot valid Avaya HDTG Product Root Avaya Product Root CA Aug 23, 2022
Account Management - 2 :
P [ aaccsemsnrect valid SIP Product Certificate Autherity SIP Product Certificate Authority Aug 17, 2027
udi
PR : O avayaprea valid Avays Product Root CA Avaya Product Root CA Aug 14, 2033
ertificate Managemen
= CA Trusted Certificates (] avaya_sipca wvalid SIP Product Certificate Authority SIP Product Certificate Authority Aug 17, 2027

Server Certificates

Enterprise Diractory

Once imported is selected above the following screen appears. Below is an example of adding
the AEServicesRoot certificate. Browse to the location of this certificate and once selected (not
shown) click Apply.
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| A\ AES Management Console | |

AVAyA Application Enablement Services

Management Console

Security | Certificate Management | CA Trusted Certificates

b AE Services

Communication Manager Trusted Certificate Import
Interface

¢ Licensing

} Maintenance Certificate Alias IAESeruic:ESRcot I
Certificate PEM:

» Networking

~ Security File Path | I Browse_. Ji
Account Management m
Audit

Certificate Management
= CA Trusted Certificates
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Once the two CA Trusted Certificates are added, click on Server Certificates, click on Import
to import the server certificate from Contact Centre. The location of this certificate is shown in
Section 7.3 of these Application Notes. This certificate is as follows.

e AEServices

Welcome: User craft
Last login; Tue Mar 13 14:15:57 2012 from 10

AVAyA Application Enablement Services

8.10.41
Management Console IRTUAL_APPLIANCE
-0

-1-1-30

Security | Certificate Management | Server Certificate Home | Help |

» AE Services

» Communication Manager Server Certificates
Interface

» Licensing

» Maintenance

[ Delete ][ Export | Import || Renew ]

» Networking =
s Alias Status
¥ Security T T = o
[ aeservices valid AEServices | Avaya HDTG Product Root |Jan 6, 2018

Account Management

Audit

I Certificate Management I
= CA Trusted Certificates
IEI Server Certificates I
= Default Certificates
= Default Settings
= Pending Requests

Enterprise Directory

Once Import is selected above the following screen appears. Select aeservices from the drop-
down menu, click on Browse to locate the certificate, once selected (not shown) click Apply.

i A AES Management Console

AVAYA Application Enablement Services

Management Console

Security | Certificate Management | Server Certificate

» AE Services

Communication Manager Server Certificate Import
Interface

+ Licensing

s Aeakan |Cer‘tificate Alias v I

» Networking Establish Chain of Trust

¥ Security File Path | I Browse_. ||

Account Management

Audit

Certificate Management
= CA Trusted Certificates
= Server Certificates

= Default Certificates
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Once all the certificates are added the services need to be restarted. Click Maintenance -
Service Controller. Click on Restart AE Server as highlighted below to restart all the services.

l A AES Management Consale | |

AVAyA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

Communication Manager

b Service Controller

Interface
» Licensing Controller Status|
* Maintenance [ asar Link Manager Running
: i R
Date Time/NTP Server 0 omcc service Loy
[0 cvian servics Running

Security Database ;
I I [ oL service Running

Service Controller

|:| Transport Layer Service Running

= [ 24P 2ervice Running
» Networking
T For status on actual =ervices, please use Status and Control
» Status [ Start ”_ Stop ][ Restart Service l Restart AE Server ]I Restart Linux ][ Restart Web Server ]
r User Management
b Utilities
» Help
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7. Configure Avaya Aura® Contact Centre

In order for NICE Interaction Management to be able to record calls from Contact Centre Agent
calls a user must be configured on Contact Centre in CCT. This user can then log in to see events
from CCT regarding the calls to Contact Centre agents. This section will go through the setup of
this agent and the configuration necessary on both CCT and web services in order to record all
calls coming into Avaya Contact Centre agents.

Note: The Installation and Setup of Contact Centre in a Mission Critical High Availability
environment is outside the scope of these Application Notes. This section assumes that
installation and basic administration of the Contact Centre server has been performed. The steps
in this section describe the configuration of Contact Centre in order for NICE interaction
Management to connect to CCT to receive events and successfully receive RTP from Avaya
Media Server. For further information on Contact Centre please refer to Section 12 of these
Application Notes.

7.1. Configure NICE User on CCT

Launch a web browser, enter https://<IP address of Contact Centre server> in the URL, and
log in with the appropriate credentials for accessing the Contact Center - Manager Console
page.

= Contact Center - Manager - Login - Windows Internet Explorer

@(_‘,- [A i aszaes10.70) || &+ %] b |[2

File Edt View Favorkes Tools  Help

i Favorites | ks @& 4 * £ Free Hotmail £ '/

A\ Contact Center - Manager - Login BB 7 dmn -+ Page - Safety - Tooks - @-

AVAYA Contact Center - Manager About | Change Passwor d

Contact Center - Manager - Login

Login

UserID |

Password

Once logged in, click on Configuration as shown below.

AVAyA Contact Center - Manager About | Audit |
Launchpad
Contact Center Management (@' Configuration

Access and Partition Management

=
(2

Scripting
Real-Time Reporting

=
()

Emergency Help
Historical Reporting

=
(2)

Qutbound

@ @ & & S

Call Recording and Quality Monitoring

@

Multimedia
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Expand on the CCT server on the left-hand pane as shown and select CCT Administration.
Click on Launch CCT Console in the right-hand pane.

Status

Launchpad Help

CCT Administration

Configuration

CCT Administration URL http:/AACCB25IPSA 8081/WebAdmin/

Launch CCT Console

Right click on Uses highlighted below.

AVAYA

CCT Administration

¢
Workstations
» Groups AV AyA
¥ Providers
Avaya Aura Contact Center
Communication Control Toolkit
Click on Add New User.

AVAYA

CCT Administration

v

CCT Users

: _1 View Details
b Login User Hame ~
b G aacchai2z011

qQ

First Mame LastName []
Mice_Agent 2011 El
P Providers |C0mputer User Names {Login IDS)L | Nice_ 2010 0
aacchal2004 Paul Test O
aacchai2002 -Nil:e 2002 i
aaccha\2001 Mice_ 2001 F
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Enter the credentials as shown below. Note these same credentials will be used in Section 9.1 of
these Application Notes.

AVAYA

CCT Administration

Update CCT User

€ User Details

First Name Nice

Last Hame Rec

Login User Name  aaccd2sipsa\MiceRec

) Address Assignments

@) Terminal Assignments

@ Terminal Group Assignments

0 Address Group Assignments

Q Agent Assignments

I Save I

7.2. Enabling CCT Web Services
On the Contact Centre server navigate to Start = Programs - Avaya - CCT Console as

shown below.

=

"_é Internet Explorer {64-bit)
8 Internet Explorer

Windows Update

. Accessories
. Administrative Tools
. Avaya

A Avaya Aura Agent Desktop &
|| Element Manager
fid site Administration
. Contact Center
A% Uninstall Contact Center
, Common Utilities

Ref Client
. Database Utilities
. License Manager

. Manager Administration
. Manager Server
. Multimedia Server

.0

Administrator

Documents

Computer

Metwaork

Contral Panel

Devices and Printers

Administrative Tools 2

Help and Support

Run...

Back

I Search programs and files

[ 7start %&1 E -\_!:LDJ
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The CCTAdmin page is displayed as shown. Click on CCT Web Services in the left column
and ensure that Enable CCT Web Services is ticked along with Enable SIP Call Recording.
Enter the Contact Centre server name for Domain Authentication Server and the user

configured in Section 7.1 for the Call Recording User Account.

File

Action  View

Favorites

Window  Help

= ccrAdmin - [Console Root\Communication Control Toolkit\5erver Configuration\CCT Web Services i

=101 ]

=181x]

&= 71mEl=z

| Console Root
[F &% Communication Control Toolkit
&3 Bulk Provisioning Tools
B B server Configuration
@ Deployment Type
License Configuration

ccT web Services [l

¥ Enable CCT Web Services

A CormguTaton
Haost Name:

|aacce2siPSA
Parts:

Domain Authentication Server:

AACCBE25IPSA

Domain Authertication Method:

ISimpIe ﬂ

Session Timeout:

IH}DIBJD 32 {minutes)

¥ Enable SIP Call Recording
Call Recording User Account:
|AACCE25IPSA\NiceRec

Browse Users...

I TLS Security
— TLS Encryption

—Step 1: Certfficate Signing Bequest (CSR) -

Generste CSH... |

| Actions

= Step 2: Import Trusted Certificate Authority ﬂ

CA Mias: I

Import Trusted CA Certificate. . |

—Step 3: Import CSE Response Cetificate —

Import Certificate... |

Rezet T1.S Encryption Corfiguration

CCT Web Services -

View »
New Window from Here

Help

7.3.

Locating Certificates for Avaya Aura® Application Enablement
Services

Locate the certificates required for AES by navigating to D: & Avaya - Manager Server -
iccm = sgm - TLSCertificates > AESCerts. Two CA Trusted Certificates are located in the
CA folder and the Server certificate is located on the ServerCert as shown below. To assist in
adding these certificates in Section 6.3 open the avi named HowTolnstallCertsOntoAES.

Bacsces

101 =
‘ﬁc)v | = Manager Server - iccm ~ sgm - TLSCertificates ~ AESCerts v| > & I Search AESCerts @‘
Organize ¥ Indude in library - Share with Burn  Mew folder 4= - E;l IZ@
L Eavorites Mame = | Date modified I Type | Size | I
B Desktop CA 20/01/2012 11:24 File folder
8 Downloads | ServerCert 20/01/2012 11:24 File folder
&l Recent Places | [ HowTornstalicertsontoags.avi | 06/03/2011 00:04 AVI File 6,959 KB
& Lirarics | readme 06/03/2011 00:04 Text Document 2KB
3 Documents
.J3 Music
|&5] Pictures
£ videos
ﬁ Computer
‘?_", Local Disk {C:)
—w Mew Volume (D:)
—a Mew Volume (F:)
—a MNew Volume (G:)
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Open the folder above called CA, copy the two files highlighted below to a location for use in
Section 6.3.

=10l x|

‘@ﬂ j | |~ Manager Server ~ icam ~ sam ~ TLSCertificates ~ AESCerts ~ CA - + |23 | searchca m‘
Organize »  Indudeinlibrary =  Sharewith + Burm  Mew folder EEEI E;l @
St Favorites Mame Date modified | Type | Size | |
B Desktop || Default 20/01/2012 11:24 File folder
4 Download : .
___lﬂ' o °a|5 || AACCSGMB0Root.pem 06/03/2011 00:04 PEM File 2KB
| RecentP —
il PecEnLRlacEs [5;] AEServicesRoot 06/03/2011 00:04 Sequrity Certificate 2KB
4 Libraries
[ pocuments

M Computer
&, Local Disk (C3)
(w New Yolume (D:)

Open the folder ServerCert as shown in the previous page, copy the file highlighted below to a
location for use in Section 6.3.

-IE|

— 7 =
|QOV | |~ Manager Server - icom ~ sgm + TLSCertificates + AESCerts - ServerCert ~ & | Search ServerCert D]
Organize v Indudeinlibrary =  Sharewith + Burn  MNew folder s E|;| @u
¢ Favorites MName Date modified | Type | Size |

=]
B Desktop _ﬁnESarvices 06/03/2011 00:04 Personal Informatio... 4KB
4. Downloads

"5 Recent Places

- Libraries
I:T] Documents
J‘r Music
| Pictures

B videos

j..} Computer
&, Local Disk {C3)
s Mew Volume (D:)
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8. Configure Domain Controller

The CCT user configured in Section 7.1 above must also be configured as a domain user on the
Primary Domain Controller Server. Open Active Directory Users and Computers and right
click on the server name, select New = User.

PG; Reviewed:
SPOC 6/1/2012

File  Action Wiew Help

B Active Directory Users and Computers = B3 I

= ?Ealbc=Hm3asTa%

File  Action Wiew Help

: Active Directory Users and Comput | Mame | Type | Descripkion
[H || Saved Queries ~| Builtin builtinCxomain
B e et 5 Container Default container For upgraded computer accounts
Find. .. ontrollers Organizational ... Default conkainer For domain controllers
e Coman CurityPrincipals Container Default conkainer for security identifiers (SIDs) associate. ..
e B Service Accounts  Container Default conkainer for managed service accounts
Bl ey Container Default container For upgraded user accounts
Brei oA ser User pass:ABcd1234
1 User
All Tas 3 Zonktack
) Eroup
Hlew r InetorgPerson
Refresh msImaging-PSPs
Expork List... MSMO Queue Alias
7 Organizational Unit
Properties Printer
Help
Shared Folder
|| i [ K 151
[Create a new obiject. .. [ [
Fill in the User logon name and other credentials as shown, click Next to continue.
B Active Directory Users and Computers !IE[ | x|

as| w0 Bbe=HE|de v

%

el B

Saved Queries
55 aasccha.avaya

')

| Active Directory Users and Comput  [NESRRETIS ST R

.;' Create in:  aaccha.avayal lers

puter accounts

iers (SIDs) associake. ..

ce accounts

First name: INice1 | ritials: accounts
Last name: IFlec: User
Full narne: INice1 Fec User
Uszer logon name:
IH icelFec I aaccha.avapa LI
zer logon name [preawfindows 20000
|BACTHAY |Hic=1Rec
< Back I Mext > I Cancel I
« | E|ET 2]
|
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Enter a suitable Password and ensure that User cannot change password and Password never
expires are ticked. Click Next to continue.

l Active Directory Users and Computers

IS[=1E3

File  Acktion Miew Help
e HElddo=HEfeaT7as

: Active Directory Users and Comput  [EESREET R I SR P
|1 Saved Queries

[ 3 saccha.avaya

puter accounts

lers

iers (3I0s) associate...
ce accounts

; Create in;  aaccha.avayad
('ré |

Pazzword: quuuu accounts

Confirm password: Ioooooooooo

[T User must change passward at next lagan

Iv Uszer cannot change password

W Pazsword never expires

[~ Account is disabled

< Back I et > I Cancel

<| | _>| |

Click Finish to complete adding the new user.

. Active Directory Users and Computers !E
File Action View Help
o | = = Y =3 | =4 % 4 =1 A
e 2@ofe= BB 3 eTE%
| Saved Queries
4 aaccha.avaya buter accounts
gj Create in:  aaccha.avaval lers
' iers (5IDs) associate, .,
e accounts
“when pou click Finigh, the following object will be created: -
Full name: Nicel Rec Lser ;I
Usger logon name: NicelReci®aaccha avaya
The uzer cannot change the pazsword.
The pazsword never expires.
< Back I Firizh I Cancel |
J | 2l 2]
|
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9. Configure NICE Integration Management

This section outlines the steps necessary to configure NICE Integration Management to connect
successfully to the Avaya Solution outlined in Section 3 of these Application Notes. The NICE
Solution connects to the Communication Control Toolkit (CCT) module of Contact Centre as a
CCT agent in order to receive events from the Contact Centre. These events are only passed to
the NICE server when a Skillset call is being received by the agent. In order to receive events for

calls made on the Avaya Deskphones an interface to the AES is configured to receive events via
DMCC and TSAPI.

Note: In the case of a High Availability Contact Centre the NICE Interaction Management
connects to a floating IP Address. This is common to both the active server and standby server
and thus never changes regardless of the system that is active.

9.1. Configure NICE Interaction Management to connect to
Communication Control Toolkit

Open a web browser, navigate to http://<NICE Interaction machine name>. Enter the
appropriate credentials and click Login.

{2 NICE Performi® - Windows Internet Explorer
w@ Al b finice_vm1iceappications besktopiebPage DeskToptwebForm. asp: | =l E‘ | x| & ong

' Favorites | o (=] Suggested Sites (2) = @ | ieh Slics Gallery =[] Suggested Sites

ENICE Perform® M v B - ) w0 - Page - Safety

Welcome to
NICE Perform®

Name:

Password:

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 54
SPOC 6/1/2012 ©2012 Avaya Inc. All Rights Reserved. NICE_AACC62HA



PG; Reviewed:
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After logging in click on Settings highlighted below and choose Technician Mode.

[ NICE Perform@®

-8 O
NICE®

Hello MICE, Suparuser Hglp |] Setting

Change Password

Technician Mode

| [eons [7] [ W ]

Under Administration at the top right select System Administrator. Right click on CTI
integrations and select add New CTI Connection (see below).

NICE®

My Universe |Business Analyzer

Hella NICE, Superuser - Help | Settings
Reporter | Monitor | Insight Manager | Clearsight | PED Requests | W=D ¥ J Administration

Backup Manager

Channel Monitoring
D Ll Rules Manager
— E— System Administrator
= crasnizatian || MY Resources . Diagram . s
=73 Active Directory Usars Administrator
=L Agent center Avaya AACC 2
i) @' Import/Export
@ License Manager
- Storage

E|-- Master Site

=] applications
98 application Servers
Configurations
[]--ﬁ Channel Mapping
.

ol Avara AACC NIC
Il Avaya AACC nice
Jol DMCC Connection |
CTI Interfaces

fl avaya aacc ool
- f] oMcc Interface

=[] master Site '
|'£| Applications
+ B8 Channel Mapping
¢4 Content Analysis
=l % CTI Integrations
L] % Connection
w-[JJ CTI Interfaces
# (& Drivers
‘4% Key Managers
E@ Media Provider Controll |

annEckion
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The New CTI Connection window opens as shown below. Click Next to continue.

%
Set New CTI Connection Wizard Stage 1 of 16 o

Introduction

This wizard will guide you through the process of configuring a new CTI connection,

fury

. Interactions Center and Telephony Switch definitions

ra

. CTI Interface selection

w

. Interfaces configuration

I

. Devices configuration

o

. Maonitored Devices configuration

o

. Selection of optional features
7. Location Requirements

8. Surmmary

oot | [Nt ||

Select Define new Telephony Switch and ensure Avaya CM is picked from the drop-down
menu. Click Next to continue.

e i omnection %
Set New CTI Connection Wizard Stage 2 of 16

Interactions Center Switch

Attach CTI to Interactions Center Server:

% Reqular Interactions Center: Inice_vm1_ic j
7 Interactions Center Cluster: | ;I
i Use existing Telephony Switch: IAvayaMEE j

i Define new Telephony Switch:

Switch Type: Invaya CM ﬂ

WL arme ¥aya

BT Syntegra
Cisco CM J
Etrali Etradeal

Generic Maobile Trunk
Genesys SIP server

IPC Alliance -
T Back ||| Next §| | Cancel |
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Ensure CCT is chosen for both Avaya CM CTI Interface and Active Recording as shown
below. Click Next to continue.

]
Set New CTI Connection Wizard Stage 3 of 16
Interface Type

—CTI Interface Type

Avaya CM CTI Interface: ICCT j
Awaya Communication Manager
LEIET

I WalP Mapping JAES MS =]

[T additional YolP Mapping: |AES SMS j

¥ Active Recording: ICCT j
Avaya Commmunication Manager

| Back | | Mext ]| | cancel |

Enter the connection details (Username, Password, Domain and Address) to the CCT as
configured in Section 7.1. Click Next to continue.

£
Set New CTI Connection Wizard Stage 4 of 16

Interface Parameters

-CTI Interface Details

Interface Connection Details

Mandatary fields are marked in bold

Parameter

Pazsword

Domain

Address

Port 9080

Client Port ID 7070 =

Description: CCT Server Username,

Additional Interface Parameters

P | Back | | Next || [Cancel |
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Enter the Media Provider Controllers — Location; this will be t
logger server as shown in Section 9.3. Click Next to continue.

he IP address of the NICE

=
Set New CTI Connection Wizard Stage 8 of 16
Active Recording
Media Provider Controllers - Location ]
Media Provider Location
Server IP/Hostname IW
Connection Manager Port: lm
Media Provider Controllers:
IP/Hostname | cM Port |
machinehost/ip 62094

AT o | Back | | Next || |cancel |

Add Telephony Switch Devices in order to record private DN calls via DMCC. Each Device or
extension can be added singly or in a Range of extensions. Click on Add highlighted below.

PG; Reviewed:

Set New CTI Connection Wizard Stage 10 of 16

Devices

Available Devices
Provide telephony switch available devices

2

0 devices || [&] [#dd_| [addRange | |Add Fram Switch |
Device Mumber | Type |

| Back | | Mext | | | cancel |
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Enter a suitable Name, select Extension for Device Type and enter the extension number for
each deskphone that is to be recorded for the Device Number. Click OK when finished.

Available Device =

Add Device

Mame I

Dewvice Type: * |EHtEﬂSiDﬂ j

Device Number: 8 |52|:I|:Il|

Advanced Device Parameters A
[T Dizplay Read @nly Inform ation
Mare I Value |
Description: -

w
| oK ﬂ | Cancel |

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 33 of 54
SPOC 6/1/2012 ©2012 Avaya Inc. All Rights Reserved. NICE AACC62HA



Select Create a new Connection Manager and use a unique port. Click Next to pass to the
summary window (shown below).

NewCTlConnection
Set New CTI Connection Wizard Stage 15 of 16 - .

=

Requirements

The Interactions Center server selected already has & Connection Manager.
Create a new Connection Manager, or select an existing one.

i+ Create a new Connection Manager

Part: #2094 =4

" Select available Connection Manager
Podts in use:
52004

62035
E209E

R

AENEREARNRNRRAR

Avaya AACC )

Component Type | Companent Name | 1P AddresasHiost Name
CTl bderface Foraya AACC CCT Inteface

Cornection Manager Fureya AACC MPC Active Recordng CM 1 AACCIC

Connaction Managar Porsys AACC AACCIC CM ARCCIC

Deiver Povaya AACC AACCIC Drives AACCIC

Medha Provider Controler Forays AACT AACCIC MPC AACCIC
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9.2. Configure NICE Interaction Management to connect to
Application Enablement Services

The previous section outlined the addition of a new CTI Connection which incorporates the setup
of the following new configurations.

e CTI Interface

e Connection Manager

e Media Provider Controller

For Hybrid call recording or recording of non Contact Centre calls the DMCC must be
configured to ensure that events from AES are being recorded. This means that a new CTI
Interface, Connection Manager and Media Provider Controller must be setup.

9.2.1. Configure a new CTI Interface

Navigate to Master Site > CTI Integrations > CTI Interfaces. Right click on CTI
Interfaces and select New CTI Interface.

N‘I0£® Hello NLCE, SUpsrUsER

My Universe | Business Analyzer | Reporter | Monitor | Insight Manager | ClearSight | PEO Requests

Actions (¥ D L

= [[f] organizatian A CTI Interfaces

+- 73] Active Directory |

i Agert Center Name 1D Telephony Switch ID
m Import/Expart | Avaya AACC CCT Interface 62 ik
DMCC Interface 67 1

@ License Manager
Storage

Master Site

¥ applications

+ B8 Channel Mapping

£2 bﬂ Content Analysis

e % CTI Integrations

i H Connection Manager

1 F

ew CTI Inkerface
N MNew CTI Interface Cluster

Create new Telephony Switch

+ 3 Dat, :

: Remove unused Telephony Switches
= i? DAt andie ¥mis

+ D& S raeegee
+ @ External Sources —l
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This brings up the window shown below. Click on Next to continue.

Set New CTI Interface Wizard m

This wizard will guide you through the process of settifig & new CTI Interface configuration as follows:

1, Choose Telephony switch and CTI Interface Type

2, Configure the interface chosen

3 Summary

Ensure Avaya CM is selected for the Telephony switch and DMCC (CMAPI) for CTI
Interface and click Next.

I‘

Set New CTI Interface Wizard Step 1 of 6 1

Interface Details

Choose CTI Interface

Choose the telephony switch, then the CTI Interface and press MNext,

—Telephony switch and CTI Interface Type

Telephony switch:

I.ﬂwaya CM d

CTT Interface:

[pMcc (emar) =

Avaya Communication Manager
Device Media and Call Control (formerly CMAPT)

Marne: & |dmcc|1nter‘Face |

Telephony Switch: & |2-AvayaCM d Farens
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Enter the connection details for the AES (Username, Password, Domain and Address) to the
AES as configured in Section 6.2.

Newswitch x]

Set New CTI Interface Wizard Step 2 of 6 ;-""

Switch Connection and Additional Details
General Interfai
Interface Connection Details A
I~ Display Read Only Information Mandatory fields are marked in bald @ =
Farameter | Value |A|
PrimarpAE S5 erverAddress
PrimarpAE SCMAFPIPort 4722
PrimarpAES U serName
PrimarpAE SPassword
PrimarpAE S5 ecuredConnection TRUE
UseAESW armStandbvFeature FALSE j
Description:

Additional Interface Parameters

| Back | | Next || |Cancel |

Click on Add or Add Range ifa group of extensions are to be configured.

S
Set New CTI Interface Wizard Step 3 of 6 >

Switch Devices Configuration

.-|||

Set Devices_

Available Devices
Provide telephony switch available devices

0 devices 5 | Frda | |AddRange | | Add From Suiteh |

Device Mumber | Type |

=

| Ba;:k.] | Next Jll | cancel |

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 37 of 54
SPOC 6/1/2012 ©2012 Avaya Inc. All Rights Reserved. NICE AACC62HA



Enter a suitable Name, select Virtual Extension for Device Type and enter the extension
number configured in Section 5.2 for the Device Number. Click OK when finished.

PG; Reviewed:
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Available Device

Dewvice Type:

Device Mumber:

Add Device

2 I‘-.-"irtual E:tenzion

=

N ET T

Advanced Device Parameters

T pisplay Read Gnly Infarmstion

4

Description:

i value
ObservationType Hone
SymbolicH ame
Password
CodecsList (1]
F nr-Adnl ist n |

ok 1 [cancel]
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9.2.2. Configure new Connection Manager

Navigate to Master Site > CTI Integrations - Connection Manager. Right click on

Connection Manager and select New Connection (not shown).

NICE®

My Universe |Business Analyzer | Reporter |Monitor |Insight Manager | ClearSight |PBO Requests

-
Hello NI@?T Superuser  H

3 -
={fl Oraanization | METTTETTEN. Resources - Diagram

: E%l Active Directory
Agent Center

m‘ Import/Export

@ License Manager
Storage

Master Site
Applications
g_@. Application Servers
- Configurations
[]---@ Channel Mapping
B-gif] Content Analysis

Avaya AACC

[=] s Connection Manager:

..... A ARYaYa RRLTL I
----- I Avaya AACT nice
..... J-f DMCC Connectior
[-]ﬁ CTI Interfaces

..... fl avaya aacc ccl
..... fl oMcc Interface

B ]{g’ Drivers

This brings up the window shown below. Click on Next to continue.

5]
Set New Connection Manager Wizard e y
Introduction

1. General:
Connaction Manager general details
Connection Manager reporting level

Connection Manager additional parametars
2. Switchas:
Attach Switches to the Connection Manager

Configure Connection Manager <-> Switch parameters,

3. Summary

_5ack |[Nest || |cancel

This wizard will guide you through the process of setting a new Connection Manager configuration as follows:
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Enter a suitable name for the new connection and enter the IP address of the NICE logger server
(see Section 9.3 for explanation of NICE Loggers) for IP/Hostname. Click on Next to continue.

Mew Connection Manager x|
Set New Connection Manager Wizard Step 1 of 3 _'
General
Connection Manager Deta
General Details ]
Marrie: " |Wew Connection Manager
| Cocanom
IR/HostMame: J |
Port: |62094 =] |
Connection Manager Reporting Level k)
Additional Connection Manager Parameters ¥
.Bal:k |m]| l:am:al. |

Select the DMCC interface as previously configured in Section 9.2.1, under Available

Interfaces. Click on Next to continue.

[New Connection Mansaer =
Set New Connection Manager Wizard Step 2 of 3 ]

Switches

Attach CTI Interfaces

I available Interfaces I

attached Interfaces

1: ARCC Interface - s
1:DMCC Interface :i ]
2 : Lina Test Avaya AACC Interface

1 AAS ITMM Tnkarfaca e
4| | »

Configure Connection Manager - Interface Parameters

k]
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9.2.3. Configure a new Media Provider Controller

Navigate to Master Site > Media Provider Controllers. Right-click Media Provider
Controllers and select New Media Provider Controller (not shown).

PG; Reviewed:
SPOC 6/1/2012

| [Actons = | "
E|-- Qrganization 1=

=-T3) Active Directory
E Agent Center
m Import/Export
@ License Manager
Storage

]@ Channel Mapping
(-3 Content Analysis

[T ]
L)

2 at:E Connection Manager:
Lo Avaya AACC NIC
I}l Avaya AACT nice
L Jef DMCC Connectior
il CTI Interfaces

fl Avaya sacc ccl

- Bl DMCC Interface

: ﬁg’ Drivers

P Avaya AACC nice

e TR
=5 Media Provider Contt

| L% cMaFI observer T
K | E

Avaya AACC

Diagram

This brings up the window shown below. Click on Next to continue.

(New Media Provider Controller x|

Set New Media Provider Controller Wizard
Introduction

This wizard will guide you through the process of setting & new Media Provider Controller configuration as

follows:

1. Choose Media Pravider Controller type

2. Configure the Mediz Provider Controller chosen

3. Summary

| Back || Cancel
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For the DMCC Media Provider Controller select Avaya DMCC for the Media Provider
Controller Type. Click Next to continue.

New Media Provider Conbroller

Set Mew Media Provider Controller Wizard Step 15?@ .
Media Provider Controller Type

Please choose the Media Provider Contraller type,

i Media Provider Controller Type

|‘-Baﬁt"|_ INBut I| | cancel |

Enter a suitable Name and enter the I[P Address of the NICE Logger Server for IP/Hostname.
The DMCC loggers IP address will be filled in for the DMCC Controller (see Section 9.3 for the
DMCC Logger configuration). Click Next to continue.

(New Media Provider Controller

i =
Set New Media Provider Controller Wizard Step 2of 8
General Information
Media Provid
Media Provider Controller Type )
General Details ¥
Mame: * |New Media Provider
& Location ———
IP/HostMame: I
I Attach Connection Manager I ]
additional Media Provider Controller Parameters
Media Provider Controller Reporting Level L]
_Back | Next | [Cancel|
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Expand the Attach Connection Manager highlighted on the previous page. This brings up the
page shown below. In the Available Connection Managers list select the appropriate

Connection Manager. For the DMCC controller, add the DMCC Connection Manager configured
in Section 9.2.2. Click on Next to continue.

=
Set New Media Provider Controller Wizard Step 2 0f 3

General Information

Media Provider C

o)
-Ontro

Media Provider Controller Type
General Details
Attach Connection Manager

Available Connection Managers attached Connection Manager

1 - AACC aaccvrsp Active Recording CM &~
2 - BACC BACCIC CM
3 - DMCC Connection Manager —

4 - Lina Test CM Ei

5 - FIWE241 OCS CM -
1| | »

Additional Media Provider Controller Parameters 2
Media Provider Controller Reporting Level 5

[Back | n';:t"ﬂ| ‘Gavicall
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9.3. Configure NICE Loggers

NICE Loggers are responsible for the recording of voice calls, using a SIP based Logger for the
recording of Contact Centre agent calls with events from CCT and using a DMCC based Logger
for recording all other calls from the Communication Manager deskphones with events from
AES. For this compliance testing these loggers are installed on separate servers. Configuration of
these loggers is performed from the same management console as used in Sections 9.1 and 9.2.

Note: The types of Loggers are defined as a part of the install of NICE Interaction Management
and therefore will not be covered in these Application Notes. For more information on this
install please refer to Section 12 of these Application Notes. However the configuration of the
installed NICE Loggers is required and is explained below.

Navigate to Logger Servers = Nice Log. Select the Logger that is to be configured. Under the
general tab enter a suitable Name and enter the Host Name/ IP Address of the Logger server.

mE® Hello MIGE, Superuser - Help | Settil

My Universe |Business Analyzer | Reporter | Monitor |Insight Manager | ClearSight | PBEO Requests Administration

-

et 7] [
'3 Agent Center | b Global 4 Channels
'.‘ Import/Expaort
-} License Manager
] Storage
|| master site Name NICE_WMZ - DMC
[ Applications
|85 Channel Mapping Host Name/IP Address ’m‘

@ Logger Attachrment
Screen Mapping

TOM Mapping Logger ID o
@ VolIP Mapping
|l Content Analysis
!-% CTI Integrations

Main Bus

= = =
-7 =

| £ Data Marts Logger Yersion ]

i? Database Servers

Desktop Analytics Mumber of Recarding Channels 200

!-@ External Sources

i_@ TlorartioniGeniers Online Capacity 5az4 (BDPCMLE)| Hours

[l Logaer Servers
=8 nice 1cunit
@ Nice PlaybackUnit

Nice ScreenLogager Cards Hone
El MNicelLog
[l MICE_WM3 - SIP Cornpression Types FCM, G793, G723 5.3,
;-- Media Library Servers 53723.5.3
i Playback

Note: Both the SIP and DMCC Loggers will need to be configured in order to successfully
record both Contact Centre and Communication Manager calls.
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9.4. Channel Mapping Configuration

The Loggers configured above must be associated with an Interactions Center. Navigate to
Master Site > Channel Mapping = Logger Attachment. This brings up the page shown
below with a list of Voice, VoIP and NICE Screen Loggers. To associate an interactions centre
with a Logger simply select the interaction centre required from the Interactions Center drop-
down menu. Both the SIP and DMCC Loggers configured in Section 9.3 should be associated
with an Interactions Center.

My Universe |Business Analyzer | Reporter | Monitor | Insight Manager |ClearSight |PBO Requests

-_

| [(Bssons [+ [] W
= Crganization 4| Group By: None j @ [ | [ | B
+-[73] Active Directory
] % Agent Center Logger Type Fiy _Logger Marne Logger ID Faiy | Spare _Intera:tlons Center
e m Impor/Export YoIP Logger !NICE_UMZ - DMCC logger 101 |no !I.’|ICE_VIT|1:|.C |
0= @, License Manager WoIP Logger |MICE_VM3 - SIP |10z |no |nice_vmi_ic -

+ Storage
= Master Site
] Applications
— B8 channsl Mapping
B Logger Attachment
Il Screen Mapping
FE TOM Mapping
@& voIP Mapping
= il Content Analysis
] % CTI Integrations
+ ﬁ Drata Marts
+ [ Database Servers
E2 Desktop Analytics
+ 5 External Sources
+ 420 Interactions Centers
+ |f|_| Logger Servers

Navigate to Master Site > Channel Mapping - VolP Mapping, which opens the window
shown below. Click New Mapping highlighted to open the VoIP Mapping Wizard.

Thala Pt by rvm i sl appecl 1 apels i, ik Hppky o i L1 lagasiors Buareh ICIRT-1
Mappings unﬁapped.ﬁour\ces 'Unm-upp!dthmnels
Graup By: ||’|:Fd j I I_E |EEE ‘;l _I
(CTiint.. & | Log—. & Mapping - & |¥ource Posl | Channel .. | Meppieg Type | Capturs .. | Summation.. |T8S | Recerdiog Ty.. | Prisrity |
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Click on Next to continue.

P walP Mapping Wizard

WolP Mapping Wizard

This mizard will guide yom througk the process of creating a new YoIP Mapping

Zmitch ar CT1 Interfaces, mapping type and capture typs
» Snwrces [IF relevant)

Legoer

Channsls

Dbzerystion devicss (IF relsusnt)
rappimg mame and priority

SuauN=

I” Disabls ¥oIF fitars. WARMERG! This srables defirning non-supssrbad mapping corfigurations.

| ioce | Prienc]  canced|

Ensure that MAP by CTI Interface is selected and that the relevant CTI Interface is chosen

from the drop-down menu. For Mapping Type, select Dynamic. For Capture Type, select
Active. Click Next. The Select Sources window appears.

i Hew VaIP Mapping Wizard

ce, Mapping Type and Capture Type

et
i}

VolP iapping Wizard Step 1 of 6 _ e
~ Switch or CT1 Interf

CTT St

Select Switch: | Your switch _:]
™ Map by switch:
I % tsp by CTI Interface: [ four T Interiace 3 I

Mapping Type: " Static ¥ Dynamic

Capturs Type: ™ Passve % Active
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Select Create a new Source Pool. Enter a Suitable name for the Source Pool. By default, all
devices are selected, however not all devices may be relevant for channel mapping.

Logger 1D Logger Name | Type Summation Mode | Capture Type Is part of chain

102 MICE_WM3 - SIF WolP Logger Mono Recor-dng Active : SIP no
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Select Define Channels and ensure that a suitable Channel Pool Name is chosen. In the
Number of Channels field, enter the number of required channels for the pool, this determines

the number of recordable devices in this Source Pool that can be simultaneously recorded. Click
Next to continue.

=‘1l'w WolP Mapping Wicard

K]
YolP Mapping Wizard Step 4 of 6
_ Channel Resources

= Define Channals ™ Salect an existing Chamnel Poal

Channel Pool Propartias

This Lagger i# not part of an N+1 cham.

Channal Pool Nama: [ChannelPoel 30001

Recarding Typs: | interaction Based By Call =]
Summation Made: Im Recording j
Channals number: m of 24

Minimurn number of channels for the poal is 1,

Number of channels should not exceed number of available channels,
Number of available channels is 24.
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In the Mapping Name field, enter a name for this channel mapping configuration. When
necessary, set a Priority.

Note: Setting a Priority is a method of prioritizing recording resources for a specific mapping.
This is relevant for site configurations in which one Source Pool is mapped to several Channel
Pools or Loggers.

Click Finish. All of the devices in this defined Source Pool are mapped to VoIP Logger
Recording channels.

E‘ir'w VolP Mapping Wizasrd ﬂ
VolP Mapping Wizard Step 6 of o
‘Mapping Details and Summary
Mapping Name: |[Mapping 30003 Priority: [0 =
Summary: | Mapping property name Mapping property valug

| CT1 Interface Avays CM AACC Interface
L T —
Ratio of 'Sr._mn:l:: to Channels |l} 1l

Note: This configuration is required for both the SIP and DMCC Channel Mapping.
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10. Verification Steps

The following steps can be taken to ensure that connections between Communication Manager,
AES, Contact Centre and NICE Interaction Management are configured correctly.

10.1. Verify Avaya Aura® Communication Manager CTI link

Verify the status of the administered CTI link by using the status aesvcs cti-link command.
Verify the Service State is established for the CTI link number administered in Section 5.1, as
shown below.

status aesvecs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
il 5 no aes established 15 15|

10.2. Verify Avaya Aura® Application Enablement Services CTI link

From the Application Enablement Services Management Console web pages, verify the state of
the TSAPI Service is set to ONLINE by selecting Status from the left pane.

Welcome: User craft

AVAyA Application Enablement Services

Management Console

Status Home | Help | Logout

)} AE Services
- Communication Manager Services Summary
Interface
» Licensing | cause |
+ Maintenance CVLAN Service OFFLIMNE * 2011-08-30 16:01:21 MO_LICENSE_ACQUIRED
» Networking DLG Service CONLINE 2011-08-30 16:01:18 NORMAL
~ DMCC Service OMLINE 2011-08-30 16:01:22 MORMAL
} Security -
‘ TSAFI Service ONLINE 2011-08-30 16:42:12 MNORMAL ‘
-
Alarm Viewer
Logs
* The state of the CVLAN and DLG services can either be ONLINE or OFFLINE. Also, the OFFLINE status
Status and Control would appear either until a link is administered or a valid license is acquired.

} User Management

» Utilities

+ Help
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10.3. Verify that Web Services are running correctly

The following steps can be taken to ensure that Web Services are running correctly to allow
NICE Interaction Management to receive call events to the APL

1. From any machine on the network, start Internet Explorer

2. Enter the following: http://<ccmaservername>/supportutil/testwebservices.asp

3. The web services that appear in green are running correctly

10.4. Verify NICE Interaction Management services are running

Go to Start = Services. Check the system services and make sure all NICE services are running.
Highlighted below are a list of services that must be running to allow recording and playback of
calls

‘S LNICE Coaching Server Manages C...  Starked Aukomatic Addminist. .
-5 MICE Deployment Manager Agent MICE Depla...  Started Aukarnatic Addrminist.
CLMICE Evaluation Forms Server Manages E...  Starked Aukamnatic drminist. ..
et TR Performs ... Starked Aukomnatic Sdrinist.

{ELMICE Integration Dispatch Service Launches a,.. Started Aukomatic Sddminist,

£ MICE Inkegration Log Services Level Dum...  Started Aukomatic SAddminist,
L NICE Interactions Center Core Acks asthe.,,  Started Aukomnatic Sdriinist.
*SENICE Inkeractions Center DBESrvr Managest... Started Aukomnatic Sdriinist.
. MICE Interactions Center Monitor Report fail.,.  Started Aukomatic Sddminist,
:MICE Interactions Center RCM Responsibl...  Started Aukarnatic Addminist.

CLMICE Interactions Center TRS Insert missi... Skarked Automatic Sadrminist. ..
L MICE Inwestigations Server Manages a...  Starked Automatic Jadrminist. ..
C4MICE IP Phone Applications Petforms 1., Started Aukomatic Sddminist,
8L NICE IPCapture Controls &...  Starting Automatic Sadrminist.
ZLMICE Logging Service & service .., Starked Automatic Sadrminist..
5 MICE Media Provider Control Manager &nonline ... Starked Automatic Lacal System

S5 MICE Monitor Server Performs ...  Started Aukomatic SAadminist,
SAMICE MyUniverse Host for .., Started Aukomatic SAadminist,
S MICE NBA Performs q...  Starked Aukomatic Addminist. .,

S MICE Mokification Setvice Generates ... Starked Automatic Jadrminist. ..
- ITCE PlayDiack farmr st oo Manages &... Skarted Automatic Jadrminist. ..
SCLMICE Plawback Streaming Manage M...  Started Automatic JSadrminist. ..
f.(.?;NICE Reporter Engine Mice Repor...  Starked Automatic Sadrminist..

*EENICE Reporter Scheduler Mice Repor,..  Starked Aukornatic Sdrinist.
S L MICE Retention Service Performsr.,.  Started Aukomatic SAddminist,
:MICE Rule Engine Performral,,, Started Aukomatic SAadminist,

5 MICE RulesManager Service Manages w,., Started Automatic Sadrminist.
G MICE Storage Center Service Mice Servic,..  Starked Aukomatic Jmdrminist. ..
CLMICE Storage Prepare MICE Staora... Started Automatic Jadrminist. ..
{CLMICE Storage Streaming Service Responsibl...  Started Automatic Jadrminist. ..
1 L MICE Swstemidrministrakor 1 Perform Mi...  Skarked Aukomatic drminist. ..
CEMICE Text Capture & service d... Aukomatic SdAdminist,
| "CLMICE WalP Logger | Mice Syste,..  Started Aukarnatic SAddminist,
L Cffline Files The Cffline... Disabled Lacal System
.C;?;Performance Counter DLL Host Enables re... fanual Local Service
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10.5. Verify calls are being recorded by NICE Interaction Management

Recordings are stored on the NICE Interaction Management server and can be replayed using
Business Analyzer as shown below. Log in to NICE Interaction Management as shown in
Section 9.1, click on the Business Analyzer tab. Select the Interactions tab on the left column
and under Queries = Public, press on the query required.

Business Analyzer

Interactior Tahle\ﬁﬂu Graph View W;

—
]| Search forwords | D Search || Exact Fivzse || [75 | F
‘:3 T [ =
5 Corplete - Lot 24| 2 b 5 il ) (] [ [ A ) [
GF Complete - Last 7days & Type | Aag| Full Name | Complete Start _ ¥| Complete Stop Time | Complete Duration | Score | Complete ID G ID | Particips
B Segment - Calls to calibraty 2 A 2504, yncuserh | 27/03/2012 11:1407 | 27/03/2012 11:1423 00:00:16 5724502651937262333  5724502651537292333
B Segment - Last 24 hours Unmapped, User| 27/03/2012 10:58:32 | 27/03/2012 10:58:38 00:00:06 5724498679092543531 | 5724498679092543531
g i:gx - LL::‘ ; jx . Unmepped, User| 27/03/2012 105336 | 27/03/2012 105646 000311 ST2AASTATITITARBA0 | 5724457377717452840
Unmapped, User| 27/03/2012 1053:08 | 27/03/2012 105313 00:00:07 572449 572449
Unmapped, User| 27/03/2012 105227 | 27/03/2012 105231 00:00:03 572449 572449
Unmapped, User| 26/03/2012 15:06:02 | 26/03/2012 150636 00:00:314 5724191369837547423 | 5724191369887547423
Unmapped, User| 26/03/2012 144914 | 26/03/2012 144534 00:0020 572418704 572418
Unmapped, User| 26/03/2012 144136 | 26/03/2012 144305 00:01:30 5724135073465491481 | 5724185073465431481
Unmapped. User| 26/03/2012 14:22:45 | 26/03/2012 142307 0002 5724180198677610518 | 5724180198677610518
Unmapped, User| 26/03/2012 14:09:50 | 26/03/2012 141023 00:00:34 5724176087257825299 | 572417688726725299
Unmapped, User| 26/03/2012 140820 | 26/03/2012 140825 00:00:04 5724176505005735952 | 5724176505005735952
Unmapped, User| 26/03/2012 1347:16 | 26/03/2012 134721 00:0005 5724171071872106509 | 5724171071872106509
Unmapped, User| 26/03/2012 1345:42 | 26/03/2012 134550 00:00:03 5724170672440147978 | 5724170672440147978
Unmapped, User| 26/03/20121342:45 | 26/03/2012 13.4247 00:00:02 5724169890756100102 | 5724 56100102

Double click on any interaction in the table above to play it back. An example is shown below.

Error occu

- 11-14-72 s 000015
End:11:14:232 Duraten:  00:00: 2 Cutout alk

’ 111407 11:14:10 111413
8 customer
5 2504, lyncusers

1LIRIE SO ENC]

11 14:.?_?_]

[2a[+] &
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11.Conclusion

These Application Notes describe the configuration steps required for NICE Interaction
Management R4.1 to successfully interoperate with Avaya Aura® Contact Centre and Avaya
Aura® Application Enablement Services in a Mission Critical High Availability Environment.
All test cases were completed successfully. Please refer to Section 2.2 for test results and High
Availability failover observations.

12. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com where the following documents can be
obtained.
[1] Administering Avaya Aura® Communication Manager, Document ID 03-300509
[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document ID 555-245-205
[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 6.1 Issue 2
[4] Avaya Aura ® Contact Centre SIP Commissioning, Doc # NN44400-511, Issue 3.02
Release 6.2
[5] Avaya Aura ® Contact Centre Planning and Engineering, Doc # NN44400-210, Issue
3.03 Release 6.2
[6] Avaya Aura ® Contact Centre Installation, Doc # NN44400-311, Issue 3.02 Release 6.2

All information on the product installation and configuration of NICE Interaction Management
can be found at http://www.nice.com
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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