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Abstract

These Application Notes describe the steps used to confji¥based Media Recordin
(SIPREC) betweenMiaRec and an Avaya SIP enabled Enterprise Solutibhe Avaya
platform consisted of\vaya Aura ® Communication Manager RA,0Avaya Aura ® Sessio
ManagerR7.0.1 and Avaya Session Border Controller for EnterpriselR7.

Readers should pay attention $ection 2 in particular the scope of testing as outlineg
Section 2.1as well as any observations notedection 2.2 to ensure that their owrse case
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avayaofution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configbieased Media Recording
(SIPREC)betweerMiaRecand an Avaya SIP enabled Enterprise Solufidre Avaya solution
consists othe following:

1 Avaya Aura® Communication Manager RZAQCommunication Manager)

1 Avaya Aura® Session ManagR7.0.1 (Session Manager)

1 Avaya Session Border Controller for EnterpriseIRAvaya SBCE)

Note thatthe shortened names shown in brackets will be used thoatthe remainder of the
document

MiaRec is a call recording and quality management solution. Using the SIPREC interface of
Avaya SBCE, MiaRegprovides centralized call recording solutions for the enterprises that use
SIP Trunking services and Remotekiers

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP

telephony solution consisting of Communication Manager, Session Manager and Avaya SBCE.

The enterprise site was cogifired toconnecttda he Ser vi ce Providerés SIF
SIP interface. MiaRec was recording calls to/from the enterprise site using the SIPREC interface

on the Avaya SBCE

DevConnect Compliance Testing is conducted jointly by Avaya and DeweComembersThe
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the tested products and their functionald@sConnect Compliance

Testing is not intended to substitute full goat performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

2.1. Interoperability Compliance Testing

The interoperability test oluded thecall recording scenarios for ti@lowing:

1 Recording ofmcomingcalls to the enterprise site frofner vi ce Prov,j der 6s S
calls made to SIP and H.323 telephones at the enterprise

1 Recording of atgoingcalls from the enterprise site temotedestinationghrough the
Service Provider (clls®adefrom SIB ankl H.828 telsphonesi c e

1 Recording of incomin@nd outgoing calls to/from SIP Remote Worker.

1 Recording of allsusing the G{11A andG.729A codea.

1 Recording of calscenarios involving theserfeatures such as hold and resume, transfer,
conference, call forwarding, etc

9 Caller IDand DNIS presentation of recorded calls
1 Recording of call scenarios involving thallccoverage and call forwarding for endpoints
at the aterprise site
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1 Transmission and response of SIP OPTIONS message® 84éaRec
i Call recordings usingombination offCP/RTP and LS/SRTP.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful resthlées for
MiaRec solutionwith the following observations:

1 Certain onference calls and transfer calls initiated from Remote Worker, result in
duplicate recording on MiaRec. This is due to Avaya SBCE sending separate streams to
MiaRec for each call leg. Avaya SBCE teamaware of this and is working towards
resolution.

2.3. Support

For technical support odiaRecproducts please contadiaRec
Email: support@miarec.com

Phone866-3246717

Web:www.miarec.com
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3. Reference Configuration

Figure 1illustrates the test configuran. The test configuration shows an Enterprise site
connected tohe Simulated SIP Trunking service through the Avaya SBGi€ated at the
Enterprise site is aAvayaSBCE Session ManageGommunication Managemd MiaRec
Endpoints are Avaya 96x@es and Avaya 96l Series IPDeskphones (with SIP and H.323
firmwareandAvaya oneX® Communicator soft phon@ndAvaya Communicatofor Windows

running on laptop P€ The Remote Workers are connecting to the Enterprise site through Avaya

SBCE.

Service Provider® SIP Trunk
& Remote Workers

-

Avaya Session Border~

Controller for
Enterprise
(External: 10.64.110.32
Internal: 10.64.110.31)

MiaRec
(10.64.11023))
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Figure 1: Test SetupMiaRec with Avaya Enterprise
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software ReleaseYersion
Avaya Aura® Session Managemning on | 7.0.1.2

a virtual platform
Avaya Aura® System Manageunning on a 7.0.1.2
virtual platform
Avaya Aura® Communication Manager | 7.0.1.2.0.441.23523
running on a virtual platform

Avaya Session Border Controller for 7.1.0.207-12368
Enterpriserunning on a virtuaplatform
Avaya G40 Media Gateway 37.19.0

Avaya Aura®Media Serverunningona | 7.7.0.236_2015.07.24
virtual platform

Avaya 96x0Deskgone {H.323 26 145
Avaya 961 Deskgone SIP) 7.0.0 R39
Avaya 96X Deskphone (H.323) 3.230A

Avaya 6408D+ Digital Telephone -
Avaya 6211 Analogue Telephone -
Avayaone-X® Communicatorunning on | 6.2.7.03SP7
Windows10PC
Avaya Communicator for Windowsinning | 2.1.2.75
on Windows10PC
MiaRecrunningon a virtual platform Recorder: 5.2.1.155
WebUI: 5.2.0.2037
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5. Configure Avaya Aura® Communication Manager

This section describes the steps forfuring Communication ManageAll configuration in

this section is performed via a SAT terminal. Though Communication Manager and Session
Manager do niodirectly integrate with MiaRein the currentsetup configuration is provided for
reference.

5.1. Confirm System Features

The license file installed on the system controls the maximum values for these attributes. If a
required feature is not enabled or #hey insufficient capacity, contact anthorisedAvaya sales
representative to add additional capacity. Usaltbglay systemparameters customeroptions
command and oRage 2 verify that theMaximum Administered SIP Trunks supported by the
system is sfficient for the combination of trunkstheS er vi ¢ e 3R Tounkingservicé s
and any other SIP trunks used.

display system - parameters customer - options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 O
Maximum Concurrently Registered IP Stations: 18000 0
Maximum Administered Remote Office Trunks: 12000 0
Maxi mum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 128 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 36000 0
Maximum Video Capable IP Softphones: 18000 0
Maximum Administered SIP Trunks: 12000 10
Maximum Administered Ad - hoc Video Conferencing Ports: 12000 0
Maximum Number of DS1 Boards with Echo Cancellation: 522 0

KJA; Reviewed: Solution & Interoperability Test Lab Application Note 6 of 50
SPOC 5/12/2017 ©2017 Avaya Inc. All Rights Reserved. MiaRec_SBCE70



OnPage5, verify thatlP Trunks field is set toy.

display system - parameters customer - options Page 5 of 12
OPTIONAL FEATURES

Emergency Access to Attendant? y IP Sta tions? y
Enable 'dadmin’ Login? y
Enhanced Conferencing? y ISDN Feature Plus? n
Enhanced EC500? y ISDN/SIP Network Call Redirection? y
Enterprise Survivable Server? n ISDN- BRI Trunks? y
Enterprise Wide Licensing? n ISDN -PRI?y
ESS Administration? y Local Survivable Processor? n
Extended Cvg/Fwd Admin? y Malicious C all Trace?y
External Device Alarm Admin? y Media Encryption Over IP? n

Five Port Networks Max Per MCC? n  Mode Code for Centralized Voice Mail? n
Flexible Billing? n
Forced Entry of Account Codes? y Multifrequency Signaling? y
Global Call Classification? y Multimedia Call Handling (Basic)? y
Hospitality (Basic)? y  Multimedia Call Handling (Enhanced)? y
Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? y
IP Trunks?y

IP Attendant Consoles? y

5.2. Administer IP Node Names

The node names defined here will be used in other configuration screens to define a SIP
signalling group between Communication Manager agsi®n Manager. In tH® Node
Namesform, assign the noddameandIP Addressfor Session Manager. In this caasmand
10.64.110.1%re theNameandIP Addressfor the Session Manager SIP interface. Also note the
procr IP addresss this is the processimterface that Communication Manager will use as the
SIP signalling interface to Session Manager.

display node - names ip
IP NODE NAMES

Name IP Address
ams 10.64.110.16
asm 10.64.110.13
default 0.0.0.0
procr 10.64.110.10
procr6 :
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5.3. Administer IP Network Region

Use thechange ipnetwork-region n commandwvheren is the chosen value of the configuration
for the SIP Trunk. & the followng values:

T
)l

T
T

TheAuthoritative Domain field is configured to match the domain name configured on
Session Manager. In this configuration, the domain nammeaiga.com

By default,IP-IP Direct Audio (bothIntra - andinter -Region) is enabledye9 to allow

audio traffic to be sent directly between endpoints without using gateway VoIP resources.
When aSIP Trunkcall is shuffled, the media stream is established directly between the
enterprise engboint and the internal media interface of fheaya SBCE

TheCodec Sets set to the number of the IP codec set to be used for calls within the IP
network region. In this case, codec &t used.

Therest of the fields can Heft at default values.

change ip - network -region 1 Page 1 of 20

Region: 1
Location: Authoritative Domain: avaya.com
Name: Trunk Stub Network Region: n
MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes

UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46

802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6

H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounc e Recovery?y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5

IP NETWORK REGION

Codec Set: 1 Inter -regionIP - IP Direct Audio: yes

Audio PHB Value: 46
Video PHB Value: 26

Audio 802.1p Priority: 6
Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMETERS

Keep- Alive Count: 5
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5.4. Administer IP Codec Set

Open thdP Codec Seftorm for the codec set specified in the IP Netwdgion form in

Section 5.3by typingchange ipcodec set wheren is the chosen value of the configuration for
the SIP TrunkEnter the list of audio codecs eligible to be used in order of preference. For the
interoperability test the codesupported biaRecwereconfigured, namely.711A and

G.729A (other supported codecs by MiaRec are G.722, G32kéand GSM)Also, configure
theMedia Encryption as shown below.

change ip - codec - set1 Page 1of 2
IP CODEC SET
Codec Set: 1
Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2: G.729 n 2 20
&
4:
5:
6:
7.
Media Encryption Encrypted SRTCP: enforce - unenc - srtcp
1:1 -srtp - aescm128- hmac80
2:2 -srtp - aescm128- hmac32
3: none
4:
5:
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5.5. Administer SIP Signaling Groups

This signalling group (and trunk group) will be used for inbound atimbound calls tahe
Ser vi ce 3R Tounking smviéeGonfigure theSignaling Group using theadd
signaling-group n command as follows:

1 SetGroup Type to sip.

1 SetTransport Method to tls.

1 SetPeer Detection Enabledo y allowing Communication Manage¢o automatically
detect if the peer server is a Session Manager

1 SetNear-end Node Nameo the processor interface (node ngmmecr as defined in the
IP Node Namedorm shown inSection 5.2.

1 SetFar-end Node Nameo the Session Manager (node naddessio_Manager as
defined in thdP Node Namedorm shown inSection 5.2.

1 SetNear-end Listen PortandFar-end Listen Portas required. The standard value for
TCP is5080, though5061 was used in test to separate the SIP Trunk from the SIP
endpoints on the Sgisn Manager (Segection 6.5.

1 SetFar-end Network Regionto the IP Network Region configured $ection 5.3
(logically establishes the fa&nd for calls using this signalling group as network region
2).

SetFar-end Domainto avaya.com.

SetDirect IP-IP Audio Connectionstoy.

LeaveDTMF over IP at default value oftp -payload (EnablesRFC2833for DTMF
transmission fron€ommunication Managgr

= =4 =

Note: The default values for the other fields may be used.

change signaling - group 1 Page 1of 2
SIGNALING GROUP
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP?n

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? y
Near - end Node Name: procr Far - end Node Name: asm
Near - end Listen Port: 5061 Far - end Listen Port: 5061
Far - end Network Region: 1

Far - end Domain: avaya.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? y
Enable Layer 3 Test? y Initial 1P - IP Direct Media? y
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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5.6. Administer SIP Trunk Group

A trunk group is associated withetlsignaling group described $ection 5.5 Configure the
trunk group using thadd trunk -group n command, whera is an available trunk groupr the
SIP Trunk. OnPage 1lof this form:

Set theGroup Type field to sip.

Choose a descriptiv@roup Name.

Spedfy a trunk access cod@AC) consistent with the dial plan

TheDirection is set tawo-way to allow incoming and outgoing calls

Set theService Typefield totie.

Specify the signalling group associated with this trunk group iSitpealing Group
field as previously configured tBection 5.5

1 Specify theNumber of Memberssupported by this SIP trunk graup

E

add trunk -group 1 Page 1 of 22
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name : asm COR: 1 TN: 1 TAC: 101
Direction: two - way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0
Servi ce Type: tie Auth Code? n
Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

OnPage 2of the trunkgroup form, the Preferrddinimum Session Refresh Interval (sec)

field should be set to a value mutually agreed WtaRecto prevent unnecessary SIP messages
during call setupDuring testing, a value &00was used that sets MBE t01800 in the SIP
signalling.

add trunk -group 1 Page 2 of 2 2
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto

Redirec t On OPTIM Failure: 5000

SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 900
Disconnect Supervision - In?y Out?y
KJA; Reviewed: Solution & Interoperability Test Lab Application Note 110f50

SPOC 5/12/2017 ©2017 Avaya Inc. All Rights Reserved. MiaRec_SBCE70



OnPage 3 set thdNumbering Format field toprivate. This allows delivery of CLIn formats
ot her than E. 164 with | eading A+0

add trunk -group 1 Page 3 of 2 2
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: private
UUI Treatment: service - provider

Replace Rest ricted Numbers? n
Replace Unavailable Numbers? n

5.7. Administer Calling Party Number Information

Use thechangeprivate-unknown-numbering command to configure Communication Manager
to send the calling party nurbin the format requiredn test, calling party numbgweresent
asCommunication Manager extension numbers to be modified in Session Martaegs.

calling party numberaresent in the § From, Contact and PAI headers. The nusaer
displayed on diplayequipped PSTN telephonegth any reformatting performed in the

network

change private - numbering O Page 1lof 2
NUMBERING- PRIVATE FORMAT

Ext Ext Trk Private Total
Len Code Grp(s) Prefix Len
5 1 1 5 Total Administered: 2

Maximum Entries: 540

5.8. Administer Route Selection for Outbound Calls

In the test environment, the Automatic Route Selection (ARS) feature was used to route
outbound calls via thAvayaSBCEtotheS e r v i c e 3R Tounking semiéeEhe single
digit 9 was used as the ARS access code providing a facility fohtahepusers to dial 9 to reach
an outside line. Use tlehange featureaccesscodescommand to configure a digit as thato
Route Selection (ARS} Access Code 1

change feature - access - codes Page 1 of 10
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:

Abbreviated Dialing List2 Access Code:

Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:

Announcement Access Code:
Answer Back Access Code: #25
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
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Use tle change ars analysi€ommand to configure the routing of dialled digits following the
first digit 1. A sample of dial pattens shown here as an example. Further administration of
ARS is beyond the scope of this document. The example entries showrateii autgoing calls
to numbers beginningy Note that exact maximum number lengshsuld beusedwhere
possible to reduce poedtal delay Calls are sent tRoute Pattern 1.

ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1 11 11 1 natl n

Use thechangeroute-pattern n commandwheren is an available route pattero, add the SIP
trunk group to the route pattern that ARS selects. In this configuration, route fagersed to
route calls to trunk group. Numbering Format is applied to CLI and is usdad set TDM

signalling parameters such as type of number
the same significance in SIP calls and during testing it wae atO-pvt to ensure that calling
party number was not. prefixed with a | eading
change route - pattern 1 Page 1lof 3
Pattern Number: 1 Pattern Name: SIP_Endpoints

SCCAN? n Secure SIP? n  Used for SIP stations? n

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC

No Mrk Lmt List Del Digits QSIG

Dgts Intw

1. 1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user

BCC VALUE TSC CA - TSC ITC BCIE Service/Feature PARM Sub Numbering LAR

012M4W Request Dgts Format
l:yyyyynn rest levO - pvt none
2:yyyyynn rest none
3'yyyyynn rest none
4:yyyyynn rest none
5'yyyyynn rest none
6:yyyyynn rest none

Savethe Communication Managewonfigurationby enteringsave translation
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configuredby opening aveb browser t&@ystem Manager. The procedures include the following
areas:

Log in to Avaya Aura® System Manager

Administer SIPDomain

Administer Locations

Administer Adaptations

Administer SIP Entities

Administer Entity Links

Administer Routing Policies

Administer Dial Patterns

Administer Application for Avaya Aura® Communication Manager

Administer Application Sequence for Avaya Aura® Communication Manager
Administer SIP Extensions

= =4 -0 _-0_9_9_95_4_-2_-4°._--2-

6.1. Log in to Avaya Aura® System Manager

Access the System Manager usinge browser aneénteringhttp://<FQDN >/SMGR, where
<FQDN?> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and theme tab will be presented with menu options shown below.

Aura” System Manager 7.0

(- gements ]
Administrators Avaya Breeze™ Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule Device Services Geographic Redundancy
Equinox Conference Inventory
1P Office Licenses
Media Server Replication
Meeting Exchange Reports
Messaging Scheduler
Presence Security
Routing Shutdown
Session Manager Solution Deployment Manager
Web Gateway Templates
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6.2. Administer SIP Domain

To add the SIP domain that will be used with Session Manager, Belatihg from theHome

tab menu and in the resulting tab se®omainsfrom left hand menu. Click thidew button to
create a new SIP domain entry. In N@mefield enter the domain; this Wbe the same as
specified in thAuthoritative Domain specified in the IP Network Region on Communication
Manager. Refer t&ection 5.3for details In test,avaya.comwas used. Optionally, a description
for the domain can be entered in the Notes fietit shown) Click Commit to save changes.

Home Routing ®

~ Routing « Home / Elements / Routing / Domains

Domain Management

Locations
Adaptations [New | |More Actions ~ |
SIP Entities
1 Item

Entity Links <

O |Name Type Notes
Time Ranges -

[l avaya.com sip

Routing Policies

Select : all, None

Dial Patterns

Note: If the existing domain name used in the enterprise equipment does not match that used in
the network;Topology Hiding in the Avaya SBCE&an beused to change {seeSection7.8).
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
the purposes of bandwidth management. One location is added to the sample configuration for
all of the enterprise SIP entities. On Reuting tab select.ocationsfrom the left hand menu

(not shown) UnderGeneral, in theNamefield, enter an informative name for the location.

Scroll to the bottom of the page and undecation Pattern, click Add, then enter aiP

Address Patternin the resulting new row, * issed to specify any number of allowed characters
at the end of the string. Below is the location configuration used for the test enterprise.

Commit || Cancel

Location Details

General
* Name: |DevConnect-Lab

Notes:

Dial Plan Transparency in Survivable Mode
Enabled: []

Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units: Kbit/sec
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra-Location):
Maximum Multimedia Bandwidth (Inter-Location):
* Minimum Multimedia Bandwidth:

# Default Audio Bandwidth:

Alarm Threshold

2000| Kbit/Sec
2000| Kbit/Sec
64| Kbit/Sec

80| | Kbit/sec |

Overall Alarm Threshold: |80 | O
Multimedia Alarm Threshold: |80 .. | O
* Latency before Overall Alarm Trigger: 5| Minutes
* Latency before Multimedia Alarm Trigger: 5| Minutes

Location Pattern
Add Remove

2 ltemns
[ |1P Address Pattern

O =#[ios4.107
[0 #|ios4101*

Select : All, None

Hotes

Filtar: Enable
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6.4. Administer Adaptation
An Adaptation needs to be added to ensure that the From header contains proper hostname. T
add an Adaptation, seleAtlaptations on the left pane and seldd¢éw (not shown). Configure
the Adaptation as follows:
1 IntheAdaptation Namefield enter an informative name.
1 IntheModule NameselectDigitConversionAdapter.
1 Select theAdd button to ad adaptation parameters. Following two values were
configured during Compliance Testing.
o fromto=true
0 osrcd=Avaya.com

Commit  Cancel

Adaptation Details

General
* Adaptation Name: |acm
* Module Name: |DigitConversionAdapter |-

Module Parameter

Name-\Walue Parameter |«
Type:

Add Remove

] |name Value
true

l:‘ fromto

avaya.com

[ |osred

Select @ All, None

Egress URI Parameters:

Notes:
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6.5. Administer SIP Entities
A SIP Entity must be added for each $i&sed telephony system supported by a SIP connection
to Session Manag. To add a SIP Entity, seléslP Entities on the left panel menu, and then
click on theNew button (not shown). The following will need to be entered for each SIP Entity.
UnderGeneral
1 IntheNamefield enter an informative name
1 IntheFQDN or IP Addressfield enter the IP address of Session Manager or the
signalling interface on the connecting system
In theType field useSession Managefor a Session Manager SIP enti§M for a
Communication Manage31P entity andIP Trunk for the Avaya SBCE SiEntity.
1 IntheAdaptation field (not available for the Session Manager SIP Entity), select the
appropriate Adaptation from the drop down menu
1 InthelLocation field select the appropriate location from the drop down menu
1 IntheTime Zonefield enter theitne zone for the SIP Entity

=

In this configuration there atbreeSIP Entities:
1 Avaya Aura® Session Manager SIP Entity
1 Avaya Aur® Communication ManagesIP Entity
1 Avaya Session Border Controllfar Enterprise (Avaya SBCEIP Entity

6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manage=@bB& or IP Addressfield
is set to the IP address of the Session Manager SIP signalling interface.

SIP Entity Details Commit || Cancel
General
* Name: asm
* FQDN or IP Address: [10.64.110.13
Type: | Session Manager

Notes:

Location: | DevConnect-Lab |~
Outbound Proxy: v
Time Zone: | America/Denver v

Credential name:

SIP Link Monitoring

SIP Link Monitoring: | Use Seszion Manager Configuration |-
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Session Manager must be configured with the port numipgiseeqorotocols that will be used by
the other SIP entities. To configure these scroll to the bottom of the page an@aridelick
Add, then edit the fields in the resulting new row.
1 InthePort field enter the port number on which the system listenSH@requests
1 In theProtocol field enter the transport protocol to be used for SIP requests
1 In theDefault Domain field, from the drop down menu select the domain added in
Section 6.2as the default domain

1 Note that th€endpoints boxes were checked tdawv SIP Endpoints to register on the
specified ports.

Listen Ports

TCP Failover port:

TLS Failover port:

Add Remove

5 Items " Filter: Enable
D Listen Ports Protocol | Default Domain Endpoint Hotes
D 3060 TCP |+ BVAYR.COM | W
[0 |soeo UDP | s SVAYS.COM | O
D S061 TLS |& SVAYR.COM | ..
D S061 UDP |« VAYR.COM |
|:| S062 TLS |se BVAYS.COM | D

Select : all, None
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6.5.2. Avaya Aura® Communication Manager SIP Entities

The following screen showmne ofthe SIP entiesfor Communication Manager which is
configured as an Evolution Servéhis SIP Entity is used fohé SIP TrunkThe FQDN or IP

Addressfield is set to the IP address of the interface on Communication Manager that will be
providing SIP signalling. & theLocation to that defined irfBection 6.3

SIP Entity Details

General

* Name:
* FQIDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zona:

* SIP Timer B/F (in seconds):
Credential name:

Securable:

Call Detail Recording:

Commit | Cancel

acm

10.64.110.10
cM
acm e

DevConnect-Lab | .-

America/Denver e
4
none w

Other parameters can be set for the SIP Entity asrshothie following screenshot, but for test,
these were left at default values.

Loop Detection

SIP Link Monitoring

Loop Detection Mode:
Loop Count Thresheld:

Loop Detection Interval (in msec):

SIP Link Monitoring:

Use Session Manager Configuration |-
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6.5.3. Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the SIP Epnfior the Avaya SBCE. ThEQDN or IP Address
field is set to the IP addse of the Avaya SBCE private network interface (Sgere 1). Set
L ocationto that defined irBection 6.3and theTime Zoneto the appropriate time zone.

General

SIP Entity Details

* Name:
* FQDN or IP Address:
Type:

Notas:

Adaptation:

Location:

Time Zone:

* SIP Timer BfF (in seconds):
Credential name:

Securable:

Call Detail Recording:

Commit || Cancel

asbce
10.64.110.31

SIP Trunk

W

America/Fortaleza ot

4

O

agrass .
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6.6. Administer Entity Links
A SIP trunk between a Session Manager and another system is descravelriity Link. To
add an Entity Link, seledntity Links on the left panel menu and click on tdew button (not
shown). Fill in the following fields in the new row that is displayed.

1 IntheNamefield enter an informative name
In theSIP Entity 1 field selectSession Manager
In thePort field enter the port number to which the other system sends its SIP requests
In theSIP Entity 2 field enter the other SIP Entity for this link, create@gction 65.
In thePort field enter the port number to whithe other system expects to receive SIP
requests
1 Select theTrusted tick box to make the other system trusted
1 In theProtocol field enter the transport protocol to be used to send SIP requests

)l
)l
T
T

Click Commit to save changes. The following screen showdahtity Links used in this
configuration.

Entity Links
Neaw More Actions -
13 Items Filtar: Enabla
. . DNS Connection 2]
|:| Hame SIP Entity 1 Protocol | Port SIP Entity 2 Ovearride Port Palicy 5:;:\;'& Notes
[] asm asep 5060 TCP asm TCP S060  aasp a 5060  trusted U
[] asm abrz 5060 TCP asm TCR S060 abrz | S060  trusted U
[0 asm abrz 5061 TLS asm TLS S061  abrz O 5061  trusted o
I:‘ a=m_abrz-ps 5061 TLS asm TLS 5062 abrz-ps O 5061 trusted O
I:‘ ;z:TE‘lE:;i-SDEl TLe asm TLS 5061 abrz-ps-cluster a 5061 trusted O
| ] asm acm 5061 TLS asm TLS S061  acm | S061  trusted o |
[] asm acmm 5060 TCF asm TCR S060 acmm | S060  trusted O
[] asm ams 5060 TCP asm TCR S060 ams | S060  trusted O
| [l a=m asbece 5061 TLS asm TLS 5061 ashbee O 5061 trusted U |
[0 asm ipc 5060 UDF asm upe S060  ipo O 5060  trusted =
[0 asm msm 5060 TCF asm TCR S060 msm O 5060  trusted O
I:‘ asm_mxbridge 5060 TCP asm TCP 5060 mxbridge [ 5060 trusted |
I:‘ asm sipp 5060 TCP asm TCP 5060 sipp O S060 trusted |
Select : All, Hone
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6.7. Administer Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a routing

policy, selecRouting Policieson the left panel menu and then click on e button (not

shown).
UnderGeneral:

M Enter an informative name in tiNamefield.

1 UnderSIP Entity as Destination click Select and then select the appropriate SIP entity

to which this routing policy applies
1 UnderTime of Day, click Add, and then select thigne range

The following screen shows the routing policy éaitls inbound from the SIP Trunk to
Communication Managemd ASBCE

Routing Policy Details

General

SIP Entity as Destination

Select

Hame FQDN or IP Address

acm 10.64.110.10

* Name:

Disabled:

* Retries:

Notes:

Commit

acm

O

0

Cancel

Type Notes

CM

Routing Policy Details

General

SIP Entity as Destination
Salect

Name

ashce 10.64,110.21

* Name:
Disabled:
* Retries:

Notes:

FQDN or IP Address

Commit

ashce

Cancel

Type Notes

SIP Trunk
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6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. ifjorecef
dial pattern seleddial Patterns on the left panel menu and then click on e button (not
shown).
UnderGeneral

1 InthePattern field enter a dialled number or prefix to be matched

1 IntheMin field enter the minimum length of the dialled nuemb

1 IntheMax field enter the maximum length of the dialled number

1 IntheSIP Domainfield selectALL or alternatively one of those configured3ection

6.2

UnderOriginating Locations and Routing Policies
1 Click Add, in the resulting screen (not st).
1 UnderOriginating Location, select the location defined 8ection 6.3or ALL .
1 UnderRouting Policiesselect one of the routing policies definedsiection 67.
1 Click Selectbutton to save.

The following screen shows an example dial pattern confiigiarethe Avaya SBCE which will
route thecallsoutt8S er vi ¢ e R Tounking semvides

Dial Pattern Details Commit || Cancel

General

* Pattern: 18
* Min: |5
* Max: |5
Emergency Call: |:|
Emergency Priority: 1
Emergency Type:
SIP Domain: | -ALL- "

Notes:

Originating Locations and Routing Policies

Add Remaowve

iItem Filter: Enable
- . . - : Rowuting - . . .
- - - 0 ki L ki Rowt Pol - Rouwti Pol Rout Pal
|:| Originating Location Name N:tg;;a e R N:um:g olcy Rank DF'D'IE"' D:;tilnnstiuclr'llcv Ng:el:g s
isabled
[l DevConnect-Lab ashce 1 ashce
Select : All, None
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The following screen shows the test dial pattern configure@donmunication Manager

Dial Pattern Details

General

Commit || Cancel

+ Pattern: |11[|

* Min:

Emergency Call:
Emergency Priority:

Emergency Type:

-
O

SIP Domain: |-ALL-

v

Notes: |

Originating Locations and Routing Policies

|E| | Remowve

1 Item

Filter: Enable

Originating Location

D Originating Location HName = Hotes

Routing Policy
Name

Rank

Routing
Policy
Disabled

Routing Policy
Destination

Routing Policy
Notes

[l DevConnect-Lab

Salect : &ll, None

acm

acm
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6.9. Administer Application for Avaya Aura® Communication Manager

The Application for Communication Manager would normally be defined at system installation,
but is shown here for referen¢&om theHome tab selecBession Managefrom the menu. In
the resulting tab from the left panel menu sefgaplication Configurati on A Applications
and clickNew (not shown)
1 IntheNamefield enter a name for the application
1 IntheSIP Entity field select the SIP entity f&@ommunication Manager
1 IntheCM System for SIP Entity field select the SIP entity f&@ommunication Manager
SIP Endpointand lectCommit to save the configuration.

Application Editor Commit | Cancal

Application

*Name ac:rnl

*SIP Entity [Q.acm

*CM

System for |acm |« | | Refresh View/Add €M
SIP Entity Systems
Drescription
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6.10. Administer Application Sequence for Avaya Aura®
Communication Manager

The Application Sequence for Communication Manager would normally be defined at system
installation, but is shown here foaferenceFrom the left panel navigate 8ession ManageA
Application Configuration A Application Sequencesand click onNew (not shown)
1 IntheNamefield enter a descriptive name
1 UnderAvailable Applications, click the + sign in front of the approgte application
instance. When the screen refreshes the application should be displayed under the
Applications in this Sequencéeading. Selec€ommit.

Application Sequence Editor Commit | | Cancel

Application Sequence
*Name 3cm

Drescription

Applications in this Sequence

1 Item

Sequence

I:‘ Order {first to | Name SIP Entity Mandatory Description
last)

I:‘ a w X acm acm

Select : All, None

Available Applications

2 Items Filter: Enable

Mame SIP Entity Description
abrz abrz
acm acm
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6.11. Administer SIP Extensions
SIP extensions are registered with the Session Manager and use CortioruMeaager for

their feature and configuration settings. FromHwene tab selectyser Managementirom the
menu. Then seledflanage Usersand clickNew (not shown).

On theldentity tab:

1 Enter the user's name in thast NameandFirst Name fields.

1 IntheLogin Namefield enter a unique system login name in the form of user@domain
e.g 11101@avaya.comvhich is used to create the user's primary handle
TheAuthentication Type should beBasic

1
1 SettheLanguage PreferenceandTime Zoneas required

Identity * Communication Profile Membership Contacts

User Provisioning Rule «

User Provisioning Rule: s

Identity «
* Last Name: SIP
Last Name (Latin Translation): |SIP
* First Name: [User 1
First Name (Latin Translation): |User 1

Middle Name:
Description:

Update Time : Februsry 21, 2017 2:07:20
* Login Name: |11101@avaya.com

User Type: | Basic

On the Communication Profile tab, enter a numeri€ommunication Profile Passwordand
confirm it.

Identity *  Communication Profile Membership Contacts

Communication Profile -

Communication Profile Password: |sssssssssss

Confirm Password: sssssssssss Cancel
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Expand theCommunication Addresssection and cliciNew. For theType field selectAvaya
SIP from the dropdown menu. In th&ully Qualified Address field, ente an extension number
and select the relevant domain from the ddopyn menu. Click thé&dd button

Communication Address =

Type Handle Domain

Avaya SIP 11101 Fwaya.com

Salact : &ll, None

Type: Avaya SIP et

* Fully Qualified Address: (11101 @ |avays.com v

Add || Cancel

Expand thesession Manager Profilesection.
1 Make sure th&ession ManageProfile check box is checked
1 Select the appropriate Session Manager insticooethe dropdown menu in the
Primary Session Manageffield.
1 Select the appropriate application sequence from thedbam menu in th©rigination
Sequencsdield configured inSection 610.
1 Select the appropriate application sequence from thedbwn nenu in the
Termination Sequencefield configured inSection 610.
1 Select the appropriate location from the ddmavn menu in thélome Locationfield.

Session Manager Profile ®

SIP Registration

* Primary Session Manager Primary | Secondary | Maximum
Q.zsm iz 0 1z

Secondary Session a
Manager -

Survivability Server |G

Max. Simultansous

Devicas [ L

Block New Registration D

When Maximum
Registrations Active?

Application Sequences

Crigination Segquence |acm "

Termination Sequence | acm "

Call Routing Settings

* Home Location | DevConnect-Lab [
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Expand theéendpoint Profile section.

E R N ]

check box

SelectCommunication Managdtlementfrom theSystemdrop-down meu.
SelectEndpoint from the dropdown menu foProfile Type.

Enter the extension in thextensionfield.

Select the desired template from Femplate drop-down menu

In thePort field IP is automatically inserted

Select theDelete Endpoint on Unassign bEndpoint from User or on Delete User

1 SelectCommit (not shown) to save changes and System Manager willthdd
Communication Managerser configuration automatically

CM Endpoint Profile =
* System

* profile Type

Use Existing Endpoints

* Extension

Template

Set Type

Security Code
Port

Voice Mail Number

Preferred Handle

acm

Endpoint

O

Display Extension Ranges
11101 Endpoint Editor

96415IF_DEFAULT_CM_7_0O |
96415IP

Q.so0100

(Mone) W
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7. Configure Avaya Session Border Controller for Enterprise

This section dscribes the configuration of theaya Session Border Controller for Enterprise
(Avaya SBCE). The Avaya SBCE provides security and manipulation of signalling to provide an

interface to the Service Provi der Gapted3otie Tr unk

Service Provider6s S| P AvayaSECEalsoipravidesahe SIRREE r e
interface that isised by MiaRec to record calls. Configuration related to Session Manager and
Service Pr ovisdotgshawvs in ik dcuhg u n k

AVAYA

WELCOME TO AVAYA SBC

Continue

Unauthorized access to this machine is prohibited. This system is for the

SeSSion Bo_rder Contro' Ier use authorized users only. Usage of this system may be monitored and
fo r E nte rp rlse recorded by system personnel.

Anyone using this system expressly consents to such menitoring and is
advised that if such monitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitering to law enforcement officials.

® 2011 - 2016 Avaya Inc. All rights reserved.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using a web browser by entering thistipRL<ip -
address> where<ip-address>is the private IP address configured at installation. A log in
screen is preented. Log in usinthe appropriateisername and password.

Once logged in, a dashboard is presented with a menu on thaneftside. The menu is used as
a starting point for all configuration of the Avaya SBCE.

Alarms  Incidents  Status~  Logs v  Diagnostics  Users Settings ~ Help ~  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Administration % .
Backup/Restore
System Time 02:33:43 PM MST Refresh EMS

System Management

Global Parameters BT 7.1.0.1-07-12368 SBCE

Global Profiles Build Date Fri Nov 11 09:21:54 EST 2016

PPM Services License State © 0K

Domain Policies
Aggregate Licensing Overages 0

TLS Management

Device Specific Settings Peak Licensing Overage Count 0

Last Logged in at 0202712017 12:15: 23 MST
Failed Login Attempts 0
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7.2. Define Network Management

Network information is required on the Avaya SB@Eallocate IP addresses asubnetmasks
to the interfaces. Note that only thé andB1 interfaces are used, typically thd interface is
used for the internal side aBd is used for external. Each side of the pa&BCE can have
only onephysicalinterface assigned.

To define the network information, navigateDievice Specific Settinggy Network
Managementin the main menu on the left hand side and cliclAdd. The following interfaces
were added for Sessiondvlagerandéer vi ce Pr ovi der 6s SI P Trunk

Network IManagement: SBCE

Interfaces H Networks |

SBCE S
- - Subnet Mask/ o e
Gateway Prefix Length Interface IP Address

asm 10.64.110.1 95525695650 A1 106411031  Edit Delete

SP SIP 1064110 1 2659552560 B 106411032  Edit Delete

Trunk

Select thdnterface Configuration tab and click orthe Statusof the physical interfac®
toggle it A status oDisabledwill be changed té&nabled.

Network Management: SBCE

Interfaces | | Networks

SBCE Add VLAN

Interface Mame

Al Enabled
A2 Disabled
B1 Enabled

Note: to ensure that the Avaya SBCE uses the intesfdeéined, the Application must be
restarted.

91 Click on System Managementn the main menu (not shown).

1 SelectRestart Application indicated by an icon in the status bar (not shown).

A status box will appear (not shown) that will indicate when the apigichas restarted.
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7.3. Define Servers

A server definition isequiredfor each server connected to the Avaya SBCE. In this tase,
MiaRecis configured as a Recording Server

To definethe MiaRecRecording Servemnavigate taslobal Profiles A Server Configuration
in the main menu on the left hand si@éick on Add and entean appropriate namie the pop
up menu

Add Server Configuration Profile

Click onNext and enter details in the dialogue box

In theServer Typedrop down menu, seleBtecording Server.

In theSIP Domaintype inthe domain configured iSection 6.2

Select a configuredLS profile for TLS Client Profile.

Click onAdd to enter an IP address

In thelP Addresses / FQDNbox, type theMiaRecrecording serveinterface address
In thePort box, enter the port to bees for theTLS listening port configured on the
MiaRec (shown in the step.8)

In theTransport drop down menu, selegLS.

Click onNext.

= =4 =4 -8 -8 9

= =

Edit Server Configuration Profile - General

Server Type can not be changed while this Server Configuration profile is associated to a
Server Flow.

Server Type Recording Server

SIP Domain |avaya.cnn‘|

TLS Client Profile she  «

Add

IP Address [ FQDM Transport

10.64.110.231 | |so61 | [TLs v| Delete

Finish
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Click on Next andconfigure as follows

Add Server Configuration Profile - Heartbeat

Enable Heartbeat
Method
Frequency |Eu:| |secnnds
From URI |1234@ava}-a.cnm |
To URI |1234@avaya.cnm |
Back Mext

SelectNext and therFinish (not shown).

7.4. Define Routing
Routing infomation is required for routingecordinggo MiaRec The IP addresses and ports
defined here will be used as the destination addresses for signalling.

To define routing tahe MiaRecSIP Trunk navigate tdGlobal Profiles A Routing in themain
menu on théeft hand side. Click oAdd and entean apprpriate name in the dialogue box.

Routing Profile
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Click on Next and enter details for the Routing Profile:
9 Click onAdd to specifythe P addres$or theMiaRecSIP trunk
1 Assign a priority in thériority / Weight field, during testing a value dfwas used
1 Select the Server Configuration definedsiection 73 in theServer Configuration drop
down menu. This automatically populates Wext Hop Addressfield.
1 Click Finish.

Profile : MiaRec Server - Edit Rule

URI Group [* | Time of Day
Load Balancing | Priority v NAPTR
Transport Mane Mext Hop Priority
Mext Hop In-Dialog |:| lgnore Route Header O
EMUM [l EMUM Suffix
Add

Priority / Weight  Server Configuration Mext Hop Address Transport

1 | |MiEIREC Server vl |1D.ﬁ4.1lﬂ.231:5061 (TLS) ~| | Mone Delete

Finish

7.5. Define Application Rules

An application rdes needs to be defined for MiaRec. To create a new Application Rules,
navigate tdomain Policies”A Application Rules. Click onAdd and enter an appropriate
name in the popip menu and selebtext.

Application Rule

Rule Mame
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OntheApplication Rule pop-up windows checkn andOut boxes forAudio, and select

Finish.

Application Rule X

Application Type

Audia

Video

Miscellaneous

CDOR Support

RTCP Keep-Alive

Maximum Maximum

Concurrent Sessions Per

Sessions Endpoint
| ||

@ Mone
() CDR wio RTP

[

Back Finish

7.6. Define Media Rules

Audio formats need to be specified for MiaRec. To create a Media Rule for MiaRec, navigate to
Domain PoliciesA Media Rules.Click on Add and enter an appropriate name in the-ppp

menu and dect Next.

Rule Name
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On theMedia Rule pop-up, underAudio Encryption, select &Preferred Format #1 and select
continue. If using, SRTP sele8RTP_AES _CM_128 128 HMAC_SHA1 8o0r for RTP
selectRTP, selectNext.

Media Rule X

Audio Encryption

Preferred Format #1 | SRTP_AES_CM_128 HMAC_SHA1 80 - |
Preferred Format#2 [NONE ~|
Preferred Format #3 NONME

Encrypted RTCP

MK O

Late bk 10 match any vake. 2]

Interworking O

Video Encryption

Preferred Format #1 [RTP ~|
Preferred Format#2 [nONE ~|
Preferred Format #3 MOME
Encrypted RTCP
MK
Lifetime a0
Leave blank to match amy valus.
Interwarking O
Miscellaneous
Capability Negotiation ]
Back Mext
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On theMedia Rule pop-up, under théudio Codecsection, select box fa€odec
Prioritization . For Preferred CodecsselectPCMU, PCMA andtelephoneevent and click>.
SelectNext andFinish to save the configuration (not shown).

Media Rule X

Codec Prioritization 'gll!ﬁr Preferred Codecs O
Transcode When 0
Meeded
Available Selected
DVI4 (18) ~ PCMU (0)
DV14 (17) PCMA (8)
G729 (18) ~ telephone-event [D]
Preferred Codecs G720AB (18)
G726-32 [D] <
0PUS Constrained Marrow Band [D] ot
OPUS Narrow Band [D]
OPUS Wide Band [D] b
Codec Prioritization O g'm;"' Preferred Codecs

Transcode When

Meeded
Available Selected
CelB (25)
IPEG (26)
nv (28} A~

Preferred Codecs H261 (31)
MPV (32) ? <
MP2T (33) hd
H263 (34)

Back Mext
KJA; Reviewed: Solution & Interoperability Test Lab Application Note 380f 50

SPOC 5/12/2017 ©2017 Avaya Inc. All Rights Reserved. MiaRec_SBCE70



7.7. Configure UCID

UCID needs to be enabled for Signaling Rules éhatdefined for Session Manager aidRec
Navigate toDomain PoliciesA Signaling Rules.Select the policy for Session Manager and
select thaJCID tab. ClickEdit, check box folEnabled and type in a unique value Node 1D
field. SelectFinish to saveconfiguration.

Enabled

Node 1D
Protocol Discriminator

Finish

Perform similar steps fdvliaRecsignaling rule.

7.8. Define End Point Policy Group

To define an End Point Policy Group for MiaRec, navigat@dmain PoliciesA End Point
Policy Group and selecAdd. Click on Add and enter an appropriatame in the pojup menu
and selecNext.

Group Mame
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On thePolicy Group pop-up, select thédpplication Rule defined inSection 7.5and select the
Media Rule defined inSection 7.6 SelectFinish to save configuration.

Policy Group X

Application Rule [ MizRec ~|

Border Rule default ~

Media Rule [Miarec v

Security Rule

Signaling Rule |deﬁu|t v|
Back

7.9. Define Session Policies

To define SessioRolicy for MiaRec, navigate tbomain PoliciesA Session Policieand
selectAdd. Click on Add and enter an appropriate name in the-pppnenu and selebtext.

Session Policy

Palicy Name

On theSession Policypop-up, select box foMedia Anchoring andRecording Server.For
Routing Profile select the Routing profile configured $ection 7.4

Media Anchoring
Media Forking Profile
Converged Conferencing J
Recording Server
Recording Type
Play Recording Tone ™

Call Termination on Recording Failure ™

Routing Profile
Call Type for Media Unanchoring Media Tromboning Onby
Back
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7.10. Define Session Flows

To define Session Policy for MiaRec, navigat®tvice Specific Settinggy, Session Flows
and selecAdd. Click on Add and enter an approprigtow Namein the pg@-up menu and
select thesession Policydefined inSection 7.9 SelectFinish to save the configuration.

Add Flow x

Flow Mame |MiaRec |
URI Group #1 [* v|
URI Group #2 [* v]

Subnet #1 |* |
Ex: 152.168.0.1/24

SBC IP Address

Subnet#2 |* |
Ex: 152.168.0.1/24

SBC IP Address

Session Policy
Has Remote SBC ]
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7.11. Server Flows

Server Flows combine the previously defined profitesSession Manager ar8krvice

Provi der 0.3hes8HEN® PoihtrSarvekBlvsallow callsto berecorded by MiaRec when

they are passing through Avaya SBCEieS e r v i c e SR Tounk Ndveyatedtdevice

Specific SettingA End Point FlowsA Server Flows There were two Server Flows added for

MiaRec, one to record calleminginfromSer vi ce Pr ovi der éaadasoth& Tr un |
for calls coming in from Session Manager. The screen capture below displays the configured

Session Flows. Configure the fields as shown in the screen capture.

Screen captures for contigation of each Server Flow are as shown below:
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