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Abstract

These Application Notes describe the configuration steps requirétl@i Engage Platforn
6.15t0 interoperate with Avaya Proactive Contact 5.2 with PG230 and Avegsion Borde
Controller for Enterprise 8.0NICE Engage Platform is a call recordindusion.

In the compliance testing, NICE Engage Platform used the Event Services interfag
Avaya Proactive Contact to obtain information on calls and agent states, aStPREC
interfacefrom Avaya Session Border Controller f&nterpriseto capture media associat
with Proactive Contaatutboundcallsfor call recording.

Readers should pay attention $ection 2, in particular the scopef testing as outlined i
Section2.1as well as any observations notederction2.2, to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conductetheviDevConned
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps requirdd@& Engage Platform
(Engage) 6.15 to interoperate with Avaya Proactive Contact 5.2 with PG230 and Avaya Session
Border Controller for Enterprise (SBCE) 8.0. Engage is a call recording solution.

In the compliance testing, Engage used the Event Semteetace from Proactive Contact to
obtain information on calls and agent states, an&tR&ECinterfacefrom SBCEto capture
media associated witAroactive Contaatutboundcallsfor call recording.

When theras an activeoutboundcall at theProadive Contactagent, Engage is informed of the
call via events from the Event Services interface and starts the call recording byassectdted
media from theSBCE SIPREC interfaceThe Event Services events are also used to determine
when to stop theall recordings.

Engage can be deployed with distributed components across multiple servers. The compliance
testng used twaEngageservers in théestconfigurationi one server running the Application
Server, Database Server, and Interastfoanter conponentsandthe otherserver running the
Advanced Interaction Recorder componehiie Application Server component is responsible

for the Engage web interface, the Interactions Center component is responddvierfor

Services connection with Proacti@entactas well asSIPREC connection with SBCEnd the
Advanced Interaction Recorder component is responsibladdia recording.

The compliance testing covered the recordingasficoutboundcalls that were delivered by
Proactive Contact for tHeG230 deployment opticonly. The recording of inbound calis
outside the scope of this compliance test.
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2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
Engageapplicatian, the application automaticalstablished Event Servicesntction with
Proactive Contact.

For the manual part of testing, eamitboundcall was handled manualat the agentwith
generation of uniquaudio content for recording Necessarggentactions such asold and
release linavere performed from throactive Contact Agent applicatioemning on the agent
desktops

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet onnectio to Engage

The verification of tests includagse ofEngagdogs for proper message exchangesuselof
Engageweb interfacdor proper logging and playback of ceticordings

DevConnect Complianceesting is conducted jointly by Avaya aBévConnect members. The
jointly-defined test plan focuses on exercising APIs and/or stantasgsl interfaces pertinent

to the interoperability of the tested products and thueictionalities. DevConnect Compliance

Testing is not intended to substitditd product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya sakitising appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consultdperopriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwaga solution component is
the responsiltity of each individual vendor. Readers should consult the appropriate vendor
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the intelfatveeerEngageand
Avaya poductsincludedencrypted Event Servicemdnonencrypted SIPREConnectiongs
requested by NICE.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused oeriying the following orEngage
1 Handling of Event Services agent states and call events.
1 Use of SIPRECto obtain media fronsBCE.
1 Proper recording, logging, and playback of calls for scenamadving agent drop,
customer drop, hold, reconnect, simultaneous calls, long duyratigtiple agents, and

manual calkcenarios.

The serviceability testing focused on verifying the abiitfEngageo recover from adverse
conditions, such as disconnecting and reconnecting the Ethernet conneEngage

2.2. Test Results

All test cases were executadd verified The followingis an observatioon Engagefrom the
compliance testing.

1 Recordng of transfer, conference, and forward wadenariogare not supported in this
release of Engage.

2.3. Support
Technical support oBngagecan be obtained through the following:

9 Web: http://www.extranice.com
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3. Reference Configuration

The configuration used for the compliance testing is shovAgiure 1. The detailed
administration of connectivity betwe@moactive ContactCommunication ManageBession
Manager, andBCEarenot the focus of these Application Notes and will not be described.

The agent station extensions used in the compligastimgare shown in the table below.

Device Type Extension
Agent Station 65001 (H.323), 6806 (SIP)

Simulated
SIP Service
Provider

siP Trunk [ Session Border

SIPREC
> Controller for

Enterprise
n
h 4
System Session Proactive Conta!ct
Agents & Supervisor
Manager Manager

with 96x1 Endpoints

\'A"»»,\V\ A v/»{// i
\n»\"\,\ 2 v //l

G650 Media Communication Proactive Contact
Gateway Manager with PG230

A (D) (M

A Event
7 Services
Application

Media Server Enablement A .

: Engage Platform

Services
Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sacoplgguration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager in 8.1.1
Virtual Environment (8.1.1.0.0.890.25763
Avaya B50 Media Gateway NA

1 TN464HP DS1 Interface HWO02 FW025
Avaya Aura® Media Server in 8.01.121
Virtual Environment
Avaya Aura® Session Manager in 811
Virtual Environment (8.1.1.0.811021)
AvayaSession Border Controller for Enterprise in 80
Virtual Environment (8.0.0.0.19-1699)
Avaya Proactive Contagtith PG230 5.2.0.1

1 QTI1-PRI 2.19
Avaya Proactive Contact Agent 5.20.1
Avaya9611GIP Deskphone (H.323) 6.8202
Avaya 961G IP Deskphone (SIP) 7.16.1.3
NICE Engage Platforron 6.150001.77
Windows Server 2016 Standard

1 Application Server

I Interactions Center

- Integrations.NSP.SipRecBase.dll 6.15.2@.2314

1 Database Server

f  AvayaProactive ContadEvent SDK 5.1.2
NICE Engage Platforman 6.150001.77
Windows Server 2016 Standard

1 Advanced Interaction Recorder
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

1 Administer system parameters features
9 Administer IP codec set
1 AdministerSIP trunkgroup

5.1. Administer System Parameters Features

Log into the System Access Termindls e t he fAc-pbangmetgss efmeat ur esc
to enableCreate Universal Call ID (UCID), which is located oRage 5 ForUCID Network
Node ID, enter an available node ID.

change system - parameters features Page 5 of 19
FEATURE RELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEMWIDE PARAMETERS
Switch Name:
Emergency Extension Forwarding (min): 10
Enable Inter - Gateway Alternate Routing? n
Enable Dial Plan Transparency in Survivable Mode? n
COR to Use for DPT: station
EC500 Routing in Survivable Mode: dpt - then - ec500
MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:
Delay Sending RELease (seconds): 0
SEND ALL CALLS OPTIONS
Send All Calls Applies to: station Auto Inspect on Send All Calls? n
Preserve previous AUX Work button states after deactivation? n
UNIVERSAL CALL ID
Create Universal Call ID (UCID)? y UCID Network Node ID: 27
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5.2. Administer Codec Set

Use t he -fodekssaentgend pcommand, where Ano by an exi
the agent stationsForAudio Codec make certain only variants of G711 &mdG729 codec are
configured, as shown belovWNote that Engage suppotte G711 and G729 codec variants.

changeip -codec-set 1 Page 1of 2
IP MEDIA PARAMETERS
Codec Set: 1
Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)
1. G.711MU n 2 20
2: G.729 n 2 20
3:
4:
5:
6:
7.
Media Encryption Encrypted SRTCP: best - effort
1. 1-srtp - aescm128- hmac80
2: aes
3: none
4:
TLT; Reviewed: Solution & Interoperability Test Lab Application Note 80of 53
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5.3. Administer SIP Trunk Group
Us e dhdngdruikgr oup n o ¢ o mmathetunk gropeundensechby i s
Communication Manager with Session Manager for outboundinaitged byProactive

Contact Enter the following values for the specified fields and retain the defduéis/éor the
remaining fields.

In this case, the pertinent trunk group fue r 21P5s.Navigate taPage 3 Enterthe following
values for the specified fields and retain the default values for the remaining fields.

9 UUI Treatment:
9 Send UCID:

shar edbo

by

i
ny o

These settings enable the call ID received from PG23fart 6the useito-user information
elemenjto be passed to SBCE via Session Manager.

add trunk  -group 212 Page 3 of 5
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y
Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: shared
Maximum Size of UUI Contents: 128
Replace Restricted Numbers? n
Replace Unavailable Numbers? n
Hold/Unhold Notifications? y
Modify Tandem Calling Number: no
Send UCID? y

Show ANSWERED BY on Display? vy
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6. Configure Avaya Proactive Contact

This section provides the procedures for configuring Proactive Corithetprocedures include
the following areas:

9 Obtain host name
1 Administer master.cfg
9 Administer PG230

The configuration oProactive Contaas performed byAvaya Professional Servicehe
procedural steps are presented in these Application Notes for informational purpose.

6.1. Obtain Host Name

Log in to the Linux shell of the Proactive Contacé r v e r . hosthase ¢ diramdin d
obtain the host name, which will be used l&aeconfigureEngage

Il n the compliance testing, the hobot, naasmes hoofw nt

below.

$ hostname
Izpds4b

6.2. Administer master.cfg
Use Navigate to theopt/avaya/pds/etadirectory and open th@aaster.cfgfile.

Locate theSEND_CALLID OUTCALL par ameter and set | tThid o
setting enables the call ID generated by the dialer to be passed to the PG230.

SAMPLE:$VOICEDIR/sample
SCRIPTS:$VOICEDIR/scripts
SCRNBLD:$VOICEDIR/scrnbld
SCRN_SPOOLER:pds_pg
SEND_CALLID_OUTCALL:YES
SFTPENABLE:NO
SHELLDIR:$VOICEDIR/shell
SHELLMSG:$VOICEDIR/language/sh_eng.msg
SHORTSVRTIME:NO
SILENCE_DETECTION:NO
SIMULTANEOUS_ACQUIRES:NO
SKIP_LOCK_TIME:0
SM_UPDATE_TIMEOUT:30000
SNMPENABLE:NO
SSHA_ENCRYPTION:YES
SSL:YES
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6.3. Administer ISDN Message Template

Establish a telnet session WitG230 and navigate to the detailed screen for ISDN Message

Template 1 shown belawAdd anUSR-USER IEf o r

message

templ at e

already. This setting enables the call ID received from the dialdretpassed to Communication

Managerin the useito-user information element.

ISDN MESSAGE TEMPLATE SUMMARY

ISDN MESSAGE TEMPLATES

Tmpl Message R/T Tmpl Message R/T Tmpl Message R/T Tmpl Message R/T

1 SETUP T 2

IE BEARER

DATA  8090A2

IE CHAN ID

DATA  A98300

IE CP NUM

3 SETUP R 4 CALLPROC T

CHAN ID

PROCESS CHANID DATA A98300
D FLD 1 CD NUM
CP NUM DATA 04

DATA 80

D ANI

IE CD NUM

DATA 80

D FLD 1

USR USR

IE USR - USR
DATA 04
D FLD 2
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7. Configure Avaya Session Border Controller for Enterprise

This section provides the procedures for configuBBECE The procedures include the
following areas:

9 Launchweb interface

9 AdministerSIP servers

1 Administer routing

1 Administer application rules

9 Administer media rules

1 Administersignaling rules

1 Administer end point policy groups
1 Administer session policies

1 Administersession flows

9 Administer end point flows

7.1. Launch Web Interface

AccessthsBCEwe b i nt er f ace b gl/ipaddresspadt he BRLI Ahetpet
window,wh e r ea diidirpe s s 0 i s thelSBCEImBnagemahtrintedasEheos€reen
belowis displayed. Log in using the appropriate credentials.

AVAYA -

WELCOME TO AVAYA SBC

Continue |

Session Border Unauthorized access to this machine is prohibited. This

system is for the use authorized users only. Usage of
Contro"er for this system may be monitored and recorded by system
Enterprise personne)

Anyone using this system expressly consents to such
monitoring and is advised that if such monitoring reveals
possible evidence of criminal activity. system personnel
may provide the evidence from such monitoring to law
enforcement officials.

© 2011 - 2018 Avaya Inc. All rights reserved.
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7.2. Administer SIP Servers

In the subsequent screen, se@eviceA SBCE from thetop menufollowed by
Backup/RestoreA ServicesA SIP Serversfrom the left pane to display tkeistingSIP
server profiles.Click Add to add a SIP server profile for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard SIP Servers: Server-Ext-SP
Device Management — = 5 e
Backup/Restore sname JLeone L ==
- System Parameters Server Profiles General I I Authentication | \ Heartbeat | | Registration I l Ping | l Advanced |
> Configuration Profiles Server-Ext-SP
4 Services Server Type Trunk Server
< -SM

SIP Servers e DNS Query Type NONE/A

LDAP Server-IPO

RADIUS IP Address / FQDN Transport

The Add Server Configuration Profile pop-up screen is displayed. Enter a deskeafile
Nameas shown below.

Add Server Configuration Profile
Profile Name Server-NICE

| Next |
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TheEdit SIP Server Profilei General pop-up screen is displayednterthe following values
for the specified fields and retain the default values for the remaining fields.

1 Server Type ARecording Servero

1 IP Address / FQDN IP addres®f Engage server with the Interactions Center component.
1 Port: A50600

1 Transport: AnUDPO

Edit SIP Server Profile - General

Server Type Recording Server v

SIP Domain
DNS Query Type NONE/A ¥
TLS Client Profile None v

IP Address / FQDN Port Transport

10.64.101.207 15060 | |upP v| Delete

Back | Next

Navigate to theAdd SIP Server Profile- Advancedscreen Forinterworking Profile , select
i a v -a yvanich is the defaulinterworking profilefor the system Retain theheckin Enable
Grooming and thedefault values in the remaining fields.

Add SIP Server Profile - Advanced

Enable Grooming I
Interworking Profile avaya-ru v
Signaling Manipulation Script | None v
Securable
Enable FGDN

TCP Failover Port

TLS Failover Port
Tolerant

URI Group v

Finish |

7.3. Administer Routing

SelectBackup/RestoreA Configuration Profiles A Routing from the left pane to display the
existingrouting profiles. Click Add to add routingorofile for Engage.
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Device: SBCEv Alaims Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Routing Profiles: default
Device Management
| Clone |
Backup/Restore —
> System Parameters Routing It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
4+ Configuration Profiles i i
Domain DoS default Routing Profile
Server Route-SM Update Priority | [ Add
Interworking —_— L
Media Forkin Route-Ext-SP o URI  Timeof Load Next Hop
Routi g R Group Day Balancing Address POt
- Route-SM-RW A
Topology Hiding 1 3 default  DNS/SRV  Auto-Detect Hio= Edit Delete
i i Route-IPO Detect
Signaling
Manipulation

TheRouting Profile pop-up screen is displayed. Enter a desPedfile Name as shown below.

Routing Profile

Profile Name Route-NICE
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TheRouting Profile pop-up screen isipdated Click Add to adda next hop entry. Enténe
following values for the specified fields and retain the default values for the remaining fields.

1 SIP Server Profile Select the SIP Server profile for Engage frSection7.2
1 Next Hop Address Select theaddress entry associated with Engage f&suation7.2

Routing Profile

URI Group P Time of Day default v
Load Balancing Priority NAPTR

Transport None ¥ LDAP Routing

LDAP Server Profile None ¥ LDAP Base DN (Search) |None v
Matched Attribute Priority Alternate Routing v
Next Hop Priority v Next Hop In-Dialog

Ignore Route Header

ENUM Suffix

LDAP

Search SIP Server
Regex Profile
Result

Priority LDAP
/ Search
Weight Attribute

Next Hop Address Transport

Server-NICE v 10.64.101.207:5060 (UDP) v None v | Delete

| Back Finish

7.4. Administer Application Rules

SelectBackup/RestoreA Domain PoliciesA Application Rules from the left pane to display
theexistingapplication rules Click Add to add an application rule for Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Application Rules: default

Device Management

Backup/Restore

> System Parameters Application It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
Rules

Configuration Profiles
. Services default Application Rule

+ Domain Policies

iy default-trunk Maximum ; ;
Application Application Type In  Out Concurrent ll\jdax gnlém St:ssmns
Rules default-subs. .. (S er Endpoin
Border Rules default-subs... | Audio @ @ 200 5
Media Rules
default-serv._.. Video

Security Rules

Signaling Rules defaiilt:senv... 7
Charging Rules
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TheApplication Rule pop-up screen is displayed. Enter a desRede Nameas shown below.

Application Rule

Rule Name Application-NICE

| Next

TheApplication Rule pop-up screen isipdated CheckAudio In andAudio Out, and enter
desired values favlaximum Concurrent SessionsandMaximum Sessions Per Endpointas
shown below.

Application Rule

Maximum Maximum
Application Type In Out Concurrent Sessions Per
Sessions Endpoint

Audio ¢ @ [100 100

Video

Miscellaneous

® Off
CDR Support " RADIUS
CDR Adjunct

RADIUS Profile None ¥
Media Statistics Support

* Setup

Call Duration Sorred

RTCP Keep-Alive

| Back | | Finish |
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7.5. Administer Media Rules

SelectBackup/RestoreA Domain PoliciesA Media Rulesfrom the left pane to display the
existingmedia rules Click Add to adda media ruldor Engage.

Device: SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settingsv  Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Media Rules: default-low-med
Device Management — =
Backup/Restore L= .
» System Parameters Media Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
Configuration Profiles default-low-...
» Services Encryption || Codec Prioritization | l Advanced | | QoS |
. - default-low-...

4 Domain Policies z :

Application Rules default-high re— ” bt

rererre ormats

Border Rules default-high-...

Media Rules Interworking v

Security Rules avaya-low-m...

Signaling Rules Video Encryption

TheMedia Rule pop-up screen is displayed. Enter a desRede Nameas shown below.

Media Rule

Rule Name Media-NICE
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TheMedia Rule pop-up screen isipdated Navigate to theAudio Codecpage. Move the
relevant G711 and G729 codec variants fromAtailable column to theSelectedcolumn, as
shown below. Retain the default values in all remaining fields and pages.
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