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Abstract

These Application Notes describe the configuration steps required for TONE Software
ReliaTel Global Quality, Performance, and Service Level Management to interoperate with
Avaya IP Office 9.0 using SNMP.

TONE Software ReliaTel Global Quality, Performance, and Service Level Management is a
monitoring and management solution that can monitor and maintain groups of telephone
switches, PBX systems, and other devices from a single control point. In the compliance
testing, TONE Software ReliaTel Global Quality, Performance, and Service Level
Management used the SNMP interface from Avaya IP Office to provide alarm monitoring.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for TONE Software ReliaTel
Global Quality, Performance, and Service Level Management to interoperate with Avaya IP
Office 9.0 using SNMP.

TONE Software ReliaTel Global Quality, Performance, and Service Level Management is a
monitoring and management solution that can monitor and maintain groups of telephone
switches, PBX systems, and other devices from a single control point. In the compliance testing,
the application used the SNMP interface from Avaya IP Office to provide alarm monitoring.

Upon detection of failures, Avaya IP Office raised alarms and sent SNMP traps to TONE
Software ReliaTel Global Quality, Performance, and Service Level Management. The
application collected and stored the information from the Avaya IP Office SNMP traps, and
presented the information on the monitoring screen. The integration used SNMP version 2c.

2. General Test Approach and Test Results

The feature test cases were performed manually. Different SNMP traps were generated on IP
Office and verified on the ReliaTel web-based alarm monitoring screen.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet connection to ReliaTel.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the handling and displaying of received SNMP traps by
ReliaTel for scenarios including IP Office reboot, H.323 and SIP telephone registration/un-
registration, Voicemail Pro connect/disconnect, and connect/disconnect of digital telephone.

The serviceability testing focused on verifying the ability of ReliaTel to recover from adverse
conditions, such as disconnecting/reconnecting the Ethernet connection to ReliaTel.

2.2. Test Results
All test cases were executed and passed.
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2.3. Support
Technical support on ReliaTel can be obtained through the following:

e Phone: (800) 833-8663
e Email: support@tonesoft.com
e Web:  http://www.tonesoft.com/tone-secure/support-home/login-reliatel/

3. Reference Configuration
The configuration used for the compliance testing is shown below.
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Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version

Avaya IP Office on IP500V2 9.0 SP1 (9.0.100.845)

e Digital Station Expansion Module 9.0.0.829
Avaya IP Office Voicemail Pro 9.0 (311)
Avaya 1616 IP Deskphone (H.323) 1.343A
Avaya 1120E IP Deskphone (SIP) 04.03.18.00
Avaya 1408 Digital Deskphone NA
TONE Software ReliaTel 4.1.5.381

Testing was performed with IP Office 500 V2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500 V2 R9.0 to support
analog or digital endpoints or trunks. 1P Office Server Edition does not support TAPI Wave or
Group Voicemail.
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5. Configure Avaya IP Office

This section provides the procedures for configuring IP Office. The procedures include the
following areas:

e Administer SNMP
e Administer alarms

5.1. Administer SNMP

From a PC running the IP Office Manager application, select Start - Programs - IP Office

-> Manager to launch the application. Select the proper IP Office system, and log in using the
appropriate credentials.

The Avaya IP Office Manager screen is displayed. From the configuration tree in the left pane,
select System to display the IP500V2 screen in the right pane. Select the System Events tab,

followed by the Configuration sub-tab. Check the SNMP Enabled field, and retain the default
values in the remaining fields.

i Avaya IP Office Manager IP500V2 [9.0.100.845]

File  Edit View Tools Help

i 1Psoov2 > System ~ IPS00YZ Jits-dAEERIv - 28 |
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#-§3 User Rights (8)
f@# Auto Attendant (0)
¢ ARS (1) »
£ Location (0) =
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5.2. Administer Alarms
Select the Alarms sub-tab, and click Add.

"] Avaya IP Office Manager IP500V2 [9.0.100.845]
File  Edit ‘“iew Tools Help

i 1psoovz = System > 1PS00V2 it -dIEEW v -2 L2l

IP Offices IP500V2* gk -4 | X| v | < |

i R BOOTP(9) System || Lan1 | Lanz | DNS | voicemail | Telephony | Directory Services | System Events | smTp | SMDR | Twinning | ¢ »
[+ ¢~ Operator (3) - .
=% IPS00Y2 ]ConfigurationJ Alarms ‘ N

(=% System (1) add... A

5 IPS00V2 7

&7 Line (8) Remove

[#-<=» Control Unit {4)

[+ 4 Extension (30) Edit...

=-§ User(32)

The screen is updated with new parameters, as shown below. Select the radio button for Trap,
and enter the IP address of ReliaTel in the IP Address field. Enter a desired string for
Community. Note that the community string is not used by ReliaTel, but needs to be configured
on IP Office. In the Events section, scroll down the pane as necessary to check all desired
events to be collected and sent. Retain the default values in the remaining fields.

"] Avaya IP Office Manager IP500V2 [9.0.100.845]
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6. Configure TONE Software ReliaTel Global Quality,
Performance, and Service Level Management

This section provides the procedures for configuring ReliaTel. The procedures include the
following areas:

e Launch web interface
e Administer centers

e Administer DAPs

e Administer entities

The configuration of ReliaTel is typically performed by TONE Software technicians. The
procedural steps are presented in these Application Notes for informational purposes.

6.1. Launch Web Interface

Access the ReliaTel web interface by using the URL “http://ip-address:8080/ems/app” in an
Internet browser window, where “ip-address” is the IP address of the ReliaTel server. Log in
using the appropriate credentials.

< ), JONE <&>ReliaTel’

OFTWARE

Password

B Change Password
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The ReliaTel screen is displayed. Select Administration = General Administration from the
top menu.

@ m <E> RQIIGTQI. Help | Logout sadm
SOFTWARE L N

Monitor Alarms Dashboard Voice Quality Performance Reporting Administration 3/4/2014 11:26 EST

MONITOR ALARMS

il Centers & Entities:
8 view Locations:

[ Fao oavoates s SR
o "n‘\ AvayaCert | Custom Location ¥ |
@48 production R L3 T R D
B8 system

€]

Profiles:
Custom Profile v

6.2. Administer Centers

The ReliaTel screen is updated as shown below. Select General = Centers in the left pane to
display a list of centers. Click New to add a new center.

Help | Logout sadm

@m <#>ReliaTel’

Monitor Alarms Dashboard Voice Quality Performance Reporting AdministratiGf/2014 15:17 EST

.2 Centers : (@R copy,| | O Fiters » |7
- = Coverage Full Center Name ~ Parent Center
5 _ _ production production
4| Classes
system system
& DA'_:? DAP system.DAP system
=i| Entities test test
< Collectors samples test.samples test
() Passive QoS Avaya test.samples.Avaya samples
R RTCP
-‘Qj;Avaya CDR < ‘ >
EQ Links 4 Page\ bf 11 0 M @’ Updated: 3/14/2014 1517 40 v  results per page Displaying1 -7 of 7
&5 Users v
E] | & £
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In the bottom pane, select the General tab. Enter a descriptive Name, and retain the default
values in the remaining fields.

Help | Logout sadm

<E>ReliaTel
Monitor Alarms Dashboan; Voice QuaEi Perform:n;}iei;c;;tri:); 7777Ac;r171inistrati6ﬁl12014 1519 EST i
J —— =
:aa Centers K | Ednew. | | X oekete,| (DRC | 0 Fiters ~ | 7|
- & Name Coverage Full Center Name ~ Parent Center
N 1YL N— production production o
g Classes system system =
#DAPs DAP system.DAP system v
=il Entities | € ‘ | e
2 Collectors L4 Page[t  bf1l b bl @ Updated:3/42014 1517 40 v | resutts per page | Displaying 1 - 7 of 7
() Passive QoS =
:ﬁRTCP faﬁ NewCetlter ¥,
Q) Avaya CDR | || General I References
g Links Name: AvayaCert
4% Users ID:
=1 AccessPlus Senvices Parent Center:|-Top Level Center- v

“ Notification Coverage: v

[] Coverages

6.3. Administer DAPs
Select General - DAPs from the left pane to display the screen below. Select the displayed

entry in the right pane.

) m <&>ReliaTel’ Help | Logout sadm
SOFTWARE B — e e TS ——
Monitor Alarms Dashboard Voice Quality Performance Reporting Administration 3/4/2014 11:27 EST
- DAPs & ;EZ ewla| \XDeleie | \E‘:] ade, | | Dowvnload Agent v | | O Fitters » l)?ﬁ
~
= Name « Guid Upgrade State Build Description
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i basilisk LOCALHOST 4.1.5.381 Host name: basilisk Network Inte
7 Classes
=i Entities
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The screen is updated with details in the bottom right pane. Select the cdata.conf tab and click
Edit. Scroll down the bottom right pane, and add a set of entry lines shown below for IP Office,
using a descriptive channel name within the brackets, a descriptive chanSystem, and the IP
address of IP Office for account. Enter all other entry lines exactly as shown.

“) m <&#>ReliaTel’ Help | Logout sadm
k SOFTWARE SRS L o R
Monitor Alarms Dashboard Voice Quality Performance Reporting Administration 3/4/2014 11:31 EST
' DAPs Lo EZ ey ;XDelete | ;E\:p C | | ade, | | Download Agent v | | O Fitters ~ })?{\
~
~ || Name « Guid Upgrade State  Build Description
+=a Centers oy £
basilisk LOCALHOST 4.1.5.381 Host name: basilisk Network Inte
4| Classes
%
=il Entities < ‘ b
2 Collectors 4 4 PageE1 pf1 b bl %’ Updated: 3/4/2014 11:30 40 v results per page Displaying 1 -1 of 1
() Passive QoS
- basilisk ¥
3% RTCP - = = ST
General Description ctype.conf cdata.conf | link.conf modem pool
@, Avaya CDR
@i Links [avaya-ipo-chan] b
chanType = SNMPMGR
&9 Users chanSystem = Avaya IPO

= AccessPlus Senvices

“ Notification

7] Coverages
b
2]

o I WPy VN

< |

chanEmulator = 4425
account =10.32.39.34
chanSilent = 259200

~v!
§
‘\ ... Exit 'g cancel || apply |

6.4. Administer Entities

Select General - Entities from the left pane to display a list of entities in the right pane. Click
New to add a new entity.

<&#>ReliaTel’

Help | Logout sadm

Monitor Alarms Dashboard Voice Quality

Performance Reporting Administration 3/4/2014 11:32 EST 1

. ——
=il Entities < ; | (B | o Fiters. |57
~
~ | Name « Description Center Class Coverage
s=a Centers < <
- avaya_audit_magr system avaya-audit
i basilisk system.DAP DAP
- DAPs
cms_password_... system cms_password_...
% DefaultSNMP Catch all SNMP traps ~ AvayaCert entity
< Collectors ~ | def_password_... system password_mgr
() Passive QoS myself system entity
2 RTCP password_mar system password_mar
€ Avaya CDR rclog system entity
gl Links selftrap system entity
gp Users socketmgr system cl-socketmgr
= AccessPlus Senices
“ Notification i
=] Coverages 4 4 Pagei1 L:M | Q—’ Updated:3/4/2014 11:32 40 v | results per page Displaying 1 - 10 of 10
[ s SOOI ] o
& i | 2
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In the lower portion of the screen, select the General tab. Enter a descriptive Name and a
desired Description. For Center, select the center name from Section 6.2. For Class, select

“cl-avaya-ipoftf”.

Help | Logout sadm

@m <&E>ReliaTel’
SOFTWARE

Monitor Alarms Dashboard Voice Quality Performance Repo:t’igiiAdministration 31412014 11:35 EST
. em— —
=i| Entities | Egnew. | | X oekte| |0 0 Fiters ~ Iiﬁ
~ || Name ~ Description Center Class Coverage
s=aCenters 2 < -~
- avaya_audit_magr system avaya-audit o
7 Classes e =
4 basilisk system.DAP DAP -
~DAPs — =
i1 4 IPage1 bM vl @ Updated:3/4/2014 11:32 40 v results per page Displaying 1 - 10 of 10
= L.
2 Collectors =i| New Entity v
( ) Passive QoS || General Logging || Attributes || Actions || MA Patterns || Monitors || ScanPatterns || MA Tables || Schedules || Alarm Suppression || AccessPlus || References
2% RTCP T i Avaya-IPO
Q" Avaya CDR Description:
5;5L1nks Center: AvayaCert Y Class: | cl-avaya-ipoff v Coverage: A
& Users
2 AccessPlus Senices ||yt i prank, defaults to
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£ Coverages DAP (if blank, defaults to 5
£ channel config).
[ Coverage Rules Use Polling: 0
= Action Templates
; e —
. [~7] Email Templates . @ et || & cancel || apply. |

Select the Logging tab. Check the Log State field. For Channel, enter the channel name from
Section 6.3. For Log Pattern, select “l-avaya-ipoff” from the drop-down list. Retain the default

values in the remaining fields.

’,\, JONE <&>ReliaTel’ Help | Logout sadm
k SOFTWARE R, e == By . |
Monitor Alarms Dashboard Voice Quality Performance Reporting Administration 3/4/2014 11:36 EST
=il Entities <« [Enew,| M oeete| [acoy| | OFiters ~ |7 |
~
|| Name ~ Description Center Class Coverage
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c avaya_audit_mar system avaya-audit &
Ml Clasaes basilisk system.DAP DAP @
-DAPs - -
= o i 1 Page1 1) » b @ Updated:3/4:2014 11:32 40 v results per page Displaying 1 - 10 0f 10
2 Collectors ~ 2i| New Entity v
t') Passive QoS « | General | Logging Attributes ] Actions n MA Patterns Monitors i Scan Patterns MA Tables VSchedules Alarm Suppre‘ -
o 1
ax RTCP Log State:
@ Avaya CDR ;
Channel: avaya-ipo-chan
il Links :
5:5 Log Pattern: l-avaya-ipoff v
4% Users g hge s %
e (days):
= AccessPlus Senices - & %
= = Message Timeout (seconds):
“ Notification
7] Coverages v - =
< | i 5 (03 Ediit 1\@ Cancel W_Q Apply
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7. Verification Steps

This section provides the test that can be performed to verify proper configuration of IP Office
and ReliaTel.

7.1. Verify Avaya IP Office

From a PC running the IP Office Monitor application, select Start - Programs = IP Office 2
Monitor to launch the application. The Avaya IP Office SysMonitor screen is displayed, as
shown below. Click on the Filter icon.

£ Avaya IP. Office SysMonitor - Monitoring 10.32.39.34 ; Log Settings - C:\Documents and Settings\...\sysm... Q@
File Edit View Filkers Status Help

sla| Al8(T) x|i| =i()Em|

[>

EEXXXAFELS GysMonitor v9.0.1.0 build 845 *##*+++%%%
FEXXXXEEST contact made with 10.32.39.34 at 10:33:49 5/3/2014 ***xxxx%c%
FEXEXXXLAF System (10.32.39.34) has been up and running for 1%mins and 27secs(ll67437nS) #*##&Frxsaas -

FEXXEXXXE4T Warning: TEXT File Logging selected *F*#*x&*xss

| €

|~
v

The All Settings screen is displayed. Select the Services tab. In the SNMP Events sub-section,
check Trap Generation, as shown below.

All Settings

ATM | Cal | DTE | EConf | FrameRelay | GOD | H.323 | Interface |
T1 ] VPN [ WAN | SCN l Jade ]
ISDN | Key/Lamp | Diectory | Media | PPP | R2 | Routing Services ISIP | System |

SNMP Events
| Received Message Processing
v Trap Generation

[~ War Bind Processing
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Generate an alarm on IP Office, such as disconnect and reconnect an IP telephone. Verify that
the generated SNMP traps are displayed on the Avaya IP Office SysMonitor screen, as shown
below.

£ Avaya IP Office SysMonitor - Monitoring 10.32.39.34 ; Log Settings - C:\Documents and Settings\...\sysmoni... B@
File Edit View Filters Status Help

slu| ~18/1] x|/ & ylsin]

EEEXXXXXEY GysMonitor v9.0.1.0 build 845 [connected to 10.32.39.34 ] ##*aaassss
629664nS SNMPTrapGen: Recuesting ipoPhonesChangeSvcEvent Trap - Index 24
629664ns SNMPTrapGen: The phone with id §001 has been removed for extension 20031
629665m5 SNMPTrapGen: The phone with id 8001 has been removed for extension 20031
629665n5 SNMPTrapGen: Sending trap to 10.32.39.110:162
629665m5 SNMPTrapGen: Enterprise 1.3.6.1.4.1.6889.2.2.1.1.1
629665n5 SNMPTrapGen: Generic trap type 6, specific trap type 2
650776m3 SNMPTrapGen: Recuesting ipoPhonesChangeSwvcEvent Trap - Index 24
650776mS SNMPTrapGen: The phone type 1616 (id §001) has been plugged in for extension 20031
650776m5 SNMPTrapGen: The phone type 1616 (id S001) has been plugged in for extension 20031
650776mn5 SNMPTrapGen: Sending trap to 10.32,.39.110:162
650776m5 SNMPTrapGen: Enterprise 1.3.6.1.4.1.6889.2.2.1.1.1
650776m5 SNMPTrapGen: Generic trap type 6, specific trap type 2

FEEXXXXELY SysMonitor v9.0.1.0 build 845 [connected to 10.32.39.34 ] #&&waxasss

7.2. Verify TONE Software ReliaTel Global Quality, Performance, and
Service Level Management

On the ReliaTel screen, select Monitor Alarms = Alarm List from the top menu. Select View
-> AvayaCert = Avaya-IPO in the left pane, where AvayaCert is the center name from
Section 6.2, and Avaya-IPO is the entity name from Section 6.4.

Verify that the new traps from Section 7.1 are displayed in the right pane, as shown below. Note
that the first two entries with Level FY1 are generated internally by ReliaTel.

©) JONE <E>ReliaTel” ve | Logout sadm
k SOFTWARE e e
Monitor Alarms Dashboard Voice Quality Performance Reporting Administration 3/5/2014 10:52 EST
O —
Al Er [ [0 G eck | @oir |E e |5seect 21 | O selected Active v | oFiters v | 7| i@Export ~
4 ﬁ View Level D> Start Date/Time State Entity Center Text
4 @ AvayaCert [Cmm__] 1191 3/5/2014 10:51 New Avaya-IPO AvayaCert The phone type a1616ip(52) (id 8001) has been plugged in
(& Avaya-PO E 1190 3/5/2014 10:50 New Avaya-IPO AvayaCert The phone with id 8001 has been removed for extension 0
(@ Defautsnip O 1180 30512014 10:47 New  Avaya-PO AvayaCert  102:112 Available Al
-
i‘\ e DGO 1188 352014 10:46 New  Avaya-PO AvayaCert  102:112 Avaiable: Channel
> ga test
< | 2
Copy U4 | Page§1 “,011 bl Q}' Updated: 3/5/2014 10:52 50 v results per page Displaying1 -6 of 6
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8. Conclusion

These Application Notes describe the configuration steps required for TONE Software ReliaTel
Global Quality, Performance, and Service Level Management to successfully interoperate with
Avaya IP Office 9.0. All feature and serviceability test cases were completed.

9. Additional References
This section references the product documentation relevant to these Application Notes.

1. Avaya IP Office Manager, Release 9.0, Issue 9.01, September 2013, Document Number
15-601011, available at http://support.avaya.com.

2. ReliaTel Release 4.1.5 Administrator Guide, Guide Version 4.0, available via the ReliaTel
web interface.

3. ReliaTel Operator Guide Release 4.1., Guide Version 4.0, available via the ReliaTel web
interface.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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