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Abstract

These Application Notes describe the configuration steps required for Codima autoAsset to
interoperate with an Avaya infrastructure. The Avaya Infrastructure consisted of Avaya
Communication Manager, Avaya SIP Enablement Services, Avaya Application Enablement
Services, Avaya C360 Series Converged Stackable Switches and Avaya 4600 Series IP
Telephones. autoAsset can be used to produce asset inventory HTML reports and to display
the asset information associated with devices found in a network. autoAsset can be integrated
into the Codima autoMap product.

Information in these Application Notes has been obtained through DeveloperConnection
compliance testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Codima autoAsset to
interoperate with an Avaya infrastructure. The Avaya infrastructure consisted of Avaya
Communication Manager, Avaya SIP Enablement Services (SES), Avaya Application
Enablement Services, Avaya C360 Series Converged Stackable Switches and Avaya 4600 Series
IP Telephones. autoAsset can be used to produce asset inventory HTML reports and display the
asset information associated with devices found in a network. autoAsset can be integrated into
the Codima autoMap product.

autoAsset uses the Codima Discovery Engine to scan the network. The Codima Discovery
Engine begins the discovery from a starting point called a seed-device, which must be Simple
Network Management Protocol (SNMP) capable. The Codima Discovery Engine will inspect
the Address Resolution Protocol (ARP) table and the Routing and Forwarding tables for the
seed-device and use this information to begin the interrogation. As the Discovery Engine finds
the next switch or router, more devices are discovered and the discovery process works in a
recursive manner to find all active devices.

The Codima Discovery Engine uses a variety of techniques to interrogate devices, such as
inspection of ARP tables, Routing and Forwarding tables and controlled scanning techniques.
Once discovered, devices are queried using SNMP for Management Information Base (MIB) 2
and current vendor MIBs. Windows Management Instrumentation (WMI) is also supported.
autoAsset has a device database covering most current and many older generation equipment
types. The protocols used in the process include SNMP, Internet Control Message Protocol
(ICMP), Network Basic Input/Output System (NetBIOS), Spanning Tree Protocol (STP), and
vendor-specific discovery protocols. As ARP tables get flushed, the discovery engine can force
those tables to be populated by using a controlled ping scan to discover additional devices that
have not been recently active.
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Figure 1 illustrates the network used for compliance testing.
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Figure 1: Avaya Test Network Infrastructure with Codima autoAsset
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2. Equipment and Software Validated

Below is a list of the equipment and software versions used within the compliance-tested
network.

Equipment Software
Avaya SIP Enablement Services (10.1.10.22) 3.1.2
Avaya S8500 Media Server running Avaya 40
Communication Manager (10.1.10.10) '
Avaya G650 Media Gateway
IPSI - TN2312BP (10.1.10.11) HWO07 FW036
CLAN - TN799DP (10.1.10.12) HWO01 FW017
MEDPRO - TN2302AP (10.1.10.13) HW20 FW115
VAL - TN2501AP (10.1.10.14) HWO02 FW007
Avaya Application Enablement Services (10.1.10.20) | 4.0
Avaya 4600 Series IP Telephones (SIP) 2.2.3
Avaya 4600 Series IP Telephones (H.323) 2.7
Avaya C364T-PWR Converged Stackable Switch 4.3.12
(10.1.10.9)
Avaya C363T-PWR Converged Stackable Switch 4.3.12
(10.1.10.8)
Codima autoAsset (10.1.10.51) running on: 2.30 0011
Dell Workstation 370 Windows XP Professional SP2
Pentium 4 CPU 2.80GHz
RAM 1.00GB
Disk Space >4GB
Network hub N/A
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3. Configure Avaya Infrastructure
SNMP was enabled on Avaya Communication Manager, Avaya SES and Avaya 4600 Series IP

telephones.

3.1. Configure SNMP on Avaya Communication Manager

Access the Avaya Communication Manager administration web interface by entering http://<ip-
addr>/ as the URL in an Internet browser, where <ip-addr> is the IP address of Avaya

Communication Manager. Log in with the appropriate credentials to the Avaya Communication
Manager web interface and click Launch Maintenance Web Interface.
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For increased security, click on the Following IP addresses radio button and enter the IP address
of the autoAsset workstation in the IP addressl field. Check the Enable SNMP Version 1 and
Enable SNMP Version 2c check boxes and enter a SNMP community string in the Community
Name (read-only) field. Click on the Submit button at the bottom of the page (not shown).

i Help Ezit

~
alarms T
Current Alarms
Agent Status

SNMP Traps

Filters

SNMP Test
Diagnostics

Restarts

System Logs

Temperaturef¥oltage

Ping

Traceroute

Netstat

Modem Test

Metwork Time Sync
Server

Status Summary

Process Status

Shutdown Server

Server DatefTime

Software ¥Yersion
Server Configuration

Configure Server

Restore Defaults

Eject CD-ROM
Server Upgrades

Manage Software

Make Upgrade Permanent
Boot Partition
Manage Updates

IPSI Firmware Upgrades
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Download Status
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3.2. Configure SNMP on Avaya SIP Enablement Services

Access the Avaya SES administration web interface by entering http://<ip-addr>/admin as the
URL in an Internet browser, where <ip-addr> is the IP address of Avaya SES. Log in with the
appropriate credentials to the Avaya SES web interface (not shown) and click on Launch
Administration Web Interface.

M
AVAyA Integrated Management —
Standard Management Solutions
| Help Log Off
!
= Administration The Administration Web Launch Administration
Interface allows you to Web Interface
adrinister this SES Server,
Maintenance The Maintenance Web Launch Maintenance Web
Interface allows vou to Interface

rmaintain, troubleshoot, and
canfigure this SES server.

<

Expand the Server Configuration menu and select SNMP Configuration. Enter a SNMP
community string in the SNMP v2¢c Community name field and click the Set button. Click
Continue on the following screen to confirm the changes (not shown).

Es

Integrated Management
SIP Server Management
Server: 10.1.10.22

- SNMP Configuration

Wiew AV-CCE-MIB Data

SHMP wZC
Comrmunity |devcnnuk
name*;

Fields marked * are required.

Set]
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3.3. Configure SNMP on Avaya 4600 Series IP Telephones

As of Release 2.0 for the Avaya 4600 Series IP Telephones, administrators can set the SNMP
community string (SNMPSTRING) and restrict SNMP access to administered IP addresses
(SNMPADD). The customizable system parameters for the Avaya 4600 Series IP Telephones
can be set using the settings script file (46xxsettings.txt). This file resides on a TFTP, HTTP, or
HTTPS administered file server.

The SET SNMPSTRING parameter is a text string containing the SNMP community name
string. The SET SNMPADD parameter is a text string containing zero or more allowable source
IP addresses for SNMP queries, in dotted decimal or DNS format, separated by commas.

The SNMP configuration in the 46xxsettings.txt file used during compliance testing is shown
below. The configuration will set the SNMP community string to “devconuk” and will restrict
SNMP queries to the 10.1.10.51 IP address.

HHHHHH . SNMP SETTINGS ###HH#HHHHHEHHHEHHE
Ht

## SNMP addresses

Hit IT this parameter is set, an SNMP query will only be
##  accepted if the source IP address of the query matches
##  one of these values. This parameter may contain one or
## more IP addresses in dotted-decimal or DNS name format,
##  separated by commas without any intervening spaces

Hit (0 to 255 ASCII characters, including commas).

HH

SET SNMPADD 10.1.10.51

Ht

## SNMP community name string

##  This value must be set to enable viewing of the phone®s
##  MIB. This value must match the community string name
## used iIn the SNMP query (up to 32 ASCII characters, no
##  spaces).

Hit

SET SNMPSTRING devconuk

HH

3.4. Configure SNMP on Avaya Switches

During compliance testing, the Avaya C360 Series Converged Stackable Switches used the
default community SNMP string “public”. This can be verified by entering the command “show
SNMP” from the command line interface of the switches.
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4. Configure Codima autoAsset

Ensure that the IP address of the start point (seed-device) is SNMP-compliant. In the
compliance-tested network, the seed-device was a layer 3 switch with the IP address 10.1.10.1.
Note the SNMP read community strings. These strings will be used in Section 4.1.

4.1. Configure Codima autoAsset Discovery

From the workstation that has autoAsset installed, launch the Codima Toolbox console by
clicking Start = Programs = Codima Technologies = Codima autoAsset and log in with
the appropriate password.

In the autoAsset — Network Inventory Tool screen, enter the following parameters:
e Inventory Description — enter a descriptive name for the network.
e SNMP Start Point — enter the IP address of the seed-device “10.1.10.1”.
¢ Read Community(ies) — enter SNMP strings configured in Section 3.1, 3.2, 3.3 and 3.4
“public,devconk”

Click the TEST button to check that the start point is successful. Next, click the OK button.

rogﬁ" ,5;.%; o . ;Esﬂg E

autoAsset

codima

technologies

Metwork Discovery Setup l hszets }

IP Process Summary

Inventory Description |Gu||fun:| test lab START (PxTelpracass [ Discovery/Topology Time
Complete Metwark Discovery [ DISCOVERY Being processed l:l 00:00:00
SMMP Start Point ]‘ID.] 01 TEST | Discovery Status IPs processed 1
Read Communityfies) |public.devconuk RECORD NOT RUNNING
Basic ]Advanced] F Lea Asset Summary ] Log | &lams | History |

Graph ] Mumbers ]

Refresh | v Fefresh Automatically

Please visit our website to find out about our full range
of network and service management products

www.codimatech.com

autoAsset

SMMP Skart Poink OK For '10.1,10,1" using community ‘public’

codima

technologies
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In the autoAsset — Network Inventory Tool screen shown above, click on the Advanced tab

and enter the following parameter.

e Allowed IP Addresses — enter the IP subnet ranges “10.1.10.1-10.1.10.22,10.1.10.50-

10.1.10.70.

Default values can be retained for the remaining parameters. Click the START DSICOVERY

button.

autoAsset - Network Inventory Tool

File Tools Help
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4.2. Codima autoAsset Discovery Results
Once the discovery of the network has been completed, Discovery Status will show the value

“FINISHED”.

autoAsset - Network Inventory Tool
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The Discovery Summary screen, shown below, appears when the autoAsset discovery process
has completed. The results include the number and types of devices found in the network and
associated IP addresses.

Discovery Summary

Iummary

hnaged Port :

Urmanaged Port :

hEnaged connection :

Both ends of the link are connected to managed ports

Unmanaged connection © One or both ends of the link are connected to an unmanaged port

Aport that can be configured remotely (usually via SHAP)

Aport that cannot be configured remotely (usually wia SHWP

10.1.10.1 avaya.cajunP330 ---» IntlD : 110 Deseription :

10.1.10.8 avaya.cajunP360 ---» IntlD : 104% Description : 10/100BaseTx-Pur

10.1.10.9 avaya.cajunP360 ---» IntlD : 1025 Description : 10100 BaseTx-Pur

10.1.10.9 avaya.cajunP360 ---» IntlD : 1072 Descrption : 10/100BaseTx-Pur

Discovery Rating is Acceptable (>50%) but you should still check the following switch ports

10.1.10.6% &% avaya.lpPhonedd 10

10.1.10.67 &+ avaya.lp Phoneddzi

10.1.10.65 &+ avaya.lp Phoneddzi

10.1.10.9 awaya.cajun P60

10.1.10.1 avaya.cajunP330

Metwark discovery objects discovered :

avaya.caunP360 Lucent Technologies Switch

These devices are not connected to an SNMP managed switch

on
% 5NWP Responded ' PING Responded

avaya.cajun P60 Lucent Technologies Switch

% SNMP Responded b PING Responded

avaya.lpPhonedfill Awaya Communication WolP Phone

% SNMP Responded ' PING Responded

avaya.|pPhonedbzl Awaya Communication WolP Phone

% SNMP Responded % PING Responded

avaya.lpPhonedb2l Awaya Communication WolP Phone

% SNMP Responded % PING Responded

avaya.lpPhone fAvrawa Communication “alP Phone

% SNMP Responded ' PING Responded

avaya.lpPhonedf2d Awaya Communication WolP Phone

% SNMP Responded ' PING Responded

avaya.|pPhonedbzl Awaya Communication WolP Phone

% SNMP Responded % PING Responded

avaya.lpPhonedf2d Awaya Communication WwolP Phone

% SNMP Responded % PING Responded

Methios Dewice Intel Corporation Wiarkstation

WAl didn't hawe comect permissions % MetBI0S Responded % PING Responded

Windows WAl Dell Inc. Workstation

w| =

il Responded % NetBIOS Responded & PING Responded

Help

fEX

-]

Cancel 2
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In the autoAsset — Network Inventory Tool screen, click on the Alarms tab to see the list of
the IP addresses that did not respond to SNMP or WM.

autoAsset - Network Inventory Tool

File Tools Help
©
technologies
Netwark Discavery Setup lAgselsl
Inwventory Description ]Gundrord test lab START [ Ip‘gsmtsﬁzs::;mwlIl [ Digcoveny/Topology Time
i~ Complete Network Discovery [ - s DISCOVERY Being processed [ 0| 00:07:07
SNMP Start Point |10.1.101 TEST Discovary Status IPs processed
Fiead Community(ies) |public.devconuk RECORD || | FINISHED l llll lllllllll llllll
Basic  Advanced ] = Leam AssetSummary] Lag Alarms ]History1
Limited Metwark, Discovery 1 _j Refresh Alarm Log
e MEe Discovery Alarms
Metwork r Device IP &ddress MAL | Alarm Deseription
Allovsed IP Addiesses | 10.1.101-101 10.22.101.1050-10.1 10.70 ¥ iW_N o
10110 waya o TE3pONSE
Prohibited P Addresses ] 11011013 Avaya Mo SHMP response
Discovery Accuracy 7 Other Options - :gl 1 g;; .;’-‘év;ya :D EEEE lesponss
" NoPing (" Ping Broadcast  PingScan ™ Layer 7 Conversations _10'1 '1 0'3 EM ND SNMP SR
[~ Discover Laper 7 IPs T 2 [ESPONSE
J 110.1.105 Dell Mo SMMP response
[ ! { ! ; ¢ & s 4 1 I Fast Discovery 110.1.10.55 Mo MAC Vendar - Mo SNMP response
Ping Scan mask | 255,255 256.0 /24 755 ¥ Run Topology T1U.T 10585 Mo MAC Wendor F - Mo PING responge
- | 1011011 Avapa Mo WhI rezponze
[ Max Bandwidth kbis | ¥ Microsalt Discovery Ho11012 Avaya Mo WMl response
J I Diagnostic Lag j10.1 1013 Avapa Mo WhI rezponze
Sen S ™ Debtug 1011014 Avaya Mo Wil response
< s dledoads A SIRLD B ™ Show Device Lib o020 IBM Mo 'whl response
| ow Device Libray 1
~Topology Tolerance % (=T m— :1D 1103 1Bt Mo'wh response
L 6o P P |10.1.105 Dell Mo Wl resporse
R ) T - 110.1.710.55 Mo MaC Vendor F - Mo WhI rezsponse
01 23 45 67 8910
4 »
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In the autoAsset — Network Inventory Tool screen, click on the Assets tab to list all the devices
found during the autoAsset discovery process.

Flle Tools

autoAsset - Network Inventory Tool

Help

codima
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Metwaork Discovery Setup  Assets ]
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|
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- AWAADTIDF - 10.1.10.62 - avaya.|pPhonedB20
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| Del
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|- Unknown
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= L3 Switch
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|- MaC Address
Server
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WolP Server

1011012 -101.10.12 - 1P Address - AWAYA - A
10110013 1011013 - 1P Address - AVAYA -
10110014 -101.10.74 - 1P Address - AWAYA, -

58500a_DCT -10.1.10.10 - Avaya 8500 - Ava

SEServer - 10011022 - avava. SIPzerer - Avay
Inc.

| Corporation
ent Technologies

-10.1.10.7 - avaya.cajunP330 - L3 Switch - L3

58500a_DCT -10.1.10.10 - Avaya $8500 - Sery

-10.1.10.8 - avava.cajunP360 - Switch - Switch
-10.1.10.9 - avava.cajunP360 - Switch - Switct
AVAECATZE - 10.1.10.64 - avavalpPhone - Yol
- avaya.|pPhonedB25
avaya lpPhonedE25
avaya.|pPhonedB2L

SEServer - 1001.10.22 - avava. SIPserver - VaolP

SRV1-DCT -101.10.2 - Methios Device - Work: -
SATURM -10.1.10.52 - Metbios Device - Works
PC1-DCT - 10.1.10.57 - Windows Whil - Worksl o

*

autoAsset

Refrezh Aszet Tree

“alP Phone

WinlP Senrer

‘Niiarkstation

o i ——f—
_.-qmi_.im,g_.

i
|Fvaya.

Lucent Technologles

I

i o
;2 |
£

|Lucent Technologles ;avaya cajun P60 |
r Intel Corporcmon 1 Metbios Dewice l :
;Dell Inc. ) :Netblos Dewce El“
,6;]?]55 ; [windous w1}
1 §A1ta\,ra Communlc.a't;on |avaya. Ithone
‘A:\ra\,ra Communlcatlon:avaya Ithone461D 111
E;ur;g:ra Communlcatlonéa\raya Ithone4ﬁED ’3
3 m‘;’ﬁé"&?&%ﬂ'&]&éﬁ?&ﬁ'ﬁ' |zvaya lpPhone4615 | 7|
o %A:uaya Communlcatl Eﬂwaya 58;;30 ST.

]
1]

=il

4
| Aoraya Communication {3vaya. §1Pserver

[
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5. Verification Steps

When the discovery process has started successfully, Discovery Status will show the value
“RUNNING” as shown below. Once the discovery process has completed, the Discovery
Summary screen will appear as shown in Section 4.2.

autoAsset - Network Inventory Tool
File Tools Help

codima

technologies

Metwark Discovery Setup ] Bzzets ]

autoAsset

Inventory Description i IFard test

i Complete Network Discovery [&

Basic  Advanced

SNMP Start Paint | 707 10 [E
Fiead Communityfies] |pubhe deveonu ECORD

Dizcovery/Topology Time

00:06:25

IF Process Summary
STOP DISCOVERY | [Pstoprocess 0]
Being processed |I|
Discovery Status IPs processed

rowine — [IENENNNEENENENNNNEER

¥ Lea Asset Summary ] Log | dlams | History |

€ NoFing € PihgEroadeast © Ping

Fing Scanmask [ 286 2652660 /24 [ 285 |
M Bandwidth Kb/s '

B4 128 132 2566 320 384 443 512

~Topology Tolerance %
1 50

iR R SR
01 23 45 67 8 310
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6. Interoperability Compliance Testing

The interoperability compliance test included feature and serviceability testing. The feature
testing focused on the ability for Codima autoAsset to accurately discover devices in the network
using the following discovery protocols: SNMP, ICMP, NetBIOS and STP. These discovery
protocols allowed autoAsset to create an inventory of the network. The serviceability tests
included stopping and starting the discovery process.

6.1. General Test Approach

The feature test was performed by first entering the seed-device IP address and the private
SNMP community strings configured on Avaya Communication Manager, Avaya SES and
Avaya 4600 Series IP telephones. The test continued by starting the autoAsset discovery process
testing the ability of autoAsset to discover devices in the network. Serviceability tests included
stopping and starting the discovery process. The inventory created by autoAsset was compared to
the network diagram shown in Figure 1.

6.2. Test Results
All test cases were executed and passed. autoAsset 2.30 supports SNMP versions 1 and 2c.

/. Support

For any support related enquiries, contact: tech_support@codimatech.com or
Codima Technologies.

149a Grosvenor Road London SW1V 3JY UK

Tel: +44 (0) 207 881 0700

Fax: +44 (0) 207 730 5194

8. Conclusion

These Application Notes describe the configuration steps for Codima autoAsset 2.30 to
interoperate with Avaya Communication Manager, Avaya SES, Avaya C360 Series Converged
Stackable Switches and Avaya 4600 Series IP telephones. All test cases were completed
successfully and the configuration described in these Application Notes has been successfully
compliance tested.
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9. Additional References
Avaya product documentation can be found at http://support.avaya.com.

Company and product information available from Codima can be found at
http://www.codimatech.com

e http://www.codimatech.com/products.php
e http://www.codimatech.com/products datasheets.php
e http://www.codimatech.com/support.php
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©2007 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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