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Avaya Solution & Interoperability Test Lab

Application Notes for TONE Software’s ReliaTel with
Avaya Modular Messaging — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for the TONE Software
Corporation’s ReliaTel Monitoring and Management platform to interoperate with Avaya
Modular Messaging. ReliaTel is a monitoring and management solution that can monitor and
maintain groups of telephone switches, PBX systems, and other devices from a single control
point. In the compliance testing, ReliaTel used the SNMP interfaces from Avaya Modular
Messaging to provide alarm monitoring.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for the TONE Software
Corporation’s ReliaTel Monitoring and Management platform to interoperate with Avaya
Modular Messaging. ReliaTel is a monitoring and management solution that can monitor and
maintain groups of telephone switches, PBX systems, and other devices from a single control
point. In the compliance testing, ReliaTel used the SNMP interfaces from the Avaya Modular
Messaging system, consisting of the Avaya Messaging Storage Server (MSS) and one Avaya
Messaging Application Server (MAS), to provide alarm monitoring.

Upon detection of a failure, the Avaya MSS or MAS can raise alarms and send SNMP traps to
ReliaTel. ReliaTel collects and stores the alarm information from the Avaya Modular Messaging
SNMP traps, and presents the alarms on the monitoring screen. The integration uses SNMP
version 2c.

1.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following with ReliaTel: generation of SNMP traps
on Avaya MSS, generation of SNMP traps on Avaya MAS, display of received SNMP traps on
the ReliaTel web-based alarm monitoring screen, and comparison of the displayed SNMP trap
with a protocol analyzer.

The serviceability testing focused on verifying the ability of ReliaTel to recover from adverse
conditions, such as disconnecting/reconnecting the Ethernet cable to ReliaTel.

1.2. Support
Technical support on ReliaTel can be obtained through the following:

e Phone: (800)833-8663
e Email: info@tonesoft.com
e Web: http://www.tonesoft.com/support/portal2.html
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2. Reference Configuration

The test configuration used for the compliance testing is shown below.
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Avaya S8700 Servers with
Avaya GB50 Media Gateway

Avaya C363T-PWR
Converged Stackable Switch

/ MSS  MAS \

192.45. 192.45.
100.110 100111

Avaya
Modular Messaging

Tone Software
ReliaTel SNMP
Management Solution

The detailed administration of basic connectivity between Avaya Modular Messaging and Avaya
Communication Manager is assumed to be in place and will not be described in these

Application Notes.

3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8700 Servers with
Avaya G650 Media Gateway

Avaya Communication Manager 5.1,
RO15x.01.1.415.1

Avaya Modular Messaging

e Messaging Storage Server 4.0

e Messaging Application Server 4.0
TONE Software Corporation’s ReliaTel 252
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4. Configure Avaya Modular Messaging Storage Server

This section provides the procedures for configuring the Avaya Modular Messaging MSS
component. The procedures include the following areas:

e Launch web interface
e Administer alarm configuration
e Administer trap destination

4.1. Launch Web Interface

Access the MSS web interface by using the URL “http://ip-address” in an Internet browser
window, where “ip-address” is the IP address of the MSS server. The Logon screen is
displayed. Log in with the appropriate credentials.

Messaging Administration

AVAYA Modular Messaging
|
|

2008 Avaya Inc. All Rights Reserved,

The Messaging Administration screen appears, as shown below.

Modular Messaging
AVAyA Messaging Administration

Help Log Off This server; 192.45,100.110

w Messaqging Administration PN
Subscriber Management | H i =
Activity Log Configuration Messaglng Administration
Messaging Attributes
Classes-of-Service
Enhanced-Lists

The Web Interface allows you to maintain, troubleshoot, and configure your Messaging
System. Select a link from the left-side menu to display the corresponding page.

Sending Restrictions
System Administration
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4.2. Administer Alarm Configuration

Select Alarming > Alarming Configuration from the left pane, to display the Configure
Alarms screen. For Alarm Origination, select “SNMP” from the drop-down list. For Alarm
Level, select the desired level of alarms to be sent to ReliaTel. Retain the default values in the
remaining fields.

Modular Messaging
Messaging Administration

Help Log Off This server: 192.45.100.110
Advanced Installation

-~ N

v Security ~ Configure Alarms
Change My Password
Administrative Roles
Local Administrators
AAA Configuration
ASG Login Administration Product ID |z000000000 |
ASG Login Display

ASG Login Yiolation e M
Subscriber Access Alarm Origination !SNMP v
PPP Configuration

Certificate Management Alarm Level |ALL P
Avaya Root Certificate T ——————

Security Warning
¥ Alarming Alarm Suppression | INACTIVE

b T G Clear Alarm Motification |ZCTIVE v
Query Originators

SMMP Trap Destinations

SNMP Community Modem Dialout Destination | |

SNMP Users
S Modem To Be Configured |COM2 (/dev/ttyS1) v

Backup
Restore

Backup Attributes &

Remote Storage Configura

4.3. Administer Trap Destination

Select Alarming > SNMP Trap Destinations from the left pane, to display the Administer
SNMP Trap Destinations screen. Click Add to add a new trap destination.

AVAyA Modular Messaging

Messaging Administration

Help Log Off This server: 192.45.100.110

Messaging Software Displdi e = A
peider i e = Administer SNMP Trap Destinations
Software Installation

Software Yerification

Software Removal

Software Update

Advanced Installation

[Eeoe ooty Alarm Level: MINOR

Change My Password

Administrative th:lles Alarm Suppression: INACTIVE

i IP Address o 25t Name | Community KME Tone Dath Hinhas EEE A EEh
ASG Login Yiolation No Trap Destinations Administered Yet!
Subscriber Access

PPP Configuration
Certificate Management
Avaya Root Certificate
Security Warning

* Alarming

Alarming Configuration
SNMP MIB ITI Parameters
Duery Originators

SNMP Community

SNMP Users

HTTPS Servers
v Backup /Restore

Backup = ERanGE Dolote

Restore “ w
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The Add New SNMP Trap Destination screen is displayed. Enter the IP address of the
ReliaTel server in the IP Address or Host Name field, and retain the default values in the

remaining fields.

AVAYA

Help Log Off

Server Software Display
Software Installation
Software Yerification
Software Removal
Software Update
Advanced Installation
¥ Security
Change My Password
Administrative Roles
Local Administrators
AAA Configuration
ASG Login Administration
ASG Login Display
ASG Login Yiolation
Subscriber Access
PPP Configuration
Certificate Management
Avaya Root Certificate
Security Warning
* Alarming
Alarming Configuration
SNMP MIE II Parameters
Query Originators
SNMP Trap Destinations

TLT; Reviewed:
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Messaging Administration

“ Add New SNMP Trap Destination

Modular Messaging

This server: 192.45.100.110

IP Address or Host Name [192.45.100.123

NMS Type | INADS v

Port Number |16z '
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5. Configure Avaya Modular Messaging Application Server

This section provides the procedures for configuring the Avaya Modular Messaging MAS
component. The procedures include the following areas:

e Launch Voice Mail System Configuration
e Administer community
¢ Administer SNMP alarm

The Avaya Modular Messaging system can support multiple MAS servers. In the compliance
testing, only one MAS server was used. For Avaya Modular Messaging systems with multiple
MAS servers, this section can be repeated for each MAS server desired to be monitored by
ReliaTel.

5.1. Launch Voice Mail System Configuration

On the MAS server, launch the Voice Mail System Configuration application by selecting Start
> Programs > Avaya Modular Messaging > Voice Mail System Configuration. The Voice
Mail System Configuration screen is displayed. Select Voice Mail Domains > LZDevConnl
> Serviceability as shown below, where LZDevConnl is the local voice mail domain.

!,f ¥oice Mail System Configuration - LZMAS1
File Edit Tools Help

=-pig Woice Mail Domains
Bﬁg LZDewonnl
(8 Telephone User Interface
-2 Auto Atkendant
‘ﬁ Call Me
€5 Notify Me
E’T‘_! Message Waiting Indicabor
Fax
[+#]- f:’ Security Foles
Elé:':' Security
gl Auditing
- PENS
i Languages
B}l Audio Encading
% Dialing Rules
% Messaging
g web Subscriber Options
Serviceabiliby
---I';' Licensing
-@ Tracing Syskem
- Eﬂﬂ Message Application Servers
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5.2. Administer Community

The Serviceability — Voice Mail Domain screen is displayed. Select the Communities tab, and
click Add to add a new community.

Serviceability - Yoice Mail Domain l

General | SMMP Trap Destinations  Communities | Qe Originatars | [nternet F'rn:n:-:iesi

Commurity | Apply To

Jl | >

Add Hemove |

k. | Cancel | Help |

The screen is updated with a new entry line, as shown below. Click on the Community field in
the entry line, and enter a desired community string, in this case “avayatrap”. Click on the
Apply To field in the entry line, and select “Traps”. Click OK.

Serviceability - ¥Yoice Mail Domain l

Generall SMMF Trap Destinations ~ Commnities | Query Originatars | [nkernet F'ru:u:-:iesi

Add Remove |
k. I Cancel I Help I
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5.3. Administer SNMP Alarm

Select the General tab. For Alarm Origination, select “SNMP” from the drop-down list.

Retain the default values in the remaining fields.

Serviceability - Yoice Mail Domain I

General | SMMP Trap Destinatinnsl Enmmunitiesl Quer Originatars | Inkernet F'rn:n:-:iesi

Alarrn Origination: SHEP

[T Suppress alam notifications

¥ Clear slam Motification

Send alarm at this level ar :
higher: i Minar ;I

When stopping the MAS service:

€ Wit for ports to become idle
€ wiaitindefinitel

& it bor (minutes] |10 =

' Stop Immediately

k. I Cancel Help
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6. Configure TONE Software Corporation’s ReliaTel Solution

This section provides the procedures for configuring TONE Software Corporation’s ReliaTel
solution. The procedures include the following areas:

Launch web interface
Administer centers
Administer entities
Administer IP addresses

The configuration of ReliaTel is typically performed by TONE Software Corporation’s
technicians. The procedural steps are presented in these Application Notes for informational
purposes.

6.1. Launch Web Interface

Access the ReliaTel web interface by using the URL “http://ip-address:8080/ems/app” in an
Internet browser window, where “ip-address” is the IP address of the ReliaTel server. Log in
with the appropriate credentials.

& 10w <> ReliaTel

UserD
Password

H Change Password

In the subsequent screen, select Administration from the top menu, as shown below.

-:E.:? RQ“QTEI > : - Help | Logout sadm

Monitor Alarms Performance Reporting Adr;inisiration i 2!?2;2059 ;14:09 PST

53
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6.2. Administer Centers

From the ReliaTel screen, select General > Centers in the left pane to display a list of centers in
the right pane. Click New to create a new center.

&) 1oNE ReliaTel ' Al

SOFTWARF

Monitor Alarms Performance Reporting Administration

CENTERS | 1 Rows Filter: > v
General * Name Coverage Full Center Name

system
Coniors

Classes
Entities
Links

2/13/2009 09:48 PST

system

Users

Notification

Alarming
Automation

In the lower portion of the screen, select the General tab. Enter a descriptive Name for the
center. Retain the default values in the remaining fields, and click Apply.

©)TONE <E>ReliaTel Te——
Lr, SOFTWARE
Monitor Alarms Performance Reporting Administration 2/13/2009 09:49 PST
CENTERS [New] Copy || Delete | | [ Customize | 1 Rows Filter:]| =] =l
* Name Coverage Full Center Name
system system
¥ .
Classes
Entities
Links
Users | Generalr| References |
Name: Avayalab

Notification D:

BRI Parent Center: [ Top Level Cix]
ST Coverage: - No Coveragix)

| Editing Row
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6.3. Administer Entities

From the ReliaTel screen, select General > Entities in the left pane to display a list of entities in
the right pane. Click New to create a new entity.

<E>ReliaTel” ™ B cons e

2M3/2009 11:00 PST

Monitor Alarms Performance Reporting Administration

B ‘ | _ Customize... ‘ Filter: ]Name LJ IEqua\s Lj | Aenlv' | [ Clear

General © Name Description Center Class Coverage

avaya_audit_magr system avaya-audit _.I

Centers

myself system entity
password_magr system password_mgr
rclag system entity
rtop system entity
snmpmgr system cl-avayanlPbx

Motification

Alarming
‘ Automation

In the lower portion of the screen, select the General tab. Enter a descriptive Name and
Description for the Avaya MSS. For Center, select the center name from Section 6.2, in this
case “Avayalab”. For Class, select “cl-avayaAllPbx” from the drop-down list, as shown below.
Click Apply All.

" m P RQ"QTQI- - : Help | Logout sadm
S SOFTWARE _
Monitor Alarms Performance Reporting Administration 2M5/2009 08:02 PST
ENTITIES dew| Copy | Delete || Customize.. | Filter: [Name =] [Equals =] | i) e
General les 2t rarar
Centers ) '
LIt
Links [ General | | [ ttributes |[Fal P | Paling | e i | E Schedules | Audile
ST Mame *:  [Avaya-MSS
Description: [Avaya MM MSS
Motification Center *: iAvayaLah Lj
Alarming Class *;  |clavayaAlPhy |
Automation Coverage: ] j
Cancel All | Apply Al
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The ReliaTel screen is refreshed and shows the newly added entity. Double click on the new
entity, in this case “Avaya-MSS”.

<E>ReliaTel’ .. ® : -. _:. - Help | Logout sadm

Monitor Alarms Performin:e-ﬁe:iurting .ﬂﬂminixtmtion 2M 472009 10:49 PST
il | |  Customize... | Filter: |Hams x| [Equals ]| Apnly | Clea
MName .Description | center Class Coverage |
Aiaya-Ms3 Avaya MM MSS Avayalab cl-avayasllPby ol
avaya_audit_mgr system avaya-audit
myself system entity
password_magr system password_magr
rclog system entity
rtcp system entity
"= n snmpmgr system cl-avayaallPbx
Notification
Alarming
Automation

In the lower portion of the screen, select the Logging tab. Check the Log State field to enable
logging. Enter a descriptive name for Channel. Retain the default values in the remaining
fields, and click Apply All.

@W <E>ReliaTel’ et e

SOFTWARE . R e
Monitor Alarms Performance Reporting  Administration 2M5/2009 08:04 PST
ENTITIES Mew | Copy I Delete ‘ | Customize... J Filter; | Mame | |Equals =[] Apply | Clea
General = Mame :Description :Center Class Coverage
Avaya-Mss Avaya MM M55 Avayalab cl-avayasllPby i
Centers = = Air v
Classes At abici e swstam Awawa-andi ;
[ | o[
;"Géner:ai i Logging I bt .:-E.oll-F-‘:a.i:—t.érns- .I.:‘-o.\li-n.g- I Actions | MAPattarnsM.ﬂ-\ "I'a‘i:iz‘as“_“ﬁfion‘iiors- I Scan Patterns Schedules _AuaiEIe.::-ﬁéI;erances
Log State: v
Channel: |e-192.45.100.110
Notification Log Pattern: | FavayadliPbs ~|
Alarming Log Age (days) *: Jao
Automation Message Timeout (seconds) *; &0
Cancel Al | Apply Al |
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Repeat the procedures in this section to create an entity for each Avaya MAS server desired to be

monitored. In the compliance testing, one Avaya MAS entity was configured with “Avaya-
MAS” as the name and “c-192.45.100.111” as the channel, as shown below.

FOFTWARE

‘C‘Ei> RQIIUTQI' . \ : Help | Logout sadm

Monitor Alarms Performance Reporting Administration 2M5/2009 08:04 PST

General

Centers

Notification

‘ Alarming
‘ Automation

M Copy‘ Delete ‘ | _ Customize... ‘ Filter: JName L{ ]Equals ﬂ I wanly | | Glear .

© Mame | Description | Center | Class | Coverage

Ay aya-Mas Ayvaya MM MAS Avavalab cl-avayaallPbx _‘_]

a\{mm_mqq Zwawa MM MES awawal ah rloavavaslBhe | _._J'

4 »
I Il

'."G_eneral..] Loaging [ -:_“I.i‘éllul.:‘.ét"terns _Polllng Actlons I M i?'-:a.&erns-:_-MA_'I-'.aEies_; Manitars :gcan-li‘;a.tEerns :’.Sc-he-ciilies I -Au;:IIiI-JIe-:_“.Ré.ﬁerences.:

Log State: 2

| Channel: |e-192.45 100 111
Log Pattern: | FavayaalPby e
Log Age (days) *: 30

Message Timeout (seconds) *: ]ED

Cancel Al | Apply Al |
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6.4. Administer IP Addresses

Log in to the Linux shell of the ReliaTel server with administrative rights. Navigate to the
“conf” directory to edit the “cdata.conf” file, as shown below.

[ReliaTel ~]# cd /export/home/ems/etc/conf

[ReliaTel confl]l# vi cdata.conf

Scroll to the end of the file, and add new lines to associate the IP address of the Avaya MSS and
each Avaya MAS server with the channel names from Section 6.3, as shown below. Save the

file.

[c—snmpmgr]
chanType = SNMPMGR
account
port

1162

[c-192.45.100.110]
chanType = SNMPMGR
account = 192.45.100.110

[c-192.45.100.111]
chanType SNMPMGR
account 192.45.100.111

In the Linux prompt, issue the “pkill” command to restart all necessary components.

[ReliaTel confl# pkill -HUP dapmgr
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7. General Test Approach and Test Results

The feature test cases were performed manually. Different SNMP traps were generated on
Avaya MSS and Avaya MAS and verified on the ReliaTel web-based alarm monitoring screen.
The verification also included the use of a protocol analyzer to view the SNMP traps sent from
Avaya Modular Messaging. The different SNMP traps included Avaya MSS reboot, Avaya
MSS messaging restart, Avaya MAS reboot, and disconnect/reconnect the Avaya MAS T1
connection.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet cable to the ReliaTel server.

All test cases were executed and passed.

8. Verification Steps

This section provides the test that can be performed to verify proper configuration of Avaya
Modular Messaging and ReliaTel.

Generate alarm events on the Avaya MSS and Avaya MAS, such as reboot the Avaya MSS,
restart the messaging on Avaya MSS, reboot the Avaya MAS, or disconnect/reconnect the Avaya
MAS T1 connection. With a protocol analyzer, verify that SNMP traps are sent to the ReliaTel
server.

In the ReliaTel screen, select Monitor Alarms from the top menu. Select View > AvayalL.ab in
the left pane, where “Avayalab” is the name of the center from Section 6.2. Verify that the new
alarms are displayed in the right pane, as shown below.

O Towe >ReliaTel’ _ .

SOFTWARE

Monitor Alarms Performance Reporting Administration 3/4/2009 09:39 PST

MONITOR ALARMS

Full Screen Window

Alarm List Dashboard

Genters & Entities: [A:knuwledge ]|[ i ]\A\arms: 16 Filter:[ 3] @ Select Column
ﬁéﬂ% bin) Alarm Level State Entity Alarm Text
124 Major Mew Avaya-M5S msgTrapalarms; Ap:IM Res; IMAPD AlmCd:0 DETim:03/04/09 13:08; Event ID:IMAR|
% :\\j‘:% 165 NEE  mew Avaya-M3s  coldstart
gﬁ system 188 Major MNew Avaya-Mas msgTrapalarms; Ap:vS Res:GEMERIC Almcd:1 AlmbLyl:NON DE/Tm:03/04/09 13:12; E
157 ERT  mew Avaya-MAS  linkUp; 1; 192,168.1.250; avayatrap
1e0 R new fvaya-MAS | linkUp; 65539; 192.168.1.250; avayatrap
101 ERT  nmew svaya-MAS  linkUp; 65540; 192.168.1.250; avayatrap
I 192 Major MNew Avaya-MAS inadssnmpalarm; SEVERE error from SPIRIT application]192.162.1.250 is not a sup
193 Major Mew Avaya-Mss msgTrapalarms; Ap:MT Res:BACKUP Almcd: 1 AlmLylWRN Almd:02/26/09 03:05 Rsl
I 194 Major MNew Avaya-Mss msgTrapalarms; Ap:ivM Res: SOFTWARE AlmCd: 602 DL/Tim:03/04/09 13:12; Event 1
196 Major Mew Avaya-MSS msgTrapalarms; Ap:WP Res:MTC almCd: 17 DtfTim:03/04/09 13:12; Event [D:MTCO:
197 m Mew Avaya-Mss linkUp; 1; upf1); up(1)
198 m MNew Avaya-Mss linkUp; 2; up(1}); up(1)
199 m MNew avaya-Msg linkUp; 3; up(1y; up(1)
200 Major New Avaya-Mss linkDown; 4; downi2); down(2)
—— 201 Major MNew Avaya-M5S msgTrapalarms; Ap:IM Res; IMAPD AlmCd:0 DE/Tim:03/04/09 13:14; Event ID:IMAR|
Olption 202 Major Mew Avaya-MSS inadssnmpalarm; 2000000000 04/13:17 ACT|03/04/09,13:12 WP, CGEM,,4,Ma]; ; 4
Custormn Profile < s
T——
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9. Conclusion

These Application Notes describe the configuration steps required for ReliaTel to successfully
interoperate with Avaya Modular Messaging. All feature and serviceability test cases were
completed.

10. Additional References

This section references the product documentation relevant to these Application Notes.

1. Modular Messaging Release 4.0 with the Avaya MSS Messaging Application Server (MAS)
Administration Guide, April 2008, available at http://support.avaya.com.

2. ReliaTel Monitoring and Management Solution Installation and Configuration Guide,
Version 2 Release 5 Modification 0, contact ReliaTel support at info@tonesoft.com.

3. ReliaTel Monitoring and Management Solution User’s Guide, Version 2 Release 5
Modification 2, contact ReliaTel support at info@tonesoft.com.
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property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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