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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between the Alestra Enlace IP SIP Trunk service and Avaya IP Office 9.0.

The Enlace IP SIP Trunk service offered by Alestra provides customers with PSTN access via
a SIP trunk between the enterprise and the Alestra network, as an alternative to legacy analog
or digital trunks. This approach generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between the Alestra Enlace IP SIP Trunk service and an Avaya IP Office
solution.

In the sample configuration, the Avaya IP Office solution consists of an Avaya IP Office 500v2
Release 9.0, Avaya Voicemail Pro, Avaya IP Office soft clients and deskphones, including SIP,
H.323, digital, and analog endpoints.

The Alestra Enlace IP SIP Trunk service referenced within these Application Notes is designed
for enterprise business customers in Mexico. Customers using this service with the Avaya SIP-
enabled enterprise solution are able to place and receive PSTN calls via a broadband WAN
connection and the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks such as analog and/or ISDN-PRI.

2. General Test Approach and Test Results

A simulated enterprise site containing the Avaya IP Office equipment was installed at the Avaya
Solution and Interoperability Lab. The enterprise site was configured to connect to the Alestra
Enlace IP SIP Trunk service via a broadband connection to the public Internet.

The configuration shown in Figure 1 was used to exercise the features and functionality tests
listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Testing was performed with IP Office 500 v2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500 v2 R9.0 to support
analog or digital endpoints or trunks.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Response to SIP OPTIONS queries.

Incoming PSTN calls to various phone types. Phone types included SIP, H.323, digital
and analog telephones at the enterprise. All inbound PSTN calls were routed to the
enterprise across the SIP trunk from the service provider.

Outgoing PSTN calls from various phone types. Phone types included SIP, H.323,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

Inbound and outbound PSTN calls to/from Avaya IP Office Softphone.

Inbound and outbound PSTN calls to/from Avaya Flare® Experience for Windows
softphone.

Various call types including: local, long distance, international, outbound toll-free, etc.
Codecs G729A and G.711A.

G.711 Fax.

Caller ID presentation and Caller ID restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and twinning.

Items not supported or not tested included the following:

Inbound toll-free and emergency calls are supported but were not tested as part of the
compliance test

Network Call Redirection using the REFER method is not supported by Alestra and it
was not tested.

Operator services such as dialing 0 or 0 + 10 digits are not supported.
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2.2. Test Resulis

Interoperability testing of the Alestra Enlace IP SIP trunk service was completed with successful
results for all test cases with the exception of the observations and limitations described below:

Calls to Busy Numbers: Alestra did not send “486 Busy Here” for calls from an
enterprise extension to busy PSTN numbers. Since busy tone was heard by the caller, this
observation had no direct impact to the user.

Caller ID on incoming calls from the U.S.: Calls originating from PSTN telephones in
the U.S. to DIDs numbers in Mexico assigned to the IP Office SIP trunk displayed
“Restricted/Unavailable” on the enterprise extensions. This seems to be a PSTN
restriction for all international inbound calls to Mexico from the U.S., not limited just to
Alestra. This behavior is not necessarily indicative of a limitation of the combined
Alestra/Avaya solution, and it is listed here simply as an observation.

“To” header on incoming calls: Alestra sent in the Request-URI of incoming calls to
the IP Office the last 4 digits of the DID number assigned, but in the To header it sent the
complete 10 digit DID number, preceded by a constant 8 digit prefix. This issue was
referred to Alestra for investigation. Since the Call Routing method in the IP Office was
set to “Request URI”, this issue had no noticeable effect to the user.

T.38 Fax: Even though outbound T.38 fax calls completed normally, on incoming T.38
fax calls, Alestra responded with “488 Not Acceptable Here” to the re-INVITEs sent
from the IP Office using SDP with T.38 parameters, and the calls failed. Hence, it is not
recommended to use T.38 fax with this solution. This issue was referred to Alestra for
investigation.

Inbound and outbound fax calls using G.711 pass-through were successfully tested

2.3. Support

For technical support on the Alestra Enlace IP SIP Trunk service offer, visit
http://www.alestra.com.mx/
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to the Alestra
Enlace IP SIP Trunk service through a public Internet WAN connection.
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Figure 1: Test Configuration

Note that for security purposes, all public IP addresses and phone numbers shown throughout
these Application Notes have been edited so that the actual IP addresses of the network elements
and public PSTN numbers are not revealed.
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The enterprise site contains the Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM64 (Voice Compression Module) for supporting VoIP
codecs. The LANI1 port of Avaya IP Office is connected to the enterprise LAN while the LAN?2
port is connected to the public IP network. Endpoints include Avaya 1600 and 9600 Series IP
Telephones (with H.323 firmware), Avaya 1140E IP Telephones (with SIP firmware), Avaya
1408 and 9508D Digital Telephones, analog telephones and PCs running Avaya IP Office
Softphone and Avaya Flare® Experience for Windows. The site also has a Windows PC running
Avaya IP Office Manager to configure and administer the Avaya IP Office system, and Avaya
Voicemail Pro providing voice messaging service to the Avaya IP Office users. Mobile
Twinning is configured for some of the Avaya IP Office users so that calls to these users’
extensions will also ring and can be answered at the configured mobile phones.

In an actual customer configuration, the enterprise site may include additional network
components between the service provider and the Avaya IP Office system, such as a session
border controller or data firewall. A complete discussion of the configuration of these devices is
beyond the scope of these Application Notes. However, it should be noted that all SIP and RTP
traffic between the service provider and the Avaya IP Office system must be allowed to pass
through these devices.

During the compliance test, in addition to the DID numbers assigned to the SIP trunk, Alestra
provided a local test number in Monterrey, Mexico. A SIP-based softphone was registered to this
local PSTN number and was used to originate and terminate local calls to and from the PSTN to
the enterprise
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya IP Office 500v2 9.0.0.829
Avaya IP Office Digital Expansion Module 9.0.0.829
DCPx16

Avaya IP Office Manager 9.0.0.0.Build 829
Avaya IP Office Voicemail Pro 9.0.0.311
Avaya 1608 IP Telephone (H.323) 1.3 SP3
Avaya 9640 IP Telephone (H.323) Avaya one-X Deskphone Edition 3.2
Avaya 1140E IP Telephone (SIP) 04.03.18.00
Avaya Digital Telephone 1408 32.0
Avaya Digital Phone 9508 0.45
Avaya IP Office Softphone 3.2.3.49.68975
Avaya Flare® Experience for Windows 1.1.4.23
Alestra Enlace IP

Sonus Softswitch V07.03.06 R0O03
Acme Packet SBC V6.2
Lucent SESS Vieé.1

5. Configure IP Office

This section describes the Avaya IP Office configuration necessary to support connectivity to the
Alestra Enlace IP SIP Trunk service. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From the PC running Avaya IP Office Manager, select Start >
Programs - IP Office = Manager to launch the application. Navigate to File = Open
Configuration (not shown), select the proper Avaya IP Office system from the pop-up window,
and log in with the appropriate credentials. A management window will appear similar to the one
shown in the next section.

The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on
the left side and the Details pane on the right side. These panes will be referenced throughout the
Avaya IP Office configuration.

Standard feature configurations that are not directly related to the interfacing with the service
provider (such as LAN interface to the enterprise site, Twinning and IP Office Softphone
support) are assumed to be already in place, and they are not part of these Application Notes.
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5.1. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in
the Navigation pane. Confirm that there is a valid license with sufficient “Instances” (trunk
channels) in the Details pane. Note that the entries under PLDS Host ID and License Key in the
screen below were edited for security purposes.

IP Offices

K BOOTR (8)
Cperator (33
IPZ00YZ Main
[+ Syskem (1)
BT Line (223
-2 Contral Unit (43
[+--.4p Extension {46)
£
E
£

H-§ User (48)

]:ﬁ Group {11

H--@ Short Code (68)

----- B Service ()

[H-aiy RAS (1)

[]---e Incoming Call Route (12)
----- Eﬂ S anPaort (0}

g Direckory (00

£ Time Prafile (0)

[]—--@ Firgwall Profile (1)
Fe-Jll IP Raute (4)

----- & Account Code (0}

----- W License (74)

----- i\ Tunnel (0}

E]—--ﬁ‘, ser Rights (8)

- BRI (2)

----- " RAS Location Request (0)
----- B | nratinn (0

License |Rem0te Server I

License Mode  License Marmal

pLos Host 1o 1115
Feature I License Ke I Instances I Status I Expiry Date:
Unused (1) tG2gHNVYNSDp@KF. .. 255 Walid Mewver
CTI Link Pro BGombEmoMy9gqy.,, | 255 v alid ever
|5IF Trurk. Channels “nMtHesbRDXL42,,. 255 W alid Mever |
Trd Party 1P Endpoirks I=Ehzy Wose MG, it ald Tlevar
IPS00 Universal PRI {Additional chan...  inmDJREQYIpOCU,,, 255 v alid ever
1600 Series Phones LgOrJz@4LDFlaPo... 255 Walid MNewer
Wave User Bllzs=rBlEA@SUIR,. ., 255 W alid MNever
Integrated Messaging cbws3ckzLat7hg_D.., 255 Y alid ever
Preferred Edition (Woicemail Pro) @I1nk@@_Mdenh... 255 W alid Mewver
Microsoft CRM Integration {users) Qlzsfo@xDxzQE9,.. 255 Walid Mever
CCC Spectrum Wallboards BIMDIEdjgkYUE3ER... 255 W alid ewver
DECT Inkegration {ports) DaQmiw3gavI@ed... 255 Chsolete ewver
Phone Manager Pro 23CTzlwBPMShixe.,, 255 v alid ever
Phone Manager Pro IP Audio Enabled...  ®T9InjazMyllagqux... 255 W alid ewver
Compact Business Centre MaS3qeakgivUkKOl... 255 Yalid Mever
CCC Server @h13H09dRvfmvd,., 255 Walid Newer
CCC PC Walboards ealR_gtPEwwIsQE... 255 Walid Mewver
CCC Supervisars ZAWwEYtlgvxiaPe... 255 valid Mever
Receptionisk ZROnH3tmMXwAsp... | 255 W alid ewver
eBLF gR@YhTEWdOYHa,,, 255 W alid Mewver
Preferred Edition Additional Woicemail ... ZIueWYSLLMy7FZf,,, 255 yalid ever
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5.2. LAN2 Settings

In the sample configuration, IP500V2 Main was used as the system name, and the WAN port
was used to connect the Avaya IP Office to the public network. The LAN2 settings correspond to
the WAN port on the Avaya IP Office. To access the LAN2 settings, first navigate to System (1)
- IP500V2 Main in the Navigation pane and select the LAN2 = LAN Settings tab in the
Details pane. Set the IP Address field to the IP address assigned to the Avaya IP Office WAN
port. Set the IP Mask field to the mask used on the public network. All other parameters should
be set according to customer requirements.

IP Offices

BOOTP (8)
Ciperatar {3)

-4 Line (22)

[H-==» Contral Unit (4)
-4y Extension {46)
B-f User (48)
[ Group (1)
-8 Short Code (68)
----- @ Service (0}
B-alfy RAS (1)

----- g wanPort (0)

----- a4 Directory (0)
g'.“\ Time Profile {0}
- Firewsall Profile (1)
-l IP Route {4)

I:I---e Incoming Call Route {12)

IP500V2 Main®

System | LAM1 DNS | Woicemail | Telephony | Directory Services I System Events | SMTP | SMDR | Twinning | Y | CCR I Codecs

LAN Settings §yoIp | Metwork Topolagy |

IF Address I 172 . 16 . 157 . 148
IP Mask 255 . 255 . 285 . 182
Primary Trans. IP Address o . o0 .0 .0
Firewall Profile I <Mone j
RIP Mode INone =l
™ Enable MaT

Nurnber OF DHCP IP Addresses Iﬂ

DHCP Mode
’7(' Server { Clent ( Dialin % Disabled advanced
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On the VoIP tab in the Details pane, check the SIP Trunks Enable box to enable the
configuration of SIP trunks. The RTP Port Number Range can be customized to a specific
range of receive ports for the RTP media. Based on this setting, Avaya IP Office would request
RTP media be sent to a UDP port in the configurable range for calls using LAN2.

L&k SEttingsl ¥oIP HetworkTopolngyl

" H323 Gatekesper Enable
[T Auto-create Extn

™| futa-create User I™ | Hz23 Remote Extn Enable

IV SIP Trunks Enable |

T SIP Registrar Enable

™| futo-create Bt ser ™| sirRemote Extn Enable

Darnain Marme I

I~ upe LIDP Part m Remate LIDP Pork m
Layer 4 Protocol T 1ce TCP Part m Remate TP Park m

I 1s TLS Port ISDEI 3: Remote TLS Port |5061 3:
Challenge Expiry Time (secs) m

-RTP

—Part Mumber Range

Mimiraurn |49 152 3: Maxirnurn |53246 3:

—Port Mumber Range {MAT)

Mimimur |49 15z 3: Maximum |53246 3:
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Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP header with specific values to support Quality of Services policies for both signaling
and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signaling. The specific values used for the compliance test are shown in the example below.

All other parameters should be set according to customer requirements.

L&M Settings  ¥oIP |Network Topalagy |

¥ Enable RTCP Manitoring on Port S005

Keepalives
Scope IDisabIed j Periodic timeout IU
Initial keepalives IEnabIed j
— DifFSery Settings
IBB 3: DSCR(Hex) [B8 = WideoDSCP(Hex) |FC == DSCP MaskiHex) |38 == SIGDSCP (Hex)
|46 3: DSCP |46 3: Video DSCP |63 3: DSCP Mask, |34 3: SIG DSCP
—DHCP Settings
Primary Site Specific Option Mumber (S50MN) 176
Secondary Site Specific Option Mumber (SS0M) 242

VLAMN INot Present 7 I

1100 Yoice WLAM Site Specific Cption Mumber (330K) (232

1100 Yaice YLAN IDs |
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On the Network Topology tab in the Details pane, configure the following parameters:

¢ Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. Since no network address translation (NAT) was used in the
compliance test, the parameter was set to Open Internet. With this configuration, the
STUN Server IP Address and STUN Port are not used.

¢ Set Binding Refresh Time (seconds) to 300. This value is used to determine the
frequency at which Avaya IP Office will send SIP OPTION messages to the service
provider.

e Set Public IP Address to the IP address that was set for LAN2.

e  Under Public Port, set UDP to 5060.

¢ All other parameters should be set according to customer requirements.

LAR Setkings | yoIp | Mebwork Topalogy
—MNetwork Topology Discovery:
STUM Server Address [62.90.168.13 STUN Port m
Firewal{NAT Type [ [open trternet [ =l
Binding Refresh Time {seconds) |
Public TP Address 172 . 16 . 157 . 148 RonsTN | cancsl |
Public Port
LDP =
TCP =
L5 =
™ Run STUM on skarktup

In the compliance test, the LAN1 interface was used to connect the Avaya IP Office to the
enterprise site IP network. The LAN1 interface configuration is not directly relevant to the
interface with the Alestra SIP trunk, and therefore is not described in these Application Notes.
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5.3. System Telephony Settings

Navigate to the Telephony - Telephony Tab in the Details Pane. Choose the Companding
Law typical for the enterprise location. In Mexico, A-Law is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the
SIP trunk to the service provider.

B IP500V2 Main =

system | Lan1 | Lanz | ons | voicemal Directnry Services | System Events | SMTP | SMOR | Twinning | wem | ccr | codecs |

Telephariy |Park&Page | Tones &music | ming Tones | sm | calLog | Tur |

—bhnalogue Extensions — Companding Law
—Switch ——— — Line
Default Cutside Call Sequence INDrmaI j
Default Inside Call Sequence IRing Type 1 j T ULaw € U-lawLine
Default Ring Back Sequence Ring Type 2 -
J . I cRkis J * a-Law ¥ a-Law Line

Restrick Analogue Extension Ringer Yaolkage r

= [ Dss Status

Dial Delay Time (secs) 4 =
Dial Delay Count ] = W' Auto Hold
< W D
Default Mo Answer Time (secs) 15 = | Dzl By e
= "
Hold Timeout (secs) 120 = P show Account Code
E I Inhibit OFF-Switch Forvward) Transh
Park Timeouk (secs) 300 = l LI witch ForwardiTrans erl
i = ™ Restrict Metwark Inkerconnect
Ring Delay (secs) 5 =
- r Drop External Only Inprompky Conference
Call Priority Promotion Time (secs) IDisabIed :I
r ‘Wisually Differentiate External Call
Defaulk Currency ILISD j
r Unsupervised Analog Trunk Disconnect Handling
DeFaulk Marne Priority IFavnr Trunk, j
v High Quality Conferencing
Media Connection Preserwation IDisabIed j
™ strict 51PS
v Digitalfanalogue Auto Create User
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5.4. Twinning Calling Party Settings

Navigate to the Twinning tab on the Details Pane. Uncheck the Send original calling party
information for Mobile Twinning box. This will allow the Caller ID for Twinning to be
controlled by the setting on the SIP Line (Section 5.7). This setting also impacts the Caller ID
for call forwarding.

IP500V2 Main

system | Lan1 | Lamz | DS | woicemail | Telephony | Directory Services | system Events | smTe | sMor CCR

||_ Send ariginal calling party infarmation For Mabile Twinningl

Calling parky infarmation Far I
Mabile Twinning

5.5. System Codecs Settings

Navigate to the Codecs tab in the Details Pane. The RFC2833 Default Payload field is new in
IP Office release 9.0. It allows the manual configuration of the payload type used on SIP calls
that are initiated by the IP Office. The default value 101 was used. The list of Available Codecs
shows all the codecs supported by the system, and those selected as usable. The Default Codec
Selection area enables the codec preference order to be configured on a system-wide basis. The
buttons between the two lists can be used to move codecs between the Unused and Selected
lists, and to change the order of the codecs in the Selected codecs list. By default, all IP (SIP and
H.323) lines and extensions will use this system default codec selection, unless configured
otherwise for a specific line or extension.

System | LAt | LaMz | DS | voicemail | Telephony | Directory Services | System Events | smTP | smoR | Twinning | vem | ccr

IP500V2 Main |

Codecs |

| RFZ25833 Defaulk Pavload

101

=1

— fwvailable Codecs

—Default Codec Selection
—Unused

G711 LLAW 64K
G711 ALAW 64K
5,722 64K

G, 729¢a) 8K C5-ACELP
G.723.1 6K3 MP-MLG

G711 ULAW 64k
G722 64K
G. 7231 6K3 MP-MLO

B

e

bt

AR

—Selecked

G711 ALAW &4k
G.729(a) 8K C5-ACELP
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5.6. IP Route

Create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets, in order to reach the subnet where the SIP proxy is located on the Alestra
network. On the left navigation pane, right-click on IP Route. Select New (not shown).

e Set the IP Address and IP Mask of the remote subnet of the Alestra SIP Proxy.

e Set Gateway IP Address to the IP Address of the router used to reach the external
network. For the test configuration, this was the IP address of the local ISP router.

¢ Set Destination to LAN2 from the pull-down menu.

= 192.168.145.0 B K v | < >

IP Route |

IP Address [192 . 168 145 . D
IP Mask EREEREEE
Gateway IP Address |1?2 .16 157 . 254
Destination [Lanz =l
Metric |0 =
r Proxy ARP
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5.7. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the Alestra
Enlace IP SIP Trunk service. To create a SIP line, begin by navigating to Line in the Navigation
Pane. Right-click and select New— SIP Line.

5.7.1. SIP Line Tab

On the SIP Line tab in the Details Pane, configure the parameters as shown below:

¢ [Leave the ITSP Domain Name blank. IP Office will use the ITSP Proxy Address,
defined on the Transport tab on Section 5.7.2, as the host portion of the SIP URI in the
From headers of messages sent to the network.

e Check the In Service box.

e Check the Check OOS box. With this option selected, IP Office will check the
responses to SIP OPTIONS messages sent to the service provider to determine the
operational status of the SIP Line.

Set Call Routing Method to Request URI.

Set Send Caller ID to Diversion Header. This is needed to support call forwarding of
inbound calls back to the PSTN and some extension to cellular (twinning) scenarios.

¢ Uncheck the REFER support box. REFER is not supported by Alestra.

e Default values may be used for all other parameters.

IP Offices 8 SIP Line - Line 17
- K BOOTP (8) || [5te tine frransport| s1p urt|vetp | 138 Fax| stp credentials|
s Operator (3)
=7 IPS00YZ Main Line Mumber Il? 3:
[0 System (1)
=-F7 Line (22 | ITSP Domain Mame I I | In Service v |
4
..... " 1
_____ i URI Type |5 =l
:? Prefix [ [ check 0os ~ |
""" ] Mational Prefix Call Routing Metho Request LRI 2
, 19 | Prefi 0 Il hod
..... ., 20
_____ — Originator number For
;2 ;g; Country Code I forwarded and twinning calls I
..... T
..... 7 203 International Prefix IUD Marne Priority ISystem Default j
..... F7 204
_____ 'T"I 205 Send Caller I IDiversion Header j | Caller 1D from From header [~
4
""" ;j ggg Association Method IBy Source IP address j Send From In Clear o
..... =i
..... {}: o0 User-fgent and Server I
..... 17 209 Headers
..... 9 210 Service Busy Response |486 - Busy Here j
..... 1211
..... T_‘: 212 Ackion on CAC Location Lirit IAIIow Yoicemail Ll
..... T 215 |
_____ L‘ B I~ REFER Suppart |
4 1
..... 17 215 |- Incoming IAIways j
..... T_‘I 216 .
-2 Control Uit {4) Putgaing Jeays |
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5.7.2. Transport Tab
Select the Transport tab and set the following:

e Set the ITSP Proxy Address to the IP address of the Alestra SIP proxy server.
e Set the Layer 4 Protocol to UDP.

e Set Use Network Topology Info to LAN2 as configured in Section 5.2.

e Set the Send Port to 5060.

e Default values may be used for all other parameters.

i

= SIP Line -Line 17

SIP Line |Transp0rt "51|=- URI|valP | 738 Fax|SIP Credentials|

ITSP Proxy Address [192.168.145.9

— Mebwork Configuration
Layer 4 Protocol fuoe =] sendpart [sos0 =
Uze Network Topology Info ILP.N z j Listen Port ISDED ﬁ
Explick DNSServer(s) |0 . 0 . 0 .0 |0 .0 .0 .0

Calls Rouke via Registrar v

Separake R.eqgistrar I
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5.7.3. SIP URI Tab

A SIP URI entry needs to be created to match each number that Avaya IP Office and Alestra will
accept on this line. Select the SIP URI tab, click the Add button and the New Channel area will
appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and
click the Edit... button. In the example screen below, a previously configured entry is edited.

For the compliance test, in the outbound direction, a single SIP URI entry was created that will
populate the user part of the origination headers on outbound calls with the 10 digit DID number
set in the SIP tab of that User, as shown in Section 5.8. The entry was created with the
parameters shown below:

¢ Set Local URI, Contact and Display Name to Use Internal Data. Set PAI to None.

e Associate the line to an outgoing line group using the Outgoing Group field. The
outgoing line group number is used in defining short codes for routing outbound traffic to
this line. For the compliance test, a new outgoing group 17 was defined that only contains
this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

i

SIP Line -Line 17

SIP Line | Transpart [SIP URL|volp | T35 Fax| SIP Credentials|

B Remoye |
H
N

Edit...

Ok |
Cancel |

Channel | GroUps | ‘Wia | Local URT | Contack | Display Mame | PAl | Cre add. .. |
L 017 1... M. 0:]
2 17 0 1... 3040 3040 3040 MN... 0O

3 17 0 1... 3041 3041 3041 M., O
4 17 0 1... 3042 3042 a042 M., O
5 17 0 1... 3043 3043 3043 M., O
=] 17 0 1... 3045 3045 3045 M., O
7 17 0 1... 3044 3044 2044 M., O
8 17 0 1... 3046 3046 3046 M., O
—Edit Channel

Via [172.16.157.148

Local URT IUse Internal Data j

Conkack |Use Internal Daka j

Display MName ILlse Internal Data j

PAL INone j

Reqgiskrakian ID: <Mone > j

Incoming Group IEI

Cutgoing Group Il?

Max Calls per Channel |1E| Eﬁ
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On inbound calls, Alestra sent to the IP Office the last 4 digits of the DID numbers in the

Request-URI header.

A SIP URI entry needs to be created to match each incoming number that Avaya IP Office will
accept on this line. The example below shows the entry for the DID number ending in digits

3040:

e Set Local URI, Contact and Display Name to 3040. Set PAI to None.

® Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. For the compliance test, a new incoming group 17 was defined that

only contains this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

SIP Line | Transport SIP URI |'-.-'|:|IF‘ | 738 Fax| 51 Credentials|

SIP Line -Line 17

: | Remaove

Edits .

Cancel

Ik |
__concel_|

Zhannel | Groups | ‘Wia | Local LIRI | Contack | Display Mame | POl | Cre add...
1 o 17 1... M., 0=
2 17 0 1... 3040 3040 3040 Moo 6
3 17 0 1... 3041 3041 3041 M... O:-=
4 17 0 1... 3042 a4z 2042 M... 0=
5 17 0 1... 3043 3043 3043 M... 0=
& 17 0 1... 3045 3045 3045 M. 0=
7 17 0 1... 3044 3044 3044 M... 0=
g 17 0 1... 304 304 2046 M... 0=
—Edit Channel
Via [t72.16.157. 148
Local LRI |z040 ~|
Conkact |3040 |
Display Mame |3IZI4III j
PaI INI:II'IE j
Reqistration IEI: “Mone= j
Incoming Group Il? |
Cubgoing Group IU
[Max Calls per Chaninel l10 =1
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5.7.4. VolP Tab

Select the VoIP tab to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

.
-

In the sample configuration, the Codec Selection was configured using the Custom
option, allowing an explicit ordered list of codecs to be specified. The buttons allow
setting the specific order of preference for the codecs to be used on the line, as shown.
Set Fax Transport Support to G.711.

Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

Leave Allow Direct Media Path unchecked. In the reference configuration, there was no
“visibility” between the private subnet where the enterprise IP endpoints were located
and the public IP address of the ITSP Proxy server, hence direct media was not supported
in this environment.

Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on
the trunk.

Check the PRACK/100rel Supported box, to advertise the support for provisional
responses and Early Media to Alestra.

Default values may be used for all other parameters.

SIP Line -Line 17

SIP Line | Transport | SIP URI T38 Fax| SIP Credentials |

™ volIP silence Suppression

| I Allow Direct Media Path |

l S Icustﬂm v" | |7 Fe-invite Supported |
—Unused ———————— —Selecked
G711 LULAW 64K 54 G.729(4) 8K CS-ACELP I™ Codec Lockdown

G.722 64K
G.723.1 6K3 MP-MLO

711 ALAW Bk [ PracKi100rel Supported |

™| Farce direct media with phones

o [ G711 Fax ECan

M E[E] R

=
Fax Transpork Suppork IG.?ll j I
Location ICIDud j
Zall Initiation Timeaout (s) |4 3:
DTMF Support |RFC2a33 =]
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5.8. Users

Configure the SIP parameters for each user that will be placing calls via the SIP line defined in
Section 5.7. To configure these settings, navigate to User in the left Navigation Pane, and select
the name of the user to be modified. In the example below, the name of the user is Extn
1101dcp. Select the SIP tab in the Details Pane.

The values entered for the STP Name and Contact fields are used as the user part of the SIP URI
in the From and Contact headers for outgoing SIP trunk calls. The example below shows the
settings for user “Extn1101dcp”. The SIP Name and Contact are set to one of the DID numbers
assigned to the enterprise by Alestra. In the example, the DID number 8111113040 was used.
The SIP Display Name (Alias) parameter can optionally be configured with a descriptive name.

IP Offices E Extn1101dcp: 1101 (i

Cl-§  User (48 :I Forwarding | Dial Im | Yoice Recording | Buttan Programming | Menu Pragramming | IMobiliky I Group Membership | Announcernents

----- g MNolser
----- 4k RemateManager | SIF Name I3111113U4U I
- 1101 Extnll0ldep | _ i
..... 110z Extnl10zdep SIF Display Mame (alias) IExtnllDldcp
----- 1103 Extn1103dcp | Tarleme Ial 11113040 |
----- 1104 Extn1104
----- 1105 Extn1105
----- 1106 Extn1106 I~ anonymous
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5.9. Incoming Call Route

Incoming call routes map inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc, within the IP Office system. Incoming call routes are defined for each
DID number assigned by the service provider.

To add a new incoming call route, from the left Navigation Pane, right-click on Incoming Call
Route and select New (not shown). The screen below shows the route for one of the DID
numbers assigned to the enterprise by Alestra, 8111113040 in this example.

On the Details Pane, under the Standard tab, set the parameters as show below:

e Set Bearer Capacity to Any Voice.
e Set the Line Group Id to the incoming line group of the SIP line defined in Section 5.7.

(Alestra sent in the Request-URI to the IP Office only the last 4 digits of the DID

numbers).

Default values may be used for all other parameters.

IP Offices = 17 3040
: K BOOTR (5 Standard Jvnice Recording I Destinations I
: i~ Operator (3)
(-5 IPS00YZ Main
-5 System (1) Bearer Capability |F'-nb-f Yoice j
sy IPSO0V2 Main _
B Line (22) Line Group ID |1? j
B Contral Unit (4) Incoming Murmber [z040
@ Extension [46)
: User (48) Incoming Sub Address I
-5 Group (1) ;
[+ 8 Short Cade (68) rEE Ty L I
(B8 Service (0)
i Locale -
RAS (1) | =
4 Incoming Call Route {123 | Pritity [1 - Low [
15
H e 19 Tag I
e i
3 g . Hold Music Saurce | system Source [~
----- @ 17 3040 Ring Tane Override |N0ne ﬂ
- 17 3041

Set the Incoming Number to the last 4 digits of the DID number assigned by Alestra.

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. Click the OK button (not shown). In this example, incoming calls to
8111113040 on line 17 are routed to extension 1101.

17 3040 X v|<|>
Standardl Yoice Recording |Destinations I
TimeProfile Destination Fallback Extension
[ 3 Defaulk walue | 1101 Extnl10ldep ﬂ | j
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5.10. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
on Short Code in the Navigation Pane and select New. On the Short Code tab in the Details
Pane, configure the parameters as shown below.

In the Code field, enter the dial string which will trigger this short code, followed by a
semi-colon. In this case, 8N;. This short code will be invoked when the user dials 8
followed by any number.

Set Feature to Dial. This is the action that the short code will perform.

Set Telephone Number to N”@192.168.145.9”. This field is used to construct the
Request URI and To headers in the outgoing SIP INVITE message. The value N
represents the number dialed by the user. The IP address 192.168.145.9 represents the IP
address of the Alestra SIP proxy.

Set the Line Group Id to the outgoing line group number defined on the SIP URI tab on
the SIP Line in Section 5.7.3. This short code will use this line group when placing
outbound calls.

Default values may be used for all other parameters.

IP Offices =] 8N;: Dial
=B 2 short: Code ] d Shaort Code |

..... “ *DU
----- /X *01 Code far;
----- B 0z
_____ o #03 Feature IDiaI j
""" Bt "0 Telephone humber ~ [W'@152.168.145.9"
..... “ *05
----- X *06 Line Group I Il? j
----- B 07N
..... B 08 Locale IUnited States (US English) j
""" X *09 Force Account Code [
..... “ *ID*N#
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5.11. Automatic Route Selection

Optionally, Automatic Route Selection (ARS) can be used rather than the simple short code
approach described above. With ARS, secondary dial tone can be provided after the access code.
Other features like time-based routing criteria and alternate routing can be specified so that a call
can re-route automatically if the primary route or outgoing line group is not available. ARS also
facilitates a more granular treatment for different types of calls, and permits a more specific
matching of the telephone number dialed following the access code. While detailed coverage of
ARS is beyond the scope of these Application Notes, and alternate routing was not used in the
reference configuration, this section includes some basic screen illustrations of the ARS settings
used during the compliance test.

To create a short code to be used for ARS, right-click on Short Code in the Navigation Pane and
select New. The screen below shows the short code 9N created. Note that the semi-colon is not
used here. In this case, when the Avaya IP Office user dials 9 plus any number N, instead of
being directed to a specific Line Group ID, the call is directed to Line Group 50: Main, which is
configurable via ARS.

Short Code |
Code |-am
Feature IDiaI j

Telephone Mumber IN

Line Group ID ISEI: Main

L L

Locale ILIniI:eu:I Skates (105 English)

Force Account Code [
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The following screen shows the example ARS configuration for the route Main. Note the
sequence of Xs used in the Code column of the entries to specify the exact number of digits to be
expected, following the access code and the first digit on the string. This type of setting results in
a much quicker response in the delivery of the call by the IP Office. For example, for local calls,
the user dialed 9 plus the 8 digit local number, starting with a 1 or a 2, which was the range of
local numbers used during the compliance test. For national long distance calls in Mexico, the
user dialed 9, then 01, followed by 10 digit numbers.

BOOTR (9 AR5 |
. Dperatar (3)
2 IPSOO0YZ Main AR5 Route Id |50 ¥ Secondary Dial bone
[=]-*=9 System (1)
.8y IPROOYE Main Route Name IMain |SvstemTDne j
[T Line (22)
B~ Control Unit (4) Dial Delay Time ISystem Default (4) 33 IV check User Call Barring
[+ Extension (46)
E-f User (48)
-5 Group (1) In Setvice 7 Out of Service Route |<None> j
(-8 Short Code (68)
-8 Service (0} l
oy RAS (1)
[]---@ Incoming Call Route (12) Tirne: Profile <Nong:= | m— O Of HOUPS ROUEE |<N0ne> j
@ “WanPort (0} l
--am Directory ()
7 Time Prafile (0)
[]___@ Firewall Profie (1) Code Telephone Mumber | Feature | Line Group ID ;I Add... |
5l 1P Route (4 ZARARIAR 2N Dl 17
. Account Code (0) LRAHRARA 1N Dial 17 Remoye |
By, License (74) 040 040 Dial 17 :
i Tunnel (0 | e 01N Dial 17 | LI
&3 User Rights (g} 01800 01300M Dial 17
DOXERERERENE oor Dial 17
il nnin Niial 17 _ILI
# RAS Locakion Request (0) d I L2
. & Location (0} l
Alternake Route Prioricy Level |3 'l l
Alternate Route Wait Time ISD 3: ey b TGRS RiOULE: <Mone j
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5.12. Privacy/Anonymous Calls

For outbound calls with privacy (anonymous) enabled, Avaya IP Office will replace the calling
party number in the From and Contact headers of the SIP INVITE message with “restricted” and
“anonymous” respectively. Avaya IP Office can be configured to use the P-Preferred-Identity
(PPI) or P-Asserted-Identity (PAI) header to pass the actual calling party information for
authentication and billing. By default, Avaya IP Office will use PPI for privacy. For the
compliance test, PAI was used for the purposes of privacy.

To configure Avaya IP Office to use PAI for privacy calls, navigate to User = NoUser in the
Navigation Pane. Select the Source Numbers tab in the Details Pane. Click the Add button.

IP Offices NoUser: EI

a BOCTR (%) 2 User | Vaicemail | DD | Short Codes | Source Numbers ITeIephony | Forwarding | Dial In | Yoice Recording | Button Programming | Menu Programming | Mak 4 I L4

- {7 Operator (3)
|-y IPS00YZ Main Source Mumber [
' Systemn (1)

{ Line (22} Remayve
+]--<2 Control Linik {4}
-4 Extension (46) Edit...,
B (3

o

¥lanad

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_USE_PAI FOR_PRIVACY. Click OK.

Cancel

MNew Source Mumber
o4 |
Saurce Mumber SIP_USE_PAI_FOR_PRIVACY

The SIP_USE_PAI_FOR_PRIVACY parameter will appear in the list of Source Numbers as
shown below.

User | Voicemaill DrD | short Codes  Source Mumbers |Telephony | Forwarding | Dial In | Yoice Recordingl Button Programmingl IMenu Progre 4 | L4

Source Mumber | add...
1101 Extnl: SIP_USE_PAI_FOR_PRIVACY
1102 Extni: Remoyve
1103 Extnl:

1104 Extni: Edlt., .

il

5.13. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections (not shown).
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6. Alestra Enlace IP SIP Trunking Configuration

Alestra is responsible for the configuration of the Alestra Enlace IP SIP Trunk service. The
customer will need to provide the IP address used to reach the Avaya IP Office at the enterprise.
Alestra will provide the customer the necessary information to configure the Avaya IP Office
SIP trunk connection, including:

IP address of the Alestra SIP Proxy server.

Supported codecs and order of preference.

DID numbers.

All IP addresses and port numbers used for signaling or media that will need access to the
enterprise network through any security devices.

7. Verification Steps

The following steps may be used to verify the configuration:

e Use the Avaya IP Office System Status application to verify the state of the SIP
connection. Launch the application from Start - Programs - IP Office
- System Status on the PC where Avaya IP Office Manager was installed. Log in
using the appropriate credentials and select the SIP line of interest from the left pane. On
the Status tab in the right pane, verify that the Current State is Idle for each channel
(assuming no active calls at present time).

IP Office System Status

SIP Trunk Sunemary
g e Fama: - HILEE TS AL R
Ricsohied Address: 107 1641453
Lines! e 17
Mumber of Sdministerad Channeis: o0
Sumbir of «JNanrus in L ]
Acbrririsheresd Compeession; BTE L0, GYAL A
SENiE SR off
Leager 4 Prostocal; uoe
I Trurk Charnel Licenses: Uniirsited . o
SIP Teurk Charin Licaivees inUse: o
51 Device Peshures: UPCMATEE (Irecoming ared Cstigming)

2 =y
3 [fls | DO=42:07
F] [ 'J,l:qz:u." '_J
5 | Idle | 00=42:07
i e [D04Zi0T
7 T |0=A4Z:07 |
a ] Lol III:‘iZ:I?Ii"I
[] (ol 04207
| Il | D0=42:07
1 Il [D0z42:07
[FI| T |0=AZ:07 |
13 [fls  |DO=42:07
oo e | I I | I I I ! I =l
rac s Output - Al Craaninids:
o | _pvg | _cavin | b, |_swmten |
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e Select the Alarms tab and verify that no alarms are active on the SIP line.

Alarmms

Stabus  Utilization Summary

Alarms for Line: 17 SIP sips/ /102 1561450

Lask Date $OF Error

OCELITENG BS Error Desscriphon

e Verify that a phone connected to Avaya IP Office can successfully place a call to the
PSTN with two-way audio.

e Verify that a phone connected to the PSTN can successfully place a call to the Avaya IP
Office system with two-way audio.

e The Avaya IP Office Monitor application can additionally be used to monitor and
troubleshoot SIP signaling messaging between the service provide and the IP Office.
Launch the application from Start > Programs - IP Office > Monitor on the PC
where Avaya IP Office Manager was installed.

8. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office release 9.0 and the Alestra Enlace IP SIP Trunk Service, as shown in
Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.
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9. Additional References

[1] Avaya IP Office 9.0, Installing IP500/IP500 V2. Document 15-601042, November 2013
https://downloads.avaya.com/css/P8/documents/100174004

[2] Avaya IP Office Manager Release 9.0, Document 15-601011, September 2013
https://downloads.avaya.com/css/P8/documents/100174478

[3] Administering Avaya Flare® Experience for IPad devices and Windows, Release 9.0,
September 2013
https://downloads.avaya.com/css/P8/documents/100175132

[4] IP Office System Status Application, Document Number 15-601758, November 2012
https://downloads.avaya.com/css/P8/documents/100150298

[5] Avaya IP Office Knowledgebase, http://marketingtools.avaya.com/knowledgebase

Product documentation for Avaya products may be found at http://support.avaya.com.
Product documentation for the Alestra Enlace IP SIP Trunk Service is available from Alestra.
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Appendix: SIP Line Template

Avaya IP Office Release 9.0 supports a SIP Line Template (in xml format) that can be created
from an existing configuration and imported into a new installation to simplify configuration
procedures as well as to reduce potential configuration errors.

Not all of the configuration information is included in the SIP Line Template, therefore, it is
critical that the SIP Line configuration be verified/updated after a template has been imported,
and additional configuration be supplemented using Section 5.7 in these Application Notes as a
reference.

The SIP Line Template created from the configuration as documented in these Application Notes
is as follows:

<?xml version="1.0" encoding="utf-8" ?>

- <Template xmIins="urn:SIPTrunk-schema">
<TemplateType>SIPTrunk</TemplateType>
<Version>20131114</Version>
<SystemlLocale>enu</SystemLocale>
<DescriptiveName>Alestra IPO9</DescriptiveName>
<ITSPDomainName>192.168.145.9</ITSPDomainName>
<SendCallerID>CallerIDDIV</SendCallerID>
<ReferSupport>false</ReferSupport>
<ReferSupportlncoming>1</ReferSupportIncoming>
<ReferSupportOutgoing>1</ReferSupportOutgoing>
<RegistrationRequired>false</RegistrationRequired>
<UseTelURI>false</UseTelURI>
<CheckOOS>true</CheckO0S>
<CallRoutingMethod>1</CallRoutingMethod >
<OriginatorNumber />
<AssociationMethod>SourceIP</AssociationMethod >
<LineNamePriority>SystemDefault</LineNamePriority>
<UpdateSupport>UpdateAuto</UpdateSupport>
<URIType>SIPURI</URIType>
<UserAgentServerHeader />
<CallerIDfromFromheader>false</CallerIDfromFromheader>
<PerformUserLevelPrivacy>false</PerformUserLevelPrivacy >
<ITSPProxy>192.168.145.9</ITSPProxy>
<LayerFourProtocol>SipUDP</LayerFourProtocol>
<SendPort>5060</SendPort>
<ListenPort>5060</ListenPort>
<DNSServerOne>0.0.0.0</DNSServerOne>
<DNSServerTwo>0.0.0.0</DNSServerTwo>
<CallsRouteViaRegistrar>true</CallsRouteViaRegistrar>
<SeparateRegistrar />
<CompressionMode>AUTOSELECT </CompressionMode >
<UseAdvVoiceCodecPrefs>true</UseAdvVoiceCodecPrefs>
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<AdvCodecPref>G.729(a) 8K CS-ACELP,G.711 ALAW 64K</AdvCodecPref>

<CallInitiationTimeout>4</CalllnitiationTimeout>
<DTMFSupport>DTMF_SUPPORT_RFC2833</DTMFSupport>
<VoipSilenceSupression>false</VoipSilenceSupression>
<ReinviteSupported>true</ReinviteSupported>
<FaxTransportSupport>FOIP_G711</FaxTransportSupport>
<UseOffererPrefferedCodec>false</UseOffererPrefferedCodec>
<CodecLockdown>false</CodecLockdown>
<Rel100Supported>true</Rel100Supported>
<T38FaxVersion>3</T38FaxVersion>
<Transport>UDPTL</Transport>
<LowSpeed>0</LowSpeed>
<HighSpeed>0</HighSpeed>
<TCFMethod>Trans_TCF</TCFMethod>
<MaxBitRate>FaxRate_14400</MaxBitRate>
<EflagStartTimer>2600</EflagStartTimer>
<EflagStopTimer>2300</EflagStopTimer>
<UseDefaultValues>true</UseDefaultValues>
<ScanLineFixup>true</ScanLineFixup>
<TFOPEnhancement>true</TFOPEnhancement>
<DisableT30ECM>false</DisableT30ECM>
<DisableEflagsForFirstDIS>false</DisableEflagsForFirstDIS>
<DisableT30MRCompression>false</DisableT30MRCompression>
<NSFOverride>false</NSFOverride>

</Template>
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To import the template into a new IP Office system, copy and paste the exported xml template
file into the Templates directory (C:\Program Files\Avaya\IP Office\Manager\Templates) on the
PC where IP Office Manager for the new system is running.

Next, import the template into the new IP Office system by creating a new SIP Line as shown in
the screenshot below. In the Navigation Pane on the left, right-click on Line then navigate to
New, New SIP Trunk From Template:

IP Offices SIP Line -Line 17
K BOOTR (3) || st Line |Transp0rt| S1P URI|voIP | T38 Fax| SIP Credentials|
« Operator (3)
[=1- IPSOOYZ Main Lire: Murnber Il? 3:
ey v H323 Line In Service T
IP DECT Line
Generate SIP Trunk Template LRI Type ISIF‘ j
o i SIF Line
ul T+ u|
. e M Line Check 005 T
opy Tl =
Poch - SIP DECT Line Call Routing Method IRequest LRI j
aste 1l
3 | Mew SIP Trunk From Template |' Qriginakor number For
Delete Crl+Del T fForwarded and bwinning calls I
Yalidate ALy
IDD Marne: Priority ISystem Default j
Conneck Ta,.. Chrl+T
. IDiversion Header j Caller ID from From header [
Mew from Template (Binary)
Export as Template (Binary) IBV Source IP address j Send From In Clear L
User-Agent and Server I
Headers
Service Busy Response |486 - Busy Here j
Action on CAC Location Limit IAIIow Woicemail j
[[I" REFER Support |

On the next screen, Template Type Selection, verify that the information in the Country and
Service Provider fields is correct. If more than one template is present, use the drop-down
menus to select the required template. Click Create new SIP Trunk to finish the process.

ﬁ Template Type Selection I ]

Locale | Urited States [US Englsh] =]

Counkry I b Ewico j

Service Provider  |EERENGE=NE ~| Digplay &l

Create new SIP Tnk | Cancel
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