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Avaya Solution & Interoperability Test Lab

Application Notes for InteractCRM ThinConnect with
Avaya Communication Manager and Avaya Application
Enablement Services — Issue 1.1

Abstract

These Application Notes describe the configuration steps required for InteractCRM
ThinConnect to interoperate with Avaya Communication Manager and Application
Enablement Services (AES). ThinConnect is an interaction management application developed
using the Java Telephony Application Programming Interface (JT API).

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for InteractCRM ThinConnect
to interoperate with Avaya Communication Manager and Application Enablement Services
(AES). InteractCRM ThinConnect is a desktop Computer Telephony Integration (CTI) solution
that provides desktop control over telephony elements. ThinConnect communicates with Avaya
Application Enablement Services (AES) using the Java Telephony Application Programming
Interface (JTAPI). It provides a desktop CTI Toolbar for screen-pop and other integration
requirements.

1.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying InteractCRM ThinConnect for the following:

e Agent login, logout and change work modes.

¢ Handling incoming and outgoing calls.

¢ Holding and resuming of calls.

e Blind and consult voice transfers and voice conference.
e  Wrap up and aux work reason codes.

The serviceability testing focused on verifying the ability of InteractCRM ThinConnect to
recover from adverse conditions, such as disconnecting the Ethernet cables on the ThinConnect
Client PC, ThinConnect Server and Avaya AES Server, and resetting the Avaya Communication
Manager and ThinConnect Server.

1.2. Support
Technical support on InteractCRM ThinConnect can be obtained through the following:

e Phone: +91-22-40553055
e FEmail: tcsupport@interactcrm.com

JC; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 23
SPOC 5/5/2009 ©2009 Avaya Inc. All Rights Reserved. ThinConnect-AES


mailto:tcsupport@interactcrm.com

2. Reference Configuration

Figure 1 illustrates a sample configuration consisting of an Avaya S8500 Server, an Avaya

G650 Media Gateway, an Avaya AES Server and Avaya 9630 IP Telephones. InteractCRM
ThinConnect Server application is installed on a Windows 2003 Server together with Microsoft
SQL Server 2005 for database support. InteractCRM ThinConnect Server communicates with the
TSAPI Service on the Avaya AES Server using JTAPI. The agent PCs are running the
ThinConnect Client application hosted on the InteractCRM ThinConnect Server using the
Microsoft Internet Explorer. Contact related actions such as call answer and transfer are initiated
using the ThinConnect Client. The Avaya C364T-PWR Converged Stackable Switch provides
Ethernet connectivity to the servers and IP telephones.
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Avaya G650 Media Gateway
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Avaya S8500 Server running Avaya
Communication Manager
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Avaya Application Enablement Services
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with Avaya 9630 IP Telaphonas
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Figure 1: Test Configuration
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Version
Avaya S8500 Server Avaya Communication Manager
512

(Service Pack 01.2.416.4-16770)

Avaya G650 Media Gateway

Dell PowerEdge 860

e TN2312BP IP Server Interface HWO07, FW044

e TN799DP C-LAN Interface HWOI1, FW031

e TN2302AP IP Media Processor HW20, FW118

e TN2185B BRI Trunk 000004
Avaya Application Enablement Services 4.2.1 (r4-2-1-20-5-0)

Patch 1

Avaya C364T-PWR Converged Stackable Switch 4.5.18
Avaya 9630 IP Telephones 2.0 (H.323)
InteractCRM ThinConnect Server on 1.0

Microsoft Windows Server 2003, SP2

Microsoft SQL Server

Microsoft SQL Server 2005, SP3

Sun Java SE Development Kit (JDK)

5.0 Update 13

Apache Tomcat

5.5.17

Table 1: Equipment/Software Validated
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4. Configure Avaya Communication Manager

This section provides the procedures for configuring Computer Telephony Integration (CTI)
links on Avaya Communication Manager. All the configuration changes in Avaya
Communication Manager are performed through the System Access Terminal (SAT) interface.
The highlights in the following screens indicate the values used during the compliance test.

4.1. Configure AES and CTI Links

The Avaya AES server forwards CTI requests, responses, and events between InteractCRM
ThinConnect Server and Avaya Communication Manager. The Avaya AES server communicates
with Avaya Communication Manager over an AES link. Within the AES link, CTI links may be
configured to provide CTI services to CTI applications such as InteractCRM ThinConnect. The
following steps demonstrate the configuration of the Avaya Communication Manager side of the
AES and CTI links. See Section 5 for the details of configuring the AES side of the AES and

CTI links.
Step | Description
1. | Enter the display system-parameters customer-options command. On Page 3, verify
that Computer Telephony Adjunct Links is set to y. If not, contact an authorized Avaya
account representative to obtain the license.
display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? n Audible Message Waiting? n
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? n Backup Cluster Automatic Takeover? n
A/D Grp/Sys List Dialing Start at 01? n CAS Branch? n
Answer Supervision by Call Classifier? n CAS Main? n
ARS? vy Change COR by FAC? n
ARS/AAR Partitioning? y Computer Telephony Adjunct Links? !
ARS/AAR Dialing without FAC? n Cvg Of Calls Redirected Off-net? n
ASAI Link Core Capabilities? n DCS (Basic)? n
ASAI Link Plus Capabilities? n DCS Call Coverage? n
Async. Transfer Mode (ATM) PNC? n DCS with Rerouting? n
Async. Transfer Mode (ATM) Trunking? n
ATM WAN Spare Processor? n Digital Loss Plan Modification? n
ATMS? n DS1 MSP? n
Attendant Vectoring? n DS1 Echo Cancellation? n
2. | Enter the add cti-link m command, where m is a number between 1 and 64, inclusive.
Enter a valid Extension under the provisioned dial plan in Avaya Communication
Manager, set the Type field to ADJ-IP, and assign a descriptive Name to the CTI link.
add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 19951
Type: ADJ-IP
COR: 1
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Step | Description
3. | Enter the change node-names ip command. In the compliance-tested configuration, the
CLAN board with the node-name CLAN-01A02 was utilized for connectivity to Avaya
AES server.
change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
CLAN-01A02 10.1.10.21
MEDPRO-01A13 10.1.10.31
VAL-01A04 10.1.10.41
default 0.0.0.0
procr 10.1.10.10
4. | Enter the change ip-services command. On Page 1, configure the Service Type field to
AESVCS and the Enabled field toy. The Local Node field should be set to the CLAN-
01A02 board that was configured previously in Step 3. During the compliance test, the
default port was utilized for the Local Port field.
change ip-services Page 1 of 3
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS Y CLAN-01A02 8765
On Page 3, enter the hostname of the Avaya AES server for the AE Services Server field.
The server name may be obtained by logging in to the Avaya AES server using Secure
Shell (SSH), and running the uname -a command. Enter an alphanumeric password for
the Password field and set the Enabled field to y. The same password will be configured
on the Avaya AES server in Section 5.3 Step 2.
change ip-services Page 3 of 3
AE Services Administration
Server ID AE Services Password Enabled Status
Server
1¢ aesl XKXXXXXXXKXXXXKXXXX Y
28
3¢
5. | Enter the save translation command to save the changes to the system. This completes
the configuration of the Avaya Communication Manager.
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5. Configure Avaya Application Enablement Services

This section provides the procedures for configuring Avaya Application Enablement Services.
The procedures fall into the following areas:

5.1.

Administer CTI User

Verify Avaya Application Enablement Services License
Administer Switch Connection

Administer TSAPI link

Administer CTI user permission

Administer CTIl User

Step | Description
1. | Launch a web browser and enter https://<IP address of AES server>/MVAP/ to access
the AES OAM web based interface. Log in to AES OAM using an administrative login
and password (not shown), and the Welcome To OAM screen will be displayed.
3 https:/10.1.10. 71/MVAP/forms/common/home. jsp - Microsoft Internet Explorer
O Back ~ () lﬂ \EL‘ ;\J /-\‘ search ‘::E’ Favorites é‘l = — ﬁ @ i‘%
Address @;’] htps:i/10.1.10.71fMyaR Forms/commonfhome. jsp
Application Enablement Services
Operations Administration and Maintenance
®0:sM Home ®Heln @Logout
Home Y¥ou are here; > Home
CTI 0AM Administration Welcome to OAM
User Management
Security Administration The AE Services Operations, administration, and Management {0AM) Web provides you with tools
for managing the AE Server. OAM spans the following administrative domains:
« CTI OAM Admin - Use CTI OAM admin to manage all AE Services that you are licensed to use
on the AE Server,
+ User Management - Use User Management to manage AE Services users and AE Services
user-related resources,
= Security Administration - Use Security Administration to manage Linux user accounts and
configure Linux-PAM (Pluggable Authentication Modules for Linux).
Depending on your business requirements, these adminstrative domains can be served by one
administrator for both domains, or a separate administrator for each domain,
&) 5| 89 Local intranet
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Step | Description

Click User Management, then User Management > Add User in the left pane. Specify a
value for User Id, Common Name, Surname, User Password and Confirm Password.
Set CT User to Yes. Use the values for User Id and User Password to configure
InteractCRM ThinConnect in Section 6 to access the TSAPI Service on the AES server.
Scroll down to the bottom of the page and click Apply (not shown).

3 Add User - Microsoft Internet Explorer
Fle Edit View Favorites Tools  Help

Q) Back ~ ERER "

Address @3https:p’,ilD.1‘10‘71,iMVAPfactiunfussrfpre:rsatsussr‘du

) search < Favorites 4 v i [N+ [ 3

viGo

A

Application Enablement Services
Operations Administration and Maintenance

oM Home ®Help @Logout

User Management Home!

You are here:

> Add User

~| User Management

x Add User
List all Users
Add User Fields marked with * can not be empty.
Search Users
Modify Default User * User 1d[; B
icrm
Change User Passwaord b 3
| » Service Management CERTHERA TS ‘!@WQ
» Help * Surname|Thinconnect |
* User Password |
* Confirm Dasswnrd
admin Note L ‘
Avaya Role | None v.:

Business Categary |
|
Car License ‘

CM Home |
L

Css Home ‘

Nenartment Number |

B %4 Local intranet
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5.2. Verify Avaya Application Enablement Services License

Step

Description

1.

Select OAM Home, then click on CTI OAM Administration from the left menu (not
shown). From the Welcome to CTI OAM Screens page, verify that the Avaya Application
Enablement Services license has proper permissions for the features illustrated in these
Application Notes by ensuring the TSAPI service is licensed. If the TSAPI service is not
licensed, then contact the Avaya sales team or business partner for a proper license file.

3 Welcome to CTI OAM Screens - Microsoft Internet Explorer.

@Batk i > ) |ﬂ \EL‘ gl - search ‘3?’Favnrites {I“i

Address ‘gj hitps:i/10.1.10.71fMyaR Forms/ctifctiHome jsp

Application Enablement Services
Operations Administration and Maintenance
$o4M Home ®Help @Logout

CTI 0AM Home ¥ou are here: = CTI OAM Home

» Administration

Welcome to CTI OAM Screens

| » Status and Control

| » Maintenance

' » Alarms [craft] Last login: Mon Dec 29 15:14:50 2008 from 10.1.10.152

| » Logs

v Utilities " . :

| | IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.

L Help Changes to the Security Database do not require 3 restart,
Service Status State Licenses Purchased
ASAI Link Manager RUnning M/ A
DMCC Service Running OMNLINE Yes
CYLAN Service Running DNLINE Yes
DLG Service Running OFFLINE Yes
Transport Layer
Sorvice Running M/ MNA &
TSAPI Service Running ONLINE
SMS M/A M/A Yes
For status on actual services, please use Status and Control,
License Information
Y¥ou are licensed to run application Enablement (CTI) version 4.2,

&l 5 % Lacal intranet
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5.3. Administer Switch Connection

Step

Description

1.

From the CTI OAM Home menu, select Administration > Switch Connections. Enter a
descriptive name for the switch connection and click Add Connection. In this
configuration, SITEA is used.

2} https://10.1.10.71/MVAP/forms/ctifswitchConns. jsp - Microsoft Internet Explorer

@Back M > | Iﬂ @ h }.-’Saarch ;\?’ Favorites {‘E { 2~ G = __i ﬁ @ ‘:‘ .'l'

Address ‘@j https:ff10. 1.10.71/MYAP/Forms/ctifswitchConns. jsp vl 5o

Application Enablement Services

Operations Administration and Maintenance
ome ®Help @ ogout

CTI OAM Home You are here: > Administration >

~ | Administrati - -
| - |administration| Switch Connections

Network Configuration
CTI Link Admin [smea ]
DMCC Configuration Connection Name MNumber of Active Connections
TS4PI Configuration [
Security Datahase
Certificate Managerent
Dial Plan

Enterprise Directory
Host &4

SMS Configuration

:g*l 8 & Local intranet

o

‘[ Add Connection ]

-

-

Edit Connection ] [ Edit CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection

=

> -

=

The Set Password — SITEA screen is displayed. Select CTI/Call Information for Switch
Connection Type. For the Switch Password and Confirm Switch Password fields, enter
the password that was administered in Avaya Communication Manager using the IP
Services form in Section 4.1 Step 4. The SSL field needs to be checked. Click on Apply.

<24 https://10.1.10. 71/MVAP/action/cti/switchConns. do - Microsoft Internet Explorer
@ Back - >} lﬂ @ _I\ 7 Search 7. Favorltes (f‘i el == = ﬂ @ «‘i 'l'

Address @j https:ff10.1.10,71 /MYAR/ action/ctijswitchConns. da VI G0

//A;/AVA Application Enablement Services

Operations Administration and Maintenance
® oM Home ®Help @ Logout

CTI OAM Home You are here: > Administration >

LI T Set Password - SITEA

-

Network Configuration

Switch Connections
+ CTI Link Admin
+ DMCC Configuration

TS&PI Configuration
+ Security Database ;
» Certificate Management | | Confirm Switch Password sssssssssnsasens |
+ Dial Plan

Enterprise Directory
b Host A4

SMS Configuration

:ﬂ Done 8 & Local intranet

Flease note the following:
* Changing the password affects only new connections, not open connections,

Switch Password eassssssansssnns |
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Step | Description

3. | The Switch Connections screen is displayed. Select the newly added switch connection
name and click Edit CLAN IPs.

73 https://10.1.10.71/MVAP/action/ctifswitchPwd. do - Microsoft Internet Explorer EEx

|ﬂ @ h j.-‘SEarch ‘{;‘\{:"Favar\tes {‘l - .7 = |ﬁ @ :&

Application Enablement Services

Operations Administration and Maintenance

® 040 Home ®Help @ Logout

CTI OAM Home You are here: >  Administration > Switch Connections

~ Administration
Metwork Configuration
Switch Connections
e A | H Add Connection
+ DMCC Configuration Connection Name MNumber of Active Connections
TS4PI Configuration SITEA o
» Security Database
+ Certificate Management
+ Dial Plan
Enterprise Directory
| » Host A
I | SMS Configuration
& Done S % Localintranet

Switch Connections

-

[ Edit Connection ]l[ Edit CLAN IPs ]l[ Edit H.323 Gatekeeper ] I Delete Connection

4. | In the Edit CLAN IPs — SITEA screen, enter the host name or IP address of the C-LAN
used for AES connectivity. In this case, 10.1.10.21 is used, which corresponds to the IP
address of the C-LAN administered on the Avaya Communication Manager in Section 4.1
Step 3. Click Add Name or IP.

<} https://10.1.10.71/MVAP/action/ctifswitchConns. do - Microsoft Internet Explorer

LS008

Application Enablement Services

Operations Administration and Maintenance

®osM Home @ Help -Qi\_n:n gout

CTIL 0AM Home You are here: = Administration > ch Connections
~ Administrati =
e Edit CLAN IPs - SITEA
v Network Configuration

Switch Connections =
CTI Link Admin [oioa | |[_Add Name orip_|

oo

-

DMCC Configuration Mame or IP Address Status
TSAPI Configuration

Security Datshase
Certificate Management

>

+ Dial Plan
Enterprise Directary
{ b Host A4
I : SMS Configuration
'-éj é ‘-J Lacal intranet
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5.4. Administer TSAPI Link

Step

Description

1.

To administer a TSAPI link on AES, select Administration > CTI Link Admin >
TSAPI Links from the CTI OAM Home menu. Click Add Link.

<R https://10.1.10.71/MVAP/forms/ctiftsapilinks.jsp - Microsoft Internet Explorer l-i@l@
Qe - © Iﬂ @ D | O searh Sleravonss €8 | (- 1 L E© @ 8 3 l'.l'
address [&] httpsif10.1.10, 71 /MyAR Forms/cti/tsapiLinks. jsp "; ol

Application Enablement Services

Operations Administration and Maintenance

me @ Help @Logout

CTI 0AM Home You are heret > Administration > CTI Link Admin > TSAPI Links

: ~| Administration TSAPI Links

» Metwaork Configuration

Switch Connections

Link Switch Connection Switch CTI Link #  ASAIL Link Yersion Security
[ Add Link ([ Edit Link ][ Delete Link

CYLAN Links
DLG Links
» DMCC Configuration
TSAPI Configuration
» Security Datsbase
» Certificate Management

@ é % Local intranet

In the Add / Edit TSAPI Links screen, select the following values:

e Link: Select an available Link number from 1 to 16.

e Switch Connection: Administered switch connection in Section 5.3 Step 1.
e Switch CTI Link Number: Corresponding CTI link number in Section 4.1 Step 2.
e ASAI Link Version: Set to 5.

e Security: Set to Both so that encrypted and unencrypted TSAPI

Links can both be used.

Note that the actual values may vary. Click Apply Changes.

3 https://10.1.10. 71/MVAP/action/ctiftsapilinks. do - Microsoft Internet Explorer
; 1 A ) < - 3 | % -/
@ Back ~ () lﬂ @ ) gearch e Favarites {f‘i =& = L ﬂ @ ';j "l'

Address ‘@j https://10.1.10, 71 /MyAR action/ctijtsapiLinks. do vI &Y o

Application Enablement Services

Operations Administration and Maintenance

$o4M Home ®Help @Logout

CTI OAM Home ¥ou are here: > Administration > CTI Link Admin_ > TSAPI Links

{ ~ Administrati - -
e Add / Edit TSAPI Links
| v Network Configuration
Switch Cannections ) |
. ~ CTI Link Admin Link: 1 v‘ -
| TIS4PI Links Switch Connection: | SITEA v |
[ CYLAN Links Switch CTI Link Mumber: (1 [
OLG Links A I T
ASAL Link Yersion | 58|
» DMCC Configuration - —
ISAPI Configuration Security | Bath ¥
» Security Database |[ Apply Changes Il[ Cancel Changes
+ Certificate Management
;E]Done 5| 83 Local intranet
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Description

Click Apply to confirm the changes.

<} https://10.1.10.71/MVAP/action/ctifaddTsapilinks.do - Microsoft Internet Explorer

@ Back ~ 2]

\ﬂ lgl _h /ﬁiiearth ‘;{:‘\?Favnrltas {f! - .“:\; = _| ﬁ @ ':-j '..l'

Address @:j https:ff10.1.10.71/MyAP actionjctif addTsapiLinks. do v; 50

CTI OAM Home

Application Enablement Services

Operations Administration and Maintenance

Home @ Help @Logout

You are here: Administration = CTI Link Admin >

|+ Administration
| + Metwork Configurstion
Switch Connections
~ CTI Link Admin
TESAPI Links
CYLAN Links
DLG Links
+ DMCC Configuration
TSAPI Configuration
v Security Database
: + Certificate Management

Apply Changes to Link

Warning! Are you sure you want to apply the changes?
These changes can only take effect when the TSAPI server restarts,
Please use the Maintenance -»> Service Controller page to restart the TSAPI server,

Cancel

a Done

é ‘-_{ Local intranet

To restart the TSAPI Service, select Maintenance > Service Controller from the CTI
OAM Home menu. Check the TSAPI Service checkbox and click Restart Service.

2} Service Controller - Microsoft Internet Explorer

EEE
EJE%0 3

CTI OAM Home
| » Administration
| » Status and Control

Application Enablement Services

Operations Administration and Maintenance
Home @Help @Logout

You are here: Maintenance > ontroller

Service Controller

:
'@ Service Controller Status
Service Controller O n
e E e ASAL Link Manager unning
| Restore Database [ oMce Service Running
| Import SOB [ cvLaN Service Running
» Alarms [ oLG Service Running
» Logs [J Transpart Layer Service Running
» Utilities X
{ TSAPI Service Running
» Help
For status an actual services, please use Status and Contral,
|[ Festart Service ]” Festart AE Server ] [ Festart Linux ] [ Restart Yeh Server J
1
@ =) ‘-J Local intranet
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Step | Description
5. | Click Restart to confirm the restart.
= https://10.1.10. 71/MVAP/action/ctifServiceController _Action.do - Microsoft Internet Explorer
JE S0 3
Application Enablement Services
Operations Administration and Maintenance
®oin Home ®Help @ Logout
|| CTL0AM Home You are here: > Maintenance > Service Controller
' » Administration P
| Restart Service
[ Status and Control
' m Warning! Are you sure you want to restart?
i E'E”‘:LDHZD”B" Restarting will cause all existing connections to be dropped and associations lost,
| Backup Datshase I—i[ﬁﬁ
| Restore Datsbase Restart Cancel
Import SDB
_ﬂ:IDnne 5 % Localintranet
6. | Navigate to the Tlinks screen by selecting Administration > Security Database > Tlinks
from the CTI OAM Home menu. Note the value of the Tlink Name, as this will be
needed to configure the InteractCRM ThinConnect Server in Section 6. In this
configuration, the unencrypted Tlink Name AVAY A#SITEA#CSTA#AES1 which is
automatically assigned by the AES server is used.
2} https:/10.1.10. 71/MVAP forms/ctiftlinks. jsp - Microsoft Internet Explorer
@Back - @ |ﬂ @ 7;1 jﬁi Search ‘-_,iﬁ_lFavnntes (f_l - '; = 7_| ﬂ @ ‘;& ,.{
Application Enablement Services
Operations Administration and Maintenance
Home @ Help @Logout
|| CTIOAM Home You are heret > Administration = ecurity Database > Tlinks
| -[Bdmbistrafion] | g
| » Network Configuration
Switch Connections _
. + CTI Link Admin Jlinkslome
||, bMcc configuration @[avaya#SITEA#CSTA#AESL |
TSAPI Configuration O AVAYA#SITEARCSTA-S#AESL
| [SecullvDatsbas (EcitTink | [ Delete Tink_|
SDB Caontral
|| » CTLUsers
' Worktops
' Devices
| Device Groups
| Tlink Groups
;§| 2 % Lacalintranet
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5.5. Administer CTl User Permission

Step | Description

1. | Select Administration > Security Database > CTI Users > List All Users from the CTI

R https://10.1.10.71/MVAPfforms/cti/listCtiUsers. jsp - Microsoft Internet Explorer
File Edit Wiew Favorites Tools  Help

Q) Back - CEER AIP®

Seatch ] ﬂ @ 3

7 Favorites £ - i

OAM Home menu. Select the User ID created in Section 5.1 Step 2 and click Edit.

You are here: =  Administration > Security Database >

GTI 0OAM Home

Application Enablement Services

Operations Administration and Maintenance

CTI Users >

; ~ Administration
{ CTI Users
MNetwork Configuration
Switch Connections

CTI Link Admin

Cormon Natme Worktop Mame Device 10D

{ User ID
| OMCC Configuration

TSAPI Configuration
~ Security Databhase
SDB Control
- CTI Users
List All Users
Search Users
Worktops
Devices

icrm InteractCRM  NONE

NONE

=] S Localintranet

3 https://10.1.10. 71/MVAP/action/ctifctilsers. do - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

Q) Back ~ =R 2

Search ' Favorites 42 v

De®»8 3

Assign access rights and call/device privileges according to customer requirements. For
simplicity in configuration, Unrestricted Access was enabled during compliance testing.
If Unrestricted Access is not desired, then consult [1] for guidance on configuring the
call/device privileges as well as devices and device groups. Click Enable.

a,
"

Address @3 https:/f10.1,10,71/MVAP actionjctijctilsers, do

CTI OAM Home You are here: > Administration > Security Database

Application Enablement Services

> LTI Users =

Operations Administration and Maintenance

ome ®Help @Logout

| |+ Administration
| + Network Configuration

Edit CTI User

Switch Connections

e User ID icrm
i ’ = L , Common Mame InteractCRM
+ DMCC Configuration —
~
TSAPI Configuration Hordpising {& _.J

Unrestricted Access

~ Security Database

SDBE Control

- - LIl Users Call Origination and Termination ‘-None_:\

List all Users = =

{ Search Users . —

: Tk Device / Device ‘None i

Devices cCall / Device ‘_Nnne_"_

. Device Groups Call / Call =

{ Tlinks

| it il Allow Routing on Listed Device LNone v

| v Certificate Management —

+ Dial Blan [ Apply Changes ] [ Cancel ] a

.g“l Dione 2 N4 Local intranet
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Step | Description

3. | Click Apply to apply the changes.

<} https://10.1.10.71/MVAP/action/cti/editCtillser. do - Microsoft Internet Explorer,

@Back i > | lﬂ |EL| _;‘| /.-:Saarch “':‘\,'_”Favar\tes Q“_? — | % ""

Adddress | @] hitps:(f10.1.10.71{MyAP actionctijedtCtilser. do v B

Application Enablement Services
Operations Administration and Maintenance
£ ] ome @ Help @Logout

CTI OAM Home You are here: = Administration > Security Database > CTI Users = List rs

e Apply Changes to CTI User Properties

MNetwork Configuration

-

Switch Connections
Warning! Are you sure you want to apply the changes?
CTI Link &dmin 2 ! 2 B 2

DMCC Configuration |

TS&PI Configuration
~ Security Database
SDB Control
~ CTI Users
List All Users

v -

(&) Done & % Localintranet

6. Configure InteractCRM ThinConnect

This section provides the procedures for configuring InteractCRM ThinConnect, which includes
the following areas:

e Configure InteractCRM ThinConnect Server
e Configure InteractCRM ThinConnect Client PC

6.1. Configure InteractCRM ThinConnect Server

InteractCRM ThinConnect Server is deployed on a Windows 2003 Server running Apache
Tomcat 5.5.17. InteractCRM ThinConnect Server consists of two components:

e LoadBalancer - Dynamically distributes agents across available ThinConnect Server(s).
e ThinConnect Server - Avaya IC SDK compliant call control server and Agent Interaction
Manager.

InteractCRM ThinConnect supports multiple ThinConnect Server machines for redundancy and
uses the LoadBalancer to distribute the agents. In this test configuration, the deployment consists
of one ThinConnect Server with both the LoadBalancer and ThinConnect Server co-resident on
the same machine. The configuration of the LoadBalancer will not be covered as it does not
interface with the Avaya AES.
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6.1.1. Configure ThinConnect Server

From the InteractCRM ThinConnect server, edit the file TSAPI.PRO located in the folder
C:\InteractCRM\ ThinConnect\apache-tomcat-5.5.17\webapps\mis\WEB-INF\classes
Notepad. Specify the IP address of the Avaya AES Server by inserting the following entry

using
as

shown below. Note that 450 is the default port number of the TSAPI Service running on the

Avaya AES Server.

10.1.10.71=450

[ TSAPILPRO - Notepad

File Edit Format WYiew Help

plTelephony servers]

1&.1.10.?1=450|

# tsapi.pro

#*

# This file must be located in one of the directories found in CLASSPATH
#*

# This is a 1ist of the serwvers I:I'F'FEF"IFIE Telephony Services wia TCR/IP.
# Either domain name or IP address may he used; default port number s 450
# The form is: host_name=port_number For example:

#*

# tserver.mydomain. com=450

# 127.0.0.1=450

#*

# (remove the '#' when creating actual serwver entries.)

Edit the file ts.properties located in the folder C:\InteractCRM\ ThinConnect\apache-

tomcat-5.5.17\webapps\mis\WEB-INF\classes using Notepad. Enter the following values for

the fields below, and retain the default values for the remaining fields.

ts.login: CTI User created in Section 5.1 Step 2, in this case is “icrm”.
ts.password: Password of CTI User created in Section 5.1 Step 2.

e ts.link: Tlink Name as shown in Section 5.4 Step 6.
o ts.dialplan.extension.width: Number of digits for phone extension, in this case is “5”.
e ts.dialplan.extension.startswith: Starting digit of extension, in this case is “1”.
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B ts.properties - Notepad
File Edit Format Wiew Help

EBEX

.?eerc1ass=cum.avaya.jtapi.tsapi.TsapiPeer

ogin=bhushan
.password=bhushanlz3

LNk =AVAY AR IUSTDIALAES#CSTA#IUSTDIALAES

Lpeerclass=com. avaya. jtapi.tsapi.

. login=icrm
LPassword=xxx s
L link=Avay A#STITEARCSTAFAESL

dialplan.extension.width=5
.dialplan.extension.startswith=l

rsapifeer

6.2. Configure InteractCRM ThinConnect Client PC

From the InteractCRM ThinConnect Client PCs, launch Microsoft Internet Explorer. Select
Tools > Internet Options and click the Security tab. Click Trusted sites and then Sites.

Internet Options

_General- Security |F'ri\-'a|:_1,l Content | Connections | Programs | Advanced |

Select a'w'eb content zone to specify itz security settings.

® «

Intemet Local intranet

R estrcted
zites

Trusted zites

data.

Security level for thiz zone

Low

Thiz zone containz Web sites that you
truzt not to damage pour compuker or

bowe the slider to eet the security level for this zone.

- Minimal zafeguardz and warning prompts are provided
- Mozt content iz downloaded and run without prompts

- All achive content can run
- Appropriate for zites that pou abzolutely trost

g
[ OF. J [ Cancel Apply
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Enter the URL to launch the ThinConnect Client in Add this Web site to the zone and click
Add. Uncheck Require server verification (https:) for all sites in this zone. Click OK.

Trusted sites

¥ou can add and remove Web sites From this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:
| http://10.1.10.110] I add

Web sites:

@lequire server verification thitps: ) for all sites in this zone

[ (414 ] [ Cancel

From the Internet Options window, click Custom Level.

Internet Options El El

General | Security |F'ri~mu:}I Content | Connections | Programs | &dvanced |

Select a'web content zone to zpecify itz secunty settingz.

< )

Internet Local intranet Restricted
zites

Trusted zites
Thiz zone contains *Web sites that wou
truzst not to damage your computer or S

data. Mo zitez are in thiz zone,

Security level for this zone
tove the glider to zet the security level for this zone.

- | - Medium
| - Safe browsing and still functional
g - Prompts before downloading potentially unzafe content
- Unzigned Activer contralz will not be downloaded
- Appropriate for most [ntermet sites

[ Cuztam Level... ] [ Default Level ]
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From the Security Settings window, configure the following:

Download signed ActiveX controls: Enable
Download unsigned ActiveX controls: Enable

Run ActiveX controls and plug-ins: Enable

File download: Enable
Access data sources across domains: Enable

Security Settings

Initialize and script ActiveX controls not marked as safe: Enable

Script ActiveX controls marked safe for scripting: Enable

Settings:

" Disable

() Prompk

(") Disable

m Enahble

() Prompk

() Disable

Enable

{__) Prompt:
@ Fun Actives

N i o 4 -
£

Reset custom setkings

Reset bo . Law

@ Daownload signed AckiveX contrals

@ Daownload unsigned Ackive controls

@ Initialize and script Ackivel contrals nok marked as safe

conkrals and plug-ins
e e

][ Cancel ]

Click OK. At the next screen, click Yes to confirm the changes. This completes the

configuration required for the ThinConnect Client PC.

7. General Test Approach and Test Results

The feature test cases were performed manually. Incoming and outgoing calls were made on
Avaya Communication Manager and the calls are handled by agents running InteractCRM
ThinConnect Client. All operations were made using the ThinConnect Client without interacting

with the telephone.

The serviceability test cases were performed manually by disconnecting the Ethernet cables on
the ThinConnect Client PC, ThinConnect Server and Avaya AES Server, rebooting of the Avaya

Communication Manager and ThinConnect Server.
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All feature test cases were executed and passed. For serviceability test cases, the following
observations were noted:

e When the Avaya AES Server is unavailable, the JTAPI socket connection between
ThinConnect Server and the Avaya AES Server is dropped. When Avaya AES Server
recovers, ThinConnect Server does not reconnect, so all further CTI control will fail.
Restart of the ThinConnect Service restores normal operation. InteractCRM will provide
the fix in a future patch to correct this behavior.

8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Communication Manager, Avaya Application Enablement Services and InteractCRM
ThinConnect.

8.1. Verify Avaya Communication Manager

Verity the status of the administered TSAPI CTI link by using the status aesvces cti-link
command. The Service State field should display established.

status aesvecs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 5 no aesl established 47 53

8.2. Verify Avaya Application Enablement Services

From the CTI OAM Admin web pages, verify the status of the TSAPI Service by selecting
Status and Control > Services Summary from the left pane. The State field for the TSAPI
Service should display ONLINE.

3 https://10.1.10.71/MVAP/action/cti/servicesSumm. do - Microsoft Internet Explorer

Fle Edt View Favorites Tooks Help

" - A
@Ba[k = ﬂ EL‘ gl - search S Favortes & - da =H

Address QI https:/110,1,10,7 1MV AP fackion/ctifset vicesSumm, do

6503

J

Application Enablement Services
Operations Administration and Maintenance
$®OoaM Home ®Help @Logout

You are here: > GStatus and Control > Services Summary

CTI OAM Home

+ Administration

Services Summary

~ |Status and Control
Switch S .
SWI C ‘;m SR Service State Since Cause
o Q CYLAMN Service QOMLIME 2002-12-19 13:49:47 NORMAL
» Maintenance
b Alane C DLG Service OFFLINE*  2008-12-19 13:49:59 WO_LICENSE_ACQUIRED (1)
+ Logs @ |TSAPI Service OMLINE 2008-12-30 15:28:36 NORMAL'
» Utilities O DMCC Service OMLINE 2008-12-19 13:49:51 NORMAL
» Help

* Mote: This service's status will be running, and this service's state will remain "OFFLINE", until the first
appropriate link is added and the proper license is installed,

2 & Local inkranst
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8.3. Verify InteractCRM ThinConnect

Make an incoming call to the agent. Verify that the agent desktop is populated with an alerting
call entry with the State “New”. Click on Answer to answer the call.

Verify that the agent is connected to the caller, and that the State for the call changes to “In
Progress”. Verify also that the other buttons such as “Hold”, “Transfer”, “Conf” and “Consult”
are now enabled.

9. Conclusion

These Application Notes describe the configuration steps required for InteractCRM ThinConnect
to interoperate with Avaya Communication Manager and Avaya Application Enablement
Services using the Java Telephony Application Programming Interface (JTAPI). All feature test
cases were completed successfully. Serviceability test cases were completed with observations
noted in Section 7.

10. Additional References

This section references the Avaya and InteractCRM documentations that are relevant to these
Application Notes.

The following Avaya product documentations can be found at http://support.avaya.com.

[1] Avaya MultiVantage® Application Enablement Services Administration and Maintenance
Guide, Release 4.2, Document ID 02-300357, Issue 10, May 2008.

[2] Feature Description and Implementation for Avaya Communication Manager, Issue 6,
January 2008, Document Number 555-245-205.

The following product documentations are available from InteractCRM.
[3] ThinConnect Installation Guide, Version 1.0.
[4] ThinConnect User Manual, Version 1.0.
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