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Application Notes for Configuring SIP Trunking between the
Comdasys Mobile Convergence Solution and an Avaya IP
Office Telephony Solution — Issue 1.0

Abstract

These Application Notes describe the steps to configure trunking using the Session Initiation
Protocol (SIP) between the Comdasys Mobile Convergence Solution and Avaya IP Office.
Comdasys Mobile Convergence Solution allows GSM telephones with a wireless LAN
interface to be assigned a telephone extension on Avaya IP Office.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The Comdasys Mobile Convergence Solution together with Avaya IP Office allows “dual mode”
mobile endpoints to act as local IP Office extensions. In addition to a GSM interface, such
endpoints have a wireless LAN interface and a SIP client. When used within the coverage range
of the local wireless LAN, incoming and outgoing calls for these endpoints are made via the
mobile endpoint wireless LAN interface. When outside this coverage area, incoming and
outgoing calls are made via the GSM network. When mobile endpoints enter or exit the wireless
LAN coverage area, calls are “handed over” between the GSM and wireless LAN networks. The
Mobile Convergence Client needs to be installed on the mobile phone. Placing phone calls and
feature invocation are executed transparently for the end-user either in the WIFI or GSM mode.
Avaya Voicemail Pro was also included in the test configuration.

SIP is a standards-based communications approach designed to provide a common framework to
support multimedia communication. RFC 3261 [5] is the primary specification governing this
protocol. In the configuration described in these Application Notes, SIP is used as the signaling
protocol between the Avaya components and the Comdasys Mobile Convergence Solution. SIP
manages the establishment and termination of connections and the transfer of related information
such as the desired codec, calling party identity, etc.

1.1. Interoperability Compliance Testing
The following tests were performed as part of the compliance testing. When appropriate, the tests

were covered for calls established via the wireless LAN (WLAN) interface and the GSM interface
of the client endpoints involved.

Outgoing/incoming local/PSTN call
Outgoing/incoming local/PSTN call rejection
Outgoing/incoming local/PSTN call cancellation
Call forwarding

Supervised/blind transfer

Consultation

Hold/retrieve

Manual handover from WLAN

Automatic handover from WLAN/GSM
Interruption to Comdasys server LAN interface
Interruption to Comdasys server power

1.2. Support

Support is available via the Comdasys distributor network.
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2. Reference Configuration
The following diagram illustrates the configuration which was used for testing.

213.xxx.xxx.133

Avaya Voicemail Pro
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Figure 1: Reference Configuration

The Comdasys Mobile Convergence Controller is connected to Avaya IP Office and acts as a
series of individually registered SIP subscribers. An additional SIP trunk between Avaya IP Office
and the MC Controller is used for routing GSM calls. Various call flow scenarios are illustrated in
the following diagrams.

Call from Client to PSTN via LAN: m
1. The wireless endpoint sends an e -
INVITE to the Mobile Convergence (NG
Controller. o R
.

2. The Mobile Convergence Controller
uses its [P Office SIP registration
account to send an INVITE to IP
Office.

3. 1P Office makes a call to the called
endpoint using its PSTN interface

Figure 2: Call from Client to PSTN via LAN

MRR; Reviewed: Solution & Interoperability Test Lab Application Notes 30f43
SPOC 4/29/2010 ©2010 Avaya Inc. All Rights Reserved. Comdasys-IPO



Call from Client to PSTN via GSM:

1. The GSM endpoint calls the “Call
Through” number via the PSTN.

2. 1P Office sends an INVITE to the
Mobile Convergence Controller trunk
interface (“Call Through™).

3. The Mobile Convergence Controller
sends an INVITE to IP Office via its
SIP registration account.

4. TP Office makes a call to the called
endpoint via its PSTN interface.

Figure 3: Call from Client to PSTN via
GSM

Call from PSTN to Client via LAN:

1. The calling endpoint calls the PSTN
number of the SIP client associated
with the called endpoint.

2. IP Office sends an INVITE to the
Mobile Convergence Controller via its
SIP account.

3. The Mobile Convergence Controller
sends an INVITE to the wireless
endpoint.

Call from PSTN to Client via GSM:

1. The calling endpoint calls the PSTN
number of the SIP client associated
with the called endpoint.

2. TP Office sends an INVITE to the
Mobile Convergence Controller SIP
registration account.

3. The MC Controller sends an INVITE to
IP Office via its SIP trunk. The GSM
number configured in the MC
Controller is used to call the mobile
endpoint (“‘static roaming”).

A

4. IP Office makes a call to the called Figure 5: Call from PSTN to Client via
endpoint using its PSTN interface GSM
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The telephone numbers used for testing are shown in the following table.

Endpoint Ext PSTN Station Type
Number

A 2363 069 907 xxxxx 2363 SIP Endpoint

B 2364 069 907 xxxxx 2364 SIP Endpoint
Call-Through | 2365 069 907 xxxxx 2365 Special FMC Number
Callback 2366 069 907 xxxxx 2366 Special FMC Number
SIM-Switch 2367 069 907 xxxxx 2367 Special FMC Number
X 069 xxxxx 6174 PSTN

Table 1: Extensions Used for Testing

Note that the extensions shown for the Special FMC Number entries do not have corresponding IP
Office extensions, but are used for command codes which are sent to the MC Client, which are
used for the purposes shown in the following table.

FMC Usage Description
Number

The call-through number is used by the MC-Client in GSM mode
to dial the MC Controller. All users share the same Call-Through
number. The Call-Through is mandatory for initiating calls from
the Client whenever it is out of WIFI range.

2365 Call-Through

The callback is used to reduce mobile costs when roaming outside
the home GSM network. The MC Client calls the callback
number in order to trigger a callback. The callback is an optional
feature.

2366 Callback

The SIM Switch is used for switching between multiple GSM
SIM cards. A user can activate his SIM card by calling this
number. This is done by the MC Client after it has detected a new
SIM card inserted into the mobile phone.

2367 SIM Switch

Table 2: FMC Number Usage
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3. Validated Equipment and Software

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya IP Office 500 5.0 (18)

Avaya Voicemail Pro 4.2 (27)

NokiaE71 | s

Comdasys MC Client Nokia MC Client 2.1

Comdasys Mobile Convergence Controller

9530.6

Table 3: Equipment and Software Validated

4. Avaya IP Office Configuration

All configuration steps for Avaya IP Office were performed using the IP Office Manager
application. This application presents the administrator with a hierarchy of icons for configuring
various components, as shown below.

| IP Offices |

T

- K BOOTP (2
t¥ Operatar (3)

-5 TP 500

EREEe ] Syt
9 Lin
= Control Unit {11)
Ay Extension {400
; User (12)
Jg HuntGroup (0}
+ - @M Short Code (76)
@ Service (0)
+ gy RAS (1)
+ e Incoming Call Route (11)
@ “WanPort (00
a4 Directory {0)
f'.q‘ Tire Prafile {00
+ @ Firewall Profile {1)
+-Jfl IF Route (23
| Account Code (00
+ W, License (45)
& Tunrel (00
. Loaical LARN {0}
+ ﬁ‘, User Rights {11)
+ - g AR5 (1)

e Ry

Figure 6: IP Office Manager Top Level Presentation
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4.1. Licenses

The licenses which were used for testing Avaya IP Office with Comdasys Mobile Convergence
Solution are shown below. Note that although Voicemail Pro was used for testing, another type of
voicemail that is compatible with IP Office can also be used.

s A

SIP Trunk Channels

Licenses |

License key |c4QO4@ngGRBIWQEJZxr_5j1LanGF'pm

License Type |SIF' Trunk Channels

Inskances |255

|
|
License Status |'u'a|i|:| |
|
|

Expiry Date |Never

Figure 7: IP Office Licenses: SIP Trunk Channels

W —

= Voicemail Pro (4 Ports) 1 T O 0 Y 0

Licenses |

License Key |JKJEJDgEuM'-.-'|nII"-'1k0EuEIpFBOF";.-'thDBdFDB

License Type |'-.-'|:licemai| Pro {4 Ports)

Instances |255

|
|
License Skatus |'-.-'a|i|:| |
|
|

Expiry Dake |I"-.Iever

Figure 8: IP Office Licenses: Voicemail Pro
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4.2. System

Select the “System” icon shown in Figure 6 and enter the parameters shown in the following
table.

Tab Parameter Usage
LANI1 [P Address Enter the IP address assigned to IP Office.
LAN Settings | I[P Mask Enter the network mask assigned to IP Office.
H323 Gatekeeper Enable Check this box.
LAN1 VoIP | SIP Trunks Enable Check this box.
SIP Registrar Enable Check this box.
LANI SIP Enter SOQO. This value must also be entered as
. UDP Port the “Foreign Port” value for the “IPO” entry in
Registrar .
Figure 11.

Select the appropriate voicemail interface from

Voicemail | Voicemail Type the drop-down menu.

Enter the inter-digit dial delay time. A value of

Dial Delay Time “5” seconds was used for the test.

Telephony Delay Count Enter “0”.

Automatic Codec Preference | Select “G.711 ALAW 64K”.

Table 4: IP Office System Parameters

System | LAML | LaNz | DNS || Voicemail | Telephony || Directory Services | System Events
LAM Settings | yoIP || Metwork Topology | SIP Registrar

IF Address 213 . oy W 13

IP Mask. 255 255 295 240

Primary Trans, IP Address 1] 0 0 0

RIP Mode Maore w
[ ] Enable WAT

Mumber OF DHCP IP Addresses (200 |5
DHCP Mode

) Server O Client ) Dialin {(*) Disabled

Figure 9: TP Office System: LAN1 Settings Tab
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System | LAML

LaM Settings

LAMNZ | DNS

WoIP

H3z23 Gatekesper Enable
SIP Trunks Enable
SIP Registrar Enable

[] H323 auto-creates Extn

H323 futo-create User

Enable RTCP Monitaring
On Pork 5005

Diff3ery Settings
B2 3| DSCPiHex)y |FC

63

46 % | DSCP

DHCP Settings

Primary Site Specific Opkion Mumber (S50M)

Yoicemail

4

Metwork Topology || SIP Reqistrar

RTP Port Mumber Range

Port Range (Minirmunm)

Port Range (Maximunm)

DSCP Mask (Hex) |38

DSCP Mask 34

176

Secondary Sike Specific Option Mumber (S50M) (242

WLAN

Mok Present

Telephony | Direckory Services

Swskem Events

49152

4

Y ]

4

e

% | SIGDSCP (Hex)

43

5IG DaCP

4

43
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Figure 10: IP Office System: LAN1 VoIP Tab

System | LAML || anz

LAMN Settings | VoIP

Domain Marme

DM3

Yoicemail || Telephomny

Metwork Topology | SIP Redistrar

Laver ¢ Prokocol Both TCP & UDP  »
TCP Part 5060 E
LGP Port S0e0

ihallenge Expiry Time (secs) |10 -
Auko-create Extn/User Fi

Directory Services

Figure 11: IP Office System: LAN1 SIP Registrar Tab
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B IP 500 Bl X | v

Swsterm | LAMN1 | LANZ | DNS |'-.-'|:|i|:email |Telephn:nn':.f Direckary Services | Swstem Events | SMTP | SMDR | Tw

Yoicemail Type ‘oicemail LikefPro » | [] Messages Button Goes To Wisual Yoice

Woicemail Deskinakion

Voicemall IP Address | 213 . 160 . 12 . 133 |

Yaicemail Channel Reservation

Unteserved Channels  |259

Auto-attendant

Woice Recording Mandatory Yoice Recording
Mailbioy Access

Announcements

DTMF Breakout

Reception [ Ereakout {DTMF 0) | |

Breakout (DTMF 2) | |

Ereakout (DTMF 3) | |

Figure 12: IP Office System: LAN1 Voicemail Tab
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E IP 500 e S W

Swstemn | LAML || LAMZ | DNS voicemail | Telephony Directory Services | Swstem Events | SMTP | SMDR || Twinnin

Telephony | Tones & Music | Call Log

Analogue Extensions Companding Law

Swikch Line
Defaulk Qutside Call Sequence |Nu:urma| W |

0 ULAw LLAW Line
Default Inside Call Sequence |Flin|;| Type 1 - |

aLaw aLaW Line
Default Ring Back Sequence |Rin|;| Type 2 w | ® ®
Dial Delay Time (secs) =] =", [] 053 status

Dial Delay Count Auto Hold

Defaulk Mo Answer Time (secs) 25 3 Cial By Marme
Hold Timeauk (secs) Show Account Code
Park Timeout {secs) 300
Ring Delay (secs) ] Inhibit OFf-Switch Forward, Transfer
all Priority Promaotion Time (secs) |Di5~3|:'|EE| B
Default Currency |ELIR w | [ ] Restrick Metwork Interconnect
[ ] Drop External Only Impromptu Conference
Automatic Codec Preference |G.?11 ALAW 64K v || [ wisually Differentiate External Call

Figure 13: IP Office System: Telephony Tab

4.3. Default Gateway

Select the “IP-Route” icon shown in Figure 6 and create a route with the parameters shown in the
following table.

Parameter Usage
IP Address Enter “0.0.0.0”.
IP Mask Enter “0.0.0.0”.
Gateway TP Address Enter the address of the router which is used to attach IP Office to
the Comdasys VolP Network.
Destination number Select “LAN1” from the drop-down list.

Table 5: IP Office Route: Default Gateway Parameters
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B 0.0.0.0 Gl Xl o)z

IP Route

IP Address 1] 1] n 1

IP Mask. 1] 1] 0 0

Gateway IP Address 213 * F

Destination LAM1L w

Metric ] g
|:| Proxy ARP

Figure 14: IP Office Route: Default Gateway

4.4. SIP Trunk

Select the “Line” icon shown in Figure 6 and add a new SIP line using the parameters shown in

the following table.

Tab Parameter Usage
. Enter the IP address assigned to the Comdasys
ITSP Domain Name Mobile Convergence Controller SIP trunk.
SIP Line Enter the IP address assigned to the Comdasys
ITSP IP Address Mobile Convergence Controller SIP trunk.
In Service Check this box.
Local URI Enter “*” to match all incoming SIP invitations.
Contact Enter “*” to match all incoming SIP invitations.
SIP URI | Display Name Enter “*” to match all incoming SIP invitations.
Incoming Group ID Enter the line number assigned to the SIP line.
Outgoing Group ID Enter the line number assigned to the SIP line.
VoIP Compression Mode Select “Automatic Select”.
Table 6: IP Office SIP Line Parameters
MRR; Reviewed: Solution & Interoperability Test Lab Application Notes
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W —

A SIP Line -Line 18

SIP Line |SIP RI||vWoIP ||T35 Fax

Line Mumber 15 = Registration Required [
ITSP Domain Marne Im 123 | In Service
ITSP IF Address gz ﬂ 123 IJse Tel URI ]

Primary Authentication Mame | |

Primary Authentication Password | |

Primary Regiskration Expiry (mins) = 5

Secondaty Authentication Mare | |

Secondary Authentication Password | |

Secondary Reqgiskration Expiry (mins)

Send Caller ID |Remu:ute Party ID W |

Mebwork Configuration

4

Layer 4 Protocal |LIDP' w | Send Port |5':'5':'

|
IJse Nebwark Topology Info |L.ﬁ.N 1 b | | |

Figure 15: IP Office Line: SIP Line Tab
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B SIP Line - Line 18

SIP Line| 5IP URI volp | 738 Fax

i A

Channel  Groups Wia Local URI | Conkack

1 15 1§ 2. * *

Edit Channel

Wia 213, o 1 51|

Local LRI * v|
Cantack |* w |
Display Marme |* “ |
Reqistration Primary bt

Incoming Group 15

Oubgoing Group

Max Calls per Channel |10 =

Figure 16: IP Office Line: SIP URI Line Tab

SIP Line - Line 18

SIP Line || SIP URI| ¥oIP |T38 Fax||SIF Credentials

ef - X |

Compression Mode [ Advanced ] |.ﬁ.ut|:|mati|: Select V|
Call Initiation Timeook (s) 10 -
DTMF Suppark |RFC2833 b |

|:| YoIP Silence Suppression
|:| Fax Transport Suppork
Re-invite Supported

[] Use offerer's Preferred Codec

MRR; Reviewed:
SPOC 4/29/2010

Figure 17: IP Office Line: VoIP Tab
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4.5. PSTN Line

Select the “Line” icon shown in Figure 6 and add a new line to the PSTN as shown in Figure 1
using the parameters shown in the following table. The parameters shown here are for the E1 line
which was used for testing. The configuration for this step will vary depending on the type of
PSTN line that is used.

Parameter Usage
Line SubType Select “ETSI” from the drop-down menu for and E1 line.
Incoming Group ID Enter an available group ID number.
Outgoing Group ID Use the same value used for “Incoming Group ID”.
Prefix Enter the dial prefix used to dial local PSTN numbers.
National Prefix Enter the dial prefix used to dial national PSTN numbers.
International Prefix Enter the dial prefix used to dial international PSTN numbers.

Table 7: IP Office PSTN Line Parameters

= PRI 30 -Line 13 ef -1 X | v <]
PRILine |Shart Codes | Channels
Line Mumber Line SubType ETSI v I
Card 4
Port F1
Telephone Murber TEI 0
Incoming Group ID a Cubgoing Group I |5
Mumber of Channels (30 5
Prefix 0 Oukgoing Charmels (30
Mational Prefix oo Yoice Channels 30
International Prefix ooo Data Channels 0%
CRC Checking
Clock Quality Mebwork, w Line Signalling FE w
Add 'Nu:ut_end-tu:u-end IsDn' Hewer 2
Infarmation Element
Supports Partial Rerouting |:|
Support Call Tracing FI ;
Figure 18: IP Office Line: PRI Line Tab
MRR; Reviewed: Solution & Interoperability Test Lab Application Notes 15 0f 43
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4.6. Mobile Endpoints

Select the “Extensions” icon shown in Figure 6, create an extension for a SIP telephone, and enter
the extension in the “Base Extension” field. Repeat this for each extension shown in Table 1.

SIP Extensions: 8000 2363

Extn | yolP | 738 Fax

Extension ID 000

Base Extension 2363 |

Caller Display Type

Reset Volurme After Calls F

Device bype ﬁ Unknown SIP device

Module EI
Part EI

Disable Speakerphone L
Farce Autharisation

Figure 19: IP Office Local Telephone Extension: Extn Tab
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Select the “Users” tab shown in Figure 6 and add a new user for each local telephone shown in
Table 1, using the parameters shown in the table below.

Tab Parameter Usage
Name Enter an appropriate name to be assigned to the user.
User Extension Enter the local extension to be assigned to the user.
Voicemail Voicemail On Check this box.
gaellleglgarilgg/s Call Waiting On Check this box.
Tel'ephony / Login Code Enter the password to be used client authorization.
Supervisor Settings
SIP Name Enter the DID which is assigned to the user.
SIP SIP Display Name | Enter an appropriate name to be assigned to the user.
Contact Enter the DID which is assigned to the user.

Table 8: IP Office User Parameters

B Extn2363: 2363

User | Yoicemail | DND | ShortCodes || Source Mumbers | Telephoney || Forwarding | Dial In || Yoice Recarding
fame Exknz363
Password | |
Confirm Password | |
Full Mame
Extension 2363 |
Locale | b |
Priority |5 b |
[] Ex Directary
[] Enable one-x Portal Services
UEiEs ﬁ Unknown SIP device
Type
Idser Rights
Idser Rights wiew |Llser data w |
Warking bours time profile
Working hours User Rights | W |
Cut of hours User Rights
Figure 20: IP Office Local Telephone User: User Tab
MRR; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 43
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B Extn2362: 2362 IR

User | Yoicemail |DND ShortCodes | Source Mumbers || Telephony || Forwarding | Dial In | Woice Recording

Yoicemail Code | | Woicemail on
Canfirm Yoicemail Code | | [] waicernail Help
Yoicemail Email | | [] voicemail Ringback

Yoicemail Email Reading

[ umMs web Services

CIff Copy Forward Alert

DTMF Breakout

Reception | Breakout {OTMF O} |S';.-'stE:n'| Defaulk () |

Breakout (DTMF 2) |S~;.fstem Default () |

Breakout (DTMF 33 |System Default () |

Figure 21: IP Office Local Telephone User: Voicemail Tab

B Extn2363: 2363

User || Yoicemail | DD ShortCodes | Source Numl:uers| Telephony |Fu:urwaru:|ing Dial In || Voice Recording || Button Programn

Call Settings |5upervisu:ur Settings || Mulkiline Options | Call Log

Cukside Call Sequence |Default Ring W | Call \Waiting On

Inside Call Sequence |DeFauIt Ring W | Answer Call Waiting ©n Hold {analogue)
Ringback Sequence |DeFauIt Ring w | [] Busy on Held

Mo Answer Time (secs) |5‘.-"5'IEI'I'I Default (25} S | [] offhook Station

Wrap Up Time {secs) |2 3 | [] swstem Phone

TransFer Return Time (secs) |0FF g |

Call Cost Mark-Up |1|:u:| |

Figure 22: IP Office Local Telephone User: Telephony/Call Settings Tab
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B Extn2363: 2363

User || Woicemail || DMD ShortCodes | Source Numl:lers| Telephony |F|:|rwarl:|ing Dial In | Yoice Recording | Button Programming

Call Settings | Supervisor Settings |Multi|ine Cptions || Call Lag

Login Code |****** ‘ [] Force Login

Login Idie Petiod (secs) | ‘ [] Foree Account Code
Manitor Group | <Mone: W ‘

Coverage Group | <Mone: W ‘

Skatus on Mo-Answer |L|:|ggeu:| on (Mo change) W ‘ [] outgoing Call Bar

Reset Longest Idle Time [ 1rhibit ©FF-Switch Forward) TransFer

® all Calls ] Can Intrude

Cannot be Intruded
() External Incoming

[] can Trace Calls
[] cor agent

| ‘ Aukomatic Afker Call Work,

Figure 23: IP Office Local Telephone User: Telephony/Supervisor Settings Tab

B Extn2363: 2363 e -] X
Mahility | Phone Manager Options || Hunt Group Mermbership | Announcerents | SIP |F'ersu:una| Direckory

SIP Mame 2363 |

SIP Display Mame (Aliss) |Extn2363 |

Contact 2363 |

[] anonymous

Figure 24: IP Office Local Telephone User: SIP Tab
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4.7. Outgoing Call Routing

4.7.1. Outgoing PSTN Call Routing

Create a shortcode to route outgoing calls from Avaya IP Office to the PSTN. Select the
“Shortcode” icon shown in Figure 6 and create a new shortcode with the values shown in the
following table.

Parameter Usage
Code Enter ON;
Feature Select “Dial” from the drop-down menu.
Enter NSi<trunk>E, where <trunk> is the prefix for the PRI trunk to the
Telephone Number PSTN
Line Group Id E?ter the line group number assigned to the PSTN Line configured in
Figure 18.

Table 9: IP Office Outgoing Call Shortcode Parameters

Short Code
Code an;
Feature Dial W

Telephone Mumber | NG990 7 {FE

Line Group Id 3 w

Locale Germany (Eerman) W

Force Account Code [

Figure 25: IP Office Outgoing Call Shortcode
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4.7.2. Outgoing Special FMC Code Routing

Create shortcodes to route outgoing calls for the Special FMC Codes “Call Through”, “Call Back”
and “SIM Switch” codes shown in Table 2. Create a new shortcode with the values shown in the
following table. Each of these codes has a corresponding Incoming Call Route, as shown in
Figure 31.

Parameter Usage
Enter *< MC Code >*, where <MC Code> is the four digit Special FMC
Code
Code to be routed.
Feature Select “Dial” from the drop-down menu.
Telephone Number | Enter the 4-digit Special FMC Code to be routed.
Line Group Id Enter the line group number assigned to the SIP trunk in Figure 16.

Table 10: IP Office Outgoing Special FMC Number Shortcode Parameters

Short Code
Code *z365%
Feature Dial w

Telephone Mumber  |2365

Line Group Id 15 w

Locale w

Force Account Code [

Figure 26: IP Office Special FMC Number Shortcode
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4.8. Incoming Call Routing
4.8.1. Incoming PSTN Call Routing

Select the “Incoming Call Route” icon shown in Figure 6 and create a new incoming call route
with the values shown in the table below. This routes calls from the PSTN to the proper endpoint.

Tab Parameter Usage

Enter the line group number assigned to the PSTN Line

Line Group Id configured in Figure 18.

Standard Enter the telephone number assigned to the local PSTN
Incoming Number | trunk followed by the sequence “xxxx” to serve as a
placeholder for the local extensions.

Enter “#” which will be replaced by the “xxxx” local

Destinations | Destination . . ) .
extension which matches the “xxxx” in the previous step.

Table 11: IP Office PSTN Incoming Call Route Parameters

= 5069907.  xxxx
Standard | voice Recording || Destinations
Bearer Capability |.ﬁ.ny Yoice W |
Line Group Id |5 W |
Incoming Mumber |Dﬁ?90?hxxxx |

Incoming Sub Address | |

Incoring CLI | |

Locale | A |
Priority 1 - Low v|
| |
Hold Music Source |System Source v|

Figure 27: IP Office PSTN Incoming Call Route: Standard Tab

W —

i= 5 069907 XXXX Bf - X | v | < |
Standard | Woice Recording | Destinations
TimeProfile Deskination Fallback Extension
4 Default Yalue * A w

Figure 28: IP Office PSTN Incoming Call Route: Destinations Tab
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4.8.2. Incoming SIP Call Routing

Select the “Incoming Call Route” icon shown in Figure 6 and create a new incoming call route
with the values shown in the following table. This routes calls to the PSTN using the SIP trunk.

Tab Parameter Usage
. Enter the line group number assigned to the SIP Line
Standard Line Group Id configured in Figure 16.
Incoming Number | Leave this field blank.
Enter “.” which will be replaced by the “xxxx” local
Destinations Destination extension which matches the “xxxx” in the previous

step.

Table 12: IP Office SIP Trunk Incoming Call Route Parameters

E r
Standard | yoice Recording | Destinations

Bearer Capability Any Yoice W

Line Group Id 13 "

Incoming Mumber

Incoming Sub Address

Incorning CLI

Locale W
Priarity 1-Low A d
Tag

Hold Music Source Syskem Source w

Figure 29: IP Office SIP Incoming Call Route: Standard Tab

S A S R

Standard | Yoice Recording | Destinations

TimeProfile Destination Fallback Extension

g Diefault Yalue . w w

Figure 30: IP Office SIP Incoming Call Route: Destinations Tab

4.8.3. Incoming SIP Special FMC Number Routing
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Select the “Incoming Call Route” icon shown in Figure 6 and create a new incoming call route
with the values shown in the table below for each Special FMC Number shown in Table 1. This
routes Special FMC Number calls from the PSTN to the Comdasys Server via the SIP trunk.

Tab Parameter Usage
Line Group Id Eflter the line group number assigned to the PSTN trunk configured in
Standard - Figure 18. -
Incoming Enter the telephone number assigned to the local PSTN trunk followed
Number by the sequence the <MC Code> extension shown in Table 1.
Destinations | Destination Enter thq shortcode *<MC Co§1e>*, whpre the <MC Code> is one of
the Special FMC Number entries contained in Table 1.

Table 13: IP Office Special FMC Number Call Route Parameters

E 5 069907 398872365

Standard | yoice Recording | Destinations

Bearer Capability Ay Woice W
Line Group Id |5 w |
Incoming Mumber |069m2365 |
Incoming Sub Address

Incorming CLI | |
Locale | w |
Priarity | 1-Low W |
Tag | |
Hold Music Source |System Source w |

Figure 31: IP Office Special FMC Number Call Route: Standard Tab

5 069907398872365 - X wvl<]>

Standard | Yaice Recording | Destinations

TimeProfile Destination Fallback Extension

3 Default Yalue HHIEGH L w

Figure 32: IP Office Special FMC Number Call Route: Destinations Tab
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5. Comdasys Mobile Convergence Controller Configuration

Only one PBX or Avaya IP Office can be connected to the MC Controller if “disable separate
profiles” registration mode is used. This is mandatory for the interworking between the Comdasys
MC Controller and the Avaya IP Office. Contact the Comdasys Support if you plan to connect the
MC Controller to more than one PBX at the same time.

The Mobile Convergence Controller has an integrated HTTP server, allowing configuration
actions to be performed via a web browser: select the IP address of the Mobile Convergence
Controller and perform the configuration steps shown in the remainder of this section. The
following view illustrates the main configuration screen:

Edit Wew History Bookmarks Tools Hep

E:) - % O @ [ 8/ htips: /52 ounMem 122 /pribox-cgifcgi/main.cgi Q| [[C-]

&

omdasys

HOME | AP Ol DEUTSCH

SYSTEM MNETWORK SECURITY TELEPHOMNY FEATURES uc DEPLOYMENT DIAGHOSTICS

Apply Actions to Service Groups

Service Groups Wolp | 3% MNeustart 4¥ Konfigurationen neu anwenden
Status Overview
Metwaork ] Ao ailability ]
Service Action Diagnostics ]
[l 2DSL (PPPOE) ¥ Rauting =
L ADSL (PPTFR) 13 — =]
Ll BIND DMS daemon 13
L DHCP daeman 13
L Dynamic DMS client 13
M Firewall | ] fed 13
Ll HTTP Reverse Proxy 13
M IPsec 43
Ll L2TP daemon 13
Figure 33: MC Controller Main View
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5.1. Network Configuration

Two separate IP addresses are required on the LAN side in order to connect to the Avaya IP
Office. The first address (typically LAN interface 1) is used for SIP subscriber registrations while
the second address (LAN interface 2) is used for the SIP trunk. Only the LAN1 interface must be
connected physically to the Network. The second interface IP should be in the same IP subnet and
will be routed through the first physical (LAN 1) interface. No physical LAN 2 port connection is
required. Click on the “Network” tab and set these configuration values as shown in the following
table.

Interface | Parameter Usage
IP Address Set this to the IP address which SIP clients use to register with IP
LAN 1 Office.
Set this value as required by the LAN to which the MC Controller is
Netmask attached

Set this value to the IP address of the SIP trunk to IP Office. This

IP Address should match the “ITSP IP Address” parameter in Figure 15.

LAN2 Set this value as required by the LAN to which the MC Controller is

Netmask attached.

Table 14: MC Controller LAN Configuration Parameters

\E&

omdasys

CONFIGU 0N :
SYSTEM MNETWORK SECURITY TELEFHGMNY FEATLURES DEPLOYMENT DIAGNOSTICS

WAN Interface
LaN Interface 1

IP address az . “ 122

Metrnask 2535.255.255. 240

AT r

LAN I

Internal Met ~|

IP address 52 g * 123

Metrnask 2535.255.255. 240

AT r

Save |

Figure 34: LAN Configuration
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5.2. Telephony Global Settings

Set these configuration values as shown in the following table. Refer to the Comdasys FMC
Mobile Convergence — Administrator Manual [3] for a detailed explanation of these settings.

Parameter Usage
Enable Call-Through Early Media | Check this box.
Enable Client Early Media Check this box.
Enable busy sound in WiFi Check this box.
Disable Inband DTMF Detection | Check this box.

Table 15: MC Controller LAN Configuration Parameters

&

omdasys

HOME |

MNETWORK SECURITY FEATURES DEPLOYMENT DIAGMOSTICS

Global Settings

=

Enable Call-Through Early Media

=

Enable Client Early Media

<

Enable busy sound in Wifi

=

Disable Inband DTMF Detection

Disable Mumber Converter

.|

Enable DTMF invoked Handover —
Unavailable Timeout
COTMF Duration

RTP navload-type for DTME

Disable "recommend handover” feature

Confirm SIM Switch with SMS

PB¥-based Call Forwarding with CSTA

Force Ringing on Early Media

[ I B

Use P-Asserted Identity

RTP Options

Figure 35: Global Settings
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5.3. Telephony Settings

Click the “Telephony” tab to access the individual telephony settings screens.

%

omdasys

HOME | : Y COMFIGURSTION
SYSTEM MWETWWORK SECLRITY TELEPHOMNY FEATURES L DEPLCYMENT

Global Settings

SIP Options

IMS Handover

RTP Options

Port Settings
Mumbering Profiles
Endpoints

FBX

SIP Trunk

Special FMC NMumbers
Registrations

User Accounts

User Accounts Settings

G5M Mumbers

Figure 36: Telephony Tab
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5.3.1. Telephony Port Settings

From the “Telephony” tab shown in Figure 36, select “Port Settings” and configure the port
settings as shown below. These settings are required when working with the “disable separate
profiles” registration.

When using one or more Special FMC Numbers on LAN 1 and source port 5060 the system will
already use the local port 5060. Therefore, set up the SIP PBX Start Port 5059 here (because 5060
is already in use) to get a valid setup.

Parameter Usage
SIP Client Port ThlS value must be less than the SIP PBX Start Port (this is an
internal requirement).
SIP PBX Start Port This value must be set to 5059 (default is 12000).
SIP Trunk Start Port This value must be set to 5060.

Table 16: MC Controller Port Setting Parameters

L&

omdasys

HOME | APPLY COMFIGURATION | DEUTSCH

SYSTEM METWWCRE SECURITY TELEPHOMNY FEATURES uc DEPLOYMENT DIAGHOSTICS

Global Settings —

—_———————

Receiving SIP port
Receiving TLS port
RETP Start Port
RTP End Port

Save

SIP Client Port 5030
SIP PBX Start Port 5059
SIP TRUMEK Start Port 5060

RTP Start Port

Save

Figure 37: Port Settings
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5.3.2. Numbering Profiles

From the “Telephony” tab shown in Figure 36, select “Numbering Profiles” and configure the
numbering profiles as shown in the following table. Consult the MC Controller Manual [3] for
information on adaptation to the local Country / PBX.

Parameter Usage

Name Enter a descriptive name to be used to identify this profile.
Country Code Enter the local country code, i.e. “49” for Germany.
Country Prefix Enter the prefix “00” which is used to dial international numbers.
Area Code Enter the local area code, i.e. “69” for Frankfurt.
Area Prefix Enter the prefix “0” which is used to dial national numbers.

. Enter a “0” here to if you need to dial another zero for getting an
Outgoing Prefix external line to the PS}:FN. ¢ ¢
Internal Length Enter the length of the extension numbers contained in Table 1.

Table 17: MC Controller Numbering Profiles Parameters

Numbering Profiles

Configured Profiles

+  Country Country Area Area Outgoing Fixed Internal
Code  Prefis  Code Prefisz Prefiz Prefixz Length*

Frankfurt 49 oo B2 00 4 K4
£dd

Mame

Figure 38: Numbering Profiles
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5.3.3. Endpoints

From the “Telephony” tab shown in Figure 36, select “Endpoints” and configure the endpoints as
shown in the following table.

Configure two endpoints. The first endpoint is used for the SIP subscriber registration and should
run on the “LAN 1” interface. Set the authentication realm to “ipoffice” unless this was not
changed on the IP Office side. The second endpoint is used for routing calls from and to the
mobile handset when used in GSM mode. For an installation where the mobile integration outside
of WIFI coverage is not needed or not used, the configuration of the second endpoint as well as
the Trunk and the Special FMC Numbers configuration can be skipped.

Endpoint Parameter Usage
Name
Hostname/IP Enter the IP address of IP office as configured in Figure 9.
Enter “LAN 1”. This should correspond to the “IP Address”
Local Interface R
parameter in Figure 9.
Foreign Port Enter 5060. This should correspond to the “UDP Port” parameter
IP Office in Figure 11.
Realm Enter “ipoffice”.
Enter “G.711 alaw / 20ms”. This should be compatible with the
Preferred Codec | “Compression Mode” parameters in Figure 17 and the
“Automatic Codec Preference” parameter in Figure 13.
Hostname/IP Enter the IP address of IP office as configured in Figure 9.
Enter “LAN 2”. This should correspond to the IP Address for the
Local Interface LAN interface selected by the “Use Network Topology Info”
parameter shown in Figure 15.
IP Office- . Enter 5060. This should correspond to the “Listen Port” shown in
Foreign Port .
trunk Figure 15.
Realm Enter “ipoffice”.
Enter “G.711 alaw / 20ms”. This should be compatible with the
Preferred Codec | “Compression Mode” parameters in Figure 17 and the
“Automatic Codec Preference” parameter in Figure 13.

Table 18: MC Controller Endpoints Parameters

Configured Endpoints

PO
IPO-trunk
Add

Common Mame* Hosthame/IP*  Local Interface Foreign Port* Realm Preferred Codec

215 4elae. 121 LAN 1

213 4 131 LaN 2

Cuthbound Proxy

5060 ipoffice G.711 alaw / 20MS rd

5060 inoffice G.711 alaw / 20M5 4
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5.3.4. SIP Trunk

From the “Telephony” tab shown in Figure 36, select “SIP Trunk” and configure the SIP trunk as
shown in the following table. A SIP trunk is required between the MC Controller and the IP
Office in order to support the full GSM integration.

SIP Trunk

MName* Endpoint® Diversion Prefix MTC Prefix
trunk  IPO-trunk ,’
Add

Figure 40: SIP Trunk
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5.3.5. PBX

From the “Telephony” tab shown in Figure 36, select “PBX” and configure a PBX using the
parameters shown in the following table.

Parameter

Usage

Common Name

Enter an appropriate name to identify the IP Office.

Endpoint

Enter the endpoint created for LAN 1 in Figure 39.

From Converter Profile

Select the profile created in Figure 38.

To Converter Profile

Select the profile created in Figure 38.

SIP Trunk

Select the trunk created in Figure 40.

Country Select the country in which the system is located.

DTMF Type Select RFC2833. T_his .should correspond to the “DTMF Support”
parameter selected in Figure 17.

Encode URI Enter “Disabled”.
Select the registration mode “Disable Separate Profile”. This

Mode setting is mandatory for Avaya IP Office version 5.0 and 6.0 but
might change in future versions.

Call Log Sync Enter “Disabled”.

Table 19: MC Controller PBX Parameters

SIP PEX Settings

Use
Endpoint® ‘inactive’
for Hold

Caommaorn
Marne*

IPO PO Disabled

Add

Encode
LIRI

From Converter Ta Converter SIP + DOTMF

Call Log
Profile Profile® Trunk Country Type*

*
Maode S

Disable
Germany RFC2833 Disabled Separate
Profile

Frankfurt Frankfurt trunk Disabled

MRR; Reviewed:
SPOC 4/29/2010

Figure 41: PBX
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5.3.6. Special FMC Numbers

From the “Telephony” tab shown in Figure 36, select “Special FMC Number” and configure the
FMC Numbers shown in Table 2 using the parameters shown in the following table. Special MC
Numbers are used to signal the MC Client to perform specific actions as described in Table 2.
Configure each of the Special FMC Numbers shown in Table 2 as shown in Error! Reference
source not found..

Special FMC Numbers

Configured Special FMC Mumbers

Mumber* Active Type a;tgi\if:tration Endpoint Port Eggiss\'?\:froa:ciion

2365 Enabled Call-Through Disabled PO 5060 ,’
2366 Enabled Callback Disabled PO 5060 ,’
2367 Enabled SIM Switch Disabled ji=lu] 5060 ,’

Add

Figure 42: Special FMC Numbers

5.3.7. Registrations

From the “Telephony” tab shown in Figure 36, select “Registrations” and configure a registration
for each local IP Office extensions listed in Table 1, using the parameters shown in the table
below.

Parameter Usage

PBX Username Enter the IP Office extension.

PBX Password Enter the User “Login Code” configured in Figure 23.

PBX Number Enter the IP Office extension.

PBX Select the PBX created in Error! Reference source not found..

Table 20: MC Controller Registrations Parameters

Configured Registrations

PBx Username* PBX Password PBX Number® PBx*

Q
2363 B0 2363 PO R4
2364 B3 2364 PO R4
Add B
Figure 43: Registrations
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5.3.8. User Accounts

From the “Telephony” tab shown in Figure 36, select “User Accounts” and configure a User
Account for each local IP Office extensions listed in Table 1, using the parameters shown in the
table below.

Parameter Usage
A unique number must be assigned which cannot be the same as the
SIP Number number of the registration used by Avaya IP Office. As a general rule, it

is recommended to simply add a “1” in front of the extension.

SIP User Password | Enter the User “Login Code” configured in Figure 23.

GSM Number Enter the GSM number of the endpoint shown in Table 1.
Registrations Enter the IP Office extension of the endpoint followed by “@IPO”.
Active User Select “Enabled”.

Table 21: MC Controller User Accounts Parameters

User Accounts

Configured Accounts

SIP Mumber* SIP User Password GSM Mumber — Reaistrations* Activate User

Q
12363 P 00170 Weesw 2363@IP0  Enabled K4
12364 POD D016yl 2354@1F0  Enabled d

Add

Figure 44: User Accounts
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5.3.9. User Account Settings

From the “Telephony” tab shown in Figure 36, select “User Account Settings” and configure the
User Account Settings for each local IP Office extensions listed in Table 1, using the parameters
shown in the table below.

Parameter Usage

This is the number which was created in Error! Reference source not

SIP Number
found..

Static Roaming Set this value to “Enabled”.

Use DMC Set this value to “Disenabled”.

Call Waiting Set this value to “Enabled”.

Activate MWI Set this value to “Enabled”.

Call Reverse Set this value to “Disenabled”.

Security Set this value to “Disenabled”.

Activate DND Set this value to “Disenabled”.

Table 22: MC Controller User Account Settings Parameters

ccount Settings

Configured User Settings

SIP Mumber* Static Roaming Use DMC Call Waiting Activate Mw Call Reverse Security Activate DRD
Q
12363 Enabled Disabled Enabled Enabled Disabled Disabled Disabled ,’
12364 Enabled Disabled Disabled Enabled Disabled Disabled Disabled ,’
Figure 45: User Account Settings
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5.3.10. GSM Numbers

From the “Telephony” tab shown in Figure 36, select “GSM Numbers” and configure the GSM
number for each local IP Office extensions listed in Table 1, using the parameters shown in the
table below. Each user is allowed to own more than one GSM number. However, only one GSM
number can be active at the same time. The activation is done by selecting the right number in the
“User Account” setup or by initiating a SIM switch call.

Configured GSM Numbers

SIP User*wr GSM Murnber®

Q
12363 001 R
12363 0017 A— K4
12364 0015 . R4
12364 00 167 am—— 4

Add
Figure 46: GSM Numbers
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6. Comdasys MC Client Configuration

Installation of the Client is done via PC-Suite or deployment. Consult the Client manual off the
specific phone platform (Symbian, Blackberry, Android or iPhone) about the Configuration items.
From the MC Client, navigate to Options -> Setup and enter the setting shown in the following
table:

Parameter Usage
Set this to the Registrar IP address of the MC Controller which is
Registrar configured as “Basic Settings” “IP Address” in Error! Reference source
not found..
Port Set to the Default port 5062 of the MC Controller.
Set it to the FMC user account “SIP Number” configured in Error!
Username

Reference source not found..

Set this to the FMC ”SIP User Password” configured in Error! Reference

Password
source not found..

Set the Call-through number contained in Table 1 using international

Call-through format.

Callback Number Set the Callback number contained in Table 1 using international format.

Table 23: MC Client Configuration Parameters

f3  General var B 0. i General vor BB 0. ix ceneral <0 mc B g,
Registrar: Protocol Call-through:
[ 2. 9mNWm.122 | ( https | | +4969907398872365 |
Port: Username: MTC Number(s):
[ 5062 | [ 12364 | [ None |
Http(s) Port: Password: Callback Number:
[ 448 | | s J [ +4969907398872366 |
Options Back options Back Options Back

Figure 47: CM Client Configuration Screens
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7. General Test Approach and Test Results

All tests were performed manually. Only functional testing was performed: no performance
testing was done.

The following issues were encountered during testing:

=  When the IP Office receives a “Temporarily Moved”-SIP status message from the MC
Controller when it attempts to forward a call, it does not redirect the call to the endpoint
indicated by the SIP “Contact” field, as this SIP feature which can be used to perform call
forwarding is not supported by IP Office. The call is instead forwarded by IP Office to the
voicemail account.

=  When a call from a client to the PSTN via the IP Office is rejected by the called party, the
call is not released by IP Office.

8. Verification Steps
The correct configuration of the system can be verified by performing the following steps:

= Use the FMC Status Page to check the “Active Endpoint Registration” status.

L&

omdasys
HOME | APPLY COMFIGURATION |

METWCRE SECURITY TELEPHOMNY FEATURES DEPLOYMENT

FMC Status

Special FMC Mumber Reqgistrations

Host:Fort HMumber Status

Active Endpoint Registrations

Host:FPort Uszer Status
213, . 11 Z30d REGED |
213 . S, 131 2383 REGED

Reqgistered Users

Username Host:Port Req, Mode User-igent

12364 32, SHMPML 22 : 5062 Hormal Syubian

Figure 48: MC Controller Status
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= Use the IP Office System Status program to verify that there are no alarms for the SIP
trunk.

AVAYA

Help Snmapshob  LogOff  Exit  About

IP Office System Status

E System
B Control Unit (IP500) Skatus  Ukilization Summary
E Slot 3 Trunk Mod .
B3 Siof 8 Trunk Mo Alarms for Line: 18 SIP 82. 1wyl 123
B VolIP Trunks (2)
Line: 17
i ine: 13
E SIP Extensions
B & Alarms (14)
|+

Alarms

Last Diake OF Ert Ocourrence Error Descripkion

EE Resources
E Voicemail
E IP Hetworking

Clear Clear all Prink. .. Save s,

Fi14:11 PM 2nline

Figure 49: IP Office System Status SIP Trunk Alarms
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= Use the IP Office System Status program to verify that all of the configured SIP trunk
channels are in the “Idle” state.

AVAyA IP Office System Status

About

Status ion Summary Alarms

SIP Trunk Summary

Peer Domain Name:
Gateway Address:
Line Murnber:
Mumber of Administered Channels:
Mumber of Channels in Use:
Administered Compression: Auto
Silence Suppression: OFf
SIP Trunk Channel Licences: Unlirnited
SIP Trunk Channel Licences in Use: a
SIP Device Features:

E Timein  Rem Codec Connedcki D Other Parky Direction Round Tr Receive R e | Transmit  Transmit
State Addr ] ed Dic on Call of Call  Delay ik rac Jitker Loss Frac
0413243
04:40:50
04:40:50
04:40:50
04:40:50
04:40:50
04:40:50
04:40:50
04:40:50
04:40:50

=R RN A ET N  ER T

o

Figure 50: IP Office System Status SIP Channel Status

= Use the IP Office System Status program to verify that all of the SIP endpoints listed in
Table 1 have logged in.

AVAyA IP Office System Status

Help Snapshot LogOff Exit  About

Extension Summary
‘ou can get more information about an extension by double-clicking the Home Extension Number.

Extnz364 . . Unknown SIP Device
Extn2365 - . Unknown SIP Device
Extn2366 5 Lnknown SIP Device
ExknZ367 5 Unknown SIP Device

Figure 51: IP Office System Status Extension Summary
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After restarting the client, it will connect to MC Controller. The Green status: “Access point
ready” indicates the client is successfully registered with the MC Controller.

(omaasys

Options Exit

Figure 52: MC Client Screen

9. Conclusion

These Application Notes contain instructions for the configuration of a connection between the IP
Office and the Comdasys MC Controller. All test cases passed with exceptions noted in Section
7.

10. Additional References

This section references documentation which is relevant to these Application Notes. The Avaya
product documentation is available at http://support.avaya.com. Comdasys documentation can be
obtained from http://ftp.comdasys.com/pub/documentation/.

[1] IP Office Installation, August 2009, Document Number 15-601042.

[2] IP Office 5.0 Manager, August 2009, Document Number 15-601011

[3] Comdasys FMC Mobile Convergence — Administrator Manual, March 2010, Document
Version 1.5

[4] Comdasys MC Client Symbian Manual, Version 2.0, October 2009

Several Internet Engineering Task Force (IETF) standards track RFC documents were referenced
within these Application Notes. The RFC documents may be obtained at: http://www.rfc-
editor.org/rfcsearch.html.

[5] RFC 3261 - SIP (Session Initiation Protocol), June 2002, Proposed Standard
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