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Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between the IntelePeer™ SIP Trunk Service and an Avaya SIP-enabled enterprise
solution. IntelePeer™ can offer the SIP Trunk Service using several different platform
technologies in the IntelePeer™ network. These Application Notes correspond to the SIP
Trunk Service offered using a Sonus GSX9000 SBC in the network. The Avaya solution
consists of Avaya Session Border Controller for Enterprise, Avaya Aura® Communication
Manager Evolution Server, and various Avaya endpoints.

IntelePeer™ is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between the IntelePeer™ SIP Trunk Service and an Avaya SIP-enabled enterprise
solution. IntelePeer™ can offer the SIP Trunk Service using several different platform
technologies in the IntelePeer™ network. These Application Notes correspond to the SIP Trunk
Service offered using a Sonus GSX9000 SBC in the network. The Avaya solution consists of
Avaya Session Border Controller for Enterprise, Avaya Aura® Communication Manager
Evolution Server and various Avaya endpoints.

Customers using this Avaya SIP-enabled enterprise solution with the IntelePeer™ SIP Trunk
Service are able to place and receive PSTN calls via a broadband WAN connection and the SIP
protocol. This converged network solution is an alternative to traditional PSTN trunks such as
ISDN-PRI.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Communication
Manager and the Avaya Session Border Controller for Enterprise to connect to the public
Internet using a broadband connection. The enterprise site was configured to connect to the SIP
Trunk Service. This configuration (shown in Figure 1) was used to exercise the features and
functionality listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising standards-based interfaces pertinent to the
interoperability of the tested products and their functionality. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

The SIP Trunk Service passed compliance testing.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

e Incoming PSTN calls to various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya one-X® Communicator (soft client).
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e Avaya one-X® Communicator supports two modes (Road Warrior and Telecommuter).
Each supported mode was tested. Avaya one-X Communicator also supports two Voice
over IP (VoIP) protocols: H.323 and SIP. The H.323 protocol was the only protocol
tested.

e Various call types including: local, long distance, international, outbound toll-free.

e Codec G.711MU

e DTMF transmission using RFC 2833.

e (G.711 Faxing.

e Caller ID presentation and Caller ID restriction.

e Voicemail navigation for inbound and outbound calls.

e User features such as hold and resume, transfer, and conference.

e Off-net call forwarding and mobility (extension to cellular).

Items not supported or not tested included the following:
e Inbound toll-free, 411 and emergency calls (911) are supported but were not tested as
part of the compliance test.

2.2. Test Results

Interoperability testing of the SIP Trunk Service was completed with successful results for all
test cases.

2.3. Support

For technical support with the SIP Trunk Service, contact IntelePeer™ using the Customer Care
links at www.IntelePeer™.com

3. Reference Configuration

Figure 1 illustrates a sample Avaya SIP-enabled enterprise solution connected to the SIP Trunk
Service. This is the configuration used for compliance testing.

The Avaya components used to create the simulated customer site included:
e Communication Manager
e Communication Manager Messaging
e Avaya Session Border Controller for Enterprise
e Avaya G450 Media Gateway
e Avaya 9600-Series IP telephones (H.323)
e Avaya one-X® Communicator (H.323)
e Avaya digital and analog telephones

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 5 of 65
SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. [PeerCM601ASBCE


http://www.intelepeer.com/

Located at the edge of the enterprise is the Avaya Session Border Controller for Enterprise
(Avaya SBCE). It has a public side that connects to the external network and a private side that
connects to the enterprise network. All SIP and RTP traffic entering or leaving the enterprise
flows through the Avaya SBCE. In this way, the Avaya SBCE can protect the enterprise against
any SIP-based attacks. The Avaya SBCE provides network address translation at both the IP and
SIP layers. For security reasons, any actual public [P addresses used in the configuration have
been replaced with private [P addresses. Similarly, any references to real routable PSTN
numbers have also been changed to numbers that cannot be routed by the PSTN.

Service Provider

IntelePeer

PSTN SIP Trunking
Service
FAX
68.XX.XXX.41
N SIP T
\ 4
Internet
Avaya Aura®
Communication Manager SIP %
(10.64.91.103) I
| 205.xxx.xxx.35 Avaya Session Border
Outside Interface B1 Controller for Enterprise
| SIP 10.80.150.99
Management
l Interface M1
I 10.80.150.100 A
Inside Interface A1 |
Avaya G450 Media l SIP |
Gateway "a\
(10.64.91.112) e \ -
h —_— e — — — — —— Enterprise LAN O)
N Digital Phone ‘
12001
\ X
Analog Phone E ﬁ
x12000 <
Avaya one-X \\\
Communicator Avaya 9641 Avaya 9630 3
X12005 ¥ X13001 IP Telephone IP Telephone N
10..64.91..51 X12004 10.64.91.50 x12003 10.64.91.52
(H.323) (H.323) (H.323) DNS/HTTP/DHCP Server

10.80.150.201
Figure 1: Avaya IP Telephony Network using the SIP Trunk Service

For inbound calls, the calls flow from the service provider to the Avaya SBCE and then to
Communication Manager. Once the call arrives at Communication Manager, incoming call
treatment, such as incoming digit translations and class of service restrictions may be performed.

Outbound calls to the PSTN are first processed by Communication Manager and may be subject
to outbound features such as automatic route selection, digit manipulation and class of service
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restrictions. Once Communication Manager selects the proper SIP trunk, the call is routed to
Avaya SBCE. From Avaya SBCE, the call is sent to the SIP Trunk Service.

IntelePeer™ allows all North American Numbering Plan (NANP) numbers to be dialed with

either 10 digits or 11 digits (1 + 10).

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component Release
Avaya Aura® Communication Manager R016x.00.1.510.1-19350 (SP 6)
Avaya Aura® Communication Manager N6.0.1-8.0
Messaging
Avaya Session Border Controller for 4.0.5.Q02
Enterprise
Avaya G450 Media Gateway 31.20.1

Avaya 9630 IP Telephone (H.323)

Avaya one-X® Deskphone Edition 3.103S

Avaya 9641 IP Telephone (H.323)

Avaya one-X® Deskphone SIP Edition 6.0.3

Avaya one-X® Communicator (H.323) 6.1.2.06 SP2
Avaya 2420 Digital Telephone n/a
Avaya 6210 Analog Telephone n/a

Component

~ IntelePeer™ SIP Trunking Solution Components

Release

Sonus GSX9000 SBC

V07.03.04S003

Table 1: Equipment and Software Tested

The specific configuration above was used for the compliance testing.

Note: This solution will be compatible with other Avaya Server and Media Gateway platforms
running similar versions of Communication Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager for the SIP Trunk
Service. A SIP trunk is established between Communication Manager and the Avaya SBCE for
use by signaling traffic to and from IntelePeer™. It is assumed the general installation of
Communication Manager and the Avaya G450 Media Gateway has been previously completed
and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentation.

Note: IP addresses and phone numbers shown throughout these Application Notes have been
edited so that the actual IP addresses of the network elements and public PSTN numbers are not
revealed.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to the service
provider. The example below shows that 12000 licenses are available and 280 are in use. The
license file installed on the system, controls the maximum values for these attributes. Ifa
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES
IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 0
Maximum Concurrently Registered IP Stations: 18000 2
Maximum Administered Remote Office Trunks: 12000 O
Maximum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 128 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 18000 O
Maximum Video Capable IP Softphones: 18000 1
Maximum Administered SIP Trunks: 12000 280
Maximum Administered Ad-hoc Video Conferencing Ports: 12000 O
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 10 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet-me Conference Ports: 300 0
(NOTE: You must logoff & login to effect the permission changes.)
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5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint.
If for security reasons, incoming calls should not be allowed to transfer back to the PSTN then
leave the field set to none.

change system-parameters features Page 1 of 19
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? vy
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? vy

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of Anonymous for both types of calls.

change system-parameters features Page 9 of 19

FEATURE-RELATED SYSTEM PARAMETERS
CPN/ANI/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: Anonymous
CPN/ANI/ICLID Replacement for Unavailable Calls: Anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code: 1
International Access Code: 011

ENBLOC DIALING PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200
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5.3. IP Node Names

Use the change node-names ip command to verify the node name defined for the IP address of
Communication Manager (procr) created during installation. Add a node name and IP address
for the Avaya SBCE’s internal interface (e.g., ASBCE). These node names will be needed for
defining the service provider signaling group in Section 5.7.

change node-names ip Page 1 of 2
IP NODE NAMES

Name IP Address

ASBCE 10.80.150.100

Messaging 10.64.91.103

SM 10.64.91.109

acme 10.64.91.115

default 0.0.0.0

procr 10.64.91.103

5.4. Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 2 was used for this
purpose. The SIP Trunk Service supports G.729A, and G.711MU. During compliance testing
only G.711MU was tested. The true order of preference is defined by the end customer. In the
example below, G.711MU and G.729A was entered in the Audio Codec column of the table.
Default values can be used for all other fields.

change ip-codec-set 2 Page 1 of 2
IP Codec Set

Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729A n 2 20
3: 3:
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Set the Fax Mode to t.38-standard on Page 2.

change ip-codec-set 2 Page 2 of 2
IP Codec Set

Allow Direct-IP Multimedia? n

Mode Redundancy
FAX t.38-standard 0
Modem off 0
TDD/TTY Us 3

5.5. IP Interface for procr

The add ip-interface procr or change ip-interface procr command can be used to configure
the Processor Ethernet (PE) parameters. The following screen shows the parameters used in the
sample configuration. While the focus here is the use of the Processor Ethernet (Procr) for SIP
Trunk Signaling, observe that the Processor Ethernet will also be used for registrations from
H.323 IP Telephones and H.248 gateways in the sample configuration.

change ip-interface proc Page 1 of 2
IP INTERFACES

Type: PROCR
Target socket load: 1700

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways®? y
Network Region: 1 Gatekeeper Priority: 5

IPV4 PARAMETERS
Node Name: procr IP Address: 10.64.91.103

Subnet Mask: /24

5.6. IP Network Region

Create a separate IP network region for the service provider trunk. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test, IP-
network-region 2 was chosen for the service provider trunk. IP network region 1 is the default
IP network region and encompasses all the elements within the enterprise. Use the change ip-
network-region 2 command to configure IP network region 2 with the following parameters:

e Set the Location field to match the enterprise location for this SIP trunk.
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e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is avayalab.com. This name appears in the “From” header
of SIP messages originating from this IP region.

e Enter a descriptive name in the Name field.

e Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between I[P
endpoints without using media resources in the Avaya Media Gateway. To enable shuffling,
set both Intra-region and Inter-region IP-IP Direct Audio fields to yes. This is the default
setting. Shuffling can be further restricted at the trunk level on the Signaling Group form.

e Set the Codec Set field to the IP codec set defined in Section 5.4.

e Default values can be used for all other fields.

change ip-network-region 2 Page 1 of 20
IP NETWORK REGION

Region: 2

Location: 1 Authoritative Domain: avayalab.com
Name: SIP Trunks
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 2 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 5000 IP Audio Hairpinning? n

UDP Port Max: 65535
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6

Audio 802.1lp Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n

H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5

Keep-Alive Count: 5

On Page 4, define the IP codec set to be used for traffic between region 2 and the rest of the
enterprise (Region 1). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The example
below shows the settings used for the compliance test. It indicates that codec set 2 will be used
for calls between region 2 (the service provider region) and region 1 (the rest of the enterprise).

change ip-network-region 2 Page 4 of 20
Source Region: 2 Inter Network Region Connection Management I M
G A t

dst codec direct WAN-BW-limits Video Intervening Dyn A G @
rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 2 y NoLimit n t

2 2

3

4
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5.7. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and the Avaya SBCE for use by the service provider trunk. This signaling group is

used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, Signaling Group 2 was used for this purpose and was configured using the

parameters highlighted below.

Set the Group Type field to sip.

Set the IMS Enabled field to n. This specifies Communication Manager will serve as
an Evolution Server.

Set the Transport Method to tcp (Transmission Control Protocol). Set the Near-end
Listen Port and Far-end Listen Port to 5060.

Set the Peer Detection Enabled field to n.

Set the Peer Server to Others.

Set the Near-end Node Name to procr. This node name maps to the IP address of
Communication Manager as defined in Section 5.3.

Set the Far-end Node Name to ASBCE. This node name maps to the IP address of the
Avaya SBCE’s internal interface as defined in Section 5.3.

Set the Far-end Network Region to the IP network region defined for the service
provider in Section 5.6.

Set the Far-end Domain to the domain of the enterprise.

Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk.

Set the DTMF over IP field to rtp-payload. This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

Default values may be used for all other fields.

Peer Detection Enabled? n

add signaling-group 2 Page 1 of 1
SIGNALING GROUP
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n SIP Enabled LSP? n

IP Video? n Enforce SIPS URI for SRTP? vy

Peer Server: Others

Far-end Node Name: ASBCE

Near-end Node Name: procr
Near-end Listen Port: 5060

Far-end Domain: avayalab.com

Incoming Dialog Loopbacks: eliminate
DTMF over IP: rtp-payload

Session Establishment Timer (min): 3
Enable Layer 3 Test? y

H.323 Station Outgoing Direct Media? n

Far-end Listen Port: 5060
Far-end Network Region: 2

Bypass If IP Threshold Exceeded?
RFC 3389 Comfort Noise?

Direct IP-IP Audio Connections?
IP Audio Hairpinning?

Initial IP-IP Direct Media?
Alternate Route Timer (sec) :

OB BB
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5.8. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.7. For the compliance test, Trunk Group 2 was configured using the parameters
highlighted below.

e Setthe Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in the TAC field.

e Set Direction to two-way.

e Set the Service Type field to public-ntwrk.

e Set Member Assignment Method to auto.

e Set the Signaling Group to the signaling group shown in the previous step.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

e Default values were used for all other fields.

add trunk-group 2 Page 1 of 21
TRUNK GROUP

Group Number: 2 Group Type: Sip CDR Reports: y
Group Name: SIP SP 2 COR: 1 T™N: 1 TAC: *02
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 2
Number of Members: 10
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On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITEs must be sent
to keep the active session alive. For the compliance test, the value of 600 seconds was used.

add trunk-group 2 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y

On Page 3, set the Numbering Format field to public. This field specifies the format of the
calling party number (CPN) sent to the far-end.

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if
the inbound call enabled CPN block. For outbound calls, these same settings request that CPN
block be activated on the far-end destination if a local user requests CPN block on a particular
call routed out this trunk. Default values were used for all other fields.

add trunk-group 2 Page 3 0f 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUI Treatment: service-provider
Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y
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On Page 4, set the Network Call Redirection field to y if using the SIP REFER method. This
allows inbound calls transferred back to the PSTN to use the SIP REFER method, see Reference
[15]. Set the Send Diversion Header field to y as well. This field provides additional
information to the network if the call has been re-directed. This is necessary to support call
forwarding of inbound calls back to the PSTN and some Extension to Cellular (EC500) call
scenarios. Set the Support Request History field to n. Set the Telephone Event Payload
Type to 101, the value preferred by IntelePeer™.

Note: IntelePeer™’s SIP Trunking Feature does not require the use of the Diversion header on
re-directed calls. When using IntelePeer™’s SIP Trunking Feature, set the Send Diversion
Header and Network Call Redirection field to n but the Support Request History field to y.

add trunk-group 2 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling Number?

Send Transferring Party Information?
Network Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

Rpr< BB BB

Convert 180 to 183 for Early Media? y
Always Use re-INVITE for Display Updates? y
Identity for Calling Party Display: P

-Asserted-Identity

5.9. Inbound Routing

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. The DID number can be mapped to an
extension using the incoming call handling treatment of the receiving trunk group. Use the
change inc-call-handling-trmt trunk-group 2 command to create an entry for each DID. As
an example, the following screen illustrates the conversion of DID number 3033289130 to
extension 12001 and so forth.

change inc-call-handling-trmt trunk-group 2 Page 1 of 30
INCOMING CALL HANDLING TREATMENT
Service/ Number Number Del Insert
Feature Len Digits
public-ntwrk 10 3033289130 10 12001
public-ntwrk 10 3033289131 10 12002
public-ntwrk 10 3033289132 10 12003
public-ntwrk 10 3033289133 10 12004
public-ntwrk 10 3033289134 10 12005
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5.10. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since public
numbering was selected to define the format of this number (Section 5.8), use the change
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. The DID number will be one assigned by the SIP service provider. It is also used to
authenticate the caller.

In the sample configuration, five DID numbers were assigned for testing. These five numbers
were assigned to the five extensions 12001, 12002, 12003, 12004 and 12005. Thus, these same
10-digit numbers were used in the outbound calling party information on the service provider
trunk when calls were originated from these five extensions at the Enterprise.

change public-unknown-numbering 1 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len

Total Administered: 13

5 5 Maximum Entries: 9999
5 5 5
5 3 5 Note: If an entry applies to
5 4 5 a SIP connection to Avaya
5 5 5 Aura (tm) Session Manager,
5 6 5 the resulting number must
5 7 5 be a complete E.164 number.
5 8 5
5 12000 2 3033289130 10
5 12001 2 3032899131 10
5 12003 2 3033289132 10
5 12004 2 3033289133 10
5 12005 2 3033289134 10

5.11. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an outside line.
This common configuration is illustrated below. Use the change dialplan analysis command to
define a dialed string beginning with 9 of'length 1 as a feature access code (fac).
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change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 attd
ext
ext
ext
ext
ext
ext
ext
ext
fac
dac
dac

FH X OO0 JOo U b WN B O
W W kKo oo oo ool

Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) — Access Code 1.

change feature-access-codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code: *10
Abbreviated Dialing List2 Access Code: *12
Abbreviated Dialing List3 Access Code: *13
Abbreviated Dial - Prgm Group List Access Code: *14
Announcement Access Code: *19
Answer Back Access Code:

Auto Alternate Routing (AAR) Access Code: *00

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *33 Deactivation: #33
Call Forwarding Activation Busy/DA: *30 All: *31 Deactivation: #30
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code: *40

Call Pickup Access Code: *41

CAS Remote Hold/Answer Hold-Unhold Access Code: *42
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:

Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: *80 Close Code: #80
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9.

¢ Dialed String: enter the leading digits (e.g., 1303) necessary to uniquely select the
desired route pattern.

e Total Min: enter the minimum number of digits (e.g., 11) expected for this PSTN
number.

e Total Max: enter the maximum number of digits (e.g., 11) expected for this PSTN
number.

¢ Route Pattern: enter the route pattern number (e.g., 1) to be used. The route pattern (to
be defined next) will specify the trunk group(s) to be used for calls matching the dialed
number.

e Call Type: enter fnpa, the call type for North American 1+10 digit calls. For local 7 or
10 digit calls enter hnpa. For 411 and 911 calls use svel and emer respectively. The call
type tells Communication Manager what kind of call is made to help decide how to
handle the dialed string and whether or not to include a preceding 1. For more

information and a complete list of Communication Manager call types, see Reference [3]
and [4].

The example below shows a subset of the dialed strings tested as part of the compliance test. See
Section 2.1 for the complete list of call types tested. All dialed strings are mapped to route
pattern 1 which contains the SIP trunk to the service provider (as defined next).

change ars analysis 1 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
1303 11 11 1 fnpa n
1502 11 11 1 fnpa n
1720 11 11 1 fnpa n
1800 11 11 1 fnpa n
1866 11 11 1 fnpa n
1877 11 11 1 fnpa n
1888 11 11 1 fnpa n
1908 11 11 1 fnpa n
2 10 10 1 hnpa n
3 10 10 1 hnpa n
4 10 10 1 hnpa n
411 3 3 1 svel n
5 10 10 1 hnpa n
555 7 7 deny hnpa n
6 10 10 1 hnpa n
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 1 during the compliance test.

e Pattern Name: Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance test, trunk group 2 was used.

e FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to
this trunk for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: The prefix mark (Pfx Mrk) of 1 will prefix any FNPA 10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10
digits are sent to the service provider for long distance North American Numbering
Plan (NANP) numbers. All HNPA 10 digit numbers are left unchanged.

change route-pattern 1 Page 1 of 3

Pattern Number: 1 Pattern Name: SIP TRK

SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 2 0 1 n user
2: n user
38 n user
4: n user
58 n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
01 2M4W Request Dgts Format
Subaddress
l: yyyyyn n rest none
2: y yyyyn n rest none
3: yyyyyn n rest none
4: vvvvvn n rest none
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Use the change ars digit-conversion command to manipulate the routing of dialed digits that
match the DIDs to prevent these calls from going out the PSTN and using unnecessary SIP trunk
resources. The example below shows the DID numbers assigned by IntelePeer™ being
converted to 5 digit extensions.

change ars digit-conversion 0 Page 1 of 2
ARS DIGIT CONVERSION TABLE

Location: all Percent Full: O
Matching Pattern Min Max Del Replacement String Net Conv ANI Reqg
3033289130 10 10 10 12001 ext y n
3033289131 10 10 10 12002 ext Yy n
3033289132 10 10 10 12003 ext y n
3033289133 10 10 10 12004 ext y n
3033289134 10 10 10 12005 ext y n

5.12. Saving Communication Manager Configuration Changes

The command save translation all can be used to save the configuration.

save translation all

SAVE TRANSLATION

Command Completion Status Error Code
Success 0
PM; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 65

SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. [PeerCM601ASBCE



6. Configure Avaya Session Border Controller for Enterprise

This section covers the configuration of Avaya Session Border Controller for Enterprise (Avaya
SBCE). It is assumed that the software has already been installed. For additional information on
these configuration tasks, see Reference [12] and [13].

A pictorial view of this configuration is shown below. It shows the components needed for the

compliance test. Each of these components is defined in the Avaya SBCE web configuration as
described in the following sections.

¢~ INTELEPEER 4 Enterprise 3
,//- Global Profiles _\\, I/ Domain Folicies \I /_ Domain Palicies (/- Global Profiles
Routing Signaling Rules Signaling Rules Routing
Route lo Intelapesr Routa_to CM
B Ao A1 Default Rm-Headers Default_Rm-Headers 10,6491 103
Topol Hidi Media Rules Media Rules e
NTELEPEER T No-Media-Detection No-Media-Detection T°p£r'1?:r§:'5':'““
Server Interworking Applil:aticr_l Rules .ﬁ.pplicaﬂoq Rules Server Interworking
INTELEPEER Maxalce Maoice Entarprise
R End Foint Policy
Signaling Groupa End Paint Policy Server Configuration
Manipulation INTELEPEER Groups oM
Intelepeer_Script DomPoli Ert_DomainPolicy 10.64.91.103
— \—__— /|| \ J
Server Configuration \‘— —/
Intalepear //—Devica Specific Sattings /Dafvice Specific Settings\
G800 x0od
\ / Metwork Metwork
Management Management
B1 Al
1P: 205, w00 xxx. 92 IP: 10.80.150.100
Signaling Interface Signaling Interface
Sig_Outside Sl Inside
5080 5080
Media Interface Media Interface
Media_Outside Media_Inside
B000-2099 2048-3329
Server Flows Server Flows
Intelepear Flow CM_Flow
\: v
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Use a web browser to access the Avaya SBCE UC-Sec web interface, enter https://<ip-
addr>/ucsec in the address field of the web browser, where <ip-addr> is the management LAN
IP address of UC-Sec.

Log in with the appropriate credentials. Click Sign In.

|>

Signin
© Sipera
Systems Password

LEARN - VERIFY ~ PROTECT

The LIC-Sec ™ family of products from Sipera Systerns delivers comprehensive
WolP security by adapting the best practices of internet security and by using unigque,
sophisticated technigques such as WolP protocol misuse & anomaly detection,
behavioral learning hased anomaly detection and vaice spam detection to protect
WolP networks.

Yisit the Sipera Systemns website to learn mare.

MOTICE TO USERS: This system is for authorized use only. Unauthorized use ofthis
system is strictly prohibited. Unautharized ar improper use of this system may
resultin civil andior criminal penalties. Use of this systerm constitutes consentto
security monitaring. All activity is logged with login info, host name and IP address.

The main page of the Avaya SBCE UC-Sec Control Center will appear.

UC-Sec Control Center

Ime din it 23:51 PM GMT

| Logs & Diagnostics

@ Alarms Incidents Uﬂ Statistics
|3 UC-Sec Caontrol Center =

e
BT Securing your real-time unified communications
~or Administration

- Cassetore
[a] ' Acomprehensive IP Communications Security product, the Sipera UC-Sec offers a complete L L

B8 Bystern Management

@ Users

suite of security, enahlement and compliance features far protecting and deplaying unified Sipera Website
|2 Global Parameters communications such as Voice-over-1P (volP), instant messaging (b, multimedia, and Sipera VIPER Labs
|23 Global Profiles collaboration applications.
(53 BIP Cluster Contact Support

. Ifyou need support, please call our toll free number at (BEE) B61-3113 ar e-mail
o Domam PD“F'ES ) support@sinera.cam.
|2) Device Specific Settings

UC-Sec Devices | Network Type
[0 Trounleshooting Alarms (Past 24 Hours) Incidents {Past 24 Hours) _ = -

TLS Management ASBCE DmZ_0OrLY
b . . Mone found. ASBCE: Server Heartheatis UP - ®
120 1M Logging

ASBCE: Server Heartheat is failed
ASBCE: Mo Subscriber Flow Matched
ASBCE: Server Heartbeat is UP
ASBCE: Server Heartheatis UP

Administrator Notes

Mo notes posted.

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 65
SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. IPeerCM601ASBCE



To view system information that was configured during installation, navigate to UC-Sec Control
Center - System Management. A list of installed devices is shown in the right pane. In the
case of the sample configuration, a single device named ASBCE is shown. To view the
configuration of this device, click the monitor icon (the third icon from the right).

5:13 PM GMT

@ Alarms | [F] Incidents St i &7 Diagnostics @ Users ﬂJ Logout | (@ Help
|3 UC-Sec Control Center =

@)'ielcome

“o#Administration

[‘%‘.]ElackupIRestore Installed Updates

B8 5ystern Management
> 50 Global Pararmeters | DeviceName | SerialNumber verson| _ Sas | | | | |||
b D Global Profiles ABBOE IPCE31020130 405002 @ Commissioned EBEEOE %X
12 BIP Cluster

|3 Domain Policies

I |2 Device Specific Seftings
I | Troubleshooting

[ |3 TLS Management
&I IM Logging

The System Information screen shows the Network Settings, DNS Configuration and
Management IP information provided during installation, and corresponds to Figure 1. The
Box Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used
for all other fields.

System Information: ASBCE [
Network Configuration
—General Settings Device Settings
Appliance Name ASBCE HA Maie [ La]
Box Type SIF Secure Channel Mode  MOME
Dreployment Maode Promy Twio Bypass Mode M
—HNetwork Settings
I T ™ T T
1080150100 10.80.150.100 2552552550 10.80.150.1
204 L W 204 L W 255 255 2655128 204, -1 B1
—DNS Configuration Management IP(s)
Primary DHNS 1080150 2M ’7 IP 1080150449
Secondary DNS
DNS Location (]
DNS Client IP 1080150100
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6.1. Global Profiles

Global Profiles allow for configuration of parameters across all UC-Sec appliances.

6.1.1. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Create the Routing Profile for Communication Manager and IntelePeer™ SIP Trunk. To add a
routing profile, navigate to UC-Sec Control Center = Global Profiles 2 Routing and select
Add Profile. Enter a Profile Name and click Next to continue.

Routing Profile

Profile Name Route_to_CM-Lab2|

Next
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In the new window that appears, enter the following values. Use default values for all remaining
fields:

e URI Group: Select “*” from the drop down box.

e Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server.

e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server.
¢ Routing Priority Based on
Next Hop Server: Checked.
e Outgoing Transport: Choose the protocol used for transporting outgoing
signaling packets.

Click Finish (not shown).

The following screen shows the Routing Profile to Communication Manager. The Next Hop
Server 1 is the [P address of the Communication Manager Processor Ethernet as defined in
Section 5.3. The Outgoing Transport is set to TCP and matches the Transport Method set in
the Communication Manager Signaling Group in Section 5.7.

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 9:19:47 PM GMT Systems
Alarms Incidents Statistics | =] Logs &9 Diagnostics Users Logout (@) Help
E 8
[ UC-Sec Control Center Global Profiles » Routing: Route_to_CM-Lab2
& Waicome
< s Administration
[lal] Backup/Restore Routing Profiles Click here to add a description.
@ Systermn Management default Routing Profile |
= |=) Global Parameters Route_to_SP1
-
St Lo Route_to_SM-Lab1
E& Domain Dos
& Route_to_CS1K
fig@ Fingerprint e Hext Next | lgnore .
8 Server Interworking Route_to_CM-Lab2 Priority Hext Hop Next Hop Hop | NAPTR Hopin| Route | Ouldoing
Server 1 Server 2 Rt % Transport
45 Phone Interworking Route_to_SP2 Priority Dialog | Header
E"E 29‘113 FoekEg Route_to_SP3 = 106491103  — w O |O| O r TcP -
outing
iy Server Configuration et S
&8 Subscriber Profiles To-SM62-Lab2
== Topolagy Hiding To-SIP Trunk 3-WS
Signaling Manipulation
£ URI Groups
= |23 SIP Cluster
> | Domain Policies
I» |=) Device Specific Settings
> | Troubleshooting
> =3 TLS Management
> | IM Logging

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 65
SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. [PeerCM601ASBCE



The following screen shows the Routing Profile to IntelePeer™. In the Next Hop Server 1 field
enter the [P address that IntelePeer™ uses to listen for SIP traffic and set the Outgoing
Transport to UDP.

UC Sec Control Center @ Sipera

ou signed in as Admin. Current server time is 6:01:34 PM GMT
@ Alarms Incidents uﬁ Statistics Logs E Diagnostics IE Users QJ Logout | (@ Help
|2) UC-Sec Control Center PN Global Profies = Routing: Route_to_SP2

& teicome da profe| [Rename profie | clone protie | oetete protie |
Add Profile Rename Profile | Clone Profile | Delete Profile

< Administration

E":] Backup/Restore Routing Profiles Click here to add a description.

B8 system Management default Routing Profile |
> [ Global Parameters Route_to_SP1
4 [ Global Prafil
3 Global Profiles Route_to_SM-Lab1 | dd Routing Rule |
& Domain Dos

%) Fingerprint Route_to_CS1K

& Fi i _to_| Mext | lgnore

%y Senver Interworking Route_to_CM-Lab2 Priority|  URIGroup e LEHITD Hop NAPTR| SRV| Hopin| Route | OUt8°ing
Server1 Server 2 Transport

4§ Phane Interworking Route to_SP2 Dialog | Header

b i
&g Media Forking Route_to_SP3 W [ S

m

% Routing

|y Server Configuration BRI AL

2 Subscriber Profiles To-SM62-Lab2

al= Topolagy Hiding To-SIP Trunk 3-WS§
Signaling Manipulation

& URI Groups

> |2 SIP Cluster
> ) Domain Policies

6.1.2. Topology Hiding Profile

The Topology Hiding profile manages how various source and destination addresses, and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks.

Create a Topology Hiding Profile for the enterprise and IntelePeer™ SIP Trunk. In the sample
configuration, the Enterprise and IntelePeer™ profiles were cloned from the default profile.
To clone a default profile, navigate to UC-Sec Control Center = Global Profiles = Topology
Hiding. Select the default profile and click on Clone Profile as shown below.

W ucsi =
Alarms Incidents —| Loas

E =
|y UC-Sec Contral Center

(@) Welcome

[l Statistics cs | [B Users

< Administration
|| BackupiRestore Topology Hiding Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
B8 System Management default —‘
» [ Global Parameters v Topology Hiding
4
B Domain Dos
) Fingerprint Record-Route IPiDamain Auto
B Server Interwarking To IPDomain Auto
€5 Phone Interworking ReguestLine IPDomain Auto
fgmetha Forking From IPiDiomain Auto
ﬁﬂuutmg Wi IPID Auts
| g Server Configuration & amain 1o
8 Subscriber Profiles S0P [PiDomaln Autn
ol= Topology Hiding
Signaling Manipulation m
£ URI Groups
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Enter a descriptive name for the new profile and click Finish.

FProfile Mame

Clane Mame

Clone Profile

default

| Erterprize

Edit the Enterprise profile to overwrite the To, Request-Line and From headers with the
enterprise domain as shown below. The Overwrite Value should match the Far-end Domain set
in the Communication Manager Signaling Group (Section 5.7). Click Finish to save the

changes.

Edit Topology Hiding Profile

T ewer | Cuern | Reploce i Overarte vawe |

|Ren:n:|r|:| Route V| |IF'fDnma|n V| |Autn V| | | X
'To v| [IP/Damain | | Overarite v | [avayaiab.com | %
| Request-Line v| |IPfDomain  v| | Overwrite v | |avayaiab.com | X
| From v| |IPDomain  v| | Overwrite v | | avayslab.com | X
Wia v| [IP/Domain - v| | Auto v| | X
| S0P v| [IPDamain - v| | Auto v| | X
Finksh]|
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It is not necessary to modify the IntelePeer™ profile from the default values. The following
screen shows the Topology Hiding Policy created for IntelePeer™.

UC-Sec Control Center

gned in as Admin. Current server time is 9:37:10 PM GMT

Vilelcome ucsec,

@ Alarms Incidents

[If statistics | = Logs

|3 UC-Sec Control Center
@) Welcome
¢ Administration
|| BackupiRestore
B8 system Management
[ Global Parameters
4 =) Global Profiles
B Domain Dos
&5 Fingerprint
B Server Interworking
45 Phane Interworking
&% Media Forking
% Routing
(& Sewver Configuration
3 Subscriber Profiles
== Topoloagy Hiding
= Signaling Manipulation
£ URI Groups
I [5 SIP Cluster
I [) Domain Palicies
[+ |2) Device Specific Settings
I [ Troubleshooting
I [ TLS Management
> [ IM Logging

Global Profiles > Top
default
cisco_th_profile
SIP Trunk
Enterprise

% Diagnostics  [Bf Users

Topology Hiding |

(@ Help

Rename Profile | Clone Profile | Delete Profile

Click here to add a description.

@) Logout

Request-Line IFiDomain
From IP/Domain
sDP IPIDomain
Record-Route IP/Domain
Via IP/Domain
To IPiDomain

Auto

Auto —
Auto .
Auto =
Auto T
Auto =

When creating or editing Topology Hiding Profiles, there are six types of headers available for
selection in the Header drop-down list to choose from. In addition to the six headers, there are
additional headers not listed that are affected when either of two types of listed headers (e.g., To
Header and From Header) are selected in the Header drop-down list. Table 2 lists the six
headers along with all of the other affected headers in three header categories (e.g., Source
Headers, Destination Headers, and SDP Headers).

Main Header Names

Header(s) Affected by Main Header

Source Headers

Record-Route

From

(1) Referred-By
(2) P-Asserted Identity

Via

Destination Headers

To

(1) ReferTo

Request-Line

SDP Headers
Origin Header |
Table 2: Topology Hiding Headers
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6.1.3. Server Interworking Profile

The Server Interworking profile configures and manages various SIP call server-specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters (for HA
deployments), DoS security statistics, and trusted domains. Interworking Profile features are
configured based on different Trunk Servers. There are default profiles available that may be
used as is, or modified. New profiles can be configured as described below.

In the sample configuration, separate Server Interworking Profiles were created for the
Enterprise and IntelePeer™.

6.1.3.1 Server Interworking Profile — Enterprise

To create a new Server Interworking Profile for the enterprise, navigate to UC-Sec Control
Center - Global Profiles = Server Interworking and click on Add Profile as shown below.

UC-Sec Control Center @ Sip_era

Wielcome ucsec, you signed in as Admin. Current server time is T:42:43 PM GMT systems

@ Alarms Incidents |]:E| Statistics

=] Logs &% Diagnostics @ Users QJ Logout | (& Help

) WC-Sec Control Center i Glokal Pro server Interworking: c=2100
@) elcome -
Add Profile —
¢ Administration - - -
=] BackupiRestore Interworking Profiles It is not recommended to edit the defaults. Try cloning or g
System Management
= y €s2100 General | | Timers | | URI Manipulation | | Header Manipulati

» |y Global Parameters .
4 () Glabal Profiles -

[ Dornain Dos OCS Edge-Server

;;;. Fingerprint cisco-ccm Hold Support RFC3264
&2 Server Interworking cups 180 Handling Mone
@ th.m Interﬁurkmg Sipera-Halo 181 Handling Maone
&% Wedia Forking :
ﬁ Routing OCS-FromEnd- 182 Handling Mane

—| Server .
& Server Configuration 183 Handling Maone
L5, Subscriber Profiles Refer Handling (K]
al= Topology Hiding I Handling Mo L

Signaling Manipulation ) )
Diversion Header Support (K]

25 URI Groups b 2 2 I . b

Enter a descriptive name for the new profile and click Next to continue.

Interworking Profile

Profile Mame |Enterpris& |
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In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Hold Support: Select RFC3264.
e T.38 Support: Checked.

Click Next to continue.

Editing Profile: Enterprise £
() Mone
Hold Support () RFC2543-c=0.0.00
(®) RFC3264 - a=sendanly
180 Handling (& Maone (O SDP (O Mo SOF
181 Handling (& Maone (O SDP (O Mo SOF
182 Handling (& Maone (O SDP (O Mo SOF
183 Handling (& Maone (O SDP (O Mo SOF
Refer Handling ]
e Handling F

Diversion Header Support

Delayed SDP Handling F

T.38 Suppart

LIRI Scheme (& 8IP (O TEL (O ANY
() RFC3261

Yia Header Format
() RFC2643
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Default values can be used for the next two windows that appear. Click Next to continue.

Interworking Profile 3

Privacy Enahled ]
Llzer Mame

P-Asserted-ldentity
P-Preferred-ldentity

DTMF
OTMF Support (& Mone O SIP MOTIFY (O BIF INFO

Interworking Profile

Configuration is not required. Al fields are optional.

SIP Timers

Win-SE |:| seconds, [90 - B6400]
Init Timer |:| millisecands, [50 - 1000]
Wax Timer |:| millisecands, [200 - 8000]
Trans Expire |:| geconds, [1 - 64]

Invite Expire |:| seconds, [180 - 200]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [600 - 3600]
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On the Advanced Settings window uncheck the following default settings:
e Topology Hiding: Change Call-ID
e Change Max Forwards

e Has Remote SBC

Click Finish to save changes.

Interworking Profile [
() Mone
Fecord Routes {3 Bingle Side
{#) Both Sides
Topology Hiding: Change Call-ID ]
Call-Info MAT [l
Change Max Forwards IF
Include End Point IP for Context Lookup ]
05 Extensions ]
asas Extensions ]
MORTEL Extensions ]
SLiC Extensions ]
Diversion Manipulation ]
Diversion Header IR |

Metaswitch Extensions ]
Reset on Talk Spurt ]
Reset SETP Context on Session Refresh ]
Has Remate SBC IF
Foute Response ania Port ]
Cigco Extensions ]

Back [ Finish |
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6.1.3.2 Server Interworking Profile — IntelePeer™

To create a new Server Interworking Profile for IntelePeer™, navigate to UC-Sec Control
Center = Global Profiles = Server Interworking and click on Add Profile as shown below.

UC-Sec Control Center

Wielcome Lcs

@ Alarms

[l Statistics

Incidents Diagnostics Users
E
Iy UiC-Sec Cantral Center
&) welcome
Add Profile Clone Profile
< ¢ Administration v -
@ Backup/Restare Interworking Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
Systerm M t
i System Managermen cs2100 General | Timers | | URI | | Header | | Advanced |
> |2 Global Parameters -
4[5 Glabal Prafiles iy ~
{35- Fingerprint cisco-ccm Haold Suppart RFC3264
83 Server Interworking cups 180 Handling Mane
@]Phone Intemorklng Sipera-Halo 181 Handling Maone
&% Media Forking -
E”gRouting OCS-FromEnd-Server 182 Handling Mane
| Server Configuration Enterprise 183 Handling Mone
L8, Subscriber Profiles Refer Handling Mo
o|m Topalogy Hiding ot Handling Mo
Signaling Manipulation
;;au% Gmgps 0 Diversion Header Suppart Mo L]
> [ SIP Cluster Delayed S0OF Handling Mo
» |2y Domain Policies T.38 Support Mo
> |2) Device Specific Settings URI Seheme P
’ glg“;'esmm'”gt Via Header Format RFC3261
> anagemen
[ o v

Enter a descriptive name for the new profile and click Next to continue.

Interworking Profile

Profile Mame |Intelep&er| |
Next
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In the new window that appears, keep the default Hold Support value of None. IntelePeer™
SIP Trunk Service is not capable of supporting calls placed on hold by either the RFC 3264
method using the a=sendonly SDP attribute, or the RFC 2543 method of setting the address in
the c= SDP line to 0.0.0.0. With the Hold Support set to None, it is necessary to create a
Signaling Manipulation (Section 6.1.4) to remove the sendonly media attribute sent by
Communication Manager.

Click Next to continue.

Hold Support

180 Handling
181 Handling
182 Handling
183 Handling
Fefer Handling
Jux Handling

T.38 Support
LRI Scheme

Delayed SDF Handling

Wia Header Format

Interworking Profile

(%) Mone
(7 RFC2543-¢c=00.0.0

() RFC3264 - a=sendanly

(& Mone (O SDP (O Mo S0P
(& Mone (O SDP (O Mo S0P
(& Mone (O SDP (O Mo S0P
(& Mone (O SDP (O Mo S0P
]

]

Diversion Header Support

O
O

@ SIP O TEL ) ANY

(&) RFC3261
() RFC2543

fil
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Default values can be used for the next two windows that appear. Click Next to continue.

Interworking Profile 3

Privacy Enahled ]
Llzer Mame

P-Asserted-ldentity
P-Preferred-ldentity

DTMF
OTMF Support (& Mone O SIP MOTIFY (O BIF INFO

Interworking Profile [x

Configuration is not required. All fields are optional.

SIP Timers

Min-SE |:| seconds, [90 - B6400]
Init Timer |:| milliseconds, [50 - 1000]
Wz Timer |:| milliseconds, [200 - 8000]
Trans Expire |:| seconds, [1-64]

Irwite Expire |:| seconds, [180 - 200]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [E00 - 2600]
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On the Advanced Settings window the default values can be used. Click Finish to save
changes.

Interworking Profile [x
() Mone
Fecord Routes {3 Bingle Side
{3} Both Sides
Topology Hiding: Change Call-1D
Call-Info MAT ]
Change Max Forwards
Include End Point IP for Context Lookup ]
005 Extensions ]
2hy s Extensions [l
MORTEL Extensions ]
SLiC Extensions ]
Diversion Manipulation ]
Diversion Header LIRI |

Metaswitch Extensions ]
Reseton Talk Spurt ]
Feset SETP Context on Session Refresh ]
Has Remote SBC
Foute Response onia Port ]
Cisco Extensions ]

Back [ Finish |

6.1.4. Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the
headers in a SIP message. This feature will give the ability to configure such manipulation in a
highly flexible manner using a proprietary scripting language called SigMa.

The SigMa scripting language is designed to express any of the SIP header manipulation
operations to be done by the Avaya SBCE. Using this language, a script can be written and tied
to a given flow through the EMS GUI. The Avaya SBCE appliance then interprets this script at
the given entry point or “hook point”.
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These application notes will not discuss the full feature of the Signaling Manipulation but will
show an example of a script created during compliance testing to aid in topology hiding.

To create a new Signaling Manipulation, navigate to UC-Sec Control Center = Global Profiles
- Signaling Manipulation and click on Add Script (not shown). A new blank SigMa Editor
window will pop up. For more information on Signaling Manipulation see Reference [13].

The following sample script is written in two sections. Each section begins with a comment
describing what will take place in that portion of the script. The first section will act on the
response from Communication Manager to an inbound call from IntelePeer™ (e.g., 180 Ringing
and 200 OK) while the second acts on the request of an outbound call to IntelePeer™ from
Communication Manager (e.g., re-INVITE messages from Communication Manager for audio
shuffling). The script is further broken down as follows:

e within session “All” Transformations applied to all SIP sessions.

e acton response Actions to be taken to the response of an
INVITE (e.g., 180 Ringing and 200 OK).

e %DIRECTION=“OUTBOUND” Applied to a messages leaving the Avaya
SBCE.

e %ENTRY_POINT=“POST_ROUTING” The “hook point” to apply the script after the
SIP message has routed through Avaya
SBCE.

e %HEADERS|[“p-asserted-identity”][1]  Used to retrieve an entire header. The first
dimension denotes which header while the
second dimension denotes the 1* instance of
the header in a message.

e .regex_replace

(“avayalab\.com”,*“205.xxx.xxx.35:5060) An action to replace a given match with the
provide string (e.g., find “avayalab.com”
and replace it with “205.xxx.xxx.35:5060”.

The P-Asserted-Identity header will be modified by replacing the domain “avayalab.com” with
the external IP address of the Avaya SBCE and the SIP port of 5060 in both the response and
request sessions.
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UC-Sec Control Center

ome uc you signed in as Admin. Current server time is 5:20:03 PM GMT

@ Alarms Incidents [ Statistics | =] Logs | % Diagnostics |8l Users m Logout | (@) Help
|y UC-Sec Control Center PN Global Profiles = Signaling Manipulation: SIP Tru
S welcome | i ' ' '
Upload Script [ Add Script Clone Script
<.¢ Administration - _
[J] Backup/Restore Signaling Manipulation Click here to add a description.
System Management Scripts T
» |2 Global Parameters SIP Trunk2_Script
4 3 Global Profiles - saved /f Topolegy Hiding of PAI header within 180 Ringing respense o
EDomain Dos | esik Script within session "ALL" =
Fingerprint - {
% Server Interworking CM_saved act on response where $DIRECTION="OUTBOUND™ and $ENTRY FOINI="FOST_ROUTING™ i
£5 Phone Interworking test et
fg Media Forking SIP Trunk4_Script
£% Routing | SIPTrunk 1_Script
| Server Configuration
5 Subscriber Profiles
alm Topology Hiding
Signaling Manipulation
2% URI Groups -
& Internet | Protected Mode: On A v ®10% v

- Options
Title | SIP Trunk2_Script
1 // Topology Hiding of PAI header within 180 Ringing response
2 within session "ALL"
3 {
4 act on response where IDIRECTION="OUIBOUND" and %ENTRY POINT="POST_ ROUTING"
5] {
[ $HEADERS ["p-asserted-identity”] [1] .regex replace ("avayalabh.com”,"205.168.62.35:5060");
7 H
8 }
g
10 //Topology Hiding of PAI header for subsegquent re-INVITE=s and remove Alert-Info header
11 within session "ALL"
12 {
13 act on reguest where 3$DIRECTICN="CUIBOUND" and 3%ENTRY POINT="POST_ROUTING"
14 {

1s $HEADERS ["p-asserted-identity™] [1] .regex replace ("avayalab\.com","205.168.62.35:5060");
16 remove ($HEADERS ["Alert-Info™] [1])
17 1

a8 }

The screen above shows the finished Signaling Manipulation Script IntelePeer™ Script (SIP
Trunk2 Script).
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6.1.5. Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs configure and manage various SIP call server-specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security
statistics, and trusted domains.

In the sample configuration, separate Server Configurations were created for Communication
_Manager and IntelePeer™.

6.1.5.1 Server Configuration — Communication Manager

To add a Server Configuration Profile for Communication Manager, navigate to UC-Sec
Control Center - Global Profiles = Server Configuration and click on Add Profile as
shown below.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time iz 5:29:43 PM GMT
@ Alarms Incidents | [If Statistics

@) Sipera

Systems.

=] Logs @ Diagnostics | Logout | (@ Help

[& users

|2 UC-5ec Control Center Slobal Profile er Configuration: CM-Lab2
<& Administration
[L)| BackupiRestore General || Authentication | | Heartbeat || Advanced |
@System Management SIP Trunk 1-CL
» 3 Global Parameters . Geen |
4 | Global Profiles Server Type Call Server
& Domain Dos IP Addresses / FQDNs 10.64.91.103
- Sy Supported Transports TCP
%1 Server Interworking SIP Trunk 2 - IP o B
&5 Phone Interworking SIP Trunk 3 - PT TCP Port 5080
¥ : :
.ul'v1ed|_a Forking = cmLabt Edit
2 Routing
i Server Configuration SO =R
2 Subscriber Profiles SM62-Lab2

nl= Topology Hiding
Signaling Manipulation
£} URI Groups
|2 SIP Cluster
=) Domain Policies
|2) Device Specific Settings
|2 Troubleshooting
| TLS Management | &
|3 IM Logaging o

=0 - A - - A - -

Enter a descriptive name for the new profile and click Next.

Add Server Configuration Profile

Profile Name |t:r.'|-Lab21

Next
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In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Server Type: Select Call Server from the drop-down box.
e [P Addresses/
Supported FQDNs: Enter the IP address of the Communication Manager

Processor Ethernet as defined in Section 5.3.

e Supported Transports: Select TCP.

e TCP Port: Port number on which to send SIP requests to
Communication Manager. This should match the port
number used in the Far-end Listen Port in the
Communication Manager Signaling Group as defined
Section 5.7.

Click Next to continue.

Add Server Configuration Profile - General

Semnver Type Call Server |E|

10.54.91.103 -

IP Addresses [ Supported FQDMNs
Comma seperated list

v TCP
Supported Transports [ UDP
[ TLS
TCP Port 5060 |
UDP Port | |
TLS Port | |
osc e
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Verify Enable Authentication is unchecked as Communication Manager does not require
authentication. Click Next to continue.

Add Server Configuration Profile - Authentication %
Enable Authentication ]
Uzer Mame | |
Realm | |
Password | |

Caonfirm Password | |

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Enable Heartbeat: Checked.
e Method: Select OPTIONS from the drop-down box.
¢ Frequency: Choose the desired frequency in seconds the Avaya

SBCE will send SIP OPTIONS. For compliance
testing 60 seconds was chosen.

e From URI: Enter the URI to be sent in the FROM header for
SIP OPTIONS.

e To URI: Enter the URI to be sent in the TO header for SIP
OPTIONS.

Click Next to continue.

}Genera] | | Authentication | | Heartbeat | | Advanced |

Enable Heartbeat v
Method OPTIONS
Frequency 60 seconds
From LRI ping@avayalab.com
To URI ping@avayalab.com
TCP Probe I
Edit
PM; Reviewed: Solution & Interoperability Test Lab Application Notes 42 of 65

SPOC 5/25/2012 ©2012 Avaya Inc. All Rights Reserved. IPeerCM601ASBCE



In the new window that appears, select the Interworking Profile created for the enterprise in
Section 6.1.3.1. Use default values for all remaining fields. Click Finish to save the

configuration (not shown).

Enable DoS Protection
Enable Grooming

Interworking Profile

Signaling Manipulation Script

UDP Connection Type

=
A
AT EEES
SIP Trunk2_Script
SUBID

6.1.5.2 Server Configuration - IntelePeer™

To add a Server Configuration Profile for IntelePeer™ navigate to UC-Sec Control Center
- Global Profiles 2 Server Configuration and click on Add Profile (not shown). Enter a
descriptive name for the new profile and click Next.

Add Server Configuration Profile

Profile Name

Intelepeear

In the new window that appears, enter the following values. Use default values for all remaining

fields:

e Server Type:

o [P Addresses/
Supported FQDNs:

e Supported Transports:

e UDP Port:

Click Next to continue.

PM; Reviewed:
SPOC 5/25/2012

Select Trunk Server from the drop-down box.

Enter the IP address(es) of the SIP proxy(ies) of the service
provider. In the case of the compliance test, this is the
IntelePeer™ SIP Trunk IP address. This will associate the
inbound SIP messages from IntelePeer™ to this Sever
Configuration.

Select the transport protocol to be used for SIP traffic
between Avaya SBCE and IntelePeer™.

Enter the port number that IntelePeer™ uses to send SIP
traffic.

Solution & Interoperability Test Lab Application Notes 43 of 65
©2012 Avaya Inc. All Rights Reserved.

[PeerCM601ASBCE



Edit Server Configuration Profile - General

Server Type Trunk Server |E|

G 300 20041 -

IP Addresses / Supported FQDMNs
Comma seperated list

[~ TCP
Supported Transports ¥ UDP

[~ TLS
TCF Port | |
UDP Port |5060 |
TLS Port | |

Verify Enable Authentication is unchecked as IntelePeer™ does not require authentication.
Click Next to continue.

Add Server Configuration Profile - Authentication

Enable Authentication ]

lzer Mame | |

Fealm | |

Fassword | |

Caonfirm Password | |

In the new window that appears, enter the following values. Use default values for all remaining
fields:

¢ Enable Heartbeat: Checked.
e Method: Select OPTIONS from the drop-down box.
e Frequency: Choose the desired frequency in seconds the Avaya

SBCE will send SIP OPTIONS. For compliance
testing 60 seconds was chosen.
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e From URI: Enter the URI to be sent in the FROM header for
SIP OPTIONS.

e To URI: Enter the URI to be sent in the TO header for SIP
OPTIONS.

Click Next to continue.

The SIP OPTIONS are sent to the SIP proxy(ies) entered in the IP Addresses /Supported
FQDN:s in the Server Configuration Profile. The URI of PING@ IntelePeer.com was used in
the sample configuration to better identify the SIP OPTIONS in the call traces. IntelePeer™
does not look at the From and To headers when replying to SIP OPTIONS so any URI can be
used as long as it is in the proper format (USER@DOMAIN).

Enable Heartbeat v
Method OPTIONS
Frequency G0 seconds
From URI FING@Intelepeer.com
To URI FING@Intelepeer.com
TCP Probe r

In the new window that appears, select the Interworking Profile created for IntelePeer™ in
Section 6.1.3.2. Select the Signaling Manipulation Script created in Section 6.1.4. Use
default values for all remaining fields. Click Finish to save the configuration (not shown).

Enable DoS Protection r

Enable Grooming r

Interworking Profile e

Signaling Manipulation Script SIP Trunk2_Script
IOP Connection Type SUBID

6.2. Domain Policies

The Domain Policies feature configures, applies, and manages various rule sets (policies) to
control unified communications based upon various criteria of communication sessions
originating from or terminating to the enterprise. These criteria can be used to trigger policies
which, in turn, activate various security features of the UC-Sec security device to aggregate,
monitor, control, and normalize call flows. There are default policies available to use, or a
custom domain policy can be created.
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6.2.1. Media Rules

Media Rules define RTP media packet parameters such as packet encryption techniques and
prioritizing encryption techniques. Together these media-related parameters define a strict
profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the UC-Sec security product.

Create a custom Media Rule to set the Quality of Service and Media Anomaly Detection. The
sample configuration shows a custom Media Rule No-Media-Detection created for the
enterprise and IntelePeer™.

To create a custom Media Rule, navigate to UC-Sec Control Center > Domain Policies =
Media Rules. With default-low-med selected, click Clone Rule as shown below.

UC-Sec Control Center @ Sipera

signed in as Admin. Current server time iz 6:37:38 PM GMT Systems

WElCome L Yy
@ Alarms Incidents | [Jy Statistics
|2 UC-Sec Control Center

©welcome Filter By Device... v S Cione Ruc

7 Administration
H Backup/Restore Media Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

B8 System Management default-low-med Media NAT ‘ | Media Encryption | | Media Anomaly | | Media Silencing | | Media QoS | | Turing Test |

& Diagnostics @] Logout | (@ Help

& Users

Ales: default-lowe-med

=] Logs

Domzin Policies = Mediz

> | 2) Glohal Parameters
» [ Glabal Prafiles default-low-med-enc
4 | 7 Domain Policies default-high-enc Media Anomaly Detection
ElApplication Rules avaya-low-med-enc Detect RTP Injection Attack
g4 Border Rules
E Media Rules Asymmetric RTP O
[ security Rules Action Alert
A1 Signaling Rules
(&) Time of Day Rules m
= End Point Palicy Groups

) Device Specific Settings
|3 Trouhleshooting

|23 TLS Management

3 1M Logging

Enter a descriptive name for the new rule and click Finish.

Clone Rule X
Rule Mame default-low-med
Clone Mame | Mo-Media-Detection |

When the RTP packets of a call are shuffled from Communication Manager to an IP Phone, the
Avaya SBCE will interpret this as an anomaly and an alert will be created in the Incidents Log.
Disabling Media Anomaly Detection prevents the RTP Injection Attack alerts from being
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created during an audio shuffle. To modify the rule, select the Media Anomaly tab and click
Edit. Uncheck Media Anomaly Detection and click Finish (not shown).

The following screen shows the No-Media-Detection rule with Media Anomaly Detection

disabled.

UC-Sec Control Center

il

@ Alarms Incidents

[Ify statistics

=) Uc-Sec Contral Center
©) Welcame
< ¢ Administration
[L]| BackupiRestore
@System Management
> |2) Global Parameters
> |2) Global Profiles
> |2 8IP Cluster
4 | ) Domain Policies
[E5 Application Rules
[§L Border Rules
[ Media Rules
[} security Rules
i Signaling Rules
o) Time of Day Rules

5 End Point Policy Groups

> |2) Device Specific Seftings
> |2 Troubleshaooting

> |2 TLS Management

> |2 IM Logaing

7:50 PM GMT

default-low-med
default-low-med-enc
default-high
default-high-enc
avaya-low-med-enc
No-Media-Detection

Diagnostics

B Users
tio

Click here to add a description.

[Filter By Device. . v

Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | | Media QoS | | Turing Test |

Media Anomaly Detection O

On the Media QoS tab, select the proper Quality of Service (QoS). The Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP Header with specific
values to support Quality of Services policies for the media. The following screen shows the
QoS values used for compliance testing.

@ Alarms In:

UC-Sec Control Center

Wil:

|2 UC-Sec Cantrol Center
@ welcome
s Administration
|2 packupiRestare
B8 system Management
=) Global Parameters
) Global Profiles
|2 SIP Cluster
| Damain Palicies
=1 Application Rules
[:g, Border Rules
Media Rules
[ security Rules

A ¥ v W7

Media Rules

default-low-med
default-low-med-enc
default-high
default-high-enc
avaya-low-med-enc
No-Media-Detection

9:25 PM GMT

=% Diagnostics

| &l Users

[Fier By Device.. vl Rename ruie ] clone e Jocite e
Click here to add a description.
Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | | Media QoS Turing Test

Media QoS Reporting

RTCP Enabled [

Enabled

' Signaling Rules QoS Type DSCP
) Time of Day Rules
&5} Session Policies Audio DSCP EF
> |y Device Specific Settings
> |2 Trouhleshooting Video QoS
> |2 TLS Management Video DSCP EF
>\ M Logoing
ar
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6.2.2. Signaling Rules

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by the UC-Sec, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

Clone and modify the default signaling rule to strip the Alert Info header from the SIP message
to hide the topology of the enterprise network from the external network before it is sent to
IntelePeer™. To clone a signaling rule, navigate to UC-Sec Control Center > Domain Policies
-> Signaling Rules. With the default rule chosen, click on Clone Rule as shown below.

UC-Sec Contro

Welcome ucsec

@ Alarms Incidents
| UC-Sec Control Center
@We\mme

Joma = ;
L Administration m |Fllter By Device. .. v‘ . m

[‘5‘] BackupRestore Signaling Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
Systern Management
. ?G:fnhal Par’amgeter’s default General || Requests ‘ | Responses || Request Headers || Response Headers | | Signaling QoS |
No-Content-Type-
e chocis I .
> |2 8IP Cluster efault RinPL T
4 =) Domain Policies defauft_Rm-P-Loc Requests Allewy
[£2 Application Rules b Hon-2XX Final Responses Al B
[g} Border Rules QOptional Request Headers Allowr
E; Wedia Rules Optional Response Headers Allowy
|2 Security Rules
2 Signaling Rules 3 ¥

Enter a descriptive name for the new rule and click Finish.

Clone Rule [x
Fule Hame default
Clone Mame |defaurt_Hm-Headers|

Select the Request Headers tab and click Add In Header Control (not shown). In the new
window that appears, enter the following values. Use default values for all remaining fields:

e Header Name: Enter Alert-Info.

e Method Name: Select INVITE from the drop-down box.

e Header Criteria: Select Forbidden.

e Presence Action: Select Remove header from the drop-down box.

Click Finish to save the configuration
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Add Header Control [

Proprietary Request Header? r

Header Hame Alert-Info |E|

Method Name INVITE (=]
@+ Forbidden
Header Criteria " Mandatory
" Optional
Presence Action Remove headerE |¢E? |iuaf—s-s

Repeat these steps for any other headers that should be removed. The following screens show
the default Rm-Headers rule used in the sample configuration with the Alert-Info header
configured to be removed.

UC-Sec Control Center
Welcome L Yy igned in &5 Admin. Current server time is 10:03:13 PM GMT
@ Alarms Incidents | [Jf Statistics = Legs

5] Logouwt | (@ Hely

) UC-Sec Contral Center fad Comain Policie: = defautt_Rm-Hea
Welcame - -
S et [Filter By Device... | [Rename Rute | cione Rute Joetete Rute |
[=] Backup/Restore Signaling Rules Click here to add a description.
B8 System Management default = — —
> [ Global Parameters ——— General | | Req | | Resj ‘ | Req Headers | | Response Headers | ‘ Signaling QoS |
> (= Global Profiles Chonps me:
default_Rm-Headers

4 |7 Domain Palicies
[ Application Rules Header Name LIl B [Tr—
= Name Criteria
|8, Border Rules
[ Media Rules 1 AettInfo INVITE Forbidden Eg;”di‘f Moo IR 2 X
[} Gecurity Rules

. Bignaling Rules
) Time of Day Rules
= | End Point Policy Groups
[} Session Policies

|£

On the Signaling QoS tab select the proper Quality of Service (QoS). The Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP Header with specific
values to support Quality of Services policies for signaling. The following screen shows the QoS
values used for compliance testing.
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UC-Sec Control Center @ Slpera

WWEICOmE Lcse aned in &3 Admin. Current ver time is 10:03:51 PM GMT Heeans
@ Alarms Incidents | [J{ Statistics = Legs &% Diagnostics [JI Users aJ Logout | (@ Help
I UC-Sec Contral Center fa Domsin Polic

@) Welcome

[ (i ice... v [Rename Rue |
& Adminiataton [Filter By Device | Clone e J Delete Rue |
[@ Backup/Restare Signaling Rules Click here to add a description.

@ System Management default

1@ling Rules: default_Rm-Headers

- [ Global Parameters No.Content Type General | | Req | | Res|. ‘ | Req Headers | | Response Headers | ‘ I ing QoS |
> |2 Global Profiles Checks
5 5P Cluster ]
) . default_Rm-Headers
4 | Domain Palicies Signaling QoS
Application Rul

E pplication Rules QoS Type DECP

|8, Border Rules

E wedia Rules psce EF

[} Gecurity Rules

. Bignaling Rules | ﬂ
) Time of Day Rules

= |End Point Palicy Groups
Bessmn Pollmes

|£

6.2.3. Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, you can determine the maximum number of concurrent voice and video sessions the
network will process in order to prevent resource exhaustion.

Create an Application Rule to set the number of concurrent voice traffic sessions allowed. The
sample configuration cloned and modified the default application rule to increase the number of
Maximum Concurrent Session and Maximum Sessions Per Endpoint. To clone an
application rule, navigate to UC-Sec Control Center > Domain Policies = Application Rules.
With the default rule chosen, click on Clone Rule as shown below.

UC-Sec Control Center

WWEICOmE LUCSEes gned 5 Admin. Current 2t time iz 7:52:18 PM GMT
@ Alarms | [F] Incidents ﬂﬂ Statistics L Diagnostics @ Users m Logout | (@ Help
) VC-Bec Control Center Domain Pol on Rules: default

@ welcome - -
CEERTEN | Filker By Device... A
£ Administration ada rute B y N Clone Rule |
[‘5‘] Backup/Restore Application Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
B8 5ystemn Management default —|
> |2 Global Parameters Application Rule
> | Global Profiles
> [ SIP Cluster Application Type Maximum Concurrent Maximum Sessions Per
) - Sessions Endpoint
4 |7 Domain Policies
[=5 Application Rules Voice [ [ zoo
=
|8, Border Rules Video @ @
[E Media Rules
[ security Rules M OO
2! Signaling Rules .
@ Time of Day Rules
= End Point Policy Groups CDR Support Mone

sgion Policies

It Logging Mo
> |2) Device Specific Settings RTCF Keep-Alive NGO
> |2 Troubleshooting
> |2 TLS Management
> |20 IM Logaing m
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Enter a descriptive name for the new rule and click Finish.

Clone Rule [*
Rule Mame default
Clone Mame |r.'la.x".-'|:|iceﬂessinn |

Modify the rule by clicking the Edit button. Set the Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint for the Voice application to a value high enough for the
amount of traffic the network is able process. Keep in mind the Avaya SBCE takes 30 seconds
for sessions to be cleared after disconnect. The following screen shows the modified Application
Rule with the Maximum Concurrent Sessions and Maximum Sessions Per Endpoint set to
2000. In the sample configuration, Communication Manager was programmed to control the
concurrent sessions by setting the number of members in the trunk group (Section 5.8) to the
allotted amount. Therefore, the values in the Application Rule MaxVoice were set high enough
to be considered non-blocking.

UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 8:00:35 PM GMT Systems
@ Alarms Incidents | []{ Statistics | = Logs | &% Disgnostics [l Users ij Logout | (@ Help
| UC-Sec Control Center P¥ Domain Policies = Application Rules: MaxVoiceSession
@) Welcome T - -
FErLT || Filter By Device.. Clone Rule | Delete Rule
% Administration [ Add Rule. y [=] Clone Rule | Delote Rue|
H Backup/Restore Application Rules Click here to add a description.
@ System Management default Application Rule |
> |2) Global Parameters il

» |2 Global Profiles = T 7 e o B
e laximum Concurren aximum Sessions Per =
=l CIuSter' i nm Endpoint
4 |7 Domain Policies -
(5] Application Rules L Voice ¥ ¥ 2000 2000
[l Border Rules Video u |m
Bl Media Rules . rr
[} security Rules =
2 Time of Day Rules
CDR 3 r M
= | End Point Policy Groups Hepo one
it Session Policies Il Logaing .
> |2 Device Specific Settings RTCF Keep-Alive Mo
» |3 Troubleshooting b .
» |3 TLS Management il Edit
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6.2.4. Endpoint Policy Group

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to a Server Flow in Section 6.3.4. Create a separate
Endpoint Policy Group for both the enterprise and the IntelePeer™ SIP Trunk Service.

To create a new policy group, navigate to UC-Sec Control Center > Domain Policies =
Endpoint Policy Groups and click on Add Group as shown below.

UC-Sec Control Center

Wl
@ Alarms Incidents | [Jf Statistics = =] L Diagnostics | [ Users QJ Logout | (@ Help
| Ui-Sec Contral Center

%:\;Er:i:i-;?ratiun - | Filter By Device... V|
B8 ystern Management defaultlow : -
> [5) Global Parameters T Click here to add a row description.
> |2 Global Profiles m‘
» [ 5IP Clustar default-med
4 |7 Domain Policies default-med-enc

. . Add Policy Set
R Friane oraer | appicaton | poraer | —mecia | securty | signaing | rmearony | | |

R OCS-default-high default-low-
] a2 »
[} Security Rules default default ey defaultlow  default default EdL
2 Signaling Rules avaya-def-low-enc
i) Time of Day Rules
™ |End PolntPoIlcy Groups

The following screen shows the Enterprise_DomPolicy created for the enterprise. Set the
Application, Media and Signaling rules to the ones previously created. Set the Border and
Time of Day rules to default and set the Security rule to default-low.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time iz 8:0 >
@ Alarms Incidents | [If Statistics | =] L i i u: gJ Logout | (@ Help
|2 UC-Sec Control Center .

@:Welc.orm ) LRI || Filter By Device [=] Delete Group

» Administration

[‘:_3;‘] Backup/Restore Policy Groups Click here to add a description.

System Management default-low
> @ Global P 1 Hover over a row to see its description.
2 Glabal Parameters default-low-enc

> |y Global Profiles default-med Policy Group

> |2 SIP Cluster
4 =) Domain Policies default-med-enc

dd oty et
[Z5 Application Rules default-high

&= Borqer Rules (TR T e Application Border security | Signaling | "meof
Media Rul Das
[ Wedia Rules 0CS-default-high Y

[} security Rules

m

Mew-Low-
 Signaling Rules avaya-def-low-enc MaxVoiceSession default Mo defaultlow  Avaya default
(&) Time of Day Rules Enterprise_DomPolicy
™ End Point Policy Groups SIP Trunk_DomPolicy

ici Enterprise_enc
> |Z) Device Specific Settings

> ) Troubleshooting m
> |) TLS Management i

e Internet | Protected Mode: On i v H100% v
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The following screen shows the SIP Trunk_DomPolicy created for the IntelePeer™ SIP Trunk
Service. Setthe Application, Media and Signaling (Avaya) rules to the ones previously
created. Set the Border and Time of Day rules to default and set the Security rule to default-

high.

UC-Sec Control Center

Welcome ucsec,

you signed in as Admin. Current server time is 9:50:59 PM GMT

© Sip

era

Systems

@ Alarms Incidents | [|f Statistics | =] Logs % Diagnostics [f Users @ Logout | (@ Help
=) UC-Sec Contral Center P Domain Policies = End Point Policy Groups: SIP Trunk_DomPolicy
&) Welcome LUEEETTY | | Filter By Device... [~]
< Administration
[lﬁljgackupmesmre Policy Groups Click here to add a description.
@System Management default-low

» |2 Global Parameters

> |2) Global Profiles

> |2) SIP Cluster

4 |7 Domain Policies
[Z3 Application Rules
[ Border Rules
Bl Media Rules
[0 security Rules

i Signaling Rules

) Time of Day Rules
= End F'oint F'olicy Groups

4 ._‘| Dewce Specific Settings
B Network Management
[Ell Media Interface
‘it signaling Interface
£ Signaling Forking

-----

'—‘_‘, Twa Factor

(&l Relay Senvices
> |23 Troubleshooting
> |3 TLS Management

6.3. Device Specific Settings

default-low-enc
default-med
default-med-enc
default-high
default-high-enc
OCS-default-high
avaya-def-low-enc

m

Enterprise_DomPolicy
CL_DomPolicy

Hover over a row to see its description.

Policy Group

Ao Py o

m FPPICAEeR mmll

MaxVoiceSession default NewLow default- default 2 dn

Med high Avaya

The Device Specific Settings feature allows aggregate system information to be viewed, and
various device-specific parameters to be managed to determine how a particular device will
function when deployed in the network. Specifically, it gives the ability to define and administer
various device-specific protection features such as Message Sequence Analysis (MSA)
functionality and protocol scrubber rules, end-point and session call flows, as well as the ability
to manage system logs and control security features.

6.3.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of the Avaya SBCE, certain network-specific
information is defined such as device IP address(es), public IP address(es), netmask, gateway,
etc. to interface the device to the network. It is this information that populates the

various Network Management tab displays, which can be edited as needed to optimize device
performance and network efficiency.
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Navigate to UC-Sec Control Center > Device Specific Settings = Network Management and
verify the IP addresses assigned to the interfaces and that the interfaces are enabled. The
following screen shows the private interface is assigned to Al and the external interface is
assigned to B1.

UC-Sec Control Center

&c, you signed in as Admin. Current server time is 5:37:21 PM GMT T
@ Alarms Incidents | [|f Statistics = Logs Diagnostics | [Bl Users QJ Logout | (@ Help
|2 UC-Sec Control Center e ings = Network Management. ASBCE
(@) Welcome
<& Administration

[ Backup/Restore UC-Sec Devices Network Configuration | | Interface Configuration

E& System Management ASBCE
> |Z) Global Parameters Modifications or deletions of an IP address orits associated data require an application restart before taking
b [ Global Profiles effect. Application restarts can be issued from System Management.
|2 SIP Cluster
» [ Domain Policies A1 Netmask A2 Netmask B1 Netmask B2 Netmask
p [255.255.255.0 | | | |255.285.285.128 | | |

|2 Device Specific Seftings

8 Network Management |~
* i Fortng. Bins m.

£ Signaling Forking

o [10.80.150.100 | [10.80.150.1 | a1 [#] =
i) End Point Flows B | | | [205. sanaa 1 | 81 [=] x
&y Session Flows [20s 07 m e i | [208.5m=21 |lB1 [=] =

& Two Factor

&l Relay Senices
b |2 Troubleshooting
b |2 TLS Management -

Enable the interfaces used to connect to the inside and outside networks on the Interface
Configuration tab. The following screen shows that the interfaces A1 and B1 are Enabled. To
enable an interface click it’s Toggle State button.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 10:11:35 PM GMT
@ Alarms | [F Incidents []{ Statistics =] Logs Diagnostics [l Users
|y UC-Sec Control Center Je ings = Network Management: ASBCE
) Welcome T
-} Administration
[& Backup/Restore UC-Sec Devices Network Configuration | | Interface Configuration |
B8 systemn Management ASBCE
[
|2) Global Profiles A9 Enabled Togale
& |Z) 8IP Cluster State
4 |2) Domain Policies ) Toagle
[£5] Application Rules - Dl State
=
|84 Border Rules T
e
Media Rules B1 Enabled ;ﬁi
[0 Security Rules -
1 Signaling Rules 1 B2 Disabled State
L) Time of Day Rules

= |End F'oint F'oliqr Groups

= De\ﬂce Specific Settings
[ Network Management
[H Media Interface
Li! Signaling Interface
#% Signaling Forking

1Y
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6.3.2. Signaling Interface
The Signaling Interface screen is where the SIP signaling ports are defined. The Avaya SBCE

will listen for SIP requests on the defined ports. Create a Signaling Interface for both the inside
and outside IP interfaces.

To create a new Signaling Interface, navigate to UC-Sec Control Center > Device Specific
Settings - Signaling Interface and click Add Signaling Interface.

The following screen shows the signaling interfaces created in the sample configuration with
TCP and UDP ports 5060 used for the inside and outside IP interfaces respectively.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 5:45:11 PM GMT
I Statistics

@ Alarms | [F Incidents

[ UC-Sec Control Center
&) Welcome
& Administration
[&]] BackupiRestare
B8 system Management
> |2 Global Parameters
> |2 Global Profiles
> | SIP Cluster
> |2y Domain Paolicies
4 | ) Device Specific Seftings
= Metwork Management
HEl media Interface
' Bignaling Interface
£% Signaling Forking
iy} SNMP
{5 End Point Flows
i session Flows
& Two Factor
&l Relay Senices
> |23 Troubleshooting

n

6.3.3. Media Interface

The Media Interface screen is where the media ports are defined. The Avaya SBCE will listen
for RTP media on the defined ports. Create a Media Interface for both the inside and outside IP
interfaces. The inside port range needs to match the UDP Port Min and UDP Port Max fields
in the Communication Manager IP Network Region form created in Section 5.6. The outside
port range should match the RTP port range provided by IntelePeer™.

©) Sipera

Systems

@] Logout | (@ Help

Signaling Interface

[ hame | Signaling IP TCP Port | UDP Port| TLS Port TLS Profile B
Sig_lnside 10.80.150.100 5060 5060 @ — None 2 X
Sig_Outside_92 205, il 92 5060 5060 2 — None 2 X
Sig_Outside_35 205. alinks a5 5060 5060 - Mone .

To create a new Media Interface, navigate to UC-Sec Control Center 2 Device Specific
Settings = Media Interface and click Add Media Interface.
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The following screen shows the media interfaces created in the sample configuration for the
inside and outside IP interfaces. After the media interfaces are created, an application restart is
necessary before the changes will take effect.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 10:14:27 PM GMT - -
@ Alarms Incidents | [Jj Statistics = =| Logs | (% Diagnostics | [ff Users m Logout | (@ Help
|3 UC-Sec Control Center Jevice Specific Settings = Media Interface: ASBCE

(@) Welcome
<7 Administration

[Q Backup/Restore UC-Sec Devices Media Interface

B3 System Management ASBCE
I+ |Z) Global Parameters Modifying or deleting an existing media interface will require an application restart
&+ [5) Global Profiles before taking effect. Application restarts can be issued from System Management.

4 SIP Cluster
=@ . L Add Media Interface

4 |7 Domain Policies

|=| Application Rules 'ort Range
[£d Application Rul Port Ri

%EorqerRules Media_Inside 10.80.150.100 2048 - 3329
E Media Rules Media_Outside_92 205406037 92 2000 - 2999 > X.

-} Security Rules
|1 Signaling Rules Media_Outside_35 205.F ".35 35000 - 40000 a9

2 Time of Day Rules
‘3 End F'oint F'olicy Groups

m

4 l.j De\ﬂce Specific Settings
@ Network Management
[H Media Interface
L.! Signaling Interface
% S|gna|ing Forking

-----

@ End Point Flows

6.3.4. End Point Flows - Server Flow

When a packet is received by UC-Sec, the content of the packet (IP addresses, URISs, etc.) is used
to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk
call.

“Call Server” “Trunk Server “Trunk
e Policy Group to UC-Sec” Server” Policy
Call Serverto Flow G
-4 T Group
UC-Sec”Flow

y =
IP-PEX

“Call Server” ; . “Trunk™Policy “Trunk Server
Policy Group = Group to UC-Sec”
Flow

SIP Trunk Service Provider

Sipera UC-Sec
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Create a Server Flow for Communication Manager and the IntelePeer™ SIP Trunk Service. To
create a Server Flow, navigate to UC-Sec Control Center = Device Specific Settings = End
Point Flows. Select the Server Flows tab and click Add Flow as shown below.

UC-Sec Control Center

Wel

3] Logout | @ Help
@ About
(@ Admin Guide

@ Alarms Incidents

| UC-Sec Control Center
@) Welcome

[|._|r_| Statistics

& Administration

|| Backup/Restore =1 || Subscriber Flows | | Server Flows ‘ &= Reset Password
B8 System Management Devices
> | Global Parameters ASBCE m
> | Global Profiles
> |2 SIP Cluster Hover over a row to see its description.

4 | ) Domain Policies
[ Application Rules Server Configuration: CM-Lab1

[gl Border Rules

[E] Media Rules = Remote Received Signaling Media End Point Policy Routing ?I‘i’:ilr?gy TraFrillsfer
Q Security Rules Group PO subnet Interface Interface | Interface Group Profile Proﬁlg Profile

' Signaling Rules
(&) Time of Day Rules CM-Lab1-Flow * Sig_Outside_92 Sig_Inside Media_Inside Enterprise_DomPolicy Route_to_SP1 Enterprise Mone P2 X e

m

™ | End Point Policy Groups
{5 Session Policies
4 | ) Device Specific Settings

[EE Network Management e B
Bl media Interface Remote Received Signaling Media End Point Policy Routing s
- . Priority Flow Name Transport Hiding | Transfer
7 Signaling Interface Group Subnet Interface Interface | Interface Group Profile Profile | Profile
<% signaling Forking L4

?I.E.‘:SNMF’ CM-Lab2_Flow = Sig_Quiside_35 Sig_Inside Media_lnside Enterprise_DomPolicy Route_to_SP2 Enterprise Mone P ]
End Point Flows
{in Session Flows

Server Configuration: CM-Lab2

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Flow Name: Enter a descriptive name.

e Server Configuration: Select a Server Configuration created in Section 6.1.5 to
assign to the Flow.

¢ Received Interface: Select the Signaling Interface the Server Configuration is
allowed to receive SIP messages from.

e Signaling Interface: Select the Signaling Interface used to communicate with
the Server Configuration.

¢ Media Interface: Select the Media Interface used to communicate with the

Server Configuration.

¢ End Point Policy Group:  Select the policy assigned to the Server Configuration.

¢ Routing Profile: Select the profile the Server Configuration will use to route
SIP messages to.

o Topology Hiding Profile:  Select the profile to apply toward the Server Configuration.

Click Finish to save and exit.
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The following screen shows the Sever Flow for IntelePeer™:

Edit Flow: SP2_Flow k3
Flow Mame |E.F'2_Flnw |
Server Configuration SIP Trunk 2 - IP |Z|
LRI Group * |E|
Transpaort * |E|
Remote Subnet * |
Received Interface Sig_Inside |E|
Signaling Interface Sig_Dutside_35E|
Media Interface Media_Dutside_35E|
End Point Policy Group SIP Trunk_DomPolicy |Z|
Routing Profile Ficute_tn_CM—LabEE
Topology Hiding Profile SP2-Topology |E|
File Transfer Profile NcneE
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The following screen shows the Sever Flow for Communication Manager:

Flow Mame

Server Configuration
URI Group

Transpart

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

Edit Flow: CM-Lab2_Flow [x

em-Labz_Flow |
CM-Lab2 (=]

: =]

© =]

* |

Sig_Outside_35|~|
Sig_Inside  [+]
Media_lnside ||
Enterprise_DamPuIicylEl
Route to SP2 |Z|

Enterprise |E|

NnneE

7. IP SIP Trunk Service Configuration

To use the SIP Trunk Service, a customer must request the service from IntelePeer™ using their
sales process. This process can be initiated by contacting IntelePeer™ via the corporate web site
at www.IntelePeer.com and requesting information via the online sales links or telephone

numbers.

8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.
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http://www.intelepeer.com/

8.1. Verification

The following steps may be used to verify the configuration:

1. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call

remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the

call can remain active for more than 35 seconds.
3. Verify that the user on the PSTN can end an active call by hanging up.
4. Verify that an endpoint at the enterprise site can end an active call by hanging up.

Use the SAT interface on Communication Manager to verify status of SIP trunks. Specifically
use the status trunk n command to verify the active call has ended. Where n is the trunk group

number used for IntelePeer™ SIP Trunk Service defined in Section 5.8.

Below is an example of an active call.

status trunk 2

Member Port

0001/001 TO0001
0001/002 TO0002
0001/003 TO0003
0001/004 TO0004

TRUNK GROUP STATUS

Service State

in-service/active
in-service/idle
in-service/idle
in-service/idle

Mtce Connected Ports
Busy

no S00000

Verity the port returns to in-service/idle after the call has ended.

status trunk 2

Member Port

TRUNK GROUP STATUS

Service State

Mtce Connected Ports
Busy

0001/001 TO0001 in-service/idle no
0001/002 TO0002 in-service/idle no
0001/003 TO0003 in-service/idle no
0001/004 TO0004 in-service/idle no
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8.2. Troubleshooting

1. Communication Manager:

e list trace station <extension number> - Traces calls to and from a specific
station.

e list trace tac <trunk access code number> - Traces calls over a specific trunk
group.

e status station <extension number> - Displays signaling and media information
for an active call on a specific station.

e status trunk <trunk access code number> - Displays trunk group information.

2. Avaya SBCE:
e Incidences - Displays alerts captured by the UC-Sec appliance.

Device | All W | Category \ All b | Clear Filters Show Chart Generate Report

Displaying results 1 to 15 out of 102,

Message Dropped BE2168149391624 1218011 1111 P Policy Sipera Mo Server Flow Matched for Incoming Message
Mesgage Dropped BE2168147389246 1218M1 1111 M Palicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped B62168146388212 1218011 1111 P Falicy Sipera Mo Server Flow Matched far Incoming Message
Message Dropped BAZ168145887753 1201801 1111 PM Folicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BB2168145636658 12011811 1111 PM Palicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BE2168142392101 12118111 1111 P Policy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BE2168140391726 1211811 1111 Pm Policy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BE2168138390782 1219011 1111 P Policy Sipera Mo Server Flow Matched for Incoming Message
Mesgage Dropped BE2168136390456 121am 1111 FM Palicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped B62168134388013 1201801 1111 PM Palicy Sipeta Mo Server Flow Matched far Incorming Message
Message Dropped BA2168132388581 1201801 1111 PM Folicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BB2168131388258 12011811 1111 PM Paolicy Bipera Mo Server Flow Matched for Incoming Message
Message Dropped E62168130856109 1211811 1111 PM Paolicy Sipera Mo Server Flow Matched for Incoming Message
Message Dropped BE21681306359815 12118111 1111 P Policy Sipera Mo Server Flow Matched for Incoming Message
Server Heartheat BE2165350683634 1218011 9:35 PM Policy Sipera Server Heartheat is LIP

e Diagnostics - Allows for PING tests and displays application and protocol use.

Pinging 10.80.150.206...

Average ping from 1080150100 to 10.80.150.206 i= 0.353ms
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Troubleshooting - Trace Settings - Configure and display call traces and
packet captures for the UC-Sec appliance.

@ Alarms Incidents  [If Statistics Logs nostics  [fi] Users ] Logout (@ Help
() UC-Sec Control Center Troubleshooting = Trace Settings: ASBCE
@ Welcome
<. Administration
[L] BackupiRestore UC-Sec Devices Packet Trace | | Call Trace | | Packet Capture ‘ | Captures |
B8 system Management ASBCE
1 ) Global Parameters Packet Capture Configuration
I |2 Global Profiles Currently capturing No
I |2 SIP Cluster EEsEace Al E
> [ Domain Policies
4[5 Device Specific Settings Local Address (ip:port)
@ Network anagement Remote Address (*, *:port, ip, ip:port)
[l Media Interface

! Signaling Interface Protocol
F33

Signaling Forking Maximum Number of Packets to Capture
SNMP .
End Point Flows Capture Filename

s Al Existing captures with the same name will be overwritten |'"te“’pea”’“e{

ession Flows
e
l&5 Relay Senvices

4 | ) Troubleshooting
@ Advanced Options
[ Dos Learning
Syslog Management
7= Trace Settings

I+ [ TLS Management

I 3 M Logging

@ Alarms

Incidents

| & users ] Logout (@ Help
| UC-Sec Control Center @ About
&) Welcome @ Admin Guide
dministration
Backup/Restare UC-Sec Devices Packet Trace | | Call Trace ‘ | Packet Capture ‘ | Captures | &= ResetPassword
ystem Management ASBCE

I+ [ Global Parameters

I |2 Global Profiles
3

) SIP Cluster

Y YT Last s n
» [5) Domain Policies test 20111220170523 pca 18,178 December 20, 2011 5:05:45 PM GMT
4[5 Device Specific Settings trace pcap 20273 March 2, 2012 3:39:06 PM GMT X
E Network Management
[El Media Interface

5! Signaling Interface
£% Signaling Forking
SNMP
(5 End Point Flows
{i% Session Flows
i Two Factar
l&5 Relay Senvices
4 | ) Troubleshooting
@ Advanced Options
[ Dos Learning
Syslog Management
/> Trace Settings
I ) TLS Management
I |3 M Logging
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The packet capture file can be downloaded and viewed using a Network Protocol Analyzer such
as Wireshark:

= HEE

File Edt wiew Go Capture Analyze 3tatistics Telephony Tools  Help

BHaee EEXRE Ao+ T L |(EBE QB &@EMB%| B

Filter: | sip T Expression... Clear Apply
Mo, Time: Source Destination Protocol Info
1 0.000000 10,80.150.100 10.80.150. 206 SIP Reguest: OPTIONS sip:avayalah. com
2 0.003282 10.80.150.2086 10.80.150.100 SIP Status: 200 OK
13 6.058398 10.80.150.100 10.80.150. 206 SIP Request: OPTIONS sip:avayalah. com
14 6.060995 10.80.150.206 10.80.150.100 SIP STatus: 200 OK
36 15.346090 10.80.150.206 10.80.150.100 SIP/SDP  Request: IMVITE sip:30! 17@avayalab. com, with session o
38 15.347721 10.80.150.100 10.80.150.206 SIP Status: 100 Trying
52 21.031715 10.80.150.100 10.80.150. 206 SIP/SDP Status: 183 sSession Progress, with session description
>
# Frame 36: 790 bytes on wire (6320 bits), 790 bytes captured (8320 bits)
# Ethernet II, src: Hewlettp_f3:cfilc (3ci4a:02:F3:cf 1), Dst: Intelcor_<9:53:75 (00:1h:21:c9:53:75)
# Internset Protocol, src: 10.80.150.206 (10.80.150.206), Dst: 10.80.150.100 (10.80.150.100)
# Transmission cControl Protocol, Src Port: 48145 (48145), Dst Port: sip (50600, Seq: 1462, ack: 1, Len: 736
# [Reassembled TCP Segments (2196 bytes): #34(1460), #36(736)]

session Initiation Protocol
# Request-Line: INVITE sip:303 7@avayalab.com SIP/2.0
=l Message Header
Record-route: <sip:7dbc32cf@10, 80,150,206, transport=tcp; 1r>
Record-proute: <sip:l0.80.150.205:15060;1r;5ap=1041449358%1%016asm-callprocessing, sar-862564342~1324400739083~6395267
% From: "Loc 150, SIP 9611G" <sip:+713 ‘el@avayalab, com»; tag=80985cdlcd32ellc2514f1azb700
To: <sip:303 97@avayalab. com:
Call-ID: 80585cdlcd3zellc3sldaflazh7on
Cseq: 1 INVITE
via: sIP/2.0/TCP 10.80.150.206; branch=z%hcdbK0aS096COFFFFFFFFEFYEES8B01904 681 -AP; F1T=61156
wvia: SIP/2.0/TCP 10.80.150.205:15070; branch=z%hG4bK0AI096CDFFFFFFFFEF3BESSE01904681
wvia: SIP/2.0/TCP 10.80.150.205:15070; branch=z%hG4hK0AS096CDFFFFFFFFEF2BESSELLO04670
viar SIF/2.0/TCP 10.80,150,205:15070; branch=z%hG4hK0ASO9ECDFFFFFFFFSFYEESSE110045678
viar SIP/2.0/TLS 10.80.150,206:5071; branch=20hG4bKBO585cdlad32ellcd 514F1azh700-AP; FL=F068%
viar SIPA2.0/TLS 10.80.150.225; branch=z8hG4bKE80585cdlad32211c4 5141 azb700
viar SIPA2.0/TLS 10.80.150.104:5061; branch=z9hG4bK278_4ef05df215812e1-62114405_T135003
supported: 100rel,join,replaces, sdp-anat, timer
Allow: IMVITE,ACK,OPTIONS, BYE, CANCEL, SUBSCRIBE, NMOTLFY, REFER, INFO, PRACK, PUBLISH
User-agent: Avaya one-x Deskphone 6.0.3 (346850 AVAYA-SM-6.1.5.0.615006 Avaya CM/ROL6x.00.1.510.1
contact: "Loc 150, SIP 9611G" <sip:+713 51@10.80.150.225;transport=tls:>
Accept-lLanguage: en
Alert-Info: <cid:internal@avayalah. coms;avaya-cm-alert-type=internal
Min-SE: 1200
P-aAsserted-Identity: "Loc 150, SIP 9611G" <sip:+713 Gl@avayalab, com> v

7

T E R E R EE

i

™

(O) Frame (frame), 790 bytes Packets: 120 Displayed: 7 Marked: 0 Load time; 0:00.000 Profile: Default

9. Conclusion

These Application Notes describe the configuration necessary to connect the Avaya Session
Border Controller for Enterprise and Avaya Aura® Communication Manager Evolution Server
to the IntelePeer™ SIP Trunk Service. The IntelePeer™ SIP Trunk Service is a SIP-based Voice
over [P solution for customers ranging from small businesses to large enterprises. The
IntelePeer™ SIP Trunk Service provides businesses a flexible, cost-saving alternative to
traditional hardwired telephony trunks.
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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