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Abstract

These Application Notes describe the configuration of a VVoice over IP (VolP) solution using
Radware LinkProof Multi-WAN Switch connected to an Avaya Communication Manager,
Avaya SIP Enablement Services and Avaya Modular Messaging in an Avaya IP Telephony
Environment. Radware LinkProof Multi-WAN Switch was compliance-tested with Avaya
Communication Manager, Avaya SIP Enablement Services and Avaya Modular Messaging.
Emphasis was placed on bandwidth management and traffic shaping.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration of a VVoice over IP (VolIP) solution using
Radware LinkProof Multi-WAN 3020 Switches connected to an Avaya Communication
Manager, Avaya SIP Enablement Services and Avaya Modular Messaging in an Avaya IP
Telephony Environment. Compliance testing emphasis was placed on maintaining the
prioritization of VVolP traffic through bandwidth management and traffic shaping on the
LinkProof Multi-WAN Switch in a converged VoIP and Data network scenario. Quality of
Service (QoS) based on Layer 2 Priority (802.1p) and Layer 3 Differentiated Services (Diffserv)
was implemented across the network to prioritize voice traffic over the LAN. The Avaya IP
Telephones get QoS priority settings from Avaya Communication Manager and are enforced in
the network by the LinkProof Switches. To verify VolP traffic was give priority over data traffic,
tests were performed by over subscribing the LAN interfaces with low priority data traffic and
verifying that acceptable voice quality was achieved when calls were routed over all of the LAN
interfaces. Compliance testing included QoS, throughput, Multi-WAN connections, load
balancing, Direct IP Media connectivity and the G.711 and G.729 codecs.

1.1. Radware LinkProof 3020 Switch

LinkProof optimizes and routes traffic across Internet links, moderating bandwidth loads to
ensure connection fault tolerance and scalability. Utilizing compression, TCP session handling
and caching, LinkProof accelerates application responsiveness. Securing all enterprise entry
points and cleansing all link traffic, LinkProof delivers Denial of Service protection and intrusion
prevention to insulate distributed applications, resources and users against attack.

2. Hardware Configuration

The configuration in Figure 1 shows a multi site converged VoIP and data network with load
balancing, Layer2/Layer3 QoS and Redundancy.

For compliance testing, a centralized corporate DHCP server was used. To better manage the
different traffic types, the voice and data traffic were separated onto different VL ANSs.

2.1. Control Room

The Main Site consisted of two Radware LinkProof Multi-WAN 3020 Switches, Avaya
Communication Manager running on an Avaya S8300 Server with an Avaya G700 Media
Gateway, one SIP Enablement Services Server, one Avaya Modular Messaging, one Avaya 2400
Series Digital Telephone, one Avaya 9630 IP Telephone running Avaya one-X Deskphone
Edition, one Avaya 9620 IP Telephone running Avaya one-X Deskphone SIP and one Corporate
DHCP/File Server. The corporate site provided a DHCP/File server for assigning IP network
parameters and to download settings to the Avaya IP telephones. The LinkProof 3020 switches
were configured to support load balancing, Layer2/Layer3 QoS and Redundancy.
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2.2. Branch Site

Lab-A consisted of a Radware LinkProof Multi-WAN 3020 Switch, one Avaya 9630 IP
Telephone running Avaya one-X Deskphone Edition and one Avaya 9620 IP Telephone running
Avaya one-X Deskphone SIP and one PC on Datavlan2. The LinkProof 3020 switches were

configured to support load balancing, Layer2/Layer3 QoS and Redundancy.

Main Site
Avaya SE300 Media Server . Avaya 9620 Avaya H630
with G700 Media Gateway Avaya 5_”’ E.gaj:lemen[ IP Telephone IP Telephone
Proc 10.1.1.1/24 Services Server unning running
[ 10.1.1.10 Avaya one-X Deskphone  Avaya one-X Deskphone
=" S SIP Edition
Ext 50000 Ext. 50001
j‘ L Vian Voicel WVlan Voice]

Avaya 2410
Digital -
Telephone
Wlan0 = id 10 = 10.1.1.0:24

Ext,52000
Dhatavlanl = id 200 =192.168.200.0:24
Vianl = id 20 = 10.20.20.0/24
Voicel = id 33 = 10.33,1.0:24
Va3l =id 31 = 192.168.31.0:24
B3 LAN
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Figure 1: Network Configuration
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration
provided:

Equipment Software/Firmware

Avaya Communication Manager

Avaya S8300 Server 4%.00.1.731.2

Avaya G700 Media Gateway with 26.31.0

MM712 DCP Media Module 8 FW 008

Avaya Modular Messaging Server 3.1

Avaya SIP Enabled Services (SES) Server SES-4.0.0.0-033.6

Avaya 9600 Series IP Telephones Avaya one-X Deskphone SIP
1.5 (SIP)

. Avaya one-X Deskphone Edition

Avaya 9600 Series IP Telephones 1.2 (H.323)

Avaya 2410 Digital Telephone 4.0

Radware LinkProof Multi-WAN 3020 Switch FW-K.12.22

4. Configure Avaya Communication Manager

This section shows the steps used to configure Avaya Communication Manager. For detailed
information on the installation, maintenance, and configuration of Avaya Communication
Manager, refer to [1].

4.1.Configure QoS on Avaya Communication Manager

IP networks were originally designed to carry data on a best-effort delivery basis, which meant
that all traffic had equal priority and an equal chance of being delivered in a timely manner. As a
result, all traffic had an equal chance of being dropped when congestion occurred. QoS is
utilized and should be implemented throughout the entire network.

In order to achieve prioritization of VVolP traffic, the VVolP traffic must be classified. The Avaya
S8300 Server, Avaya G700 Media Gateway, Avaya SIP Enablement Services and Avaya IP
Telephones support both Layer 2 802.1.p/Q priority and Layer 3 DiffServ.

All network components are in network region 1 for this sample configuration. The DiffServ and
802.1p/Q values configured here will be downloaded to the Avaya H.323 IP Telephones via
Avaya Communication Manager. Avaya SIP IP Telephones will get QoS setting by downloading
the 46xxsetting file from the HTTP server. For more information on QoS settings please refer to

[1].
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Use the change ip-network-region 1 command to change the DIFFSERV/TOS PARAMETERS
and 802.1P/Q PARAMETERS settings configured in Avaya Communication Manager.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: devcon.com
Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3027
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

The Differentiated Services Code Point (DSCP) value of 46 will be used for both PHB Values.
DSCP 46 represents the Traffic Class of Premium and the Traffic Type Voice. Set the Call
Control PHB Value to 46 and the Audio PHB Value to 46. The Call Control 802.1p and
Audio 802.1p priority are set to 6.

5. Configuration Radware LinkProof Multi-WAN 3020 Switch

This section addresses how to configure the Radware LinkProof Multi-WAN 3020 Switches.
Please refer to [5] for basic setup and installation of the LinkProof Switch and the APSolute
Insite software. This section will pertain to the configuration tested. Redundancy testing of a
second LinkProof Switch, Figurel, was compliance tested but the configuration of the second
LinkProof switch will not be covered in the document.

For this configuration different priorities were used for each route based on the speeds of the
links. The following configuration uses the switched interface as the primary route with the
routed interface as a standby which will only be used if the “main” route fails. If the routed
interface on the LinkProof switch is configured to Mode regular, the interfaces will load
balance between the two routes.
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Step | Description

1. Log into the APSolute using the default credentials which can be obtained from the Radware
LinkProof documentation.

* APSolute Insite

* radware

Application Delivery at Your Fingertips

radweare

= Mew Site =

E—
[ o]
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Step | Description

2. The following APSolute Insite main screen is displayed.

FE&X

#radware

“* APSolute Insite - C:/Program Files/Configware InsitefuserFiles/Untitled. rdw
File Device %iew APSoluteOS Options Go  Tools  Help

BEEDO =& % v 6Ed

Sortby.. | Mame | Fiter | a | Find | Go

Configuration Statiztics
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Step

Description

Add LinkProof device for the Main site, Select Device = Add Radware Device = LinkProof

“* APSolute Insite - C:/Program Files/Configware InsitefuserFiles/Untitled. rdw

File Device ‘iew APSolute OS5 Options Go  Toolz Help

EEE0[F=74% 2 vas

Sort bry... | Matme Add Rad AppDirector ﬂ Find I— -
Appxcel
Servers ] )
. CertainT 100
Metworking Elements P
. 1 ot
Firensall
) C5Dh
Firesvallz
. DefensePro
Meighbar )
FireProof
MHF
LinkProof
MHR=
SecureFlow
Router
WD
Peer Director

The LinkProof Icon for the Main site appears

+* APSolute Insite - C:/Program Files/Configware Insite/userFiles/Untitled. rdw

File Device Wiew APSolute OS5 Options Go  Tools  Help

BEEDOS=#4% QY Ha

Sortby... | Name | Fiter [ 2 | Fra o
a1 LinkProof .
a0
LP -1
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Step | Description

4. Right click on the Main site LinkProof icon, Select Connect to the device.

° APSatute Insite - CxiProgram FllesfConfigeare InsheduserF ilesUntitied, roiw

Fis Device View APSiase0S Cptona G0 Toss Hep
DEMO0F=¢Fd Avag
Sortby... | Mame x| Foec[ma ;ll'ml— g |

Rioach Pigritaan

The Connect LP Device box appears, enter the IP address of the Main site LinkProof device,
select OK to continue.

+ Connect LP Device |Z| |E|rz|
ME 7 ¢ radware

Device [P Address 192 168

Device Community Mame | EEee

(¢ UszeSHWPY O Use SWMPWE O Offline Device

0K | Cancel
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Step | Description

5. Create interfaces F-2 and F-3. Right mouse click on the LinkProof device. Select Setup.

** APSolute Insite - C:/Program Files/Configware Insite/userFiles/Untitled. rdw

File Device “iew APSolte OS5 Options Go  Tools Help
BEREDO>=#F%& A 7vaI
Sort by... | Mame ¥ | Filter | &l ﬂ Find Go

= a2 LinkProof

182168

Connect
Rehoot

APSolte 05 »

Client Table
Session Table

Management Applications #
Site Alerts

Configuration File

Macra »
Panel Yigw

Lock Position

Delete
The SetUp box appears, select Add
EEX
idE 7 #* radware
192.168.31.252
Set-Lp Info Glokal Access
Mame Device Upgrades
Enabled OMEFILL
1] | ﬂ
Metswarking... = Remove | Exlit |
Redundancies
0K | Apply | Cancel |
| 4
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Step | Description

" Interface

S 7

X

! radware

If Mum F-2 -

IF Addresz | 10.76.5.232

Metwark hask | 255 255 255 1)

Broadcast Type | OREFILL w

v Forveard Broadcast

WLAN Tag | 0

| 0K " Cancel

l

6. The Interface box appears, click on the pull down tab for If Num, select F-2. Enter the IP
Address and Network Mask, select OK to continue.

7. Repeat Step 5 to create Interface F-3. Select OK to continue.

= Interface

If M | F3 ﬂ

IF &ddresz | 192 165.40.252

Metwvork hask | 255 255 255 1)

Broadcast Type | CREFILL il

[v  Forward Broadcast

YLAN Tag | 0

Cancel

4 #* radware

|

A4
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Step | Description
8. Add routes to the routing table.
Right mouse click on the LinkProof device. Select Setup, click the pull down tab for
Networking, select Routing Table. The Routing Table box appears, add the follow routes, select
Add.
= Routing Table E|E|E|
o P #* radware
192.168.0.0 255 25500 0.0.0.0 F-1 1 Locsl Locsl
107650 2552552550 0000 F-2 1 Local Local
182 .168.40.0 2552552550 0000 F-3 1 Local Local
Aol
l| /
TMA,; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 43
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Step

Description

“** Edit Physical Route

14
Destinstion IP Address
Metwark Mask
Mext Hap
IF Mumber

hletric

Type

]

! radware

|DDDD

|nuuu

|192158401

-

K

Remote hd

“* Edit Physical Route

?
Cestinstion IP Address
Metwiork Mask
Mext Hop
IF Mumber

hetric

Type

| radware

9. Add the following Default Routes, Add Destination IP Address, Mask Next Hop, IF Number.
Click OK to continue.

X

|DDDD

|DDDD

107655

F-2

[

K

Remote - |

Cancel |

ok
|

A
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Step | Description

10. | Add the following Local Routes, Add Destination IP Address, Mask Next Hop, IF Number.
Click OK to continue.

X

! radware

“* Edit Physical Route

S 7

X

! radware

“* Edit Physical Route

S 7

Destination IP Address | | 192.168.30.0 Destination IP Address || 10.33.1.0

Netwweork Mask | 255.255.255.0 Network Mask | 255.255.255.0

Mext Hop | 192.068.31.1] Mext Hop | 192.068.31.1]

IF Mumber F-1 ﬂ IF Mumber F-1 ﬂ
Metric K Metric |1

Topne | Remaote ﬂ Topne | Remate ﬂ
| Cancel | 0K " Cancel
[ [

4 4

“* Edit Physical Route X
#*radware
Destination IP Address | 10110
Metweork Mask | 255.255.255.0
Mext Hop | 192.068.31.1]
IF Rumber F ﬂ
Metric K

Type Remate b4
I 0K I Cancel |

I 4
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Step | Description

11. | Configure the Client Table Settings on the LinkProof device.

Right mouse click on the LinkProof device, select Setup, after the Setup box appears, select the
Global tab, select Client Table Settings, then Edit Settings.

Set the Following:

Timeout for SYN (SEC) to Regular Aging Time
Subnet Persistency Mask to 255.255.255.255

Check Select New NHR When Source Port Different
Check NHR Tracking Table Status

** Client Table Settings Q@f@

e 7 #* radware

192.168.31.252

Timeout for SYM (Sec.) | Regular Aging Time v

Cliert Made |

Se=zion Limit per Hazh Entry | 1]

Cliert Aging Time =] Aging By Port

Cliertz Connect Denialz |

Discarded Sessions |

Subnet Persistency Mask 255 255255 255

| Open Ertry Vhen Source Port Different
Select Mewy MHR When Source Port Different
r

MHR: Tracking Table Status

[ Port Hashing

[ Remove Ertry at End of Session

™ WHR Selection Override |

OK | Appaly | Cancel |

|.| 10.06 2002 120429 Refresh action was succe A
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Step

Description

12.

Create the following Next Hop Router (NHR) entries. Click + > NHR

“* apSolute Insite - C:/Program Files/Configware Insite/userFiles/Untitled. rdw

File Device ‘“iew APSolte OS Options Go  Tools  Help

DEEa[F-s4& AvaR

Sortby.. | Mame Add Radvware Device P ﬂ Find Go
Servers L3 ﬂ

Metwarking Elemerts #

= o LinkProo
== Firesweall ———
= 192 31252 a [ D |
Firewvalls
192.168.31 252

Meighbor

MHR:=
Router

A NHR icon appears, right mouse click on the NHR icon and select Connect.

“* APSolute Insite - C:/Program Files/Confipware Insite/userFiles/Untitled. rdw

File Device Wiew APSolute OS5  Options Go  Tools Help
BEEOS=#4% Q7 H
Sortby... | Neme | Fiter [ 2 | Fina Go

= «o  LinkProof
=2 19216831252 192.165.31 252 H e |
192.165.31 252

MHR - 4

Delete

Lock Paosition
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Step

Description

13.

The Next Hop Router box appears, add the following information:

e Next Hop Router Name to 192.168.40.1
e IP Address to 192.168.40.1

Select Add then OK to continue.

“* Next Hop Router
a7

Mame:  192.168.40.1

EEX

#* radware

Settingz Aolvanced Setting s Traffic

Mext Hop Router Mame || 192165401

IP Address | 192165401

pad | |

0K | Apply | Cancel

! 4

Repeat Step 12 to create the 2" Next hop Router.

(=] £

# radware

o Nexdt Hop Router
TS

Mame: HNHR -5

Settings Lolvanced Settings Tratffic

Mext Hop Router Mame || 107655

IP &ddress

pdd | |

Apply | Cancel

taan. o
MAR

H ! POy S oY Y loilide s Toad | ola A [ At
CVICWEU. SUTUUUIT & TIIETOPTT AUTTIYY  TESU LdU APPYILALIUTT INULES
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Step | Description
14. | Link the LinkProof and the two Next Hop Routers.
Holding down the left mouse button, sweep it over the LinkProof and the two Next Hop Routers,
then ctrl-L. After the Next Hop Router boxes appear (2), starting with interface 10.76.5.5, click
on the pull down tab for Mode and select Backup, Press Apply to continue.
“** Next Hop Router E| E|E|
P #*radware
Mame 10.76.5.5
Settings Advanced Settings
Operational Status | Attach Users Mumber |
Status | Enabled ﬂ MHR MAC Status |
P Address | 107655 ﬂ Priarity | 1
Mode Kbps Limit o
Recovery Time | ] Wiarm-ug Time | ]
inbound Kaps Limt | 0 Outbound Kiaps Limt | 0
Tos | 255 ﬂ Connection Limit o
[v  MHR Proimity Checks
[ Bandwvidth Limit Excegtion
iling Mode Total -]
Apply Cancel
H y
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Step

Description

15.

Another Next Hop Router box appears for interface 10.75.5.5. Select Full Path Health

Monitor

** Next Hop Router
&Y

Mame  10.76.5.5

Settings Advanced Settings

Operational Statush

Status Enabiled hd
P Address 107655 b
Macle Backup hd

Recovery Time

1]
Inbound Kbps Limit | O
=

Tos 233

[V MHR Proximity Checks
[~ Bandwidth Limit Exception

ffaa ~]

Eilling Mode

MHF: Infarmeation

(=13

#* radware

Cost Information

Attach Users Mumber

MHR MAC Status
Priarity

Khbps Limit
Warm-up Time

Cuthound Kbps Limit

Connection Limit

Site Map Slerts | |{F

OK | Cancel |

A

Add the IP address of the routers. Refer to Figurel for the IP addresses. Enter the IP address to
the Check Address box, click Add, Repeat fort the second router address Click OK to continue.

Check Address

ST

107655 Active

Chack Address | 19216831 |

Al |
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Step | Description

16. | Interface 192.162.40.1, Press Apply to continue.

“* Next Hop Router Elrﬁ| FX'
@ E P #* radware

Mame 192.168.40.1

Settings Advanced Settings

Operational Status | Attach Users Mumber |
Status | Enabled w | NHR MAC Status |
F Address | 192.168.40.1 ¥ | Friority | 1
Mcrcle | Regular w | Khbps Limi | 1]
Recovety Time | ] Warm-up Tithe | ]
Inbound Khps Limit | o Outhound Kbps Limit | 0
ToS | 255 w | Connection Limit | 0

v  MHR Proximity Checks
[ Bandwvidth Limit Exception

Billing Marle Tatal Rd

| |
OK | Apply || Cancel |

A
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Step

Description

17.

Another Next Hop Router box appears for interface 192.162.40.1. Select Full Path Health

Monitor.

HEBY

Mame  192.168.40.1

Status

P Adcress
Mocle

Recovery Time

ToS

Eilling Mode

it Next Hop Router

Seftings Advanced Settings NHR Information Cost Information

Operational Status Attach Users Mumber
Enahled v MHF: MAC Status

192.168.40.1 | Priarity 1
Reqular ¥ | Hbps Limt i
1] Warm-up Time 1]

Inbound Kbps Limt | O Cuthound Kbps Limit 1]
255 b Connection Limit 1]

[v MNHR Proximity Checks
[~ Banchwicth Limit Exception

[fa ]

EEX

#radware

site Map slerts | |1 T hinir |

0K | Apply Cancel |

A

Add the IP address of the router. Refer to Figurel for the IP addresses. Enter the IP address to
the Check Address box, click Add, click OK to continue.

“* Full Path Health Monitor (= |[B)X]

a7

#* radware

Check Address | 192166 40.1] |

Aol |
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Step

Description

18.

Add LinkProof device for the Branch site, Select Device - Add Radware Device =
LinkProof.

2 APSolute Insite - C:\Program, Files\Configware InsiteluserFilesidddd. now

File Device Yiew APSolute OS5 Options Go Tools  Help

G El=# & =
Sort by... | Mame Add Radwal AppDirectaor ﬂ Findl Go
- Appicel
Servers » o -
Networking Bements » CTENT 100 I
= LinkProo MHEIEEIES co —
] Firesneall e
csn - e )
Firewrslls 192.168.31 252
DefenzePro
Ileighbor |
FirePraof
MNHR
LinkPraof
hHR=
SecureFlow
Fouter
WsD = NHR
Peer Director

192.165.40.1 107655

The LinkProof icon for the Branch site should appear.

i APSolute Insite - C:\Program Files\Configware InsiteluserFilesidddd. ndw

File Device Wiew APSolte OS5 Options Go  Tools Help
BEEDO R =#& 9 v
| Fiter |

ﬂ Finel |

Sort by | Mame

= LinkProof

19216831 252

NHR NHR

192 166.40.1 107855

LP-B
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Step

Description

19.

Right click on the Branch LinkProof icon, Select Connect to the device.

5 APSolute [nsite - C

BEEO -

:\Program FilesiConfigware InsiteluserFilesidddd. rdw

File Device ‘iew APSolute OS Options Go Tools  Help

=F & X v @S

Sort by ‘ Mame

| Fiter [ an | Fina | Go

=) LinkProof

NHR

192 166.40.1

192168.31.252

Lock Posttion

Delete

The Connect LP Device box appears, enter the IP address of the Branch LinkProof device, select
OK to continue.

*
T

o Connect LP Device

T2 Y

X

! radware

Device IP Address 192168571

Device Community Mame i

o Use SHMPY1 T Use SHNMPY3

" Offline Device

OK

Cancel
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Step | Description

20. | Create interfaces F-2 and F-3, Right mouse click on the Branch LinkProof device. Select Setup.

“=* APSolute Insite - C:\Program FilesiConfigware InsitelusenFileskdddd. rdw

File Device “iew APSollte OS5 Options Go  Tools  Help
BEEO+P=F& QA ¥a
Sortby.. | Name | Fiter | 4 | Fina | Go
-
=) LinkProot ———
[ D |
192.168.31.252
NHR NHR
152,168 40.1 10TESS
18216857 1
Setlp
Connect
Rehoot
APSalute O ]
Client Table
Session Table
Management Applications P

21. | The Interface box appears, click on the pull down tab for If Num, and select F-2. Enter the IP
Address and Network Mask, select OK to continue.

" Interface g|
i #radware

If Mum | F2 ﬂ

IF &ddress | 1921658351

rletwork Mask | 2952392520

Broadoast Type | CMEFILL w

[v  Faorward Brosdoast

WLAN Tag | 0
l Y
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Step

Description

22,

Repeat Step 5 to create Interface F-3. Select OK to continue.

= Interface @

v #* radware
If Mum F-3 -
IP Address | 192 165.40 254

Metwvork Mask | 255 255 255 1)

Broadcast Type | CREFILL ha

[v¥  Forward Broadcast

WLAN Tag |

Cancel
|

| 7
23. | Add routes to the routing table.
Right mouse click on the LinkProof device. Select Setup, click the pull down tab for
Networking, select Routing Table. The Routing Table box appears, add the following routes,
select Add.
“* Routing Table El[ﬁlﬁ__(l
P #* radware
192.1658.57 0 2552552550 0000 F-1 1 Lacal Lacal
19216830 2552552550 0000 F-2 1 Lacal Lacal
192.165.40.0 2552552550 0000 F-3 1 Lacal Lacal
OK
l| y
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Step

Description

“** Edit Physical Route

“** Edit Physical Route

24. | Add the following Default Routes, Add Destination IP Address, Mask Next Hop, IF Number.

X] ]

K radware +* radware

Destination IP Address | 0.oono Destination IP Address | n.oo0o
Metweork Mask | 0000 Metwvork Wask | 0000
et Hop | 192.1658.40.1 Mext Hop | 182.168.3.5
IF Mumber F-3 ﬂ IF Rumber F-2 ﬂ
Metric K Metric K
Type Remote ﬂ Type Remate ﬂ

0K I Cancel I 0K I Cancel |

I A1 I 7
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Step

Description

25.

Configure the Client Table selections on the Branch LinkProof device.

Right mouse click on the Branch LinkProof device, select Setup, after the Setup box appears,
select the Global tab, select Client Table Settings, then Edit Settings.

Set the Following:

Timeout for SYN (SEC) to Regular Aging Time
Subnet Persistency Mask to 255.255.255.255

Check Select New NHR When Source Port Different
Check NHR Tracking Table Status

192.168.57.1

Timeout for S%M (Sec.) Regular &ging Time h

Cliert Mode |

Seszsion Limit per Hash Entry | 0

Client Aging Time G0

Clierts Connect Denials |

Discarded Sessions |

Subnet Persistency Mask I 255 255 255255

[ Open Entry When Source Part Different
Select Mesy MHR When Source Part Different
[ Session Tracking

MHR Tracking Table Status

-

[ Remaove Ertry at End of Session

™ NHR Selection Override |

0K I Apply | Cancel |
l| /
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Step

Description

26.

Create the following Next Hop Router (NHR) entries on the Branch LinkProof device. Click +

- NHR

" APSolute Insite - C:¥Program FilesiConfigware Insitetuserkilesidddd. ndw

File Device Wiew APSolte OS5 Options Go  Tools  Help
DEE0[F =& A vaI

Sortby... | Mame Add Rachware Device

j Find |

FEX

£ radware

Servers 3

»
o LinkProo Metworking Elements

Firesvall
Firewalls

Meighbor

MHR=
Router

192165401

A NHR icon appears, right mouse click on the NHR icon and select Connect.

“* APSolute Insite - C:¥Program FilesiConfigware InsiteluserFilesidddd. rdw

File Device “iew APSolte OS5 Options Go  Tooks  Help
BEEO - =& & % v 6
Sort k.. | Mame = | Fiter [ an

ﬂ Find |

19216857 1

10.76.5.5

FEX

' radware

== LinkProof

192.168.31.252

NHR

192.165.40.1

MHR -7

Connect
Delete

Lack Position

NHR

107655
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Step | Description

27. | The Next Hop Router box appears, add the following information:

e Next Hop Router Name to 192.168.40.254
e [P Address to 192.168.40.254

Select Add then OK to continue.

" Next Hop Router
FET?

Mame: HNHR-T

EEX

#* radware

Settings Advanced Setings Traftic

Mext Hop Router Marme || 192 16840 254

P Address | 192,166 40 254 |

[ o | |
[ ox ]

Aaply | Cancel

H 4

Repeat Step 27 to create the 2" Next hop Router.

“* Next Hop Router
FE 7

Mame: HHR - 8

EEX

# radware

Settings Aovanced Settings et

Mext Hop Router Mame I 19216835

P Address | 192168.35

[ e | |
| OK I Apply | Cancel
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Step | Description
28. | Link the Branch LinkProof and the two Branch Next Hop Routers.
Holding down the left mouse button, sweep it over the Branch LinkProof and the two Branch
Next Hop Routers, then ctrl-L. After the Next Hop Router boxes appear, starting with
interface 192.168.3.5, click on the pull down tab for Mode and select Backup, Press Apply to
continue.
“* Next Hop Router E][E|El
o P #* radware
Mame  192.168.3.5
Settings Advanced Settings
Operational Status | Attach Users Mumber |
Status | Enabled ﬂ NHR MAC Status |
P Address 19216835 ﬂ Priarity K
Mode | Backup v | Hbps Limit K
Recovery Time | 0 Wiarm-up Time | 0
inbound Kaps Limit | 0 Outhound Kbps Limt | 0
ToS | 255 ﬂ Connection Limit K
[v MHR Proximity Checks
| Bandwvidth Limit Exception
Billing Mode Total v
OK ” Appaly I Cancel |
l| A
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Step | Description

29.
Monitor

= Next Hop Router
NS

Mame 192.168.3.5

Settings Advanced Settings

Operational Status

Status Enabled hd
P Adcress 19216835 hd
Macie Backup hd

Recovery Time

1]
Inbound Kbps Limt | O
=

Tos 253

v MHR Proximity Checks
[~ Banchwidth Limit Exception

[faa ]

Biillimg Moce:

MHF Information

EEX

#* radware

Zost Information

Aftach Users Mumber

MHR MAC Status
Priarity

Kbps Limi
Wigkth-up Tirme:

Cuthound Khps Limit

Connection Limit

St Map alerts | | Full Path Heatth Moritor ||
0K Cancel

A

“* Full Path Health Monitor [= |[B)(X]
NS #* radware

Check Address

SN

107655 Active

Another Next Hop Router box appears for interface 192.168.3.5. Select Full Path Health

Add the IP address of the routers. Refer to Figurel for the IP addresses. Enter the IP address to
the Check Address box, click Add, Repeat fort the second router address Click OK to continue.

“.* Full Path Heatth Monitor [= |[B)[X]

#* radware

Check Address | 19216831

Aetd |
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Step

Description

30.

Interface 192.162.40.254, Press Apply to continue.

“* Next Hop Router
gE 7

Mame 192.168.40.254

Settingz Advanced Settings

Opergtional Status |

Status | Enakled -
I &ddress | 192165.40.254 e
ode | Reoular hd
Recovery Time | ]

Infbound Khbp= Limit | 0

Tas | 235

[v  MHR Proximity Checks
[ Bandwvicth Limit Exception

Biling Made Tatal ]

S[(=1/c3

#* radware

Aftach U=serz Mumber |

FHR: MAC Status

Priarity
Hhps Limit

Wiarm-up Time

Outhound Khbps Limit

Connection Limit

0K

[ apoy |

Cancel |

4
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Step

Description

31.

Another Next Hop Router box appears for interface 192.162.40.1. Select Full Path Health

Monitor.

HEBY

Mame  192.168.40.1

Operational Status

Status

P Adcress
Mocle

Recovery Time

Inbound Kbps Limit

ToS

Eilling Mode

it Next Hop Router

Settings Advanced Settings

T

192.168.40.1 hd
Regular b
0
0
255 hd

[v MNHR Proximity Checks
[~ Banchwicth Limit Exception

[fa ]

MHR! Infarmation Cost Infarmation

EEX

#radware

Attach Users Mumber
MHR MAC Status

Priarity 1
Kbps Limit 1]
Warm-up Time 1]
Cuthound Kbps Limit 1]
Connection Limit 0

site Map slerts | |1 T hinir |

0K | Apply Cancel |

A

Add the IP address of the router. Refer to Figurel for the IP addresses. Enter the IP address to
the Check Address box, click Add, click OK to continue.

“* Full Path Health Monitor (2 |[B](X]

#* radware

Check Addrass || 192,168 40.254 |

Al

P
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Step | Description

32. | Configure Bandwidth.
Right click on the Main site LinkProof device, select APSolute > BWManagement

Bk

#* radware

“* ApSolute Insite - C:\Program Files\Configware InsiteluserFilesidddd. ndw

File Device ‘iew APSolte OS Options Go o Tools  Help
BEEDO s =#& 7o
Sort by... | Hame | Fiter [ an | i | o

= LinkProof

19216831250 Setlp

Connect

Reboat
NHR

Cliert Table

182168401 Session Table Clazses
Heslth Montoring
Management Applications P Security

Traffic Redirection
EvWWanagement

Site Alerts Mext Hop Routers

Configuration File

Macro 3
Panel View

W ook Postion
19216857

Delete =

The BWM dialog box appears, Select OK to enable BWM. Reboot LinkProof as requested.

BandWidth Management

BV Clazsification mode iz disabled for device "192 168 31 252" (IP Address 192168 .31 252].
If wou swart to change the mode to "Policies" click QK.

Mate: This operation will rezet the device.

If wou do not want to change the By Clazzification mode, click "Cancel”.

You can also update the mode from the By Setup (opens from Setup of device).

Cancel
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Description

33.

Once the LinkProof finishes rebooting the BandWidth Management box appears. Select BWM
Parameters to continue.

=l
HE 7
192.168.31.252
Active Madify
Default any

“* BandWidth Management

any Forvard

(=] e

#* radware

oneWay 4 ]

_view |

I Evyld Parameters I

Clazzes | Imterface Clazsification | Protocal Policies

Palicy Groups |
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Step | Description

34. | Set BWM Global Parameters, click the pull down tab for the following:

Classification Mode to DiffServ.

Static NAT Classification Mode to Local address Classification
Dynamic NAT Classification Mode to Local address Classification
Basic NAT Classification Mode to Local address Classification
Scheduling Algorithms to Class Based Queuing

Check Dynamic Borrowing, Press OK to continue.

“* BWM Global Parameters g|

EE T #*radware

192.168.31.252

Clazsification Mode | DitfSery ﬂ

Static MAT Clazsification Mode | Local Addrass Classificationj
Dymamic MAT Classification Mode | Local Address Classificationﬂ
Bazic MAT Clazsification Moce | Local Address Classificationj

Scheduling Algarithms Clazs Based Gueuing ﬂ
Random Early Detection (RED) ‘Weighted ﬂ

Dynathic: Barrosing
Application Classification Per Sessionﬂ

Bl Queue Size 512

By per Traffic Flow Aging u]

[~ Enahble Policy Statistics Monitoring

Paolicy Statistics Reporting Period [sec] G0

[~ Enable Protocal Monitoring Status

Protocal Statistics Reporting Period [sec] B0

[ Enable Protocol Statistics Reporting (SRP)

Protocal Statistics Adging u]
SRP Management P Address 0000

| 0K " Apply Cancel

| 11.06.2008 09:26:39 Refresh action was successiul Y

The BWM dialogue box appears, select OK to continue.

In order the change in "Application Classification” to take effect the policies must be updsted.
Do wou want to updste policies now?

Cancel |
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Step | Description
35. | Configure QoS for voice traffic.
Voice is using a DiffServ Code Point of 48, (110000), and is give a priority of 0. Click Modify
- DSCP 110000. Set the following:
e Priorityto0
e Guaranteed Bandwidth to O
e Borrowing Limit to 10240
Note: The default priority value is 4 with a guaranteed bandwidth of 106080 kbps. Values run
from O thru 7, with 7 being the lowest priority.
Select OK to continue.
* BandWidih Managemenl grﬁ@
# radware
100000 4 10e080 a
10 0 4 106080 i
10900 4 10600 1]
109011 4 106080 i}
100700 4 106080 i}
100107 4 106050 u]
109110 4 L] i}
100111 4 105050 1]
I 11 0l 1] 1] 10240
14 0ol 4 106080 i}
110H0 ] 106080 o
19001 1 4 108050 a
110700 4 106080 a
110 4 10E0ED o
11010 4 1DE0E0 a
11011 4 106080 a
111000 4 106050 1}
119000 ] 106080 i}
1110 4 106050 a
1490 1 4 10080 a
119900 4 106080 i
111104 4 106050 a
111110 a4 10E0SD a
111111 ] 10600 o =
psce [ . [ ]
Giaaranl madf Barchanch : Bowrowing Lind :
I i
BAM Paramaters | Updste Active Pokicies | | [Fieslons Dol Difisery Pokoes || m
ol
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Step | Description
36. | For devices that are not set to use DiffServ, set the priority to 6 and bandwidth limit them to
10240 kbps.
Best effort data is using a DiffServ Code Point of 0, (000000), and is give a priority of 6. Click
Modify = DSCP 000000. Set the following:
e Priorityto 6
e Guaranteed Bandwidth to 0
e Borrowing Limit to 10240
Select OK to continue.
* BandWidth Management =13
@ a7 #* radware
LP-HO-1
Actwe
| I
| oooooo 5 o 10240 | &
Q00001 4 106080 a
] 4 106050 ]
0000 1 4 106050 o
Co000 q 106080 ]
gl 4 106050 o
Qo0 4 106080 ]
o111 4 106050 o
Qo000 4 106020 ]
Do0M 4 106050 il =
oo 4 106030 i
oo 4 108080 a
00100 4 106080 ]
oo1ioM ] 106080 o
o110 ] 106080 o
o111 4 106050 o
010000 4 106050 ]
01 000 4 106050 o
oMo 4 106050 a
ol 4 106050 o
o100 4 106080 o
oo 4 106050 o
M0 4 106050 o
Mo ] 106050 o _:.J
e —
cusrarteedBandwidn [ | Borrowing Lis I:|
Uponte_|
BV Parameters | Update Active Poicies | | [Fiestore Detout Diffsery Polces || | oK |
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Step | Description

37. | Repeat steps 33 thru 37 on the Branch LinkProof.

38. | Save the Site configuration. Click File - Save Site

“* APSolute Insite - C:¥Program Files\Configware InsiteluserFilesinew. raw

File |Device “iew APSolute OS5 Optionz Go  Tools  Help

N ste QYo
Open Site
I ﬂ Find | co
coes
Save Ag Ctrl+5hift+3
Print Map S
Upgrade Insite License [ D |
192 1658 31 232
Exit |
192 1658 401 1076355

192.165.40 234 19216835

-

19216857 1

6. Interoperability Compliance Testing
Interoperability compliance testing covered feature functionality, serviceability, and load testing.

Feature functionality testing focused on the QoS and VLAN implementation in the
Avaya/Radware configuration. Specifically, compliance testing verified Redundancy, and that
when the Radware Switch interfaces are over subscribed with low priority data traffic, the higher
priority VolP media and signaling traffic still got through and achieved good voice quality.
Prioritization of voice traffic was achieved by implementing Layer 3 DiffServ-based QoS and
Layer 2 priority (801.p). Voice and data traffic were segmented in the enterprise network using
VLANS.

QoS was verified by making voice calls while a traffic generator generated low priority data
traffic to simulate a converged network. It was verified that the voice traffic was given priority
over the lower priority data traffic and continued to operate successfully.
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Serviceability testing was conducted to verify the ability of the Avaya/Radware VoIP solution to
recover from adverse conditions, such as power cycling network devices and disconnecting
cables between the LAN interfaces. In all cases, the ability to recover after the network
normalized was verified.

6.1. General Test Approach

All feature functionality test cases were performed manually. The general test approach entailed
verifying the following:

Failover of the primary Radware LinkProof Multi-WAN 3020 Switch to the backup

LAN connectivity between the Avaya and Radware products

Registration of Avaya H.323 IP Telephones with Avaya Communication Manager

Registration of Avaya SIP IP Telephones with Avaya SIP Enablement Services

Verification of the DHCP relay configuration

VolIP calls over Layer 2 and Layer 3 connections

Inter-office calls using G.711 mu-law & G.729 codecs, conferencing, and

sending low priority data traffic over the LAN.

= Verifying that QoS directed the voice signaling and voice media to the higher priority
egress queue based on the packets’ DSCP value.

= Verifying that Avaya Modular Messaging voicemail and MWI work properly.

The load tests were performed by over subscribing the lines with low priority data and verifying
that the prioritization of VVolP traffic and voice was achieved when calls are routed over all of the
LAN interfaces.

6.2. Test Results

All feature functionality, serviceability, and load test cases passed. The Radware LinkProof
Multi-WAN 3020 Switch implementation did prioritization of VVolP traffic, failed over to the
backup Radware LinkProof Multi-WAN 3020 Switch and yielded good voice quality with no
calls being lost. The stability of the Avaya/Radware solution was successfully verified through
load and serviceability testing.

7. Verification Steps

This section provides the steps for verifying end-to-end network connectivity and QoS in the
field from the perspective of the Radware LinkProof Multi-WAN 3020 Switch. In general, the
verification steps include:

1. Verify the DHCP relay on the Radware LinkProof Multi-WAN 3020 Switch is functioning
by confirming that the IP Telephones receive their IP addresses from the DHCP server
connected to the Radware LinkProof Multi-WAN 3020 Switch.

2. Check that the Avaya IP telephones have successfully registered with Avaya Communication
Manager by the list registered-station

3. Place internal and external calls between the digital telephone and IP telephones at each site.
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8. Conclusion

These Application Notes describe the configuration steps required for integrating Radware
LinkProof Multi-WAN 3020 Switches with an Avaya telephony infrastructure. For the
configuration described in these Application Notes, the Radware LinkProof Multi-WAN 3020
Switch were responsible for enforcing, QoS using Layer 3 Differentiated Services and Layer 2
(802.1p) as well as link aggregation, rapid spanning tree and load balancing and Redundancy.
The Avaya Communication Manager delivered the voice traffic to the routers for transmission
over the LAN together with data traffic. Prioritization of VVolP traffic and good voice quality was
successfully achieved in the Avaya/ProCurve configuration described herein.
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9. Additional References

The documents referenced below were used for additional support and configuration
information.

The following Avaya product documentation can be found at http://support.avaya.com.

[1] Administrator Guide for Avaya Communication Manager, February 2007, Issue 3.1,
Document Number 03-300509

[2] Installing and Administering SIP Enablement Services, March 2007, Issue 2.1, Document
Number 03-600768

[3] Avaya one-X Deskphone Edition for 9600 Series IP Telephones Administrator Guide

[4] Messaging Application Server (MAS) Administration Guide Release 3.1, February 2007

The Radware product documentation can be found at: http://www.radware.com/.

[5] Register at the Radware web site to obtain configuration guides.
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are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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