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Abstract

These Application Notes describe a sample configuration using Session Initiation Protocol
(SIP) trunking between the Verizon Business IP Trunk SIP Trunk Service Offer and an Avaya
IP Office solution. In the sample configuration, the Avaya IP Office solution consists of an
Avaya IP Office 500 v2 Release 8.1 Essential Edition, Embedded Voicemail in Intuity Mode,
Avaya IP Office Softphone, and Avaya H.323, SIP, digital, and analog endpoints.

The Verizon Business IP Trunk service offer referenced within these Application Notes is
designed for business customers. The service enables local and long distance PSTN calling via
standards-based SIP trunks directly, without the need for additional TDM enterprise gateways
or TDM cards and the associated maintenance costs.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted in the Avaya
Interoperability Test Lab, utilizing a Verizon Business Private IP (PIP) circuit connection to
the production Verizon Business IP Trunking service.
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1. Introduction

These Application Notes describe a sample configuration using Session Initiation Protocol (SIP)
trunking between the Verizon Business IP Trunk SIP Trunk Service Offer and an Avaya IP
Office solution. In the sample configuration, the Avaya IP Office solution consists of an Avaya
IP Office 500 v2 Release 8.1 Essential Edition, Avaya Embedded Voicemail in Intuity Mode,
Avaya IP Office Softphone, and Avaya H.323, SIP, digital, and analog endpoints.

Customers using Avaya IP Office with the Verizon Business IP Trunk SIP Trunk service are able
to place and receive PSTN calls via the SIP protocol. The converged network solution is an
alternative to traditional PSTN trunks such as ISDN-PRI. With the market growth of SIP trunk
deployments in the SME segment, importing and using SIP trunk templates to reduce installation
time and errors associated with programming, will become increasingly valuable to installers
working with R8.1. See Appendix A for the Template used in this configuration.

Verizon Business IP Trunk service offer can be delivered to the customer premise via either a
Private IP (PIP) or Internet Dedicated Access (IDA) IP network terminations. Although the
configuration documented in these Application Notes used Verizon’s IP Trunk service
terminated via a PIP network connection, the solution validated in this document applies equally
to IP Trunk services delivered via IDA service terminations.

For more information on the Verizon Business IP Trunking service, including access
alternatives, visit http://www.verizonbusiness.com/us/products/voip/trunking/

2. General Test Approach and Results

The Avaya IP Office location was connected to the Verizon Business IP Trunk Service, as
depicted in Figure 1. Avaya IP Office was configured to use the commercially available SIP
Trunking solution provided by the Verizon Business IP Trunk SIP Trunk Service. This allowed
Avaya IP Office users to make calls to the PSTN and receive calls from the PSTN via the
Verizon Business IP Trunk SIP Trunk Service.

Testing was successful. Any limitations related to the overall configuration are noted in Section
2.2.
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2.1. Interoperability Compliance Testing

The verification testing included the following successful SIP trunk interoperability compliance

testing:

Incoming calls from the PSTN were routed to the DID numbers assigned by Verizon
Business to the Avaya IP Office location. These incoming PSTN calls arrived via the SIP
Line and were answered by Avaya SIP telephones, Avaya H.323 telephones, Avaya
digital telephones, analog telephones, analog fax machines, Avaya IP Office Softphone,
and Avaya IP Office Embedded Voicemail and auto-attendant applications. The display
of caller 1D on display-equipped Avaya IP Office telephones was verified.

Incoming calls answered by members of sequential Hunt Groups were verified.
Outgoing calls from the Avaya IP Office location to the PSTN were routed via the SIP
Line to Verizon Business. These outgoing PSTN calls were originated from Avaya SIP
phones, Avaya H.323 telephones, Avaya digital telephones, analog endpoints, and Avaya
IP Office Softphone. The display of caller ID on display-equipped PSTN telephones was
verified.

Inbound / Outbound fax using G711 and T38 were verified.

Proper disconnect when the caller abandoned a call before answer for both inbound and
outbound calls.

Proper disconnect when the IP Office party or the PSTN party terminated an active call.
Proper busy tone heard when an IP Office user called a busy PSTN user, or a PSTN user
called a busy IP Office user (i.e., if no redirection was configured for user busy
conditions)

Various outbound PSTN call types were tested including long distance, international,
toll-free, operator assisted, and directory assistance calls.

Requests for privacy (i.e., caller anonymity) for IP Office outbound calls to the PSTN
were verified. That is, when privacy is requested by IP Office, outbound PSTN calls were
successfully completed while withholding the caller ID from the displays of display-
equipped PSTN telephones.

Privacy requests for inbound calls from the PSTN to IP Office users were verified. That
is, when privacy is requested by a PSTN caller, the inbound PSTN call was successfully
completed to an IP Office user while presenting an “anonymous” display to the IP Office
user.

SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both Verizon
Business and IP Office were able to monitor health using SIP OPTIONS. The Avaya IP
Office configurable control of SIP OPTIONS timing was exercised successfully.

IP Office outbound calls were placed with simple short codes as well as using ARS.
Using ARS, the ability of IP Office to route-advance to an alternate route was exercised
when the primary SIP line was not responding. The Line Group associated with the
Verizon Business SIP Line was the primary line group chosen for a call, or an alternate
line group selected upon failure of a primary line.

Incoming and outgoing calls using the G.729(a) and G.711 ULAW codecs.
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DTMF transmission (RFC 2833) with successful voice mail navigation using G.729a and
G.711MU for incoming and outgoing calls. Successful navigation of a simple auto-
attendant application configured on IP Office Embedded Voicemail.

Inbound and outbound long holding time call stability.

Telephony features such as call waiting, hold, transfer, and conference.

Inbound calls from Verizon IP Trunk Service that were call forwarded back to PSTN
destinations, presenting true calling party information to the PSTN phone, via Verizon IP
Trunk Service.

Mobile twinning to a mobile phone, presenting true calling party information to the
mobile phone. Outbound mobile call control was also verified successfully (e.g., using
DTMF on a twinned call to place new calls and create a conference via a mobile phone).
Proper DiffServ markings for IP Office SIP signaling and RTP media.

Mobility Features such as Mobile Callback and Mobile Call Control

2.2. Known Limitations

Interoperability testing of the sample configuration was completed with successful results, with
the successful verifications detailed in Section 7. The following observations were noted:

1.

FAX: A SIP Line on IP Office Release 8.1 can be configured to support T.38 fax or fax
over G.711. T38 is a new offer from Verizon Business IP Trunk service and requires that
the Disable T30 ECM be checked on the SIP Line->T38 Fax page as indicated in
Section 5.4.4. During compliance testing, there were greater than expected fax failure
rates when using Verizon’s IWSPM Media Gateway. Other Verizon media gateways
used during testing were within the allowable threshold for fax failures. If the Verizon
IWSPM Media Gateway is used, a separate analog POTS line is recommended for fax
transmissions. Also, Verizon Business IP Trunk service will not perform the expected re-
invite to T38 on an outbound fax, but instead will wait and expect IP Office to issue the
re-invite to T38. Once the re-invite is issued, Verizon will send a 200 OK to acknowledge
the T38. This will be transparent to the user.

HOLD: When a call is put on hold by an IP Office user, there is no indication sent via
SIP messaging to Verizon. This is transparent to the users on the call.

CODEC MISMATCH: If there is not a matching codec configured on the SIP Line 2>
VoIP tab to match the service provider, on placing a call the user will briefly hear ring
back and then the phone will display Number Busy.

SIP PHONE TRANSFER: When the IP Office transferor of an outbound call to the
PSTN via Verizon is a SIP device registered to IP Office (e.g., Avaya 1140E, Avaya
1220, or IP Softphone in the sample configuration), and the REFER transfer option is
enabled on the SIP Line to Verizon, the transferor may briefly see the display “Transfer
failed” after the final user operation, even if the transfer has actually succeeded. On the
production circuit used for testing, Verizon did not send NOTIFY messages to IP Office
to signal transfer completion. Internal tracking issue IPOFFICE-35823 has been created
for this issue.
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5. OFF-NET TRANSFER with REFER: When an IP Office extension tries to blind
transfer a call from a PSTN extension to a PSTN extension, the transfer will complete but
will not use a REFER, instead the re-invite method will be used. This is important to note
because DSP resources will still be needed for the call that was transferred. This issue is
under investigation and internal tracking issue IPOFFICE-31274 has been created with a
fix included in Version 8.1.56.

6. DNS-SRV: Although Avaya IP Office supports DNS-SRV to a VVerizon DNS server as
verified in Section 7.2, IP Office does not automatically fail over outbound calls to
alternate Verizon SIP destinations if the Verizon DNS returns multiple answers, and the
first listed response is unavailable. This anomaly is under investigation by the IP Office
product team as IPOFFICE-34076.

7. Short Duration DTMF: When interworking with Verizon media gateways that use the
VSP3 DSPs, outbound short DTMF digit intervals from IP Office play out at 50ms. Other
DSP types play out proper durations. Although Avaya IP Office complies with RFC
2833, the VSP3 requires the DTMF events to have duration field values of at least 20ms
and the IP Office has been observed to have values lower than this requirement. This may
result in some IVVR applications not recognizing DTMF digits.

8. Echo Cancellation: Avaya IP Office is designed to bypass the echo canceller when a
CED tone is detected to support data transmissions that require no echo cancellation.
However, Group 3 facsimile and certain low speed voiceband data transmissions are
adversely affected if echo cancelation is disabled. To prevent false bypass of the echo
canceller IP Office should re-enable the echo caneller after a silence period of about
250ms. It was observed during testing that the IP Office bypassed the echo canceller after
the CED tone, but did not re-enable it after the aforementioned silence period. This
anomaly is under investigation by the IP Office product team as IPOFFICE-34077.

2.2.1. Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.2.2. Verizon

For technical support on Verizon Business IP Trunk service offer, visit the online support site at
http://www.verizonbusiness.com/us/customer/.
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3. Reference Configuration

Figure 1 illustrates an example Avaya IP Office solution connected to the Verizon Business IP
Trunk SIP Trunk service. The Avaya equipment is located on a private IP subnet. An enterprise
edge router provides access to the Verizon Business IP Trunk service network via a Verizon
Business T1 circuit. This circuit is provisioned for the Verizon Business Private IP (PIP) service.

In the sample configuration, IP Office receives traffic from the Verizon Business IP Trunk
service on port 5060. IP Office uses DNS SRV, using UDP for transport, to determine the IP
Address and port to be used to send SIP signaling to Verizon. In the sample configuration, the
DNS process will result in SIP signaling being sent to IP Address 172.30.209.21 and port 5071,
but these values are not statically configured in IP Office. As shown in Table 1, the Verizon
Business IP Trunk service provided Direct Inward Dial (DID) numbers. These DID numbers
were mapped to IP Office destinations via Incoming Call Routes in the IP Office configuration.

Verizon Business used FQDN pcelban0001.avayalincroft.globalipcom.com. The Avaya IP
Office environment was assigned FQDN adevc.avaya.globalipcom.com by Verizon Business.

PSTN Phone
303-538-7024

Verizon

Verizon DNS Server: 172.30.209.4
1 .

(172.30.200.21 : 5071) " IP Trunk

IP Office Location pellY
‘ l IPT DiDs from Verizon

Avaya 1140E 1P Office ‘ 732-945-0240 1140 Analog & Fax
X1145 Softphone 732-945-0241->1141 T7100 Digital
DID: 732-845-0243 %1145 732-945-0242-» 1142 1408 Digital
732-945-0243->1145 / 1146 (1140E & SIP Softphone)
732-945-0244-> 1144 (96216 H323)
IP Office Incoming Call Routes
map DIDs to IP Office Extensions, Groups, or Functions

Enterprise

= Router
L 1P Office 500 V2
Release 8.0
‘ LANZ: 22.2.2

/ Avaya T7100 LAN1: 10.80.140.35

X1141 SIP |
DID: 732-945-0241 Outbound IP Office to PSTN Examples:
Request-URI:

3035387024@p 1 ft.global com

Inbound PSTN to IP Office Example:
Request-URI: 7329450242(@2.2.2.2: 5060
TO: 7329450242 @adevc.avaya.globalipcom.com
FROM: 3035381910@65.211.120.226

Avaya 9621G
x1143

IP Office TO: 3035387024@pcelban0dl.avayali globalip com
Manager FROM: 7320450242 @@adevc.avaya.globalipcom.com

DID: 732-945-0244
L]

5‘33' Mobile Twinning
s With call Avaya 1408 Analog phone
X1142 Or Fax

DID: 732-045-0242 %1140

adevc.avaya.globalipcom.com IR TR

Figure 1: Avaya IP Office with Verizon IP Trunk SIP Trunk Service
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Table 1 shows the mapping of Verizon-provided DID numbers to IP Office users, groups, or
functions. The associated IP Office configuration is shown in Section 5. Selected verifications

are illustrated in Section 7.

Verizon Provided DID Avaya IP Office Destination Notes
732-945-0240 X 1140 Analog telephone or Fax
machine
732-945-0241 X 1141 T7100 Digital Telephone
732-945-0242 X 1142 1408 Digital Telephone
732-945-0244 X 1144 Avaya H.323 - 9621G
732-945-0243 Hunt Group Avaya SIP 1140E & Avaya IP
X 1145 & x1146 Office Softphone
Table 1: Verizon DID to IP Office Mappings
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4. Equipment and Software Validated

Table 2 shows the equipment and software used in the sample configuration.

Equipment Software
Avaya IP Office 500 v2 Release 8.1 (43)
Avaya IP Office Manager Release 10.1 (43)
Avaya 2500 Analog Telephone N/A
Avaya 1408 Digital Telephone N/A
Avaya T7100 Digital Telephone N/A
Avaya 1600-Series Telephones (H.323) Release 1.300B
Avaya 1140E SIP 04.03.09
Avaya IP Office Softphone Release 3.2.3.15 64595
Okidata 2450 (analog fax) N/A

Table 2: Equipment and Software Tested

5. Avaya IP Office Configuration

IP Office is configured via the IP Office Manager program. For more information on IP Office
Manager, consult reference [2]. From the IP Office Manager PC, select Start — Programs —
IP Office — Manager to launch the Manager application. A screen that includes the following
in the center may be displayed:

WELCOME to IP Office Administration

What would you like to do ?
Create an Offline Configuration

Open Configuration from System

Read a Configuration from File

Open the IP Office configuration, either by reading the configuration from the IP Office server,
or from file. The appearance of the IP Office Manager can be customized using the View menu.
In the screens presented in this section, the View menu was configured to show the Navigation

pane on the left side, the Group pane in the center, and the Details pane on the right side.
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5.1. Physical, Network, and Security Configuration

This section describes attributes of the sample configuration, but is not meant to be prescriptive.
Consult reference [1] for more information on the topics in this section.

In the sample configuration, looking at the IP Office 500 from left to right, the first module is a
TCMS8 Digital Station module, the second card is a COMB06210/ATM4 module and the third
and fourth slots are blank. The TCM8 is used to add TCM RJ45 extension ports to an IP500 V2
control unit. It provides 8 RJ45 extension ports for supported M-Series and T-Series digital
stations. It can also be used for 4100 and 7400 Series phone support by connection to a Digital
Mobility Solution system. The COMBO6210/ATM4 is used to add a combination of ports to an
IP500 V2 control unit and is not supported by IP500 control units. The module supports 10 voice
compression channels. Codec support is G.711, G729a and G.723 with 64ms echo cancellation.
G.722 is supported by IP Office Release 8.0 and higher. The “Combo” card will support 6
Digital Station ports for digital stations in slots 1-6 (except 3800, 4100, 4400, 7400, M and T-
Series), 2 Analog Extension ports in slots 7-8, and 4 Analog Trunk ports in slots 9-12. Referring
to Figure 1, the Avaya T7100 telephone with extension 1141 is connected to port 1 of the TCM8
module, and the Avaya 1408 telephone with extension 1142 is connected to port 1 of the
“Combo” card. The analog extension or fax machine is connected to the “Combo” card on port 7.

The following screen shows the modules in the IP Office used in the sample configuration. To
access such a screen, select Control Unit in the Navigation pane. The modules appear in the
Group pane. In the screen below, IP 500 V2 is selected in the Group pane, revealing additional
information about the IP 500 V2 in the Details pane.

IP Offices Control Unit & IP 500 V2
K BOCTR L) Dev Mo, | Dev Type Version Unit
i Operator (3) <ol IF 500 w2 g.0016) )
- Vetizonl g2 TCME 8.0(18) Device Mumnber 1
S Syskem (1) 3 COMBOBZ10/ATME 8.0 (18) Uit Type 1P 500 v2
4 Line (5]
=2 Control Unit (3) Version 5.0(16)
A4y Extension (27)
: User (21} Serial Mumber 00e0070595F2
ia Hunt@roup {4} .
Unit IP Add 10.80.140.35
82 short Code (63) n ress
@ Service (0) Inkerconnect Mumber 0
ol RAS (1)
e Incoming Call Route (9) Module Mumber Control Unit
Y

In the sample configuration, the IP Office LAN1 port is physically connected to the local area
network switch at the IP Office customer site. The default gateway for this network is
10.80.140.1. To add an IP Route in IP Office, right-click IP Route from the Navigation pane,
and select New. To view or edit an existing route, select IP Route from the Navigation pane, and
select the appropriate route from the Group pane. The following screen shows the Details pane
with the relevant route using Destination LAN1.
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10.64.19.0
IP Raoute
IP Address w064 19 D |
IP Mask (255 255 255 . O |
Gateway IP Address 10 B0 140 1|
Destination LN
Metric |E|

[] Proxy aRpP

The IP Office LAN2 port is physically connected to the service provider and has a default
gateway of 2.2.2.1. Right-click IP Route from the Navigation pane, and select New to add

another route. The following screen shows the Details pane with the relevant route using
Destination LAN2.

172.30.209.21
IF Route |
IP Address (172 . 30 209 21 |
IP Mask |255 . 255 . 285 . 255 |
Gateway IP Address | z 2 z 1 |
Destination Lanz
Metric |U

|:| Procy ARP

To facilitate use of Avaya IP Office Softphone, https was enabled in the sample configuration.
To check whether https is enabled, navigate to File = Advanced = Security Settings. A screen
such as the following is presented. Log in with the appropriate security credentials.

Security Service User Login

IP Office Merizond - IP 500 Y2

Service User Mame |security |

Service User Password |"""“"- |

[ (04 H Cancel ][ Help ]
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After logging in, select System from the Navigation pane and the appropriate IP Office system
from the Group pane. In the Details pane, select the System Details tab. Verify the HTTPS Port
is configured as intended, as shown below.

)
= |

Security Settings

Security
@ General
ok S yztem (1]

@ Services (6]

18 Rights Groups [15)
& Service Users (3]

System (1)
Switch Name | P Address
“Werizonl 10.80.140.35

System : Verizon1

System Detals | Unsecured Interfaces | Certificates

Base Configuration
Services Base TCP Port 50804 k=

Magimum Service Users |16
td axirum Rights Groups |8

System Discovery
TCP Dizcovery Active

Security
Session |0 Cache [Hours] 10

HTTF Challenge Timeout [Seconds) |10
RFC2617 Session Cache [Minutes] (10

HTTF Ports
HTTF Paort g0 E
HTTPS Part 443 &

LUDF Discovery Active

EEARERANE S

‘wieh Services Port

CTTERTS

-

When complete, select File = Configuration to return to configuration activities.

5.2. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in
the Navigation pane and SIP Trunk Channels in the Group pane. Confirm a valid license with
sufficient “Instances” (trunk channels) in the Details pane.

IP Offices

K BOCTP (1)
yee Operatar (3)
=-%=) Verizonl

59 System (1)

T4 Line (5)

<2 Control Unit {3)
Ay Extension (22)

& User (22)

%8 HuntGroup (4)
B3 short Code (62)
@ Service (0)

s RAS (1)

@ Incoming Call Route (&)
Eﬁ WanPort (0%

#m Direckary (1)

£ Time Prafile (0)
@ Firewall Profile {13
EB IF Route (4)

@ Account Code (0)
W License (76)

& Tunnel {0}

i3 User Rights (8)
i Auto Attendant (0)
¢ BRS (2)

License

License Type

% IPS00 Upgrade Standard to Professi
B IPS00 Yoice Metworking Channels
&2 IPS00 Yoice Metworking Channels
%2 IPSec Tunnelling

82 Microsoft CRM Inkegration {users)
R Mabile Warker

%2 Mobility Features

R Office Worker

% one-% Portal For IP Office

% Phone Manager Pro

% Phone Manager Pro (per seat)

% Phone Manager Pro IP Audio Enable
R Power Liser

S Preferred Edition (YoiceMail Pro)

R Preferred Edition Additional YoiceMa
W Preferredidvanced to Branch Editic
% Proactive Reporting

W RAS LRQ Support (Rapid Response)
82 Receptionist

R Report Viewer

8 SIP Trunk Channels

R Small Office Edition ¥CM (channels)

P

Licenses

License key
License Type | SIF Trunk Channels
License Status  |valid

Instances 255

Expiry Date Mewver

SIP Trunk Channels

ZaByHLgdPDMTsUoZE&9 1 mSPhdFzgom? 1
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If Avaya IP Telephones will be used, verify the Avaya IP endpoints license. Click License in the
Navigation pane and Avaya IP endpoints in the Group pane. Confirm a valid license with
sufficient “Instances” in the Details pane.

IP Offices License E Avaya IP endpoints

K BOOTP (1) License Type e’ Licenses
i Operator (3) % 1600 Series Phones
=I-*= Werizonl %= 3rd Party IP Endpoints License Key  |LakbHIhBXDLEERZhA_mo4hSUgrviolx
=) System (1) W= ndvanced Edition
T4 Line (5) % fdvanced Small Community Mebwaork License Type | Avaya IP endpoints
= Control Unit {3} i i

& Extension (29 8 ALIDTY Yaicemail License Status | valid
4G Bxtension % Avaya IP endpaints
§ User(22) S tvaya IP endpoints Instances 255
% HuntGroup (4) S Branch Edition .
@ Short Code (62) S CCC Agent Roster Expiry Date Mewer
0B Service () - gemt Rostenng

The following screen shows the availability of a valid license for Power User features. In the
sample configuration, the user with extension 1146 will be configured as a “Power User” and
will be capable of using the Avaya IP Office Softphone.

IP Offices License i= Power User

R BOOTP (1) License Type ~ Licenses
{# Operator (3) %2 IPSO0 Universal PRI {additional char
=J-#=p Verizonl %= IPS00 Upgrade Standard ko Professi License Key HGIKZKSEMIR waMahlglzQé _iddevdwdsx
=) System (1) W IPS00 Yoice Metworking Channels
T4 Line (5) %2 IPSO0 Yoice Metworking Channels License Type  |Pawsr User
<2 Cankral Unit (3 i
& Extensi (2(2)) S PSec Tunneling License Status | Yalid
<& Extension & Microsoft CRM Inteqration (users)
% User (22) @ %= Mabile Woarker Inskances 285
HunkGroup (4 - L
= [Mobility Features

X Short Code {62) . Expiry Date MNewer
@ Servics () R Office Worker _
o, RAS (1) %= one-= Partal for IP Office
i Incoming Call Route (5) S Phone Manager Pro
@ WanPort (0] & Phone Manager Pro (per seat)

%2 Phione Manager Pro IP Audio Enables

o Direckory (1)

£ Time Profile (0) SFower User

B Firewall Prafile (13 8= Preferred Edition {VaiceMail Pro)

BB 1P Route (4) % Preferred Edition Additional YoiceMa
@ Account Code (0) & Preferredfadvanced to Branch Editic
% License (76) R Proactive Reporting

5.3. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings. The subsection order corresponds to a left to right navigation of
the tabs in the Details pane for System settings.

5.3.1. System Tab

With the proper system name selected in the Group pane, select the System tab in the Details
pane. The following screen shows a portion of the System tab. The Name field can be used for a
descriptive name of the system. In this case, Verizonl is used as the name. The Avaya HTTP
Clients Only and Enable SoftPhone HTTP Provisioning boxes are checked to facilitate Avaya
IP Office Softphone usage.
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o

System | LAM1 || LAMZ

Mame

Conkact Infarmation

TFTP Server IP Address
HTTP Server IP Address
Phione File Server Type

Manager PC IP Address

Avaya HTTP Clients Qnly

Automatic Backup

Time Setting Config Source

Verizon1

Yoicemail | Telephory || Direckory Services | Swstem E

Werizonl

Sek contact infarmation to place System under special control

10 go 140 35
10 go 140 35
Manager W
10 go 140 a0

Enable Softphone HTTP Provisioning

Yoicemail ProfManager W

5.3.2. LAN 1 Settings

The IP500/1P500 V2 control units have 2 RJ45 Ethernet ports, physically marked as LAN and
WAN. These form a full-duplex managed layer-3 switch. Within the system configuration, the
physical LAN port is LAN1, the physical WAN port is LAN2.

In the sample configuration, LAN1 was used to connect the IP Office to the enterprise network.
To view or configure the IP Address of LAN1, select the LAN1 tab followed by the LAN
Settings tab. As shown in Figure 1, the IP Address of the IP Office is 10.80.140.35. DHCP
Mode is also set to Server so that IP phones will get an IP Address from the IP Office Server.
Other parameters on this screen may be set according to customer requirements.
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Ll

= Verizon1
Syskern | LAML | LaMZ | DNS | Vaoicemail | Telephony | Directory Services | Swskern Events | SMTP
LAM Seftings | oIl || Mebwork Topology | DHCP Poals | SIP Registrar

IP Address 10 a0 140 35

IP Mask, 255 255 255 0

Primary Trans, IP Address 1] 1] 0 0

RIP Mode Mone v
[] Enable MaT

Mumber OF DHCP IP Addresses
DHCP Mode

®) Server (O Client (O Dialin () Disabled

Select the VolP tab as shown in the following screen. The H323 Gatekeeper Enable box is
checked to allow the use of Avaya IP Telephones using the H.323 protocol, such as the Avaya
1600-Series Telephones used in the sample configuration. The SIP Registrar Enable box is
checked to allow Avaya 1140E and Avaya IP Office Softphone usage.

RTP Port Number: For each VoIP call, a receive port for incoming Real Time Protocol (RTP)
traffic is selected from a defined range of possible ports, using the even numbers in that range.
The Real Time Control Protocol (RTCP) traffic for the same call uses the RTP port number plus
1 (i.e., the odd numbers). For control units and Avaya H.323 IP phones, the default port range
used is 49152 to 53246. On some installations, it may be a requirement to change or restrict the
port range used. It is recommended that only port numbers between 49152 and 65535 are used,
that being the range defined by the Internet Assigned Numbers Authority (IANA) for dynamic
usage. Port Range (minimum): Default = 49152. Range = 1024 to 64510. This sets the lower
limit for the RTP port numbers used by the system. Port Range (maximum): Default = 53246.
Range = 2048 to 65534. This sets the upper limit for the RTP port numbers used by the system.
The gap between the minimum and the maximum must be at least 1024.
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System | LANL | LAz | DN

Yaicemail

Verizon1

Telephony || Directory Services || Swskem Events

SMTR

L&M Settings | VoIP | Metwork Topology | DHCP Pools | SIP Registrar

H.323 Gatekeeper Enable
[ 1 sIF Trunks Enable
SIP Reqistrar Enable

|:| H.323 Auko-create Extn
H.323 Aukto-create User

[] H.323 Remote Extn Enable

DifF3ery Settings
ES =

Enable RTCP Monitaring
On Pork 5005

RTP Paort Mumber Range

Port Range (Minimum) 49152 3
Paort Range (Maximurn) (33246 5

| DSCR(Hex) DSCP Mask (Hex) 51G DSCP (Hex)
DSCP Mask

28 % | sIGDsCP

Select the Network Topology tab as shown in the following screen. For Public IP Address,
enter the Avaya IP Office LANL IP address. Set the Public Port to 5060. In the sample
configuration, the Firewall/NAT Type is set to “Open Internet”. With this configuration, STUN

will not be used. Click the OK button.

System | LAMNL | LaMZ || DMS || VYoicemail | Telephory | Directory Services | System Events | SMTP || SMDR
L&M Settings | YaIP | Metwork Topalogy |DHCF‘ Pools || SIP Reqistrar
Mebwork Topology Discovery
STUM Server IP Address | 69 . 90 . 168 . 13 | STUM Port 478
Firewal/MAT Tvpe |Open Internet w |
Binding Refresh Time a0 =
(seconds) >x
Public IP Address 10 .80 . 140 . 35 |
Public Part s060 % Run STUM Cancel
|:| Run STUN on startup
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Note: The Firewall/NAT Type parameter may need to be different, depending on the type of
firewall or Network Address Translation device used at the customer premise.

If using IP Office as a DHCP server and DHCP Server mode has been selected from the LAN1
-> Lan Settings Tab, click the DHCP Pools tab. Although beyond the intended scope of these
Application Notes, the following screen is shown as a simple example.

LAMZ || DS Telephony | Directory Services | 5y

Syskem | LANIL Yoicemail

Metwork Topology | DHCP Pools | S1p Registrar

LAM Settings | WoIP

Apply to Avaya IP Phones Only [ ]

Start Address
10,80, 140,36

Subnet Mask
255,255,.255.0

Default Raouker
10.80,140,35

Poal Size
10

Optionally, select the SIP Registrar tab. The following screen shows the settings used in the
sample configuration.

System | LAML | LaNz | DNS Telephony | Directory Services | Systen

Yoicemail

SIFP Reqistrar

LAM Settings | YoIP | Mebwork Topology || DHCP Pools

Damain Mame

Lawer 4 Protocol Both TCP & UDP  w
TCP Port 5060 3
LDP Port 5060 v
Challenige Expiry Time (secs) |10 "
duko-create ExtnfUser ]

5.3.3. LAN 2 Settings

In the sample configuration, LAN2 was used to connect the IP Office to the Verizon network. To
view or configure the IP Address of LANZ2, select the LANZ tab followed by the LAN Settings
tab. As shown in Figure 1, the IP Address of the IP Office, known to Verizon, is 2.2.2.2. DHCP
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Mode is set to Disabled since DHCP is unnecessary towards Verizon. Other parameters on this
screen may be set according to customer requirements.

Swstem | LaAM1 | LAMZ | DNS || Yaoicemail | Telephony | Direckary Services | System b

LAN Sethings | yoIP || Mebwork Topology

IP Address 2 2 2 2

IP Mask, 255 255 255 0

Primary Trans. IP Address 1] 1] 1] n

Firewwall Profile <Mone = W

RIP Mode Mone v
[ ] Enable NAT

Mumber OF DHCP IP Addresses (2000 3
DHCP Mode

3 gserver () Client ) Dislin %) Disabled

Select the Vol P tab as shown in the following screen. The H323 Gatekeeper Enable and SIP
Registrar Enable boxes are unchecked since IP telephones will not be registering on this link.
The SIP Trunks Enable box must be checked to enable the configuration of SIP trunks to
Verizon Business.

If desired, the RTP Port Number Range can be customized to a specific range of receive ports
for the RTP media paths from Verizon Business to IP Office. The defaults are used here. See
Section 5.3.2 for more information on these RTP settings.

If desired, IP Office can be configured to mark the Differentiated Services Code Point (DSCP) in
the IP Header with specific values to support Quality of Service policies. In the sample
configuration shown below, IP Office will mark SIP signaling with a value associated with
“Assured Forwarding” using DSCP decimal 28 (SIG DSCP parameter). IP Office will mark the
RTP media with a value associated with “Expedited Forwarding” using DSCP decimal 46
(DSCP parameter). This screen enables flexibility in IP Office DiffServ markings (RFC 2474) to
allow alignment with network routing policies, which are outside the scope of these Application
Notes. Other parameters on this screen may be set according to customer requirements.
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System | LaMl | LAMNZ |DNS Yoicemail | Telephony | Direckory Services | System Events | 5M

L&M Setkings | YoIP |Netwurk Topology

[] H.323 Gatekeeper Enable
SIP Trunks Enable
[] s1F Registrar Enable

RTP Paort Mumber Range

|:| H.323 Auto-creake Extn
Port Range (Minimurm) (49152 &

H.325 Auto-create Lser Port Range (Maximur) (33246 5

[] H.323 Remate Extn Enable

M Enable RTCP Monitoring
On Pork 5005

DiffSery Setkings
B8 2| DSCP({Hex) DSCP Mask (Hes) [FO % | SIG DSCP (Hex)

DsCP DSCP Mask 28 % | sSIGDscP

Select the Network Topology tab as shown in the following screen. The Binding Refresh Time
can be configured to vary SIP OPTIONS timing. For Public IP Address, enter the Avaya IP
Office LAN2 IP address. Set the Public Port to 5060.

W

= Verizon

System || Lan1 |L.ﬁ.N2 |DN5 woicemail | Telephony | Direckory Services | Systemn Events | SMTP | SMDR

LaN Settings | voIp | Metwork Topology |

Mebwork, Topology Discovery

STUM Server IP Address | 69 .~ 90 . 168 . 13 | STUM Part 78 4

Firewal/MNAT Tvpe |Dpen Internet " |
Binding Refresh Time -

(seconds) m

Public IP Address i 2 2 2 |

Public Port S060 5 Fun STUN Cancel

|:| Fun 3TUM on skartup
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Since SIP Registrar Enable was unchecked on the VOIP tab, the SIP Registrar Tab is not
present on LAN2.

5.3.4. Voicemail

To view or change voicemail settings, select the Voicemail tab as shown in the following screen.
The settings presented here simply illustrate the sample configuration and are not intended to be
prescriptive. The Voicemail Type in the sample configuration is “Embedded Voicemail” in
“Intuity Mode”. Other VVoicemail types may be used. Other parameters on this screen may be set
according to customer requirements.

Verizon1™

Sysktermn || LANL || LAMNZ || DNS Yaoicemail Telephony || Direckory Services | Syskem Events | SMTP || SMDR | Twinning | WCM

Woicemail Tyvpe Embedded Yaicemail w | [] Messages Button Goes To Visual Yoice

Yoicemail Mode Inkuity Mode w [ Add Display WM locales

Woicemail Destination
YWoicemail IP Address
Backup Yoicemail IP Address

Mazxirum Record Time (secs) (120 =

DTMF Breakout
Reception [ Breakout (DTMF *0/0)
Breakout (DTMF 2)

Breakout (DTMF 3)

5.3.5. System Telephony Configuration

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown in the following screen. The settings presented here simply illustrate the sample
configuration and are not intended to be prescriptive. In the sample configuration, the Inhibit
Off-Switch Forward/Transfer box is unchecked so that call forwarding and call transfer to
PSTN destinations via the Verizon Business IP Trunk service can be tested. That is, a call can
arrive to IP Office via the Verizon Business IP Trunk, and be forwarded or transferred back to
the PSTN with the outbound leg of the call using the Verizon IP Trunk service. The
Companding Law parameters are set to “ULAW? as is typical in North American locales. Other
parameters on this screen may be set according to customer requirements.
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The Default Name Priority is a new field in IP Office Release 8 and can be relevant to SIP
Trunking. The option to “Favor Trunk” or “Favor Directory” can be set system-wide using the
screen below, or set uniquely for each line. With the option to “Favor Directory”, IP Office will
prefer to display names found in a personal or system directory over those arriving from the far-
end, if there is a directory match to the caller ID. This capability will be illustrated further in the
context of the SIP Line to Verizon. A user’s personal directory example is shown in Section
5.5.2.

Verizon1™

Swskemn || LAM1 || LANZ | DMS Yoicemail | Telephony Directory Services || Swskem Events | SMTP || SMDR || Twinning | VCM CCR Codecs

Telephory | Tones & Music | Call Log

Analogue Extensions Companding Law
Switch Line
Default Cutside Call Sequence Maormal w
Default Inside Call Sequence Ring Type 1 w @ UHLaw @ U-Law Line
Default Ring Back Sequence Ring Type 2 “
? : CREL (:) A-Law O A-Law Line

Restrict Analogue Extension Ringer Yoltage [

Dial Delay Time (secs) 4 - ] D35 Status

Dial Delay Count 0 E Auko Hold

Diefault Mo Answer Time (secs) <l Cial By Mame

Hold Timeout (secs) 1z0 % Show Account Code

Park. Timeout: {secs) o0 [ Inhibit OFf-Switch Forward, TransFer
Ring Delay {secs) 5 = [ Restrick Network Interconneck

] Drop External Only Impromptu Conference

4

Call Priority Promotion Time (secs)  [Disabled
Default Currency usD W [] wisually Differentiate External Call

Bl e e Gt Favor Trunk 2 ] Unsupervised Analog Trunk Disconnect Handling

High Quality Conferencing

5.3.6. System Twinning Configuration

To view or change Twinning settings, select the Twinning tab as shown in the following screen.
The Send original calling party information for Mobile Twinning box is not checked in the
sample configuration, and the Calling party information for Mobile Twinning is left blank.
With this configuration, and related configuration of “Diversion header” on the SIP Line
(Section 5.4), the true identity of a PSTN caller can be presented to the twinning destination
(e.g., auser’s mobile phone) when a call is twinned out via the Verizon Business IP Trunk
service.
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Swskem | LAML || LANZ || DMNS Yaicemail | Telephony | Direckary Services | Swstem Events | SMTR || SMDR | Twinning |y CC

[] send original calling party information for Mobile Twinning

Calling party information For
Mahile Twinning

5.3.7. System Codecs Configuration (New in IP Office Release 8)

The System - Codecs tab is new in IP Office Release 8. On the left, observe the list of
Available Codecs. In the example screen below, which is not intended to be prescriptive, the
box next to each codec is checked, making all the codecs available in other screens where codec
configuration may be performed (such as the SIP Line in Section 5.4). The Default Codec
Selection area enables the codec preference order to be configured on a system-wide basis, using
the up, down, left, and right arrows. By default, all IP (SIP and H.323) lines and extensions will
assume the system default codec selection, unless configured otherwise for the specific line or
extension.

Verizon1

System | L&ND | LAMZ | DNS Yoicemail | Telephony | Directory Services || System Events | SMTP | SMDR || Twinning | Y CCR Codecs

Available Codecs Default Codec Selection
Unused Selected
G711 ULAW 64K = G722 64K
G711 ALAW Bk G, 729(a) 8K C5-ACELP

G711 LLAW Gk
G711 ALAW G4k
=24 G.723.1 6K3 MP-MLO

G.722 64K,
3,729(5) 9K C5-ACELP
G.723.1 BK3 MP-MLGQ

e

5.4. SIP Line

The SIP Line tab in the Details pane is shown below for Line Number 17, used for the Verizon

Business IP Trunk. The ITSP Domain Name can be configured to the IP Office LANZ2 address
(2.2.2.2) or in this case to the domain supplied by Verizon (advec.avaya.globalipcom.com). By

default, the In Service and Check OOS boxes are checked.

The Call Routing Method can retain the default “Request URI” setting, or may be changed to
“To Header”, to match Incoming Call Routes based on the contents of the “To Header”. In the
sample configuration, the default “Request URI” setting was used.

The area of the screen entitled REFER Support was introduced in IP Office Release 6.1. The
default automatic determination of REFER support is “Auto”. Alternatively, the default can be
overridden with “Never” to explicitly disable use of REFER, or “Always” to explicitly enable
use of REFER. The Association Method parameter was introduced in IP Office Release 7.0,
and the screen below shows the default value, which is sufficient in the sample configuration.
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The various alternatives for the Association Method may be useful when multiple SIP Trunks
with different SIP domains resolve to a single IP Address. The default option associates
incoming requests with SIP Lines by comparing the source IP Address and port of the incoming
message against the configured far-end of the SIP Line.

The Name Priority parameter is new in IP Office Release 8.0. The Name Priority parameter
can retain the default “System Default” setting, or can be configured to “Favor Trunk” or “Favor
Directory” as shown in the sample screen below. “System Default” will use the setting displayed
on the System > Telephony—> Telephony Tab. The “Favor Directory” setting enables IP Office
to match the caller’s telephone number against available system or personal directories, and
display the name obtained from a match in the directory, if any, rather than name information
received in the SIP signaling from Verizon. See Section 5.5.2. Click OK (not shown).

= SIP Line - Line 17
SIP Line |Transport|SIP URI||VYoIP | T35 Fax| SIP Credentials
Line Mumber 17 3 |
ITSP Domain Mame | adeve, avaya.globalipoom, com In Service
Use Tel URI F]
Prafix Check 00s
Mational Prefix 0 all Routing Method Request URI A
Country Code I?Drrigzraézgl girgﬁii:ﬁirng calls
International Prefix |00 Marme Priority Favor Directory A
Send Caller ID Diversion Header v
Associakion Method | By Source IP address w

REFER Support

Incoming Alvaays -

Cukgoing Alwiays w

5.4.1. SIP Line - Transport Tab

Select the Transport tab. This tab was introduced in Release 6.1. Some information configured
in this tab had been under the SIP Line tab in Release 6.0.

The ITSP Proxy Address is set to the Verizon domain provided by Verizon Business. As shown
in Figure 1, this domain is “pcelban0001.avayalincroft.globalipcom.com”. In the Network
Configuration area, UDP is selected as the Layer 4 Protocol. Since DNS SRV will be used, the
Send Port can retain the default value 5060. The port to which IP Office sends SIP messages
will be determined via the DNS procedures. The Use Network Topology Info parameter is set to
“LAN 2”. This associates the SIP Line with the parameters in the System - LAN2 - Network
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Topology tab. The Explicit DNS Server(s) is configured with the DNS Server IP address
provided by Verizon Business, which is 172.30.209.4 in the sample configuration.

M

= SIP Line -Line 17
SIP Line| Transport |SIP URI|YoIP || T38 Fax| SIP Credentials

ITSP Proxy Address  |pcelbanoo0l. avayalincroft . globalipoann. canm

retwork Configuration

Layer 4 Prokocol DF w Send Port |S060 E .
IJse Metwork Topology Info |LAMN 2 w
Explicit DMS Server(s) 172 an 209 4 n n 1 0

alls Rouke via Reqgistrar

Separate Registrar

5.4.2. SIP Line - SIP URI Tab

Select the SIP URI tab. To add a new SIP URI, click the Add... button. In the bottom of the
screen, a New Channel area will be opened. To edit an existing entry, click an entry in the list at
the top, and click the Edit...button. In the bottom of the screen, the Edit Channel area will be
opened. In the example screen below, a previously configured entry is edited. “Use Internal
Data” is selected for the Local URI, Contact, and Display Name. Information configured on the
SIP Tab for individual users will be used to populate the SIP headers. The PAI parameter was
introduced in IP Office Release 6.1, and the value “Use Internal Data” is shown selected from
the drop-down menu. This inserts the P-Asserted-1dentity (PAI) header, to assert the identity of
users in outgoing SIP requests or response messages, when Privacy is requested. With PAI set to
“none”, IP Office Release 6.1 and 8.1 will behave like IP Office Release 6.0 with respect to the
SIP P-Asserted-Identity header (e.g., IP Office will not include a PAI header for an outbound call
unless privacy is asserted). The Registration parameter is set to the default “0: <None>" since
Verizon Business IP Trunk service does not require registration. The Incoming Group
parameter, set here to 1, will be referenced when configuring Incoming Call Routes to map
inbound SIP trunk calls to IP Office destinations in Section 5.7. The Outgoing Group
parameter, set here to 1, will be used for routing outbound calls to Verizon via the Short Codes
(Section 5.6) or ARS configuration (Section 5.8). The Max Calls per Channel parameter,
configured here to 20, sets the maximum number of simultaneous calls that can use the URI
before IP Office returns busy to any further calls. Click OK.
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SIP Line - Line 17
SIP Line||Transpart| SIF URI woIp || T3S Fax||SIP Credentials
Channel Groups Wia Local URI Contack Display Mame = PAL Credential | Max Calls
1 11 2.2.2.2 0: <Mon... Z0
2 11 2.2.2.2 7329450245 7329450245 73529450245 Mone  0: <Mon,.. 10
3 11 2.2.2.2 T329450246 7329450246 7329450246 Mone 0 <Mon,,. 10
Edit Chann=l
Wia 2.2.2.2
Local URI s Inkernal Caks) P
Conkact Use Inkternal Daka L
Display Mame Use Inkernal Daka pvs
Pal Use Internal Daka L
R.egistration 0: <Mone > b
Incorming Group 1
Dwkgoing Group 1
Max Calls per Channel |20 £

In the sample configuration, the single SIP URI shown above was sufficient to allow incoming
calls for Verizon DID numbers destined for specific IP Office users or IP Office hunt groups.
The calls are accepted by IP Office since the incoming number will match the SIP Name
configured for the user or hunt group that is the destination for the call. Channels 2 and 3 display
service numbers, such as a DID number routed directly to voicemail or DID used for Mobile Call
Control. DID numbers that IP Office should admit can be entered into the Local URI and
Contact fields instead of “Use Internal Data”. The numbers 732-945-0245 and 732-945-0246
will be assigned as service numbers in the Incoming Call Routes in Section 5.7.

5.4.3. SIP Line - VoIP Tab

Select the VolP tab. The Codec Selection drop-down box = System Default (default) when
selected will match the codecs set in the system wide Default Selection list (System = Codecs).
In the sample configuration, Custom was selected and codecs preferred by Verizon were
included as well as the newly supported G.722 codec (i.e., G.722 64K, G729(a) 8K CS-ACELP
and G.711 ULAW 64K). This will cause IP Office to include G.722, G.729a and G.711MU in
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the Session Description Protocol (SDP) offer, in that order. Set the Fax Transport Support
drop-down to “T38 Fallback™. This enables T.38 to be used if supported and will fall-back to
G.711 if not. If using T.38 fax, the T38 Fax tab must be visited and the Disable T30 ECM
option checked or fax failures using T38 may occur (See Section 5.4.4 and Section 2.2 for
further information). The DTMF Support parameter can remain set to the default value
“RF(C2833”. The Re-invite Supported parameter can be checked to allow for codec re-
negotiation in cases where the target of an incoming call or transfer does not support the codec
originally negotiated on the trunk. The Re-invite Supported parameter should be checked if the
SIP Line will be used for fax. For PSTN originations, Verizon preferred the G.729a codec in
SDP, while also allowing the G.711MU codec. However, if an originator is at a SIP connected
location and offers G.722, Verizon will preserve this offer and allow G.722 to be negotiated and
used end to end. During testing, the IP Office configuration was varied such that G.711MU was
the preferred or only codec listed, and G.711MU calls were also successfully verified. Since the
Verizon Business IP Trunk service does not require registration, the SIP Credentials tab need
not be visited. The Codec Lockdown parameter was new in IP Office Release 7 and may retain
the default un-checked value. Click OK (not shown).

SIP Line -Line 17*

SIF Line | Transport [SIP URI| ¥0IP T3S Fax|/SIP Credentials

Codec Selection Custonm w [ volP Silence Suppressian
Unused Selected Re-invite Supported
G711 ALAW Gk b33 G.722 64K

G.723.1 6K3 MP-MLQ G.729(a) 8K C5-ACELP [ use offerer's Preferred Codec

3,711 LILAW 64K ] Codec Lockdown

e ] PrACK/100rel Supparted

=

Fax Transpork Support T33 Fallback w

Call Initiation Tirmeout (s) [ -

DTMF Suppork RFC2833 '
5.4.4. T38 Fax

The settings on this tab are only accessible if Re-invite Supported is checked and a value for
Fax Transport Support other than “None” are selected on the VolP tab. Fax relay is only
supported on IP500/IP500 V2 systems with an IP500 VCM card. The Disable T30 ECM must
be checked or fax errors may be experienced when using T38 Fax (See 1.3 for further
information). When selected, it disables the T.30 Error Correction Mode used for fax
transmission. All other values are left at default.
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B SIP Line - Line 17

T38 Fax Yersion K]

Transpart

Fedundancy

.
w

Low Speed 0

4

High Speed o

TiCF Method Trans TCF
Max Bit Rate (bps) 14400
EFlag Start Timer (msecs) (2800
EFlag Stop Timer {msecs) (2300

Ta Mebwork Timeout (secsy (150

[] Use Default values

4

4

w

Scan Line Fix-up

TFOP Enhancement

Disable T30 ECM

[ ] pisable EFlags For First DIS
[] Disable T30 MR Compression

[ MSF Cverride

5.5. Users, Extensions, and Hunt Groups

In this section, examples of IP Office Users, Extensions, and Hunt Groups will be illustrated. In
the interests of brevity, not all users and extensions shown in Figure 1 will be presented, since
the configuration can be easily extrapolated to other users. To add a User, right click on User in
the Navigation pane, and select New. To edit an existing User, select User in the Navigation
pane, and select the appropriate user to be configured in the Group pane.

5.5.1. Digital User 1142

The following screen shows the User tab for User 1142. As shown in Figure 1, this user
corresponds to the Avaya Digital 1408.
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Exkension
2018
1145
1146
1145
1143

Marme

§ Exnzoie
§ Phoneseso
a-rSoFtphone
& avayal140g
& avayaHzza
[ B avayabigical
§ mortelDigital
§ranalog 1140
§ Extnzie

§ Extnzis

§ Extnzi4

§ Extnzi3
Extnziz
Extnzil
Extnz10
Extnz06
Extnz05
Extnz04
Extnz03
Extnz0z
Wy Mollser
;RemoteManager

1141
1140
Zlb
z15
214
213
212
21
210
206
205
204
203
202

User | Yoicemail | DND ShartCodes | Source Mumbers | Telephony | Forwarding || Dial In | Yoice Recording | Butkon Programming
Mame B ayabigital
Password

Confirm Password

Full Mame

Extension 1142

Locale v
Priarity 5 L
System Phone Rights Mone "
Praofile Basic User “

1 receptionist
Enable Softphone
[] Enable one-x Partal Services
Enable one- TeleCormmuter
[] Enable Remate Worker
] Ex Directary

Device
Toe & Avaya 1403

The following screen shows the SIP tab for User 1142. The SIP Name and Contact parameters
are configured with the DID number of the user, 732-945-0242. These parameters configure the
user part of the SIP URI in the From header for outgoing SIP trunk calls, and allow matching of
the SIP URI for incoming calls, without having to enter this number as an explicit SIP URI for
the SIP Line. The SIP Display Name (Alias) parameter can optionally be configured with a
descriptive name. If all calls involving this user and a SIP Line should be considered private,
then the Anonymous box may be checked to withhold the user’s information from the network.
See Section 5.6 for a method of using a short code (rather than static user provisioning) to place
an anonymous call.

W

- AvayaDigital: 1142
Yoice Recording | Butkon Programming || Menu Programming || Maobility | Phone Mana
SIP Name 7329450242
SIF Display Marne (alias) | Avayabigital

Conkack 7329450242

|:| Anonymous

The following screen shows the Extension information for this user. To view, select Extension
from the Navigation pane, and the appropriate extension from the Group pane.
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1d Extension Module  Part Extn
5003 2016 o 0
0005 1148 i} i} Extension Id 5
8001 1146 0 0
: 000 1145 0 0 Base Extension 1142
8002 1143 ] a Caller Display Type
oo D2 1
&1 1141 o . Reset Volume After Calls F
iz 1140 BPZ g _
&5 26 Bl & Device type
o7 215 ED'1 7
e 214 BD1 & Maodule BD2
55 213 BD1 5 - 1
a4 212 BD1 4
k] 211 ED1 3
iz 210 BOL 2 Disable Speakerphone L

5.5.2. SIP Telephone Users (Avaya 1140E, Avaya 1220)

The process of adding the Avaya 1140E and Avaya 1220 SIP Telephones to the configuration is
illustrated in Reference [VZB-IPT-IPORT7]. This section will summarize aspects of the
completed configuration for the Avaya 1140E only. The configuration of the Avaya 1220 is
similar.

A new SIP extension may be added by right-clicking on Extension in the Navigation pane and
selecting New SIP Extension. Alternatively, an existing SIP extension may be selected in the
group pane. The following screen shows the Extn tab for the extension corresponding to an
Avaya 1140E. The Base Extension field is populated with 1145, the extension assigned to the
Avaya 1140E. Ensure the Force Authorization box is checked.

Extension SIP Extension: 8000 1145
Id Extension | Module 56 Fax
5007 7RIS 0
5005 FROZ 0 Extension Id &000
“wE0L0 7690 v Base Extension 1145
™, 5009 7659 0
g, 5004 2016 0 Caller Display Type
(G006 1148 0
: a001 1146 0 Reset Yolume After Calls F
e B000 1145 0 _
8003 1143 0 ERCEIHIRE
Az 1142 BDZ
A1 1141 BD Maodule a
A3z 1140 EPZ Pt -
! 216 D1
s 7 215 BD1 Force Autharization
| s 714 Bl
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The following screen shows the VoIP tab for the extension. The IP Address field may be left
blank. Check the Reserve Avaya IP endpoint license box. The new Codec Selection parameter
may retain the default setting “System Default” to follow the system configuration shown in
Section 5.4.3. Alternatively, “Custom” may be selected to allow the codecs to be configured for
this extension, using the arrow keys to select and order the codecs. Other fields may retain
default values.

d Extension  Module = Port Extn | Yol | 738 Fax
",8003 2016 0 0
", 3005 1143 i} i} IP Address 1] 1] 1] 1] [ valIp Silence Suppression
w5001 1146 ] ] )
w000 1145 o o Codec Selection Custom v [ Local Hold Music
5002 1143 0 0 Urused Selected Allows Direct Media Path
s 1142 BDZ 1 G711 ALAW B4K > .729(a) BK CS-ACELP _
. . ¥ Re-
3 1141 BD1 1 5.723.1 6K3 MP-MLQ G711 LLAW B4K RN
sz 1140 BFZ & G.722 64K [ use OFferer's Preferred Codec
R k] 216 ED1 ]
¥| Reserve Avaya IP endpoint license
&7 215 BD1 7 L y 2
e 214 BO1 G [ reserve 3rd party IF endpoint license
&5 213 BD1 g
A 212 BD1 4
E k] 211 BD1 3 B
a2 210 ED1 z
A3l 207 BPZ 7
Fax Transport Suppart | MNone w
30 206 BDZ 3 b P
Az 205 EDZ S TOM-=IP Gain Default
s 204 EDZ 4
&7 208 ED2 3 IP-=TDM Gain Default
&z 02 Bbz 2 DTMF Suppart RFC26833
e A0 il il

The following screen shows the User tab for User 1145 corresponding to an Avaya 1140E. The
Extension parameter is populated with extension 1145.
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Avayal140E: 1145

Marne Extension
§ ednzoie 2016
§ softphone 1146
§- avayali40E 1145
§- avayatazat 1143
& avayabigital 1142
& naortelDigital 1141
§-analog 1140 1140
§ exnzie 216
b exdnzis 215
i exnzig 214
§ Extnziz 713
i extnziz 712
§ extnzin 211
§ extnzio 210
§ extnzoe 206
§ extnzos 205
b exnzog 204
§ Extnzoz 203
§ extnzoz 202
;NDUSBI’
;RemnteManager

F| Woicemail | DHD shortiCodes | Source Mumbers | Telephony | Forwarding || Dial In | Woice Recording | Bu
Marme |Avayal140E |
Password |**** |
Canfirm Passward |**** |
Full Narne \Avayal 140 |
Extension |1145 |
Locale | v |
Priority E v|
Systern Phone Rights |N|:une w |
Profile |Basic Lser v |

[] receptionist
Enable Softphone
[] Enable cne-x Portal Services
Enable one-X TeleCommuter
[ Enable Remate Worker
|:| Ex Direckory
DTE;;':EE Avava 1140E Sip (Language: English)

Select the Telephony tab. Then select the Supervisor Settings tab as shown below. The Login
Code will be used by the Avaya 1140E telephone user as the login password.

Mame Extension
§ Exrenis 2016
£ softphone 1146
§rawvayat14nE 1145
fravayaHaza 1143
§ avayabigital 1142
§ wMortelDigital 1141
franalog 1140 1140
i Eanzic 216
§ Extnzis 215
§ Earzig 214
§ Earziz 213
§ eanziz 212
§ Extnzna 211
§ Esrzin 210
§ Extrzoe 206
§ Extnzos 205
§ Extriong 204
§ Extrens 203
|8 Extnznz 202

o

= Avayal1140E: 1145
User || Yoicemail | DND ShortCodes | Source Numbers | Telephony | Forwarding | Dial In | Voice Recording || Butkon Pr
Call Settings | Jupervisor Sethings | Multi-ine Options | Call Log
Login Code |**** | [ Farce Login

Login Idle Period (secs)

Reset Longest Idle Time

&) Al Calls

() External Incoming

Manitor Group | <Mane > w |
Coverage Group | <Mane > w |
Skatus on Mo-answer |L0gged on (Mo change) - | [ outgaing Call Bar

[] Farce Account Code

[ 1tnihibit OFf-Switch Forward) Transfer
[ can Intrude

Cannat be Intruded

[] can Trace Calls

[] ccr agent

Automatic After Call Work

Remaining in the Telephony tab for the user, select the Call Settings tab as shown below. Check
the Call Waiting On box to allow multiple call appearances and transfer operations.
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6
User = Avayal140E: 1145

Marne Exkension . B H . . . .

User | Woicemail | DND || ShortCodes | Source Mumbers |5 T {| Forwarding || Dial In | Woice Recording || Butt
a Extnz016 2016
§ Phoneseso 1148 Call Settings | Supervisor Settings | Multi-ine Options | Call Log
&+ softphone 1146 e Cal Faul R Call Waiting O
&H.ﬁ.vayalHDE 1145 CQutside Call Sequence Defaulk Ring w all Waiting Cn
i Avayatazat 1143 Inside Call Sequence Default Ring w Answer Call Waiting ©n Hold
§ avsyabigital 1142
a MortelDigital 1141 Ringhack Sequence Default Ring “ [ Busy on Held
fanalog 1140 1140 Mo Answer Time (secs) System Default (203 - [ offhook Skaian
§ Ednzic 216
§ Ednzis 215 Wirap-up Time (secs) 2 £

Extn214 214

g Extrizla 213 Transfer Return Time {secs) | OFF E
§ Exreiz 212 Call Cost Mark-Up 100
§ Fetnrid 211

Like other users previously illustrated, the SIP tab for the user with extension 1145 is configured
with a SIP Name and Contact specifying the user’s Verizon IP Trunk service DID number.

User = Avayal140E: 1145
Marmne Extension ) ) ) ) . -
Dial In || Woice Recording | Button Programming | Menu Programming | Mobility | Phone 1M
§ Extnzois 2016
a PhoneS650 114a SIP Mame 7329450244
- softphone 1146 _ _
§r fivayal 140E {145 SIP Display Mame (alias) |Awayall40E
&H.ﬁ.vayaHSESI 1143 Contack 7329450244
§ avayabigital 1142
§ nortelDigital 1141
§ranalog 1140 1140 ] Ananymous
g -~ -, .

5.5.3. Hunt Groups

During the verification of these Application Notes, users could also receive incoming calls as
members of a hunt group. To configure a new hunt group, right-click HuntGroup from the
Navigation pane, and select New. To view or edit an existing hunt group, select HuntGroup
from the Navigation pane, and the appropriate hunt group from the Group pane.

The following screen shows the Hunt Group tab for hunt group 201. This hunt group was
configured to contain the two SIP telephones x1145(1140E) and x1146(Softphone) in Figure 1.
These telephones extensions are rung in order, one after the other. However, the last extension
used is remembered. The next call received rings the next extension in the list, due to the Ring
Mode setting “Rotary” (previously called Circular). Click the Edit button to change the User
List.
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Rotary Group SIP Hunt Group: 201

Hunt Group | Quewing | Sverflow || Fallback | Yoicemail | Yoice Recording | Announcerments || SIP

Marne |SIF‘ Hunk Group | |:| CiCR Agent Group
Extension |2Dl |
Ring Mode |Ru:utar';-' w | Mo Answer Time (secs) |S~,.rstem Defaulk (20
Hold Music Source |N|:| Change W |
ggsil':;ss %atus an MNo-Answer |Nu:une 3 |
User Lisk
Exkension Tarne

1145 Avayall40E
1146 Softphone

The following screen shows the SIP tab for hunt group 201. The SIP Name and Contact are
configured with Verizon DID 7329450244. Later, in Section 5.7, an Incoming Call Route will
map 7329450244 to this hunt group.

E Rotary Group SIP Hunt Group: 201

Hunt Group | Queding | Cwerflow | Fallback, || Yoicemail || Woice Recording .ﬁ.nnnuncements| SIP |_

SIP Name 7329450244 |

SIP Display Mame (Alias) |SIF' Hunk Group |

Contact 7329450244 |

[] anonymaus

5.6. Short Codes

In this section, various examples of IP Office short codes will be illustrated. To add a short code,
right click on Short Code in the Navigation pane, and select New. To edit an existing short code,
click Short Code in the Navigation pane, and the short code to be configured in the Group pane.
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In the screen shown below, the short code “7N;” is illustrated. The Code parameter is set to
“TN;”. The Feature parameter is set to “Dial”. The Telephone Number parameter is set to
N“@Domain Name or IP Address of Verizon Business IP Trunk Service” with the text string
beginning with @ in quotes. Below, the Verizon provided domain shown in Figure 1 is
configured. The Telephone Number field is used to construct the Request URI and To Header
in the outgoing SIP INVITE message. The Line Group ID parameter is set to 1, matching the
number of the Outgoing Group configured on the SIP URI tab of SIP Line 17 to Verizon
Business (Section 5.4).

This simple short code will allow an IP Office user to dial the digit 7 followed by any telephone
number, symbolized by the letter N, to reach the SIP Line to Verizon business. N can be any
number such as a 10-digit number, a 1+10 digit number, a toll free number, directory assistance
(e.g., 411), etc. This short code approach has the virtue of simplicity, but does not provide for
alternate routing or an awareness of end of user dialing. When a users dial 7 plus the number, IP
Office must wait for an end of dialing timeout before sending the SIP INVITE to Verizon
Business. Click the OK button (not shown).

Shart Code
Code 7M;
Feature Dial w

Telephore Murmber  |W'@pcelban0001, avay alincroft, globalipoarn, com®
Line Group ID 1 W

Locale United States (US English) W

Force Account Code [

Optionally, add or edit a short code that can be used to access the SIP Line anonymously. In the
screen shown below, the short code “8N;” is illustrated. This short code is similar to the “7N;”
short code except that the Verizon IP Address rather than the domain is entered in the Telephone
Number field. This is done for variety; either method can be used. The Telephone Number field
begins with the letter “W”, which means “withhold the outgoing calling line identification™. In
the case of the SIP Line to Verizon documented in these Application Notes, when a user dials 8
plus the number, IP Office will include the user’s telephone number in the P-Asserted-Identity
(PAI) header along with “Privacy: 1d”. Verizon will allow the call due to the presence of a valid
DID in the PAI header, but will prevent presentation of the caller id to the called PSTN
destination.
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Shart Code
Code an;
Feature Dial W

Telephione Mumber  |WH'@172,30.209.21"
Line Group ID 1 w

Locale w

Force Account Code [

The simple “7N;” and “8N;” short codes illustrated previously do not provide a means of
alternate routing if the primary Verizon SIP line is out of service or temporarily not responding.
When alternate routing options and/or more customized analysis of the digits following the short
code are desired, the Automatic Route Selection (ARS) feature may be used. In the following
example screen, the short code 9N is illustrated for access to ARS. When the IP Office user dials
9 plus any number N, rather than being directed to a specific Line Group Id, the call is directed
to Line Group ID “50: Main”, configurable via ARS. See Section 5.8 for example ARS route
configuration for “50: Main” as well as a backup route.

B ow

Short Code
Code an;
Feature Dial A

Telephone Murmber |1
Line Group ID a0: Main v

Locale w

Force Account Code [ ]

The following screen illustrates a short code that acts like a feature access code rather than a
means to access a SIP Line. In this case, the Code “*17” is defined for Feature “Voicemail
Collect”. This short code will be used as one means to allow a Verizon DID to be programmed to
route directly to voice messaging, via inclusion of this short code as the destination of an
Incoming Call Route. See Section 5.7.
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*17: Voicemail Collect

Short Code |
Code *17 |
Feature |'-.-'u::iu:emai| Collect W |

Telephone Number |?I_I |

Line Group ID |EI w |

Locale | w |

Force Account Code [

The following screen illustrates another short code. In this case, the Code “*47” is defined for
Feature “Conference Add”. In the verification of these Application Notes, “*47” was used by
mobile telephones to create a conference via a DTMF sequence using the IP Office Mobile Call
Control feature.

*4T: Conference Add

Short Code |
Code *47 |
Feature |CDnFerence Add W |

Telephone Murber | |

Line Group ID |E| w |

Locale | w |

Force Account Code [

The following screen illustrates another short code. In this case, the Code “*97” is defined for
Feature “FNE Service” and Telephone Number “33” for “Mobile Callback”. In the
verification of these Application Notes, “*97” was used as the destination of an Incoming Call
Route for a Verizon DID number. This enabled DID calls from a configured twinning destination
to be dialed, and then hung up by the caller while hearing ring back. IP Office would then call
the caller back using the Verizon IP Trunk Service.
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= “97: FNE Service

Short Code |
Code *97 |
Feature |FNE Service W |

Telephone Murmber |33 |

Line Group ID |EI W |

Locale | w |

Force Account Code [

The following screen illustrates another short code. In this case, the Code “*98” is defined for
Feature “FNE Service” and Telephone Number “31” for “Mobile Call Control”. In the
verification of these Application Notes, “*98” was used as the destination of an Incoming Call
Route for a Verizon DID number. This enabled DID access to Mobile Call Control from
configured twinning destinations, allowing the mobile user to make calls as if the calls were
made from the user’s IP Office extension in the office.

*88: FNE Service

Short Code |
Code 98 |
Feature |FNE Service w |

Telephone Murmber |31 |

Line Group ID |E| W |

Locale | w |

Force Account Code [

5.7. Incoming Call Routes

In this section, IP Office Incoming Call Routes are illustrated. Each Incoming Call Route will
map a specific Verizon Business DID number to a destination user, group, or function on IP
Office. To add an incoming call route, right click on Incoming Call Route in the Navigation
pane, and select New. To edit an existing incoming call route, select Incoming Call Route in the
Navigation pane, and the appropriate incoming call route to be configured in the Group pane.
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In the screen shown below, the incoming call route for Incoming Number “7329450241” is
illustrated. The Line Group Id is 1, matching the Incoming Group field configured in the SIP
URI tab for the SIP Line to Verizon Business in Section 5.4.2.

IP Offices Incoming Call Route E 17329450241
K BooTP (1) Line Group ID | Incoming Mumber | Destination Standard | yoice Recording || Destinations
¢ Operator (3) Po 200 Main

=% Yerizonl @D Dialln Bearer Capability Any Yoice w
=7 System (1) [T 7329450240 1140 Analog 1140 Line Group 1D 1 v
T Line (5) P1 73209450241 1141 MortelDigital

= Control Unit (3) [T 7320450242 1142 AvayaDigital Incoming Humber 7329430241
< Extension (22) @1 7320450243 1143 AvayaH3za1 )
§ user(z=2) Incoming Sub Address
ﬂ Hunte @ @1 7329450244 201 5IP Hunt Group
unkGroup . )
1 7329450245 G I CLI
% Short Code (63) ® neoming
B service () Locale h
& RAS (1)
@ Incoming Call Route (8) Priarity 1-Low L
ﬁﬂ WanPort {0} .
@ Direckary (1) &
S y

£17) Time Profile (0) Hold Music Source System Source -
) Firewall Profile (13

Select the Destinations tab. From the Destination drop-down, select the extension to receive the
call when a PSTN user dials 7329450241. As shown in Table 1, 7329450241 is the DID number
associated with IP Office user extension 1141.

173294560241

Standard || Voice Recording | Destinations

TimeProfile Destination Fallback Extension

» Default Value 1141 MorkelDigital b

Incoming Call Routes for other direct mappings of DID numbers to IP Office users listed in
Table 1 are omitted here, but can be configured in the same fashion.

In the screen shown below, the incoming call route for Incoming Number “7329450244” is
illustrated. The Line Group Id is 1, matching the Incoming Group field configured in the SIP
URI tab for the SIP Line to Verizon Business in Section 5.4.2.
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Incoming Call Route = 17329450244
Ling Group ID | Incoming Murmber | Destination standard | Yoice Recording | Destinations

@0 2001 Main

@D Dialln Bearer Capability any Woice w

@1 7329450240 1140 Analag 1140 Line Group 1D ! 3

e 1 7329450241 1141 MortelDigital

@1 7329450242 1142 Awvayabigital Incoming Mumber 7329430244

1 7329450243 1145 4 H32351

e vaya Incoming Sub Address

@1 7329450244 201 SIP Hunk Group

@ 1 7329450245 *ag Incoming LI
Locale W
Priarity 1-Low b
Tag
Haold Music Source Swstem Source L

Select the Destinations tab. From the Destination drop-down, select the extension to receive the
call when a PSTN user dials 7329450244. In this case, the destination is the hunt group “201 SIP
Hunt Group” whose configuration is shown in Section 5.5.4

= 17329450244 i
Standard | Woice Recording | Destinations
TimeProfile Destination Fallback Extension
b Defaulk Yalue 201 SIP Hunt Group w

When configuring an Incoming Call Route, the Destination field can be manually configured
with a number such as a short code, or certain keywords available from the drop-down list. For
example, the following Destinations tab for an incoming call route contains the Destination
“*17” entered manually. The dial string “*17” is the short code for “Voicemail Collect”, as
shown in Section 5.6. An incoming call to 732-945-0246 will be delivered directly to voice mail,
allowing the caller to log-in to voicemail and access messages. 732-945-0246 was previously
defined in the SIP URI tab as a service number, refer to Section 5.4.2.

W —

= 17329450246 i
Standard || Yoice Recarding | Destinations
TirneProfile Destination Fallback Extension
4 Default Yalue *F w
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Similar, the following Destinations tab for an incoming call route contains the Destination
“*97” entered manually. The dial string “*97” is the short code for accessing the “Mobile Call
Back” application and 732-945-0245 was configured in Section 5.4.2 on the SIP URI tab as an
incoming number. This enables DID calls to 732-945-0245 from a configured twinning
destination to be dialed, and then hung up by the caller while hearing ring back. IP Office would
then call the caller back using the Verizon IP Trunk Service.

= 17329450245

Standard | Yoice Recarding

TimeProfile Destination Fallback Extension

4 Default Yalue *O7 w

5.8. ARS and Alternate Routing

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes basic ARS screen illustrations and considerations. ARS is illustrated here mainly to
illustrate alternate routing should the SIP Line be out of service or temporarily not responding.

Optionally, Automatic Route Selection (ARS) can be used rather than the simple “7N;” short
code approach documented in Section 5.6. With ARS, secondary dial tone can be provided after
the access code, time-based routing criteria can be introduced, and alternate routing can be
specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. Although not shown in this section, ARS also facilitates more specific dialed
telephone number matching, enabling immediate routing and alternate treatment for different
types of numbers following the access code. For example, if all 1+10 digit calls following an
access code should use the SIP Line preferentially, but other local or service numbers following
the access code should prefer a different outgoing line group, ARS can be used to distinguish the
call behaviors.

To add a new ARS route, right-click ARS in the Navigation pane, and select New. To view or
edit an existing ARS route, select ARS in the Navigation pane, and select the appropriate route
name in the Group pane.

The following screen shows an example ARS configuration for the route named “Main”. The In
Service parameter refers to the ARS form itself, not the Line Groups that may be referenced in
the form. If the In Service box is un-checked, calls are routed to the ARS route name specified
in the Out of Service Route parameter. IP Office short codes may also be defined to allow an
ARS route to be disabled or enabled from a telephone. The configurable provisioning of an Out
of Service Route, and the means to manually activate the Out of Service Route can be helpful for
scheduled maintenance or other known service-affecting events for the primary route.
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=) Main el - X | v
ARS
AR5 Route Id Secondary Dial tane
Route Mame SwstemTone w
Dial Delay Time Systern Default (4) E Check User Call Barring
In Service Qut of Service Route 51: Backup v
Time Profile et UL 0F Hours Route <Mone= v
Code Telephaone Mumber Feature Line Group ID
11 91 1"@peelban0ool. avayalineroft,,,  Dial Emergency 1
911 911"@peelban000l. avayalincroft...  Dial Emergency 1 RENTGE
or; ON"@peelban0001 . avayalincroft....  Dial 3K1 1 Edit
11; 1M'@pcelban0n0  avayalincroft,...  Dial 3K1 1 =
WM N'@pcelban000l. avayalincroft.gl...  Dial 3K1 1
W N'@pcelban0001. avayalincroft.gl...  Dial 3K1 1
Alternate Route Priority Level |3 A l
Alternate Route Wait Time 30 3| —b Alernate Rouke 51: Backup v

Assuming the primary route is in-service, the number passed from the short code used to access
ARS (e.g., 9N in Section 5.6) can be further analyzed to direct the call to a specific Line Group
ID. Per the example screen above, if the user dialed 9-1-303-538-1000, the call would be
directed to Line Group 1. If Line Group 1 cannot be used, the call can automatically route to the
route name configured in the Alternate Route parameter in the lower right of the screen. Since
alternate routing can be considered a privilege not available to all callers, IP Office can control
access to the alternate route by comparing the calling user’s priority to the value in the Alternate
Route Priority Level field.

The following screen shows an example ARS configuration for the route named “backup”, ARS
Route ID 51. Continuing the example, if the user dialed 9-1-303-538-1000, and the call could not
be routed via the primary route “50: Main” described above, the call will be delivered to this
“backup” route. Per the configuration shown below, the call will be delivered to Line Group 8,
another SIP Line that exists in the configuration that is not described in these Application Notes.
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E Backup = A
ARS
ARS Route Id secondary Dial kone
Rouke Marme Backup SystemTone -
Dial Delay Time Systern Default (4) £ Check User Call Barring
In Service Qut of Service Route =Mone> b
Time: Profile — 00t oF Hours Route <Mone:= A4
Code Telephone Mumber Feature Line Group ID
11 911"@peelban00nl. avayalincroft...  Dial Emergency g
911 911"@peelban0001. avayalincroft...  Dial Emergency ] Remave
on; ON"@pcelban0001 . avayalincroft,,.,  Dial 3K1 g Edit
1M; 1N"@pcelban0001  avayalincroft....  Dial 3K1 @
M N'@pcelban0001. avayalincroft.gl...  Dial 3K1 g
pr | N'@pcelban0001. avayalincraft.gl...  Dial 3K1 ]
ey fi|tErTIAEE ROUEE <Mone = v

If a primary route experiences a network outage such that no response is received to an outbound
INVITE, IP Office successfully routes the call via the backup route. The user receives an audible
tone when the re-routing occurs and may briefly see “Waiting for Line” on the display.

5.9. Privacy / Anonymous Calls

There are multiple methods for a user to withhold outgoing identification:
¢ Dialing the short code 8 to access the SIP Line. (Section 5.6)
e Specific users may be configured to always withhold calling line identification by
checking the Anonymous field in the SIP tab for the user (Section 5.5).
e The Avaya 1600-Series IP Telephones can also request privacy for a specific call,
without dialing a unique short code, using Features = Call Settings = Withhold
Number, on the phone itself.

Verizon Business, however, requires IP Office to include the caller’s DID number in the P-
Asserted-Identity SIP header to admit an otherwise anonymous caller to the network. You can
set the PAI with two different procedures:

e “Use Internal Data” in the PAI parameter on the SIP Line as shown in Section 5.4.2
e Alternatively, perform the following:

From the Navigation pane, select User. From the Group pane, scroll down past the configured
users and select the user named NoUser. From the NoUser Details pane, select the tab Source
Numbers. Press the Add... button to the right of the list of any previously configured Source
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Numbers. In the Source Number field shown below, type SIP_USE_PAI_FOR_PRIVACY.
Click OK.

Mew Source Mumber

Source Murmber

The source number SIP_USE_PAI_FOR_PRIVACY should now appear in the list of Source
Numbers as shown below.

User E NoUser:

Marne Extension . .
User || Yoicemail | DND || ShortCodes | Source Mumbers | Telephony | Forws

§ Extnzols 2016
:‘HSDFtpthe 1146 Source Number
fravayallee 1145 SIF_LISE_PAI_FOR_PRIVACY
Iﬁ-r AvayaH3z31 1143 SIP_OPTIONS _PERIOD=Z
§ Avayabigital 1142
& nortelDigital 1141
&= analog 1140 1140
§ Extnzis 216
§ Extnzis 215
§ Extnzi4 214
§ Extnziz 213
§ Extnziz 217
§ Extrzin 211
§ Extnzi0 210
§ Extnzoe 206
§ Extnzos 205
§ Extnzod 204
§ Extnzoz 203
§ Extnzoz 202
;N-::LIser

5.10. SIP Options Frequency

In the sample configuration, IP Office periodically checks the health of the SIP Line by sending
a SIP OPTIONS message. If there is no response, IP Office can mark the trunk out of service.
Although ARS as shown in Section 5.8 can include alternate routes to complete calls even if the
far-end is not responding, IP Office must wait for the outbound INVITE to timeout before route
advance. Once the SIP OPTIONS maintenance recognizes that the SIP Line is out-of-service,
new calls will no longer be delayed before route advance. Also, once the problem with the SIP
Line is resolved, the SIP OPTIONS maintenance will automatically bring the link back to the in-
service state.
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If a customer wishes to control how often SIP OPTIONS messages are sent by IP Office, a
NoUser Source Number can be configured as follows. This configuration complements the
configuration presented in Section 5.3 and Section 5.4.

From the Navigation pane, select User. From the Group pane, scroll down past the configured
users and select the user named NoUser. From the NoUser Details pane, select the tab Source
Numbers. Press the Add... button to the right of the list of any previously configured Source
Numbers. In the Source Number field shown below, type SIP_OPTIONS PERIOD=X. Xisa
value (in minutes) representing a longer time than the interval configured (in seconds) in the
Binding Refresh Interval. In the sample configuration, the value used for X was 2 minutes.
Click OK.

OK

|’New Source Number |

Source Mumber ||

Cancel

The source number SIP_OPTIONS_PERIOD=2 should now appear in the list of Source
Numbers as shown below.

User E NolUser:

Mame Extensian . .
User | Yoicemail | DND | ShortCodes | Source Mumbers | Telephony | Forwa

§ Extnzo1e 2016
:‘HSDFtpthe 1146 Source Mumber
fravayall4E 1145 SIP_USE_PAI_FOR_PRIVACY
=~n AvayaHIzsl 1143 SIP_OPTIONS _PERICD=2
§ avayanigital 1142
§ nortelDigital 1141
$ analog 1140 1140
§ Extnzis 216
§ Extnzis 215
§ Extnz14 214
§ Extnz13 213
§ Extnziz 21z
§ Extnzii 211
§ Extnzio 210
§ Extnzos 206
§ Extnzos 205
§ Extrnzod 204
§ Extnzoz 203
§ Extnzoz 202
;N-::LIser

With this configuration, Binding Refresh Intervals of 30 seconds and 90 seconds were tested
successfully. That is, IP Office sourced SIP OPTIONS every 30 or 90 seconds, depending on the
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value configured in the Binding Refresh Interval, since the Binding Refresh Interval was less
than the value configured via the SIP_OPTIONS_PERIOD source number.

5.11. Saving Configuration Changes to IP Office

When desired, send the configuration changes made in IP Office Manager to the IP Office
server, to cause the changes to take effect. Click the “disk” icon that is the third icon from the
left (i.e., common “save” icon with mouse-over help “Save Configuration File.

A screen similar to the following will appear, with either “Merge” or “Immediate” selected,
based on the nature of the configuration changes made since the last save. Note that clicking OK
may cause a service disruption. Click OK if desired.

| AEE

IF Office Settings

Verizonl

Configuration Reboot Mode

{E} Merge
) Immediate
) when Free

) Timed

Rebook Time

Zall Barring

[ K H Cancel H Help ]
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6. Verizon Business Configuration

Information regarding Verizon Business IP Trunk service offer can be found by contacting a
Verizon Business sales representative, or by visiting
http://www.verizonbusiness.com/us/products/voip/trunking/.

The reference configuration described in these Application Notes was located in the Avaya
Solutions and Interoperability Lab. The Verizon Business IP trunk service was accessed via a
Verizon Private IP (PIP) T1 connection. Verizon Business provided the necessary service
provisioning.

The following Fully Qualified Domain Names (FQDNSs) were provided by Verizon for the
reference configuration.

CPE (Avaya) Verizon Network
adevc.avaya.globalipcom.com pcelban0001.avayalincroft.globalipcom.com

For service provisioning, Verizon will require the customer IP address used to reach the Avaya
IP Office server. Verizon provided the following information for the compliance testing: the IP
address and port used by the Verizon SIP SBC, DNS server information, and the Direct Inward
Dialed (DID) numbers shown in Figure 1 and Table 1. This information was used to complete
the Avaya IP Office configuration shown in Section 5.
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7. Verifications

This section summarizes and provides detailed illustrations of the verification of REFER and
DNS SRV with Verizon IP Trunk Service.

7.1. REFER Testing

The following scenarios will result in IP Office sending REFER to the Verizon network. Each
scenario was tested successfully.

PSTN user makes call to Verizon IP Trunk DID and IP Office user answers. IP Office
user performs an attended transfer of the inbound call to a PSTN destination using the
Verizon IP Trunk service. In this context, an attended transfer implies that the destination
of the outbound call answers before the IP Office user completes the transfer. In terms of
SIP signaling, this means that IP Office sends the REFER after the 200 OK is received
from Verizon. This scenario is illustrated with Wireshark in Section 7.1.1.

IP Office user makes an outbound call to the PSTN via the Verizon IP Trunk service. The
IP Office user then performs an attended transfer of the call to another PSTN destination
using the Verizon IP Trunk service. In this context, an attended transfer implies that the
destination of the outbound call answers before the IP Office user completes the transfer.
In terms of SIP signaling, this means that IP Office sends the REFER after the 200 OK is
received from Verizon.

PSTN user makes call to Verizon IP Trunk DID and IP Office user answers. The IP
Office user performs an unattended transfer of the inbound call to a PSTN destination
using the Verizon IP Trunk service. In this context, an unattended transfer implies that
the destination of the outbound call does not answer before the IP Office user completes
the transfer. In terms of SIP signaling, this means that IP Office sends the REFER after a
message such as 183 Session Progress is received from Verizon but before a 200 OK is
received from Verizon.

IP Office user makes an outbound call to the PSTN via the Verizon IP Trunk service. The
IP Office user performs an unattended transfer of the call to another PSTN destination
using the Verizon IP Trunk service. In this context, an unattended transfer implies that
the destination of the outbound call does not answer before the IP Office user completes
the transfer. In terms of SIP signaling, this means that IP Office sends the REFER after a
message such as 183 Session Progress is received from Verizon but before a 200 OK is
received from Verizon.
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7.1.1. Wireshark Trace lllustration for REFER-Transfer

This section illustrates the SIP signaling for an inbound Verizon IP Trunk call that is transferred
back to the PSTN by an IP Office user. IP Office will use SIP REFER.

The following screen shows the portion of the trace until the point where the IP Office user
answers the inbound call. Frame 22 is selected and expanded to show the contents of the INVITE
message from Verizon. In frame 31, IP Office answers the call with a 200 OK.

Filter: Islp j Expression... Clear  Apply
I Time Source IDestinatiDn IProtocoI IInFo
22 4.655491 172.30.209.21 2.2.2.2 SIP/SDP Request: INVITE sip:7329450242@2.2.2.2:5060, with session description
23 4.8682171 2.2.2.2 172.30.209.21 SIF Status: 100 Trying
24 4.677907  2.2.2.2 172.30.209.21 SIP Status: 180 Ringing
31 §.013%70 2.2.2.2 172.30.209.21 SIP/SDP Status: 200 ok, with session description
32 §.109401  172.30.209.21 2.2.2.2 SIP Reguest: ACK sip:7329450242@2,2.2.2:5060; transport=udp

a

41 (00:04:9a:5¢:21: T AvayaEcs_85:95:f2 (00:e0:07:85:95:F2)
Internet Protocol, Src: 172.30.200.21 (172.30.209,210, Dst: 2.2.2.2 (2.2.2.2)
User Datagram Protocol, Src Port: powerschool (5071), Dst Port: sip (5060)
session Initiation Protocol
# Request-Line: INVITE sip:7329450242@2.2.2.2:50600 SIRS2.0
= Message Header
M via: SIP/Z2.0/UDP 172.30.20%.21:5071; branch=z5hG4bKotgis12059gn0nd pemd40. 1
B From: "Avara INC"<sip:3035381910865.211.120.226; user=phone>;tag=1852685047-1323192865655~
B To: "Lincroft Lab LINCROFT LAB"<sip:7329450242@adevc. avaya.globalipcom. com>
Call-ID: Bwl234256550612111255062487@65.211.120. 226
B Cseq: 171469244 INVITE
B Contact: «<s1p:30353810106172.30.209.21:507]; transport=udp:>
allow: ACK, BYE, CANCEL, INFO, INVITE, OFTIONS, PRACK, REFER, NOTIFY
Accept: multipart/mixed, applicationmedia_control+xml, application/sdp
supported:
Max-Forwards: 69
Content-Type: application/sdp
content-Length: 208
El Message Body
= session Description Protocaol
session Description Protocol version (w): O
owner Creator, Session Id (o): Broadworks 85536652 1 IN IP4 172.30.209.132
Session Mame (s): -
Connection Information €c): IW IP4 172.30.209.132
Time pescription, active time (t): 00
media pescription, name and address ¢m): audio 11316 RTP/AVE 18 0 8 101
Media attribute (a): rtpmap:l0l telephone-ewvent,/B000
media attribute (a): fmtp:lol 0-15
Media attribute (a): ptime:20
media attribute (a): fmtp:ls annexh=no

OEEH

[

FHEEFBEE
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After answering the inbound call, the IP Office user presses the transfer button, and dials the
number 9-1-303-538-1856 which is routed by IP Office to the Verizon IP Trunk service. In this
“attended transfer” example, the IP Office user performing the transfer waits for the outbound
call to be answered before pressing the transfer button a second time to complete the transfer.

Scrolling down in the same trace in the screen below, frame 1094 is selected to show the
contents of an outbound INVITE sent by IP Office to the Verizon IP Trunk service. In frame
1749, Verizon sends the 200 OK when the called party answers the call. NOTE: This Wireshark
was taken before the addition of the G.722 codec into the configuration.

Filter: Isiu jExpressiUn... Clear  Apply
D
2. 1 ER pcelhanoodl. avayalincroft. globalipcom. com, with s
172. 2.2.2. 100 Trying
1295 18. 048306 172.30.209.21 2.2.2.2 SIP/SDP Status: 183 Session Progress, with session description
1749 20,225673 172.30.200,21 2.2.2.2 SIP/SDP Status: 200 oK, with session description
1752 20.231374 2.2.2.2 172.50.208.21 SIP Regquest: ACK sip:130353818568172.30.209.21:5071; transport=udp
Kl i
Frame 10%94: 897 bytes on wire (7176 bits), 8597 bytes captured (7176 hits)
Ethernet II, Src: AvayaEcs_85:95:72 (00:e0:07:85:95:F2), Dst: Cisco_5c:2l:41 (00:04:9a:5c:21:41)
Internet Protocol, Src: 2.2.2.2 (2.2.2.2), Dst: 172.30.209.21 (172.30.209.21)
User patagram Protocol, src Port: sip (50603, Dst Port: powerschool (50710
B Session Initiation Protocol
Request-Line: INVITE sip:13035381836@pcelhan000l. avayalincroft. globalipcom. com SIF/2.0
B Message Header
via: SIP/2.0/UDP 2.2.2.2:5060; rport; branch=z5hGdhkz2b0ac86f102648836cdabzed7fc2dbar
From: "avayaDigital" <sip:7329450242@adevc. avaya.globalipcom. coms>; tag=eed c3d3ed 7faz124
To: <5ip:13035381856@pceThan000l. avayalincroft. globalipcom. coms
Call-ID: 3bedl96s7f31lc90754fcdasa0rhiehs5s@2.2.2.2
C3eq: 26223937 INVITE
E Contact: “avayapigital” «sip:7329450231@2.2.2.2:5060;Transport=udp>
Max-Farwards: 70
Allow: IMVITE, ACK, CAMCEL, OPTIOMS, BYE, REFER, NOTIFY, INFO, UPDATE
content-Type: application/sdp
Supported: timer
Content-Length: 240
E Message Body
[ Session Description Protocaol
session Description Protocol wersion vl O
owner /Creator, session Id (o): Usera 2399005167 436241519 In IP4 2.2.2.2
session nName (s): Session SDP
connection Information (c): In IP4 2.2.2.2
Time pescription, active time (t): 0 0
= Media pescription, name and address (m): audio 49154 RTPAAVP 18 0 101
media Type: audio
Media Port: 49154
Media Protocol: RTR/AWP
Media Format: ITU-T G.729
Media Format: ITU-T G.711 pPCMU
Media Format: DynamicRTP-Type-101
media artribute (a): rtpmap:l8 G7F29/8000
Media attribute (al: fmtp:l8 annexb=no
Media attribute (al: rtpmap:0 PCMUSBO00
Mmedia attribute (ad: rtpmap:lol telephone-event /8000
media attribute (al: fmtp:101 0-135
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In this example, after the called party answers, the IP Office user presses the transfer button a
second time to complete the transfer. Scrolling down in the same trace in the screen below, frame
2158 is selected to show the contents of a REFER message sent by IP Office to the Verizon IP
Trunk service. The REFER contains the Call-ID of the outbound call from IP Office to Verizon,
and the Refer-To header contains the Call-1D, to-tag, and from-tag, associated with the original
inbound call from Verizon. In frame 2170, Verizon sends a 202 Accepted for the REFER.

Filter: Is\p ¥ | Expression,.. Clear Apply

Time Destination Protocol | Info
2.2 g, 2

2.2.2 L 9. 3 Reguest: REFER sip:l30 .21: 5071 transport=udp, in-dialog
2170 22.258770 172.30.209.21 o @oda SIF Status: 202 Accepted

2171 22.263484 172.30.209.21 2.2.2.2 SIF RequesT: BYE sip:732945023162.2.2.2:5060; transport=udp

2173 22.266884 2.2.2.2 172.30.205.21 SIFP Status: 200 ok

2174 22.26%186 172.30.200,21 2.2.2.2 SIP Raguest: BYE sip:732945024262.2.2.2:5060; transport=udp

Kl |

Frame 2158: BO7 bytes on wire (6456 bits), BO7 bytes captured (8456 bits)
Ethernet II, src: avayaecs_§5:95:f2 (00:e0:07:85:95:F2), bpst: Cisco_5c:21:41 (00:04:9a:5<:21:41)
Internet Protocol, Src: 2.2.2.2 (2.2.2.2), Dst: 172.30.209.21 (172.30.2009.21)
User Datagram Protocol, Src Port: sip (30600, Dst Paort: powerschool (30710
El session Initiation Protocol
Request-Line: REFER sip:13035381856@172.30.208.21:5071; transport=udp SIP/2.0
= Message Header
viar SIP/2.0/UDP 2.2.2.2:5060;rport; branch=z5hc4bkhdf26T9873af56b85e165601b66ShT 28
From: "AvayaDigital" «<sip:73234502428adevc, avaya.globalipcom. coms; tag=eedcBd3ed 7azfz4
To: <s5ip:130353818568pcelhan0o0l, avayalincroft. globalipcom. coms; tag=13358864631-13231%2587%050
Call-I0: 3he6l%667f31c807594Fc4a5a07hoehso@2.2.2.2
Cseq: 26223938 REFER
contact: "AvayaDigital" <sip:732945023162.2.2.2:5060; transport=udp>
Max-Forwards: 70
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, INFQ, UPDATE
Suppaorted: timer
content-Length: O
refer-To: <sip:0030353819106172.30.209. 217Replaces=Bwl234256550612111255062497%4065.211.120. 226%3BT0-1ag¥301852685047-1323192865655-%3B7

In frame 2171 expanded below, Verizon sends a BYE for the Call-1D associated with the
outbound call to the transferred-to party. In frame 2173, IP Office sends 200 OK to the BYE.

Filker: Iswp jExpressmn... Clear  Apply
| Time | Source | Destination IPrDtocoI IInFo
2158 22.191917 2.2.2.2 172.30.209.21 SIP RequesT: REFER s1p:13035381856@172.30.209.21:5071;transport=udp, in-dialog
2170 22, 258770 172.30.209.21 SIF Status: 202 Acce d
2171 22. 172.30.2 21 2. ] Request: BYE sip:732945023 28 transport=udp
2173 22. 4 2.2 2 17 SIP Status: 200 ok

2174 22.269186 172.30.209.21 2.2.2.2 SIP RequesT: BYE sip:732945024282.2.2.2:5060; transport=udp
Kl
Frame 2171: 461 hytes on wire (3688 bits), 46l bytes captured (3688 bits)
Ethernet II, Src: Cisco_5c:21:41 (00:04:9a:5c:21:41), Dst: AwayaEcs_85:95:T2 (00:e0:07:85:95:F2)
# Internet Protocol, Src: 172.30.209.21 (172.30.209.21), Dst: 2.2.2.2 (2.2.2.2)
User Datagram Protocol, sSrc Port: powerschool (5071), DSt Port: sip (50600
= Session Inftiation Protocol
Request-Line: EYE sip:i732545023162.2.2.2:5060;transport=udp SIR/2.0
Bl Message Header
via: SIP/2.0/UDP 172.30,209,21:5071; branch=z%hG4 bkfsm7kk2030shr51f1511sdadetogl. 1
Fram: <sip:13035381856@avayalincroft. globalipcom. com>;Tag=1338864631-1323192875050
To: "avayabigital" <sip:7329450242@adeve. avaya. globalipcom. com>; tag=eedc9died 72124
Call1-ID: 3hesloaar7f31c90754fc4a5a07hsehs5@2.2.2.2
Cseq: 171473041 BYE
Max-Forwards: 69
content-Length: 0

In frame 2174 expanded below, Verizon sends a BYE for the Call-1D associated with the original
inbound call from Verizon to IP Office. The two IP Office trunks are cleared, and the PSTN
caller (303-538-1910) is speaking with the transferred-to destination (303-538-1856).
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Filter: Isip * | Expression... Clear Apply

ITima Source IDest\nation IProtocoI | Infg
2158 22.191917 2.2.2.2 172.30.208.21 SIP Reguest: REFER sip:13035381856@172.30.209.21:5071;transport=udp, in-dialog
2170 22.258770 172.30.209.21 2.2.2.2 SIP Status: 202 accepted
2171 22.263464 172.30.209.21 2.2.2.2 SIP Request: BYE s51p:7329450231@2.2.2.2:5060; transport=udp

2173 22.266884 2.2.2.2 172.30.205.21 SIF Status: 200 ok

2.2.2. 2 SIP Reguest: BYE sip:7320450242@2,2.2.2:5060; transport=udp

Kl |
Frame 2174: 484 hytes on wire (3872 bits), 484 bytes captured (3872 bits)
Ethernet II, Src: Cisco_5<:21:41 (00:04:9a:5¢c:21:41), Dst: AvayaEcs_B85:95:72 (00:e0:07:85:95:F20
Internet Protocol, Src: 172.30.209.21 (172.30.209.21), Dst: 2.2.2.2 (2.2.2.2)
uUser Datagram Protocol, src Port: powerschool (5071), Dst PorT: sip (50600
= Session Initiation Protocol
Regquest-Line: BYE s1p:732945024282.2.2.2:5060;transport=udp SIP/2.0
E Message Header
wia: SIP/2.0/UDP 172.30.209.21:5071; branch=z%hG4bK3eghn230187gi2Tk8omlcdateimu2. 1
From: “avaya INC" <si1p:3035381010865.211.120.226; user=phone>;Tag=1832685047-1323192865655-
To: "Lincroft Lab LINCROFT LAB" <si1p:7329450242@adevc. avaya.globalipcom. com>;tag=82cha5e67c597641
Call-ID: Bwl234256550612111255062497865.211.120, 226
Cseq: 1714609245 BYE
Max-Faorwards: 69
Content-Length: 0

7.2. DNS SRV Testing

The IP Office capability to determine the Verizon SIP signaling address and port using DNS
procedures was tested using the production Verizon PIP circuit. Rather than statically configure
IP Office with the Verizon IP Address and SIP signaling port, as was the case shown in reference
[JRR-IPORS6], IP Office determined the Verizon IP Address and signaling port dynamically
using DNS. On the production circuit used for testing, Verizon responded with one “answer”.

7.2.1. Wireshark Trace lllustration for DNS SRV

This section illustrates the DNS signaling used when the SIP Line in IP Office is configured to
use DNS SRV. Please reference Section 5.4.1 of these Application Notes for the relevant
configuration. In the filtered Wireshark trace shown below, IP Office (2.2.2.2) sends a DNS
SRV query to the Verizon DNS server (172.302.209.4) configured in IP Office for the SIP Line.
Frame 170 is highlighted and expanded. Note that the query contains

“ sip._udp.pcelban0001.avayalincroft.globalipcom.com” because the IP Office SIP Line has
been configured with “pcelban0001.avayalincroft.globalipcom.com” as the Verizon domain,
using UDP for transport.

Filker: Idns&&ip.addr==2.2‘2‘2 * | Expression... Clear Apply

Mo,

; 54713 o 7 dard query
1 11485 0.209.4 2. D dard guery
176 32.8099183 2.2.2.2 172.30.209.4 DhS standard guery A pc-n000l-elba.avayalincroft.globalipcom. com
177 32.955366 172.30.209.4 2.2.2.2 DNS standard guery response A 172.30.209.21

|~

el |

Frame 170: 111 bytes on wire (888 bits), 111 bytes captured (8388 bits)
Ethernet II, Src: avayaecs_85:95:f2 (00:e0:07:85:95:F2), Dst: Cisco_5<:21:41 (00:04:9a:5c:21:41)

[ Internet Protocol, Src: 2.2.2.2 €2.2.2.2), Dst: 172.30.209.4 (172.30.209.4)
User Datagram Protocol, Src Port: domain (530, Dst Port: domain (532
= Domain Mame System (guery)
Response In: 172
Transaction ID: Ox3580
Flags: 0x0000 (Standard gueryl
Questions: 1
Answer RRs: 0
Authority RRs: ©
Additional rRs: 0
= queries
= _sip. _udp. pcelhan0ood. avayalincroft. globalipcom. com: type srv, <lass IN
Mame: _sip._udp.pcelband00l. avayalincroft.globalipcom. com
Type: sRv (service Tocation)
Class: IN (0Ox0001)
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The Verizon DNS response in frame 172 is highlighted and expanded in the following screen.

Note that the “Answer” contains Target “pc-n0001-elba.avayalincroft.globalipcom.com” and
port 5071.

Filter: Idns&&ip‘addr==2.2‘2.2 jExprassinn... Clear  Apply
R, |Time Source IDastmatmn |Pmtnm| |Infn
170 32.305413 2.2.2.2 172.30.209.4 DNS Standard query SRV _sip._udp.pcelband00l. avayalincroft. globalipcom. com
172 32.451146 172.30.209.4 2.2.2.2 DS standard guery response SRY 100 50 5071 pe-n0ool-elba. avayalincroft.globaldpcom. com
176 32.8899183 2.2.2.2 172.30.209.4 DS Standard guery A pe-n0001-elba. avayalincroft. globaldpcom. com
177 32.95536860 172.30.209.4 2.2.2.2 DNS Stancdard guery response A 172.30.209.21

3] 4 aptured (11 b )
# Ethernet II, Src C1scc| 5c 1:41 a:sc: 21 ), Dst: mvayaEcs B85:05:F2 (00:20:07:85:95:F2)
@ Internet Protocol, Src: 172.30.200. 4 (172 30.209.40, Dst: 2.2.2.2 (2.2.2.2)
User Datagram Protoco'\ src Port: domain €53), pst Port: domain €530
= Domain name System (responsel)
Reguest In: 170
[Time: 0.055733000 seconds]
Transaction ID: 0x3580
Flags: 0xB180 (Standard guery response, Mo error)
questions: 1
Answer RRs: 1
Authority RRs: O
Additional RRs: @
= queries
= _sip. _udp. pcelhanoodl. avayalincroft. globalipcom. com: type SRV, class IN
Mame: _sip._udp. pcelban0o0l, avayalincroft. globalipcom. com
Type: SRV (Serwice Tocation)
Class: IN (0x0001)
Bl Answers
= _sip. _udp. pcelbanoool. avayalincroft. globalipcom. com: type sSkv, class IN, priority 100, weight 50, port 5071, target pc-n000l-elba. avayaline
Mame: _sip._udp. pcelban0o0l, avayalincroft. globalipcom. com
Type: SRV (Serwice location)
Class: IN (0x0001)
Time to Tive: 3 hours, 35 minutes, 12 seconds
pata Tength: 22
Priority: 100
weight: 50
Port: 5071
Target: pc-noo0l-glba. avayalincroft. globalipcom. com

Frame 176 is expanded below to illustrate the IP Office DNS A-query to determine the IP
Address associated with the name “pc-n0001-elba.avayalincroft.globalipcom.com” (i.e., the
“Target” returned by Verizon as shown in the prior screen).

Filter: |dns & ip addr==2.2.2.2 ~ | Expression... Clear Apply
Mo, |T\me Source IDest\natiUn IPrutucD\ |Ir|ﬁ:|
170 32.395413 2.2.2.2 172.30.209.4 DNS Stancdard guery SRV _sip._udp, pcelban000l. avayalincroft. globald pcom. com

30 209, 4

DNS Standard guery respons
fard guery A pc

SRV 100 50 5071 pe-no001 - eTba a\:ayahncroft globalipcom. com
177 32.555366 172.30.200.4 2.2.2.2 DS Standard Query response A 172 30.209.21

i |
Frame 176: 103 hytes on wire (824 bits), 103 hytes captured (824 bits)
Ethernet II, Src: AwvayaEcs 85:95:f2 (00:e0:07:85:95:F2), Dst: Cisco_5c:21:41 (00:04:9a:5c:21:41)
® Internet Protocol, Src: 2.2.2.2 (2.2.2.2), Dst: 172.30.209.4 (172.30.209.4)
User Datagram Protocol, Src Port: domain ¢53), Dst Port: domain (53)
B Domain Name System (query)
rResponse In: 177
Transaction ID: 0x3582
Flags: 0x0100 (Standard guery)
Questions: 1
Answer RRs: O
Authority RRs: O
additional rRrs: 0
= queries
Bl pc-no00l-elha. avayalincroft. globalipcom. com: type A, class IN
Name: pc-n000l-elba. avayalincroft. globalipcom. com
Type: A (Host address)
class: IN (Ox0001)

v

Frame 177 is expanded below to illustrate the Verizon “answer” to the I[P Office DNS A-query.
Note that the IP address returned is 172.30.209.21. IP Office has now determined the IP Address
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(172.30.209.21) and SIP signaling port (5071) used by Verizon IP Trunk service on the
production circuit, without any static provisioning of this information within IP Office.

Filter: Idns&&\p‘addr==22‘2.2 jExprassmn.” Clear  Apply
Mo, | Time: I Source Destination | Protocol | Info
170 32.395413 2.2.2.2 172.30.209.4 DNS Standard guery SRV _sip._udp. pcelband0ol, avayalincroft. globalipcom. com
172 32.451146 172.30.209.4 B0 Bo Bl DNS Standard guery response SRY 100 50 5071 pc-nQ00l-elba. avayalincroft.globalipcom. com
176 32.899183 2.2.2.2 172.30.209.4 DNS Standard guery A p<-n000l-elba, avayalincroft. globalipcom. com
177 3. 4 BoBo B d Standard guery response A 17 1

1

Frame 177: 119 bytes on wire (232 bits), 119 bytes captured 952 bits)
Ethernet II, Src: Cisco 5c:21l:41 (00:04:%9a:5c:21:41), Dst: AvayaEcs 83:95:f2 (00:e0:07:85:95:F2)
Internet Protocol, Src: 172.30.209.4 (172.30.209.4), Dst: 2.2.2.2 (2.2.2.2)
User Datagram Protocol, Src Port: domain €530, Dst Port: domain €93
B bomain Mame System (response)
Request In: 176
[Time: 0.056183000 seconds]
Transaction ID: Ox3382
Flags: 0xB180 ¢Standard guery response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: Q
Additional RRs: ©
= queries
B pc-n000l-elha. avayalincroft. globalipcom. com: type A, class IN
Mame: pc-n000l-elba. avayalincroft. globalipcom, com
Type: A (Host address)
Class: IN €£0xQ001)
El Answers
B pc-n000l-elba. avayalincroft. globalipcom, com: type A, class IN, addr 172.30.209.21
Mame: pc-n000l-elba. avayalincroft. globalipcom, com
Type: A (Host address)
Class: IN €0xQ001)
Time to Tive: 3 hours, 35 minutes, 12 seconds
pata length: 4
addr: 172.30.209.21 (172.30.208.21)

7.3. Wireshark Privacy Headers Verification

Section 5.9 outlined the options for user privacy. Calls wanting to restrict originating caller
information will have their calls rejected from the Verizon network unless a valid P-Asserted-
Identity field with a valid DID is presented to the network.

In the following Wireshark, the PAI has not been set. The user 732-945-0244 places a privacy
call by dialing 8-1-303-538-1814. The P-Preferred Identity is sent, but not the P-Asserted-

Identity. The caller receives a 408 Request Timeout from the Network and the call does not
complete.
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Filker: Iswp * | Expression... Clear Apply

ITirnE ISnur(E Destination | Protocol IInFn
79 16.017667 2.2.2.2 172.30.209.21 SIP/SDP Request: INVITE sip:l30353818146172,50.209,21, with session description
B0 16. 081664 172.30.200.21 2.2.2.2 SIP Status: 100 Trying
121 24.587680 172.30.200.21 2.2.2.2 SIP Status: 408 Reguest Timeout
122 24.500862 2.2.2.2 172.30.200.21 SIP Request: ACK sip:13035381814@172.30.200.21

4

# User Datagram Protocol, Sre Port: sip (50600, Dst Port: powerschool 50710
=l session Initiation Protocal
® Request-Line: INVITE sip:13035381814@172.30.209.21 S1P/2.0
= Message Header
® wia: SIF/2.0/UDP 2.2.2.2:5060;rport; branch=2%hG4hKclab5d4ela2Seec? 2464 2da038f07eecE
B From: "anomymous' <sip:anonymous@anorymous. invalids>; tag=f43246857ce5leate
SIP Display info: "Anomymous"
= sIP from address: sip:anonymous@anomymous. imealid
SIP from address User Part: anomymous
sIF from address Host Part: anonymous. invalid
SIP tag: T43246857ceslede
To: <sip:13035381814@172.30.209. 21>
Call-ID: 118ef25acks5fcedledenfs75503a7do2E2.2.2.2
F CSeq: 28253233 INVITE
Bl COntact: <sipranonymous®z,2.2.2:5060;Transport=udp:
E Contact-URI: sip:anonymous@2.2.2.2:50680;transport=udp
Contactt-URI User Part: anonymous
Contact-URI Host Part: 2.2.2.2
Contact-URI Host Port: 3060
contact parameter: transport=udp:>
Max-Forwards: 7O
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, MOTIFY, INFO, UPDATE
Content-Type: application/sdp
supported: timer
Privacy: 1d
gl P-preferred-Identity: "unavailable” <sip:7329450244@adevc. avaya. globalipcom. com: 5060
SIP Display info: "Unavailable"
® SIP PPI Address: sip:7329450244@adevc. avaya.globalipcom. com: 5060

After the PALI is set on the SIP LINE = SIP URI tab to “Use Internal Data” or the No User
Source Number with SIP_USE_PAI_FOR_PRIVACY, the call is again placed with 8-1-303-

538-1814 and the P-Asserted-ldentity is now included in the outgoing INVITE and the call is
placed successfully.

Filker: Isip j Expression... Clear Apphy
|Time Source Diestination IProtDcoI |InFo
25 2.578253 2.2.2.2 172.30.209.21 SIP/SDP Request: IMVITE s5ip:l3035381814@172.30.209.21, with session description
26 2.639280 172.30.209.21 2.2.2.2 SIP status: 100 Trying
33 4.3776892 172.30.208.21 2.2.2.2 SIP/SDP Status: 183 Session Progress, with session description
171 6. 677077 172.30.2009.21 2.2.2.2 SIP/SDP Status: 200 oK, with session description
172 6.681%20 2.2.2.2 172.30.209.21 SIP Request: ACK sip:l3035381814@172.30.209.21:5071;transport=udp
437 11.334251 172.30.209.21 2.2.2.2 sIP RequesT: BYE sip:anonymous@2.2.2.2:5060;Transport=udp
438 11.337500 2.2.2.2 172.30.209.21 SIP Status: 200 ok
[T |
# Frame 25: 912 bytes on wire (7296 hits), 912 bytes captured (7296 hits)
# Ethernet II, Src: Avayaecs_85:95:f2 (00:e0:07:85:95:F2), Dst: Cisco_5c:21:41 (00:04:9a:5c:21:41)
# Internet Protocol, Src: 2.2.2.2 (2.2.2.2), Dst: 172.30.209.21 (172.30.209.21)
B User Datagram Protocol, Src Port: sip (50600, Dst Port: powerschool (50710
= session Initiation Protocol

H Reguest-Line: INVITE sip:13033381814@172.30.209.21 SIR/2.0

= Massage Header
B via:r SIP/2.0/UDP 2.2.2.2:5060;rport; branch=z%hG4 bkades97fc025ae98666adal77c99c1c95
E From: “anomymous” <sipranonymous@anonymous. invalids;tag=94dafdeb7d88598a
To: <5ip:13035381814@172.30.209.21>

Call-10: flOf06fabeez0bf5056164c63cdc17144@82.2.2,2

CSeq: 1354553800 INVITE

Contact: <sip:anonymous@2.2.2.2:5060;transport=udp>

Max-Forwards: 70

allow: INVITE, ACK, CANCEL, OPTIOMS, BYE, REFER, MOTIFY, INFO, UPDATE

Content-Type: application/sdp

supported: timer

Privacy: id

SIP Display info: "unavailable
M SIP PAI address: si1p:7329450244@adevc. avaya.globalipcom. com: 5060
Content-Length: 240
F Massage EBody
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8. Conclusion

IP Office is a highly modular IP telephone system designed to meet the needs of home offices,
standalone businesses, and networked branch and head offices for small and medium enterprises.
These Application Notes demonstrated how IP Office Release 8.1 can be successfully combined
with a Verizon Business IP Trunk SIP trunk service connection to create an end-to-end SIP
Telephony business solution. By following the example configurations provided in this
document, customers using Avaya IP Office can connect to the PSTN via a Verizon Business IP
Trunk SIP Trunk service connection, thus eliminating the costs of analog or digital trunk
connections previously required to access the PSTN. Utilizing this solution, IP Office customers
can leverage the operational efficiencies and cost savings associated with SIP trunking while
gaining the advanced technical features provided through the marriage of best of breed
technologies from Avaya and Verizon.
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The Application Notes referenced below correspond to the formal compliance testing by Avaya and
Verizon Business for IP Office Release 7.0 with Verizon IP Trunk Service Suite.
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Trunk SIP Trunk Service Offer and Avaya IP Office Release 7 — Issue 1.1
https://devconnect.avaya.com/public/download/dyn/VZBIPT-IPO7FT.pdf
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10. Appendix A: SIP Line Template

Avaya IP Office Release 8.1 supports a SIP Line Template (in xml format) that can be created
from an existing configuration and imported into a new installation to simplify configuration
procedures as well as to reduce potential configuration errors.

Note that not all of the configuration information, particularly items relevant to a specific
installation environment, is included in the SIP Line Template. Therefore, it is critical that the
SIP Line configuration be verified/updated after a template has been imported and additional
configuration be supplemented using Section 5.4 in these Application Notes as a reference.

The SIP Line Template created from the configuration as documented in these Application Notes
is as follows:

<?xml version="1.0" encoding="UTF-8"?>

-<Template xmIns="urn:SIPTrunk-schema"> <TemplateType>SIPTrunk</TemplateType>
<Version>20121109</Version> <SystemlLocale>enu</SystemLocale>
<DescriptiveName>Vz_8.1</DescriptiveName>
<ITSPDomainName>adevc.avaya.globalipcom.com</ITSPDomainName>
<SendCallerID>CallerIDDIV</SendCallerID> <ReferSupport>true</ReferSupport>
<ReferSupportIncoming>1</ReferSupportincoming>
<ReferSupportOutgoing>1</ReferSupportOutgoing>
<RegistrationRequired>false</RegistrationRequired> <UseTelURI>false</UseTelURI>
<CheckO0OS>true</CheckO0S> <CallRoutingMethod>1</CallRoutingMethod>
<OriginatorNumber/> <AssociationMethod>SourcelP</AssociationMethod >
<LineNamePriority>FavourDirectory</LineNamePriority >
<UpdateSupport>UpdateNever</UpdateSupport> <UserAgentServerHeader/>
<CallerIDfromFromheader>false</CallerIDfromFromheader>
<PerformUserLevelPrivacy>false</PerformUserLevelPrivacy >
<ITSPProxy>pcelban0001.avayalincroft.globalipcom.com</ITSPProxy >
<LayerFourProtocol>SipUDP</LayerFourProtocol> <SendPort>5060</SendPort>
<ListenPort>5060</ListenPort> <DNSServerOne>172.30.209.4</DNSServerOne>
<DNSServerTwo>0.0.0.0</DNSServerTwo>
<CallsRouteViaRegistrar>true</CallsRouteViaRegistrar> <SeparateRegistrar/>
<CompressionMode>AUTOSELECT</CompressionMode>
<UseAdvVoiceCodecPrefs>true</UseAdvVoiceCodecPrefs> <AdvCodecPref>G.729(a) 8K
CS-ACELP,G.711 ULAW 64K,G.711 ALAW 64K</AdvCodecPref>
<CallInitiationTimeout>4</CallInitiationTimeout>
<DTMFSupport>DTMF_SUPPORT_RFC2833</DTMFSupport>
<VoipSilenceSupression>false</VoipSilenceSupression>
<ReinviteSupported>true</ReinviteSupported>
<FaxTransportSupport>FOIP_T38</FaxTransportSupport>
<UseOffererPrefferedCodec>true</UseOffererPrefferedCodec>
<CodeclLockdown>false</CodecLockdown> <Rel100Supported>false</Rel100Supported>
<T38FaxVersion>3</T38FaxVersion> <Transport>UDPTL</Transport>
<LowSpeed>0</LowSpeed> <HighSpeed>0</HighSpeed>
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<TCFMethod>Trans_TCF</TCFMethod> <MaxBitRate>FaxRate 14400</MaxBitRate>
<EflagStartTimer>2600</EflagStartTimer> <EflagStopTimer>2300</EflagStopTimer>
<UseDefaultValues>false</UseDefaultValues> <ScanLineFixup>true</ScanLineFixup>
<TFOPEnhancement>true</TFOPEnhancement> <DisableT30ECM>true</DisableT30ECM>
<DisableEflagsForFirstDIS>false</DisableEflagsForFirstDIS >
<DisableT30MRCompression>false</DisableT30MRCompression>
<NSFOverride>false</NSFOverride> </Template>

To import the above template into a new installation:

1. Onthe PC where IP Office Manager was installed, copy and paste the above template
into a text document named US_Verizon_SIPTrunk.xml. Move the .xml file to the IP
Office Manager template directory (C:\Program Files\Avaya\IP
Office\Manager\Templates). It may be necessary to create this directory.

2. Import the template into an IP Office installation by creating a new SIP Line as shown in
the screenshot below. In the Navigation Pane on the left, right-click on Line then
navigate to New — New SIP Trunk From Template:

IP Offices SIP Line - Line 17 Cf e X v | < |
R BooTRi1) # || 5IP Line |Transport |STP URID |YoIP | T38 Fax| SIP Credentials
i Operator (3
[=-%%3 Werizonl Lirwe Murnber 17 S
- LSE’Stj| T Hew v H323 Line
= ] Generate SIP Trunk Template IF DECT Line [l
nE - . o SIF Line
';I & ul ri+
T_-, A= | Mew SIP Trunk From Template |
yi =3 Copy Chri+C
14 Call Routing Method Request URT -
N 1 = Originator number For
“u Cont| | Delete Ctrl+Del forwarded and bwinning calls
& Exte W VYalidate Marne Priority Favar Directory -
§ User
ﬂ Hunk: A
% shortoome ey
@ Service (0) J Assaciation Method | By Source IP address v

1. Verify that United States is automatically populated for Country and Verizon is
automatically populated for Service Provider in the resulting Template Type Selection
screen as shown below. Click Create new SIP Trunk to finish the importing process.

™ Template Type Selection E_”E|E|
Locale
Covnky [Inited States L
Service Provider | VWerizon s | [ Digplay &l
Create new SIP Trunk l [ Cancel ]
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DevConnect Program at devconnect@avaya.com.
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