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Abstract

These Application Notes describe the configuration steps required for the VeraSMART eCAS
Call Accounting software to successfully interoperate with Avaya Communication Server 1000
Release 6.0.

VeraSMART is a call accounting software that utilizes the File Transfer Protocol or Secure File
Transfer Protocol to log into Avaya Communication Server 1000 Release 6.0, to retrieve and
to transfer raw SIP CDR data to VeraSMART, where the raw data is transformed into call
records and made available for their end customers.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The overall objective of this interoperability compliance testing is to verify that the
VeraSMART eCAS Call Accounting software can collect raw Call Detail Records (CDR) data
output from Avaya Communication Server 1000 Data Buffer and Access (DBA) tool kits. The
serviceability test was conducted to assess the reliability of the solution.

1.1. Interoperability Compliance Testing

The focus of the interoperability compliance testing was primarily on verifying whether the
VeraSMART eCAS Call Accounting software can establish an FTP/SFTP session with Avaya
Communication Server 1000 Release 6.0 to collect raw data and automatically populate this
data into their reporting system.

1.2. Support

Technical support for VeraSMART can be obtained by contacting Veramark via email at
tech_support@veramark.com or by calling 585-249-3310.

2. Reference Configuration

Figure 1 illustrates the test configuration used during the compliant testing event between
the Avaya CS1000 rel.6.0 and the VeraSMART rel 9.1.171.11a.
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Figure 1: Overview

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 43
SPOC 9/13/2010 ©2010 Avaya Inc. All Rights Reserved. VeraSMARTCS1000



3. Equipment and Software Validated

System Software/L.oadware Version
CS1000 e (all Server (CPPM): 6.00RJ
e Signalling Server (CPPM): 6.00.18
e SIP Line Gateway (HP DL320)
Call Pilot e CallPilot (600r): 05.00.41.29
SIP softphones e 02.02.16.00
IP phones e 2050PC: 3.02.0045
VeraSMART e O.1.171.11a

4. Configure CS 1000 DBA CDR/Traffic Collector

This section describes the steps to configure CS 1000 Data Buffer and Access (DBA)
CDR/Traffic Collector.

4.1. Call Server configuration settings

The CS 1000 Call Server must be configured to enable network collection of CDR or
Traffic data. Note that the DBA package must also be enabled on the CS 1000 system.

1. Log into the Call Server using the admin username/password: admin/Escspv_123.
2. Enter command Id 15.
3. Enter CDR_DATA in response to TYPE.

4. Enter YES in response to the CDR prompt for BDI (Buffer Data Interface for CDR)
(if not already yes).

5. Enter command Id 117. The => prompt will be shown indicating that the system is
ready to accept input.

6. To enable collection of CDR data, enter ENL BUF CDR.

To enable collection of Traffic data, enter ENL BUF TREF.

7. Corresponding operations are available to disable each feature (e.g. DIS BUF CDR
and DIS BUF TRF).

8. To view the status of buffering data enter STAT BUF.

9. Enter command Id 17.
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LD 17
REQ CHG
TYPE PARM
FCDR NEW

4.2. General Security Settings - CS 1000 Call Server and DBA
CDR/Traffic collector

Live CDR/Traffic data and the user name and password information required for starting a
live data collection are sent to the Call Server in an encrypted format using a proprietary
encryption method. The CS 1000 DBA CDR/Traffic Collector supports both standard FTP
and secure FTP (SFTP) for downloading the uncollected data from the Call Server (data
collected while the Developer application is unavailable to receive data). Additional
FTP/SFTP details are provided in Section 6.1 of this document.

There are a number of security features on the Call Server which can impact access by the
CS 1000 DBA CDR/Traffic Collector as follows:

One such feature is the configuration state of Unsecure and Secure Shells on the Call Server
in Overlay 117. To configure Secure/Unsecure Shells, login to the Call Server using the
admin username and password, and enter Id 117.

e To configure Secure Shells, enter ENL/DIS SHELLS SECURE
o To configure Unsecure shells, enter ENL/DIS SHELLS UNSECURE

4.3. Configure IPSec Security Settings - CS 1000 Call Server
release 6.0

IPSec configurations for a Call Server can be performed through Unified Communications
Manager (UCM) only. The configuration procedure is provided below.

Launch CS1000 Web Portal using IE to launch web CS1000 portal at http:// <IP address of
UCM>.
Default username/password: admin/Escspv_123.

1. Login to the UCM server that manages the CS 1000 system from which the CDR/Traffic
data is to be collected.
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2. In UCM Navigator, click on IPSec under CS 1000 Services as shown below in Figure 2.

NERTEL NIFIED COMMUNICATI MANAGEMENT [
— Netwaork Host Hame: sipl ca nortelcom  Software Version: 02.00.0055.00(3266)  User Name admin
Elements
— CS 1000 Services
Elements
Z;‘;’:: o MNew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name te launch its management service.
rofiles
Secure FTP Token
Software Deployment Add... I Edlit | Dz I E =z
— LSETREn RS [] ElementName Element Type ~ Release Address Descripti
Administrative Users 1] EMoncoresd C51000 6.0 47.248.100.163 New
External Authentication element.
Password 2] EMonss2 C51000 6.0 47248 100.155 New
— Security element
Roles 1 [7] EMonsipt C51000 6.0 47.248.100.155 Mew
Policies element
Cerfificates +[F] 47.248.100.155 Call Server 6.0 47.248.100.155 New
Active Sessions element
— Tools 5[] siplcanortel.com (primary) Linux Base 6.0 47.248.100.235 Base 0S5
element.
Logs
o g [7] coresb.canortel.com (member) Linux Base 60 47.248.100.201 Base 0%
element
7] &s2.ca.norel.com (member) Linux Base 6.0 47.248.100.206 Base 05
element.
5[] siplcanortel.com (member) Linux Base 8.0 47248100194 Base 0S5
element
5[] spsi.canorel.com (member) Linux Base 6.0 47.248.100.234 Base 05
element.
= 47 248 100 159 Wadia Card an A7 242 100 152 o
“

Figure 2: IPSec on UCM Home page

3. The Call Server, from which CDR/Traffic data will be collected, is available under the
Targets section as shown in Figure 3 below. Click on the IP Address of the Call Server to
open the IPSec Configuration Details page.

NERTEL NIFIED COMMUNICATI MANAGEMENT [
— Netwaork Host Name: sipl ca nartelcom  Software Version: 02 00.0055 00(3266)  User Name admin
Elements
— C5 1000 Senvices - - -
- IPSec For Intra System Signaling Security(ISSS)
Paiches Centralized IPSec allows network-wide policy implementation and synchronization of PreShared keys across network targets listed below.
SNMP Profiles Configuration and Status Edit Defaults.... Synchronize Activate...
Secure FTP Token
Software Deployment Security level: Full
— User Senices Secure all packets within and outside node except packets in BootP, SSHISFTP and SSL ports
Administrative Users Synchronization status: Sync done. Refer to the targets below for individual status.
External Authentication
= 5 Activation mode:  Graceful
assWort
— ey Activation status:  Activation request sent for existing targets. Refer to the targets below for individual status
Roles Targets ( Last synchronization: 29 Jun 2010, 10:56 AM )
Policies Add.. | |PSize Faguirad 1P 5ze Pt Flaguirzd IJEIEfE |
Certificates T[] 47248100162 Wedia Galeway 47248100162 E Yes 47248100163 Sync done. Activation request sent
Active Sessions Controller
— Tools 2@ 47 248100153 SIPL sipl.ca.nortel.com (primary) - Yes 47248 100.155 Sync done. Activation request sent
Logs 3@ 47 248 100144 S3_EM 552 ca nortel. com (member) - Yes 47.248.100.155 Sync done. Activation request sent
+0 47.248.100.130 SS_NRS_EM sipt.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation request sent
s 47.248.100.141 NRS sps1.ca.nortel.com (member) - Yes 0.0.0.0 Sync done. Activation request sent
& []{47.248.100.155 | Call Server 47.248.100.155 - Yes 47.248.100.155 Sync done. Activation request sent
7] 47248100156 Media Gateway 47.248.100.156 - Yes 47.248.100.155 Sync done. Activation request sent.
Controller
nl7] 47.242.100162 CS_SS_EM coresb.ca.nortel.com (member) - Yes 47.248.100.163 Sync done. Activation request sent
4
* Targets with customized IPSec parameters
. . . .
Figure 3: IPSec for Intra System Signaling Security
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4. On the IPSec Configuration Details page, select the desired security level (Full/Optimal),
provide the PreShared Key (PSK), click on the Save and Synchronize button as shown in
Figure 4 below to save the configuration information.

NERTEL

— Metwork
Elements
— CS& 1000 Senices
IPSec
Patches
SNMP Profiles
Secure FTP Token
Software Deployment
— User Senvices
Administrative Users
External Authentication
Password
— Security
Roles
Policies
Certificates
Artive Sessions
— Tools
Logs

UNIFIED COMMUNICATIONS MANAGEMENT Help |

Host Name: sipl.ca nortel. com  Software Version: 02.00 0055.00(3266)  User Name admin

Custom IPSec Details

IP Address: 47.248.100.155

Security level:  Full -
Secure all packets within and outside node except packets in BootP, SSH/SFTP and
SSL ports
PreShared key: % (16-32 characters)
PreShared Key should not contain any of "Space ~** @ [1#

Confirm PreShared key: sssssssssssssses

* Required value. Restore Default Settings I Save and Synchronize Cance|

Figure 4: Custom IPSec Details

5. If synchronization process is successful, the Sync/Activation status for the Call Server is
changed to Sync done Activation required as shown in Figure 5. In order for the change
to take affect, activation is required.

NERTEL

— Network
Elements
— CS 1000 Senices
IPSec
Patches
SMNMP Profiles
Secure FTP Token
Software Deployment
— User 8enices
Administrative Users
External Authentication
Password
— Security
Roles
Policies
Certificates
Active Sessions
— Tools
Logs

UNIFIED COMMUNICATIONS MANAGEMENT Help |

Host Name: sipl.canortel. com  Software Version: 02 000055 00(3266) User Name admin

IPSec For Intra System Signaling Security(ISSS)

Centralized IPSec allows network-wide policy implementation and synchronization of PreShared keys across network targets listed below,
Configuration and Status Edit Defaults I Synchronize Activate__

Security level: Full
Secure all packets within and outside node except packets in BootP, SSH/SFTP and SSL ports
Synchronization status: Sync dene. Refer to the targets below for individual status.
Activation status: Activation required.
Click Activate (above) to send a forced or graceful activation request to targets below.

Targets ( Last synchronization: 06 Jul 2010, 03113 PM )
Add. I P Sae Faeguirad P Sse (ot Hagirad Dzlziz

[[] IPAddress Type Name State~ |PSec Associated Call Server SvnciActivation status
1 [] 47-248.100.162 Media Gateway 47.248.100.162 - Yes 47.248.100.163 Sync done. Activation required.
Controller
2 47.248.100.153 SIPL sipl.ca.nortel.com (primary) - Yes 47.248.100.155 Sync done. Activation required.
10 47.248.100.144 SS5_EM gs2.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation required.
4[] 47.248.100.130 S5_NRS_EM sipt.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation required.
s 47248100141 NRS sps1.canortel.com (member) - Yes 0000 Sync done. Activation required.
Na) Call Server 47.248.100.155 - Yes 47.248.100.155
76 47.248.100.156 Media Gateway 47.248.100.156 - Yes 47.248.100.155 Sync done. Activation required.

I

* Targets with customized PSec parameters
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6. Click on the Activate button as shown in Figure 6. The Activation Detail page will
appear as shown in Figure 7.

NEQRTEL UNIFIED COMMUNICATIONS MANAGEMENT Help |
— Metwork Host Name: sipl.canortel.com  Software Version: 02.00.0055.00(3266)  User Name admin
Elements
T O8 ansenices IPSec For Intra System Signaling Security(ISSS)

Secure FTP Token
Software Deployment Security level: Full

Patches Centralized IPSec allows network-wide policy implementation and synchronization of PreShared keys across network targets listed below.
SHWP Profiles Configuration and Status Edit Defaults... I Synchronize I Activate

— User Senvices Secure all packets within and outside node except packets in BootP, SSH/SFTP and SSL ports
Administrative Users

Synchronization status: Sync done. Refer to the targets below for individual status.
External Authentication

Activation status: Activation required.

Password
— Fm Click Activate (above) to send a forced or graceful activation requestto targets below.
Roles Targets ( Last synchronization: 06 Jul 2010, 03:13 PM )
Policies Add... | [PSge Pairgd [P5ge [t Faquirad [JEIETE
Certificates
Active Sessions [] IPAddress Tupe Name Stale+ IPSec Associated Call Server  Sync/Activation status
— Tools 1B 47 248100 162 MWedia Gateway 47 248100 162 - Yes 47248 100163 Sync done. Activation required.
55 Controller
9 2 47.248.100.153 SIPL sipl.ca.nortel.com (primary) - Yes 47.248.100.155 Sync done. Activation required.
5[] 47.248.100.144 SS_EM ss2.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation required.
4[] 47248100130 SS_NRS_EM siptca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation required.
56 47 248100141 NRS sps1.canortel com (member) - Yes 0000 Sync done. Activation required.
s[E 47 248 100155 Call Server 47 248100155 - Yes 47 248 100155 Sync done. Activation required.
76 47.248.100.156 Media Gateway 47.248.100.156 - Yes 47.248.100.155 Sync done. Activation required.
4 L

* Targets with customized IPSec parameters

Figure 6: IPSec Activation

7. On the IPSec Activation Details page, choose the Graceful option as the Activation type
and click on Activate button as shown in Figure 7 below.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT [
= Netwaork Host Name: sipl canortelcom  Software Version: 02.00.0055 00{3266)  User Name admin
Elements
=& ‘1:500 SERE IPSec Activation details
ec

Patches

SMMP Profiles [EE—— i i . P

Activate the changes with minimum system impact. Pre-
Secure FTP Token Shared Keys wil be applied when needed to reduce possible
Software Deployment service impacts

— User Sernvices
Administrative Users
External Authentication
Password

— Security
Roles
Policies
Certificates
Active Sessions

— Tools
Logs

Figure 7: Activation Type
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8. The Sync/Activation status of the Call Server will be changed to Sync done. Activation
request sent as shown in Figure 8.

NERTEL

— Network
Elements
— CS 1000 Senices
IPSec
Paiches
SMNMP Profiles
Secure FTP Token
Software Deployment
— User 8enices
Administrative Users
External Authentication
Password
— Security
Roles
Policies
Certificates
Active Sessions
— Tools
Logs

UNIFIED COMMUNICATIONS MANAGEMENT Help |

Host Name: sipl.canortel. com  Software Version: 02 000055 00(3266) User Name admin

IPSec For Intra System Signaling Security(ISSS)

Centralized IPSec allows netwaork-wide policy implementation and synchronization of PreShared keys across network targets listed below,
Configuration and Status Edit Defaults... Synchronize Activate....

Security level: Full
Secure all packets within and outside node except packets in BootP, SSH/SFTP and SSL ports
Synchronization status: Sync dene. Refer to the targets below for individual status.
Activation mode: Graceful
Activation status: Activation request sent for existing targets. Refer to the targets below for individual status
Targets ( Last synchronization: 06 Jul 2010, 03113 PM )

| |
2 47248100153 SIPL sipl.ca nortel.com (primary) - Yes 47 248100 155 Sync done. Activation request sent
1 47.248.100.144 SS_EM ss2.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation request sent.
] 47.248.100.130 SS_NRS_EM sipt.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation request sent.
5[] 47.248.100.141 NRS sps1.ca.nortel.com (member) - Yes 0.0.00 Sync done. Activation request sent.
5[] 47.248.100.155 Call Server 47.248.100.155 - Yes 47.248.100.155 ( Sync done. Activation request sent.
20 47248 100.156 Media Gateway 47248 100.156 - Yes 47 248 100 155 Sync done. Activation request sent
Controller
s 0 47.248.100.163 CS_SS_EM coresb.ca.nortel.com (member) - Yes 47.248.100.163 Sync done. Activation request sent.
o [[] 47.248.100.132 Media Gateway 47.248.100.132 - Yes 47.248.100.155 Sync done. Activation request sent.

Pl

* Targets with customized PSec parameters

Figure 8: Sync done. Activation request sent

4.4. IPSEC Security Settings - VeraSMART’s Windows OS Server

or PC

To configure a PC running the DBA CDR/Traffic Collector as a trusted target in a Release 6.0
Call Server, please follow the steps below:

1. Login to the UCM server that manages the CS 1000 system from which the CDR/Traffic
data is to be collected.

2. In UCM Navigator, click on IPSec under CS 1000 Services.

3. The Call Server, from which CDR/Traffic data will be collected, is available under the
Targets section.

QT; Reviewed:
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4. Click on the Add button under the Targets section as shown in Figure 9.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Help
— Network Host Name: sipl.ca nortel. com  Software Version: 02.00 0055.00(3266)  User Name admin
Elements
— €5 1000 Senices - - -
- IPSec For Intra System Signaling Security(ISSS)
Paiches Centralized IPSec allows network-wide policy implementation and synchronization of PreShared keys across network targets listed below,
SHNIF Profiles Configuration and Status Edit Defaults... Synchronize Activate...

Secure FTP Token
Software Deployment
— User Senices
Administrative Users
External Authentication

Security level:

Synchronization status:
Activation mode:

Full

Secure all packets within and outside node except packets in BootP, SSH/SFTP and SSL ports

Sync done. Refer to the targets below for individual status
Graceful

Password
— Security Activation status: Activation request sent for existing targets. Refer to the targets below for individual status
Roles Targets ( Last synchronization: 06 Jul 2010, 03:13 PM )
Policies Add. | [P5ze Hagir=d P52 foi Haguirad | WEEE |
Certificates
Active Sessions 2| 47248100153 SIPL sipl.ca.nortel.com (primary) - Yes 47 245 100 155 Sync done. Activation request sent
— Tools 5[] 47.248.100.144 S5 EM s52.ca.nortel.com (member) Yes 47.242.100.155 Sync done. Activation request sent.
Logs P 47.248.100.130 S8_NRS_EM sipt.ca.nortel.com (member) Yes 47.248.100.155 Sync done. Activation request sent.
5[] 47.248.100.141 NRS sps1.ca.norel.com (member) Yes 0.0.0.0 Sync done. Activation request sent.
5[] 47.248.100155 Call Server 47.248.100.155 - Yes 47.248.100.155 Sync done. Activation request sent.

70 47 248 100 156 Media Gateway 47 248 100 156 - Yes 47 248 100 155 Sync done. Activation request sent
Controller

s 47.248.100.163 CS_SS_EM coresb.ca.nortel.com (member) - Yes 47.248.100.163 Sync done. Activation request sent.

o] 47.248.100.132 Wedia Gateway 47.248.100.132 - Yes 47.248.100.155 Sync done. Activation reguest sent.

4

* Targets with customized IPSec parameters

Figure 9: New IPSec target addition

5. On the New Manual IPSec Target page, enter the [P Address of the PC running the DBA
CDR/Traffic Collector and provide the friendly name, then select IPSec required and
click on the Save button as shown in Figure 10 below.

NEIRTEL UNIFIED COMMUNICATIONS MANAGEMENT Help |
— Network Host Name: sipl.ca.nortel.com  Software Version: 02.00.0055.00(3266) User Name admin
Elements
— CS 1000 Services
PSec New Manual IPSec Target
Patches
SNUP Profiles IP Address1: 47.248.100.36 *
Secure FTP Token IP Address?
Sofiware Deployment
— User Senvices Friendly name: VeraSmar| % (1-32 characters)

Administrative Users
External Authentication
Password
= Security
Roles
Policies
Certificates
Active Sessions
— Tools
Logs

IPSec required:

Note After saving, the target must be Synchronized in order to receive the common IPSec configuration parameters you have defined.

“* Required value.

Figure 10: Manual IPSec Target Configuration

9 0f43
VeraSMARTCS1000
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6. Click the Edit Defaults button in the Configuration and Status section as shown in
Figure 11.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Help |
— Network Host Name: sipl.ca.nortel.com  Software Version: 02.00.0055.00(3266)  User Name admin
Elements
— CS 1000 Services

s IPSec For Intra System Signaling Security(ISSS)

Patches Centralized IPSec allows network-wide policy implementation and synchronization of PreShared keys across i

SNMP Profiles Coenfiguration and Status Synchronize Activate...
Secure FTP Token
Software Deployment Security level: Full

— User Semvices Secure all packets within and outside node except packets in BootP, SSH/SFTP and SSL ports

Administrative Users
External Authentication

Synchronization status:  Sync done. Refer to the targets below for individual status.
Activation mode: Graceful

_ Secz:;sword Activation status: Activation request sent for existing targets. Refer to the targets below for individual status.
Roles Targets { Last synchronization: 06 Jul 2010, 03:13 PM
FEIEES S W e s W RS et e ) Dl
Cerlificates
e EEEer T [[] IPAddress Type Name State « IPSec Associated Call Server  Sync/Activation status
— Tools 1[] 47-248.100.162 Media Gateway 47.248.100.162 = Yes 47.248.100.163 8ync done. Activation request sent.
Controller
Logs 2[F 47248 100153 SIPL sipl.canortel com (primary) - Yes 47248100155 Sync done. Activation request sent
s[[ 47 248 100144 33_EM 552 ca.nortel.com (member) - Yes 47 248 100.155 Sync done. Activation request sent
+[F 47.248.100.130 SS_NRS_EM sipt.ca.nortel.com (member) - Yes 47.248.100.155 Sync done. Activation request sent.
s 47.248.100.141 NRS sps.ca.nortel.com (member) - Yes 0.0.0.0 Sync done. Activation request sent.
5[] 47.248.100.155 Call Server 47.248.100.155 - Yes 47.248.100.155 Sync done. Activation request sent.
7[7] 47-248.100.156 Media Gateway 47:248.100.156 - Yes 47.248.100.155 Sync done. Activation request sent.

<

* Targets with customized IPSec parameters

Figure 11: Edit Defaults

7. On the IPSec Configuration Details page, select the desired security level (Full/Optimal),
enter the PSK and click on the Save and Synchronize button as shown in Figure 12

below.
NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Help |
— Network Host Name: sipl.canortel.com  Software Version: 02.00.0055.00(2266)  User Name admin
Elements
— €S 1000 Senices - -
I IPSec Configuration Details
Paiches s ity level: Eull
SNWP Profiles ecurity level: | Fu v
Secure FTP Token iiiur:;:l packets within and outside node except packets in BootP, SSH/SFTP and
Software Deployment =5k perts
— User Services PreShared key. seesssssssesssss & (537 characters)
Administrative Users PreShared Key should not contain any of “Space ~** @[] #
Exernal Authentication
Password Confirm PreShared key: eeeesesesesesese
— Security
Roles
Policies
Certificates #* Reguired value. Save and Synchronize || Cance|
Active Sessions J
— Tools
Logs

Figure 12: PSK Save and Synchronize

5. Create and configure the Windows ELAN IPSecurity
policy (on Windows XP)

This section describes the steps to configure the Windows ELAN IPSecurity policy (on
Windows XP).
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5.1. Create the custom IPSec MMC Console

The configuration procedure is provided below.

1. Log on to the computer as a user with administrative privileges.
2. Click Start on the Windows desktop.

3. Click Run. The Run dialog box appears.

4. Enter MMC.

5. Click OK.

6. Select Add/Remove Snap-In on the Console menu. The Add/Remove Snap-In dialog
box appears.

7. Click Add. The Add Standalone Snap-In dialog box appears.

8. Select IP Security Policy Management in the Add Standalone Snap-In dialog box as
shown in Figure 13 below.

Use thiz page 1o add ox remervs o slandakine Soar i hom the coreg
Add Standalone Snap-in 2 |§§

&, 1P Seousity Poloss on Local |

Gnap: added i £ Console Riool
Avvaiable Stardsions Snap-int

Sneon Venda L

JFoides Micaosolt Corporanon

| Frontf age Server Extensons

(] Group Pkcy Obyect Edier

[ inderg Service Mictosolt Corponaton. |
Micrasalt Corponahon

3 1P Secusty Policies on Locel Compurer

Microsok Coporshon
Mool Coporshon
9] Lk to Wb Address Murosolt Corporaheon
ﬂLmdU:mmﬁumw: Microsolt Comporabon
& Petormarce Logs and Ales Mictosolt Corporahon -

-----------

Descrpton
Inteerat Protocal Securty IPSec) Adewiiitisbon Mansge (PSec ~
pokiies for vecuse comimunication with ofhar congutert

Agd -

(&=

Figure 13: Add Standalone Snap-in dialog box

9. Click Add. Verify that Local Computer is selected.

10. Click Finish.

11. Select IP Security Monitor in the Add Standalone Snap-In dialog box.
12. Click Add.

13. Click Close to close the Add Standalone Snap-In dialog box.

14. Click OK to close the Add/Remove Snap-In dialog box.

15. Select File > Save As on the MMC console window.
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16. Enter IPSec MMC console in the File name textbox.
17. Click Save.

The saved custom IPSec MMC console can be launched from Start > Program >
Administrative Tools > IPSec MMC console.msc as shown in Figure 14 below.

i
Security Palices on Local Computer sn’s&ulymﬂ onlLocal Comg..,
2 P Security Manitor 17 Security Montor

Figure 14: IPSec MMC Console

5.2. Create the Windows ELAN IPSecurity policy

The configuration procedure is provided below.
1. Log on to the computer as a user with administrative privileges.
Click Start on the Windows desktop.

Click Programs.

> » b

Select Administrative Tools.
5. Select IPSec MMC console.msec created in Section 5.1 above.

6. Right-click IP Security Policies on Local Computer Policy in the left-hand pane of
the subsequent window.
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7. Select Create IP Security Policy. The IP Security Policy Wizard screen appears as

shown in Figure 15 below.

IP Security Policy Wizard

n Welcome to the IP Security Policy
a Wizard
P

This wizard helps you create an [P Secuity policy. 'vou wall
specify the level of securty to use when commurscating with
spacific computers of groups of computers (subnets), and for

pashicular |P traffic types

To continue. click Next

2

Cancel

Figure 15
8. Click Next

9. Enter a name in the Name text box, WINXP IP Security Policy for example as shown

in Figure 16 below.

IP Security Policy Wizard C
IP Security Policy Name
Mame this security policy and optionally give it a brief description

Name:

WINKP IP Security Policy

Description:

< Back l Next > |

Cancel

Figure 16
10. Enter a description in the Description text box.

11. Click Next.
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12. DO NOT place a check mark in the ""Activate the default response rule" check box
as shown in Figure 17 below.

IP Security Policy Wizard E
Requests for Secure Communication =
Specify how this policy responds to requests for secure communication.
=

The default response rule responds to remae computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
Secure communication.

I iActivate the default response iule. &

< Back | Mest » I Cancel
Figure 17

13. Click Next.

14. DO NOT place a check mark in the "Edit properties" check box as shown in
Figure 18.

IP Security Policy Wizard E]

Completing the IP Secunty policy wzard

-
a ‘You have successhully completed specitying the properties
fox youn new 1P Secunty pobcy.
-t

To edit pour IP Security policy now, select the Edit properties
check box, and then chick Finsh

I~ Edit properties

To close this wazard, click Fresh

Figure 18
15. Click Finish to complete creating the Windows ELAN IPSecurity policy.

5.3. Configure the Windows ELAN IPSecurity policy

1. Log on to the computer as a user with administrative privileges.
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2. Click Start on the Windows desktop.
3. Click Programs.
4. Select Administrative Tools.

5. Select IPSec MMC console.msc created in Section 5.1 above. The IPSec MMC
Console window appears.

6. Right-click WINXP IP Security Policy in the right-hand pane of the window.

7. Click Properties. The dialog box WINXP IP Security Policy Properties window
appears.

8. Select the Rules tab in the Properties dialog box.

9. Click Add. The Security Rule Wizard appears as shown in Figure 19 below.

Security Rule Wizard 21 x|

. Welcome to the Create IP Security
Rule Wizard
=

A securty rule governs how and when secuily iz nvoked
based upon critena, such as the sowce, destination, and type
of IP traffic, in the security nde’s IP fiter kst

A secunly e contains a cobechon of secunty actions that
are activated when a commurecabon matches the critena in
the IP fikes kst

Securly schongs
IP tunneing attributes
Authentication methods
Fiter actions

To contirue, chek Next

Cancel I

Figure 19
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10. Click Next. The Security Rule Wizard Tunnel Endpoint screen appears as shown in
Figure 20 below.

Security Rule Wizard E‘EI

Tunnel Endpoint i
The turnel endpoint i the turneling computer closest to the IP trafhe destination %
as specified by the secuity rule's IP fiker kst -

An IPSec tunnel allows packets to baverse a public or private mtemetwork with the
secunty level of a direct, private connection between two computers

Specity the turmel endpoint for the IP Security nule:
@ [This rule does not specify a tunnel

" The tunnel endpoint is speciied by this |P address

< fack Next > Cancel

Figure 20
11. Select This rule does not specify a tunnel radio button.

12. Click Next. The Security Rule Wizard Network Type screen appears as shown in
Figure 21 below.

21

Network Type
The security nue must be apphed to a network type

m

" Local sea network [LAN)
" Bemote sccess

<Back [ Net> | Cancel
Figure 21

13. Click Next

14. Select Use this string to protect the key exchange (Preshared key).
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15. Enter the Preshared Key string used in the Communication Server 1000 IPSec policy
configuration configured in Figure 4, Section 4.3 above as shown in Figure 22 below.

Security Rule Wizard

Authentication Method :
To add mubiple authentication methods, edit the secunty rule after completing the a
IP Security ruie wizard —

Set the intial authenticabion method for thes secunty nile:

" Active Directory defaul [Kerberos V5 protocol]
" Use a cettificate from this certiication suthority (CAL

(¥ Use this sting to protect the key exchange (preshared key):
TmS erverpsecConfiguration|

< Back Newt > Cancel |

Figure 22

16. Click Next. The Security Rule Wizard IP Filter List screen appears to add a new IP
filter as shown in Figure 23 below.

QT; Reviewed:
SPOC 9/13/2010

Security Rule Wizard E|E

IP Filter List i
Select the |P fiker kst for the type of IP traffic to wiich this security rule apphes %
st

It no IP fiker in the following kst matches your needs, chck Add to create a new one.

IP fites ksts:
Narme Description |
O MRV T
OALL ELN‘J P Fllet Llsi Frst time configurations |
O ALLELAN IP Traffic
Remove
O ALICMP Tratfic Matches al ICMP packets bet, 4,
QO AlIP Trathc Matches al IP packets from ..
< Back Next » Cancel
Figure 23
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17. Click Add to create an IP filter. The IP Filter List screen appears to add the name and
description as shown in Figure 24 below.

edle)

W P Filter List

An P fikes kst is composed of multiple fRers. In this vay, muliple subnets, IP
addresses and protocols can be combined into one IP fiter

HH

Name:

|-ALL ELAN IP Tralfic
_ b |

Description:
|

Filters: v Use Add Wizard
Minoted  Description

Protocol Source Port Destination

0K I Cancel

Figure 24

18. Enter All ELAN IP Traffic in the Name textbox.

19. Enter a description in the description textbox.

20. Click Add. The IP Filter Wizard screen appears as shown in Figure 25 below.

8

2

IP Filter Wizard

Welcome to the IP Filter Wizard

This vazard helps pou provids the source, destination, and
tathic-type information needed to fiter IP tiaffic

You can add mulbiple fikers to buld an IP fiter st that
matches on [P packets for multiple source oc destination
computers, of for many diferent traffic types

To contnue, chck Next

Figure 25

18 0of 43
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21. Click Next. The IP Filter Wizard IP Traffic Source screen appears as shown in Figure

26.
Prer wizord

IP Traffic Souice
Specily the source address of the IP traffic

Souwrce address:

R T S |

¢ Back | Next > I

Cancel

Figure 26

22. Select A Specific IP Address from the list. The subsequent IP Filter Wizard IP Traffic

Source screen appears as shown in Figure 27 below.

IP Traffic Sowce
Specty the source address of the IP taffic

Sowrce address:
T R |
IPAddess [ O . 0 . 0 ., 0

ubnelmask: | 266 . 256 . 255 . 255

¢ Back I Next > I

Figure 27

23. Enter the Windows System [P Address.
24. Click Next.
25. Select A Specific IP Address from the list.

26. Enter the Call Server ELAN IP address
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27. Click Next. The IP Protocol Type screen of the Filter Wizard appears as shown in

Figure 28.

IP Protocol Type

Select the P protocol type. If this type is TCP or UDP, you vall 3iso specify the
source and destination ports.

21

a

Select a protocol type:

-

< Back I Next » l

Cancel

Figure 28
28. Select Any from the list.
29. Click Next.
30. Click Finish to close the IP Filter Wizard dialog box.
31. Click OK.

32. Select the newly created filter list All ELAN IP traffic in the Security Rule Wizard

dialog box.

33. Click Next. The Filter Action dialog box appears as shown in Figure 29 below.

Security Rule Wizard i

Filter Aclion
Select the fiter acton for thiz security nde

If no fiter action in the following st matches your needs, click Add to create a new one.

Select Use Add Weatd to create 3 filter action using the wzard.

Fiet Agtions: ¥ Use Add\Wized

Q Pemit Permit unsecured IP packets t

O Request Securnity (Optional)  Accepts unsecured communi & |

O Requite Secuity Accepls unsecured communi.,

< Back I Next > |

2

Cancel |

Figure 29
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34. Click Add. The Filter Action wizard appears as shown in Figure 30.

Filter Action Wizard

2]

-~ Welcome to the IP Security Filter
ﬁ Action Wizard
=

metheds contaned in the filter action.

method

To contnue, click Next

Use this wazard to specify properties for a new filter action

A fiter action sets the securily requirements for a data
transfer. These requrements are specified in a kst of secunty

Data trarsster is only possible when the computers mvolved
use the same securily methods, Mukiple security methods
mcrease the chance that two computers will use the same

Cancel

Figure 30
35. Click Next.

36. Enter ELAN Security in the Name textbox of the Filter Action window (not shown).

37. Enter a description in the Description textbox (not shown).

38. Click Next. The Filter Actions General Options dialog box appears as shown in

Figure 31 below.

Filter Action Wizard

Filter Action General Options
Set the filker achon behavior

" Pemit
 Block
@ Negotiate secuity

Back [ Net> |  Cancel
Figure 31
39. Select Negotiate security.
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40. Click Next. The Communicating with computers that do not support IPSec screen of
the Filter Actions Wizard appears (not shown).

41. Select “Do not communicate with computers that do not support IPSec” (not

shown).

42. Click Next. The IP Traffic Security Screen window appears as shown in Figure 32

below.

Filter Action Wizard

IP Traffic Security
Speciy a securty method foe IP trathic. To add multiple secunty methods, edit the
filter action after completing the wizard,

This fiter action requires at least one security method for IP tealfic.

Data wil be encrypted, authenticated, and unmodified.

 Iriegity only
Data wil be authenticated and unmodified, but will not be encrypted

 Custom

¢ Back Next >

2

Cancel

Figure 32

43. Select Integrity and encryption.

44. Click Next.

45. Click Finish to close the IP Security Filter Action Wizard.

46. Select the newly created filter action, ELAN Security on the Filter Action screen of
the Security Rule Wizard.

47. Click Edit. The ELAN Security Properties dialog box appears.

48. Select the Security Methods tab.

e Select the Negotiate security radio button.

e Place a check mark in the Accept unsecured communication, but always
respond using IPSec check box.

e Place a check mark in the Session key perfect forward secrecy (PFS) check box.

49. Click OK to close the ELAN Security Properties dialog box.

50. Select the newly created filter action, ELAN Security on the Filter Action screen of
the Security Rule Wizard.

51. Click Next.
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52. Place a check mark in the ALL ELAN IP Traffic check box on the WIN XP IP
Security Policy Properties dialog box.

53. Click Close to close the Windows IP Security Policy Properties dialog box

This completes the Windows Server IP Security Policy configuration.
5.4. Assign WinXP IP Security policy to Windows Server

1. Log on to the computer as a user with administrative privileges.
2. Click Start on the Windows desktop.

3. Click Programs.

4. Select Administrative Tools.

5. Select IPSec MMC console.msc.

6. Select IP Security Policies on Local Computer Policy in the left-hand pane of the

subsequent window.

7. Right-click the WINXP IP Security Policy in the right-hand pane.

8. Select Assign from the list. Following this action, the Policy Assigned column should

show Yes as shown in Figure 33 below.

i IPSec MMC console
Flis Action Vi Favorbes  Window  Help

=+ OB XFB @ B 52

in Console Rool\IP Sec urlty Policles on Local Computer

| Consols Rinok Description
!me’mmcm* Commurecste normaly (uns...

wee For ol 1P traffic, sheays rea...
..o Far ol IP traffic, shways req...

T

Figure 33

9. Open a DOS command window.
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10. Enter ¢:\>ping <M1 CS ELAN IP address> as known c:\>ping 47.248.100.155 for
CS1000 Release 6.0. The ping returns a few messages of “Negotiating IP Security”
first and then the message “Reply from ...”. This response indicates the ping is
successful as shown in Figure 34 below.

CAWINDOWSAsystem 3 2\vemd. exe

C-~Documents and Settings~Administrator>
C-sDocuments and Settings~Administratoriping 47 _.248 _16868._155

Pinging 47.248.188.15%% with 32 bytes of data:s

Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.

Ping statistics for 47.248.188.155:
Packetz=: Eent = 4. Received = B, Lost = 4 (188> loss)>.

C-:sDocuments and Settings“~Administrator>ping 47.248_.168680.155
Pinging 47.248_188.155% with 32 bytesz of data:

Megotiating IP Security.

Reply from 47_.248 _180.155: bytesz=32 time<imz TIL=63
Reply from 47.248.1680.155: byt 2 time<lms TIL=632
Reply from 47248 _1880_.155: buytes=32 time<imsz TTL=63

Ping statistics for 47.248_.1868.155:

Packets: Bent = 4. Received = 3. Lost = 1 <25 loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms. Maximum = Bms,. Average = Oms

C-~Documents and Settings~Administrator>ping 47_.248_1686._.155
Pinging 4%Y.248.188.15%5% with 32 bytes of data:

Reply from 47.248.1860.155: byt i TIL=63
Reply from 47.248.1880.155: byt i TIL=63
Reply from 47 _248 _1680_.155: byt 2 time<{ims TTL=63
Reply from 47.248 _1860_.155: byt 2 time<ims TTL=632

Ping statistics for 47_.248B_1868_155:

Packets: Sent = 4, Received = 4, Lost = B8 {8+ loss>,
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = 2Zms,. Average = Bms

Figure 34

=» The ELAN connection is now working in [PSec mode.

6. Collect CDR/Traffic data

There are two ways to collect CDR/Traffic data as indicated in 6.1 and 6.2 below.

6.1. Start a new live data session

To collect live data, a live date session must be started and configured (an active connection to
a Call Server). The CS 1000 DBA CDR/Traffic Collector runs continuously during the session
and provides access for the session configuration and a window for monitoring session
information. To maintain a live data session, the CS 1000 DBA CDR/Traffic Collector main
window must remain open at all time during the process.

This section describes the steps to collect CDR/Traffic data.

1. Select New Session from the File menu in the CS 1000 DBA CDR/Traffic Collector main
window.
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2. The New Session Properties window appears as shown in Figure 35 below.

New Session E|
Select Session; | 47 242 100155 j R emove
Metwork Cancel
IP Address: | 47 . 248 . 100 . 155 Collect:

: v CDR
UserID: acin ¥ Traffic
Pazsword: |
FTF Uszemarne: | v Default Credentials
v SFTP
FTP Paszword: |
Figure 35

3. Enter the ELAN IP address of the Call Server in the IP Address box.
4. Enter the login name in the User ID box.

5. Enter the login password in the Password box.

6. Enter the FTP/SFTP Username in the FTP Username box.

7. Enter the FTP/SFTP Password in the FTP Password box.

8. Select the type of data to be collected by clicking on the CDR and/or Traffic boxes under
the Collect heading.

9. Click on Connect Now to connect to the Call Server and begin a live data session.

User account to be used for FTP/SFTP task is dependant on the Call Server to which the CS
1000 DBA CDR/Traffic collector is connecting.

Note:
- For FTP sessions, select only the “Default Credentials” checkbox.
- For SFTP sessions, select both “Default Credentials™ and “SFTP” check boxes.

6.2. Command Line options

Command Line options are provided to enable you to manage the CS 1000 DBA CDR/Traffic
Collector sessions from a third party application. The command to create a new live data
session is given below:

dba <options> <ipaddress> <cs username> <cs password> [ftptype=]
[ftpname=username] [ftppwd=password] [datatype=cdr]
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options: -c establishes a new connection
-r closes an established connection
ipaddress: ELAN IP Address of the CS 1000 Call Server
csusername: CS 1000 Call Server user name
cs password:  CS 1000 Call Server password

ftptype: Simple for normal FTP
Secure for SFTP
ftpname: Username to establish FTP or SFTP connection
ftppwd: Password of FTP or SFTP user
datatype: cdr for CDR data collection

trf for traffic data collection
all for both CDR and traffic data collection

The parameters cs username, cs password, fiptype, fipname, fippwd and datatype are only
required when establishing a DBA CDR/Traffic Collector data collection session. They are not
required when closing a session.

Also, the parameters fiptype, fipname, fippwd and datatype are optional. They are provided
with identifiers as shown in the example below. If these parameters are not provided, the CS
1000 DBA CDR/Traffic Collector uses normal FTP with the default credentials. Both CDR
and traffic data collection are enabled.

Examples (with fictitious ELAN IP Address, User Accounts and Passwords):
CLI command to establish a session using normal FTP Connection:
dba —c 47.248.100.155 admin Escspv_123 ftptype=simple ftpname=admin
ftppwd=Escspv_123 type=all
CLI command to establish a session using normal FTP with default credentials for both CDR
and TRF data collection:
dba —c 47.248.100.155 admin Escspv_123
CLI command to establish a session using secure FTP Connection:
dba —c 47.248.100.155 admin Escspv_123 ftptype=secure ftpname= admin
ftppwd= Escspv_123 type=all
CLI command to terminate an existing live connection:
dba -r 47.248.100.155
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6.3. View session data

During a live session, you can view the collected CDR and Traffic data as well as the session
data-collection statistics, as shown in Figure 36 below in the sample session window.

E" Data Buffering & Access El @|E|

File Edit view Window

O & mEE &

& 47.248.100.155 (Connected): CDR + Traffic
[Live session started at 07-06-10 18:43:28

0 CDRE(=) per minute since 070710 17:25:47

3 Traffic sample(=) received
La=s=t Traffic sample received at 07-07-10 17:17:13.

Figure 36: Data Buffering and Access

7. Use of Collected CDR and Traffic data

The CDR and Traffic data collected from a CS 1000 Call Server can be processed by
VeraSMART following the guidelines in this section.

The CDR and Traffic data files are stored on the server, which is running the CS 1000 DBA
CDR/Traffic Collector, and are located in a folder named with the CS 1000 Call Server IP
address. For example “\<DBA root folder>\47.248.100.155". The following data file names
are used:

e detaill.img — for CDR data

e traffic.dmp — for Traffic data

The CS 1000 DBA CDR/Traffic Collector collects data from the CS 1000 Call Server
continuously and merges the data into the detaill.img and traffic.dmp files every 30 seconds
(or the interval value configured in DbaConfig.properties file). If the data file is being used
by another application, the merge is done at the next merge interval.
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8. Configure VeraSMART eCAS

This section describes the configuration of the VeraSMART eCAS Call Accounting application.

To configure VeraSMART, launch a web browser, enter http://<IP address of Veramark

VeraSMART server> as URL, and log in with the appropriate credentials as shown in Figure
37 below.

) Login to YeraSMART - Mozilla Firefox

Fle Edit View Hstory Bookmarks Toolks  Help
@ - c {at & http/flocalhost/CAS fenu/Login. aspx?FromASP =Y & iy T "'l'

(48] Most Visited | | Getting Started [ Latest Headines | | Suggested Sites | | Web Slice Gallery & VeraSMART

AF Login to VeraSMART

Vera j
SMART
.~ TEM

VeraSMART Application Login

Login ID:  admin

Password: esssessse

Forgot password? Login
This application has also been configured to
use your organization's single  sign-in
option. Click the button below to login using

this aption.
Login via Windows
Figure 37
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After logging in successfully, from the Main window, click on the Call Accounting > Call
Collection > CDR Source link as shown in Figure 38 and Figure 39 below.

vega ' . Search for  Inventory Iter
MART Starting with
-~ TEM
&
Reportng
-

Accounting

%, Call Dashboards ¥ Call Collection Call Rating Special Proc: g Utilities Charges

Call Processing Status
Call Collection Schedule
CDR Source

Call Home

Call Sender

Figure 38

- Search for |Inventory Iter|
‘M’AR-I\!I- Starting with

(¥) 4 items selected for display

(=) Filter by:
CDR Source name starting with: Q]
' Add CDR Source I Show Collection Details
CDR Source name CDR Source Short Setup Area code/local Format Date/Time of last File Collection
Y ID name status exchange = number Call collection method d status
Avaya CS 1000 101 Ava00101 |Partia 585/388 526 5/25/2010 2:11:00 PM Disable
X | ; ngt;\ Communication Server &EQLEEE‘IJt From File (25t bed
omplete H H nable
K|ppLag 103 DPLO0103 |Complete  |613/965 Tg;‘;‘ Communication Server g5¢ ﬁ_%”;af; From File 7/7/2010 4:15:36 PM Enabled
omplete B H nable
X|pPLas2 104 DPLO0104 |Complete  |613/375 ng;‘ Communication Server go¢ E:LDD”;% From File 7/1/2010 11:34:48 AM Enabled
omplete 123 nable
K|ppLas3 105 DPLO010S |Complete  |613/985 ng;‘ Communication Server g,g ﬁi‘;ﬁ From File 7/1/2010 2:23:32 PM Enabled

Add CDR Source  Show Collection Details

Figure 39
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In the CDR Source window, click on the Add CDR Source link as shown in Figure 40 below.

CDR Source Wizard

Next Cancel Reset Wizard
Welcome

To use this Call Accounting System, you will need to create a CDR Source for each call record source. If you are collecting calls from two phane systems, then you will need to create twa CDR Source records. £
a name, and it will be configured so that you can collect, rate, and report on call records.

This wizard will help you configure a new or partially setup CDR Source. If you are resuming a setup, the wizard will remember all items previously defined.

You will need to provide specific instructions in a series of steps. This will include information related to the local exchange and rate services. Then, depending on the call collection method to be used, you may nf
modem or COM port used, the CDR Source baud rate, remote modem phone number, collection file name, etc.

Not all of these items need to be addressed at once, since the wizard can resume the setup where you left off. Consult your CDR Source technician or vendor, if needed.

Please click Next to continue.

Cancel Reset Wizard

Nesxt

Figure 40

In the CDR Source Wizard, keep clicking the Next button that appears on the bottom menu bar
until the Identify the source of the call is displayed. Enter the information for CDR Source
Name, Area Code, and Local exchange fields. On the drop down menu list of the Local rate
method attribute, choose option ‘None’ from the menu list as shown in Figure 41 below.

Vera ‘j )
SMART
~_~ TEM

CDR Source Wizard

Back Next Cancel Reset Wizard

Identify the source of call records.

[Create a CDR Source name. Use up to 25 alphanumeric characters for a unigue name (this can be anything that makes sense to you to reference this CDR Source - for example: East Coast, New York Office, Mair|

Enter the COR Source area code, local exchange, and local rating method (this depends on the rate service used lacally - for example: measured, message, flat, etc.).
CDR Source name* ' DPLAB 4 ]

Country:

Area code*: 613
965

I
Local exchange™: ] ]
Local rate method: ( [None | [+]
Do you want to discard the following types of calls for this COR Source? These choices can be changed later through the "edit’ CDR Source function.
Internal: (&) Store () Discard Inceming: (%) Store () Discard

* denotes = required fisld

Back Cancel Reset Wizard

e—
Next
)

Figure 41
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Click on the Next button until the Select the CDR Source manufacturer is displayed. From
the drop down menu list of the Manufacturer attribute, select‘Nortel’ as shown in Figure 42
below.

Vera ) .
SMART
/

TEM

CDR Source Wizard

Back Next Cancel Reset Wizard

Select the CDR Source manufacturer.

Every telephone system produces call records in a specific format. The system uses "format” software to interpret call record data.

From the list, select the manufacturer of the CDR Source, or if collecting call records from another call accounting system select "Call Accounting System”, then click Next to continue.

Currently assigned Format;
Manufacturer: [Morte] | [~]

| mack By e —

Alcatel

Avaya

Call Accounting System
Cisco

Comdial
Ericsson
Executone
Fujitsu

INFO Monitor MP
Intecom

InterTel

mT

Iviatsu

Mitel

MNEC

Panasonic

Samsung
SBC/Ameritech
Siemens

Sprint

Tadiran
Toshiba
Vodavi

Figure 42

In the “Select the CDR Source manufacturer” page, continue to click the Next button as shown
in Figure 43 below.

Vera ) .
SMART
" TEM
CDR Source Wizard

Back

3

Cancel Reset Wizard
Select the CDR Source manufacturer.

Every telephone system produces call records in a specific format. The system uses "format" software to interpret call record data.

From the list, select the manufacturer of the CDR Source, or if collecting call records from another call accounting system select "Call Accounting System”, then click Next to continue.
Currently assigned Format: None

Manufacturer: [oreel] [=

Cancel Reset Wizard

Figure 43
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The “Select the call record format” page will appear. Choose the “Nortel Communication
Server 1000” entry from the table shown in Figure 44 below by clicking on the radio button.

Vega ) .

MART
.~ TEM

CDR Source Wizard

Back Next Cancel Reset Wizard

Select the call record format.

Below you will see a list of CDR Source formats for this manufacturer. Select the call record format used by your CDR Source (if you need help to decide on a specific choice, click its help link). Then click Next to

Eormat name Format description CDR Source software release Format number # b
|9 |nortel sL100 51100 95 2.5.14)
(@] ? (511)Mortel Meridian SL1 X11 (New Format) - Options 11 and 61 K11 r20+ 511 2.8
(@] ? (517)Mortel Meridian SL1 X11 (Old Format) - Options 11 and 61 1-18 517 2.1.17]
(@] ? (518)Nortel MNorstar (Standard format) 518 2.4.114
9 _|(523)Nortel BCM BECM Norstar Format, Legacy 523 2.6.14]
@ ? Nortel Communication Server 1000 J ((-:Dmmunicatil:m Server 1000 - FCDR = NEW -] 4.0, 5.0 ( 526 ] 1.3.12]
Q7 |(527)Nortel BCM BCMS0, BCM 3.7; Norstar Format 527 1.2.14|
Back Next Cancel Reset Wizard

Figure 44

Continue to click the Next button until the “Select the call collection Method” page is
displayed. Click on the circular radio button of the “Collect From File (Local)” entry in the table
as shown in Figure 45.

VEMART
~ o~ TEM
CDR Source Wizard
Back MNext Cancel Reset Wizard
Select the call collection method.

Below you will see a list of call collection methods. Select the method that best describes the way your calls will be collected. Then click Next to continue.

Call collection method name = Call collection method description

%1% |cCollect From File (Local) Calls are processed from file on the local hard drive.
(@] ? Direct Connect Calls are collected through a physical connection to the phone system.
(@] ? Direct Connect over IP Calls are processed over an IP network connection.
(@] ? PollComm Direct Calls are polled frem a Pellable Storage Unit through a cable.
7  |PolliComm Network Calls are collected from a Pollable Storage Unit over a TCP-IP network.
0% |Pollcomm Remote Calls are polled from a Pollable Storage Unit, by modem.

Back Next Cancel Reset Wizard

Figure 45
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In the Select the call collection method page, click on the Next button on the bottom menu bar
until the CRD Source Wizard page is as shown in Figure 46. At the Collection file name and
path attribute, browse to the file name and path containing the CDR raw data as shown on
Figure 46 below.

Vera ) .
SMART
_~

TEM

CDR Source Wizard

! The call record file must be in place before selecting Next.

Cancel Reset Wizard
Call collection method: Collect From File (Local)

Collection file name and path‘:(C:\program f\les\avaya\dba\lﬂ.248.100.155\11ataill.\rﬂ@i

* denotes = required field
Collect From File (Local) Help

Back Next Cancel Resat Wizard

Figure 46

To ensure that there is a record stored in the CDR directory. The CDR directory is located in
\Home location\avaya\dba\<IP of Elan Call Server>\detaill.img
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The following two windows in Figure 47 and Figure 48 shows the raw CDR data being
collected from the Call Server.

Ve, aﬂ .
SMART
.~ TEM

CDR Source Wizard

Back Cancel Reset Wizard

Please wait while call records are retrieved...

1f polling a remote unit, this process may take a few minutes. If the CDR Source is not yet connected, click Cancel to exit (when ready, return here to validate COR Source configuration).

If no call records are displayed, there may be issues with settings or connectivity. Click the following link for a help page of possible reasons why no calls are displayed.

Ne Calls Help

ke Cancel Reset Wizard

Figure 47

Click on the Next link.

Ve

TEM

CDR Source Wizard

| sack  New  cancl  Restiaas ... |
Raw Call Recorc

Below is a list of 'raw' (unformatted) call records coming from the CDR Source. Check the lines of data under the header row and determine if they look valid, without 'garbage’ characters.

a .
MART
_—~

1f valid, click Next to continue. Otherwise, click Back to return to the call callection method page, change the settings, and return to the test viewers again.

Raw Call Record Viewer Help

Raw call data
123456789a123456789b123456789c123456789d1234567892123456789£1234567899123456789h12345678911234567897123456789k1234567891123456789m12
4 002 00 55546 T018023 07-0&6 09:01:2%8
& 000 000
19
H 004 0D 55546 TO18023 07706 09:01:30 00:00:00.0 A10186139654004
& 000 000
& ooo
4 005 00 55546 TO18023 07-06 09:05:35 1234
& 000 ooo
&

N 006 00 55546  T018023 07-06 09:05:37 00:00:02.0 A10186139654004
& 000 000
19 ooo
&4 007 00 55570  T018023 07-06 09:12:07 1234
& 000 000
&
H 008 00 55570 TO18023 07-06 09:12:10 00:00:06.0 A10186139654004
& 000 ooo
& ooo
A4 009 00 55546  T018023 07-06 09:13:14 1234
19 0oo ooo
A
Back M_ Cancel Reset Wizard

Figure 48
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Figure 49 shows the CDR report from VeraSMART.

Veaﬂ .
SMART
~ .~ TEM

CDR Source Wizard

Back Next Cancel Reset Wizard

Formatted Call Record Viewer

Below is a list of formatted call records. Check under the column headings and determine if they look valid.

If valid, click Next to continue. Otherwise, click Back to return to the call record format page, make another selection, and return to the test viewers again.

Formatted Call Record Viewer Help

Date/time Duration Dialed number Source Destination Account code A

7/6/2010 9:01:30 AM 00:00:00{10186139654004 55546 018023 1234
7/6/2010 9:05:37 AM 00:00:02(10186139654004 55546 018023 1234
7/6/2010 9:12:10 AM 00:00:06(10186139654004 55570 018023 1234
7/6/2010 8:13:17 AM 00:23:50(101861359654004 55546 018023 1234
7/6/2010 8:13:36 AM 00:24:28] 020001 55570

7/6/2010 9:37:23 AM 00:01:08 018023 55546

7/6/2010 9:14:07 AM 00:24:40 018022 55550

7/6/2010 9:38:50 AM 00:05:12 55126 55157

7/6/2010 9:38:15 AM 00:01:48(860022306 55570 020032

7/6/2010 8:40:36 AM 00:00:16 55546 55570

7/6/2010 9:41:56 AM 00:00:28 55126 55550

7/6/2010 9:41:56 AM 00:02:52 55157 55126

7/6/2010 9:40:32 AM 00:15:57(10186139654004 55570 018023

7/6/2010 9:56:26 AM 00:00:02 55570 55546

7/6/2010 8:56:34 AM 00:14:40 55157 55550

Back Next Cancel Reset Wizard

Figure 49

Click on the Finish link as shown in Figure 50 to complete the CDR configuration for
VeraSMART

Finish Reset Wizard

Congratulations! You have successfully performed a basic setup for this CDR Source.
We suggest that you go to these areas of the system for additional configuration.

» Rate Plans - define rating
+ Organization Menu - cenfigure your organization

When rating and organization setup is complete, go to Call Processing Status and enable rating for this COR Source. Until you enable rating, calls are being collected, but not rated.

To exit the wizard, click Finish.

h Reset Wizard

Figure 50
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Return to the Home page of CDR Source, click on the new created CDR Source Name, enable
“Call Collection Status” and “Rating Status” as shown in Figure 51 and Figure 52. Click “Save”
to keep the configuration.

Search for  |Inwventory Iten

Vera , .
SMART
g

TEM

(¥) 5 items selected for display
(=] Filter by:

CDR Source name starting with: Q]

Add COR Source  Show Collection Details

CDR Source name CDR Source Short Setup Area codeflocal Format 2 Date/Time of |ast File Collection
n D name status exchange Fermat number | Callcollection method Processed status
¥ Avava CS 1000 101 AvaD0101 |Partial 585/388 ng;' Cemmunication Server g, g &%‘;ﬁ From File 5/25/2010 2:11:00 PM Disabled
¥ |peLaB 103 DPLO0103 |Complete | 613/965 Tg;‘;' Communication Server oo ﬁ%”;af; From File 7/7/2010 4:15:36 PM Disabled
KlDPLAB s 106 DPLO0106 |Complete | 613/965 ng;' Communication Server |, ﬁ?j”;a% From File 6/7/2010 4:38:56 PM Enabled
X DPLaB? 104 DPLOD104 | Complete | 613/975 ng;' Communication Server | gyg E:L%”;a% Frem File 7/1/2010 11:34:48 AM Disabled
¥ |pPLaB3 105 DPLO010S |Complete | 613/965 Tg;‘;' Communication Server o0 E:L%”:eaf; From File 7/1/2010 2:23:32 PM Disabled

Add CDR Source Show Collection Details

Figure 51

Vega ' . Search for | Inventory Iter|
MART Starting with
_~ X

CDR Source name: DPLAB 5

Call collection status: @ enable © Disable

Rating status: O Disable
Rgsgt Ficlcs

Figure 52

9. Create report on VeraSMART

This section describes the steps to create a VeraSMART report from CDR raw data.
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From the Main window, click on the Reporting Tab > Reporting > Create/Run Reports link
as shown in Figure 53.

MART
- TEM

Configuration

(Create{kun Reports ]

iew Saved Reports

iew Report Log

Figure 53

On the “System Reports” tab, click on the “Call Search Report” as shown in Figure 54 below.

Create/Run Reports

() Filter by:

Report name contains: ﬂ Report group: | hd ﬂ

System report name *

Account Code Detail Report
[Audit Trail Report]

Billing Report]

' Call Search Report I
Call Summary by Branch]

Call Summary by Cost Center
Call Summary by Department

[Zall Summary by Division]
Call Summary by Extension
Call Type Group by Cost Center Report
Call Type Report
Cost Distribution Report]

Figure 54
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Click on the “Advanced Criteria” link to display more criteria for the report as shown in Figure

55S.

Report Name

Report Criteria

Save Criteria As New Report Run Report Reset Fields | Advanced Criter

Repart name: DFLAB - REPORT]
System report name: Call Search Report Help

El Date Criteria

Date range: &) Current Month including Teday v

IC)Fron'|| |T0|

O Previ0u5| |day5 (excludes today)

El call Record Criteria

CDR Source name: All Select COR Source
Extension used: %;
Dialed digits: Ya;

[El Output Methods And Distribution

@Output as HTML report to browser
() Output as HTML report for later viewing in Saved Reports

[Jprinter friendly format

(O Output as HTML report and E-mail link to E-mail addresses selected below
(O Output as HTML repert and E-mail zipped files to E-mail addresses selected below

E-mail addresses:

[CJerinter friendly format
[CJerinter friendly format
Select E-mail Addresses

Figure 55

Provide the “Report Name” as shown in Figure 56.

SIVIANI
—_~ TEM

Eave Criteria As New Report Run Report Reset Fields  Basic Criteria

Report Criteria

Report Name
Report name: (DPLAB - REPORT J
System report name: Call Search Report Help

H Reporting Database

You are currently reporting against the Current database.
Click here to create and restore archives.

Fl Currency criteria

(®) Show all calls with costs converted into system currency: US Dollars (USD)
(O Show only calls with costs in CDR Source currency: | US Dollars (USD) »

Fl Date Criteria

Date range: (8) Current Month including Today v

OFrom| |To|

OPreviou5| ||:Iav5 (excludes today)

Figure 56
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On the “Details to include in Report” tree, select some fields to display in the report such as
Extension Used, Abandoned, Queue Time, Ring Time, and Unanswered as shown in Figure 57.

[Isuppress call detail

Available Fields (Call Details)
CDR Source Name |

Selected Fields (Call Details)

Extension Used A~
Reported Dialed Number —

Call Direction

Cost Center Call Destination

Cost Per Minute Call Type @
DNIS number Trunk

Default Rated Cost @
Dialed Digits Abandoned

Employee Number Queue Time

Personnel =

Ring Time
v (= A—

Il

Special Code

[=] Output Methods And Distribution

@Output as HTML report to browser
() Output as HTML report for later viewing in Sawved Reports

[Cprinter friendly format

() Output as HTML repart and E-mail link to E-mail addresses selected below
() Output as HTML report and E-mail zipped files to E-mail addresses selected below
E-mail addresses:

[CIprinter friendly format
[JPrinter friendly format
Select E-mail Addresses

() Output as ASCII text to specified output file

Header: No header w
Delimiter: Pipe e
Output file name (includes path): @

Save Criteria As New Report Run Report Reset Fields  Basic Criteria

Done

Figure 57

Click on the “Run Report” link to create the report as shown in Figure 58 below.

Save Criteria As New Report | Run Report |[Reset Fields  Basic Criteria

Report Name

Report name: DPLAE - REFORT

System report name: Call Search Report Help

[F] Reporting Database

You are currenthy reporting against the Current database.
Click here to create and restore archives.

[E] Currency criteria

(%) 5how all calls with costs converted into system currency: US Dollars (USD)
(O show only calls with costs in CDR Source currency: | US Dollars (USD) v

=] Date Criteria

Date range: ()| Current Month including Today R

(:)Frorn| |T0| |

© Previ0u5|

|days {excludes today)

Figure 58
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Figure 59 following shows the final CDR report from VeraSMART.

DPLAB - REPORT
Veramark Technologies, Inc. Search Criteria
Page 1 of 1
Start Date/Time = Duration Extension Used Reported Dialed Number Call Destination Call Type Tri

7/1/2010 8:10:05 AM 13:18:10|55570 55550 Internal

7/1/2010 8:10:05 AM 13:18:10|55570 55550 Internal

7/1/2010 8:10:05 AM 13:18:10/55570 55550 Internal

7/1/2010 8:22:40 AM 0:00:06|55546 55570 Internal

7/1/2010 8:22:40 AM 0:00:06|55546 55570 Internal

7/1/2010 8:22:40 AM 0:00:05|55546 55570 Internal

7/1/2010 8:36:39 AM 0:00:34|55546 55570 Internal

7/1/2010 9:02:20 AM 0:07:12|55546 55570 Internal

7/1/2010 9:05:27 AM 0:01:28|55546 55550 Internal

7/1/2010 9:34:50 AM 0:02:14|55570 Incoming 020001
7/1/2010 9:36:00 AM 0:00:36|55546 Incoming 020002
7/1/2010 9:36:46 AM 0:00:04|55546 Incoming 020002
7/1/2010 9:37:22 AM 0:00:24|55546 860-022306 OTTAWAHULL, ON CANADA 020032
7/1/2010 9:37:55 AM 0:00:04|55570 860-022306 OTTAWAHULL, ON CANADA 020032
7/1/2010 9:45:48 AM 0:00:02|55570 860-022306 OTTAWAHULL, ON CANADA 020032
7/1/2010 9:45:01 AM 0:00:04|55570 Incoming 020001
7/1/2010 2:21:01 PM 0:00:25|55550 55126 Internal

7/1/2010 2:22:19 PM 0:02:25|55546 55570 Internal

Figure 59

10. General Test Approach and Test Results

The compliance testing included FTP/SFTP operation to allow the VeraSMART application to
collect raw CDR data output from the CS1000 Call Server via the DBA/Traffic collector tool. The
serviceability test introduced failure scenarios to see if the VeraSMART application can resume CDR
collection after recovery.

10.1. General test approach

The general test approach was to allow the VeraSMART application to manually FTP/SFTP into the
CS1000 Call Server using the credentials that were provided to VeraSMART during the CS1000 Call
Server configuration. Once the VeraSMART collects raw data, the VeraSMART transforms raw data
into call records available for end customers.

10.2. Test Results

All executed test cases passed. VeraSMART successfully collected the CDR records from Avaya
Communication Server 1000 Release 6.0 via an FTP/SFTP connection for all types of calls between
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Avaya Communication Server 1000 SIP Line Release 6.0 and PSTN on both SIP Phone and IP
Phone. For serviceability testing, VeraSMART was able to resume collection of CDR records after
failure recovery including buffered CDR records for calls that were placed during the outages.

The following observation was made during the compliance testing:

e When an user makes a call such as an Abandoned, On-hold, Unanswered or Transfer
call with long ring time, the values of the Abandoned, Queue Time, Ring Time and
Unanswered fields are not recorded into the raw CDR file from the Call Server.
Therefore, the corresponding columns on VeraSMART report always show Zero.

11. Verification Steps

This section includes some steps that can be followed to verify the solution is working.
e Make several SIP calls between Avaya Communication Server 1000 SIP Line Release 6.0
and the PSTN on both SIP phone and IP Phone and verify that call records were stored in
CDR directory.
e VeraSMART was able to FTP/SFTP into Avaya Communication Server 1000 SIP Line
Release 6.0, pull raw data, transfer raw data to VeraSMART, and transform them into
a report.

12. Conclusion

All of the executed test cases have passed and met the objectives outlined in Section 10.1,
with some exceptions outlined in Section 10.2. The outstanding issues are being investigated
by VeraSMART and Avaya design teams. Some of these issues are considered as exceptions.
The VeraSMART eCAS Call Accounting software version 9.1.171.11a is considered
compliant with CS1000 Release 6.0.

13. Additional References

Product documentation for Avaya products may be found at:
http://support.nortel.com/go/main.jsp

[1] Communication Server 1000 SIP Line Fundamental, Release 6.0, Revision 01.08,
February 09, 2010, Document Number NN43001-508

[2] Communication Server 1000 ISDN Primary Rate Interface Installation and
Commissioning, Revision 01.03, August 01, 2007, Document Number NN43001-301
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http://support.nortel.com/go/main.jsp

[3] The CS1000 Data Buffering and Access CDR/Traffic Toolkit

https://devconnect.avaya.com/public/dyn/d dyn.jsp?fn=655

Product information for VeraSMART products can be found at
http://www.veramark.com
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