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Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.5, Avaya Aura® Session Manager Release 6.1, and the Avaya Session
Border Controller for Enterprise 4.0.5, with the AT&T IP Flexible Reach SIP Trunk service
using either AVPN or MIS/PNT transport connections.

Avaya Aura® Session Manager 6.1 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server
1000E 7.5 is a telephony server, and is the point of connection between the enterprise
endpoints and Avaya Aura® Session Manager. Avaya Session Border Controller for Enterprise
4.0.5 is the point of connection between Avaya Aura® Session Manager and the AT&T IP
Flexible Reach service, and is used to not only secure the SIP trunk, but also to make
adjustments to the SIP signaling for interoperability.

The AT&T IP Flexible Reach service is one of several SIP-based Voice over IP (VolP)
services offered to enterprises for a variety of voice communications needs. The AT&T IP
Flexible Reach service allows enterprises in the U.S.A. to place outbound local and long
distance calls, receive inbound Direct Inward Dialing (DID) calls from the PSTN, and place
calls between an enterprise’s sites.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.5 (Avaya CS1000E), Avaya Aura® Session Manager Release 6.1 (Session
Manager), and the Avaya Session Border Controller for Enterprise 4.0.5 (Avaya SBCE), with the
AT&T IP Flexible Reach SIP trunk service for PSTN access.

The AT&T IP Flexible Reach service is one of several SIP-based Voice over IP (VoIP) services
offered to enterprises for a variety of voice communications needs. The AT&T IP Flexible Reach
service allows enterprises in the U.S.A. to place outbound local and long distance calls, receive
inbound Direct Inward Dialing (DID) calls from the PSTN, and place calls between an enterprise’s
sites. The AT&T IP Flexible Reach service utilizes AVPN' or MIS/PNT? transport services.

For more information on the, AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/voice-services/voip/sip-trunking/.

2. General Test Approach and Test Results

The interoperability compliance testing focused on verifying inbound and outbound call flows (see
Section 2.3 for examples) between Avaya CS1000E, Avaya SBCE, and the AT&T IP Flexible
Reach service. The Avaya CS1000E users make calls to and from the PSTN via the AT&T IP
Flexible Reach service.

2.1. Interoperability Compliance Testing

The compliance testing was based on a test plan provided by AT&T. This test plan examines the
functionality required by AT&T for solution certification as supported on the AT&T network. Calls
were made to and from the PSTN across the AT&T network. The following features were tested as
part of this effort:

e SIP trunking of inbound and outbound calls.

o Incoming calls from the PSTN were routed to the DID numbers assigned by the
AT&T IP Flexible Reach service to Avaya CS1000E location. These incoming
PSTN calls arrived via the SIP trunk and were answered by Avaya IP UNIStim
telephones (desk phones and soft phones) and fax machine emulation software
(Ventafax). Proper call disconnect was verified.

o Outgoing calls from the Avaya CS1000E location to the PSTN were routed via
the SIP trunk to the AT&T IP Flexible Reach service. These outgoing PSTN
calls were originated from Avaya [P UNIStim telephones, and fax machine
emulation software (Ventafax). Proper call disconnect was verified.

o Use of G.729A and G.711mu-law codecs were verified.

e Inbound and outbound T.38 Fax, using combinations of Group 3 (G3) and Super G3
(SG3) modes, were verified.

e Avaya CS1000E stations call coverage to Avaya Call Pilot® for message generation and
retrieval (including Message Wait Indicator).

" AVPN uses compressed RTP (cRTP).
> MIS/PNT does not support cRTP.
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e Passing of DTMF events (RFC2833) and DTMF recognition by navigating automated
menus (e.g. Avaya Call Pilot® message selection and retrieval).

e PBX features such as hold, resume, conference and transfer.

e Requests for privacy (i.e., caller anonymity) for Avaya CS1000E outbound calls to the
PSTN, and for inbound calls from the PSTN to Avaya CS1000E, were verified.

e SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both the AT&T
IP Flexible Reach service and Avaya SBCE were able to monitor health using SIP
OPTIONS.

e Inbound calls to Avaya CS1000E station that were call forwarded back to PSTN
destinations, through use of Diversion Header, were verified.

e Proper UDP port ranges for RTP media (16384-32767) were verified.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results. The
following observations were noted during testing:

2.2.1

1.

Known Limitations

To allow the Avaya CS1000E user to transfer a call from PSTN user A to PSTN user B,
before user B has answered the call (unattended transfer), Avaya CS1000E plug-in 501
must be enabled as shown in Section 5.8. While plug-in 501 will allow the Avaya
CS1000E user to complete the transfer operation, user A may not hear ring back tone while
user B is ringing in all cases. PSTN users A and B will have two-way talk path once user B
answers.

G.711 fax is not supported in the reference configuration. T.38 faxing is supported, as is
Group 3 and Super Group 3 fax. Fax speeds up to 14400 bps are supported in the
configuration tested. In addition, Fax Error Correction Mode (ECM) is supported in the
reference configuration.

The AT&T IP Flexible Reach service does not support SIP History-Info headers. However,
the AT&T IP Flexible Reach service requires that SIP Diversion Header be sent for certain
redirected calls (e.g. Call Forward). Session Manager will convert the History Info header
into the Diversion Header by the use of the adaptation “DiversionTypeAdapter” for these
types of calls (see Section 6.3.2). For all other calls, Avaya SBCE will strip off History-
Info headers (see Section 7.4.9).

AT&T sends Invites with the SIP parameter maxptime:30. In response, Avaya CS1000E
will send ptime: 10 for any UNIStim or digital stations. This is a known issue. The AT&T
AVPN transport service specifies the use of ptime:30 for best bandwidth utilization. An
Avaya SBCE script is used to change the maxptime:30 parameter to ptime:30, thereby
making Avaya CS1000E respond with ptime:30 as required (see Section 7.4.9).

. Avaya CS1000E sends several SIP headers that are not used by AT&T. In the interest of

reducing packet overhead, these unnecessary headers are removed. MIME type headers are
removed by Session Manager (see Section 6.3.2), and Avaya SBCE removes other headers
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such as Alert-Info, x-nt-e164-clid, and RFC2833 Telephone Event Type 111 (see Section
7.4.9).

6. 1140E SIP telephones (v4.03.09) were tested, but due to loss of audio issues found during
conference and transfer scenarios, these endpoints are not supported in the reference
configuration. Work Items have been opened with Avaya CS1000E support. In addition,
the 1140E SIP telephones use a hard coded value of 111 for their RFC2833 Telephone
Event Type.

7. Emergency 911/E911 Services Limitations and Restrictions - Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) reviewed in this customer configuration guide will properly operate
with AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is Customer's
responsibility to ensure proper operation with its equipment/software vendor. While AT&T
IP Flexible Reach services support 911/E911 calling capabilities under certain Calling
Plans, there are circumstances when that 911/E911 service may not be available, as stated
in the Service Guide for AT&T IP Flexible Reach found at http://new.serviceguide.att.com.
Such circumstances include, but are not limited to, relocation of the end user's CPE, use of
a non-native or virtual telephone number, failure in the broadband connection, loss of
electrical power, and delays that may occur in updating the Customer's location in the
automatic location information database. Please review the AT&T IP Flexible Reach
Service Guide in detail to understand the limitations and restrictions.
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2.3. Call Flows

To understand how inbound AT&T IP Flexible Reach service calls are handled by the Avaya CPE
environment, three basic call flows are described in this section. However, for brevity, not all
possible call flows are described.

2.3.1 Inbound

The first call scenario illustrated is an inbound AT&T IP Flexible Reach service call that arrives at
Avaya SBCE, to Session Manager, and is subsequently routed to the Avaya CS1000E, which in turn
routes the call to a phone or fax.

A PSTN phone originates a call to an AT&T IP Flexible Reach service number.

The PSTN routes the call to the AT&T IP Flexible Reach service network.

The AT&T IP Flexible Reach service routes the call to Avaya SBCE.

Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP

header modifications, and routes the call to Session Manager.

5. Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines to where the call should be routed next.
In this case, Session Manager routes the call to Avaya CS1000E.

6. Depending on the called number, Avaya CS1000E routes the call to a phone or fax.

=

—={ |IP Flexible Reach

PETH
Phone

Avaya SBCE
4
L J
Avaya 5 Avaya Aurai
Cammunication |-+ Session
Server 1000E Manager

s

Phone

Inbound AT&T IP Flexible Reach Call
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2.3.2 Outbound

The second call scenario illustrated is an outbound call initiated on Avaya CS1000E, routed to
Session Manager and is subsequently sent to the Avaya SBCE for delivery to AT&T IP Flexible
Reach service.

1.

2.
3.

JF; Reviewed:
SPOC 5/24/2012

An Avaya CS1000E phone or fax originates a call to an AT&T IP Flexible Reach service

number for delivery to PSTN.

Avaya CS1000E routes the call to the Session Manager.
Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines to where the call should be routed next.
In this case, Session Manager routes the call to Avaya SBCE.
Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP
header modifications, and routes the call to the AT&T IP Flexible Reach service.

The AT&T IP Flexible Reach service delivers the call to PSTN.

ATET

IP Flexible Reach

Service

B

Avaya SBCE

3

Avaya
Communication
Sarvaer 1000E

L 4

Avaya Aura®
Sassion
Manager

1

Phone

Outbound AT&T IP Flexible Reach Call
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2.3.3 Call Forward Re-direction

The third call scenario illustrated is an inbound AT&T IP Flexible Reach service call that arrives at
Avaya SBCE, to Session Manager, and subsequently Avaya CS1000E. Avaya CS1000E routes the
call to a destination station, however the station has set Call Forwarding to an alternate destination.
Without answering the call, Avaya CS1000E immediately redirects the call back to the AT&T IP
Flexible Reach service for routing to the alternate destination.

Note — In cases where calls are forwarded to an alternate destination such as an N11, NPA-555-
1212, or 8xx numbers, then the AT&T IP Flexible Reach service requires the use of SIP Diversion
Header for the redirected call to complete (see Section 6.3.2).

1. Same as the first call scenario in Section 2.3.1.

2. Because the Avaya CS1000E phone has set Call Forward to another AT&T IP Flexible
Reach service number, Avaya CS1000E initiates a new call back out to Session Manager,
Avaya SBCE, and to the AT&T IP Flexible Reach service network.

3. The AT&T IP Flexible Reach service places a call to the alternate destination and upon
answering; Avaya CS1000E connects the calling party to the target party.

ATAT 9
%—1. 1o 7 1P Flexible Reach 4 s asrnate iﬂ
pir—— Service =
PSTHN 3 Phone
Phone
Phone with
Call Forward
Avaya SBCE
.
1 ! 2
Avaya __:1 Avaya Aurai
Communication Session
Server 1000E 2'-" Manager
Re-directed (e.g. Call Forward) AT&T IP Flexible Reach Call
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2.3.4 Coverage to Voicemail

The call scenario illustrated is an inbound call that is covered to voicemail. In this scenario, the
voicemail system is an Avaya Call Pilot® system connected to Avaya CS1000E.

1. Same as the first call scenario in Section 2.3.1.

2. The called Avaya CS1000E phone does not answer the call, and the call covers to the
phone’s voicemail. Avaya CS1000E forwards the call to Avaya Call Pilot®. Avaya Call
Pilot® answers the call and connects the caller to the called phone’s voice mailbox.

—u= IP Flexible Reach

PSTHN
Phaone

Avaya Call Pilot Avaya-SHCE
24 "
Avaya 1 Avaya Aurain
Communication = Bassion
Server 1000E Manager

i
ks

Agent | Phone

Coverage to Voicemail

2.4. Support
241 Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.4.2 AT&T

AT&T customers may obtain support for the AT&T IP Flexible Reach service by calling (877) 288-
8362.
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3. Reference Configuration

The reference configuration used in these Application Notes is shown in Figure 5 and consists of
several components:

e The Avaya CS1000E system provides the voice communications services for the enterprise
site. The system is comprised of:

o The MG1000E Gateway containing:
= Call Server (CPPM).
* Media Gateway Controller (MGC), which provides Digital Signaling
Processor (DSP) resources.
= Meridian Integration Recorded Announcement (MIRAN) card used for Music
on Hold.
= Avaya Call Pilot® messaging application.
o IBM 306M Consumer Off The Shelf (COTS) server
= Signaling Server
=  SIP Gateway
* Avaya Unified Communications Management (UCM)

Note — Only Avaya CS1000E system provisioning providing SIP trunk functionality is
described in these application notes. For additional Avaya CS1000E system provisioning
documentation, see Section 11.

e Avaya “desk” phones are represented with Avaya 1140E UNIStim IP and Digital M3904
telephones. 2050 UNIStim soft phones were also tested.

e Avaya SBCE provides address translation and SIP header manipulation between the AT&T
IP Flexible Reach service and the enterprise internal network. TCP transport protocol is used
between Avaya SBCE and Session Manager. UDP transport protocol is used between Avaya
SBCE and the AT&T IP Flexible Reach service.

e An existing Avaya Call Pilot® system provides the corporate voice messaging capabilities
in the reference configuration. Note - The provisioning of Avaya Call Pilot® is beyond the
scope of this document (see [11] for more information).

e Outbound calls were originated from a phone or fax provisioned on the Avaya CSI000E
system. SIP signaling is passed from Avaya CS1000E system to Session Manager, and to
Avaya SBCE, before being sent to the AT&T network for termination. Media was sent from
the calling IP phone directly to Avaya SBCE. Legacy devices such as analog fax send their
audio from the MGC to Avaya SBCE. Avaya SBCE then directs the media to the AT&T
network.

e Inbound calls were sent from PSTN/AT&T, through Avaya SBCE to Session Manager, and
on to Avaya CS1000E system. Avaya CS1000E system terminates the calls to the
appropriate phone or fax extensions.
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Note — In the reference configuration TCP (port 5060) is used as the transport protocol between the
Avaya CS1000E, Avaya SBCE, and Session Manager. This was done to facilitate protocol trace

analysis. However, Avaya best practices call for TLS (port 5061) to be used as the transport
protocol where applicable.

UDP transport using port 5060 is required by the AT&T IP Flexible Reach service for the
connection between Avaya SBCE and the AT&T T IP Flexible Reach border element.

ATAT
AVPN or MISIPNT
Transport Network

ATET
IP Flaxible Reach Service

‘l

P s
ATA&T Router @

Public_Side A\raya

gLt Session Border

Controller for
Enterprise

Enterprise Office

Private Side
“Inside™

Avaya Communication Server 1000E
COTS SIP Signaling Server

™ | Avaya
= """ Communication
L e———

Server MG1000E
With Call Pilot

Avaya Avaya
1140E ~3904
Unistim Digital
IP phone Phone

~Analog
Modem

PC with
2050 Soft Phone
(UniStim)
PC with
| Ventafax )

Figure 5: Avaya Interoperability Reference Configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Note - The AT&T IP Flexible Reach service border element IP address shown in this document is
an example. AT&T Customer Care will provide the actual IP addressing as part of the IP Flexible
Reach provisioning process.

Component Ilustrative Value in these
Application Notes
Avaya CS1000E
SIP Signaling Server I[P Address (TLAN) 172.16.6.110
MGC Media (DSP) IP Address (TLAN) 172.16.6.115
Avaya CS1000E extensions 40xx
Avaya Call Pilot®
Call Pilot Application 192.168.67.130
Call Pilot Mailboxes 4xxX
Avaya SBCE

IP Address of “Outside” (Public) Interface
(connected to AT&T Access Router/IP Flexible
Reach Service)

192.168.64.130

IP Address of “Inside” (Private) Interface
(connected to Session Manager)

192.168.67.120

AT&T IP Flexible Reach Service

Border Element IP Address

135.25.29.74

JF; Reviewed:
SPOC 5/24/2012

Table 1: Illustrative Values Used in these Application Notes
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4. Equipment and Software Validated

The following equipment and software were used in the sample configuration.

Equipment/Software

Release/Version

Avaya CS1000E Platform
e MGI000E Media Gateway
e IBM xSeries 306M (COTS) SIP Signaling
server

e (all Pilot

Release 7.5, Version 7.50.17 with
Service Pack Linux 7.50 17 20120314.ntl
and Plug-in 501 Enabled

CP5.0041

Avaya S8800 Server (System Manager)

Avaya Aura® System Manager Release
6.1.0 with SP2 (Build Number 6.1.0.0.7345-
6.1.5.106)

Avaya S8800 Server (Session Manager)

Avaya Aura® Session Manager Release 6.1
SP2 (Load 6.1.2.0.612004)

Avaya Session Border Controller for

Dell R310 Enterprise 4.0.5.Q02
Avaya 1140E Series IP Deskphones (UNIStim) FW 625C8L
Avaya 2050 Soft Phone (UNIStim) 4.03.0081

Avaya M3904 Series Digital Deskphones

Fax device

Ventafax Home Version 6.3.102.288

AT&T IP Flexible Reach Service via AVPN or
MIS/PNT transport service connections.

VNI 21

Table 2: Equipment and Software Used in the Sample Configuration
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5. Configure Avaya CS1000E

This section describes Avaya CS1000E configuration, focusing on the routing of calls to Session
Manager over a SIP trunk. In the sample configuration, Avaya CS1000E Release 7.5 was
deployed with Call Server applications running on a CPPM server platform with MGC, and
utilizing a separate SIP Signaling Server/SIP Gateway.

Avaya Aura® Session Manager Release 6.1 provides all the SIP Proxy Service (SPS) and Network
Connect Services (NCS) functions previously provided by the Network Routing Service (NRS). As
a result, the NRS application is not required to configure a SIP trunk between Avaya CS1000E and
Session Manager Release 6.1. Therefore NRS was not included in the reference configuration.

This section focuses on the SIP Trunking configuration. Although sample screens are illustrated to
document the overall configuration, it is assumed that the basic configuration of the Call Server
and SIP Signaling Server applications has been completed, and that Avaya CS1000E is configured
to support analog, digital, and UNIStim endpoints (although supported by the CS1000E platform,
SIP telephones are not supported in the reference configuration, see Section 2.2.1). For references
on how to administer these functions of Avaya CS1000E, see Section 11

Step 1 - Unless otherwise noted, all Avaya CS1000E provisioning was performed via the Avaya
Unified Communication Management (AUCM) web interface. The AUCM web interface may be
launched directly via https://<ip address> where the relevant <ip address> in the sample
configuration is 172.16.6.111. The following screen shows an abridged log in screen. Log in with
appropriate credentials.

AVAYA

User ID: |

Password: |

Laog In

Change Password

Note — Although not used in the reference configuration, Avaya Aura® System Manager may be
configured as the Primary Security Server for the Avaya Unified Communications Management
application and Avaya CS1000E is registered as a member of the System Manager Security
framework. The Element Manager then may be accessed via System Manager. In this case, access
the web based GUI of Avaya Aura® System Manager by using the URL “http://<ip-
address>/SMGR”, where <ip-address> is the IP address of Avaya Aura® System Manager. Log
in with appropriate credentials. The Avaya Aura® System Manager Home Page will be displayed.
Under the Services category on the right side of the page, click the UCM Services link.
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Whether Avaya CS1000E is accessed directly or via System Manager, the Avaya Unified
Communications Management Elements page will be used for configuration.

Step 2 - Click on the Element Name corresponding to “CS1000” in the Element Type column.
In the abridged screen below, the user would click on the Element Name “EM on cots1”.

AVAYA

~ Metwork
Elements
~ 51000 Services
IPSec
Patches
SNMP Profiles
Secure FTP Token
Software Deployment
~ User Senices
Administrative Users

Avaya Unified Communications Management

Host Name: 172.16.6.111

Software Version: 02.20.0009.01(3993)

User Name admin

Elements

Mew elements are registered into the security framewaerk, or may be added as simple hyperlinks. Click an element name to launch its
management service. You can optionally filter the list by entering a search term.

|[ Search ” Reset]

External Authentication Add._. ] i | | E 8
FPassword Sir
S [ Element Name Element Type « Release Address Description
i (]| EM.on cots1 | CS1000 75 192.12.0.100 New
- element.
Zzlrltftlﬁites 2[] 192.12.0.100 Call Server 75 192.12.0.100 New
element.
e essl 2[] 192.12.0.11 Media Gateway 75 192.12.0.11 New
=~ Tools Controller element.
EZ?: 4[] cotsi.ntlab.com (primary) Linux Base T-5 172.16.6.111 Base 08
element.
5.1. Node and Key IP Addresses
Step 1 - Expand System > IP Network on the left panel and select Nodes: Servers, Media
Cards. The IP Telephony Nodes page is displayed as shown below. Click “<Node id>" in the
Node ID column to view details of the node. In the sample configuration, Node ID “1001” was
used.
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AVAYA CS1000 Element Manager

| UCM Network Services 4 Managing: 192.12.0.100 Username: admin
| fioma System » IP Network » IP Telephony Nodes
ke IP Telephony Nodes
- Virtual Terminals Click the Node 1D to view or editits properties.
+ System
+Alarms
- Maintenance = Print | Refr
+ Core Equipment
- Peripheral Equipment [ MNode 1D ~ Components  Enabled Applications ELAN IP MNode/TLAM IPv4  Node/TLAN IPvE  Status
"PNNGEJ‘:;T;WGFS P— 1 LTPS, Gateway (SIPGwW) - 172.16.6.110 Synchronized
o A il
- Maintenance and Reports Show: Modes [] Compenent servers and cards IPvG address

- Media Gateways

The Node Details screen is displayed with additional details as shown below. Under the Node
Details heading at the top of the screen, make a note of the TLAN Node IPV4 address. In the
sample screen below, the Node IPV4 address is “172.16.6.110”. This IP address will be needed
when configuring Session Manager with a SIP Entity for Avaya CS1000E in Section 6.4.1.

MNode Details (ID: 1001 - LTP S, Gateway ( SIPGw ))
T - e
MNode D *(0-9909) =
Call server IP address: 19212[]1[]0 : TLAM address type: & 1Pvd only
O IPv4 and IPvE
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: _192.12.[].1 1 Mode IPv4 address: ;1?2.15.5. 110
Subnet mask: [255 2652650 | Subnet mask [255.256.255.0 |
b
* Required Value. [ Save ] [ Cancel ]

The following screen shows the Associated Signaling Servers & Cards heading at the bottom of
the screen, simply to document the configuration.

Associated Signaling Servers & Cards

Select to add | Print | Refresh
[ ] Hostname ~ Type Deployed Applications ELAM IP TLAN [Pvd Role
[ cots Signaling_Server LT > Gateway, PD, Presence g5 45 4 49 172.16.6.111 Leader

Fublisher, IP Media Senices
Show:

Mote: Only =erver(s) that are not part of any other IP telephony nods and deployed application(s) that match the service(z) =elected for this node are
available in the servers list .

Step 2 - Expand System - IP Network on the left panel and select Media Gateways. Click on
the IPMG ID (e.g. 000 01).
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AVAYA CS1000 Element Manager

+ UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home System » IP Metwork » Media Gateways

- Links
- Virtual Terminals Media Gateways
I System
+Alarms
- Maintenance
+ Core Equipment Add...

- Peripheral Equipment
- IP Network IPMG IP Address Zone Type

- Modes: Servers, Media Cards
= 000 01 192.12.0.11 1 MGC
-Maintenance and Reports O MGG

- Media Gateways
-Zones

This will open the Property Configuration screen.

Step 3 — Click on the Next button.

AVAYA CS$1000 Element Manager

- UCM Metwork Services | Wanaging: 192.12.0.100 Username: admin
I Home System » P Network » Media Gateways » IPMG 0 1 Property Configuration
- Links
- Virtual Terminals IPMG 0 1 Property Configuration
- System
+Alarms
- Maintenance
+Core Equipment oy
 Peripheral Equipment
- 1P Network ELAN IP address: |192.12.0.11 | =
- Nodes: Servers, Media Cards ' £
- Maintenance and Reports Bandwidth zone number: |1 {0-8000)
- Media Gateways - =
_Zones IPMG type:

- Host and Route Tables
- Metwork Address Translation ELAN passthrough port:|

- QoS Thresholds Faceplate ELAN po
- Personal Directories
- Unicode Mame Directory Backplane ELAN connectio
+Interfaces
- Engineered Values TLAN passthrough port: |
+Emergency Services ;
+ Geographic Redundancy Faceplate TLAN po
+ Software
- Customers
I Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
+ Dialing and Numbering Plans

Backplane TLAMN connection: |

[ Mext ] Cance

This will open the MGC Configuration screen. The Telephony LAN (TLAN) IP Address under
the DSP Daughterboard 1 heading will be the IP Address in the SDP portion of SIP messages, for
calls requiring MGC resources. For example, for a call from an analog or digital telephone to
PSTN, the IP Address in the SDP in the INVITE message that Avaya CS1000E sends to Session
Manager, and on to Avaya SBCE, will be 172.16.6.115 in the sample configuration. Note that
Avaya SBCE will change this IP address to the Avaya SBCE “outside” IP address before sending
the INVITE on to the AT&T IP Flexible Reach service.
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AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- P MNetwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation
- QoS Thresholds
- Fersonal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans

s

£ >

C€S81000 Element Manager

Managing: 192.12.0.100 Username: admin
System » IP Network » Media Gateways » IPMG 0 1 Property Configuration » IPMG 0 1 Media Gateway Controller (MGC) Configuration

IPMG 0 1 Media Gateway Controller (MGC) Configuration

- Media Gateway Controller
Hostname |MGC |«

Embedded LAN (ELAN) IP address [192.12.0.11
Embedded LAN (ELAN) gateway IP address [192.12.0.100
Embedded LAN (ELAN) subnet mask [255 255 255 0
Telephony LAN (TLAN) IP address | 17216.6.116
Telephony LAN (TLAN) gateway IP address :1?2.16.6.1

Telephony LAN (TLAN) subnet mask |255.255 255 0

- DSP Daughterboard 1
Type of the DSP daughterboard | DB9G  + |

Telephony LAN (TLAN) IP address |172.16.6.115

Telephony LAN (TLAN) gateway IP address 172.16.6.1
Telephony LAN (TLAN) IPv6 address [

- Electronic Switched Network.  »

5.2. Virtual D-Channel, Routes and Trunks

Avaya CS1000E Call Server utilizes a virtual D-channel and associated Route and Trunks to
communicate with the Signaling Server.

5.2.1 Virtual D-Channel Configuration

Expand Routes and

Trunks on the left navigation panel and select D-Channels. In the sample

configuration, virtual D-Channel 15 is associated with the Signaling Server.

AVAYA

- UCM Network Services
- Home
- Links
-Virtual Terminals
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Mame Directory
+|nterfaces

CS1000 Element Manager

25 Managing: 192.12.0.100 Username: admin
Routes and Trunks » D-Channels

D-Channels

Maintenance

D-Channel Diganostics (LD 96)

Metwork and Peripheral Equipment (LD 32, Virtual D-Channels)
MSOL Diagnastics (LD 96)

TMCI Diagnostics (LD 96)

D-Channel Expansion Diagnostics (LD 48)

Configuration

Choose a D-Channel Number; | 0 _V_E andtype: |DCH || to Add

%l - Channel: 15 T,{pe: DCH CardType:DCIP  Desciiption: VOGH
+ Geographic Redundancy e . -
+Software - Channel: 20 Type: DCH Card Type: DCIP Description: private
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
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5.2.2 Routes and Trunks Configuration

In addition to configuring a virtual D-channel, a Route and associated Trunks must be configured.
Step 1 - Expand Routes and Trunks on the left navigation panel and expand the Customer
number (e.g. Customer 0). In the example screen that follows, it can be observed that Route 16

has 10 trunks in the sample configuration (Trunk:1 — 10).

- Metwork Address Translation
- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Senvices
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

AVAYA CS1000 Element Manager
- UCM Network Services | Managing: 192.12.0.100 Ussrname: admin
—Home Routes and Trunks » Routes and Trunks
- Links
- Virtual Terminals Routes and Trunks
- System
+Alarms
- Maintenance
+ Core Equipment - Customer: 0 Total routes: 10 Total trunks: 36 Add route
- Peripheral Equipment
_IP Metwork - Route: 16 Type: TIE Description: SIP Add trunk
- Nodes: Servers, Media Cards 3 ;
- Maintenance and Reports +Trunk:1-10 Total trunks: 10
- Wedia Gateways Route: 26 Type: DID Description: MIRAN Edit] [ Add trunk
-Zones b 4 e e
-Hostand Route Tables +Route: 27 Type: MUS Description: MUSIC Add trunk

Step 2 — Click on Trunk:1-10 to display each trunk channel.

-Trunk:1-10 Total trunks: 10

- Route: 16 Type: TIE Description: SIFP Edit E:I trunk

- Trunk: 1 TH: 09610200 Description: SIP Edit Multi - Del

- Trunk: 2 TH: 08610201 Description: SIP

- Trunk: 3 TM: 096 10202 Description: SIP

- Trunk: 4 TH: 096102 03 Description: SIP

-Trunk: 5 TH: 096 102 04 Description: SIP

- Trunk: & TH: 09610205 Description: SIP

- Trunk: 7 TM: 096 102 06 Description: SIP

- Trunk: 8 TH: 096 102 07 Description: SIP

-Trunk: 9 TH: 09610208 Description: SIP

- Trunk: 10 TH: 089610208 Description: SIP
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Step 3 — Click on the Edit button for Trunk: 1. In the reference configuration, Trunk 1 uses
Channel 16. Therefore, each subsequent trunk will use channel 16+(n-1), where n is the trunk
number. For example, Trunk 9 will use channel 24.

Customer 0, Route 16, Trunk 1 Property Configuration

- Basic Configuration %
Auto increment member number:

Trunk data block:
Terminal number:
Designator field for trunk: | SIP
Extended trunk:
Member number: |1
Level 3 Signaling: v
Card density:

Start arrangement Incoming ;| Immediate (MM}
Start arrangement Qutgoing: | Immediate (1MW)

Trunk group access restriction: |0

Channel ID for this trunk: | 16 |

Class of Senvice:

Step 4 — Going back to the screen shown in Step 1, select the Edit button next to Route 16 to
verify the configuration, as shown below. Verify “SIP (SIP)” has been selected for Protocol ID
for the route (PCID) field and the Node ID of signaling server of this route (NODE) matches
the node shown in Section 5.1. As can be observed in the Incoming and outgoing trunk (ICOG)
parameter, incoming and outgoing calls are allowed. The Access code for the trunk route
(ACOD) will in general not be dialed, but the number that appears in this field may be observed on
Avaya CS1000E display phones if an incoming call on the trunk is anonymous or marked for
privacy. The Zone for codec selection and bandwidth management (ZONE) parameter can be
used to associate the route with a zone for configuration of the audio codec preferences sent via the
Session Description Protocol (SDP) in SIP messaging.
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AVAYA

- UCM Network Services
- Home
- Links
-Virual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Metwork Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces =
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Netwaork

A

.

C81000 Element Manager

Managing: 192.12.0.400 Username: admin
Routez and Trunks » Routes and Trunks » Customer 0, Route 16 Property Configuration

Customer 0, Route 16 Property Configuration

- Basic Configuration
Route data block (RDB) (TYFE) : , : |

Customernumber(CUST}:;" |

Route number(ROUT}:im |

Designator field fortrunk(DES}:;;SIP J

Trunk type (TKTP) : | |

Incoming and outgoing trunk {(ICOG) : E’Incomi-ng ancl-l-d-l_i't'gi]ing [IAO-}“-;]

| Access code for the trunk route (ACOD) ‘|

Trunk type M311P (M311F} :
The route is for a virtual trunk route (VTRK]) :

- Zone for codec selection and bandwidth [ | (0-8000)

management (ZONE}:5.'.'-.|EH}D5
-Mode ID of signaling server of this route [ i
muone) - 1001 _ _.! (0-9998)
- Protocol 1D for the route (PCID) : SIP (SIP) v% |
- Print correlation 1D in CODR for the route 0
(CRID}:

Step 5 - Scrolling down,

other parameters may be observed. The D channel number (DCH) field

must match the D-Channel number shown in Section 5.2.1.

AVAYA

CS51000 Element Manager

- UCM Network Services £ Integrated services digital network option (ISDN)
-Home : E
- Links - el —YJ
- Virtual Terminals
- System —
+Alarms )
- Maintenance
+ Core Equipment
- Peripheral Equipment - Metwork calling name allowed (NCMA)
'_PNNOQJ‘;"SO:';QNQFSI ks i - Network call redirection (NCRD)
- Maintenance and Reports --Trunk route optimization (TRO}: []
g e - Recognition of DTI2 ABCD FALT signal for ISL
=Zuiies FaLTy: O
-Host and Route Tables " S
- Network Address Translation - Channel type fCHT‘r’}Z! nel (BCH) _V_!
- Q03 Thresholds = i i i o
B Call type for outgoing direct dialed 'I}I(I:E#;t}e |_Unkn0wn Call type (UKWN) _:|
" |_ngrr]f|:2§: FEREEEg -Insert ESN access code (INAC)H: []
-Engineered Values - Integrated service access route (1S4R): []
+Emergency Services 3 :
+ Geographic Redundancy - Display of access prefix on CLID (DAPC): []
+Software - Mobile extension route (MBXR}: []
- Customers 5 2 : = -
© Fotilos aaud Tranks - Mobile extension outgoing type (MBXOT) :| Mational number (NPA) :|
-Routes and Trunks - Mobile extension timer (MBXT) : |0 | (0 - 8000 milliseconds)
- D-Channels = = o
- Digital Trunk Interface Calling number dialing plan (CNDF} :! Unknown (LKW v!
- Dialing and Numbering Plans [E—— =
- Electronic Switched Network
A% | B
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Step 6 - Scrolling down, open Basic Route Options and verify that the DCNO number specified
(e.g. 1), matches the Digit Conversion Tree Number specified in Section 5.5.

- Basic Route Options
Attendant announcement (ATAN) : | Mo Attendant Announcement. (M) v

Billing number required (BILM)

Call detail recording (CDR) :

Morth American toll scheme (MATL)

Contrals ar timers (CMTL)

Conventional (Tie trunk anly) (CHYT):

b3

A OoO0OEOO

Incaming DID digit conversion on this route (IDC) :

-Day IDC tree number (DCMNO)

-t

(0-254

- Might IDC tree number (NOMO) :

-k

(0-254)
- Display external dialed digits (DEXT) :
MFC feature options (MFC_FEAT) :
+ Network Options
+ General Options

OO

+ Advanced Configurations

5.3. SIP Trunk to Session Manager

Step 1 - Expand System - IP Network - Nodes: Servers, Media Cards.

Step 2 - Select Node ID 1001 as shown in Step 2 of Section 5.1 to edit configuration settings for
the configured node.

Step 3 - Using the scroll bar on the right side of the screen, navigate to the Applications section
on the screen and select the Gateway (SIPGw) link to view or edit the SIP Gateway configuration.

Managing: 192.12.0.100 Username: admin
System » IP Network » [P Telephony Nodes » Nede Details
Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
fodlBwdy IF dUUIgss. 3£ 1£. 401 MUUE IFve dUUregss. £ 139114 | A
Subnetmask [265.265.255.0 |- Subnetmask: [265.255.255.0
IP Telephony Node Properties Applications (click to edit configuration)
# Voice Gateway (VGW! and Codecs ¢ SIP Line
s Quality of Service (QoS) . i 1 S PS)
e LAN » | Gateway (SIPGw)
» SHNTF e FPersonal Direciornes (PO}
s MNumbering Zones s Presence Publisher
o MCDN Aternative Routing Treatment (MALT) Causes e |P Media Semvices P
* Required Value. [ Save ] [ Cancel ]
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Step 4 - On the Node ID: 1001 - Virtual Trunk Gateway Configuration Details page, enter the
following values and use default values for remaining fields.

e SIP domain name: Enter the appropriate SIP domain for the customer
network. In the sample configuration, “cotsl.ntlab.com” was used in the reference
configuration.

e Local SIP port: Enter “5060”

e Gateway endpoint name: Enter descriptive name

e Application node ID: Enter “<Node id>". In the sample configuration, Node

“1001” was used matching the node shown in Section 5.1.

The values defined for the sample configuration are shown below.

Node ID: 1001 - Virtual Trunk Gateway Configuration Details

General | SIF Gateway Seftings | SIP Gateway Senvices

Wirk gateway application: Enahle gateway service on this node

General Virtual Trunk Hetwork Health Monitor

Virk gateway application: | SIP Gateway (SIPGw) v [[] Manitor IP addresses (listed below)

Information will be captured for the IP addresses listed

SIP domain name: |cots1.ntlab.com =
: helow

Local SIP port: iSUEU | *(1-65535) || Monitor IP:

Gateway endpoint namea: 'SS_'1.[][j1' Monitor addresses:

Gateway password: _'
Application node 1D: {1001 (0-9999

Enable failsafe NRS: []

w

Note: Changes made on thiz page will NOT be [ Save l [Cancel ]

AT ¥l transmitted until the Node is also saved.

Step 5 - Scroll down to the section: SIP Gateway Settings = Proxy or Redirect Server

Under Proxy Server Route 1, enter the following and use default values for remaining fields.
e  Primary TLAN IP address: Enter the IP address of the Session Manager SIP
signaling interface. Inthe sample configuration, “192.168.67.210” was used.
e Port: Enter “5060”
e Transport protocol: Select “TCP”
Note - The Secondary TLAN IP address was not used.
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Proxy Or Redirect Server:
Proxy Server Route 1:

Primary TLAN IP address: [192.168.67.210
_=!e- h'— ac.'.'rss-ﬂ_"- ca-r!- -E-a-:& either [Pv4 or IPvE format based on the value of "TLAN

address type
Port: [5060 1 ¢1-86s535

Transport protocal: _' TCP w

Options: [] Support registration
[] Primary CDS proxy

IPw4 or IPvE format based on the value of "TLAN

Port 5060 | 1 -ess3s

Transport protocol: _TCF' ~ |

Step 6 - Scroll down and repeat these steps for the Proxy Server Route 2 (not shown).

Step 7 - Scroll down to the SIP URI Map section. The values defined for the sample
configuration are shown below. Avaya CS1000E will put the “string” entered in the SIP URI

Map in the “phone-context=<string>" parameter in SIP headers such as the P-Asserted-Identity.

the value is configured to blank, the Avaya CS1000E will omit the “phone-context=""in the SIP
header altogether.

If

SIP URI Map:
Public E.164 domain names Frivate domain names

Mational: UDP:
Subscriber; CDP: f.cdp.udp
Special number, - Special number;

Unknown: | Vacant number:

Unknown:

Step 8 - Scroll to the bottom of the page and click Save (not shown) to save SIP Gateway
configuration settings. This will return the interface to the Node Details screen.

Step 9 - Click Save on the Node Details screen (not shown).

Step 10 - Select Transfer Now on the Node Saved page as shown below.
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AVAYA CS1000 Element Manager

» Managing: 192.12.0.100 Username: admin

- UCM Network Services
System » [P Network » |P Telephony Nodes » Nede Saved

- Home
ke Node Saved
=Virtual Terminals
- System
+Alarms
-Maintenance
+ Core Equipment The new configuration must also be transferred to associated servers and media cards.
- Peripheral Equipment
- P Metwork
~Nodes: Servers. Media Cards [ Transfer Now...
- Maintenance and Repors
- WMedia Gateways [

-Zones
—Hnet and Bante Tahle

Mode 1D: 1001 has been saved on the call server.

]You will be given an option to select individual servers, or transfer to all.

Show Modes ]‘f’ou may initiate a transfer manually at a later time.

Once the transfer is complete, the Synchronize Configuration Files (Node ID <id>) page is
displayed.

Managing: 192.12.0.100 Username: admin
Syztem » IP Network » P Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001>)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart® of applications on affected server(s) when complete.

- at Print | Refresh

[] Hostname Type Applications Synchronization Status
LTPS, Gateway, PD,
[] cots1 Signaling_Server Fresence Fublisher, Syncrequired

IP Media Services
* Application restart is only required for initial vstem configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and
H323 Gateway =ettings, network connectivity related parameters like porte and IP address, enabling or dizabling services, or adding or removing application

SEMVErE.

Step 11 - Enter ¥/ associated with the appropriate Hostname (e.g. cots1) and click Start Sync.

The Synchronization Status field will update from Sync required, to Sync in progress, to
Synchronized as shown below

Managing: 192.12.0.100 Username: admin
System » IP Network » IP Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001>)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart® of applications on affected server(s) when complete.

- Print | Refresh

[1 Hostname Type Applications Synchronization Status
LTP3, Gateway, PD,
[] cots1 Signaling_Server Fresence Publisher, Synchronized

IP Media Services
* Application restart is only required for initial system configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and
H323 Gateway =ettings, network connectivity related parameters like portz and IP address, enabling or dizabling 2ervices, or adding or removing application
SErvers.

Step 12 - After synchronization completes, click on the Refresh button in the right hand corner,
enter ¥| associated with the appropriate Hostname (e.g. cotsl), and click Restart Applications.
NOTE - When the applications restart, the phones will also reset.
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Managing: 192,120,100 Username: admin
System » IP Network » P Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001:)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart” of applications on affected server(s) when complete.

[ Start Sync ] [ Cancel ][ Restart Applications ] Print | Refresh
Hostname Type Applicaticns Synchronization Status

LTFE, Gateway, FD,
cots Signaling_Server Fresence Publisher, Synchronized

IP Media Services
= Application restart iz only required for initial 2yetem configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and

H323 Gateway settings, network connectivity related parameters like ports and IP address, enabling or dizabling services, or adding or removing application
BEMVErS.

5.4. Routing of Outbound Dialed Numbers to Session Manager

This section provides the configuration of the routing used in the reference configuration for
routing calls over the SIP Trunk between Avaya CS1000E and Session Manager for calls destined
for the AT&T IP Flexible Reach service. The routing defined in this section is simply an example
and not intended to be prescriptive. The example will focus on the configuration enabling a Avaya
CS1000E telephone user to dial 9-1-732-xxx-xxxx to reach a PSTN telephone. Other routing
policies may be appropriate for different customer networks.

5.4.1 Route List Block

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Seclect Route List Block (RLB) on the Electronic Switched
Network (ESN) page as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services | WManaging: 192.12.0.100 Username: admin
- Home Dialing and Mumbering Plans » Electronic Switched Network (ESN
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms

- Maintenance
+ Core Equipment
- Peripheral Equipment

- Customer 00
- Network Control & Services

+ P Metwoark - Metwork Control Parameters (MCTL)
+Interfaces & ESN Al:l:t-::ss dees and Parameters (ESM)
- Engineered Values - Digit Manipulation Block (DGT)

+ Emergency Senvices 5 Hnme.&rea Code (HNP.{\}-

+ Geographic Redundancy - Flexible QLID Mampulatm_n Block (CMDB)

+ Software - Free Callm_g Area Screening (FCAS)

e 5 ning (FSMN3)
RUSmf'me::iT ‘ - Route List Block (RLB)
- Routes a runks = i sion (ITGE)

e - Metwork Attendant Services (NAS)
-D-Channels

- Digital Trunk Interface - Coordinated Dialing Plan (CDP)
- Dialing and Numbering Plans = Ll_Jcal Steerin_g Code (LSC)
- Electronic Switched Network - Distant Steering Code (DSC)
- Flexible Code Restriction - Trunk Steering Code (TSC)
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 118

SPOC 5/24/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSMSBCEIPFR



The Route List Blocks screen is displayed.

Step 2 - Enter an available route list index number in the Please enter a route list index field and
click to Add, or edit an existing entry by clicking the corresponding Edit button. In the sample
configuration, route list block index 15 is used.

AVAYA C$1000 Element Manager
- UCM Network Services | Managing: 192.42.0.400 Username: admin
-~ Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Network Control & Services » Route List Blocks
- Links
- Virtual Terminals Route List Blocks
- System
+Alarms

- Maintenance
+Core Equipment
- Peripheral Equipment

Please enter a route list index | | {0-1999y |_toAdd

+IP Network + Route List Block Index - 10
+Interfaces
- Engineered Values f Route List Block Index — 15 |
+Emergency Senvices
+Geographic Redundancy + Route List Block Index — 16
+ Software
- Customers + Route List Block Index - 17 .-Edit
- Routes and Trunks
- Routes and Trunks + Route List Block Index — 18
- D-Channels
- Digital Trunk Interface + Route List Block Index — 19
- Dialing and Numbering Plans
- Electronic Switched MNetwark + Route List Block Index — 20

- Flexible Code Restriction

The Route List Block screen will open.

Step 3 - If adding a new route list index , scroll down to the Options area of the screen. If editing
an existing route list block index, select the Edit button next to the appropriate Data Entry Index
as shown below (e.g. 0).

AVAYA CS1000 Element Manager
- UCM Network Services i Managing: 192.12.0.100 Usernams: admin
- Home Dialing and Mumbering Plans » Electronic Switched Network (ESN} » Custemer 00 » Network Con
 mile Block
- Virtual Terminals -
- System Route List Block
+ Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment General Properties
+IF Metwaork
+Interfaces Mumber of Alternate Routing Atternpts: |5 | (1-10y
- Engineered Values 2 '
+ Emergency Services Initial Set: ‘I [(D-84}
+ Geographic Redundancy . }
+ Software Set Minimum Facility Restriction Level : |1
- Customers -
~ Honites and TEks Cverlap Length: |0 | {o-24y
- Routes and Trunks Extended Local Calls:
- D-Channels
- Digital Trunk Interface Route List Index: |
- Dialing and Numbering Plans i
- Electronic Switched Network B
- Flexible Code Restriction Flease choose the | Data Entry Index 2+ || to Add
- Incoming Digit Translation —
- Phones ?
_Templates + Data Entry Index — 0 |
- Reports
i + Data Entry Index — 1
R
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The Data Entry of a Route List Block screen will open.

Step 4 — Scroll down to Digit Manipulation Index and select 15 (see Section 5.4.2).

Step 5 - Scroll down to the Options section and select a “<Route id>" in the Route Number drop
down menu. In the sample configuration route number 16 was used. Default values may be
retained for remaining fields as shown below.

General Properties
Entry Mumber for the Route List:

Indexes

Time of Day Schedule: [0 “

Facility Restriction Level: |0 (0-T3

|Digitru1anipulatinnIndex: 15 |» |

[}

2L D-Channel Down Digit Manipulation Index: (0-1839)

4

Free Calling Area Screening Index;

4

Free Special Mumber Screening Index:

Business Metwork Extension Route:

':'l:lr:-r:-

Incoming CLID Table: (0-07
Options

Local Termination entry:

= |

Route Mumber:

Skip Conventional Signaling:

Use Tone Detectaor:

10 0

Cnnwarcinn tn ] Mkl

Step 6 - Click Submit (not shown) to save the Route List Block definitions.

In the reference configuration Route list block 15 uses Digit Manipulation 15 to keep the called
number unchanged (see below), and Route 16 to send calls to Session Manager.

5.4.2 Digit Manipulation Block
The Digit Manipulation Block (DGT) is used to modify the outbound called digit string.

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Select Digit Manipulation Block (DGT) as shown below.
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AVAYA CS1000 Element Manager

- UCH Hetwork Services | Managing: 192.12.0.100 Username: admin
—Home Dialing and Mumbering Plans » Electronic Switched Network (ESN
- Links
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms

- Maintenance
+ Core Equipment
- Peripheral Equipment

- Customer 00
- Network Control 8 Services

+|P Metwork - Metwork Control Parameters (NCTL)
+Interfaces =l _ : eters (ESM)
- Engineered Values - Digit Manipulation Block (DGT)
+ Emergency Senvices RSO Lol O ) ’
+ Geographic Redundancy - Flexible CLID Manipulation Block (CMDB)
+ Software - Free Calliljg Area Screening ;FCAS}

_ Customers - Free Special Mumber Screening (FSMNS)

- Route List Block (RLEB)
- Incoming Trunk Group Exclusion (ITGE)
- Metwork Attendant Services (MAS)

- Coordinated Dialing Plan (CDP)

- Routes and Trunks
- Routes and Trunks
-[D-Channels
- Digital Trunk Interface

- Dialing and Mumbering Plans = LI;u::aI Steerin.g Code (LSC)
- Electronic Switched Network - Distant Steering Code (DSC)
- Flexible Code Restriction - Trunk Steering Code (TSC)

Step 2 — Add a new Digit Manipulation Block if required. In the reference configuration Digit
Manipulation Block 15 was used. Click on Edit.

Managing: 192.42.0.100 Username: admin
Dialing and Numbering Plans » Electronic Switched Network (ESN} » Customer 00 » Metwork Control & Services » Digit Manipulation Block List

Digit Manipulation Block List

Please choose the | Digit Manipuiation Block Index3 [ to Add |

+ Digit Manipulation Block Index — 1

+ Digit Manipulation Block Index - 2

+ Digit Manipulation Block Index - 15

+ Digit Manipulation Block Index — 16

+ Digit Manipulation Block Index — 17

+ Digit Manipulation Block Index — 18

+ Digit Manipulation Block Index -- 19

+ Digit Manipulation Block Index -- 20

+ Digit Manipulation Block Index — 30
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Step 3 — Set Number of leading digits to be deleted to 0 (zero). Set Call Type to be used by the
manipulation digits to Call type will not be changed (NCHG).

Digit Manipulation Block

Digit Manipulation Index numbers:
Mumber of leading digits to be deleted: |0 (0-19)
Insert:

IP Special Number: []
Call Type to be used by the manipulated digits : | Call type will not be changed (NWCHG) w

[ Subrmit ] [ Refresh ] [ Delete ] [ Cancel

Step 4 — Click on Submit.
5.4.3 NARS Access Code
This section defines the access code for off-net dialing (e.g. calls to PSTN).

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network.

Step 2 - Select ESN Access Codes and Parameters (ESN). Although not repeated below, the
option can be seen on the screenshot shown in Section 5.4.1, Step 1.

Step 3 - In the NARS/BARS Access Code 1 field, enter the number the user will dial before the
target PSTN number. Inthe sample configuration, the single digit “9” was used.

Step 4 - Click on Submit (not shown).

ESN Access Codes and Basic Parameters

General Properties

MARS/BARS Access Code 1 9

NARS Access Code 2: |
MARS/BARS Dial Tone after dialing AC1 or AC2 access codes:

E E

Expensive Route Warning Tone:

- Expensive Route Delay Time: |

=1
=

[(0-10)

Coordinated Dialing Flan feature for this customer:

| &

- Maximum number of Steering Codes:

anah
=}

{1-84000)
- Mumber of digits in COP DN (D3C + DM or LSC + DN} ' (3-10)

Routing Controls:

@ =

Check for Trunk Group Access Restrictions:
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5.4.4 Numbering Plan Area Codes

This section defines the various Numbering Plan Area Code (NPA) used to access PSTN (e.g.
1732).

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Scroll down and select Numbering Plan Area Code (NPA)
under the appropriate access code heading. In the sample configuration, this is Access Code 1, as
shown below.

AVAYA CS1000 Element Manager
e

- Peripheral Equipment A - Free Calling Area Screening (FCAS)

+ P Metwark - Free Special Mumber Screening (FSMNS)
+Interfaces - Route List Block (RLB)
- Engineered Values - Incoming Trunk Group Exclusion (ITGE)
+ Emergency Semnvices - MNetwork Attendant Services (MNAS)
+ Software - Coordinated Dialing Plan {CDP)
- Customers - Local Steering Code (LSC)
- Routes and Trunks - Distant Steering Code (DSC)
- Routes and Trunks - Trunk Steering Code (TSC)
- D-Channels - Humbering Plan (NET)

- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
- Incoming Digit Translation

- Phones

T b,

- Access Code 1

- Home Location Code (HLOC)

- Location Code (LOC)

- Mumbering Plan Area Code (MPA)

- Exchange (Central Office) Code (M)
- Special Number (SPN)

Step 2 - Add a new NPA by entering it in the Please enter an area code box and click to Add or
click Edit to view or change an NPA that has been previously configured. In the screen below, it
can be observed that various dial strings such as 1732, 1800 and 1908 are configured.

Numbering Plan Area Code List

Please enter an area code ]

+ Humbering Plan Area Code - 1712
+ Humbering Plan Area Code .. 1732
+ Humbering Plan Area Code -- 1200

+ Numbering Plan Area Code - 1908

Step 3 - In the screen below, the entry for “1732” is displayed. In the Route List Index field,
“15” is selected to use the route list associated with the SIP trunk to Session Manager (as defined
in Section 5.4.1, Step 2). Default parameters may be retained for other parameters. Repeat this
procedure for the dial strings associated with other numbering plan area codes that should route to
the SIP trunk to Session Manager.
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Numbering Plan Area Code

General Properties

Mumbering Plan Area code translation:

Foute List Index: | 15 »

Incaming Trunk group Exclusion Index | »

5.4.5 Other Special Numbers to Route to Session Manager

In the testing associated with these Application Notes, non-emergency service numbers such as
nl1, and 011 international calls were also routed to Session Manager and ultimately to the AT&T
IP Flexible Reach service. Although not intended to be prescriptive, one approach to such routing
is summarized in this section.

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network.

Step 2 - Scroll down and select Special Number (SPN) under the appropriate Access Code
heading (e.g. 1 as shown in Section 5.4.3, Step 3).

Step 3 - Add a new number by entering it in the Please enter a Special Number box and click to
Add or click Edit to view or change a special number that has been previously configured. In the
screen below, it can be observed that various dial strings such as 0, 011, and x11 calls are listed.

AVAYA CS1000 Element Manager
- UCM Network Services i _ .
- Home Special Number List
- Links
- Virtual Terminals _ _
E Sisltem Please enter a Special Number | ||_1o Add
+Alarms
- Maintenance : .
+ Core Equipment + Special Number -0
- Peripheral Equiprment
+IP Network + Special Number — 011
+Interfaces
- Engineered Values + Special Humber -- 411

+ Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
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Step 4 — To modify an entry click on “Edit”. In each case, Route list index “15” has been selected
in the same manner as shown for the NPAs in the prior section.

Special Number (011)

General Properties

Route listindex: | 15 |«

Incoming trunk group exclusion index: |

Step 4 - Click on Submit (not shown).

5.4.6 Summary
In summary, to have Avaya CS1000E route a PSTN call for 1732xxxxxxx via SIP trunk to Session
Manager:

e Routes & Trunks (Section 5.2.2)
o Customer 0
o Route 16 = SIP trunk
e Route List Block (Section 5.4.1)
o Data0
= Route=16
* Digit Manipulation = 15
¢ Digit Manipulation Block 15 (Section 5.4.2)
o Delete=0
o Type=NCHG
e ESN Access Codes and Parameters (ESN) (Section 5.4.3)
o NARS/BARS Access Code 1 =9
e Numbering Plan Area Code NPA (Section 5.4.4)
o 1732xxxxxxx
o Route list Index =15
o Digit Manipulation Block 15
* Delete=0
= Type=NCHG

5.5. Routing of Inbound Numbers to Avaya CS1000E

Calls from PSTN will dial AT&T IP Flexible Reach DID numbers to reach stations on Avaya
CS1000E. These DID numbers are converted to the associated extensions by the Avaya CS1000E
Incoming Digit Translation (IDT) table.

Step 1 — Navigate to Dialing and Numbering Plans - Incoming Digit Translation
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Step 2 — Select the appropriate Customer ID (00 in the reference configuration) and click on Edit
IDC.

- UCM Network Services | Managing: 192.42.0.400 Username: admin
- Home Dialing and Mumbering Plans » Incoming Digit Translation
- Links
- Virtual Terminals Incoming Digit Translation
- System
+Alarms

- Maintenance
+ Core Equipment - Customer: 00
- Peripheral Equipment
+ P Metwork
+ nterfaces
- Engineered Values
+ Emergency Senvices
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

Step 3 — From the listed Digit Conversion Trees, select either New DCNO or edit DCNO. In the
reference configuration, Digit Conversion Tree Number: 1 was selected. Note that the Digit
Conversion Tree Number selected must also be defined in the Routes and Trunks provisioning
shown in Section 5.2.2, Step 6.

- UCM Network Services & Managing: 192.42.0.100 Uszername; admin
- Home Dialing and Numbering Plans » Incoming Digit Translation » Customer 00
- Links
- Vitual Terminals Customer 00 Incoming Digit Conversion Property
- System
+Alarms
- Maintenance
+ Core Equipment - Digit Conversion Tree Humber; 0 Mew DCMNO
- Peripheral Equipment = 7 -
+IP MNetwork - Digit Conversion Tree Number: 1 Edit DCMNO
. E;Zrlfr?:srse — - Digit Conversion Tree Number: 2 New DCNO
T EIROURG) - N - Digit Conversion Tree Number: 3 New DCNO
+ Geographic Redundancy
+ Software - Digit Conversion Tree Number: 4 New DCNO
- Customers

- Routes and Trunks
- Routes and Trunks
- D-Channels [ Refrash ] [ Cancel ]
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched MNetwork
- Flexible Code Restriction
- Incoming Digit Translation

Step 4 — The IDC Tree form will open. Click on the Add button. In the Incoming Digits field,
enter an AT&T IP Flexible Reach DID (e.g. 7325554383). In the Converted Digits field, enter the
associated Avaya CS1000E extension (e.g. 4094). Click on Save.
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Add Incoming Digits

Incoming Digits: ?325554333 -
Converted digits: -4DB4| 1a (0 - 99599998)

Force storage or removal of data: []

In case of wn&x between the new and existing Incoming Digits, force storage or
removal may result in loss of portions of the tree.

[ Save ” Cancel]

Step 5 — Repeat Step 4 for all associated AT&T IP Flexible Reach DIDs and extensions.

Note — This method should not be used to redirect DIDs for PSTN access to the Call Pilot access
extension. The procedures described in Section 7.2.9 cover this scenario.

5.6. Zones

Zone configuration can be used to control codec selection and for bandwidth management.

Step 1 - Expand System = IP Network and select Zones as shown below.

Managing: 192.12.0.100 Username: admin
System » IP Network » Zones

Zones

Zones are used to group related information for either bandwidth or dial plan numbering purposes.

Bandwidth Zones
Bandwidth zones are used for alternate routing of calls between IP stations and also for bandwidth management.

Numbering Zones
Mumbering zones are used to route calls through a centralized call server.

Step 2 - Select Bandwidth Zones. In the sample lab configuration, two zones are configured as
shown below. In production environments, it is likely that more zones will be required.

Step 3 - Select the zone associated with the virtual trunk to Session Manager (e.g. item 2, zone 5)
and click Edit as shown below.

Bandwidth Zones

[ Add. H Edit l [Impurt...] [ Export ] [Maintenance... Refresh
Intrazone Intrazone Interzone Interzone S i
ZONE 4 Bandwidth oy Bandaidi Shraleqy Resource Type Zone Intent Description
1@ 3 10000 BQ 10000 BB SHARED MO FPHOMES
2@®5 100000 BQ 100000 BB SHARED VTRK VTRK
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Step 4 - In the resultant screen shown below, select Zone Basic Property and Bandwidth
Management.

Edit Bandwidth Zone

|Eone Basic Property and Bandwidth Management

Adaptive Metwork Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Froperty

Media Services Zone Properties

The following screen shows the Zone S configuration. Note that the Interzone Strategy (access
to the AT&T network) is set for “Best Bandwidth (BB)”. This is so that codec G.729A 1is
preferred over codec G.711mu-law for calls with the AT&T IP Flexible Reach service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZONE): | [ g
Intrazone Bandwidth (INTRA_BW): E'II}I}DEH} | (0-10000000)

Intrazone Strategy (INTRA_STGY): | Best Quality 80) v

Interzone Bandwidth (NTER_BW): 100000 | (o- 10000000

Interzone Strategy (INTER_STGY): | Best Bandwidth (BB) v |
Resource Type (RES_TYPE}: | Shared (SHARED) v |

Fone Intent (ZBRN); VTRE (VTRE) v‘_
Description (ZDES): 'VTRK

[ Submit ] [ Refresh ] [ Cancel ]

5.7. Codec Parameters.

The following section describes how to set codec preferences as well as setting Packet Interval
(PTIME) values. Note that the Avaya CS1000E always specifies G.711mu-law regardless of the
additional selected codes. Codecs are defined in the Media Gateway (for analog and digital
phones) and in the IP Telephony Node for IP (e.g. UNIStim) phones.

5.7.1 Media Gateway Codec Configuration

Step 1 - Expand System = IP Network on the left panel and select Media Gateways. Select the
appropriate media gateway (e.g. 000 01 as shown in Section 5.1, Step 2).
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Step 2 -, The Property Configuration screen will open as shown in Section 5.1, Step 3. Click on
“Next”.

Step 3 - Scroll down and click on VGW and IP phone codec profile.

Hostname |DEBE1
- DSP Daughterboard 2
Type of the DSP daughterboard | MCODB 5
Telephony LAN (TLAN) IP address
Telephony LAN (TLAN) gateway IP address 172.16.6.1
Telephony LAN (TLAN) IPvE address
Telephony LAN (TLAN) subnet mask 255.255.255.0

Hostname

+WGW and IP phone codec profile
+ QoS
+ Media Based CLID

Step 4 - The VGW and IP phone codec profile section will expand. Scroll down, click on and
expand the Codec G711 field. Note that the “Select” box is checked by default. Set the Voice
payload size (PTIME) to 30.

-Codec GV Select
Codec name G711
Voice payload size f a0 ¥ (msiframe )
Voice playout (jitter buffer) nominal delay EIZI ¥
Madifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay 12EI v

Madifications may cause changes to dependent settings

VAD []

Step 5 — Scroll down , click on and expand the Codec G727A field. Check the selection box and
set the Voice payload size (PTIME) to 30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it must also be enabled in Section 5.7.2.
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-Codec G729A Salect
Codec name G7294

Voice payload size | 30 v'_ L)

Voice playout (jitter buffer) nominal delay ' GO |
Madifications may cause changes to dependent settings

Voice playout (jitter buffer) maximum delay |1 20 v1.

Madifications may cause changes to dependent settings

VAD []

Step 6 — Scroll down and click on Codec T.38 FAX. Note that T.38 is enabled by default.

-Codec T38FAX Select
Codec name T38 FAX

Step 7 — If changes are made to any of these settings, click on Save (not shown).

Step 8 — A dialog box will open. Click on Ok.

Message from webpage

‘? %
\._"J/ Click. on [10K] to save the IPME configuration.

I ok |[ Cancel ]

Step 9 —Select © next to the Media Gateway ID (e.g. 000 01), and click on the Reboot button.
The Media Gateway will reboot and deploy the new configuration.

- UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home System » IP Network » Media Gateways
~ Links
- Virtual Terminals Media Gateways
- System
+Alarms
- Maintenance
o Equipment [Add..) [ Digital Trunking.. || [ Reboot || [ Delete | [ virtual Terminal | [more Actions v Refresh
- Peripheral Equipment
_IP Network IPMG IP Address Zone Type
- Modes: Servers, Media Cards ® 000 01 192.12.0.11 1 MGG

- Maintenance and Reports

- Media Gateways
-Zones

5.7.2 IP Telephony Node Codec Configuration

Step 1 — As shown in Section 5.1, Step 1 expand System - IP Network, sclect Node, Server,
Media Cards, and select IP Telephony Node Id “1001”.
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Step 2 — Scroll down the upper half of the form and under the IP Telephony Node Properties
heading, select Voice Gateway (VGW) and Codecs (not shown). The following screen shows the
General parameters used in the sample configuration.

- Syatem
u General | Valoe Codecs | Fax
S Aloirs General | Voloe Codecs | Fax
= Maintenance Ganeral
+ Care Equiprnent

 Peripheral Equipment Echo cancaliation: [#] Use canceller, with tail delay: (128 »

= IF Matwork [#] Dynamic atienuation

- Nodes: Servers Media Cards

- laintenance and Reports Vaice activity detection threshold; |-17

- Madia Galawars R T v amr oot mER

- Fones Idie noise lavel: |55 327 - +327 DB

- Host and Route Taoles .

i Signaling options; [#] OTMF tane detection

- Matwark Addrass Translalion d . “

- Q45 Thresholds ] Low Iztency miode

=Ll R %] Remaove DTMF delay (sguelch DTHF fram TOM to IF)

- Unicode Mamea Directary :| ! yiEa :
+ Interfaces [#] MogemiFax pazs-through

- Engineered Values [#] ¥.21 Faxtona datection

+ Emargancy Senices o
+ Boftware [ R fador calculation

Step 2 - Use the scroll bar on the right to find the area with heading Voice Codecs. Set the Voice
payload size to 30. Note that Codec G.711 is enabled by default.

Voice Codecs
Codec GT11: Enabled (required)

Voice payload size: | 30 % | (miliseconds per frame)

Voice playout (jitter buffer) delay: ;'EU v: _' 120 v‘_ (milizeconds
N-ominall Maxim"urﬁ
Maximum delay may be automatically adjusted based on nominal
settings.
[] Woice Activity Detection (VAD)

Step 3 — Scroll down to the G729 codec and check the selection box. Set the Voice payload size to
30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it must also be enabled in Section 5.7.1.

Codec G729 Enabled
Yoice payload size: .3[] V-. (milizeconds per frams)

Waoice playout (jitter buffer) delay: EU 'v' 12[]v (milizeconds
Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Step 4 - Scrolling further down, note that T.38 fax is enabled by default. Verify the Maximum
Rate is set to 14400.
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Fax
Codec name: T.38 FAX

Maximum rate: | 14400 | (kp=

Fax TCF method; |2 »

Fax playout nominal delay: [100 {0 - 300 milizeconds

FAX no activity timeout: |20 (10 - 32000 miliseconds

FPacketsize: |30 % | (bps

Step S — Click on Save and then follow Steps 8 through 12 in Section 5.3 to save the
configuration.

5.8. Enabling Plug-Ins for Call Transfer Scenarios

Plug-ins allow specific Avaya CS1000E software feature behaviors to be changed. In the testing
associated with these Application Notes, plug-in 501 was required for successful completion of
Unattended Transfer calls (see Section 2.2.1).

Step 1 - To view or enable a plug-in, from the left navigation menu, expand System = Software,
and select Plug-ins (not shown). In the right side screen, a list of available plug-ins will be
displayed along with the associated MPLR Number and Status. Use the scroll bar on the right to
scroll down so that Plug-in “501” is displayed as shown in the screen below.

Step 2 - If the Status is “Disabled”, select the check-box next to Number 501 and click the Enable
button.

Note - Enabling plug-in 501 will allow the user to complete the transfer while the call is in a
ringing state, but no audible ring back tone will be heard after the transfer is completed.

AVAYA CS1000 Element Manager
- UCM Network Services i
- Home 2 R
: Aninternal error has occured! Severity:Major
- Links
- Virtual Terminals Print |
- System e 5
+Alarms [[] Humbers Description MPLR Mumber Status
-~ Maintenance a6 D 293 FLAILUN REJEL 1D Lol LLDo REWUED D WA NU LALLINGD MPLR12290 Disabled
B by EluhrlﬂEIER treatment wternal transfer th h application if
- Peripheral Equipment ‘Mo busy treatment on external transfer through application i : - :
Wi a7 [ 224 OUT_T306 >0 MPLR24676 Disabled
- Modes: Servers, Media Cards gg[] 225 PIPKG 179, Taurus, elektronic look, Mail and CallPilot softkeys MPLR22389 Disabled
i :“::'c'ﬂ;egz’t‘gi:}:‘sd Reports g9 [] 226 PLAGLID should display mare than 10 digits WMPLR15783 Disabled
= Il
- Zones ag [] 228 PI: TTY 0 on CPU card (8/1/N} causes cursorto go up on VDU MPLRO7613 Disabled
-Host and Route Tables g1[] 230 Pl Unplugged telset disables after midnight routines. MPLR11700 Disabled
- Metwork Address Translation : ; : :
Fl: BRI 64K data not possible over DTI2. With mix of spans (both .
N PQSFSSOTE;?SDTJ;TJHSS g2 ] 231 DTl and DTI2) THIS is not supported. il i
s 2 Pl QSIG GF: Mo diverting and originally called number in DLIZ2 . .
+|;ﬂl:|:‘.rljf|accosse Name Directory g3[] 232 APDU an calls from MCDN TRO-BA. MPLR24273 Disabled
e s g4[] 233 MW (High Valtage) Support for CLASS setwith CLS LPA MPLR16506 Disabled
+ Emergency Services a5[] 235 Restrict Hands-free functionality for all IP set types. MPLRZ29100 Disabled
jg;;jr:rzh'c Fecndacy 95 [] 500 NO DESCRIPTION MPLR21979 Disabled
_ Call Server PEPs o7 [] 501 Enables bI|nFI fransferta a SIF endpoint even if SIF UPDATE is not WELR20070 Enabled
- Loadware PEPs supported by the far end
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5.9. Customer Information

In the reference configuration, specific calling number information is required based on the
destination of the call. For Calls to the AT&T IP Flexible Reach service, AT&T assigned DIDs are
required.

5.9.1 Calling Number Provisioning for calls to the AT&T IP Flexible Reach
Service

The AT&T IP Flexible Reach service expects to see service assigned DID (Direct Inward Dialing)

numbers in the SIP origination headers (e.g. From and PAI). In the reference configuration these

were 10 digit numbers associated with the local NPA (Note — For security, sample numbers are

shown in this document).

Step 1 - Select Customers from the left navigation menu, click on the appropriate Customer
Number (e.g. 00)

AVAYA CS$1000 Element Manager

- UCM Network Services fe Managing: 192.12.0.100 Username: admin
- Home Customers

- Links
- Virtual Terminals Customers
- System
+Alarms
- Maintenance
+ Core Equipment Add...

- Peripheral Equipment
+IP MNetwork Customer Mumber 4 Total Routes Total Trunks

+Interfaces 10 36
- Engineered Values

+ Emergency Senvices
+ Geographic Redundancy
+ Software

- Customers

Step 2 — The Customer Details screen will open. Select ISDN and ESN Networking.

Customer Details

Basic Configuration
Application Module Link
Attendant

Call Detail Recarding

Call Party Mame Display
Call Redirection
Centralized Attendant Service
Controlled Class of Service
Features

Feature Packages

Flexible Feature Codes
Intercept Treatments

120N and ESK MNetwaorking
Listed Directory Mumbers

Media Sernvices Praperties

Mohile Service Directory Mumbers
Multi-Party Cperations

Might Service
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The ISDN and ESN Networking screen will open. As a reference, the following screen shows the

General Properties used in the reference configuration.

General Properties

Flexikile orhbiting prevention timer: 14 v

Country cnde:: . (D - 9999)

Mational access code: |

International access code: |

Integrated services digital network:

Microsoft converged office dialing plan: Private u:ii.e_l.l.i.r}g pién vﬂ_

Flexible trunk o trunk connection option: 5 Connections restricted v"

Code for processing the called number

Options: [] Transfer onringing of supenvised external trunks
Connection of supenvised external frunks

Metwork option: [] Coordinated dialing plan routing

Step 3 - Scroll down from General Properties to the Calling Line Identification section and note

the value in the Size parameter (e.g. 256).

Step 4 - Click the Calling Line Identification Entries link.

Integrated services digital network:

Calling Line Identification

Size: | 266 {0 - 4000}

Country code: |1 (0 - 9999)

| Calling Line Identification Entries |

Microsoft converged office dialing plan: | Private dialing plan

Information for incomingfoutgoing calls: | Mo manipulation is done

Code displayed as part of calling number

W

The Calling Line Identification Entries page will open.
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Step S — In the Search for CLID section, enter “0” (zero) in the Start range field and in the End
range field enter one less than the Size value from Step 3 above (e.g. enter 255). Click on Search.

AVAYA CS1000 Element Manager
- UCM Hetwork Services - Managing: 192.12.0.100 Username: admin
- Home Custemers » Customer 00 » Customer Details » |SOM and ESN Networking » Calling Line Identification Entries
- Links - - - - -
- Virtual Terminals Calling Line Identification Entries
- System
+Alarms Search for CLID
- Maintenance —
+ Core Equipment Start range ;|0
- Peripheral Equipment -
+ P Metwark End range :|255
+Interfaces i e s s
- Engineered Values Sy et flois gircty
+Emergency Senvices
+ Geographic Redundancy
Software
£ Calling Line Identification Entries
- Customers
- Routes and Trunks
- Routes and Trunks Add...
-D-Channels

This will display all defined Call Ids. For example, CLID 0 will use 732-555-4097

Calling Line Identification Entries

Search for CLID
Startrange : |

End range

Calling Line Identification Entries

[ Add_ ] | Delete ] Refresh

: o A o] cy F
[ ] Entrylda  Mational Code  Local Code Home location code  Local steering code  Use DN as DID Bl ireili —

Code
100 732 5554007 NO
P 732 5554098 NO
3] 2 732 5554383 NO
A | 732 5554384 NO
5[] 4 732 5554385 NO
6] 5 732 5554386 NO

Click on any Entry ID to view or change further details (e.g. Entry ID 5).

Note that the Use DN as DID is set to NO. This means that the local extension will not be used for
the calling number.
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Managing: 192.12.0.100 U=sername: admin
Customers » Customer 00 » Customer Detailz » 1ISON and ESN Networking » Calling Ling Identification Entries » Edit Calling Line ldentification 5

Edit Calling Line Identification 5

General Properties

National Code: [732 | (0. sessss)

Code for national home number

Local Code: I5554386 : 11-12 digits)
Code for home local number or listed DN
Local Steering Code: | | 117 digits)
UseDNasDID:[NO  +|

Emergency Services Access

Emergency Local Code: | 11-12 digits)
Code for home local number during Emergency calls

Home national number for emergency senices

Emergency Options: [] access calls

Append the originating directary number far
EMergency senvices access calls

Calling Party Name Display
Roman characters:

CPMD Mame: !Groucho Marx

first narme, last name

Expected Length: 24

Display Format; :.First name, Lastname v

Call IDs are then associated with specific telephone directory numbers (DNs) assigned to stations.
See Section 5.10.

5.9.1.1 Summary

In summary, to have Avaya CS1000E insert the AT&T DID in the origination headers for calls to
AT&T via the SIP trunk to Session Manager:

o Customers = 00 (Section 5.9.1)
= ISDN & ESN Networking
o Calling Line Identification Entries
» CLID Search

= Start=1
= End=255
» EntryID5

= National code = 732

= Local code - 5554386

= Use DN as DID =NO
o Phones (Section 5.10.1)
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= DN 4094 (select TN)
= KeyO0
= CLID=5

5.10. Avaya CS1000E Stations

This section is not intended to be prescriptive, but simply illustrates a sampling of a telephone
station defined in the sample configuration.

5.10.1 Example IP UNIStim Phone DN 4094,

The following screen shows basic information for an IP UNIStim phone in the reference
configuration.

Step 1 — Select Phones from the menu. The Search For Phones screen will open.

Step 2 - Select Criteria = Prime DN and enter a DN in the value field (e.g. 4094). Click on
Search.

Step 3 — Click on the TN value (e.g. 096 0 01 03). The Phone Details form will open. Note that
the telephone type is an 1140 and that it is defined in Zone 3. A call between this telephone and
another telephone in Zone 3 will use a “best quality” strategy (see Section 5.6) and therefore can
use G.711mu-law. If this same telephone calls out to the PSTN via the SIP trunk, the call would
use a “best bandwidth” strategy, and the call would use G.729A.

AVAVA CS1000 Element Manager
— UCM Network Services ~| Phone Details
- Home

- Links
- Virtual Terminals

- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Metwork
+ Interfaces General Properties | Features | Keys | UserFields Custom View: | All ¥
- Engineered Values =
+Emergency Senvices
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks

System: EM on cots
Fhone Type: 1140
Sync Status: TRN

General Properties

-D-Channels

- Digital Trunk Interface Customer Number: *
- Dialing and Numbering Plans s

- Electronic Switched Network Terminal Number: |

- Flexible Code Restriction

- Incoming Digit Translation Designation: fNUL | * (1.6 characters
- Phones ! :

-Templates Zone: |3 | %

- Reports : '

- Views

= isks

- Properties Key Expansion Modules: [0+

- Migration — =
-Tools | C

510.1.1 Features

Scroll further down the Phone Details form and locate the Features section of the form. In this
section, various Avaya CS1000E telephone features are defined. All of the features described
below are found by scrolling through this section.
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Features
Feature Description Value:
Ea)
AAA Automatic Answer Back Denied
AACE Application Acquire Request
ABDA CDR on Abandoned Calls Denied
ADAY Alternate Redirection by Day Option
b

5.10.1.1.1 Requesting Privacy

One means to have a Avaya CS1000E station request privacy (e.g. Privacy: id header in SIP
INVITE) for an outbound call, is to set CLBA Calling Party Privacy to “Allowed” via the Phone
Features in Element Manager as shown below.

CEIA Feature _all Forwara oy 2all wpeDescription Denied value: s
CFXA Call Forward External Allowed v
CLBA Calling Party Privacy v
CLRO Calling Number Restriction Override Denied
CLS Trunk/Call Type Access Restriction Unrestricted w "

Note - Another means to have the Avaya CS1000E request privacy (i.e., Privacy: id in SIP
INVITE) for an outbound call is to set DDGA Present/Restrict Calling Number to “Denied” (not
shown).

5.10.1.1.2 Call coverage to Call Pilot

Step 1 — Set the FDN (Flexible Call Forward No Ans DN) feature to the Call Pilot access
extension (e.g. 2080).

Step 2 — Set the FNA (Call Forward No Answer) feature to Allowed.

Step 3 — Set the Hunt (Hunt DN - All Calls, or Internal Calls for CFTA) feature to the Call Pilot
access extension (e.g. 2080).

Note - The phone Key MWK (Message Waiting) is also required (see Section 5.10.1.2.3 below).

5.10.1.2 Keys

Scroll further down the Phone Details form and locate the Keys section of the form. Phone key
positions (buttons) are defined in this section.
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5.10.1.2.1 Key 0 - Single Call Appearance
This key defines the first call appearance on the telephone.

Note — The CLID Entry (Numeric or D) field is where the CLID defined in Section 5.9 is
associated with this station. In the reference configuration, telephone station 4094 was assigned
CLID 5 and therefore will use 7325554386 as its calling number.

Keys
Key Mo. Key Type Key Value
SCR - Single Call Ringing v - ‘2
0 Directory Number 4094 -
Multiple Appearance Redirection Prime(MARF)
First Name LastMName Display Format | Language
Groucho Marx First, Last » ||| Roman

£

CLID Entry (MumericorD) |2
AMIE Entry

5.10.1.2.2 Key 2 — Message Waiting Indicator
This defines the MWI lamp.

MIK - Message Waiting Indication b

5.10.1.2.3 Key 16 - Message Waiting
This key defines the extension Avaya CS1000E will dial to reach the messaging system.

WMWH - Message Waiting s
16 Message Center DM 2080

ClMultiple Appearance Redirection Prime(MARP)

5.10.1.2.4 Key 19 - Forward All Calls

This key defines an alternate destination to redirect inbound calls to this station.

CFW - Forward All Calls v
19 Redirection DN Length 16

Redirection DM Q17325552903

D

5.10.2 Analog Fax Line

The following screen shows basic information for an analog port in the configuration that may be
used with a fax machine. The port is configured as Directory Number 2779. No special Features
or Keys were defined.
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Phone Details

System: EM on cots1
Fhone Type: 2500
Sync Status: TRM

General Properties | Features | Single Line Features | User Fields Custom View: | All v

General Properties

Customer Number: *
Terminal Mumber:

Designation: |ANALOG | * (1.5 characters)

Directory Number: _2?79 |- Q

CLID entry: |

5.11. Changing RFC2833 DTMF Telephone Event Type

Avaya CS1000E uses RFC2833 DTMF Telephone Event type 101. The AT&T IP Flexible Reach
service uses 100. While having asymmetric telephone event types is permitted, this may cause
issues in some call scenarios. If an issue occurs, Avaya CS1000E value may be changed to 100 as
follows:

Step 1 — From a Avaya CS1000E console connection (e.g. serial interface), press the ctrl key and
enter “pdt”. The system will return:

PDT login on /tyCo/0
Username:

Step 2 — Enter the appropriate login. The system will respond with:
Password:
Step 3 — Enter the appropriate password. The system will respond as follows:

The software and data stored on this system are the property
of, or licensed to, Avaya Inc. and are lawfully available
only to authorized users for approved purposes. Unauthorized
access to any software or data on this system is strictly
prohibited and punishable under appropriate laws. If you are
not an authorized user then logout immediately. This system
may be monitored for operational purposes at any time.

pdt>
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Step 4 — At the pdt> prompt enter “setRFC2833PT 100~
pdt> setRFC2833PT 100

The system will respond with the pdt> prompt.
pdt>

Avaya CS1000E will now use RFC2833 DTMF telephone event type 100.

NOTE - If Avaya CS1000E is rebooted, this command will be cleared and the system will use
telephone event 101 again. This command must be re-entered.

5.12. Configuration Backup

Expand Tools - Backup and Restore on the left navigation panel and select Call Server. Select
Backup and click Submit to save configuration changes as shown below.

[= Syslem ¥
+ Alarms =
-Maintenance
+ Core Equipmeant
- Peripheral Equipment Call Server Backup
+IP Metwork
+Interfaces
=Engineered Values
+Emergency Senices
+ Software

- Customers
= Routes and Trunks
-Routes and Trunks
- D-Channels
= Digital Trunk Interface
- Dialing and Humbering Plans
= Electronic Switched Metwork
- Flexible Code Restriction
= Incoming Digit Translation
- Phones
- Tamplatas
= Reporis
- Views
- Lists
- Froperies
- Migratizn
- Tools
- Backup and Restore
- Call Senser

Acl:iun|E|acku|:l w [Submit ] [ Cancel ]

The backup process may take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp to "Aarfoptinonelicsfsicf2ibackupisingle”
Database backup Completel

TEMUZ07

Backup process to local Removable Media Device ended successfully.

The configuration of Avaya CS1000E is complete.
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6. Configure Avaya Aura® Session Manager Release 6.1

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between the two. For more information, consult the
references in Section 12.

This section provides the procedures for configuring Session Manager to receive calls from and
route calls to the SIP trunk between Avaya CS1000E and Session Manager, and the SIP trunk
between Session Manager and the Avaya Aura® SBC.

The following administration activities will be described:

e Define SIP Domain

e Define Locations for Avaya CS1000E and for the SBC

e Configure the Adaptation Modules that will be associated with the SIP Entities for Avaya
CS1000E and the SBC

e Define SIP Entities corresponding to Avaya CS1000E and Avaya SBCE

e Define Entity Links describing the SIP trunk between Avaya CS1000E and Session
Manager, and the SIP Trunk between Session Manager and Avaya SBCE.

e Define Routing Policies associated with Avaya CS1000E and Avaya SBCE.

e Define Dial Patterns, which govern which routing policy will be selected for call routing.

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® System
Manager, using the URL “http://<ip-address>/SMGR”, where <ip-address> is the IP address of
Avaya Aura® System Manager. Log in with the appropriate credentials.

In the Log On screen (not shown), enter appropriate User ID and Password and press the Log On
button. Once logged in, a Release 6.1 Home screen like the following is displayed. From the
Home screen below, under the Elements heading in the center, select Routing.
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Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and
assign roles to users

Subscribers
Manage users and shared
resources associated with
CS51000, including LDAP/file
import and export

Synchronize and Import
Synchronize users with the
enterprise directory, import
users from file

UCM Roles

Manage UCM Roles, assign
roles to users

User Management
Manage users, shared user
resources and provision
users

Application Management
Manage applications and
application certificates

Communication Manager
Manage Communication
Manager objects

Conferencing
Conferencing

Inventory
Manage, discover, and
navigate to elements, update
element software

Messaging
Manage Messaging System
objects

Presence
Presence

Routing
MNetwork Routing Policy

Session Manager
Session Manager Element
Manager

SIP AS 8.1
SIP AS 8.1

Backup and Restore
Backup and restore System
Manager database

Configurations
Manage system wide
configurations

Events
Manage alarms,view and
harvest logs

Licenses
View and configure licenses

Replication
Track data replication
nodes, repair replication
nodes

Scheduler
Schedule, track, cancel,
update and delete jobs

Security
Manage Security Certificates

Templates
Manage Templates for
Communication Manager and
Messaging System objects

UCM Services
Manage UCM applications
and navigation such as
CS1000 deployment,
patching, ISSS and SNMP

The screen shown below shows the various sub-headings of the left navigation menu that will be
referenced in this section.

6.1.

SIP Domain

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Step 1 - Select Domains from the left navigation menu. In the reference configuration domain
“cots].ntlab.com” was defined.

Step 2 - Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name Enter the enterprise SIP Domain Name. Inthe sample screen below,
“cotsl.ntlab.com” is shown.
e Type Verify “SIP” is selected.
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e Notes Add a brief description. [Optional]

AVA A Avaya Au ra® System Ma nager 6 1 Help | About | Change Password | Log off]
admin
Routing * Home
Routing il Home / Elements / Routing / Domains - Domain Management
Domains Help ?
Locations Domain Management

Adaptations
SIP Entities

Entity Links 1 Item Refresh Filter: Enable
n Name Type Default Notes
Time Ranges = (= | {R=
. . *|cots1.ntlab.com | CS1K
Routing Policies
Dial Patterns
BegulaiiEApresin: * Input Required

Defaults

Step 3 - Click Commit to save.

Note - Multiple SIP Domains may be defined if required.

6.2. Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be defined in a broad scope (e.g. 192.168.10.x for all devices on a particular
subnet), or individual devices (e.g. 192.168.10.10 for a devices’ IP address). In the reference
configuration, Avaya CS1000E, and Avaya SBCE were each defined as individual Locations.

6.2.1 Location for Avaya CS1000E

Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description. [Optional]

Step 2 - In the Location Pattern section, click Add and enter the following values.
e [P Address Pattern Enter the IP Address or IP Address pattern used to identify
Avaya CS1000E location (e.g. 172.16.6.110).
e Notes Add a brief description. [Optional]

Step 3 - Click Commit to save.

The screen below shows the top portion of the screen for the Location defined for Avaya
CS1000E.
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AVAYA

Avaya Aura® System Ma nager 6.1 Help | About | Change Password | Log off

admin

Routing *| Home

'l Home / Elements / Routing / Locations - Location Details

Routing
Domains Help ?
Locations Location Details
Adaptations
STP Entities e
Entity Links * Name: |CS1K
Time Ranges Notes:
Routing Policies
DiabBattctne Overall Managed Bandwidth
Regular Expressions .
Defaults Managed Bandwidth Units: | Kbit/sec ¥
Total Bandwidth: ]
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Band:r_gjé;lti(;rr:;;a; '1000| Kbit/Sec
Maximum Multimedia Band:r_gjg;lti(;rr:gl:ar- 1000| Kbit/Sec
Minimum Multimedia Bandwidth: 64 Kbit/Sec
* Default Audio Bandwidth: g0 '_kbit,‘s"ec v
Location Pattern
1 Item Refresh Filter: Enable
l I IP Address Pattern I MNotes
O -lrziesiin ] i
Select : All, None
* Input Required
6.2.2 Location for the Avaya Session Border Controller
Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the location.
e Notes: Add a brief description. [Optional]
Step 2 - In the Location Pattern section, click Add and enter the following values.
e IP Address Pattern Enter the IP Address or IP Address pattern used to
identify the Avaya SBCE location (e.g. 192.168.67.120).
e Notes Add a brief description. [Optional]
Step 3 - Click Commit to save.
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AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Ma nager 6.1 Help | About | Change Password | Log off

admin
. x
Routing Home

'l Home / Elements / Routing / Locations - Location Details

Help ?

Location Details

General

* Name: SBCE

Notes:

Overall Managed Bandwidth

Managed Bandwidth Units: |Kbit/sec v
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra .
~Location): 1000| Kbit/Sec

Maximum Multimedia Bandwidth (Inter .
~Location): 1000| Kbit/Sec

Minimum Multimedia Bandwidth: 64| Kbit/Sec

* Default Audio Bandwidth: 80| Kbit/sec

Location Pattern

1 Item Refresh Filter: Enable
[ 1P Address Pattern Notes

[0 */192.168.67.120

Select : All, None

* Input Required

6.3. Configure Adaptations

Session Manager can be configured to use an Adaptation Module designed for Avaya CS1000E to
convert SIP headers in messages sent by Avaya Communication Server to the format used by other
Avaya products and endpoints. In the reference configuration the following adaptations was used.

e DiversionTypeAdapter — This adaptation is used to convert History-Info headers sent by
Avaya CS1000E in certain outbound calls to AT&T (which are not supported by the AT&T
IP Flexible Reach service), to Diversion Headers. This is required for call scenarios such as
Call Forwarding.

e (CS1000Adapter — This adaptation is used to provide translation between Avaya CS1000E
generated History-Info headers into formats used by other Avaya products and endpoints.

¢ DigitConversionAdapter — This adaptation is used to modify digit strings in the Request-
URI. Note that the adaptation functionality is included in all other adaptations.
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In addition, Module parameters odstd (to modify destination domain or IP addressing), osred (to
modify source domain or IP addressing, MIME=no (to remove unnecessary Avaya CS1000E SIP
headers), and fromto=true (to modify the From and To headers) are specified.

6.3.1 Adaptation for Avaya CS1000E Entity

Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g., “CS1000”)
e Module Name: Select “CS1000Adapter” from drop-down menu (or add an
adapter with name “CS1000Adapter” if not previously defined)
e Module Parameter: Enter fromto=true (Note — this parameter is set so that
destination user information is copied from the R-URI into the To header for inbound
calls to Call Pilot).

General
* Adaptation name: CS1K %
Module name: |C51000Adapter Eur
Module parameter: |[fromto=true
Egress URI Parameters:

MNotes:

Step 2 — In the Digit Conversion for Outgoing Calls from SM section, click Add to
configure entries for calls from AT&T.

Note that incoming AT&T calls to Avaya CS1000E stations have the inbound NDIS digits
converted to their associated local extensions in the Avaya CS1000E Incoming Digit
Translation table (e.g., AT&T DNIS 7325554383 is converted to local extension 4095, see
Section 5.5), so those digit conversions are not needed here.

However, for direct PSTN/AT&T access to the integrated Call Pilot messaging system, the
fromto=true Module Parameter needs to be applied to insert the Call Pilot local access
extension (2090) into the To header.

The text below and the screen example that follows explain how to use Session Manager to
convert between inbound AT&T IP Flexible Reach DNIS numbers and the Avaya CS1000E
Call Pilot extension (2090).

e Matching Pattern Enter AT&T IP Flexible Reach DIDs (e.g. 7325554384).

e Min Enter minimum number of digits (e.g. 10)
e Max Enter maximum number of digits (e.g. 10)
e Phone Context Leave blank.
¢ Delete Digits Enter “10”, to remove the AT&T DID digits.
e Insert Digits Enter the Call Pilot extension (e.g. 2090).
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e Address to modify Select “both”.

Repeat for any addition PSTN/AT&T direct access to Call Pilot.

Step 3 - Click Commit.

Digit Conversion for Outgoing Calls from SM
Remove
] _ ) _ Filter: Enable
2 3 Phone Delete S Address to

|:| Matching Pattern | Min . Max Context Digits - Insert Digits . A J Notes

|:| *#|3145555386 *110 =10 110 2090 both w Call Pilot

[0 *lazas *|q L 4 2090 both | |Call Pilat

|:| “ 7325554384 =10 =40 =10 2090 bath b Call Pilot
£ *
Select : All, None

Note — Avaya CS1000E is used to convert local extensions to AT&T DIDs for outbound calls (see
Section 5.9.1). Therefore no entries are required in the Digit Conversion for Incoming Calls to
SM section of this form (calls to AT&T from Avaya CS1000E).

6.3.2 Adaptation for the Avaya CS1000E to Avaya SBCE Entity

The message body of an INVITE message sent from the Avaya CS1000E will contain a MIME
Multipart message body containing the SDP information expected by AT&T, but also containing
“x-nt-mcdn-frag-hex” and “x-nt-epid-frag-hex” application parts that are not processed by AT&T.
On the production circuit used for testing, AT&T was able to properly parse the Multipart MIME
message body, and outgoing calls from Avaya CS1000E to AT&T could be completed
successfully without the configuration in this section. Nevertheless, since AT&T has no use for
this information, the Module Parameter MIME=no was used in the reference configuration to
remove these headers. In addition, the DiversionTypeAdapter will convert History-Info headers
to Diversion headers, which are required by the AT&T IP Flexible Reach service for Call Forward

scenarios. Note that the Avaya SBCE is used to remove and/or alter additional Avaya CS1000E
SIP headers (see Section 7.4.9).

Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module
e Module Name: Select “DiversionTypeAdapter” from drop-down menu (or add
an adapter with name “DiversionTypeAdapter” if not previously defined)
e Module Parameter: Enter the following three parameters separated by spaces.
o Enter “odstd=<IP address of the AT&T IP Flexible Reach border element >”
(e.g. odstd=135.25.29.74).
o Enter “osrcd=< IP address of the public interface of the Avaya SBCE >” (e.g.
osrcd=192.168.64.130).
o Enter “MIME=no" to remove additional MIME Media Type headers that the
Avaya CS1000E adds to its SIP signaling.
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The entire Module parameter string will appear as:
odstd=135.25.29.74 osrcd=192.168.64.130 MIME=no

Note that the entire entry is not visible in the screenshot below.

Help ?

Adaptation Details

General

* Adaptation name: CS1K_SBCE_AT&T
Module name: |DiversionTypeAdapter
Module parameter: o0dstd=135.25.29.74 osrcd=192.1¢
Egress URI Parameters:

Notes: |[CS1K outbound via SBC-E

Note — Neither Digit Conversion for Incoming Calls to SM or Conversion for Outgoing
Calls from SM Digit were required in the reference configuration for the Avaya SBCE SIP

Entity form.
Step 2 - Click Commit.

6.3.3 List of Adaptations

Select Adaptations from the left navigational menu. The completed list of the Adaptation
Modules defined for the sample configuration is shown below. In list form, the module parameters
assigned to the adapters are more evident than the screens presented in the prior sections.

Adaptations

New

Refresh Filter: Enable
[ ] Name Module name E1) = [ Notes
Parameters

CS51K CS51000Adapter
OO0 csik p
[] CSIK ATET AA- g’é”;fgf?gggp;gga;’fr CS1K_outbound to ATET via AA-

SBC PPty SBC

_ osrcd=192.168.64.130 MIME=no

Select : All, None

6.4. SIP Entities

SIP Entities must be added for Avaya CS1000E and Avaya SBCE. Note that once Entity Links are
provisioned for each Entity (see Section 6.5), the Entity Link information will also be displayed on
the Entity forms.
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6.4.1 SIP Entity for Avaya CS1000E
Step 1 - Select SIP Entities from the left navigation menu.

Step 2 - Click New (not shown). In the General section, enter the following values and use

default values for remaining fields.

e Name: Enter an identifier for the SIP Entity

e FQDN or IP Address: Enter the TLAN IP address of the Avaya CS1000E Node.
e Type: Select “SIP Trunk”

¢ Notes: Enter a brief description. [Optional]

e Adaptation: Select the Adaptation Module defined in Section 6.3.1.

e Location: Select the Location defined in Section 6.2.1.

Step 3 - In the SIP Link Monitoring section:

e SIP Link Monitoring: Select “Use Session Manager Configuration” (or

choose an alternate Link Monitoring approach for this entity, if desired).

Step 4 - Click Commit to save the definition of the new SIP Entity.

The following screen shows the SIP Entity defined for Avaya CS1000E in the sample

configuration.

SIP Entity Details
General
* Name: CS1K

* FQDN or IP Address: (172.16.6.110

Type: SIP Trunk 2
Notes:
Adaptation: |CS1K b

Location: |[CS1K v

Time Zone: America;‘“New_‘r‘ork hd

Override Port & Transport with DNS |
SRV:

* SIP Timer B/F {in seconds): |4
Credential name:

Call Detail Recording: none  +

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Configuration »

Commit||Cancel

6.4.2 SIP Entity for the Avaya SBCE
Step 1 - Select SIP Entities from the left navigation menu.
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Step 2 - Click New (not shown). In the General section, enter the following values and use
default values for remaining fields.
Enter an identifier for the SIP Entity
e FQDN or IP Address: Enter the private si

e Name:

e Type:

e Notes:

e Adaptation:
e Location:

Select “Other”

de IP Address of the SBC.

Enter a brief description. [Optional]

Select the Adaptation Module defined in Section 6.3.2.

Select the Location defined in Section 6.2.2.

Step 3 - In the SIP Link Monitoring section:

e SIP Link Monitoring:

Select “Use Session Manager Configuration” (or
choose an alternate Link Monitoring approach for this entity, if desired).

The following screen shows the SIP Entity defined for Avaya SBCE in the sample configuration.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

'l Home / Elements / Routing / SIP

SIP Entity Details

General

* Name:

* FQDN or IP Address:

Entities - SIP Entity Details

SBCE_and ATET

192.168.67.120

Type:

Notes:

Adaptation:

Location:

Time Zone:

C51K_SBCE_ATAT e
SBCE )

: |America/New_York A

Override Port & Transport with DNSD

SRV

* SIP Timer B/F (in seconds):

4

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring:

noneg hd

Use Session Manager Configuration %

Help | About | Change Password

Routing

Commit

6.5. Entity Links

The SIP trunk between Session Manager and Avaya CS1000E is defined by an Entity Link, as is
the SIP trunk between Session Manager and Avaya SBCE.

6.5.1 Entity Link to Avaya CS1000E Entity
Step 1 - Select Entity Links from the left navigation menu.
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Step 2 - Click New (not shown). Enter the following values.
e Name Enter an identifier for the link.
e SIP Entity 1 Select SIP Entity defined for Session Manager during installation.
e SIP Entity 2 Select the SIP Entity defined for Avaya CS1000E in Section 6.4.1.

e Protocol

e Port
e Trusted
e Notes

After selecting both SIP Entities, select “TCP”.
Verify Port for both SIP entities is the default listen port.
For the sample configuration, default listen port is “5060”.

Enter ¥
Enter a brief description. [Optional]

Step 3 - Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager

and Avaya CS1000E.
Help 2
Entity Links
1 Item Refresh ] ) ) Filter: Enable
Name f"’ Entity | protocol | Port SIP Entity 2 Port Trusted | Notes
*|Cs1K *|SMB1 (% [TCP & *|5060 ¥ Cs1K v | *|5060
b >
* Input Required Commit

6.5.2 Entity Link to the Avaya SBCE
Step 1 - Select Entity Links from the left navigation menu. Click New (not shown). Enter the

following values.
e Name
e SIP Entity 1
e SIP Entity 2
e Protocol

Enter an identifier for the link.

Select SIP Entity defined for Session Manager during installation.
Select the SIP Entity defined for the Avaya SBCE in Section 6.4.2.
After selecting both SIP Entities, select “TCP”.

e Port Verify Port for both SIP entities is the default listen port.
For the sample configuration, default listen port is “5060”.

e Trusted Enter ¥

e Notes Enter a brief description. [Optional]

Step 2 - Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager
and Avaya SBCE.
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AVAyA Avaya Au ra® System Ma nager 6_ 1 Help | About | Change Password
Routing *
Routing il Home / Elements / Routing / Entity Links - Entity Links
Domains
LTEiTTE Entity Links @
Adaptations
SIP Entities
Entity Links 1 Item Refresh Filter
Time Ranges Name f“’ Entity | pgtocol | Port SIP Entity 2 Port C”;zﬁgj”'
Routing Policies *|SBCE_to_AT&T *|5M61 v |TCP v *|5060 *|SBCE_and AT&T || *|5080 Trusted
£
Dial Patterns
Regular Expressions
Defaults * Input Required Commit

6.6. Routing Policies

Routing policies describe the conditions under which calls will be routed by Session Manager to
Avaya CS1000E, or Avaya SBCE.

6.6.1 Routing Policy to the Avaya CS1000E

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values.

e Name: Enter an identifier to define the routing policy
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional]

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page
opens (not shown).
e Seclect the SIP Entity associated with Avaya CS1000E (see Section 6.4.1) and click
Select.
e The selected SIP Entity displays on the Routing Policy Details page.

Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the “24/7” range was chosen.
Use default values for remaining fields.

Step 4 - Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for Avaya CS1000E.
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Help '

Routing Policy Details ]

General
* Name: To CS1K
Disabled: []

Notes:

SIP Entity as Destination

]
Mame FQDMN or IP Address Type Notes
CS1K 172.16.6.110 SIP Trunk

Time of Day

[Remove] ['n.-fiew Gaps/Overlaps

1 Item Refresh ; : ! . : : : : : : Filter: Enable
" | Ranking ! MName = Mon Tue Wed Thu Fri Sat Sun SFart E"d Notes
! | | | | | | | | Time | Time
I 4 . - Time Range
O o 24/7 00:00 23:59 -

Select : all, None

6.6.2 Routing Policy to the Avaya SBCE

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values.

e Name: Enter an identifier to define the routing policy
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional]

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page
opens (not shown).

e Seclect the SIP Entity associated with Avaya SBCE (see Section 6.4.2) and click Select.
e The selected SIP Entity displays on the Routing Policy Details page.

Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the “24/7” range was chosen.
Use default values for remaining fields.

Step 4 - Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for Avaya SBCE.
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AVAyA Avaya AU ra® System Manager 6 1 Help | About | Change Password

Routing x

Routing il Home / Elements / Routing / Routing Policies - Routing Policy Details

Domains

ocations Routing Policy Details

Adaptations

SIP Entities General

Entity Links * Name: To_AT&T_wvia_SBCE

Time Ranges Disabled: []

Routing Policies Notes:

Dial Patterns

Regular Expressions SIP Entity as Destination

Defaults

Name FQDN or IP Address Type MNotes
SBCE_and ATAT 152.168.67.120 Other

Time of Day

[Remove] [View Gaps/QOverlaps

1 Item Refresh Filter
i Ranking 1 Name 2 Mon Tue Wed Thu Fri Sat Sun S!:art I?m:l Notes|

Time Time
. . Time A

O o 24/7 00:00 23:55 24/7

Select : All, None

6.7. Dial Patterns

Dial patterns are used to route calls to the appropriate routing policies, and ultimately to the
appropriate SIP Entities. Dial patterns will be configured to route outbound calls from Avaya
CS1000E users to the PSTN via the AT&T IP Flexible Reach service. Other dial patterns will be
configured to route inbound calls from the AT&T IP Flexible Reach service to Avaya CS1000E
users.

Note that the dialed AT&T DID numbers may not be the same as the AT&T DNIS numbers sent in
the SIP Request-URI headers. The numbers used in the Request-URIs are the numbers to be
defined here in the Pattern fields.

6.7.1 Inbound AT&T calls to Avaya CS1000E Users

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu. Click New (not
shown). In the General section, enter the following values and use default values for remaining
fields.

e Pattern: Enter dial pattern for calls to the Avaya CS1000E (e.g. 732555xxxx)

e Min: Enter the minimum number of digits (e.g. 10).

e Max: Enter the maximum number of digits (e.g. 10).

e SIP Domain: Select a SIP Domain from drop-down menu or select “All” if

Session Manager should route incoming calls from all SIP domains.
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e Notes:

Enter a brief description. [Optional]

Step 2 - In the Originating Locations and Routing Policies section, click Add.

Step 3 - The Originating Locations and Routing Policy List page opens (not shown).
¢ Inthe Originating Location list, select the location defined for Avaya SBCE in

Section 6.2.2.

¢ Inthe Routing Policies table, select the Routing Policy defined for Avaya CS1000E in

Section 6.6.1.

e Click Select to save these changes and return to Dial Pattern Details page.

Step 4 - Click Commit to save. The following screen shows an example Dial Pattern defined
for the sample configuration. Repeat this procedure as needed to allow additional AT&T
DNIS numbers to be routed to Avaya CS1000E.

AVAYA

Avaya Aura® System Manager 6.1

Help | About | Change Password

Routing
Routing [l Home / Elements / Routing / Dial Patterns - Dial Pattern Details
Domains
LT EiiT T Dial Pattern Details Commit
Adaptations
SIP Entities General
Entity Links * Pattern: 732555
Time Ranges * Min: |10
Routing Policies * Max: |10
Dial Patterns Emergency Call: []
Regular Expressions
SIP Domain: |-ALL- b
Defaults
Notes: |Inbound from ATE&T
Originating Locations and Routing Policies
Filter|
Originating = - Routing Routing
[l o©riginating Location Name 1 Location :g':::'g Policy Rank 2 Policy Policy
Notes Disabled Destination
[0 sBCE To CS1K 0 CS1K
<
Select : All, None
Denied Originating Locations
0 Items Refresh Filter
Originating Location MNotes
* Input Required Commit
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6.7.2 Outbound Calls to AT&T

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu. Click New (not
shown). In the General section, enter the following values and use default values for remaining
fields.

e Pattern: Enter dial pattern for calls destined to PSTN via the AT&T network
(e.g. 1732XXXXXXX).

e Min: Enter the minimum number of digits (e.g. 11).

e Max: Enter the maximum number of digits (e.g. 11).

e SIP Domain: Select a SIP Domain from drop-down menu or select “All” if
Session Manager should route outgoing calls from all SIP domains.
e Notes: Enter a brief description. [Optional]

Step 2 - In the Originating Locations and Routing Policies section, click Add.

Step 3 - The Originating Locations and Routing Policy List page opens (not shown).
¢ Inthe Originating Location list, select “Apply the Selected Routing Policies to All
Originating Locations”. In the Routing Policies table, select the Routing Policy
defined for Avaya SBCE in Section 6.6.2.
e Click Select to save these changes and return to Dial Pattern Details page.

Step 4 - Click Commit to save. The following screen shows an example Dial Pattern defined
for the sample configuration. Repeat this procedure as needed to allow additional PSTN
numbers to be routed to PSTN/AT&T network via Avaya SBCE.
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AVAYA

Help | About | Change Password

Routing x

Avaya Aura® System Manager 6.1

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links

Time Ranges

'l Home [/ Elements / Routing / Dial Patterns - Dial Pattern Details

Dial Pattern Details Commit

General

* pattern: 1732

* Min:

Routing Policies * Max:
Dial Patterns Emergency Call: []
Regular Expressions
STP Domain:
Defaults
MNotes: To PSTN
Originating Locations and Routing Policies
Filter
Originating = o Routing _
[]  originating Location Name ! . | Location :‘;“r;;"g Palicy Rank? . | Policy Rnomlzﬁ"::l
Motes Disabled
-ALL- : To_AT&T_via_SBCE 0 SBCE_and /4
D ,Ii\::atlons
< I
Select : All, None
Denied Originating Locations
0 Items Refresh Filtel
| Originating Location Notes
* Input Required Commit]
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7. Configure Avaya Session Border Controller for Enterprise

7.1. Initial Provisioning
The following sections describe the provisioning of Avaya SBCE.

Note: Only the Avaya SBCE provisioning required for the reference configuration is described in

these Application Notes.

Avaya SBCE was configured via a serial console port connection and via an IP connection once
the basic system provisioning was completed. The platform was configured as a single EMS +
UC-SEC configuration. The following are the steps for provisioning the basic configuration:

1. Connect to the console port on the back of the server.

2. Start the serial connection application (i.e. Hyperterminal, Putty, etc.)

3. Power on the equipment.

4. The system will recognize that there is no configuration and will prompt the user to enter

Config mode by asking the user to hit Enter twice.

B comi:19200baud - Tera Term ¥T

File Edit Setup Control Window Help

isapnp

izapnp [success]
ide

ide [success]
input

input [success]

[success]

: can't open 'susrslocalsipcssetcs/ntpserver’: Mo such file or directory

Cleaning: stmp svar-lock svar/run done.
Updating setc/motd...done.
Initiali=ding Pandnm numher generator...: done.
Recovering nui editor sessions...: done.
Updating Info Directory: Created Ausrssharesinfos/dir.
INIT: Enterin Punleuel: 2

sadc not enahled in setc/defaults/sysstat. not starting.

atartlng system logging: syszlog—ng.
NFQ

: Mode: CONFIGURE

: Adding Kernel Module 1pcs_pcf‘

: Inserting Kernel Module 1pcs -cf’
Press EWNTER key to continue.

=10l x|
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3. A menu will appear. Select UC Sec Configuration

B ComMi1:19200baud - Tera Term ¥T

—

File Edit Zetup Control ‘window Help

Conf iguration

Chooze Section

Choose Section

INC—Sec Conf iguration

UC—Sec Operations

<F1> for help | <Tab>/{Alt-Tab> between elementz [ {Space> selects

7. Select Installation Type

B comi:19200baud - Tera Term ¥T

-

File Edt Setup Conkral ‘Window Help

Conf iguration

Choose Section

Choose Section

Ilnztallation Type

UC—Sec Appliance Configuration
Management Interface Setup
Custom Routes

£F1> for help | <Tab>/s{Alt-Tab> between elements | <Space’ selects
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8. Select EMS + UC-SEC

B comMi:19200baud - Tera Term ¥T
File Edit Setup Conktral ‘Window Help

Configuration

Installation Tupe

Choose between UC—S5ec Only or Single
Box installation

UC—Sec
IS +IC—Sec

£F1> for help | {Tab}*/{Alt-Tah> between elements | {Space’> selects

9. Select EMS + UC-SEC Appliance Configuration

BE comi:19200baud - Tera Term ¥T
File Edit Setup Conkrol ‘Window Help

Conf iguration
Choose Section
Choose Section
Installation Tuype
IS +UC—Sec Appliance Configuration
Management Interface Setup

Custom Routes
Self-Signed Certificate

£F1>» for help | <Tabh>/s{Alt-Tab> between elements | <Space’ selects
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10. Enter or leave Name as default (e.g., EMS). Enter IP address of DNS if applicable. [f NTP
1s not used, leave default value. Press OK

B comi:19200baud - Tera Term ¥T

File Edt Setup Conkrol Window  Help

Conf iguration

UC—8ec+EMS Appliance Configuration
Configure Single Box Appliance

EMS Appliance Hame
Domain Suffix <Optional

List of DHS Servers 122168 .67.5
HTPF Server IP Address Cipuvd) [EFEyN )

£F1> for help | <TabhX/<Alt-Tab> between elements | <Space’? selects

11. Select Management Interface Setup.

B comi:19200baud - Tera Term ¥T
File Edt Setup Conkrol Window Help

Conf iguration
Choose Section
Choose Section
Inztallation Type
EMS+UC—S5ec Appliance Configuration
Ianagement Interface Setup |
Custom Routes
SelfSigned Certificate

£F1>» for help | <TabhX/<Alt-Tabh>» between elements | <Space’ selects
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12. Select the M1 interface. Enter the IP address you want for management (e.g.
192.168.62.121). Enter mask and gateway. Select OK

IMPORTANT! — The Management interface must be on a different subnet than either of
Avaya SBCE private and public network interfaces (e.g., A1 and B1).

B ComMi1:19200baud - Tera Term ¥T

File Edit Setup Control Window  Help

Conf iguration

{ Management Interface Setup
Management Device
Management IP Address {ipuvd)

Management Metwork Maszk
Management Gatewa

£F1> for help | <{Tah>s<{Alt-Tah> hetween elements | {Space’ selects

13. You will be returned to the prior menu. Select Back.

B comi:19200baud - Tera Term ¥T
File Edit Setup Control Window Help

Conf iguration
Choose Section
Choose Section

Installation Type

EMS +UC—Sec Appliance Configuration
Management Interface Setup

Cuztom Routes

Belf—Signed Certificate

£F1> for help : <{Tab>/<{Alt—Tah> between elements | {Space> selects
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14. Select Done. Avaya SBCE will reboot.

B comi:19200baud - Tera Term ¥T

File Edit Setup Conbrol  Window  Help

Conf iguration

Choose Section

Choose Section

UC—Sec Configuration

Select

£F1>} for help | <Tabh>/{Alt-Tab> between elements | {Space’ selects

15. After Avaya SBCE reboots you will be prompted to press Enter as before. Avaya SBCE
will then prompt for the date and time.

16. Avaya SBCE will prompt you for the password for “root” and then user “ipcs”. Enter
appropriate passwords for each.

17. The initial installation is complete and any further configuration will be done in the web
interface.

7.2. Advanced Configuration
The follow provisioning is performed via the Avaya SBCE GUI interface.
1. Access the web interface by typing “https://x.x.x.x” (where x.x.x.x is the management [P

of the Avaya SBCE).
2. Select UC-SEC Control Center.
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r’j Welcome to Sipera UC-Sec - Windows Internet Explorer E”E”s__q

e .
@.\_ )+ [el 192.168,62,121 v | certficate Errar || 42| % | [#9 |[o]-

: File Edt ‘ew Favorites Tools Help

¢ ol Favarkes 53 [ v @ | Free Hotmal @& | http-100.1.1.76-website-p... &

3

& welcame to Sipera UC-Sec - B 7| gmy v Page - Safety - Tooks - @+

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

3. Enter the login ID and password

{= UC-Sec Control Center - Windows Internet Explorer

@.\-?_/.v |@ 192.168.62.121 V|f§j,' Certificate Error || 1| | 2| | | [#] |P -

: File Edit View Favaorites Tools  Help

57 Favarites oY D * @ Free Hotmall & http--100.1.1.76-website-p... & =

I@UC-SECCDntroICenter . -8 7 =y v Page - Safety - Tooks - (@ ?
Sign in%

@ S I pseys[eﬁs Password l:l

A

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
WolP security by adapting the best practices of internet security and by using unique,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
behavioral learning based anomaly detection and voice spam detection to protect
WolP networks.

Visitthe Sipera Systems website to learn maore.

NOTICE TO USERS: This system is for authorized use only. Unauthorized use of this
system is strictly prohibited. Unauthorized or improper use of this system may
resultin civil and/or criminal penalties. Use of this system constitutes consent to
security monitoring. All activity is logged with login info, host name and IP address.

7.3. System Management

When it is the first time the user accesses the Avaya SBCE system through the web interface, the
user needs to configure some basic parameters.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 75 of 118
SPOC 5/24/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSMSBCEIPFR



1. Click on the System Management, the user will see the screen below:

= géa * Page = Safety » Tools = @v

-8

@ UC-Sec Control Center

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 9:03:54 AM GMT k
@ Alarms | =] Logs | [ Users

& Logout

@ Help

=) UC-Sec Control Center
@ Welcome
<7 Administration
(] Backup/Restore Installed | | Updates
B8 system Management
> (53 Global Parameters | DeviceName | SerialNumber | verson| _ saws | | | | |
S5_192_168_67_121 IPCS31020133 405002 @ Registered @ B . ﬁ x

2. The initial status of the SBCE is Registered, as shown in above diagram. User should then
click on install button (highlighted in red). Click on the System Management, the screen
below will open:

{2 Installation Wizard - Windows Internet Explorer

| 192,168.62,121 @ Cettificate Errq

Installation Wizard

Phones <

ey .. cCall

y = server

Intranet »——
Proxy

SIP

= Intemnet ,

& @

Device Settings DNS Configuration

Appliance Mame Sipera Primary 192.168.675 Ex: 202.201.192.1
High Availability (HA) |— seconday [ ] Optonal Ex: 2022011921
Secure Channel Type * Mone " DMZ ™ Core

Network Settings

Atleast one address is required. Netmask and subnet must be common across the same interface.

IP Fublic IP Metmask Gateway Interface  DMS Client
Address#1  [19216867120 | [19216867.120 | [2552552550 | [192168867.1 | [a1v] &
Address#2 [19216864130 | [19216864130 | [2552562550 | [921686425¢ | v e
Address #3 | | ] | |s528525850 | | | [A1] e
pogress 24| || | [eamazm0 | | | ™ c
Address #5 | | ] | |s528525850 | | | [A1v] c

3. Enter the following information:

o Device Settings = Appliance Name — Enter a descriptive name (e.g. Sipera).

o DNS Configuration = Primary — Enter the IP address of a DNS if applicable.

o Network Settings > Address #1 — Note this will be the trusted “inside” interface:
= Enter the appropriate IP address for IP and Public IP (the same address in

each field).

= Enter the appropriate Netmask and Gateway
= Select interface Al (this interface is labeled Al on the back of the chassis).
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o Repeat the previous steps for Address #2, (this will be the untrusted “outside”
interface), using the appropriate IP addressing, Netmask, and Gateway. Select
interface B1.

4. Click Finish, and the following screen will appear giving an outline of the remaining tasks.
This window may be closed.

{Z Installation Wizard - Windows Internet Explorer

Installation Wizard

Installation is now complete, please configure the following items in order to get your UC-Sec up and running. Clicking on any of the links
below will take you to the corresponding configuration page for that item.
+ Server Configuration
+ Media Interface
+ Signaling Interface
+ SIP Cluster
« End Point Flows

7.4. Global Profiles

Global Profiles allows for configuration of parameters across all UC-Sec appliances.

7.4.1 Server Interworking — Avaya Side

Server Interworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38.

Select Global Profiles from the menu on the left-hand side
Select the Server Interworking
Select Add Profile
Select the General Tab:
a. Enter profile name: Avaya
Check Hold Support: >RFC2543
Check T38 Support 2>Yes
All other options on the General Tab can be left at default.
Select Next

b=

°oao o
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Interworking Profile

" None
Hold Support * RFC2543-c=0.0.0.0
" RFC3264 - a=sendonly
180 Handling & MNone " SDP Mo SDP
181 Handling & MNone " SDP ¢ Mo SDP
182 Handling & MNone " SDP ¢ Mo SDP
183 Handling & Mone  SDP  MoSDP
Refer Handling r
ot Handling r
Diversion Header Support r
Delayed SDP Handling r
T.38 Support v
URI Scheme & P O TEL ¢ AMY
Via Header Format ﬁ EEE;‘;E;
s

5. On the Privacy window
a. Select Next to accept default values.

Interworking Profile

Privacy Enabled I
Lser Mame
P-Asserted-ldentity r
P-Preferred-ldentity r

Privacy Header

DTMF Support

DTMF

@ Mone  SIPMNOTIFY  SIPINFO

6. On the SIP Timers window
a. Select Next to accept default values.
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Interworking Profile

Configuration is not required. All fields are optional.

SIP Timers
Min-SE |:| seconds, [90 - 86400]

Init Timer |:| milliseconds, [50 - 1000]
Max Timer [ | miniseconds, [200 - 8000}
Trans Expire |:| seconds, [1- G64]

Invite Expire |:| seconds, [180 - 300]

Transport Timers
TCP Connection Inactive Timer |:| seconds, [G00 - 3600]

7. Onthe Advanced Settings window
a. Select Next to accept default values.
b. Click Finish.
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Interworking Profile [

. None
Record Routes ™ Single Side
{« Both Sides
Topology Hiding: Change CallHD v
Call-Info MAT I
Change Max Forwards v
Include End Faint IP for Context Lookup N
0CS Extensions »
AWAYA Extensions » %
MORTEL Extensions »
SLiC Extensions »
Diversion Manipulation N
Diversion Header LRI |

Metaswitch Extensions I
Reset on Talk Spurt B
Reset SRTP Context on Session Refresh I
Has Remote SBC v
Route Response on Via Port B
Cisco Extensions I

Back [l Finish|

7.4.2 Server Interworking — AT&T Side

Repeat the steps shown in Section 7.4.1 to add an Interworking Profile for the connection to

AT&T.

b=

Select Global Profiles from the menu on the left-hand side
Select the Server Interworking
Select Add Profile
On the General Tab:
a. Enter a profile name: (e.g., ATT)
b. Check T38 Support - Yes
c. All other options on the General Tab can be left at default
d. Select Next

5. At the Privacy tab
a. Select Next to accept default values.
6. At the Interworking Profile tab
a. Select Next to accept default values.
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7. Onthe Advanced Tab
a. Select Next to accept default values.
8. Click Finish

7.4.3 Routing — Avaya Side

The Routing Profile allows you to manage parameters related to routing SIP signaling messages.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Routing tab

3. Select Add Profile

4. Enter Profile Name: (e.g., To_Avaya)

5. Hit Next

a. Next Hop Server 1: 192.168.67.210 (Session Manager IP address)
b. Select Routing Priority Based on Next Hop Server
c. Outgoing Transport: TCP

6. Click Finish

Routing Profile %

Each URI group may only be used once per Routing Profile.

Hext Hop Routing
URI Group

Mext Hop Server 1 192.168.67.210 | P, IP:Port, Domain, or Domain:Port

Mext Hop Server 2 | | IP, IP:Port, Domain, or Domain:Port

v Routing Priority based on Mext Hop Server
I_ se Mext Hop for In Dialog Messages

[ lgnore Route Header for Messages Qutside Dialog
[ MAPTR [ SRV
Outgoing Transport " TLS * TCP " LDP

7.4.4 Routing — AT&T Side
Repeat the steps in Section 7.4.3 to add a Routing Profile for the AT&T connection.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Routing tab

3. Select Add Profile

4. Enter Profile Name: (e.g., To_ATT)

5. Hit Next

a. Next Hop Server 1: 135.25.29.74 (AT&T Border Element IP address)
b. Select Routing Priority Based on Next Hop Server
c. Outgoing Transport: UDP

6. Click Finish
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Routing Profile [

Each URI group may only be used once per Routing Profile. %

Next Hop Routing
URI Group

Mext Hop Server 1 |135—.25_29_T4 | IP, IP;Port, Domain, or Domain;Port

Mext Hop Server 2 | | IP, IP:Port, Domain, or Domain:Port

v Routing Priority based on Mext Hop Server
[ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Qutside Dialog

[ MAPTR [ SRV

Outgaoing Transport = TLS O TCP {1 UDP

7.4.5 Server Configuration — To Avaya Aura® Session Manager

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server-

specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat signaling
parameters and some advanced options.

1. Select Global Profiles from the menu on the left-hand side

2. Select the Server Configuration

3. Select Add Profile, enter profile name: (e.g., Avaya SM)

4. Onthe Add Server Configuration Profile Tab:
a. Select Server Type: Call Server
b. IP Address: 192.168.67.210 (Session Manager [P Address)
c. Supported Transports: Check UDP and TCP
d. TCP Port: 5060
e. UDP Port: 5060
f. Select Next.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 82 of 118

SPOC 5/24/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSMSBCEIPFR



S

(&) UC-5ec Corttrol Center & - B =1 géa v Page -~ Safety - Tools - @v

UC-Sec Control Center @ Sipera

you signed in as Admin. Current server time iz 8:00:55 AM GMT Systems

@ Help

Welcome ucsec,
@ Alarms Incidents | [] Statistics | = Logs [& users
|2y UC-3ec Control Center Slobal Pro rer Co ation: A SM

3\
@ Welcome Add Profile Rename Profile | Clone Profile | Delete Profile

¢ Administration

@Backupmestore General | | Authentication | | Heartbeat | | Advanced |
@ System Management AvayaSM
. 5 Global Parameters L Geew |

4 | =) Global Profiles Server Type Call Server

B pomain Dos IP Addresses / FQDNs 192.168.67.210
gf. Fingerprint

#% Diagnostics

% Server Interworking Supported Transports TCP, UDP
45 Phone Interworking TCP Port 5060
&% Media Forking UDF Port 5060
7% Routing :

iz Server Configuration

iber Denfil

5. At the Authentication tab
a. Select Next to accept default values.
6. At the Heartbeat tab
a. Select Next to accept default values.
7. Onthe Advanced Tab
a. Select Avaya for Interworking Profile
b. Inthe Signaling Manipulation Script field select the following script defined in
Section 7.4.9. This script will remove any Avaya CS1000E SIP headers not needed
by AT&T.
1. CS1K headers
c. Select Next.
8. Click Finish.

33|

(%) UC-Sec Corttrol Center & - B =1 géa v Page - Safety - Tools - @v
UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 8:03:26 AM GMT Systems
@ Alarms Incidents | [If Statistics | =) Logs | @ Diagnostics [Bl Users ] Logout | (@ Help
) UC-Sec Control Center ofi 5 5
¢ Administration
[ mackupRestre Generat | [ Auentcaton | earieat | Acuancea|
@ System Management AvayaSM
. 5 Global Parameters
4 |7 Global Profiles Enable DoS Protection r
EESID.omam.DoS Enable Grooming r
i3 Fingerprint :
QjServerInterworking Interworking Profile Avaya
@]Phone Interworking Signaling Manipulation Script C51K_headers
&% Media Forking TCP Connection Type SUBID
£3Routing UDP Connection Type SUBID
iy Server Configuration
L8, Subscriber Profiles
al= Topolegy Hiding

7.4.6 Server Configuration — To AT&T
Repeat the steps in Section 7.4.5 to create a Server Configuration for the connection to AT&T.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Server Configuration
3. Select Add Profile, enter profile name: (e.g., ATT)
4. Onthe Add Server Configuration Profile Tab:
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a. Select Server Type: Trunk Server

b. IP Address: 135.25.29.74 (AT&T Border Element IP Address)

c. Supported Transports: Check UDP

d. UDP Port: 5060

e. Select Next.
| @) uc-Sec Control Center . % - B) ) dh - Page- Safety~ Toos~ @+
UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time iz 8:07:13 AM GMT
@ Alarms Incidents | []J{ Statistics | Logs | &% Diagnostics [l Users k QJ Logout | (@ Help
| UC-Sec Control Center Slobal Pro rer Configuration: ATT

i
@ Welcome Add Profile Rename Profile | Clone Profile | Delete Profile

¢ Administration

[L]| Backup/Restore m General | | Authentication | | Heartbeat | | Advanced |
@ System Management AvayaSM

4 |5 Global Profiles Server Type Trunk Server
B8 pomain Dos IP Addresses / FQDNS 135.25.29.74
) Fingerprint ) Supported Transports UDP
2 Server Interworking
45 Phone Interworking UDF Fort 5080
£% Media Forking -
aa Edit

7% Routing

5. At the Authentication tab
a. Select Next to accept default values.
6. At the Heartbeat tab
a. Select Next to accept default values.
7. Onthe Advanced Tab
a. Select Avaya for Interworking Profile
b. In the Signaling Manipulation Script field select the following script defined in
Section 7.4.9. This script will remove any leading plus signs from digit strings sent
to AT&T, as well as convert the maxtime:30 parameter to ptime:30 for inbound
calls from AT&T.
i. maxptime
c. Select Next.
8. Click Finish.

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 12:50:08 PM GMT
@ Alarms Incidents I]EI Statistics =] Logs @ Users
=) UC-Sec Control Center Global Profiles ver Configuration: ATT

1
@ Welcome Add Profile Rename Profile | Clone Profile | Delete Profi

.+ Administration

acoResto I | Gevera | [ Autvenicaton | Hearteat | [ Acvanced |
@System Management AvayaSM
- 3 Global Parameters o=
Ll Global Profiles i
= SIP_Trunk_Backup Enable DoS Protection r

gsii;nearlgriafs Enable Grooming [
J"

#% Diagnostics

t Server Interworking Interworking Profile ATT
{3 Phone Interwarking Signaling Manipulation Script maxptime
&% Media Forking UDP Connection Type SUBID
72 Routing
|y Server Configuration
L2 Subscriber Profiles
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7.4.7 Topology Hiding — Avaya Side

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks. Not that the domain
cots1l.ntlab.com is the also defined in Session Manager in Section 6.1.

Select Global Profiles from the menu on the left-hand side

Select the Topology Hiding

Click default profile and select Clone Profile
Enter Profile Name: (e.g., Avaya)

Nk v

8.

For the Header To,

a. Inthe Criteria column select IP/Domain

b. Inthe Replace Action column select: Overwrite

c. Inthe Overwrite Value column: cotsl.ntlab.com
For the Header From,

a. Inthe Criteria column select IP/Domain

b. Inthe Replace Action column select: Overwrite

c. Inthe Overwrite Value column: cotsl.ntlab.com
For the Header Request Line,

a. Inthe Criteria column select IP/Domain

b. Inthe Replace Action column select: Overwrite

c. Inthe Overwrite Value column: costl.ntlab.com
Click Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:56:51 PM GMT

©) Sipera

Systems

@ Alarms Incidents Dﬂ Statistics | =) Logs | &% Diagnostics @ Users k ﬂ] Logout | (@ Help
=) UC-Sec Control Center Global Profiles = Topology Hiding: Avaya
Add Profile Rename Profile | Clone Profile | Delete Profile
7 Administration -
@ Backup/Restore Topology Hiding Click here to add a description.
Profiles
B3 system Management -
Topol Hidi
> |Z) Global Parameters default pology ng |
+ 2 GlobalProfes ciso_th_profle Replace Actn | Overwrie Valuo
B Domain Dos A ‘
ol ) vaya Record-Route IP/Domain Auto —
f5 Fingerprint
%3 Server Interworking ATT Request-Line IP/Domain Overwrite cots1.ntlab.com
@] Fhone Interworking SDP IF/IDomain Auto —
&% Media Forking via IPDomain Auto =
ﬁROUtmg X From IP/Domain Overwrite cots1.ntlab.com
g Server Configuration . .
2 Subscriber Profiles To IP/Domain Overwrite cots1.ntlab.com
| -
-unTppoquyHMmg .
Signaling Manipulation

£ URI Groups

7.4.8 Topology Hiding — AT&T Side
Repeat the steps in Section 7.4.7 to create a Topology Hiding Profile for the connection to AT&T.

1. Select Global Profiles from the menu on the left-hand side

2. Select the Topology Hiding

3. Click default profile and select Clone Profile

4. Enter Profile Name: (e.g., ATT)

5. Leave all Replace Action to “Auto”

6. Click Finish
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»

& UC-Sec Cantral Center R 5| | dsh - Page > Safety - Tooks - (@)

UC-Sec Control Center @ Sipera
WWelcome ucsec, you signed in as Admin. Current server time is 8:15:36 AM GMT Systems
@ Alarms Incidents I]ﬁ Statistics | =] Logs @ Diagnostics E Users R EJ Logout | (@ Help
Iy UC-Sec Control Center Global Profiles = Topology Hiding: ATT
Add Profile Rename Profile | Clone Profile | Delete Profile
¢ Administration -
[% Backup/Restore Topology Hiding Profiles Click here to add a description.
B3 system Management default Topology Hiding |
|y Global Parameters cisco_th_profile
* & il Pofcs Ropico Acton | Overura Vaie
B pomain Dos T \P/Domai Aut
&4 Fingerprint ATT o omain Aulto -
T Server Interworking From IP/Domain Auto —
‘ﬁﬁ] Phone Interworking SDP IP/IDomain Auto -
£ Media Forking Via IP/Domain Auto =
ng Routing X Request-Line IP/Domain Auto
& Server Configuration
£ Subscriber Profiles Record-Route IF/Domain Auto =
ala Topology Hiding m
Signaling Manipulation
L LIRI Gronne

7.4.9 Signaling Manipulations

The Avaya SBCE scripts can be used to create custom SIP header manipulations for request and
response frames, sent by Avaya CS1000E or by AT&T. Refer to [12] and [13] for information on

the Avaya SBCE scripting language. In the reference configuration the following scripts were used
for the following header manipulations:

1. When AT&T sends an Invite with the header maxptime: 30, change this header to ptime:
30. This function is performed so that the Avaya CS1000E UNIStim and digital telephones
will respond with ptime:30 (see Section 7.4.9.1).

2. Inaddition to the MIME header removed by Session Manager (see Section 6.3.2), Avaya
CS1000E generates additional SIP headers that are not required by AT&T (such as Alert-
Info, x-nt-e164-clid, and RFC2833 Telephone Event type 111). In the interest of reducing
packet overhead, these unnecessary headers are removed (Section 7.4.9.2).

3. AT&T does not support the History-Info header. For Call Forward scenarios, Session
Manager with change History-Info to Diversion header (see Section 6.3.2). For all other
call scenarios the Avaya SBCE will remove the History-Info headers (Section 7.4.9.2).

7.4.9.1 Script “maxptime”

1. Select Global Profiles from the menu on the left-hand side.

Select Signaling Manipulation.

Click Add Script (not shown) and the script editor window will open.
Enter a name for the script in the Title box (e.g., maxptime).

The following script is then defined:

kRN

//Replace maxptime:30 with ptime:30 in calls to CS1K

within session "ALL"
{
act on request where $DIRECTION="INBOUND" and $ENTRY POINT="PRE ROUTING"
{
$BODY [1] .regex replace( "a=maxptime:30", "a=ptime:30");

}
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SigMa Editor

Options

Title | maxptime |

AiReplace maxptime: 30 with ptime:30 in calls to CSLE

within session "ALL"

1

2

B3

4
51
& act on regquest where $DIRECTION="INBOUNL" and $ENTRY DOINT="DPRE_ROUTIHNG"
-

8

£

{

10 3BODY[1].regex_replace! "a=maxptime: 20", "a=ptime:30");
11

iz 1

13

14 }

b1t

ia

Ll

6. Click on Save. The script editor will test for any errors, and the editor window will close.
7. 1f changes are required, click on the Edit button.

Note -This script is specified in the Server Configuration defined in Section 7.4.6, Step 7. |

&) UC-Sec Contral Center

| a-8
UC-Sec Control Center @ Sip_er

Welcome ucsec, you signed in as Admin. Current server time is 1:38:29 PM GMT

= | QQA * Page = Safety » Tools - I@Iv >‘

Systems

@ Alarms Incidents | []{ Statistics | Logs | @ Diagnostics [fi Users | Logout | (@ Help
=y UC-Sec Control Center Global Profiles = Signaling Manipulation: plus_and_maxptime
1
& welcome Upload Script Add Script Download Script | Clone Script | Delete Script
¢ Administration
]| BackupiRestore Signaling Manipulation Scripts Clic{mere to add a description.
System Management i ; - - -
= B Vanag maxptime Signaling Manipulation |
» |2 Global Parameters
4 | Global Profiles //Beplace maiptime:30 with ptime:30 in calls to CS1K
B Domain Dos o _
'{ff- Fingerprint within session "ALL

82 Server Interworking {

%5 Phone Interworking

&% Media Forking
07 Routing
i Senver Configuration

L8, Subscriber Profiles
al= Topalagy Hiding
Signaling Manipulation

7.4.9.2 Script “CS1K_headers”

Create a script called CS1K_headers by repeating the steps in Section 7.4.9.1, and using the
following script:

Note -This script is specified in the Server Configuration defined in Section 7.4.5, Step 7.
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// Removes Alert-Info, x-nt-el64-clid, History-info, from CSlk.
// Calls from CS1K

within session "ALL"

{

act on request where SDIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING"
{

// Remove unwanted Headers
SHEADERS ["Alert-Info"] [1]) ;

remove [

EADERS ["x-nt-el64d4-clid"] [1]);
[
[

remove
remove
remove

H
$H
S$HEADERS ["History-info"][1]) ;

SHEADERS ["Remote-Party-ID"][1]) ;

N

// Remove 111 from CS1K

%BODY [1] .regex replace("100 111","100");
%BODY [1] .regex replace("a=rtpmap:111","");

}
}

// Remove 111 from CS1K responses

within session "ALL"

{
act on response where $DIRECTION="INBOUND" and S$ENTRY POINT="PRE ROUTING"

{

%BODY [1] .regex replace("100 111","100");
%BODY [1] .regex replace("a=rtpmap:111","");

}
}

23]

) UC-5er Contral Center © fy v Bl ) @ - Page - Safety - Tools - (@~

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time iz 2:25:52 PM GMT
@ Alarms Incidents uﬂ Statistics =] Logs @& Diagnostics @ Users
|3 UC-Sec Control Center Slobal Pro Manipulatio 1K_headers

i
© weicome Upload Script Add Script Download Script | Clone Script | Delete Script

¢ Administration
] BackupiRestore Signaling Manipulation Scripts Click here to add a description.

E& system Management CS1K_headers Signaling Manipulation
> |2 Global Parameters maxptime

4 |3 Global Profiles // Bemoves Rlert-Info, x-nt-eléd-clid, History-info, from CSlk. o~
[E Domain DoS =
i Fingerprint /f Calls from CS1K
B Server Interworking L . v
&5 Phone Interworking
€% WMedia Forking
&7 Routing
i Server Configuration
L8 Subscriber Profiles
alm Topology Hiding

Signaling Manipulation
25 URI Groups
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7.5. Domain Policies

The Domain Policies feature allows you to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise. These criteria can be used to trigger
different policies which will apply on call flows, change the behavior of the call, and make sure the
call does not violate any of the policies. There are default policies available to use, or you can create a
custom domain policy.

7.5.1 Application Rules

Select Domain Policies from the menu on the left-hand side
Select the Application Rules
Select the default Rule
Select Clone Rule button
a. Name: new-default
b. Click Finish
5. Highlight the rule just created: new-default
a. Click the Edit button
b. Inthe Voice row:
i. Change the Maximum Concurrent Sessions to an appropriate value based
on the installed license. The number entered here should be larger than the
licensed number (e.g., for a license of 500, specify 1000).
ii. Change the Maximum Sessions per Endpoint to an appropriate value
based on the installed license. The number entered here should be larger
than the licensed number (e.g., for a license of 500, specify 1000).

=

3

& ki r__J = g@a * Page = Safety + Tools - I@Iv

@ Sipera

Systems

g_] Logout | (@ Help

@ UC-Sec Control Center

UC-Sec Control Center

Welcome ucsec, you signed in az Admin. Current server time iz 8:17:01 AM GMT
@ Alarms Incidents |]5 Statistics

=] Logs (% Diagnostics m Users

B8 system Management
> | ) Global Parameters
> | ) Global Profiles
> |2 SIP Cluster
4 | ) Domain Policies

> |2 Troubleshooting
> |2 TLS Management
> |23 IM Logging

default
new-default

[Z3] Application Rules Voice ¥ W 1000 1000
[l Border Rules Video - r
g Media Rules " —_r=
[} Security Rules
S o of o . Wscelaeos |
2 Time of Day Rules COR Support None
= End Point Policy Groups
) Session Policies IM Logging No
» |2 Device Specific Settings RTCF Keep-Alive Mo

| UC-Sec Control Center Domain Policies = Application Rules: new-default
Swecome [Fiter By Device. ]
. Administration
@ Backup/Restore Application Rules Clicl%here to add a description.

Application Rule |

Applicati Maximum Concurrent Maximum Sessions Per

7.5.2 Media Rules

This Media Rule will be applied to both directions and therefore, only one rule is needed.
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alb i

Select Domain Policies from the menu on the left-hand side
Select the Media Rules
Select the default-low-med Rule
Select Clone Rule button

a. Name: default-low-med-QOS

b.

Click Finish

5. Highlight the rule just created: default-low-med-QOS

a. Select the Media QOS tab

b. Click the Edit button

c. Check the Media QOS Marking Enabled
d. Check the DSCP box

e. Audio: Select AF11 from the drop-down
f. Video: Select AF11 from the drop-down

6. Click Finish

(S} UC-ec Cortrol Center

@ Alarms Incidents

UC-Sec Control Center

Welcome ucsec, you signed in az Admin. Curren

[Ify statistics

C % v B ) @=h v Page~ Safety~ Tooks- @+ »I

=] Logs

=) UC-Sec Control Center
& Welcome
¢ Administration
[L] BackupiRestore
B8 system Management
> | ) Global Parameters
4 |7 Global Profiles
B Domain Dos
& Fingerprint
% Server Interworking
5 Phone Interworking
&% Media Forking
£ Routing
| Server Configuration
L8, Subscriber Profiles
al= Topology Hiding
Signaling Manipulation
£ URI Groups
> |2 SIP Cluster
4 |7 Domain Policies
[=5 Application Rules
[gl Border Rules
[E Wedia Rules
[} security Rules
‘1 Sinnaling Rule

Domain

Media Rules

default-low-med
default-low-med-enc

default-high
default-high-enc
avaya-low-med-enc

e iz 8:24:45 AM GMT

Diagnostics

@ Sipera

Systems

] Logout | (@ Help

Rename Rule | Clone Rule | Delete Rule

Click here to add a description.

Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | [ Media Gos | | Turing Test

Media Qo5 Reporting

default-low-med-Q0S

|Fi|terB).r Device...

RTCP Enabled r
Enabled v
QoS Type DSCP

Audio DSCP

Video DSCP

7.5.3 Signaling Rules

This signaling rule is being created to strip the P-location header information from the SIP
messages before sending it on the service provider (the P-Location header may contain network
information from the “inside” network).

1. Select Domain Policies from the menu on the left-hand side

hadi g

Select the Signaling Rules
Select Add Rule

a) Name: HideP-Loc
b) Hit Next
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a) Hit Next to accept default values.

Signaling Rule

Reauests

MNon-2¥X Final Responses |Allcw b | Huzy Hlars

Optional Request Headers |Alluw hd |
Optional Response Headers |A|I0w b | Eluzy Hlers

Requests
Non. 20K Final Responses [Alow i B

Optional RoduestHeaders  [Allow J
OptionatResponse Headers  [Alow J

Content-Type Policy

Enable Content-Type Checks v

Action Mutipart Acton

Exception List

[one per line}

Exception List

[one per line}

oo [l et

5. On the Signaling QOS page
a. Select DSCP
b. Select AF11 from the drop-down box
c. Select Finish

i

Signaling Rule gk
Signaling Qo5

Enabled v

 Tos

& DECP

Value [AF11 v
e
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6. Select the Request Headers Tab
a) Select Add in Header Control
b) Check the Proprietary Request Header box
c¢) Header Name: P-Location
d) Method Name: Invite
e) Header Criteria: Forbidden
f) Presence Action: Remove Header
g) Click Finish

»

@UC*SBC Contral Center & “ f:j | Qé; ~ Page » Safety » Tools = @v

UC-Sec Control Center

Ome Ucsec, you signed in as Admin. Current server time is §:43:42 AM GMT >
@ Alarms Incidents | [Jf Statistics Logs Diagnostics | [fl Users ﬂJ Logout | (@ Help
|=) UC-Sec Control Center Domain Polic naling Rules: HideP-Loc

\
@ Welcome IEELTE | [Filter By Device.. | sllb b b||bE R i E

<7 Administration

H Backup/Restore Signaling Rules Click here to add a description.

B8 System Management defauit General | | Requests Ht’)iesponses || Request Headers || Response Headers | ‘ Signaling QoS |
> | Global Parameters No-Content-Type-
> |2 SIP Cluster

HideP-Loc

4 |7) Domain Policies
Method Header
Ij.‘\pplication Rules w PTOP"eta'Y II

[gl Border Rules

] Media Rules P-Location INVITE Forbidgen RO
[} security Rules
.1 Gignaling Rules
7. Select the Response Headers Tab
a) Select Add in Header Control
b) Check the Proprietary Request Header box
c) Header Name: P-Location
d) Response Code: 200
e) Method Name: Invite
f) Header Criteria: Forbidden
g) Presence Action: Remove Header
8. Click Finish
| ) uc-Sec Control Center . %o v B 0 o# v Page~ Ssfery+ Took - @

UC Sec Control Center @ Slpera

rou gigned in ag Admin. Current server time is 8:43:10 AM GMT Systems
@ Alarms Incidents Uﬁ Statistics | =) Logs !‘: Diagnostics m Users QJ Logout | (@) Help
|2 UC-8ec Control Center Domain Policies = Signaling Rules: HideP-Loc

@_ 'i\;e'wm:’ l PERLTE | [Filter By Device... ~| e
< Administration
[L] Backup/Restore Si'skﬁling Rules Click here to add a description.

ES) system Management default General | | Requests ‘ ‘ Responses ‘ | Request Headers | | Response Headers | | Signaling QoS |
> |2) Global Parameters No-Content-Type-
> Global Profiles

B Checks
> | SIP Cluster HideP-Loc

4 | =) Domain Policies
Response | Method | Heade
."\DD”CEIHUFI Fules m- SOPHEE II

[gl Border Rules

] Wedia Rules P-Location INVITE  Forbidden EZ:L”:FQ
[} Security Rules
;i Signaling Rules
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7.5.4 Endpoint Policy Groups — Avaya

Select Domain Policies from the menu on the left-hand side
. Select the End Point Policy Groups
3. Select Add Group
a) Name: defaultLowHidingPLoc
b) Application Rule: new-default
c) Border Rule: default
d) Media Rule: default-low-med-QOS
e) Security Rule: default-low
f) Signaling Rule: HideP-Loc
g) Time of Day: default
4. Select Finish

N —

. - = ¥
@ UC-Sec Control Center : & - D ] =y v Page - Safety v Tools v I@Iv
UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in az Admin. Current server time is 8:28:27 AM GMT Systems

@ Alarms Incidents [m Statistics =] Logs % Diagnostics @ Users m Logout (@ Help

=) UC-Sec Control Center Domain Policies = End Point Policy Groups: defaultLowHidingPLoc

@) Welcome - -
XY Fitr By Device.. v
< #Administration - | Y ‘
(]| BackupiRestare Click here to add a description.
@ System Management default-low . L
> () Global Parameters default Jow.enc {b Hover over a row to see its description.
> | ) Global Profiles Poli
default-med olicy Group
> |2 SIP Cluster
i ici default-med-enc
[Z3 Application Rules default-high
1 SorcerRules cotat . enc [ order | Appicaton | Gorser | Hoda | _Socuriy | Snaing | TmearDay | | _
Bl Media Rules )
— OC S-default-high default-low- . N
[} Security Rules vavadetlow.enc new-default  default med-00% default-low  HideP-Loc  default 2
1 Signaling Rules ¥

2 Time of Day Rules defaultLow-att
™ End Point Policy Groups

7.5.5 Endpoint Policy Groups — AT&T

1. Select Domain Policies from the menu on the left-hand side
2. Select the End Point Policy Groups
3. Select Add Group
a) Name: defaultLow-att
b) Application Rule: new-default
c) Border Rule: default
d) Media Rule: default-low-med-QOS
e) Security Rule: default-low
f) Signaling Rule: default
g) Time of Day: default
4. Select Finish
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(%) UC-Sec Control Center & - B =1 géa v Page -~ Safety - Tools - @v

UC-Sec Control Center

Welcome ucs: u =igned in as Admin. Current server time iz 8:27:29 AM GMT

@ Alarms | [§ Incidents [Jf Statistics =] Logs =% Diagnostics [fI Users ij Logout | (@) Help
=) UC-Sec Control Center omain P = i y Groups: defauttlow-att

\
@.Melcprne _ YrIErrY || Fitter By Device... 5 Iy [Rename Group | Delete Group

# Administration

@ Backup/Restore Policy Groups Click here to add a description.

@ System Management default-low
> |2 Global Parameters defaultlow-enc

> |2 Global Profiles default-med Policy Group

> |2 SIP Cluster

. - default-med-enc

Hover over a row to see its description.

[ Application Rules default-high

g e | I T ST
[ Media Rules i o

L) Security Rules OCS-default-nigh new-default  default Jefaule oV gefaultiow  defaut default R

1 Signaling Rules a\raya-deﬂow-enc

L) Time of Day Rules
‘3 End Point Policy Groups defaultLowHidingPLoc

7.6. Device Specific Settings

The Device Specific Settings feature for SIP allows you to view system information, and manage
various device-specific network parameters. Specifically, you have the ability to define and
administer various device-specific protection features such as Message Sequence Analysis (MSA)
functionality, end-point and session call flows and Network Management.

7.6.1 Network Management

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Network Management
a) The network interfaces were provisioned in Section 7.3. However if these values
need to be modified, do so via this tab.

S

(%) UC-5ec Contral Center M- B (] = v Page v Safety~ Tooks ~ @~
UC-Sec Control Center @ S|pera
Welcome ucsec, you signed in as Admin. Current server time is 9:03:34 AM GMT Systems
@ Alarms Incidents | [If Statistics ] Logs &% Diagnostics [l Users ij Logout | (@ Help
=) UC-Sec Control Center Evic i ettings = Network Management: Sipera
&) Welcome
. Administration
@ Backup/Restore Network Configuration | | Interface Configuration
B8 system Management Sipera
> | 2) Global Parameters Modifications or deletions of an IP address or its associated data require an application restart
> |2) Global Profiles before taking effect. Application restarts can be issued from System Management.
> |20 SIP Cluster
4 (=) Domain Policies A1 Netmask A2 Netmask B1 Netmask B2 Netmask
[ Application Rules 255 255.255.0 | | 285 285 285 0 | |

[l Border Rules

‘i Signaling Rules
L:;Tirgne ofl?)ay Rules 15216867120 | [18z.168.67.1 [[a1 v] x

T End Point Policy Groups [192.168.64.130 | | | [192.168.64.254 [[B1 ~| X

4 3 DQVICE Specific Seftings

[ Network Management
[= TR,

3. Inaddition, the provisioned interfaces may be enabled/disabled via the Interface
Configuration Tab.
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a) Toggle the State of the physical interfaces being used.

S

) UC-3ec Cantrol Center M- B [0 dm v Page - Safety - Tools - @~

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time iz 9:05:06 AM GMT Systems

@ Alarms Incidents | [If Statistics ] Logs &% Diagnostics [l Users 3| Logout | (@ Help

|2y UC-3ec Control Center Device Specific Settings > Network Management: Sipera
&) Welcome
¢ Administration
[)] Backup/Restare Network Configuration | | Ile‘face Configuration |
@System Management Sipera
e e e ||
> |2) Global Profiles Toadle
Al Enabled
» |2 SIP Cluster
4 |7 Domain Policies
. Toggle
[=3 Application Rules A2 Disabled
[l Border Rules —
[E] Media Rules B1 Enabled
[} Security Rules
21 Signaling Rules B2 Disabled T“;g:ie

o) Time of Day Rules
= End Point Policy Groups

4 |7 Device Specific Settings

[ Network Management
= TPR

7.6.2 Media Interfaces

AT&T requires customers to use RTP ports in the range of 16384 — 32767. Both inside and outside
ports have been changed but only the outside is required by AT&T.

1. Select Device Specific Settings from the menu on the left-hand side
. Select Media Interface

3. Select Add Media Interface
a) Name: Media_Inside
b) Media IP: 192.168.67.210 (Avaya SBCE internal address toward Session

Manager)

c) Port Range: 16384 - 32767

4. Click Finish

5. Select Add Media Interface
a) Name: Media QOutside
b) Media IP: 192.168.64.130 (Avaya SBCE external address toward AT&T)
c) Port Range: 16384 - 32767

6. Click Finish
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|@UC-Sec Contral Center |_| @ A | = géa v Page - Safety -~ Tools - @v

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 0 AM GMT
@ Alarms Incidents ﬂﬁ Statistics | = Logs Diagnostics m Users ij Logout | (@ Help
|2 UC-3ec Contral Center
@ Welcome
< Administration

8 /
[IEI] Backup/Restore UC-Sec Devices Media Interface

@ System Management Sipera

» [ Global Profiles effect. Application restarts can be issued from System Management.

4 |7 Domain Paolicies
3 Applicaton Rules “WII
[} Border Rules Media-Inside 192.168.67.120 16384 - 32767
[E Media Rules Media-Outsidy 192.168.64.130 16384 - 32767 2 ><.

[} security Rules

.1 Bignaling Rules
_L»)Time of Day Rules

= |End Point Polic:y Groups

uj Dewce Specific Settings
[EE Network Management
[Hl Media Interface

1Y

7.6.3 Signaling Interface

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Signaling Interface
3. Select Add Signaling Interface
a) Name: Sig_Inside
b) Media IP: 192.168.67.210 (Avaya SBCE internal address toward Session
Manager)
c) TCP Port: 5060
d) UDP Port: 5060
4. Click Finish
5. Select Add Media Interface
a) Name: Sig_Outside
b) Media IP: 192.168.64.130 (Avaya SBCE external address toward AT&T)
c) UDP Port: 5060
6. Click Finish

F

|@UC-SecC0ntr0ICenter |_| & - B =1 géa v Page -~ Safety -~ Tools - @v

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time iz 9:15:57 AM GMT
@ Alarms Incidents | [If Statistics ] Logs Di i u: iJ Logout | (@ Help
=) UC-Sec Control Center

&) Welcome ) %

<% Administration

o ad

@ Backup/Restore UC-Sec Devices Signaling Interface
@System Management Sipera

|2) Global Parameters

) Global Profiles

5 5 Custer | weme | somor | R | 00 55| mspone II
Domain Polici

5 Domain Policies Signside 192.168.67.120 5060 5060 | — None

|2) Device Specific Settings
@Network Management Sig-Outside 192.168.64.130 - 5060 - Mone o X

[H Media Interface
' Signaling Interface
#% signaling Forking

[
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7.6.4 Endpoint Flows — To Session Manager

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Endpoint Flows
3. Select the Server Flows Tab
4. Select Add Flow
a) Name: Avaya_SM
b) Server Configuration: Avaya SM
¢) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Sig_Outside
g) Signaling Interface: Sig_Inside
h) Media Interface: Media_Inside
1) End Point Policy Group: defaultLowHidingPLoc
j) Routing Profile: To_ATT
k) Topology Hiding Profile: Avaya
1) File Transfer Profile: None

5. Click Finish
7.6.5 Endpoint Flows — To AT&T

eSS

a)
b)
9)
d)
e)
f)
g)
h)
i)
j)
k)
1)

Select Device Specific Settings from the menu on the left-hand side
Select Endpoint Flows

Select the Server Flows Tab

Select Add Flow

Name: SIP Trunk

Server Configuration: SIP Trunk
URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Sig_Inside
Signaling Interface: Sig_Outside
Media Interface: Media Outside
End Point Policy Group: defaultLow-att
Routing Profile: To_Avaya
Topology Hiding Profile: att

File Transfer Profile: None

5. Click Finish
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| (&) UC-Sex Control Center

UC Sec Control Center

M - Page~v Safety - Toosv @v

igned in as Admin. Current server time is 8:23:49 AM GMT

@ Alarms | [F] Incidents

[If Statistics

= Logs

(=) UC-Sec Contral Center
@) Welcome
<7 Administration
|| Backup/Restore
& System Management
I |2y Global Parameters
I |2 Global Profiles
I |Z) SIP Cluster
I |y Domain Policies
4 |5 Device Specific Settings
= Network Management
H Media Interface
.2 Signaling Interface
*‘1 * Signaling Forking

,{@Two Factor

& Relay Services
I | Troubleshooting
b | TLS Management
P 2 IM Logging

UC-Sec Devices

Sipera

#% Diagnostics [ Users

@] Logout @ Help

subscriber Flows | | Server Flows

Hover over a row to see its description.

Server Configuration: ATT

End Point . Topology File
Remote | Received | Signaling| Media i Routing =
ROy ot Subnet | Interface | Interface | Interface Y Profile LT ||
Group Profile Profile
Sig- Sig- Media- defaultLow »
SIP_Trunk Inside Outside  OQuiside  -aft To_pvaya ATT Mone oK *

Server Configuration: AvayaSi

File
Remote | Received | Signaling| Media End Point Policy Roulmg

Sig- Media- defaultLowHidingPLoc To_ATT Avaya EdP ]

Inside Inside Meone

A\rava SM Ouls\de

7.7. Troubleshooting Option - Port Ranges

The default port range in this section needs to be changed to exclude the AT&T RTP port range of
16384 — 32767 (Section 7.6.2).

Select Troubleshooting from the menu on the left-hand side
Select Advanced Options
Select Sipera in the list of UC-Sec devices
Select the Port Ranges Tab
a) Signaling Port Range: 12000 — 16000
b) Config Proxy Internal Signaling Port Range: 42000 — 51000 (or a range not
being used)
5. Click Save

b=

|@UC-SEECUntrUICenter | | & > @ = g%; - Page - Safety -~ Tools = @v |

UcC- Sec Control Center

| CEec, you signed in as Admin. Current server time is 9:38:10 AM GMT
@ Alarms Incidents ﬂﬁ Statistics | =] Logs
(=) UC-Sec Control Center

ij Diagnostics

m Users ﬂ] Logout
a

Troubleshooting = A

) Welcome

. Administration -

L] BackupiRestore Subsystem Logs | | COR Listing | | Feature Control | | 1P Options | [ Port Ranges | | Active Registrations
B8 System Management EMS

() Global Parameters Sipera

3

I [5) Global Profiles
&[5 SIP Cluster
B
Fl

Changes to the settings below require an applicafion restart before taking effect. Application
restarts can be issued from System Management.
Port Range Configuration
Signaling Port Range —

o000 |-fosss |
oo J-[10200 ]

Save

() Domain Policies
() Device Specific Settings
[ Network Management
Hl Media Interface
JitSignaling Interface
% Signaling Forking
SNMP
End Paoint Flows
Session Flows
A7 Two Factor
&l Relay Senvices
4 3 Troubleshooting
& Advanced Options
[&j DoS Leaming
. Syslog Managemem

Config Proxy Internal Signaling Port Range

Listen Fort Range

HTTP Port Range

OCS FTP Listen Port Range
OCS Alternate FTP Listen Port Range
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8. AT&T IP Flexible Reach Service

Information regarding AT&T IP Flexible Reach Service may be found at

http://www.business.att.com/enterprise/Service/voice-services/voip/sip-trunking/ or by contacting
AT&T at 800-248-3632.

8.1. AT&T Provisioning

The AT&T IP Flexible Reach service provided DID numbers for the reference configuration that
could be called from the PSTN. These DID numbers terminated to the Avaya CS1000E location
via the AT&T IP Flexible Reach service. Any DID numbers shown in these application notes are
examples. Customers will be assigned DIDs by AT&T. It should be noted that the DID numbers

dialed, and the DNIS numbers inserted into SIP headers may not be the same digit strings.

The AT&T IP Flexible Reach service also provided a network border element IP address for the
reference configuration. Customers will be assigned a border element IP address(es) by AT&T.

9. Verification Steps

This section provides example verifications of the Avaya configuration with AT&T IP Flexible
Reach service.

9.1. Avaya CS1000E Verifications

This section illustrates sample verifications that may be performed using Avaya CS1000E
Element Manager GUI.

9.1.1 IP Network Maintenance and Reports Commands

Step 1 - From Element Manager, navigate to System - IP Network - Maintenance and
Reports as shown below.

[—UCW Hetwork Services | Wanaging: 192.12.0.100 U=sername. agmin
- Home System » IP Network » Node Maintenance and Reports %
- Links
- Virtual Terminals Node Maintenance and Reports
- System
+Alarms
-Maintenance - MNode ID: 1001 Node IP: 172.16.6.110 Total elements: 1
+ Core Equipment
- Peripheral Equipment Hostname ELAN IP Type ™
- |P Metwork Signaling
- Modes: Servers, Media Cards Server-
N sE ATt s cots1 192120490 oo NO TN GENCMD | [ 5YSLOG | [OMRPT | [ Reset | [ Status | [ virtual Terminal
V]
- Media Gateways K306M

-Zones
-Host and Route Tables

Step 2 - In the resultant screen on the right, click the Gen CMD button. The General Commands
page is displayed as shown below.
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- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones

-Huost and Route Tables
klahanrlk Addrace Tranclatinm

T Managing: 192.12.0400 Username: admin

System » IP Metwork » Node Maintenance and Reports » General Commands

General Commands

ElementIP : 19212010 Element Type : Signaling Server-IBM X306M

Group

IP address {192.12.0.100

Command | —- Select A Group — »

Mumber of pings |3

Click on a button to invoke a command.

RUN

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting Run.

Step 3 - To check the status of the SIP Gateway to Session Manager in the sample configuration,
select “Sip” from the Group menu and “SIPGwShow” from the Command menu. Click Run.
The example output below shows that the Session Manager (192.168.67.210, port 5060, TCP) has
“SIPNPM Status” Active.

- UCM Network Services
-Home
- Links
-Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation
- Q03 Thresholds
-Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

= Nialinn and Mumharinn Danc

AT Managing: 192.12.0.100 Username: admin

System » IP Network » Node Maintenance and Reports » General Commands

General Commands

ElementIP : 192.12.010 Element Type : Signaling Server-IBM X306M

Group | Sip

IP address |192.12.0.100

Command | SIPGwShow

Mumber of pings |3

FIFNFM Status

Primary Proxy IP address

Primary Proxy port
Primary Proxy Transport

: Active

: 182.168.67.210
: 5060

: TICP

SECONdary ProXy IF addre
Secondary Proxy port
Secondary Proxy Transport
Primary Proxy2 IP address
Primary Proxy2 port
Primary Proxy2 Transport
Leotive Proxy

Time To Next Registration

Channels Busy / Idle / Total :

Stack wversion
TLS Security Policy

HRAER

: 5060

: ICFP

: 182.168.67.210
: 5060

: TICP

: Primary :Register Not Supported
: 0 Seconds

o/ 12 / 12
: 5.5.0.13

: Security Disakbled

v RUN

Step 4 - As another example, the following screen shows the results of the “vtrkShow” Command
from the “Vtrk” Group. The command was run with an active incoming PSTN call from the
AT&T IP Flexible Reach service to an [P-UNIStim telephone. One channel is shown busy, and 11

idle.
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- UCM Network Services | Managing: 192.42.0.400 Username: admin

—Home System » IP Network » Node Maintenance and Reports » General Commands %
- Links
- Virtual Terminals General Commands
- System
+Alarms
- Maintenance ElementIP:192.12.010 Element Type : Signaling Server-IBM X306M
+ Core Equipment
- Peripheral Equipment Group | Virk ~ | Command | virkShow ~ |Protocal Start Range RUMN
- IP Metwork
- Nodes: Servers, Media Cards IF address |192.12.0.100 MNumber of pings |3 PING
- Maintenance and Reports
- Media Gateways A
- Zones .
- Host and Route Tables VIRK Summary
- Metwork Address Translation
_ Q0% Thresholds VIRK status i Active
- Personal Directories Master status : On
- Unicode MName Directory VIRE REG Node : 1001
+Interfaces Protocol :  SIP
-Engineered Values D-Channel : 15
+Emergency Services Customer : 0
+Geographic Redundancy Channels Idle : 11
+Software Channels Busy : 1
- Customers Channels Mbsy : O
- Routes and Trunks Channels Pend : O
-Routes and Trunks Channels Dsbl : O
-D-Channels Channels Ukwn : O b

- Digital Trunk Interface

Step 5 - The next screen capture shows the output of the Command “SIPGWShowch” in Group
“Sip” for channel 16°, while an incoming call was active (using channel 16) from PSTN via the
AT&T IP Flexible Reach service to an IP-UNIStim phone. In the output below, the scroll bar was
used to scroll down to the area showing that the codec in use was “G_729A_30MS”. Note that the
Remote IP (192.168.67.120) is the [P Address of the inside private interface of Avaya SBCE.

General Commands
Element IP:192.12.0.10 Element Type : Signaling Server-IBM X306M
Group | Sip v Command | SIPGwShowch w || Sip v (16 RUM
IP address [192.12.0.100 Number of pings |3 PING
Time To WNext Registration : 0 S5econds A
Channels Busy / Idle / Total : 1 / 11 f 12
Stack wversion : 5.5.0.13
TLS Security Policy : Security Disabled
SIP Gw Registration Trace : QOFF
Cutput Type Used : RPT
Channel tracing i 1
Handle Chan Type Direction CallState SIPState ExState TxState
0x%eedlal 16 VIERK Terminate BUSY Einging Sent Connected Connected
Codec ARirTime F§ M5 Fax DestHum RemoteIP URI Scheme
G 729A 30ME 7896 yes m no 4094 192.168.67.120| :: SIF
nearEnd Msec policy = 0
farEnd HMzec policy = 0 v

Step 6 - The next screen capture shows an alternate way to view similar information, but in this
case, by searching for calls involving a specific directory number. The screen shows the output of
the Command “SIPGWShownum” in Group “Sip” where DN 4094 was specified. An incoming

* Note — See Section 5.2.2 Step 3 to determine the proper channel to display.
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call was active from PSTN via the AT&T IP Flexible Reach service to the IP-UNIStim phone with
DN 4094. In the output below, the scroll bar was used to scroll down to the area showing that the
codec in use was “G_729A _30MS”. Note that the Remote IP (192.168.67.120) is the IP Address
of the inside private interface of Avaya SBCE.

General Commands

Element P : 18212010 Element Type : Signaling Server-IBM X306M

Group | Sip w Command | 3IPGwShownum || Sip w4094 RUM
IP address [192.12.0.100 Number of pings |3 i I
TLS Security Policy : Security Disabled s
SIP Gw Registration Trace : OFF
Cutput Type Used : RET

Channel tracing 1
Calling/Called Party Number: 40954
Humbering Plan Indicator: Undefined
Type Of Hunmber: Undefined

Handle Chan Type Direction CallState 5IPState ExState Tx5tate

0xY%eedlal 16 VIEK Terminate BUSY Binging Sent Connected Connected

Codec BirTime F5 M5 Fax DestHum RemoteIP URI Scheme

G 7234 30M3 67 yes m no 4094 1%2.168.67.120]) &1 S5IF

nearEnd Msec policy = 0

farEnd Msec policy = 0 LV

Step 7 - The following screen shows a means to view IP UNIStim telephones. The screen shows
the output of the Command “isetShow” in Group “Iset”. At the time this screen was captured,
the “4094 1140E IP Deskphone” UNIStim telephone was involved in an active call with PSTN via
the AT&T IP Flexible Reach service.

Element P : 192.12.010 Element Type : Signaling Server-IBM X306M

Group | Iset | Command | isetShow [% w Range |0 00 RUM

IP address [192.12.0.100 Number of pings |3 RiC
bet Information

IF Address HAT Model Hame Type RegType 3State Up
172.16.6.107 1140E IP Deszkphone 1140 Regular online 1
172.16.6.108 IP Phone 2004 Phase 2 2004F2 REegular online 1
172.16.6.1089 1140E TP Deskphone 1140 Regular busy 1
172.16.6.106 1140E IP Deskphone 1140 Regular online 1

Total =sets = 4

9.1.2 System Maintenance Commands

A variety of system maintenance commands are available by navigating to System >
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the “Select by Overlay” approach or the “Select by Functionality” approach.
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IManaging: 10.7.8.61 Username: admin
System » Maintenance

Maintenance

@ Select by Overlay O Select by Functionality

The following screen shows an example where “Select by Overlay” has been chosen. The various
overlays are listed, and the “LD 96 — D-Channel” is selected.

Maintenance

@ Select by Overlay O Select by Functionality

=5Select by Overlay=

LD 30 - Network and Signaling

LD 32 - Network and Peripheral Equipment
LD 34 -Tone and Digit Switch

LD 36 -Trunk

LD 37 - Input'Qutput

LD 38 - Conference Circuit

LD 39 - Intergroup Switch and Systemn Clock

LD 45 - Background Signaling and Switching IJW
LD 46 - Multifrequency Sender D-Channel Diagnostics

LD 48 - Link MSDL Diagnostics
LD 54 - Multifrequency Signaling TMDI Diagnostics
LD 60 - Digital Trunk Interface and Primary Rate Interface
LD 75 - Digital Trunk

Loen - ol Tr

LD 117 - Ethernet and Alarm Management
LD 135 - Core Common Equipment

LD 137 - Core Input/Output

LD 143 - Centralized Software Upgrade

On the preceding screen, if “LD 96 - D-Channel” is selected on the left menu with “D-Channel
Diagnostics” selected on the right menu, a screen such as the following is displayed. D-Channel
number 15, which is used in the sample configuration, is established “EST” and active “ACTV”.

Managing: 192.12.0.100 Us=ername: admin %
System » Maintgnance » D-Channel Diagnostics

D-Channel Diagnostics

Diagnostic Commands Command Parameters

| Status for D-Channel (STAT DCH) v
| Disable Automatic Recovery (DIS AUTO) v| AL
| Enable Automatic Recovery (ENL AUTO) v| [ IFDL
| TestInterrupt Generation (TEST 100) v
| Establish D-Channel (EST DCH) v |
[ |och|pes [apPL_sTATUS|LINK_STATUS]AUTO_RECVY]

©[015_VDCH OPER EST ACTV | AUTO

() 020 private DSBL RST AUTO

Inztruction: Select a command, add walue and click on [Submit].
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9.2. Wireshark Verifications

This section illustrates an example outbound call from an Avaya CS1000E 1140E IP UNIStim user
with Directory Number 4095 to PSTN.

The following screen capture shows a Wireshark trace captured on the CPE private network,
filtered on SIP messages. The INVITE message sent by Avaya CS1000E to Session Manager is
selected. As can be observed in the example below:
e Avaya CS1000E sends the calling station’s associated AT&T DID number 17325554383
(see Section 5.9) in SIP headers such as the From and P-Asserted-Identity headers.
e Avaya CS1000E proprietary headers such as “x-nt-e164-clid” can be observed, and such
headers will be removed by the Avaya SBCE.
e Avaya CS1000E is sending RFC2833 Telephone event types 100 and 111. The 111
telephone event will be removed by the Avaya SBCE.
e Avaya CS1000E MIME headers can be observed in the Message Body and will be
removed by Session Manager.
e The History-Info header will be removed by Avaya SBCE.
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Filter: Iﬂp ¥  Ewpression... Clear Apply

Mo, I Time I SOLFCE I Destination I Protocaol I Info
|63 6.585452 172.16.6.110 1592.168.67. 210 SIP/SDP Request: INVITE sip:l7326712438@cotsl. ntlah)«
65 6, 591803 192.168.67.210 172.16.6.110 SIP Status: 100 Trying

1 |

jon Initiation Protocol

® Reguest-Line: INVITE sip:l7325552438@cotsl. ntlab. com;user=phone SIP/2.0

[ Message Header
$ From: <sip:?325554383@c0tsl.nt1ab.;ETﬂuser=phone>;tag=b50924b8—6e0610ac—1$§4—55013—3f562—303699c8—3f562
B TO: <51p:175250 924 38@C0LsL. Mt [al. com; user=phones
Cal1-10: bd4dE0538-620610ac-13¢c4-55013-37562-48can82-3f562
Cseqg: 1 IMVITE
via: SIP/2.0/TCP 172.16.6.110:5060; branch=z8hc4bk-3f562-f7688d2-2490d0b1
Max-Faorwards: 70
supported: 100rel, x-nortel-sipve,replaces

- release 7,0 version ssLinux-7.50.17
B P-Asserted-Identity: <sip:?325554383@c0tsl.nt1ab.comﬂuser=phone>
Privacy: naneg
M x-nt-el6d-cTid:| +73255 34383@8cotsl. ntlab. com; user=phone
'ip (173255 52438@cots1. ntTab. com; user=phane:; index=1
Alert-Info: <cidiexternal@cotsl.ntlab. coms>
B Contact: <sip:7325554383@cotsl. ntlab. com: 5080;maddr=172.16.6.110; transpart=tcp; user=phanax
AlTow: IMVITE, ACK, BYE, RESISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFQ, SUBSCRIBE, UPDATE
Content-Type: multipart/mixed;boundary=unigue-boundary-1
Content-Length: 852
= Message Body
E MIME Multipart Media Encapsulation, Type: multipartesmixed, Boundary: "unigque-boundary-1"
[Type: multipart /mixed]
First houndary: --unigue-boundary-1%rxn
= Encapsulated multipart part: (applicationssdp)
content-Type: application/sdpyriynyryn
Bl session Description Protocaol
session Description Protocol wversion (w): O
owner//Creator, Session Id {o): - 68 1 IW IP4 172.16.6.110
session Mame €s5): -
Connection Information {ci: IW IP4 172.16.6.107

Time Cescription, active time (tl: 0 0
Media Description, name and address (m): audio 16384 RTPAAVP 18 0 § 100 111

Connection Information (ch: IW IP4 172.16.6.107
Media attribute (a): fmtp:l8 annexb=no

Media attribute (a): rtpmap:100 telephone-event,/ 8000
Media Attribute a): fmtp:l00 0-15

Media attribute (a): rtpmap:111 x-nt-inforegsB8000
Media Attribute fal: ptime:s0
Media attribute (a): sendrecy
Boundary: “rin--undgue-boundary-1%ryn

[+

HEHBEEEEEE

=nt-mcdn-frag-hex)
Content-Type: application/x-nt-mcdn-frag-hex;version=ssLinux-7.50.17; base=x2611%r%n

0| Session Initiation Protocol (sip), 1856 bytes | Packets: 143 Displayed: 10 Marked: 0 Dropped: O |Profile: Defaulc

The following screen capture shows the subsequent INVITE message sent by Session Manager to
Avaya SBCE. As can be observed in the example below:
e The Avaya CS1000E proprietary header “x-nt-e164-clid” can be observed, and will be
removed by the Avaya SBCE.
e The RFC2833 Telephone event types 100 and 111 both remain. The 111 telephone event
will be removed by the Avaya SBCE.
e Avaya CS1000E MIME headers have been removed from the Message Body.
e The History-Info header will be removed by Avaya SBCE.
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Filter: Isip *  Expression... Clear Apply

IDesﬁnaﬁon Protocol Info
210 172.16.6.110 Status: 100 Trying

Mo, Iﬂme
65 6. 501803

|
E SessTon InTtiation Protocol
® Request-Line: INVITE sip:173255524388135.25.29. 74;user=phaone SIF/ 2.0
El Message Header %
Record-Route: <sip:7aec6fid@192.168.67.210;transport=tcp; Tr>
Record-Route: <sip:l92.168.67.200:15060; 1r; sap=986408451%1%016asm-callprocessing. sar-784160832~1334607485046~1710
rRecord-Route: <sip:7aec6f5d@192.168.67.210;transport=tcp; Trs>
From: <sip:7325594383@cotsl.ntlab. com;user=phone>;tag=h50924h8-620610ac-13c4-55015-3F562-303699c8-3F562
To: <si1p:l732555.2438@cotsl. ntlab. com; user=phone>
Call-ID: h4dé0538-6e06l0ac-13c4-55013-3F562-48CanB2-3F562
Cseq: 1 INVITE
via: SIPA2.0/TCP 192.168.67.210; branch=z5hG4bKC0AS43D1FFFFFFFFF3EDG88502325805-AP; Ft=58186
viar SIPA2.0/TCP 192.168.67.209:15070; branch=z%hG4 hkKC0AB4 3DLFFFFFFFFF3BD68850232 5805
viar SIPA2.0/TCP 192.168.67.209:15070; branch=z%hG4 hkKC0AB4 3DLFFFFFFFFF3EBD685851232 5803
wia: SIP/2.0/TCP 1%2.168.67.209:15070; branch=z%hG4 bKC0AB430D1FFFFFFFFF3ED688512325802
via: SIP/2.0/TCP 192.168.67.210; branch=z5hG4bk-3F562-Ff7688d2-2490d0bl-aP; FL=53750
via: SIPF2.0/TCP 172.16.6.110:5060; branch=z5hG4bk-3f562 -F7688d2-2450d0bl
supported: 1o0rel, x-nortel-sipvc, replaces
user- Agent: MWortel CS1000 SIP GwW release_7.0 wersion_ssLinux-7.50.17 AVAYA-SM-6.1.6.0.616008

e

HEHBERKEEBE

'u.externa1@cotsl nt1ab cams
® Contact: <sip:73255943838cotsl.ntlab. com:5060;maddr=172.16.6.110; transport=tcp; user=phones>
Al1Tow: IMVITE, ACK, BYE, REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, IMFO, SUBSCRIBE, UPDATE
Content-Length: 260
Content-Type: application/sdp
# P-Asserted-Identity: <sip:7323204383@152.168. 64.130; user=phone:
REMOte—Party-ID: <sip:732555%4383@152.168.64.130; user=phones>; party=calling;screen=no;privacy=off
"|p 1732555.2438@cotsl. ntlab. com; user=phones>; index=1, <sip:17326712438@152.168. 64.130; user=phaone>;in
FOUTE: <=1 L168.67.120; transport =tcp; Triphases= term1nat1ng>
¥ P-Location: SM origlocname="Cs1K"; termlocname="56CE"
Max—Forwards: &8
Bl Message Body
= session Description Protocol
session Description Protocol wersion (w):
owner /Creator, session Id Co): - 66 1 IN IP4 172.16.6.110
session Mame (s): —
Connection Information (c): IN IP4 172.16.6.107
Time pescription, active time (t): 0 0
Media Description, name and address (m): audio 16384 RTP/AVP 18 O 8
Connection Information (c): IN IP4 172.16.6.107
Media attribute (a): fmtp:1l8 annexb=no
Media attribute Cal: rtpmap:lo0 telephone-event /8000
media attribute Ca): fmtp:lo0 0-15
Media attribute (al: rtpmap:1ll xX-nt-inforeg,8000
Media attribute (aj: ptime:30
mMedia Attribute Cal: sendrecy

=)

FEHERNBERNRER

The following screen capture shows the subsequent INVITE message sent by Avaya SBCE to the
AT&T border element. As can be observed in the example below:
e The Avaya CS1000E proprietary header “x-nt-e164-clid” was removed by the Avaya
SBCE.
e The 111 telephone event was removed by Avaya SBCE.
e The History-Info header was removed by Avaya SBCE.
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2! Broadcom NetXtreme Gigabit Ethernet Driver {Microsoft's Packet Scheduler) - Wireshark

File Edt Y¥iew Go Capture Analyze Statistics  Telephony Tools  Help

Buoee EXEEE Qe TL|EE Qb &@M:x O

Fileer: ?sip | ™ Expression... Clear Apply
Mo, Time Source Destination Protocal Info
2 0.5945051 1%2.168.64.130 135.25.29.74 SIP/SDP Reguest: INVITE sip:l73267124386135.25.29.74;user=pl—
3 0.5986613 135.25.259.74 152.168.64.130 SIP Status: 100 Trying e
b
5 Session Initiation Protocol s b C - Al

Request-Line: IMVITE sip:l73255524386135.25.29. 74;user=phone SIF/2.0
Message Header
From: <sip:7325554383@192.168,64.130:5060; user=phone>; tag=h5095778-620610ac-153c4-55013-3F962-2Ff3c882b-37962
To: <s5ip:l7325552438@135.25.29. 74; user=phone>
] CSeg: 1 INVITE
Call-ID: h4d6059758-620610ac-153c4-55013-3F962-473964h5-53f082
Contact: <sip:7325554383@192.168.64.130:5060; transport=udp; user=phone:
Record-Route: <sip:lS2.168.64.130:5060; ipcs-11ne=10470; Tr; transport=udp>
Allow: IMVITE, ACK,BYE,REGISTER, REFER, NOTIFY,CANCEL, PRACK,OPTIONS, INFO, SUESCRIBE, UPDATE
supported: 1oorel, x-nortel-sipvc, replaces
User-agent: MNortel CS1000 SIP Gw release_7.0 version_ssLinux-7.50.17 AvAaYA-3M-6.1.6.0,616008
Max-Forwards: 63
via: SIP/2.0/UDP 192.168.64.130:5060; branch=z%ha4bk-s1632-002107434421-1--51632-
Privacy: none
| p-asserted-identity: <sip:7325554383@8192.168.64.130:5060; user=phone>
Remote-Party-I0: <sTp:73255543838192.168.64.130:5060; user=phonex; party=calling; screen=no; privacy=off
Content-Type: application/sdp
Content-Length: 230
| Message Body
= Session Description Protocol
session pescription Protocol version (wl: 0
® Owner/Creator, session Id €o): - 65 1 IW IP4 192.168.64.130
session Mame (s -
m Connection Information (c): IM IP4 192.168.64.130

| Time Description, active time (t): 0 0
media Description, name and address (m): audio 16914 RTP/avP 18 O 8
| Connection Information (c): IM IP4 192.168.64.130

] Media attribute fa): fmtp:l8 annexb=no
| Media attribute (al): rtpmap:l00 telephone-event /8000

=

=

2

&

# Media attribute (a): fmtp:lo0 0-15
# Media attribute (a): ptime:30
Media attribute (a): sendrecy
()| Frame (Frame), 1275 HBroadcom Metykreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) - Wi| Profile: Default

Changing the display filter to rtp, the media streams for this call are displayed. Note that the UDP
ports used are within the range defined in Section 7.6.2. Also note that G.729 was the codec used.

Filter: |rtp | ™ Expression... Clear Apply

0. Tirmne Source Destination Protocal Infa A
150 B.769 152.168.64.130 135.25.29.74 RTP PT=ITU-T|G.729, |S5RC=0x5B3A3A28, Seq=9508, Time=11767403¢
191 8. 792 135.25.29.74 192.168.64.150 RTP PT=ITU-T|G. 729, |SSRC=0x4B3C23F7, S5eq=9%3, Time=223z20
152 B.798 1562.168.64.150 135.25.25.74 RTP PT=ITU-T|G. 729, |SSRC=0x5B3A3A28, Seq=9%509, Time=1176740563
153 B.822 135.25.29.74 152.168.64.130 RTP PT=ITU-T|G.729, |S5RC=0x4B3C23F7, Seq=9%4, Time=22560
154 B.827 152.168.64.130 135.25.29.74 RTP PT=ITU-T|G.729, |S5RC=0x5B3A3A28, Seq=9510, Time=117674087
155 8.852 135.25.29.74 152.168.64.130 RTP PT=ITU-T|G. 729, | SSRG=0x4B3C23F7, Seq=9%5, Time=22800
dEslapin e 1592.168.64.130 T35025 2074 RTF PT=ITU-T|G.72%9, SSRE@)XSBBAEAZB, Seq=9511, Time=117674111
157 8.882 1535.25.29.74 152.168.64.130 RTP PT=ITU-T|G.729, |SSRC=0x4B3C23F7, Seq=96, Time=23040
TOR R RRA TO2 TARR AL RN ARG IR 20 T4 RTR PT=TTI-T|R 770 |S€pr=nNvSRAAIR  SAn=0517 Tima=117R74135 Y|

| b

Fran bits,
@ Ethernet II, sSrc: Cisco_0l:c5:al (00:22:55:01:c5:al), Dst: 00:ca:fe:85:58:80 (00:ca:fe:85:58:80)
# Internet Protocol, Src: 135.25.208.74 (135.25.29.74), Dst: 192.168.64.130 (192.168.64.130)

= User Datagram Protocol, Src Port: 17692 (176920, Dst Port: 28694 (28694)
source port: 17692 (17692)
pestination port: 28694 (258694)

CENGTITT 5u
# Checksum: 0x0000 (none)
rReal-Time Transport Protocol
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9.3. System Manager and Session Manager Verification

This section contains verification steps that may be performed using System Manager for Session
Manager.

9.3.1 Verify SIP Entity Link Status

Login to System Manager. Expand Elements > Session Manager - System Status - SIP
Entity Monitoring.

From the list of monitored entities, select an entity of interest, such as “SBCE_and AT&T”. Under
normal operating conditions, the Link Status should be “Up” as shown in the example screen
below. The Reason Code column indicates that the SBC has responded to SIP OPTIONS from
Session Manager with a SIP 405 message which is sufficient for SIP Link Monitoring to consider
the link up.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

All Entity Links to SIP Entity: SBCE_and AT&T

[ Summary View ]

1 Item Refresh Filter: Enable
. Session Manager SIP Entity Resolved Conn. Link
Details Name P Port Proto. Status Reason Code Status

405 Method Not

Show SM61 192.168.67.120 5060 TCP Up Allowed i

Return to the list of monitored entities, and select another entity of interest, such as “CS1K”.
Under normal operating conditions, the Link Status should be “Up” as shown in the example
screen below. In this case, “Show” under Details was selected to view additional information.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIF entity.

All Entity Links to SIP Entity: CS1K

R

[ Summary View ]

1 Item Refresh Filter: Enable
. Session Manager SIP Entity Resolved Conn. Reason Link
SEas Name P Port Proto. Status Code Status
Hide SM61 172.16.6.110 sos0  TCP Up 200 OK Up
Time Last Down Time Last Up Last Message Sent Last Message Last Response
Response Latency (ms)

Apr 17, 2012 8:02:53  Apr 17, 2012 8:09:31  Apr 17, 2012 5:43:25

AM EDT AM EDT AM EDT 7

9.3.2 Call Routing Test

The Call Routing Test verifies the routing for a particular source and destination. To run the
routing test, expand Elements - Session Manager = System Tools = Call Routing Test.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 108 of 118
SPOC 5/24/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSMSBCEIPFR



The following screen shows an example call routing test for an inbound call to AvayaCS1000E via
AT&T. Note that the called number was AT&T DID 7325554383 and Session Manager converts
this to Avaya CS1000E extension 4094 before routing the call to Avaya CS1000E.

Call Routing Test

This page allows you to test SIP routing algorithms on Session Manager instances. Enter information about a SIF INVITE to
how it will be routed based on current administration.

SIP INVITE Parameters 555
Called Party URI : Calling Party Address
|7325554383|@cots1.ntlab.com ' |192.168.67.125
Calling Party URI Session Manager Listen Port
117325552438@192.168.67.125 _ 15060
Day Of Week Time (UTC) Tran5port Protocol
| Friday v | [22:28 | |TCP @
Called Session Manager Instance

r 1 Execute Test
{SM61 v

Routing Decisions
Route < sip:4094@cotsl.ntlab.com = to SIP Entity CS1K (172.16.6.110). Terminating Location is CS1K.

Routing Decision Process

MNRP Adaptations: CS1K_AT&T_AA-SBC applied.

BEGIMN EMERGENCY CALL CHECK: Determining if this iz a call to an emergency number.

Criginating Location i1s AA-SBC. Using digits and host < cotsl.ntlab.com = for routing.
MRF Dial Fatternz: Mo matches for digits < 7325554383 = and domain < cotsl.ntlab.com =.

MRPF Dial Patterns: No matches for digits < 7325554383 = and domain < ntlab.com =.

MRP Dial Patterns: Found a Dial Pattern match for pattern <= 732555 = Min/Max lenagth 10/10 and domain = null =.
MRF Routing Policies: Ranked destination NRF Sip Entities: CS1K

MRP Routing Policies: Removing disabled routes.

MRF Routing Policies: Ranked destination NRF Sip Entities: CS1K

END EMERGENCY CALL CHECK: This is not an emergency call.

Adapting and proxying for SIP Entity CS1K.

MRF Entity Links: Found direct link to destination. Link uses TCF to port 5060.

MRF Adaptations: CS1K applied.

MRF Adaptations: Request-URI =et to 5ip cotzi.ntlab.com

MRP Adaptations: Request URI =set to sip:4094@cots1.ntlab.com
Route < sip:4094@cotsl.ntlab.com = to SIP Entity C51K [1?2.16.6.110].|Terminating Lacation is CS1K,
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9.4. Avaya Aura® Session Border Controller Verification
9.4.1 Verify Sipera SBCE Connectivity to AT&T IP Flexible Reach

Verify that your entity links from Avaya SBCE (192.168.64.130) to AT&T IP Flexible Reach
Service (135.25.29.74) are up and communicating with SIP OPTION messages and a response
messages. A SIP 405 Method Not Allowed response is normal for Avaya SBCE to AT&T test
environment. [f AT&T sends OPTIONS, the typical CPE response will be 2000K.

B e BEXEE AcsnpTL|EE QA0 FEM X% B
Filter: |sip | ¥ Expression... Clear Apply
Mo, Tirne Sorce Destination Protocol Info

96,776 152.168.64.130

5 135.25.29.74
10 6.781 1592.168. 64.130
29 23.276 1592.168.64.130
30 23.304 135.25.29.74

Request: OPTIONS sip:192.168.64.130:5060
Status: 200 OK
Reguest: OPTIONS sip:l35.25.29.74;transport=udp

status: 405 Method Mot allowed

135.25.29.74 SIP
135.25.29.74 SIP
152.168.64.130 SIP

9.4.2 Internal Tracing

Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to UC-Sec Control Centre - Troubleshooting - Trace Settings
Step 2 - Select the Packet Capture tab and select the following:

a. Select the desired Interface from the drop down menu (e.g., B1, the interface to
AT&T)

b. Specify the Maximum Number of Packets to Capture (.c.g., 1000)
c. Specify a Capture Filename.
d. Click Start Capture to begin the trace.

@ UC-Sec Control Center = Qé; ~ Page = 3Safety - T|

UC-Sec Control Center @

VVelcome ucsec, you signed in as Admin. Current server time is 9:40:39 AM GMT

@ Alarms Incidents | [Ifj Statistics ) Logs | &% Diagnostics [f Users | Load
I UC-Sec Control Center Troubleshooting = Trace Settings: Sipera

S Welcome

~.¢ Administration

Mga ckup/Restore Packet Trace | | Call Trace || Packet Capture || Captures |

@ Systermn Management Sipera

Packet Capture Configuration

> |2 Global Parameters

= |2 Global Profiles Currently capturing Mo
= | SIP Cluster TEE

> |23 Domain Policies

7= Trace Settings
= |3 TLS Management
> |23 IM Logging

Capture Filename

Existing captures with the same name will be overaritten

Start Capture

> |2 Device Specific Settings Local Address (ip:port) [192168.64.130 +| - |
4 | Troubleshooting Remote Address (*, *port, ip, ip:port) __1 35252974
@ Advanced Options
(&4 DoS Leaming Protocaol
Syslog Management Maximum Numkber of Packets to Capture

[inbound_test_cal.pcap

The capture process will initialize and then display the following status window:
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: — ¥
(&) UC-ec Contral Center Cfy v B 1 mm - Page - Safety - Tooks- @-

UC Sec Control Center

u zigned in as Admin. Current server time iz 9:40:09 AM GMT

@ Alarms | [F Incidents |[Jf Statistics
| UG-Sec Gontrol Genter

nostics m Users iJ Logout @ Help

S Welcome
<.¢ Administration
(L] Backup/Restare Packet Trace | | Call Trace | | Packet Capture | | Captures |
B8 System Management Sipera
> | ) Global Parameters A packet capture is currently in progress. This page will automatically refresh until the capture
> |23 Global Profiles completes.
o pol
» | Domain Policies

> [5) Device Specific Settings Currently capturing Yes

4 | ) Troubleshooting Interface
@ Advanced Options

EDOS Leaming Local Address (ip:port) :
[t Syslog Management Remote Address (*, *:port, ip, ip:port) l:l

7= Trace Settings
> |2 TLS Management Protocol

> [ IM Logaing Maximurm Number of Packets to Capture l:l

Capture Filename
Existing captures with the same name will be

1"

Stop Capture

Step 3 — Run the test.
Step 4 - Select Stop Capture tab.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the
date and time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use an application such as
Wireshark to open the trace.

S

@UC-SECContrDICenter E ﬁ - B = g@a * Page = Safety » Tools = @v

UC Sec Control Center

you signed in as Admin. Current server time iz 9:41:57 AM GMT
@ Alarms | [F] Incidents Uﬁ Statistics | =] Logs (% Diagnostics m Users QJ Logout | (@ Help
|3 UC-Sec Control Center
@) Welcome
7 Administration

t‘a‘]BackupIRestore Packet Trace | | Call Trace | | Packet Capture | | Captures |
System Management Sipera
M orstem be

) Global Parameters
T

) Global Profiles
|2 SIP Cluster

March 20, 2012 9:40:28 AM
GMT

|3 Domain Policies
|2) Device Specific Settings inbound test call 201203200938954 pcap 81,920
) Troubleshooting
@ Advanced Options
[ Dos Leamning
[& Syslog Management
¢ Trace Seftings
[ T1 S Mananement

A ¥ ¥ ¥V TV

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 111 of 118
SPOC 5/24/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSMSBCEIPFR



10. Conclusion

As illustrated in these Application Notes, Avaya Communication Server Release 7.5, Avaya
Aura® Session Manager 6.1, and the Avaya Session Border Controller for Enterprise 4.0.5 can be
configured to interoperate successfully with AT&T IP Flexible Reach service via either AVPN or
MIS-PNT transport. This solution allows Avaya Communication Server 1000E user access to the
PSTN using an AT&T IP Flexible Reach service connection.
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http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-
enterprise/ip-flexible-reach-enterprise/

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 113 of 118
SPOC 5/24/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSMSBCEIPFR


http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-enterprise/ip-flexible-reach-enterprise/
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-enterprise/ip-flexible-reach-enterprise/

12. Addendum 1 — Avaya Session Border Controller for
Enterprise Redundancy to Multiple AT&T Border Elements

AT&T may provide multiple network border elements for redundancy purposes. Avaya SBCE can
be provisioned to support this redundant configuration.

Given two AT&T border elements 135.25.29.74 and 135.25.29.75, Avaya SBCE is provisioned as
follows to include the backup trunk connection to 135.25.29.75 (the primary trunk connection to
135.25.29.74 is defined in Section 7.4.6).

12.1.1 Configure the Secondary Location in Server Configuration

1. Select Global Profiles from the menu on the left-hand side
2. Select the Server Configuration

3. Select Ad

d Profile

a) Name: SIP_Trunk backup
4. Onthe Add Server Configuration Profile — General Tab:
a) Select Server Type: Call Server
b) IP Address: 135.25.29.75 (Example address for a secondary AT&T border
element).
c) Supported Transports: Check UDP
d) UDP Port: 5060

e) Se

lect Next

@ UC-Sec Control Center

ti- 8

“| p= v Page~ Safety v Tooks - @~ »

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time iz 9:52:26 AM GMT

@ Alarms Incidents

[m Statistics

=l =

=) UC-Sec Contral Center
©) Welcome
¢ Administration
[L)| Backup/Restore
B3 System Management
> | 2) Global Parameters
4 ) Global Profiles
B pomain Dos
i Fingerprint
% Server Interworking
&5 Phone Interworking
&% Wedia Forking
£ Routing

i Server Configuration
o Cubecribnr Deafilae

-] Logs &% Diagnostics @ Users

Global Profiles = Server Configuration: SIP_Trunk_Backup

Add Profile

AvayasSMm
ATT

SIP_Trunk_Backup

General | | Authentication | | Heartbeat | | Advanced |

@) Sipera

Systems

ﬁ] Logout | (@ Help

Rename Profile | Clone Profile | Delete Profile

Server Type Call Server
IP Addresses / FQDNs 135.25.29.75
Supported Transports uopP

UDP Port 5060

5. On the Authentication tab

a) Se

lect Next

6. On the Heartbeat tab (The Heartbeat must be enabled on the Primary trunk also)
a) Check Enable Heartbeat

b) M

ethod: OPTIONS

c) Frequency: 60 seconds
d) From URI: secondary@cotsl.ntlab.com.com
e) To URI: secondary@cotsl.ntlab.com.com

f) Se
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33|

(%) UC-Sec Contral Center ﬁ - B | Q@ v Page - Safety - Tools - @v

@ Alarms

=) UC-Sec Control Center

i
@ Welcome Add Profile Rename Profile | Clone Profile | Delete Profile

¢ Administration

Incidents

(-] BackupRestore I || General | | Authentication | [ Heartoeat | | Advanced |
@System Management AvayaSM
4 |2 Global Profiles ; Enable Heartbeat v

iao_omain_oos ’ Method OPTIONS
i5 Fingerprint
% Server Interworking Frequency 60 seconds
£ Phone Interworking From URI secondaryi@cots1.ntlab.com
&% Media Forking To URI secondary@cots1.ntlab.com
ERouting TCP Prabe -
i Server Configuration
L8, Subscriber Profiles
al= Topology Hiding

7. Onthe Advanced Tab
a) Click Finish
8. Select the Primary Trunk created in Section 7.4.6 (e.g., ATT)
9. Select the Heartbeat Tab
10. Select Edit
11. Repeat Steps 6 — 7

EES

() UC-3ec Cantrol Certer & - B =1 géa v Page - Safety - Tools - @v

.
UC-Sec Control Center @ S|pera
Welcome ucsec, you signed in as Admin. Current server time is 7:54:07 AM GMT Systems
@ Alarms Incidents |[]fy Statistics | =) Logs | &% Diagnostics | [B Users k 8] Logout | @ Help
|y UC-Sec Control Center Slobal Profiles = Server Configuration: ATT

1\
@ Welcome Add Profile Rename Profile | Clone Profile | Delete Profile

¢ Administration

[L)] Backup/Restore m General | | Authentication | | Heartbeat | | Advanced |
@ System Management AvayaSM

a Global Profil

= oDa rg i ;ss SIP_Trunk_Backup Enable Heartbeat v
@ ‘amain Lo Method OPTIONS
50 Fingerprint
tSeNerInterworking Frequency 50 seconds
@ Phane Interworking From URI primaryi@cots.ntlab.com
£% Wedia Forking To URI primaryi@cots1.ntlab.com
2 Routing TCF Probe r
|ty Server Configuration
£5, Subscriber Profiles

alm Topolegy Hiding

Cinnalinn Maninglafine

12.1.2 Add Secondary IP Address to Routing

1. Select Global Profiles from the menu on the left-hand side
2. Select the Routing
3. Select the profile: To_ATT
4. Click the pencil icon at the end of the line to edit
a) Enter the I[P Address of the secondary location in the Next Hop Server 2 (e.g.,
135.25.29.75)
5. Click Finish
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Edit Routing Rule

v Routing Priority based on Mext Hop Server
[ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Outside Dialog

[ MAPTR [ SRV
Dutgoing Transport T TLS i TCP

Each URI gmulﬁ may only be used once per Routing Profile.

Hext Hop Routing

Mext Hop Server 1 |135.25.29.T4 | IP, IP:Port, Domain, or Domain: Port

Mext Hop Server 2 |135.25.29_TE- | IP, IP;:Port, Domain, or Domain; Port

f« LUDP

12.1.3 Configure End Point Flows — SIP_Trunk_backup
Select Device Specific Settings from the menu on the left-hand side

1.

2.
3.
4

Select Endpoint Flows
Select the Server Flows Tab
Select Add Flow
a) Name: Backup
b) Server Configuration: SIP_Trunk Backup
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Sig_Inside
g) Signaling Interface: Sig_Outside
h) Media Interface: Media Outside
i) End Point Policy Group: defaultLow-att
7)) Routing Profile: To_Avaya
k) Topology Hiding Profile: ATT
1) File Transfer Profile: None

5. Click Finish
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Flow Mame

Server Configuration
URI Group
Transport

Remote Subnet

Media Interface

Routing Profile

Add Flow

Received Interface Sig-inside +

Signaling Interface Sig-Outside |+

|Media-Outside |+ |

End Point Policy Group |defau|ﬂ_nw—att

o

To_Avaya ¥

Topology Hiding Profile |ATT Vl

File Transfer Profile Mone »

Finizh

When completed the Avaya SBC-E will issue OPTIONS messages to the primary (135.25.29.74)
and secondary (135.25.29.75) border elements.
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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