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Abstract

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) trunk service between Clearcom and an Avaya SIP-enabled enterprise solution.
The Avaya SIP-enabled enterprise solution consists of Avaya IP Office 9.0 and the Avaya
Session Border Controller for Enterprise 6.2.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

The SIP trunk service offered by Clearcom provides customers with PSTN access via a SIP
trunk between the enterprise and Clearcom’s network, as an alternative to legacy analog or
digital trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Clearcom is a member of the Avaya DevConnect Service Provider Program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) Trunking Service between Clearcom and an Avaya SIP-enabled enterprise solution.
The Avaya SIP-enabled enterprise solution consists of Avaya IP Office (hereafter referred to as IP
Office) 500v2 Release 9.0, Avaya Session Border Controller for Enterprise (hereafter referred to as
Avaya SBCE) Release 6.2, Avaya IP Office Video Softphone, Avaya Flare® Experience for
Windows and Avaya Deskphones, including SIP, H.323, digital, and analog. The Avaya SBCE
provides security for the enterprise, as well as interoperability features for the SIP trunk.

The Clearcom SIP Trunking Service referenced within these Application Notes is designed for
business customers. Customers using this service with the Avaya SIP-enabled enterprise solution are
able to place and receive PSTN calls via a broadband WAN connection and the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

The terms “Service Provider” and “Clearcom” will be used interchangeable throughout these
Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Avaya Solution & Interoperability
Test Lab by connecting IP Office and the Avaya SBCE to Clearcom’s SIP Trunk service via the
public Internet, as depicted in Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

Testing was performed with IP Office 500v2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500v2 R9.0 to support
analog, digital endpoints or trunks.

2.1 Interoperability Compliance Testing

To verify Clearcom SIP Trunking interoperability, the following features and functionalities were
exercised during the compliance testing:
e SIP Trunk Registration (Dynamic Authentication).
e Response to SIP OPTIONS queries.
e Incoming PSTN calls to various Avaya endpoints, including SIP, H.323, digital and analog at
the enterprise. All incoming calls from the PSTN were routed to the enterprise across the SIP
Trunk from the service provider networks.
e Outgoing PSTN calls from Avaya endpoints including SIP, H.323, digital and analog
telephone at the enterprise. All outgoing calls to the PSTN were routed from the enterprise
across the SIP trunk to the service provider networks.
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Incoming and outgoing PSTN calls to/from Avaya IP Office Video Softphone.

Incoming and outgoing PSTN calls to/from Avaya Flare® Experience for Windows.
Dialing plans including local calls (within Mexico), international, outbound toll-free, etc.
Caller ID presentation.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect via normal call termination by the caller or the called parties.

Proper disconnect by the network for calls that are not answered (with voicemail off).
Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper codec negotiation and two way speech-path. (Testing was performed with codecs:
G.729A, G.711A and G.711U, Clearcom’s preferred codec order.

No matching codecs.

T.38 Fax.

Proper early media transmissions.

Voicemail and DTMF tone support (leaving and retrieving voice mail messages from PSTN
phones).

Outbound Toll-Free calls, interacting with IVR (Interactive VVoice Response systems).
Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Items not supported or not tested included the following:

e (.711 fax pass-through is not supported by Clearcom.

e REFER message for call redirection is supported by Clearcom but was not tested for
reasons noted under Section 2.2.

e Inbound toll-free call was not tested.

e 0,0+10 digits, 411 Directory Assistance, 911 Emergency were not tested.

e EC500 mobile telephone to idle-appearance FNE was not tested.

2.2 Test Results

Interoperability testing with Clearcom was successfully completed with the exception of
observations/limitations described below:

SIP REFER: Calls from the PSTN to IP Office that are re-directed to another PSTN
endpoint by the IP Office user, with “REFER Support” enabled in IP Office (under the SIP
Line), did not work properly. During call re-direction scenarios to the PSTN, IP Office
would send a “REFER” message to Clearcom, Clearcom would respond with “202
Accepted” followed by “Notify” messages, but the BYE messages were never received by IP
Office to release the SIP Trunk resources, thus IP Office SIP Trunk resources would remain
tied up for the entire duration of the call. Clearcom stated that their soft-switch supports
REFER, and that the problem is with the PSTN Gateways in Mexico not supporting or not
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allowing REFER. Testing was done with “REFER Support” disabled in IP Office, under the
SIP Line. Refer to Section 5.4.2.

e Outbound Calling Party Number (CPN) Blocking: To support user privacy on outbound
calls (calling party number blocking), when enabled by the user, IP Office sends
“anonymous” as the calling number in the SIP “From” header and includes “Privacy: id” in
the INVITE message. During the compliance test, Clearcom’s network responded with “403
PSTN calls are forbidden” to outbound calls with privacy enabled on IP Office endpoints,
resulting on the call failing to complete.

e Caller ID on incoming calls from U.S. based PSTN numbers: Calls originating from
PSTN telephones based in the U.S. to IP Office displayed unrecognized numbers. During the
compliance test, Clearcom provided a local PSTN test number in Mexico, a SIP softphone
was registered to this local PSTN number and was used to originate and terminate local
PSTN calls to and from IP Office. The correct Caller ID was displayed at the IP Office
extensions when calling from this local PSTN number. This behavior is not necessarily
indicative of a limitation of the combined Avaya/Clearcom solution, this seems to be the
expected behavior for international calls from the U.S., which is ultimately controlled by the
PSTN providers, it is listed here simply as an observation.

e Caller ID on outbound calls to U.S. based PSTN numbers or to the Local PSTN in
Mexico: Calls originating from IP Office to PSTN telephones based in the U.S. did not
display the correct Caller ID. During the compliance test, Clearcom provided a local PSTN
number in Mexico, a SIP softphone was registered to this local PSTN number and was used
to originate and terminate local PSTN calls in Mexico to and from IP Office. On calls from
IP Office to this local PSTN number in Mexico, the caller ID number displayed at the SIP
softphone (local PSTN in Mexico) was always of the first DID number assigned to the SIP
Trunk (5528811241), regardless of the DID number assigned to the IP Office endpoint being
used to originate the call.

e Caller ID display on Call Forwards and Call transfers to the local PSTN in Mexico: For
Calls from the local PSTN in Mexico to IP Office which were Forwarded or Transferred
back out to the local PSTN in Mexico, the caller ID number displayed at the SIP softphone
(local PSTN in Mexico) was always of the first DID number assigned to the SIP Trunk
(5528811241), regardless of the local PSTN number being used to originate the call.

e Caller ID display on Mobile station used for Mobile Twinning: For Mobile Twinning the
Caller ID display at the Mobile station was always of the first DID number assigned to the
SIP Trunk (5528811241), regardless of the PSTN number being used to originate the call.

e (.711 Fax Pass-Through: Clearcom only supports T.38 fax; G.711 Fax Pass-Through is not
currently supported. During the compliance test, T.38 fax interworking with G.711 did not
work properly, only T.38 fax interworking with G.729(a) worked properly. Since Clearcom’s
preferred codec order is: G.729(a), G.711A and G.711U, with G.729(a) as the first choice,
it’s expected that this issue will not have any user impact.

e Blind Call Transfer using SIP phones do not complete until after the transferee answers
the call: When Blind Transfers are executed from Avaya 1100 Series SIP phones the transfer
does not complete until after the end user (transferee) answers the call. Scenario: A PSTN
user calls an IP Office SIP extension (Avaya 1100 Series SIP phone), the call is answered.
The IP Office user then proceeds to do a blind transfer to another endpoint. Result: The
expected behavior on the Avaya 1100 Series SIP phone is to display “transfer completed”
after answering “N0” to the question “Consultative transfer with party?”” which implies a
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blind transfer. Instead, the Avaya 1100 Series SIP phone continues to display “transferring”
until the transferee answers the call. This is a known issue with the Avaya 1100 Series phone,
the work around is to hang up the SIP phone. There is no user impact, the transfer completes
successfully. This issue is only seen with the Avaya 1100 Series phones.

e Public DNS queries using NAPTR records: For the SIP compliance test, NAPTR record
query via the public DNS was not used. During the compliance test, it was observed that with
NAPTR enabled on the Avaya SBCE, under Routing Profile (Service Provider’s side), the
Avaya SBCE was attempting to use TCP transport instead of UDP, although the transport
was configured as UDP on the Avaya SBCE, under Server Configuration (Service
Provider’s side). This was causing all calls to fail. The reason for this behavior was that on
the public DNS, TCP transport was assigned a higher priority than UDP, thus causing the
Avaya SBCE to choose TCP transport over UDP across the public Internet (for SIP Trunks
UDP Transport is most commonly used across the public Internet). If NAPTR record query is
a requirement for the customer; and if UDP transport is to be used across the public Internet,
the recommended solution is to assign a higher priority to UDP than TCP on the public DNS.
With this priority setting, NAPTR can then be enabled on the Avaya SBCE, under Routing
Profile (Service Provider’s side). Testing was done with UDP transport across the public
Internet and with NAPTR disabled. Refer to Section 6.2.3 (Route_to_SP under Server
Profile).

2.3 Support

For support on Clearcom systems visit the corporate Web page at:
http://www.bellaliant.ca/index.shtml

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an enterprise
site with an Avaya SIP-enabled enterprise solution connected to the Clearcom SIP trunk service
through the public Internet.

For confidentiality and privacy purposes, actual public IP addresses used during the compliance
testing have been replaced with fictitious IP addresses throughout the Application Notes.

The Avaya components used to create the simulated enterprise customer site includes:
Avaya IP Office 500v2.

Avaya Session Border Controller for Enterprise.

Avaya Voicemail Pro for IP Office.

Avaya 96x0 Series H.323 IP Deskphones.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 1100 Series SIP IP Deskphones.

Avaya IP Office Video Softphone.

Avaya Flare® Experience for Windows.

Avaya 1408 Digital Telephones.
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e Avaya 9508 Digital Telephones.

Located at the edge of the enterprise is the Avaya SBCE. The Avaya SBCE has two physical
interfaces, interface B1 was used to connect to the public network, interface A1 was used to connect
to the enterprise private network. All SIP and RTP traffic entering or leaving the enterprise flows
through the Avaya SBCE. The Avaya SBCE provides network address translation at both the IP and
SIP layers.

Also located at the enterprise site is Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VoIP codec’s.
The IP Office LANL interface connects to the inside (A1) interface of the Avaya SBCE across the
enterprise LAN (private) network. The outside interface of the Avaya SBCE (B1) connects to
Clearcom’s network via the public Internet.

The transport protocol between the Avaya SBCE and Clearcom, across the public Internet, is SIP
over UDP. The transport protocol between the Avaya SBCE and IP Office, across the enterprise
private IP network, is also SIP over UDP.

For inbound calls, the calls flowed from Clearcom to the Avaya SBCE, then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to the Avaya SBCE for egress into Clearcom’s network.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Clearcom. The short code 9 was stripped off by Avaya IP Office but the remaining
N digits were sent unaltered to the network. Refer to Section 5.5.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise. A complete discussion of the
configuration of these devices is beyond the scope of these Application Notes. However, it should be
noted that SIP and RTP traffic between the service provider and the enterprise must be allowed to
pass through these devices

For confidentiality and privacy purposes, public IP addresses, user names, passwords and routable
DID numbers used during the compliance testing have been masked.
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Service Provider

PSTN
Gateway

Clearcom SIP trunk Registration
Username: User123

Password: Password123 Internet

Domain: clearcom.mx

Public DNS: Primary:  10.5.216.122
Secondary: 10.5.153.242

™

. P N
Simulated Enterprise
Avaya Domain: avaya.lab.com

SesalonRarder Cantrofler DIDs: 525528811241 to 1242
for Enterprise

Wl Enterprise Firewall

172.16.5.71|A1 B1 192.168.157.187

172.16.5.60

Avaya IP Office 500 V2.
Rel 9.0

Desktop PC
Avaya 96x1 Series
IP Deskphones

- IP Office Manager (H.323)
- Voice Mail Pro Avaya 96x0 Series 1100
- Avaya IP Office Video IP Deskphones A;::!izs P
Softphone (SIP) (H.323) Desklphones
Analog - Avaya Flare® Experience (SIP)

Avaya 9508, 1408

g Deskphones  py;ital Deskphones for Windows (SIP) ]
Figure 1: Avaya Interoperability Test Lab Configuration.
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4. Equipment and Software Validated

The following equipment and software/firmware were

used for the compliance testing.

Equipment/Software

| Release/Version

Avaya

Avaya IP Office 500v2

9.0.3.0 Build 941

Avaya IP Office DIG DCPx16 V2

9.0.3.0 Build 941

Avaya IP Office Manager

9.0.3.0 Build 941

Avaya Voicemail Pro Client

9.0.3.0 Build 212

Avaya Session Border Controller for Enterprise
(running on Portwell CAD-0208 platform)

6.2.1.016

Avaya 96x0 IP Deskphones (H.323)

Avaya one-X® Deskphone Edition
S3.220A

Avaya 96x1 Series IP Deskphones (H.323)

Avaya one-X® Deskphone H.323
Version 6.4014

Avaya 1120E IP Deskphones (SIP)

SIP1120e Ver. 04.04.14.00

Avaya IP Office Video Softphone 3.2.3.49 68975
Avaya Flare® Experience for Windows 1.1.4.23
Avaya Digital Deskphones 1408 38.0
Avaya Digital Deskphones 9508 0.55
Lucent Analog Phone --
Clearcom
OpenSIPS Softswitch 1.9
OpenSIPS Session Border Controller 1.9
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with Clearcom. IP Office is
configured through Avaya IP Office Manager (IP Office Manager) which is a PC application. On the
PC, select Start = Programs - IP Office = Manager to launch IP Office Manager. A screen that
includes the following in the center may be displayed:

WELCOME to IP Office Administration

What would you like to do?

Create an Offline Configuration

| Open Configuration from System|

Read a Configuration from File

Select Open Configuration from System. If the above screen does not appear, the configuration
may be alternatively opened by navigating to File = Open Configuration at the top of the Avaya
IP Office Manager window. Select the proper Avaya IP Office system from the pop-up window and
log in with the appropriate credentials (not shown).

The appearance of the IP Office Manager can be customized using the View menu. In the screens
presented in this document, the View menu was configured to show the Navigation pane on the left
side, omit the Group pane in the center, and show the Details pane on the right side. Since the Group
Pane has been omitted, its content is shown as submenus in the Navigation pane. These panes
(Navigation, Group and Details) will be referenced throughout the Avaya IP Office configuration.
All licensing and feature configuration that is not directly related to the interface with the service
provider (such as twinning and IP Office Video Softphone support) is assumed to already be in
place.

In the sample configuration, the MAC address 00E00706530F was used as the system name. All
navigation described in the following sections (e.g., License = SIP Trunk Channels) appears as
submenus underneath the system name 00E00706530F in the Navigation Pane.

These Application Notes assume the basic installation and configuration of IP Office have already
been completed and are not discussed here. For further information on IP Office, please consult
References in Section 10.
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5.1 Licensing and Physical Hardware

The configuration and features described in these Application Notes require Avaya IP Office to be
licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact an
authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in the
Navigation pane. Confirm a valid license with sufficient Instances (trunk channels) in the Details
pane. Note that the full License Keys in the screen below is not shown for security purposes.

IP Offices | ek -8 X v«
#-R BOOTP (3) License | Remote Server
4% Operator (3) e e
= [ DOED0706530F
%9 System (1) Feature License Key Instances Status Expiry Date Source Add... |
#-9 Line 3) i Mobility Features OICIuRgHv... 255 Obsolete Never ADI Nodal
Control Unk (4) Advanced Small Community Netw... DaQJ7VeS... 255 Obsolete Never ADI Nodal =
+-4p Extension (38)
o@ User32) IPS00 Voice Networking Channels ~ T39BkqBX.. 255 Valid Never ADI Nodal
418 Group (1) 1PS00 Upgrade Standard to Profess... QaHgn76v... 255 Obsolete Never ADI Nodal
#-9% Short Code (65) IPS00 Voice Networking Channels  JaHLHAVF... 4 Valid Never ADI Nodal
@ senvice 0) [SIP Trunk Channels 13CQzGBY... 255 Valid Never ADI Nodal
8-dy RAS (1) , VPN IP Extensions ©@qm3f0o.. 255 Obsolete Never ADI Nodal
Incoming Call Route (2)
WAN Port (0) IP500 Universal PRI (Additional cha... 2TXC@0o... 255 Valid Never ADI Nodal
o Directory (0) RAS LRQ Support (Rapid Response)  hXIRBVCE... 255 Valid Never ADI Nodal
£2) Time Profile (0) IP Office Dealer Support - Standar... 4AOGBVS.. 255 Valid Never ADI Nodal
@ Firewall Profile (1) IP Office Dealer Support - Professi... dlyY_DbaS... 255 Valid Never ADI Nodal
: :Z’Ruuttt(g)d = IP Office Distributor Support - Stan... dvOS6B9iX... 255 Valid Never ADI Nodal
._L;i‘r’::m‘)’ . IP Office Distributor Support - Prof... LIHFZqB6... 255 Valid Never ADI Nodal
W Tunnel (0) UMS Web Services pGcSuPdL... 255 Valid Never ADI Nodal
@3 User Rights (8) Customer Service Agent jOxhEoAA... 255 Valid Never ADI Nodal
¢ ARS (1) 1600 Series Phones UsKn2Pm... 255 Valid Never ADI Nodal
; RAS Lm‘(';" Request (0) Third Party API fan7@T6R... 255 Valid Never ADI Nodal
Kocation 1) Software Upgrade 255 ohWFM... 1 Valid Never ADI Nodal
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To view the physical hardware comprising Avaya IP Office, expand the components under the
Control Unit in the Navigation pane. In the sample configuration, the Avaya IP Office 500v2 is
equipped with analog and digital extension expansion modules, as well as a VCM64 (Voice
Compression Module) for supporting VoIP codecs. An Avaya IP Office hardware configuration with
a VCM component is necessary to support SIP Trunking.

To view the details of the component, select the component in the Navigation pane. The following
screen shows the details of the IP 500 V2 (the remaining hardware modules are not shown).

IP Offices

IP 500 V2

iR BOOTP (3)
47 Operator (3)
00E00706530F
%% System (1)
T4 Line 3)
“= Control Unit (4)
-
= 2VCM64/PRID U
“= 3 PHONES
= 6 DIG DCPx16 V2
+-4 Extension (38)
+ i User (32)
+ a Group (1)
+-8% Short Code (65)
@ Service (0)
+-ofg RAS (1)
+ Q Incoming Call Route (2)
8 WAN Port (0)
@& Directory (0)
£ Time Profile (0)
#-@ Firewall Profile (1)
+ IP Route (5)
| Account Code (0)
W License (74)
@& Tunnel (0)
+ ﬁ; User Rights (8)
+-“¢ ARS (1)
# RAS Location Request (0)
i Location (0)

»

i@

Unit

Device Number

Unit Type

Version

Serial Number

Unit IP Address
Interconnect Number

Module Number

1

1P 500 V2

9.0.300.941

"

172.16.5.60

0

Control Unit
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5.2 System

Configure the necessary system settings. In the sample configuration, the MAC address
00E00706530F was used as the system name and the LAN port connects to the inside interface of
the Avaya SBCE across the enterprise LAN (private) network. The outside interface of the Avaya
SBCE connects to Clearcom networks via the public Internet. The LAN1 settings correspond to the
LAN port in IP Office.

5.2.1 System - LAN1 Tab

To access the LANL1 settings, navigate to System (1) = 00E00706530F in the Navigation Pane then
in the Details Pane navigate to the LAN1-> LAN Settings tab. The LANL1 settings for the
compliance testing were configured with following parameters:

Set the IP Address field to the LAN IP address, e.g., 172.16.5.60.

Set the IP Mask field to the subnet mask of the private network, e.g., 255.255.255.0.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

IP Offices E 00E00706530F

=& soow @) System [ LANL [Lan2 | DNs | voicemail | Telephony | Directory Services | system Events| sMTP | SMDR | Twinning [vem  [ccR | codecs | accs |
£ 0DE00706530F LAN Settings |VelP | Network Topology|

ooeborbessor
Il 1P Address 17216 . 5 60

i< Control Unit (4)
-4 Extension (37) 1P Mask 255 255 . 255 0
+ % User (32)
+-5§ Group (1) .
9% Short Code (65) Primary Trans. IP Address 0 0 0 0
@ Service (0)
- RAS (1) RIP Mode None -
g Incoming Call Route |

‘WAN Part (0)
< Directory (0) Enable NAT
g Time Profile (0)

Firewall Profile (1) Number Of DHCP IP Add 200 £
B2 1P Rogte 4) umber resses =
#m Account Code (0}
% License (74) DHCP Mode

i Tunnel (0) )
{4 User Rights (8) Server Client Dialin @ Disabled Advanced
"¢ ARS (1)

« RAS Location Reques
@ Location (0)
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The VoIP tab as shown in the screenshot below was configured with following settings:

Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to
Clearcom.

Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

Enter the Domain Name of the enterprise under Domain Name.

Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.
Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

In the Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

IP Offices IE 00E00706530F

e

=R BOOTP (3)

-1 Line (3)
-2 Control Unit (4)
+-4 Extension (37)
o-§  User 32)

5% Group (1) SIP Trunks Enable
8% Short Code (55)
B Service (0) SIP Registrar Enable

+© Incoming Call Route (2)
E8 WAN Port (0)

| System| LANL |LAN2 | DNS [ Voicemail | Telephony | Directory Senvices | System Events | SMTP | SMDR | Twinning VM [ cCR [ Codecs | ACCS |

‘ LAM Settingsl VolP I Network Topology|

H323 Gatekeeper Enable
Auto-create Extn

[ Auto-create User [] H323 Remote Extn Enable

[ Auto-create Extn/User [] SIP Remote Extn Enable

Domain Name avaya.lab.com

17 Time Profile (0) upp UDP Port |5060 = Remote UDP Port (5060
: @ Firewall Profile (1)
+- il IP Route (4) Layer 4 Protocol TCP TCP Port 5060 < Remnote TCP Port 5060
i Account Code (0) -
" License (74) ] TLs TLS Port 5061 = Remote TLS Port  |5061
i Tunnel (0}
+§| User Rights () Challenge Expiry Time (secs) 10 =
0 ARS (1)
f RAS Location Request (0) RTP
58 Location (0)
Port Number Range
Minimurm 49152 = Maxirmum 53246 &
Port Number Range (MAT)
Minimurm 49152 = Maxirmum 53246 <

Enable RTCP Monitoring en Port 5005

Keepalives

Scope RTP - | Periodic timeout 30
Initial keepalives Enabled -

DiffServ Settings

B3 +| DSCP(Hex) B8 * Video DSCP{Hex) FC +| DSCP Mask (Hex) 88 +| SIG DSCP (Hex)

46 +| pscp 46 %+ Video DSCP 63 +| DSCP Mask el % sla pscp
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On the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even the default STUN settings are populated but they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value, the value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeat to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

(" Avaya IP Office Manager O0EO0706530F [9.0.300.941] [Administrator{Administrator]]

File Edit View Tools Help

IP Offices [E 00E00706530F

=R BOOTP @)

8 4 Operstor () ‘ Sy;teml LANL |LAN2 | DNS |Vowcemai| |Te\ephony Directory Services | System Eventsl SMTP | SMDR |Twinmng | VCM | CCR | Codecs | ACCS |

0E00706530F [ Lan Settings [ valp [ Network Topology |
System (1) -
= 00E00708530F Network Tepelogy Discovery
T4 Line (3) STUN Server Address 69.90.168.13 STUN Port 3478
+-“r Control Unit (4)
+-4 Extension (37) Firewall/NAT Type Open Internet hd
0§ User(32) <
+,a Group (1) Binding Refresh Time (seconds) 300 =
8% Short Code (65) ! =
@ Service ) Public IP Address 1] 0 0 0 Run STUN Cancel
e RAS (1)
- Incoming Call Route (2) Public Port
&f) WAN Port (0)
@ Directory (00 uop pose
£ Time Profile (0)
[ TCP 0
- Firewall Profile (1)
+II IP Route (4) TLS 0
- Account Code (0)
‘- License (74) || Run STUN on startup
i Tunnel (0)
-3 User Rights (8)
- ARS (1)

i~ RAS Location Request (0)
i@ Location (0)

Note: In the compliance test, the LANL1 interface was used to connect Avaya IP Office to the
enterprise private network (LAN) and to the Avaya SBCE, LAN2 was not used.
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5.2.2 System - Telephony Tab

Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following
parameters:

e Enter or select 0 for Hold Timeout (secs) so that calls on hold will not time out.

e Choose the Companding Law typical for the enterprise location, U-Law was used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call

transfers to the PSTN via the SIP trunk to the service provider.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

IP Offices |E 00E00706530F

- R B0OTP @) | System [ LANL | LAN2 [DNS [ Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning [veM | €CR | Codees [ Accs |

{# Operator (3)
-5 0E00706530F Telephony | Park & Page| Tones & Music | Ring Tones [sM | allLog | Tur |
stem (1)
00EQOT06530F Analogue Extensions Companding Law
574 Line (3) Switch Line
tl-<2 Control Unit (4] Default Outside Call Sequence [Normal V]
v Extension (37) c g
of User (32) Default Insice Call Sequence [Ring Type1 - @ U-Law ® U-LawLine
- Group (1) . -
£-BX Short Code (65) Default Ring Back Sequence [ngTypel V] AL il
- 0 A-Law ) A-Law Line
- Service (0) Restrict Analogue Extension Ringer Voltage = - -
-l RAS (1)
| @ Incoming Call Route (2)
=] WAN Port (0) Dial Delay Time (secs) 3 = [] DSS Status
---#% Directory (0) Auto Hold
L7 Time Profile (0) Dial Delay Count U < utoHo
| @ Firewall Profile (1) — Dial By Name
- Jfll 1P Route (4) Default No Answer Time (secs) 15 — -
-l Account Code (0) = Show Account Code
-, License (74) Hold Timeout (secs) 0 ~
& Tunnel (0) . = [ Inhibit Off-Switch Forward/Transfer
5 : Park Timeout (secs) 300 =
t-fig User Rights (8)
[ Restrict Network Interconnect
jﬁ ﬁiz Elj R 0 Ring Delay (secs) 5 =
X .D(EtIOI"I equest (0) [T] Drop External Only Impromptu Conference
i@ Location (0) Call Priority Promotion Time (secs) Disabled =
isually Differentiate External Ca
[T Visually Diff Ext: I Call
Default Currency usD -
nsupervised Analog Trunk Disconnect Handlin
[7] Unsupervised Analog Trunk Di Handling
Default Name Priority
l uali onrerencin
High Quality Canferencing
Media Connection Preservation Disabled -
[ Strict SIPS
Digital/Analogue Auto Create User
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5.2.3 System - Twinning Tab

Navigate to the Twinning tab on the Details Pane, configure the following parameters:
e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section
5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

IP Offices |E 00E00706530F

@& BOOTP (3)

b & Opasor @) system | LANL [ LaN2 | DNs | voicemail | Telephony | Directory Services | System Events | sMTP [ sMDR | Twinning fvem | ccR [ Codecs [ accs |

n¥c

%= D0E00706530F I [7] Send eriginal calling party information for Mobile Twinning I

Calling party information for
Mehbile Twinning

= Control Unit (4)
A& Extension (37)
@ User(32)
i3 Group (1)
-BX Short Code (55)
{3 Service (0)
oy FAS (1)
e Incoming Call Reute (2)
4} WAN Port (0)
-4 Directory (0)
71 Time Profile (0)
@ Firewall Profile (1)
-Jill IP Route (4)
- Account Code (0}
% License (74)
i Tunnel (0)
-4 User Rights (8)
¥ ARS (1]
- RAS Location Request (0)
& Location (0)

e [ ] [ [ [

ram)

-

ram)
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5.2.4 System - Codecs Tab

For Codec’s settings, navigate to the System (1) = 00E00706530F in the Navigation Pane, select
the Codecs tab and configure the following parameters:

e The RFC2833 Default Payload field is new in IP Office release 9.0. It allows the manual
configuration of the payload type used on SIP calls that are initiated by the IP Office. The
default value 101 was used, the preferred Payload for Clearcom.

e Select the Codecs. The list of Available Codecs shows all the codecs supported by the
system, and those selected as usable. The Default Codec Selection area enables the codec
preference order to be configured on a system-wide basis. The buttons between the two lists
can be used to move codecs between the Unused and Selected lists, and to change the order
of the codecs in the Selected codecs list. By default, all lines and IP extensions (SIP and
H.323) will use this system default codec selection, unless configured otherwise for a
specific line or extension. The list must include G.729(a), G.711ALAW and G.711 ULAW
which are the codecs supported by Clearcom. Codecs are listed in Clearcom’s preferred
codec order (from top to bottom).

e Click OK to commit (not shown).

IP Offices |E 00E00706530F

2R BOOTP B3)

5% Opestor () | system [ Lans | Lan2 | DNS | voicemail | Telephony | Directory Services | system Events | smTp | SMDR | Twinning [ vem | ccr | Codecs | accs |

% 00E00706530F | RFC2833 Default Payload 101 = |

Available Codecs Default Codec Selection
T Unused Selected
s & E:t”tm.' U”;t?(‘” 9] G711 ULAW 64K G722 64K s»» | | [6729(z) BK CS-ACELP
gy E";;'"( ) 7] G.711 ALAW 64K G723.1 6K3 MP-MLQ G711 ALAW 64K
& e ) 7] 6722 64K G711 ULAW 64K
-4 S::'tpcmd ) 7] G.720(s) 8K CS-ACELP
ort-oce 7] G.723.1 6K3 MP-ML
LB Senvice (0) Q cax
5ol RAS (1)

+ e Incoming Call Route (2)
i WAN Port (0)

o= Directory (0] PSS
7 Time Profile (0)

-8 Firewall Profile (1)

-l 1P Route (4)

8 Account Code (0)

-8 License (74)

i Tunnel {0)

*:' 3 User Rights (8)

B ARS (1)

- RAS Location Request (0)
i@ Location (0)
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5.3 IP Route

Create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the Avaya SBCE. On the left navigation pane, right-click on IP
Route and select New. Configure the following parameters:
e Set the IP Address and IP Mask.
e Set Gateway IP Address to the IP Address of the gateway used to reach the Avaya SBCE.
e Set Destination to LAN1 from the pull-down menu.
e Click OK to commit (not shown).

+-<= Control Unit (4)
+-4 Extension (37)
-8 User (32)

+-5% Group (1)
+-#% Short Code (65)

B Service (0)

-k RAS (1)

+-49 Incoming Call Route (2)
£ WAN Port (0)

~-=m Directory (0)

-4 Time Profile (0)
=@ Firewall Profile (1)
=-El|IP Route (2)

% 1 10.0.0.0
-l 192.168.99.0

-2 Account Code (0)

~®e License (74)

W Tunnel (0)
+-§5 User Rights (8)
¢ ARS (1)

& Location (0)

# RAS Location Request (0)

Destination

Gateway IP Address

IP Offices £ 0.0.0.0
7 & BOOTP (3) IP Route
+-¢+ Operator (3)
=% DOE00706530F IP Address 0 0 0
- System (1)
=13 Line (3) IP Mask

255 . 235 . 255

172 16 5 254

[Lant

Metric

0

[T Proxy ARP
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5.4 SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the Clearcom SIP
Trunk Service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable).

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.2 —5.4.5.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls.
e Transport — Second Explicit DNS Server.
e SIP Credentials — Registration Required.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.2 —5.4.5.

5.4.1 Create a New SIP Trunk from Template

1. Copy the template file to the computer where IP Office Manager is installed. If needed
rename the template file to MX_Clearcom_SIPTrunk.xml. The file name is important in
locating the proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.

*" IP Office Manager Preferences e 2 -

Preferences | Directories | Discovery | Visual Preferences | Security | Validation

Icon Size |Smal| -

Multiline Tabs

| 7 EnabIeTempIateOptions|

i) ‘ 0K ‘ Cancel Help
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3. Import the template into IP Office Manager. From IP Office Manager, select Tools =
Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down
menus in Step 5. The default template location is C:\Program Files\Avaya\lP
Office\Manager\Templates.

+-%9 System (1)
#1114 Line (3)
4)-“=» Control Uni
+-- 4 Extension (3
a-§  User 32)
+ a Group (1)

File Edit View [ Tools | Help
IP Office Extension Renumber...
Line Renumber...
#-& BOOTP (3)
#-4% Operator (3) Connect To...
SR 4 00E00706530F) Export

SCN Service User Management
Busy on Held Validation

MSN Configuration

Print Button Labels

00E00706530F

#% Short Code
@ Service (0)

Import Templates in Manager

o RAS (1)

&) WAN Port (0)
@ Directory (0)
~£1" Time Profile (0)
@ Firewall Profile (1)
il 1P Route (5)
@8 Account Code (0)
& License (74)
W& Tunnel (0)
§3 User Rights (8)
‘¥ ARS (1)

- Location (0)

@ Incoming Call Route (2)

#~ RAS Location Request (0)

Device ID

TFTP Server IP Address
HTTP Server IP Address
Phone File Server Type

Manager PCIP Address

Avaya HTTP Clients Only
Enable Softphone HTTP Provisioning v

00E00706530F

place System under special control

255 255 255

0 0 0

Memaory Card b

255 . 255 . 255

Locale

Location

255

0

255

LDNS [ Voicemail [ Telephnny] Directory Services I System Events [ SMTP [ SMDR [ Twinning [ VCM [ CCR [ Codecs I ACCS

[united states (Us English) -

[<Nnne> v]

HTTP Redirection |Off -

Favor RIP Routes, over static routes

In the pop-up window (not shown) that appears select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window (not
shown) will appear stating success or failure. Click OK (not shown) to continue. If preferred,
this step may be skipped if the template file is copied directly to the IP Office template

directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
navigate to New = New SIP Trunk From Template.

IP Offices IE SIP Line - Line 17
7-R BOOTP 3) SIP Line Transport | SIP URI|VolP |38 Fax|SIP Credentials
{7 Operator (3)
=159 00EQQ7(=== =
i Syst| L] New » H323 Line
2 T *] Generate SIP Trunk Template IP DECT Line In Service =
#s Con SIP Lin
!
-4 Extel ¥ Cut Ctrl+X € URI Type [sip ~|
] ﬁ User c Cirls SM Line
-4 Gro| 2 COPY e SIP DECT Line Check 00S v
% Sho! Paste Ctrl+V
- g Sen 7 Delete Ctrl+Del New SIP Trunk From Template Call Routing Method [Tn Header v]
& RAS Valid, Originator number for
v alidate
g R‘;\C ~ I T b T forwarded and twinning calls avayashcl
Connect To.. Ctrl+
T [T)'”E New from Template (Binary) Name Priority [SYS‘E'“ Default ‘]
o) Tim
@ Fire Export as Template (Binary) [None v] Caller ID from From header
il 1P Route (5)
-4 Account Code (0) Association Method [By Source IP address v] Send From In Clear
: #'tensf((g)d) User-Agent and Server
unnel Headers
§5 User Rights (8)
“& ARS (1) Service Busy Response [485 - Busy Here v]
# RAS Location Request (0) . . o
& Location (0) Action on CAC Location Limit [Allow Voicemail 'I
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5. In the subsequent Template Type Selection pop-up window, select Mexico from the
Country pull-down menu and select Clearcom from the Service Provider pull-down menu
as shown below. These values correspond to parts of the file name
(MX_Clearcom_SIPTrunk.xml) created in Step 1. Click Create new SIP Trunk to finish

creating the trunk.

" Template Type Selection l = | |ﬁ]
Locale United States (LS English]
Country | Mexico - |
Service Provider |Clearcum - | Dizplay Al
Create new SIP Trunk Cancel

Once the SIP Line is created, verify the configuration of the SIP Line with the configuration shown
in Sections 5.4.2 —5.4.5.

Alternatively, a SIP Line can be created manually with the parameters also shown in Sections 5.4.2
—5.4.5 below. To create a SIP line manually, begin by navigating to Line in the Navigation Pane.
Right-click and select New— SIP Line.
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5.4.2 SIP Line - SIP Line Tab
Select the SIP Line tab; configure the parameters as shown below:

Leave the ITSP Domain Name blank.

e Verify that Send Caller ID is set to None.
e For the compliance testing REFER Support was disabled. Thus, REFER Support should
be unchecked. Refer to Section 2.2.

Verify that Method for Session Refresh is set to Auto.
Verify that Session Timer (Seconds) is set to On Demand.

Verify that Media Connection Preservation is set to Disabled.
Verify that In Service box is checked.

e Verify that Check OOS box is checked. With this option selected, IP Office will use the SIP

OPTIONS method to periodically check the SIP Line.

e Set Call Routing Method to To Header.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

IP Offices

| x

=& BOOTP (3)
Operator (3)
2 00ED0T06530F

[#-“= Control Unit (4)
A4y Extension (37)
E-§ User32)
-5 Group (1)
[+ @ Short Code (5]
@ Service (0]
ok RAS (1)
-4 Incoming Call Route (2)
48 WAN Port (0)
- Directory (0)
r-t‘ Time Profile (0]
& Firewall Profile (1)
=l IP Route (4)
-~ Account Code (0)
W License (74)
- Tunnel (0)
£ UserRights (8)
- ARS (1)
-« RAS Location Request (0)
- Location (0)

SIP Line - Line 17

SIP Line[Transport [ SIP URI|VoIP | T38 Fax|SIP Credentials

Line Mumber 17 =

| TSP Domain Name | | In Service |

URI Type B -

Prefix Check 005
National Prefix Call Routing Method lTo Header V]
Country Code gr:ug\.'i:radtendr ::;ntl::;?l:'lg calls
International Prefix Name Priority lSystem Default v]
Send Caller ID [None v]l Caller ID from From header =

Association Method

[™] REFER Support

[ By SourceIP address

Always

Always

Send From In Clear =

User-Agent and Server
Headers

Service Busy Response l486 - Busy Here

Action on CAC Location Limit lAuow Voicemail

Method for Session Refresh

Seszion Timer (seconds)

[Auto

On Demand

Media Cennection Preservation [Disabled
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5.4.3 SIP Line -Transport Tab

Select the Transport tab; configure the parameters as shown below:
e Setthe ITSP Proxy Address, this address was set to the inside IP Address of the Avaya
SBCE or 172.16.5.71 as shown in Figure 1.

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.1.
e Set the Send Port to 5060.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

IP Offices | = SIP Line - Line 17
BOOTP (3) [stP Lind Transport |sip URI|VolP | 738 Fax|SIP Credentiels]
Operator (3)
00E00706530F [1TsP Proxy Address 17216571

Metwork Configuration
Layer 4 Protocol lUDP v] Send Port 9060 =
[~ Control Unit (4) Use Metwork Topology Info lLAN 1 v] 5060
-4 Extension (37)
w-f UserG2) Explicit DNS Server(s) 0 0 0 0 0 0 0 0
[ ﬂ Group (1)
-8 Shart Code (65) Calls Route via Registrar
@ Service (0)
-y RAS (1)

[ @ Incoming Call Route (2)
- §E WAN Port (0
-2 Directory (0)
£ Time Profile (0)
(- Firewall Profile (1)
-l IP Route (4)
-l Account Code (0]
% License (74)
W% Tunnel (0)
f-fa User Rights (8)
- ARS (1)
- RAS Location Request (0]
- Location (0)

Separate Registrar
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5.4.4 SIP Line - SIP URI Tab

Two SIP URI entries must be created to match each outgoing number that Avaya IP Office will send
on this line and incoming numbers that Avaya IP Office will accept on this line.

To set the SIP URI for outgoing numbers, select the SIP URI tab, then click the Add button and the
New Channel area will appear at the bottom of the pane. To edit an existing entry, click an entry in
the list at the top, and click the Edit button. The entry was created with the parameters shown below:
e Set Local URI, Contact, Display Name and PAI to Use Credentials User Name.
e Set Registration to 1: User123 (Note that this field will default to the User Name used
under the SIP Credentials tab).
e Set Incoming Group to 0.
e Set Outgoing Group to 17 (SIP Line number being used).
e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.
e Click OK to commit.

IP Offices | = SIP Line - Line 17

& sooTP ) |5t Line| Transport{SIP URI [volp |38 Fax|SIP Credentials

[H-i% Operator (3)
=7 00E00706530F Channel Groups Via Local URI Contact Display Name PAI Credential Max Calls Add...

Iﬂm 1 17 0 1. N.. 0:<Non.. 10

& T“f".l;wgelﬁ) 2 0 17 1. Userl2d Userl?3 Userl23 a. l:Userl23 10 T

o 2 Edit...
17

e Contrel Unit (4)

o4 Extension (37)

H-f  User (32)

Jﬂ Group (1)

H-@% Short Code (65)

-4 Service (0)

H-ally RAS (1)

Je Incoming Call Route (2]

-} WAN Port (0)

Edit Channel

-£77 Time Profile (0) Via 172.16.550)
£ Firewall Profile (1)
- Jill IP Route (4) Local URT Use Credentials User Name - Canccl
A t Code (0
ey L\cc::; (74; e Contact Use Credentials User Name hd
];ﬁ; Ei;nl:ilg(gis ® Display Mame Use Credentials User Name -
K- ARS (1) PAI Use Credentials User Name -
-~ RAS Location Request (0)
-{ig Location (0) Registration 1: Userl23 -
Incoming Group 0
QOutgoing Group 17
Max Calls per Channel 10 =
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To set the SIP URI for incoming numbers, select the SIP URI tab, then click the Add button and the
New Channel area will appear at the bottom of the pane. To edit an existing entry, click an entry in
the list at the top, and click the Edit button. The entry was created with the parameters shown below:

e Set Local URI, Contact, and Display Name to Use Internal Data.

e Set PAI to None.

e Set Registration to 0: <None>.

e Set Incoming Group to 17 (SIP Line number being used).
e Set Outgoing Group to 0.
e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using

this SIP URI pattern.

e Click OK to commit.

t Avaya IP Office Manager 00E00706530F [9.0.300.941] [Administrator{Administrator]]

File Edit View Tools Help
IP Offices | = SIP Line - Line 17
w-R BOOTP (3) SIP Line|Transport] SIP UFI|VolP |38 Fax|SIP Credentials
Operator (3)
%27 00E00708530F Channel Groups Via Local URI Contact Display Mame PAI Credential  Max Calls Add...
System (1) 1 17 0 1. N.. 0:<Non.. 10
2 017 1. Userl2d Usel23 Userl3 a. 1:Userl23 10 Famoye
oy Edit...
Ek-*=r Control Unit (4)
-4 Extension (37)
w-f User 32)
- Group (1)
[]-B% Short Code (55)
B Service (0)
- RAS (1)
=4 Incoming Call Route (2)
&) WAN Port (0) Edit Channel
{71 Time Profile (0) Via 172.16.5.560|
w-@ Firewall Profile (1)
-l IP Route (4) Local URL Use Internal Data Sancel
-8 Account Code (0
A Llc:e:ts (?4? =@ Contact Use Internal Data
il Tunnel (0) .
Display N Use Internal Data
-y User Rights (8) spiay Hame
¢ ARS (1) PAI None
-4 RAS Location Request (0)
i@ Location (0) Registration 0: <Nene> w7
Incoming Group 17
Outgoing Group 0
Max Calls per Channel 10 =

Additional SIP URIs may be required to allow inbound calls to numbers not associated with a user,
such as a short code. These URISs are created in the same manner as shown above with the exception
that the incoming DID number is entered directly in the Local URI, Contact, and Display Name

fields.
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5.45 SIP Line - VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e For Codec Selection, select System Default from the pull-down menu to use the default list
of codecs (Configured under Section 5.2.4). A list of the codecs in their current order of
preference will be shown on the right in the Selected column. To use a custom list of codecs,
select Custom for Codec Selection. Next, move unwanted codecs from the Selected column
to the Unused column. Lastly, move the codecs up or down the list in the Selected column to
achieve the desired order of preference. The example below shows the codecs used for the
compliance test (Note that System Default Codec Selection was used). The list must include
G.729(a), G.711ALAW and G.711 ULAW which are the codecs supported by Clearcom.
Codecs are listed in Clearcom’s preferred codec order (from top to bottom).

e Uncheck the VoIP Silence Suppression box.

e Uncheck Allow Direct Media Path and Force direct media with phones box. This setting
was not tested.

e Check the Re-invite Supported box.

e Check the PRACK/100rel Supported box.

e Setthe Fax Transport Support to T.38. Refer to Section 2.2.

e Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e Default values may be used for all other parameters.

e Click the OK to commit (not shown).

IP Offices = SIP Line - Line 17
*"E BOOTP (3) |SIP LmelTransportlSIP UR]1 VolIP ITES FaxlSIP Credentlals|
+-% Operator (3]
;---’-:: 00ED0706530F VoIP Silence Suppression
tJ Allow Direct Media Path
:é Codec Selection [system Defaut '|| | Re-invite Supported
& .| Unit (4) G722 64K . 5.729(a) 8K C5-ACELP Codec Lockdown
- Extension (37) 67231 6K3 MP-MLQ G711 ALAW 64K
i-§ User 32) G711 ULAW 64K
+ 2% Group (1) Force direct media with phones
+s EZ;TEEEE = G.711 Fax ECAN
+"& IRAS(U Call R 2
B e e
s Directory (0)
L£17 Time Profile (0) e
+ @ Firewall Profile (1)
=-[ll 1P Route (4)
- Account Code (0) Fax Transport Suppert |T38 -||
:7; .IF::::(GG;J Location |Cloud v|
:ﬁ(. g;z’gijgh“@) CallInitiation Timeout () |4
" RAS Location Request (0) |DTMF Support |RFC2833 v||
i@ Location (0)
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5.4.6 SIP Line — T38 Fax Tab
Select the T38 Fax tab, to set the T.38 Fax parameters of the SIP line. Set or verify the parameters as
shown below.

e For T38 Fax Version, select 0 from the pull-down menu.

e Check Disable T30 ECM.

e Default values may be used for all other parameters.

e Click the OK to commit (not shown).

IP Offices

SIP Line - Line 17

-

- & BOOTP (3)

“¢# Operator (3)

-4 00E00706530F

'SIP Line| Transport| SIP URI|VolP | T38 Fax [SIP Credentials

h |T38 Fax Version [0 v] |
+ '-:'.J System (1) [¥] Scan Line Fix-up
=117 Line (3) Transport UDPTL
e 1 +/| TFOP Enhancement
Redundanc
) Y [[2] Dissble T30 ECM
Low Speed 0 : ;
#-“2 Control Unit (4) Disable EFlags For First DIS
+-4 Extension (37) High Speed 0 ™ Di ;
5] User(2) || Disable T30 MR Compression
-8 Group (1) TCF Method (Trans TCF - | NSF Override
+-@% Short Code (65) =
----- @D Service (0) Max Bit Rate (bps) l14400 'l »
H-ollg RAS (1) ) 0
#- Incoming Call Route (2) EFlag Start Timer (msecs) 2600 .

----- E3 WAN Port (0)

EFlag Stop Timer (msecs) 2300

----- @5 Directory (0)
£ Time Profile (0)
@ Firewall Profile (1)
-l IP Route (6)
----- #m Account Code (0)
% License (74)
----- W& Tunnel (0)
-§3 User Rights (8)
" ARS (1)
« RAS Location Request (0)
----- i Location (0)

Tx Network Timeout (secs) 130 =

(S

-

"] Use Default Values
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5.4.7 SIP Line — SIP Credentials Tab

SIP Credentials are used to register the SIP Trunk with a service provider that requires SIP Registration.
SIP Credentials are also used to provide the required information for Digest Authentication of outbound
calls. SIP Credentials are unique per customer and therefore customers must contact the service provider
to obtain the proper registration credentials for their deployment.

Note: The SIP Credentials configuration settings shown below are only used to provide the required
information for Digest Authentication of outbound calls. In IP Office configurations with the Avaya
SBCE, SIP Trunk Registration to the Service Provider’s SIP Trunk Service is done by the Avaya SBCE,
and not by IP Office, Refer to Section 6.2.4.

Select the SIP Credentials tab, and then click the Add button to add the SIP Trunk registration
credentials. Set the parameters as show below:
e For User name, add the User name credential provided by the Clearcom for SIP Trunk
registration. This is the same User Name credential, used by the Avaya SBCE, under the
Avaya SBCE Server Configuration, refer to Section 6.2.4.
e Leave Authentication Name blank, this field is not used. SIP Trunk Registration to
Clearcom’s SIP Trunk Service will be done by the Avaya SBCE.
e Leave the Password blank, this field is not used. SIP Trunk Registration to Clearcom’s SIP
Trunk Service will be done by the Avaya SBCE.
e The Expiry (mins) can be left with the default value of 60 mins; this field is not used. SIP
Trunk Registration to Clearcom’s SIP Trunk Service will be done by the Avaya SBCE.
e The Registration required should be unchecked; this field is not used. SIP Trunk
Registration to Clearcom’s SIP Trunk Service will be done by the Avaya SBCE.
e Click the OK to commit.

IP Offices | g SIP Line - Line 17*
#-R BOOTP (3) |SIP Line| Transport | siP URI| ol [T38 Fax|SIP Credentia|5|
+-4# Operator (3)
== OOEOTOE530F Index UserMame Authentication Name Contact Expiry (mins) Register Add...
2 System (1) 1 Userl23 60 ot
E ne 3] Remove

1
2 Edit...
+ = Control Unit (4)

-4 Extension (37)

i-§  User (32)

-5 Group (1)

-8 Short Cade (65)

B Service (0)

+© Inceming Call Route (2)
- BE) WAN Port (0)

= Directory (0)

£ Time Profile (0)

-8 Firewall Profile (1)
-l IP Route (4)

- Account Code (0) Edit SIP Credentials
‘; License (74) User name Userl23 ;JOK
=il Tunnel (0)
+ﬁ, User Rights (8) Authentication Name Cancel
H- g ARS (1)
a# RAS Location Reguest (0 Contact |
i@ Location (0)
Password
Expiry (mins) 60
Registration required ]
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5.5 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.5.1 Short Codes and Automatic Route Selection

To create a short code to be used for ARS, right-click on Short Code on the Navigation Pane and
select New (not shown). The screen below shows the short code 9N created (Note that the semi-
colon is not used here). In this case, when the Avaya IP Office user dials 9 plus any number N,
instead of being directed to a specific Line Group ID, the call is directed to Line Group 50: Main,
which is configurable via ARS. Configure the following parameters:
e Inthe Code field, enter the dial string which will trigger this short code. In this case, 9N was
used (Note that the semi-colon is not used here).
e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix. This value is passed to ARS.
e Setthe Line Group Id to 50: Main to be directed to Line Group 50: Main, this is
configurable via ARS.
e Click the OK to commit (not shown).

IP Offices |E 9N: Dial
#-® BOOTP (3) || Short Code
#-{% Qperator (3)
=% 00E00706530F Code 9N
+)-%39 System (1)
#-F7 Line (3) Feature Dial -
#-“=» Control Unit (4)
-4 Extension (37) Telephone Number N
* x User 32) 1 Line Group ID 50: Main -
+ Group
=[9% Short Code (65) Locale -
8 00
% 01 Force Account Code
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The following screen shows the example ARS configuration for the route Main. Note the sequence
of Xs used in the Code column of the entries to specify the exact number of digits to be expected,
following the access code and the first set of digits on the string. This type of setting results in a
much quicker response in the delivery of the call by IP Office.

To create a short code to be used for ARS, select ARS > 50: Main on the Navigation Pane and
click Add. Configure the following parameters:

In the Code field, enter the dial string which will trigger this short code. In this case, 001
followed by 10 Xs to represent the exact number of digits. Note that 001 is used for
international calls from Mexico to North America (U.S.).

Set Feature to Dial. This is the action that the short code will perform.

Set Telephone Number to 001N. The value N represents the additional number of digits
dialed by the user after dialing 001 (The 9 will be stripped off).

Set the Line Group Id to the Line Group number being used for the SIP Line, in this case
Line Group ID 17 was used.

Click OK to commit.

New Short Code E1
Code 00 TXO0CO00KXX [ ok |
Feature | Dial -
| Cancel |

Telephone Number 001N _
I

Line Group ID 17 A

Locale | -
I Force Account Code

Repeat the above procedure for additional dial patterns to be used by the enterprise to dial out from
IP Office.
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The first example highlighted below shows that for calls from Mexico to the North American
Numbering Plan, the user dialed 9, followed by 001 and 10 digits (represented by 10 Xs). The
second example highlighted shows an eight digit number starting with a 28, which is for local calls
in Mexico, the user dialed 9, followed by the local number (e.g., 28811234). In each case the 9 is
stripped off, the remaining digits, including the 001 and 28 shown in the examples below, are
included in the SIP INVITE message IP Office sends to Clearcom.

IP Offices

Main

447

% 00E00706530F

@R BOOTP (3)

Operator (3)

+-%% System (1)
#-11 Line 3)
4<% Control Unit (4)
+-4 Extension (37)
+-§  User(32)
133k Group (1)
- 9% Short Code (65)
- @ Service (0)
o8 RAS (1)
e Incoming Call Route (2)
£ WAN Port (0)
@ Directory (0)
£ Time Profile (0)
@ Firewall Profile (1)
-Jill IP Route (6)
4 Account Code (0)
W License (74)
W& Tunnel (0)
§2 UserRights (8)
2 ARS (1)
L

-« RAS Location Request (0)
i Location (0)

ARS

ARS Route Id
Route Name

Dial Delay Time

In Service

Time Profile

Code

50
Main

System Default (3)

—

<None>

l

Telephone Number

/| Secondary Dial tone

SystemTone

V| Check User Call Barring

QOut of Service Route

—— - Out of Hours Route

Feature

Line Group ID

001XCOCCOOOK

001N

Dial

17

BXCOCOOOK
1XCCOOOXK
EXXCOXX
3XCCOOOKXX

8N
IN
6N
3N

Dial
Dial
Dial
Dial

17
17
17
17

28XX00KXX

28N

Dial

17

S5XXXXXXXX

«

55N

Dial

17

I <None> b ]

[< None> v]

- Add.. |

Remove

m

Edit..
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5.6 User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first navigate to User = Name in the Navigation
Pane where Name is the name of the user to be modified. In the example below, the name of the user
is Ext3040 H323. Select the SIP tab in the Details Pane. The values entered for the SIP Name allow
matching of the SIP URI for incoming calls without having to enter this number as an explicit SIP
URI for the SIP line (Section 5.4.4). The SIP Name and Contact are set to one of the DID numbers
assigned to the enterprise by Clearcom. The SIP Display Name (Alias) parameter can optionally be
configured with a descriptive name. If all calls involving this user and a SIP Line should be
considered private, then the Anonymous box may be checked to withhold the user’s information
from the network. This can also be accomplished by activating Withhold Number on H.323
Deskphones.

e Click the OK to commit (not shown).

IP Offices |EZ Ext3040 H323: 3040° ef -9 X
s Ccntrql Unit (4) * | | Telepheny ‘ Forwarding ‘ Dial In ‘ Voice Recording | Button Programming | Menu Programming | Mobility | Group Membership | Announcements Personal Directory
+-4p Extension (37)
24 [UserG2) SIP Name 5528811241
NoUser
g RemoteManager SIP Display Name (Alias) Ext3040 H323
3040 Ext3040 H323
3041 Ext3041 H323 Contact 552881241
3042 Ext3042 H323
3043 Ext3043 Digital
3044 Ext3044 Digital Anonymous
~ 3047 Ext3047 SIP
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 34 of 93

SPOC 11/21/2014 ©2014 Avaya Inc. All Rights Reserved. ClearcomIPOSBCE



5.7 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system.

In a scenario like the one used for the compliance test, only one incoming route is needed, which
allows any incoming number arriving on the SIP trunk to reach any predefined extension in IP
Office. The routing decision for the call is based on the parameters previously configured for Call
Routing Method and SIP URI (Section 5.4) and the users SIP Name and Contact, already
populated with the assigned Clearcom DID numbers (Section 5.6).

5.7.1 Incoming Call Route — Standard Tab

On the Standard tab of the Details Pane, enter the parameters as shown below.
e Set Bearer Capacity to Any Voice.
e Set the Line Group Id to the incoming line group of the SIP line defined in Section 5.4, in this
case Line Group ID 17 was used.
e Default values can be used for all other fields

W —

IP Offices = 17

K BOOTP(3) Standard | Voice Recording ‘ Destinations
{* Operator (3)
=I-%%p 00E00706530F
~%3) System (1)
T4 Line (3)

“2» Control Unit (4) Line Group ID 17 -
-4 Extension (37)
@ User(32) Incoming Number
+ a Group (1)
Jf,...’u Short Code (65) Incoming Sub Address

)
*

[F]-

Bearer Capability {Any Voice v

JF-- - -

RAS (1) Incoming CLI
@ Incoming Call Route (2)

o @
o ‘W Priority
----- & WAN Port (0)

@& Directory (0) Tag
----- £ Time Profile (0)
@ Firewall Profile (1) Hold Music Source ‘ System Source v |

H E ECSZE::; (‘?()Jde ) Ring Tone Override None v
----- % License (74)

----- & Tunnel (0)

+-§3 User Rights (8)

+-“¢ ARS (1)

----- #~ RAS Location Request (0)
""" i@ Location (0)

Locale [ v

1-Low v|
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5.7.2 Incoming Call Route — Destinations Tab

Under the Destinations tab, enter ““.” for the Default VValue. This setting will allow the call to be
routed to any destination with a value on its SIP Name field, entered on the SIP tab of the User,
which matches the number present on the user part of the “To” header on the incoming INVITE
message received from Clearcom.

e Click OK to commit (not shown).

IP Offices |E 17 g -8B X v
#-K BOOTP (3) Standard VmceRg(urdmgl Des!manons‘
+-4~ Operator (3)
% 00E00706530F TimeProfile Destination Fallback Extension
)% System (1) » IDefauilValue a -l
#-T% Line 3)

4<% Control Unit (4)

-4 Extension (37)

- User(32)

£ -498 Group (1)

9% Short Code (65)

@ Service (0)

#-oflg RAS (1)

=€ Incoming Call Route (2)|
@ 17
@0

& WANPort (0)

a Directory (0)

) Time Profile (0)
#-@ Firewall Profile (1)
* IP Route (6)

& Account Code (0)

% License (74)

W Tunnel (0)

Q3 User Rights (8)

#-“¢ ARS (1)
# RAS Location Request (0)
i Location (0)
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5.8 Save Configuration

When desired, send the configuration changes made in Avaya IP Office Manager to the Avaya IP
Office server in order for the changes to take effect.

Navigate to File->Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

Once the configuration is validated, a screen similar to the following will appear, with either the
Merge or the Immediate radio button chosen based on the nature of the configuration changes made
since the last save. Note that clicking OK may cause a service disruption due to system reboot. Click
OK if desired.

r:

Save Configuration E =] @

IP Office Settings
00E0O706530F

Configuration Reboot Mode
@ Merge

Immediate

When Free

Tirmed

Reboat Time

11:20

Call Barring

OK l | Cancel | | Help
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6. Configure the Avaya Session Border Controller for Enterprise

This section covers the configuration of the Avaya SBCE. It is assumed that the initial installation of
the Avaya SBCE and the assignment of the management interface IP Address have already been
completed; hence these tasks are not covered in these Application Notes. For additional information
on these configuration tasks, see References Error! Reference source not found., Error!
Reference source not found. and Error! Reference source not found. in Section 10.

The configuration of the Avaya SBCE covers two major components, the Trunk Server for the
service provider and Call Server for the enterprise. Each component consists of a set of Global
Profiles, Domain Policies and Device Specific Settings. The configuration was defined using the
Avaya SBCE web user interface as described in the following sections.

Note: During the next pages and for brevity in these Application Notes not every provisioning step
will have a screenshot associated with it.

6.1 Log into the Avaya Session Border Controller for Enterprise

Use a Web browser to access the Avaya SBCE Web interface, enter https://<ip-addr>/sbc in the
address field of the web browser, where <ip-addr> is the management IP address.

Enter the appropriate credentials then click Log In.

AVAYA =

Password: [pecsacsd]
LogIn
Session Border Contro"er This system is restricted solely to authorized users for legitimate
- business purposes only. The actual or attempted unautherized access,

for Enterprlse use or modifications of this system is strictly prohibited. Unauthorized
users are subject to company disciplinary procedures and or criminal
and civil penalties under state, federal or other applicable domestic and
foreign laws.
The use of this system may be monitored and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such menitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may bs provided to law enfarcement officials.
Al users must comply with all corporate instructions regarding the
protection of information assets.
@ 2011 -2013 Avaya Inc. Al rights reserved.
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The Dashboard main page will appear as shown below.

Alarms  Incidents  Statistics Logs Diagnostics Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard

Admiisireon

Backup/Restore System Time 07:01:42 AM GMT Refresh SN

System Management
Version 6.2.1.Q18 Avaya SBCE
Global Parameters S

Global Profiles Build Date

SIP Cluster
Alarms (past 24 hours) Incidents (past 24 hours)

Domain Policies
None found. Avaya SBCE: Could not contact DNS servers:clearcom.mx
TLS Management

Device Specific Settings Add

No notes found.

Wed May 28 09:21:02 UTC 2014

To view the system information that has been configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added. To view the configuration of this device,
click the View as shown in the screenshot below. Note that the Management IP was blurred out for
security reasons.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard System Management
Administration
Backup/Restare
[ pevices | upaates || sSLVPN | Licensing
Global Parameters E’i"ﬂ'ﬁﬁi’;f Management |P Version Status
:::bz:ups:::“es ﬁp‘?g;gﬁgg ' 6.2.1.Q16 Commissioned Reboot Shutdown Restart Application Edit Delete
Domain Policies
TLS Management
Device Specific Settings
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The System Information screen shows Network Settings, DNS Configuration and
Management IP information provided during installation and corresponded to Figure 1. The Box

Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

To view the network configuration assigned to the Avaya SBCE, click View on the screen above.
The System Information window is displayed.

System Information: Avaya SBCE X
r General Configuration Device Configuration
Appliance Name Avaya SBCE HA Mode No
Box Type SIP Two Bypass Mede No

Deployment Mode  Proxy

r Network Configuration
1P Public IP Netmask Gateway Interface
172.16.5.71 172.16.5.71 255.255.255.0 172.16.5.254 Al
192.168.157.187 182.168.157.187 255.255.255.192 182.168.157.129 B1
r DNS Configuration Management IP(s)
Primary DNS 10.5.216.122 P

Secondary DNS 10.5.153.242
DNS Location DMz

DNS Client IP 192.168.157.187

On the previous screen, note that Al correspond to the inside or private interface (toward IP Office)
and B1 correspond to the outside or public interface (toward the Service Provider) of the Avaya
SBCE. The management IP was blurred out for security reasons.

IMPORTANT! — During the Avaya SBCE installation, the Management interface, (labeled
“M1”), of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., A1 and B1). If this is not the case, contact
your Avaya representative to have this resolved.
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6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.

6.2.1 Server Interworking profile - Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. Since modifying a default profile is generally not recommended, for
the Avaya-IPO interworking profile the default avaya-ru profile was duplicated, or “cloned”, and
then modified to meet specific requirements for the enterprise SIP-enabled solution.

On the left navigation pane, select Global Profiles - Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile on top right of the screen (not
shown).

Enter the new profile name in the Clone Name field, the name of Avaya-1PO was chosen in this
example. Click Finish.

Clone Profile X

Profile Name avaya-ru
|Clune MName Avaya-IPO |
Finish
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For the newly created Avaya-1PO profile, click Edit at the bottom of the General tab (not shown):
e Check T.38 Support.
e Click Next.

Editing Profile: Avaya-IPO X

@ None
Hold Support ) RFC2543 - c=0.00.0
) RFC3264 - a=sendonly

180 Handling @ None ) SDP ) No SDP
181 Handling @ MNone © SDP O No SDP
182 Handling © MNone © SDP O No SDP
183 Handling © MNone © SDP O No SDP
Refer Handling |

URI Group None
3xx¢ Handling =

Diversion Header Support

Delayed SDP Handling ]|
Re-Invite Handling ]
T.38 Support
URI Scheme @ sip O TEL © ANY
Via Header Format a RFC3261
) RFC2543
Next

e Click Finish on the Privacy and DTMF tab (nor shown).
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The following screen capture shows the General tab of the newly created Avaya-1PO Server
Interworking Profile.

Users

Incidents  Statistics Diagnostics

Alarms Logs

Session Border Controller for Enterprise

Dashboard Interworking Profiles: Avaya-IPO
Administration Add

Backup/Restore
Interworking Profiles

System Management
cs2100

Click here to add a description

> Global Parameters General ” Timers || URI { H Header i H Advanced |

4| Global Profiles avaya-ru

Domain DoS 0CS-Edge-Server
Hold Support NONE
Fingerprint g
- clsco-cem 180 Handling Nane
Server Interworking
- cups .
Phone Interworking 181 Handiing None
Media Forking Sipera-Halo 182 Handling None
Routing OCS-FrontEnd-Sernver 183 Handling Naone
Server Configuration
) g Avaya-SH Refer Handling No
Topology Hiding P |
-eneral
Signaling Manipulation URI Group tone
Avaya-C51000 3 Handling Mo

URI Groups.

> SIP Cluster AvayaIPO Diversion Header Support No

» Domain Policies

Avaya-CH Delayed SDP Handling MNo
> TLS Management
Re-Invite Handling Mo
> Device Specific Settings
T.38 Support Yes
URI Scheme SIP
Via Header Format RFC3261
Privacy Enabled Mo
User Name
P-Asserted-Identity Mo
P-Preferred-ldentity No
Privacy Header
DTMF Support MNone
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The following screen capture shows the Advanced tab of the newly created Avaya-1PO Server
Interworking Profile.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users

Session Border Controller for Enterprise
Dashboard Interworking Profiles: Avaya-IPO
Administration Add
Backup/Restore
System Management
cs2100
> Global Parameters General H Timers H URI Mani i H Header Manij i ||Advanced |
4 [Global Profiles avaya-iu
Record Routes Both
Domain DoS 0CS-Edge-Server
Fingerprint disco-com Topology Hiding: Change Call-ID No
Server Interworking Call-Info NAT Mo
. cups
Phone Interworking Change Max Forwards Yes
Media Forking Sipera-Halo
Include End Point IP for Context Lookup Yes
Routing 0OCS-FrontEnd-Server
0OCS Extensions No
Server Configuration Avaya-SM
Topology Hiding AVAYA Extensions Yes
5 . SP-General
Signaling Manipulation NORTEL Extensions No
Avaya-CS1000
URI Groups Diversion Manipulation Mo
> SIP Cluster Avaya-IPO
Metaswitch Extensions No
> Domain Policies Avaya-Chl
> TLS Management Reseton Talk Spurt No
> Device Specific Settings Reset SRTP Context on Session Refresh No
Has Remote SBC Yes
Route Response on Via Port No
Cisco Extensions No
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 44 of 93

SPOC 11/21/2014 ©2014 Avaya Inc. All Rights Reserved. ClearcomIPOSBCE



6.2.2 Server Interworking profile — SP-General

A second Server Interworking profile named SP-General was created for the Service Provider, note
that the Add button was used to add this profile.

On the left navigation pane, select Global Profiles - Server Interworking. From the
Interworking Profiles list, select Add (not shown).

Enter the new profile name, the name of SP-General was chosen in this example.

45 of 93

e Click Next.
Interworking Profile
|F'roﬂ|e Mame SP-General |
Mext
e Check T.38 Support.
e Accept all other default values by clicking Next and then Finish (not shown).
@ None
Hold Support 7} RFC2543 - ¢=0.0.0.0
Z) RFC3264 - a=sendonly
180 Handling @ None Z) §DP ) No SDP
181 Handling @ none ) sDP (D) No SDP
182 Handling @ nNone Z) sDP () No SDP
183 Handling @ None ) sDP ) No SDP
Refer Handling il
URI Group None -
3wt Handling ]
Diversion Header Support
Delayed SDP Handling ]
Re-Invite Handling O
7.38 Support |
URI Scheme @ sip O TEL D) ANY
Via Header Format 0 FAEER
©) RFC2543
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The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.

Alarms  Incidents  Statistics

Logs  Diagnostics Users

SPOC 11/21/2014

Session Border Controller for Enterprise
Dashboard Interworking Profiles: SP-General
Administration Add
Backup/Restore
Click here to add a description
System Management
€s2100
» Global Parameters General || Timers H URI Manij i || Header Ad d |
Domain DoS OCS-Edge-Server
Hold Support NONE
Fingerprint -
- cisco-com 180 Handling Mone
Server Interworking
cups
Phone Interworking 181 Handling None
Media Forking Sipera-Halo 182 Handling None
Routing OCS-FrontEnd-Senver 182 Handling Nene
Server Configuration
9 Avaya-Sh Refer Handling Mo
Topology Hiding -
SP-General
Signaling Manipulation = URI Graup None
URI Groups Avaya-CS1000 3icHandling No
> SIP Cluster Avaya-IPO Diversion Header Support No
» Domain Policies Avaya-CM Delayed SDP Handling e
> TLS Management
) . Re-Invite Handling No
> Device Specific Settings
T.38 Support Yes
URI Scheme SIP
Via Header Format RFC2261
Privacy Enabled No
User Name
P-Asserted-ldentity No
P-Preferred-ldentity No
Privacy Header
DTMF Support Mone
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Interworking Profiles: SP-General
Administration Add
Backup/Restore
Interworking Profiles Click here to add a description
System Management
cs2100
> Global Parameters General || Timers. H URI Manij i H Header Manij i || Advanced |
4| Global Profiles avaya-u
Record Routes Both
Domain DoS OCS-Edge-Sever
Fingerprint cisco-com Topology Hiding: Change Call-ID Yes
Server Interworking Callnfo NAT Mo
cups
Phone Interworking Change Max Forwards Yes
Media Forking Sipera-Halo
Include End Point IP for Context Lookup MNo
Routing 0OCS-FrontEnd-Server
0CS Extensions MNo
Server Configuration Avaya-SM

Topology Hiding AVAYA Extensions No
. ) ) SP-General
Signaling Manipulation NORTEL Extensions No

Avaya-CS1000

URI Groups Diversion Manipulation Mo

> SIP Cluster AvayaPO
Metaswitch Extensions Mo

> Domain Policies Avaya-CM
» TLS Management Reset on Talk Spurt No
> Device Specific Settings Reset SRTP Context on Session Refrash No
Has Remote SBC Yes
Route Response on Via Port No
Cisco Extensions No
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6.2.3 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended
destination.

Two Routing Profiles were created in the test configuration, one for inbound calls, with IP Office as
the destination, and the second one for outbound calls, which are sent to the Service Provider SIP
trunk.

To create the inbound route with IP Office as the destination, from the Global Profiles menu on the
left-hand side:

e Select the Routing tab (not shown).

e Select Add (not shown).

e Enter Profile Name: Route_to_IPO.

e Click Next.

Routing Profile

|F'ruﬁ|e MName Route_to_IPO |
MNext
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On the next screen, complete the following:
e Next Hop Server 1: 172.16.5.60 (IP Office IP address).

e Check Routing Priority Based on Next Hop Server.
e Check Outgoing Transport: UDP.

e Click Finish.

Routing Profile X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group * E
Next Hop Server 1
P, IF':PDrtI.}Dnma.in. or Demain: Port 172.165.60

Next Hop Server 2
IP, IP:Peort, Domain, or Domain: Port

Routing Priority based on
Next Hop Server

=

Use Next Hop
for In Dialog Messages

Ignore Route Header
for Messages Outside Dialog

NAPTR

O o o O

SRV
COutgoing Transport O T8 O TCP

[ Back | || Finish ||

Note: UDP is the recommended transport protocol to be used on the connection between the Avaya
SBCE and IP Office. However, TCP can be used instead if necessary.
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The following screen shows the newly created Route_to IPO Routing Profile.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Routing Profiles: Route_to_IPO

Administration Add [ Rename || Clone | [ Delete |
Backup/Restore

Reuingrile
System Management outing Fro Click here to add a description_

> Global Parameters 2L Routing Profile
4| Global Profiles Route_to_SM
N Add
Domain DoS Route_to_SP
Fingerprint - Priority URI Group Next Hop Server 1 Next Hop Server 2
Route_to_CM . ;
Server Interworking 1 172.16.5.60 — View Edit
Phone Interworking Route_to_C51000

Media Forking Route_to_IPO

Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

> Device Specific Settings
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Similarly, to create the outbound route with the Service Provider as the destination, from the Global
Profiles menu on the left-hand side:

e Select Add (not shown).
e Enter Profile Name: Route_to_SP.
e Click Next.

Routing Profile

|F'r0ﬂ|e Name Route_to_SP |

Next

e Next Hop Server 1: clearcom.mx (Service Provider’s Domain Name).
e Check Routing Priority Based on Next Hop Server.
e Check SRV.
e Check Outgoing Transport: UDP.
e Click Finish.
URI Group * [*]
| Irgeﬁ'ggg g:g:if'l.‘]ar Domain: Port clearcom.mx |
MNext Hop Server 2
IP, IP:Port, Demain, or Demain:Port
Routing Priority based
Next Hop Senver
Use MextH
fo??n Deialogoﬁessages L
lgnore Route Header |
for Messages Outside Dialog
NAPTR ]
SRV ]|
Outgoing Transport OTLs O Tep
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The following screen shows the newly created Route_to_SP Routing Profile.

Alarms  Incidents  Statistics Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Routing Profiles: Route_to_SP

Administration Add

Backup/Restore
System Management
default
> Global Parameters Routing Profile
4 [Global Profiles Route_to_si!
Domain DoS Route_to_SP

Fingerprint

Priority URI Group MNext Hop Server 1 Next Hop Server 2

Route_to_CM

Server Interworking 1 clearcom.mx —

Route_to_CS1000

Phone Interworking
Media Forking Route_to_IPO
[Routing]
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups
> SIP Cluster
> Domain Policies
> TLS Management

> Device Specific Settings
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6.2.4 Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add and enter the profile name: IP Office, click Next.

Add Server Configuration Profile

Profile Name IP Office

Next

On the Add Server Configuration Profile Tab:

Select Server Type: Call Server.

IP Address: 172.16.5.60 (IP Address of IP Office).
Supported Transports: Check UDP.

UDP Port: 5060.

Click Next.
Add Server Configuration Profile - General X
Semver Type Call Server E
172.16.5.68
IP Addresses / Supported FQDMNs
Separate entries with commas
[ TCcp
Supported Transports UDPI
s
TCP Port
UDP Port 5060 |
TLS Port
Back Next

Note: UDP is the recommended transport protocol to be used on the connection between the Avaya
SBCE and IP Office. However, TCP can be used instead if necessary.
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e Click Next on the Authentication tab (not shown).

e Click Next on the Heartbeat tab (not shown).

e On the Advanced tab, select Avaya-1PO from the Interworking Profile drop down menu.
Leave the Signaling Manipulation Script at the default None.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection [l

Enable Grooming B

Interworking Profile Avaya-IPO |Z||

Signaling Manipulation Script MNone E

UDP Connection Type @ SUBID © PORTID © MAPPING
[ Back | [ Finish ||

The following screen capture shows the General tab of the newly created IP Office Server
Configuration Profile.

Alarms  Incidents  Stafistics  Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: IP Office

Administration Add

General || Authentication H Heartbeat H Advanced |

Session Manager
> Global Parameters Server Type Call Server

+ [Giobal Profiies | Senice Provider
Global Profiles IP Addresses { FQDNs 172.16.5.60

Domain DoS Com Manager

Backup/Restore

System Management

) Supported Transports upP
Fingerprint 51000

Server Interworking UDP Port 5060

IP Office
Phone Interworking

Media Forking

Routing
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

» TLS Management

> Device Specific Seftings
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The following screen capture shows the Advanced tab of the newly created IP Office Server
Configuration Profile.

Alarms  Incidents  Statistics Logs  Diagnoslics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: IP Office

Administration Add

General || Authentication | | Heartbeat |[ Advanced

Session Manager
» Global Parameters Enable DoS Protection O

4| Global Profiles Service Provider

Domain DoS Com Manager

Backup/Restore

System Management

Enable Grooming -

Fingerprint £S1000 Interwarking Profile Avaya-IPO

Server Interworking Signaling Manipulation Script None
IP Office

Phone Interworking UDP Connection Type SUBID
Media Forking

Routing
Server Configuration

Topology Hiding

Signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

» Device Specific Settings

Similarly, to add the profile for the Trunk Server, from the Server Configuration screen, click Add
and enter the profile name: Service Provider, click Next.

Add Server Configuration Profile

Profile Mame Service Provider |
Mext
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On the Add Server Configuration Profile Tab:
e Select Server Type: Trunk Server.
e IP Address: sip.clearcom.mx (Service Provider’s FQDN).
e Supported Transports: Check UDP.
e UDP Port: 5060.

e Click Next.
Server Type Trunk Server E
sip.clearcom.mx -
IP Addresses [ Supported FQDNsS
Separate entries with commas
] TcP
| Supported Transports UDF |
[T1Ls
TCP Port
| UDP Port SUBD|
TLS Part
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On the Authentication tab:

Check the Enable Authentication box.
Enter the User Name credential provided by the service provider for SIP trunk registration.

Enter the Realm credential provided by the service provider for SIP trunk registration. Note
that the Service Provider’s Domain Name was used (Must be entered, currently cannot be
detected automatically from the challenge).

Enter Password credential provided by the service provider for SIP trunk registration.
Click Next.

Add Server Configuration Profile - Authentication X

Enable Authentication

User Name Userl23

Real

{LE:\-'E”blsn-: to detect from server challenge) clearcom.mx

Password [TTTITITITT]

Confirm Password [TTTITITITT]
Back Next
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On the Heartbeat tab:

Check the Enable Heartbeat box.

Under Method, select REGISTER from the drop down menu.

Frequency: Enter the amount of time (in seconds) between REGISTER messages that will

be sent from the enterprise to the Service Provider Proxy Server to refresh the registration

binding of the SIP trunk. This value should be chosen in consultation with the service

provider, 30 seconds was the value used during the compliance test.

The From URI and To URI entries for the REGISTER messages are built using the

following:

- From URI: Use the User Name entered above in the Authentication screen (User123)
and the Service Provider’s domain name (clearcom.mx), as shown on the screen below.

- To URI: Use the User Name entered above in the Authentication screen (User123) and
the Service Provider Proxy Provider’s domain name (clearcom.mx), as shown on the
screen below.

- Click Next.
Enable Heartbeat
Method REGISTER ]
Frequency 30 seconds
From URI User123@clearcom.mx
To URI User123@clearcom.mx
Back Next
On the Advanced tab:
e Select SP-General from the Interworking Profile drop down menu.
e Click Finish.
Enable DoS Protection |
Enable Grooming 1
Interworking Profile SP-General E
Signaling Manipulation Script Mone |E|
UDP Connection Type @ suBiD ) PORTID ) MAPPING
Back Finish
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The following screen capture shows the General tab of the newly created Service Provider Server
Configuration Profile.

Alarms  Incidents  Statistics Logs  Diagnoslics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: Service Provider_

Administration Add

]| auvtcton| | neartoet | s |

Session Manager

Backup/Restore

System Management

> Global Parameters Server Type Trunk Server
# [Global Profies |
Global Profiles IP Addresses / FODNs sip.clearcom.mx
Domain DoS Com Manager
§ X Supported Transports UDP
Fingerprint £S1000

Server Interworking UDP Port 5080

IP Office
Phone Interworking

Routing

Server Configuration

Topology Hiding

Signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

> Device Specific Settings

The following screen capture shows the Authentication tab of the newly created Service Provider
Server Configuration Profile.

Alarms  Incidents  Stafistics Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: Service Provider_

Administration Add

General ||Aulhenlicatiun || Heartbeat || Advanced |

Session Manager
> Global Parameters Enable Authentication

4 |Global Profiles

Domain DoS Com Manager

Backup/Restore

System Management

User Mame User123

G Realm clearcom.mx
Fingerprint EEEIT

Server Interworking
IP Office

Phone Interworking

Routing

Server Configuration

Topology Hiding

Signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

> Device Specific Seftings
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The following screen capture shows the Heartbeat tab of the newly created Service Provider
Server Configuration Profile.

Alarms  Incidents  Statistics Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: Service Provider_
Administration

Add
Backup/Restore
Generai| | Aunenteaton | [ earoer | vances |
System Management
Session Manager
> Global Parameters Enable Heartbeat
4 |Global Profiles
Method REGISTER
Domain DoS Com Manager
Frequency 30 seconds
Fingerprint
CS1000
Server Interworking From URI User123@clearcom.mx
IP Office
Phone Interworking To URI User123@clearcom.mx
Routing
Server Cenfiguration

Topology Hiding
signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

> Device Specific Settings

The following screen capture shows the Advanced tab of the newly created Service Provider
Server Configuration Profile.

Alarms  Incidents  Siatistics Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: Service Provider_

Administration Add

Backup/Restore
General | | Authentication | | Heartbeat | | Advanced |

System Management
Session Manager

» Global Parameters Enable DoS Protection O
4 | Global Profiles
N Enable Grooming ]
Domain DoS Com Manager
Fingerprint £S1000 Interwaorking Profile SP-General
Server Interworking Signaling Manipulation Script MNone
Ph I " IP Office
one Intenworking UDF Connection Type SUBID

Media Forking Service Provider,

Routing
Server Configuration

Topology Hiding

Signaling Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

> Device Specific Settings
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6.2.5 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by the service provider, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on the
SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile (not shown).
e Enter the Profile Name: IP Office.

e Click Finish.
Profile Mame default
Clone Name IP Office
Finish
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The following screen capture shows the newly created IP Office Topology Hiding Profile. Note that
no values were overwritten (default).

Alarms  Incidents  Statistics Logs  Diagnostics  Users Seftings Help  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Topology Hiding Profiles: IP Office

Administration

Add [ Rename H Clone H Delete ]
Backup/Restore

Jopoogyidng e
System Management 2P0 09y 'g ~rones Click here to add a description.

> Global Parameters e Topology Hiding
4 |Global Profiles| cisco_th_profile

Dornain DoS Session Manager Header Criteria Replace Action Overwrite Value
Fingerprint . i To IP/Domain Auto

Server Interworking endce_Provider Referred-By IP/Domain Auto -

Phone Interworking Com Manager Refer-To IP/Domain Auto

Media Forking €51000 Record-Route IP/Domain Auto =

Rouling Via IP/Damain Auta

Server Configuration

Topolegy Hiding SDP IP/Domain Auto —

Signaling Manipulation From IP/Domain Auto
URI Groups Request-Line IP/Domain Auto -
> SIP Cluster
. . Edit
> Domain Policies

> TLS Management
> Device Specific Settings

To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile (not shown).
e Enter the Profile Name: Service_Provider.
e Click Finish.

Clone Profile X

Profile Name default

| Clong Mame Service_Provider |
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e Click Edit on the newly created Service_Provider Topology Hiding profile.

e Onthe To choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider (clearcom.mx) under Overwrite Value.

e On the From choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider (clearcom.mx) under Overwrite Value.

e On the Request-Line choose Overwrite from the pull-down menu under Replace Action;
enter the domain name for the Service Provider (clearcom.mx) under Overwrite Value.

e Click Finish.
Header Criteria Replace Action Overwrite Value
| Ta |z| IP/Domain E| Overwrite |Z| clearcom.mx Delete
Referred-By |z| IP/Domain E| Auto |Z| Delete
Refer-To |z| IP/Domain E| Auto |z| Delete
Record-Route [*| IPjDomain  [*] |Auto [~ Delete
Via [*] IP/Domain  [¥] |Auto =] Delete
SDP |z| IP/Domain E| Auto |z| Delate
From |z| IP/Domain E| Overwrite |z| clearcom.mx Delete
Request-Line |Z| IP/Domain E| Overwrite |Z| clearcom.mx Delete
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The following screen capture shows the newly created Service_Provider Topology Hiding Profile.

Alarms  Incidents

Dashbeard
Administration
Backup/Restore
System Management
Global Parameters
[l Prones]
Domain DoS
Fingerprint
Server Interworking
Phone Interworking
Media Forking
Routing
Server Configuration
Signaling Manipulation
URI Groups
SIP Cluster
Domain Policies
TLS Management

Device Specific Settings

Statistics

Logs Diagnostics Users

Session Border Controller for Enterprise

Topology Hiding Profiles: Service_Provider

| Add |

Settings

| Rename ‘ Clone ‘ Delete |

Topology Hiding Profiles Click here to add a description.

Help  Log Out

AVAYA

default
Topology Hiding
clsco_th_profile
Header

Session_Manager o
Service_Provider| Referred-By
Com Manager Refer-To
cs1000 Record-Route
IP Office Via

SDP

From

Request-Line

IP/Domain

IP/Domain

IP/Domain

IP/Domain

IP/Domain

IP/Domain

IP/Domain

IP/Domain

Criteria Replace Action

Overwrite
Auto
Auto
Auto
Auto
Auto
Overwrite

Overwrite

Edit

Overwrite Value

clearcom.mx

clearcom.mx

clearcom.mx
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6.3 Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from or
terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

In the reference configuration, a new Application Rule was defined. All other rules under Domain
Policies, linked together on End Point Policy Groups, used one of the default sets already pre-
defined in the configuration. Please note that changes should not be made to any of the defaults. If
changes are needed, it is recommended to create a new rule by cloning one the defaults and then
make the necessary changes to the new rule.

6.3.1 Create Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In addition,
Application Rules defines the maximum number of concurrent voice and video sessions the network
will process in order to prevent resource exhaustion.

To add a new Application Rule, from the menu on the left-hand side, select Domain Policies >
Application Rules.

Select default trunk Rule (not shown).

Select Clone Rule button (not shown).

Enter the Application Rule Name: 500 Sessions.

e Click Finish.
Rule Name default
|Clone Name 500 Sessions |
Finish
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e Click Edit on the newly created 500 Sessions Application Rule.

e Set the Maximum Concurrent Sessions and Maximum Sessions Per Endpoint per license
values specific to the enterprise, the value of 500 for Audio and 100 for Video was used in
the sample configuration.

e Click Finish.

Editing Rule: 500 Sessions X

.. Maximum Concurrent  Maximum Sessicns
SRR . Sessions Per Endpoint
Audio 500 500
Video 100 100
IM 0 =
@ None
CDR Support ) CDR w/ RTP
) CDR w/o RTP
RTCP Keep-Alive ]

The following screen capture shows the newly created 500 Sessions Application Rule.

Settings  Help

AVAYA

Alarms  Incidents  Statistics Logs  Diagnostics  Users Log Qut

Session Border Controller for Enterprise

Dashboard

Administration

Backup/Restare

System Management
Global Parameters

Media Rules
Security Rules
Signaling Rules
Time of Day Rules

Application Rules: 500 Sessions

‘ Add Filter By Device...

=

| Rename || Cione || Delete

Application Rules Click here to add a description.

default
Application Rule ‘

default-server-high
2000 Sessions
500 Sessions

CDR Support

RTCP Keep-Alive

None

No

Global Profiles default-trunk
Application Type Maximum Sessions Per Endpoint
SIP Cluster default-subscriber-low
D i Polci Audio v v 500 500
omain Folcies default-subscriber-high
Application Rules Video < + 100 100
default-server-low
Border Rules ™

Miscellaneous

End Point Policy Groups

Edit

Session Policies

TLS Management

Device Specific Settings
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6.3.2 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups. Select Add (not shown).

e Group Name: Enterprise.

e Click Next.

Policy Group

| Group Name Enterprise |

Next

e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.
e Security Rule: default-low.

e Signaling Rule: default.

e Time of Day: default.

e Click Finish.
Application Rule 500 Sessions [~
Border Rule default [+
Media Rule default-low-med |
Security Rule default-low v
Signaling Rule default [
Time of Day Rule default| v
Back Finish
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The following screen capture shows the newly created Enterprise End Point Policy Group.

Alarms  Incidents  Statistics Logs Diagnostics  Users Seftings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Policy Groups: Enterprise
Administration Add | Filter By Device... =l _Reneme || Clone || Delete |
Backup/Restore
System Management
default-low
Global Parameters Hover over a row to see its description.
Global Profiles default-low-enc —
Policy Group
SIP Cluster default-med I:
‘ default-med-enc Summary
Application Rules Order Application Border Media Security Signaling Time of Day
default-high
Border Rules 1 500 Sessions default default-low-med default-low default default Edit Clone
Media Rules default-high-enc
Security Rules OCS-default-high
Signaling Rules avaya-def-low-enc
Time of Day Rules
— — avaya-def-high-subscri...
End Point Policy
Groups avaya-def-high-server
Session Policies

TLS Management
Service Provider

Device Specific Settings
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Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk, select Add.
e Group Name: Service Provider.
e Click Next.

Policy Group

|Group Name Service F’rcvider{ |

Next

e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.
e Security Rule: default-low.

e Signaling Rule: default.

e Time of Day: default.

e Click Finish.
Policy Group X
Application Rule 500 Sessions [~]
Border Rule default E
Media Rule default-low-med [~ ]
Security Rule default-low [ ]
Signaling Rule default I~
Time of Day Rule default| ~ |
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The following screen capture shows the newly created Service Provider End Point Policy Group.

Alarms  Incidents  Statistics Logs  Diagnostics ~ Users

Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Policy Groups: Service Provider
Administration [Add | Fiter By Device... ) [ Rename |[ cione | Delete |
Backup/Restore —
:
ystem Management
defauli-low
Global Parameters Hover over a row to see its description.
Global Profiles default-low-enc
Policy Group ‘
SIP Cluster default-med .
#[Domain Polcies] default-med-enc ey
Application Rules Order Application Border Media Security Signaling Time of Day
default-high
Border Rules 1 500 Sessions default default-low-med default-low default default Edit Clone
Media Rules default-high-enc
Security Rules OCS-default-high
Signaling Rules avaya-def-low-enc
Time of Day Rules "
avaya-def-high-subscri...
Groups avaya-def-high-server
Session Policies Enterprise
TLS Management -
, ,
Device Specific Settings
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6.4 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc. are defined here.

6.4.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings menu on the left hand side, select Network
Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they could be
entered here.

For IP address assignments refer to Figure 1.

Alarms Incidents  Statistics Logs Diagnostics  Users Settings Help  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Network Management: Avaya SBCE
Administration
Backup/Restore X
Network Configuration l Interface Configuration |
System Management
Avaya SBCE
GIObaI ey
Global Profiles System Management.
SIP Cluster A1 Netmask 255.255.255.0 A2 Netmask B1 Netmask 255.255.255.192 B2 Netmask
Domain Policies Add | Save | [-Clear
TLS Management -
IP Address Public IP Gateway Interface
4 |Device Specific Settings ]
2. 2 - Delet
Network Management 172.165.71 172.16.5.254 I = ete
Media Interface 192.168.157.187 192.168.157.129 B1 x| Delete
Signaling Interface
Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP
Syslog Management
Advanced Options
Troubleshooting
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On the Interface Configuration tab, click the Toggle control for interfaces Al and B1 to change the
status to Enabled. It should be noted that the default state for all interfaces is disabled, so it is
important to perform this step, or the Avaya SBCE will not be able to communicate on any of its
interfaces.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Qut
Session Border Controller for Enterprise AVAYA
Dashboard Network Management: Avaya SBCE
Administration
Backup/Restore
| guraton] [ nteroce Contguratn
System Management
Global Profiles Al Enabled Toggle
SIP Cluster A2 Disabled Toggle
Domain Policies | = Ernabied Toagle |
TLS Management - -
4 |Device Specific Settings &2 EE0IE oggle
Network Management

Media Interface
Signaling Interface
Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP

Syslog Management
Advanced Options

Troubleshooting
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6.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE ports range
35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface. Below is the
configuration of the inside or private Media Interface of the Avaya SBCE.

e Select Add in the Media Interface area (not shown).

e Name: Private_med.

e IP Address: 172.16.5.71 (Inside or A1 IP Address of the Avaya SBCE, toward IP Office).
e Port Range: 35000-40000.

e Click Finish.
Name Private_med
IP Address 172.16.5.71 |T
Port Range 35000 - 40000
Finish
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Below is the configuration of the outside or public Media Interface of the Avaya SBCE.
e Select Add in the Media Interface area.

e Name: Public_med.

e IP Address: 192.168.157.187 (Outside or B1 IP Address of the Avaya SBCE, toward the

Service Provider).

e Port Range: 35000-40000.

e Click Finish.

Add Media Interface X

Name

IP Address

Port Range

Public_med
192.168.157.187[~

35000 - 40000

The following screen capture shows the newly created Media Interfaces.

Alarms  Incidents  Statistics

Dashboard
Administration
Backup/Restore
System Management
Global Parameters
Global Profiles
SIP Cluster
Domain Policies
TLS Management

4 | Device Specific Settings|

Network Management

Signaling Interface

Signaling Forking

End Point Flows

Session Flows

Relay Services

SNMP

Syslog Management

Advanced Options
Troubleshooting

Logs Diagnostics  Users

Settings Help  Log Out

Session Border Controller for Enterprise AVAYA

Media Interface: Avaya SBCE

Devices

Avaya SBCE

Media Interface l

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued from System
Management.

Name Media IP Port Range
Private_med 172.16.5.71 35000 - 40000 Edit Delete

Public_med 192.168.157.187 35000 - 40000 Edit Delete
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6.4.3 Signaling Interface
To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface (not shown).

e Select Add in the Signaling Interface area (not shown).

e Name: Private_sig.

e Select IP Address: 172.16.5.71 (Inside or Al IP Address of the Avaya SBCE, toward IP

Office).
e UDP Port: 5060.
e Click Finish.
Name Private_sig
IP Address 172.16.5.71 E
TCP Port
Leave blank to disable
UDP Port
Leave blank to disable 5060 |
Enable Stun
TLS Port
Leave blank to disable
TLS Profile AvayaSBCServer| ~
Enable Shared Control
Shared Control Port
Finish
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Below is the configuration of the outside or public signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area (not shown).
e Name: Public_sig.
e IP Address: 192.168.157.187 (Outside or B1 IP Address of the Avaya SBCE, toward the
Service Provider).
e UDP Port: 5060.
e Click Finish.

Add Signaling Interface X

Name Public_sig

IP Address 192.168.157.187 |~

TCP Port

Leave blank to disable

HeEVI':; Egnr}tﬁ to disable 5060 |
Enable Stun O

TLS Port

Leave blank to disable

TLS Profile AvayaSBCServer| ~
Enable Shared Control

Shared Control Port

The following screen capture shows the newly Created Signaling Interfaces.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Qut

Session Border Controller for Enterprise AVAYA

Dashboard Signaling Interface: Avaya SBCE
Administration
Backup/Restore

Signaling Interface

Avaya SBCE
v Add

System Management
Global Parameters
Global Profiles Name Signaling IP TCPPot UDPPort  TLS Port TLS Profile
SIP Cluster Private_sig 172.16.5.71 - 5060 - None Edit Delete
Damain Folicies Public_sig 192.168.157.187 = 5080 — None Edit Delete

TLS Management

4| Device Specific Settings

Network Management

Media Interface
Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP

Syslog Management
Advanced Options

Troubleshooting
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6.4.4 End Point Flows

When a packet is received by UC-Sec, the content of the packet (IP addresses, URISs, etc.) is used to
determine which flow it matches. Once the flow is determined, the flow points to a policy which
contains several rules concerning processing, privileges, authentication, routing, etc. Once routing is
applied and the destination endpoint is determined, the policies for this destination endpoint are
applied. The context is maintained, so as to be applied to future packets in the same flow. The
following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

‘CaliServer R “Trurk
D D Policy Graup 2 D Serwr Policy D
il _ iag % Glow
‘Call Server” e 1 UnK’ Policy
<] Pdicy Oroup G \_ Croup G

The End-Point Flows defines certain parameters that pertain to the signaling and media portions of
a call, whether it originates from within the enterprise or outside of the enterprise.

1P-PRX

S Trunk Secvice Prowder
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To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, tab Server Flows. Click Add Flow (not shown).

e Name: SIP_Trunk_Flow.

e Server Configuration: Service Provider.

e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Private_sig.

e Signaling Interface: Public_sig.

e Media Interface: Public_med.

e End Point Policy Group: Service Provider.

e Routing Profile: Route_to_IPO (Note that this is the reverse route of the flow).

e Topology Hiding Profile: Service_Provider.

e File Transfer Profile: None.

e Click Finish.
Flow Name SIP_Trunk_Flow
Server Configuration Service Provider E
URI Group * E
Transport = -
Remote Subnet *
Received Interface Private_sig |T
Signaling Interface Public_sig [~
Media Interface Public_med [+
End Point Policy Group Service Provider F
Routing Profile Route_to IPO |~
Topology Hiding Profile Service_Provider ||
File Transfer Profile None E
Finish
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To create the call flow toward the IP Office, click Add Flow.
e Name: IP_
e Server Configuration: IP Office.

Office_Flow.

e URI Group: *
e Transport: *
e Remote Subnet: *

e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.

e End Point Policy Group: Enterprise.
e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Topology Hiding Profile: IP Office.
e File Transfer Profile: None.

e Click Finish.

Add Flow X

Flow Name IP_Office Flow
Server Configuration IP Office F
URI Group * F
Transport * |T
Remote Subnst *
Recelved Interface Public_sig |*
Signaling Interface Private_sig |T
Media Interface Private_med [~
End Point Policy Group Enterprise [~
Routing Profile Route_to_SP  [v
Topology Hiding Profile IP Office F
File Transfer Profile None |T

Finish
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The following screen capture shows the newly created Server Flows.

Alarms Incidents Statistics

Dashboard
Administration
Backup/Restore
System Management
Global Parameters
Global Profiles
SIP Cluster
Domain Policies
TLS Management
:
Network Management
Media Interface
Signaling Interface
Signaling Forking
Session Flows
Relay Services
SNMP
Syslog Management
Advanced Options
Troubleshooting

Logs

Diagnostics ~ Users

Session Border Controller for Enterprise

End Point Flows: Avaya SBCE

| Subscriber Flows ” Server Flowsl

Help

AVAYA

Settings Log Out

Avaya SBCE

Click here to add a row description.

Server Configuration: IP Office

URI Received

Signaling

Flow Name litertace

Priovity Group Interface Group

1 IP_Office_Flow Public_sig Private_sig Enterprise

End Point Policy

Routing
Profile

Route_to_SP View Clone Edit Delete

Server Configuration: Service F e
URI Received
Group Interface

2o Signaling
Priority Flow Name ifterface Group

£ SIP_Trunk_Flow Private_sig Public_sig Service Provider

End Point Policy

Routing Profile

Route_to_IPO View Clone Edit Delete
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7. Clearcom SIP Trunk Service Configuration

To use Clearcom’s SIP Trunk service, a customer must request the service from Clearcom using the
established sales processes. The process can be started by contacting Clearcom via the corporate web
site at: http://www.clearcom.mx/ and requesting information.

During the signup process, Clearcom and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Clearcom’s network.

Clearcom is responsible for the configuration of Clearcom SIP Services. The customer will need to
provide the public IP address used to reach the Avaya SBCE at the enterprise. In the case of the
compliance test, this is the outside or public IP address of the Avaya SBCE (BL1 interface). The
customer will also need the IP addresses for the primary and the secondary public DNS servers,
these addresses can be obtained from the local ISP in Mexico.

Clearcom will provide the customer the necessary information to configure Avaya IP Office and the
Avaya SBCE following the steps discussed in the previous sections, including:

e SIP Trunk registration credentials (User Name, Password, etc.).
e Clearcom’s Domain Name and FQDN.
e DID numbers, etc.
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8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

8.1 Verification Steps

The following steps may be used to verify the configuration:

e Verify that endpoints at the enterprise site can place calls to the PSTN and that calls remain
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from the PSTN and that calls can
remain active for more than 35 seconds.

e Verify that the user on the PSTN side can end an active call by hanging up.

e Verify that an Avaya endpoint at the enterprise site can end an active call by hanging up.
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8.2 IP Office System Status

The following steps can also be used to verify the configuration.

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs = IP Office = System Status on the PC
where IP Office Manager is installed. Select the SIP Line of interest from the left pane. On
the Status tab in the right pane, verify that the Current State is Idle for each channel
(assuming no active calls at present time).

AVAyA IP Office System Status

Help Snapshot LogOff Bt About

Status Utilization Summary ~ Alarms  Registration

SIP Trunk Summary
Peer Domain Name: sip:{{172.16.5.71
Resolved Address: 172.16.5.71
Line Number: 17
Number of Administered Channels: 20
Humber of Channels in Use: 0
Administered Compression: G729 A, G711 A, G711 Mu
Silence Suppression: Off
Layer 4 Protocol: uppP
SIP Trunk Channel Licenses: Unlimited . 0%
SIF Trunk Channel Licenses in Use: 0

SIF Device Features:

Channel Number URI Call Ref Current State Time in State Remote Media Codec Connection Type Caller ID or Dialed Other Party on Ca|
Group Address Digits

1 Idle 00:03:38

2 Idle 1 day 00:51:43
3 Idle 1 day 00:51:43
4 Idle 1 day 00:51:43
5 Idle 1 day 00:51:43
6 Idle 1 day 00:51:43
7 Idle 1 day 00:51:43
3 Idle 1 day 00:51:43
9 Idle 1 day 00:51:43
10 Idle 1 day 00:51:43
11 Idle 1 day 00:51:43
12 Idle 1 day 00:51:43
13 Idle 1 day 00:51:43
14 Idle 1 day 00:51:43
15 Idle 1 day 00:51:43
16 Idle 1 day 00:51:43
17 Idle 1 day 00:51:43
18 Idle 1 day 00:51:43
19 Idle 1 day 00:51:43
20 Idle 1 day 00:51:43

Trace Trace All H Pause H Ping ] Call Details
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e Select the Alarms tab and verify that no alarms are active on the SIP Line.

AVAYA

Help Snapshot LogOff Exit About

Status  Utilization Summary = Alarms  Registration

IP Office System Status

Last Date Of Error Occurrences

K2 IP Hets
Lc

Alarms for Line: 17 SIP sip:/[172.16.5.71

Error Description

Clear Clear All Print... Save As...
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8.3 IP Office Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs = IP Office -
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on the
taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

All Settings [
T1 | wComp | wPM | weN | son | ssl | vade |
aTM | Cal | DTE | EConf | FrameRelay | GOD | H.323 | Interface |
ISCM | F.ew/Lamp | Director | Media | FPFF | R2 | Routing | Services  SIP |S_I.Jstem|
Ewventz
W Sip  |verhoze = [ STUN [~ SIP Dect
Packets
[~ SIP Reg/Opt Rx [~ SIP Mizc Rx
[~ SIPReg/Opt Tx [~ SIP Mizc Tx
[ SIPCall A= [~ Crn Motify Rix
[~ SIPCall Tw [~ Crn Motify T
v Sip Rx [ hex |P Filter [nnn.nnn.nnn.nnn)
¥ Sip Tx ™ hex |
Default .a.u‘ Clear All | Tab Clear.t'-\ll‘ Tab SetAII‘ T~
B ‘ e | Load Partial File‘ &l Flz |
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8.4 Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the Avaya SBCE.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard

hammsaton
Backup/Restore System Time 11-08:59 AM GMT Refresh EMS

System Management

> Global Parameters YEET BELENS Avaya SBCE

> Global Profiles Build Date ‘Wed May 28 09:21:02 UTC 2014

» SIP Cluster

. Domain Policies
Mone found. Avaya SBCE: Mo Server Flow Matched for Incoming Message

» TLS Management

» Device Specific Settings Avaya SBCE: No Server Flow Matched for Incoming Message
Avaya SBCE: Mo Server Flow Matched for Incoming Message
Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message

Add

Mo notes found.

The following screen shows the Alarm Viewer page.

Alarm Viewer AVAYA

EMS Details
RayalHES Mo alarms found for this device.
Clear Selected | [ Clear Al
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents

Statistics

Users Log Out

Settings  Help

Logs  Diagnostics

Dashboard
Administration
Backup/Restore

System Management

» Global Parameters

» Global Profiles

» SIP Cluster

» Domain Policies

» TLS Management

» Device Specific Settings

Session Border Controller for Enterprise

AVAYA

Dashboard

Infarmation Installed Devices

System Time 11:08:59 AM GMT Refresh EMS
Version 6.2.1.Q16 Avaya SBCE
Build Date Wed May 28 09:21:02 UTC 2014

Alarms (past 24 hours) Incidents (past 24 hours)

MNone found. Avaya SBCE: No Server Flow Matched for Incoming Message
Avaya SBCE: No Server Flow Matched for Incoming Message
Avaya SBCE: No Server Flow Matched for Incoming Message
Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message

Add

No notes found.

The following screen shows the Incident Viewer page.

Device | All

Incident Viewer

E Category | All

Message Dropped 704480943973450 8/25/14 10:18 AM Policy Avaya SBCE Mo Server Flow Matched for Incoming Message
Message Dropped 704480879990938 8/25/14 10:15 AM Policy Avaya SBCE Mo Senver Flow Matched for Incoming Message
Message Dropped 704430822092305 8/25/14 10:14 AM Paolicy Avaya SBCE Mo Server Flow Matched for Incoming Message

AVAYA

Refresh ][ Generate Report ]

|Z| Clear Filters

Displaying results 1 to 15 out of 985.

Time Device

Category
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Alarms  Incidents Logs Diagnostics ] Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard

Backup/Restore System Time 11:08:59 AM GMT Reflesh  EMS

System Management

» Global Parameters Version R HERSEEE

> Global Profiles Build Date Wed May 28 09:21:02 UTC 2014

» SIP Cluster

» Domain Palicies Alarms (past 24 hours) Incidents (past 24 hours)

> TLS Management Mone found. Avaya SBCE: No Server Flow Matched for Incoming Message
» Device Specific Settings Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message

Add

No notes found.

The following screen shows the Diagnostics page. Note that public IP’s were blurred out for security
reason.

Diagnostics AVAYA
Full Diagnostic | Ping Test H | ‘ Protocol ‘
A SBCE
el Stop Diagnostic |
Task Description Status
EMS Link Check eth5 is operating within normal parameters with a full duplex connection at 100Mb/s.
9
& SBC Link Check: A1 eth3 is operating within normal parameters with a full duplex connection at 100Mb/s.
@ SBC Link Check: B1 eth1 is operating within normal parameters with a full duplex connection at 100Mb/s.
Ping: SBC (172.16.5.71) to )
(/] Ping: Gateway (172.16.5.254) Average ping from 172.16.5.71 to 172.16.5.254 is 1.470ms.
Ping: SBC (172.16.5.71) to
Q Ping: Primary DNS ( 216.122) Error: Unable to reach .216.122 from 172.16.5.71.
[x] ::gf gsg,ﬂ,:‘:;gﬁ; : 2o 155 242) Error: Unable to reach 1153.242 from 172.16.5.71
Ping: SBC ( .157.187) to < >
/] Ping: Gateway ( 157.129) Average ping from 157.187 to .157.129is 1.171ms.
Ping: SBC ( .157.187) to
o Ping: Primary DNS (} 216.122) Average ping from -157.187 to .216.122 Is 64.445ms.
Ping: SBC ( '.157.187) to i 5
(/] Ping: Secondary DNS ( 153.242) Average ping from 157.187 to .153.242 is 66.300ms.
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 88 of 93

SPOC 11/21/2014 ©2014 Avaya Inc. All Rights Reserved. ClearcomIPOSBCE



Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >
Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise

Dashboard
Administration
Backup/Restore
System Management
> Global Parameters

4| Device Specific Settings

Network Management
Media Interface
Signaling Interface
Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP
Syslog Management
Advanced Options
< Troubleshooting
Debugging

DoS Learning

Trace: Avaya SBCE

Devices

Avaya SBCE

Call Trace | | Packet Capture || Captures ‘

AVAYA

Packet Capture Configuration

> Global Profiles Status Ready
> SIP Cluster Interface A”YE
> Domain Policies

> TLS Management Local Address Alll=] :

Remote Address
=, *Part, IP, IF:Port

Protocol All E

Maximum Number of Packets to Capture 10000

Capture Filename |
=

Using the name of an existing capture will overwrite it
Start Caplure Clear
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users Settings Help  Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Trace: Avaya SBCE
Administration

Backup/Restore

System Management Call Trace | ‘ Packet Capture ‘ | Capluresl
> Global Parameters Avaya SBCE Last Madified [~ | | Descending[~]

> Global Profiles
> SIP Cluster
> Domain Policies

File Name File Size (bytes) Last Modified
Mo_180_20140721045220_pcap 622,592 July 21, 2014 4:52:38 AM GMT Delete

Xfer_Good_Audio_20140702045247 pcap 1,949,696 July 2, 2014 4:53:48 AM GMT Delete
> TLS Management

4 |Device Specific Settings

Netwoark Management
Media Interface

Signaling Interface

Signaling Forking

End Point Flows

Session Flows

Relay Services

SNMP

Syslog Management

Advanced Options

4 Troubleshooting
Debugging

DoS Learning
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office Release 9.0, Avaya Session Border Controller for Enterprise Release 6.2
and Clearcom SIP Trunk Service, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations noted in
Section 2.2
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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