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Application Notes for Configuring Imperium Software from
Protocol Systems with Avaya IP Office R8.1 Using an SMDR
Connection to Receive CDR Data -Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Protocol Systems
Imperium Software to successfully interoperate with Avaya IP Office to collect CDR data.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the compliance tested configuration used to validate the
Imperium software R1.2 with Avaya IP Office R8.1 using Station Message Detail Reporting
(SMDR) for collecting Call Detail Record (CDR).

Imperium call control system can report on call data from the Avaya IP Office and process
billing data provided by telecom service providers, including mobile phone billing data.

2. General Test Approach and Test Results

The overall objective of this interoperability compliance testing is to verify that the Imperium
call accounting software can interoperate with the Avaya IP Office 8.1. The Imperium server
connects to the Avaya IP Office SMDR port in order to receive delivery of CDR information.
Call records will then be generated for various types of calls and collected by Imperium.
Serviceability testing will also be conducted to assess the reliability of the solution.

Note: Testing was performed with IP Office 500 R8.1, but it also applies to IP Office Server
Edition R8.1. Note that IP Office Server Edition requires an Expansion IP Office 500 v2 R8.1 to
support analog or digital endpoints or trunks.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Compliance testing

The interoperability compliance testing included feature and serviceability testing. The feature
testing evaluated processing of SMDR data obtained from the Avaya IP Office via a TCP-IP
link. The serviceability testing introduced failure scenarios to see if the Imperium server could
resume after a link failure with the Avaya IP Office.

The testing included:

Local internal call handling

Handling of incoming network calls

Handling of external calls to network

Call Forwarding

Transfers — Blind and Supervised

Conference calls

Call Pick Up

Bridged Appearances

Calls to hunt groups

Handling of calls to and from Avaya Digital, H323and SIP phones
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2.2. Test Resulis

All tests passed successfully. The following observations were noted during testing but these are
all expected results according to Protocol Systems.
e  When performing a call to a busy IP Office extension the CDR shows “Busy” for internal
calls only, there is no information when call originates from PSTN.
¢  When performing a call to a busy PSTN extension there is no information to show the
line was busy.
®  When performing a call from one extension forwarded to another, there is no data on the
CDR to indicate the call was forwarded. Note this is only when forwarded to an internal
number, this is not the case when forwarded to the PSTN, and this is the same for all call
forward types.
e There is no information of a call pickup if the call is an internal call.
e A call that is parked shows Park time but does not show on what extension it was parked.

2.3. Support

For technical support on the Imperium product please contact the Protocol Systems support team
at:

Web address: www.protocolsystems-me.com

Email address: support @ protocolsystems-me.com

Phone Number: +9716 5578383
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3. Reference Configuration

Figure 1 shows the network topology for compliance testing. The Imperium server is placed on
the Avaya LAN and connects to the IP Office using the SMDR port to receive CDR information.
Avaya 9408 Digital Deskphones and 9608 H.323 IP Deskphones are used in making and
receiving calls.

Avaya 9608 Avaya 9608
H.323 Deskphone H.323 Deskphone

Protocol Systems

Imperium Server
SMDR Link .
|

Private LAN

| Avaya IP Office 500
: v2 R8.1 Avaya 9408

Physical Connection ¢----=- D'g'tal Deskphone

Client Session -..tR!?.fo'.cE?Rrjf..j E
: Avaya 9408

_________

.

Administrator of Avaya
IP Office using IP Office
Manager

Digital Deskphone

Simulated
PSTN @
PSTN Caller

Figure 1: Connection of Protocol Systems Imperium Server with Avaya IP Office R8.1
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya IP Office 500 R8.1
Avaya 9608 IP Deskphone H323 6.2.009
Avaya 9408 Digital Deskphone N/A
Windows 2008 Server O/S and Protocol
i R1.2
Systems Imperium Server
Client Workstation with Windows XP Internet Explorer R8.0
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5. Configuration of Avaya IP Office

Configuration and verification operations on the Avaya IP Office illustrated in this section were
all performed using Avaya IP Office Manager. The information provided in this section
describes the configuration of the Avaya IP Office for this solution. It is implied a working
system is already in place. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 9. The configuration
operations described in this section can be summarized as follows:

e Launch Avaya IP Office Manager

¢ Display LAN Configuration

e SMDR Configuration

e Save Configuration

5.1. Launch Avaya IP Office Manager

From the Avaya IP Office Manager PC, go to Start->Programs—>IP Office—>Manager to
launch the Manager application (not shown). Log in to Avaya IP Office using the appropriate
credentials to receive its configuration.

aya IP Office R8

File  Edt Wiew Tools Help

‘AE-H|

Mame IP Address Type Version  Edition
Release 8.1

ODEQO7OZDE3A 192,165.50,30 1P 500 2.1 (67) 1P Office

I ODEOO7OZDE3A 192,165.30,30 IPS00 8.1 (87) IP Office I
IPOMC 10.10.60.30 IPs00V2 8.1(67) [P Office
D DE¥COMIPOE  10.10.16,105  IPS00W2 8.1 (69) [P Office

Configuration Service User Login

1P Office ¢ O0EDO70Z0E34 - TP 500

Service User Name

Service User Password ‘ |

I I[ Cancel ] [ Help ]

TP Discovery Progress (

]

Unit/Broadcast Address

|zsszssessoms v | [ Refresh | [ ok J [ concal

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 18
SPOC 12/4/2013 ©2013 Avaya Inc. All Rights Reserved. ProSysIPO81CDR




5.2. Display LAN Configuration

In the IP Offices window expand the configuration tree in the left pane and double-click System.

During compliance testing the System was called 00E00702D89A.. Select the LAN tab and note
the following information:

e JP Address IP Address of the IP Office that will be required in Section 6.1
during the configuration of the Imperium Server
e [P Mask Subnet mask for the IP Office

¢ Primary Trans IP  Gateway IP Address

(] Avaya IP Office RB.1 Manager O0EQ0702DB9A [B.1(67)] [Administrator(Administrator)]

File Edit  View Tools Help

rs-HIEEERIv 2%

i noEOO7O2DE%A - System - ODEODFO2DE% -
IP Offices B 00E00702D8YA

R pootp (32 ) Systemn l LARN1 ILANZ | DNS \-'oicemail. Telephony | Directary Services | System Events | SMTP | SMDR || Twinning | ¥CM || CCR || Codecs

#-g# Operator (3

-5 DOEOO7OZDE94 LN Settings | votp | netwerk Topclogy

[=)-*= Syskem (1
~ IP Address 192 . 168 . 30 . 30
B 1 Line (12) 1P Mask 255 . 255 . 295 . 0 |

11
12 Frimary Trans. IP Address 192 . 168 . 30 1|
T 3 ——
L% 4 RIF Mode irNone v
5 [] Enable MaT
6 .
9 Humber OF DHCP IP Addresses 200 "Jl
10 DHCP Made
11
12 O server (O client (O Dialin (¥ Disabled
13
w17
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5.3. SMDR Configuration

In the IP Offices window expand the configuration tree in the left pane and double-click System.
During compliance testing the System was called 00E00702D89A. Select the SMDR tab and
enter the following information:

¢  Output Select SMDR from the drop box

e P Address Enter the IP Address of the Imperium Server
e TCP Port Enter 9001

¢ Records to buffer  Enter 500

[ ]

Check the Call Splitting for Diverts check box

'] Avaya IP Office RB.1 Manager 00EO0702DB9A [8.1(67)] [Administrator(Administrator)]

File Edit ‘Yiew Tools Help

8 E-dIE ,j | v o & ||} ooeoozozoess * System  O0EO0702D894 -
IP Offices E 00E00702D89A

& B00TR (3)
{7 Operator (3) i |
[=-5%p ODEOO70ZDE9A Qutput |SMDR Only »

== Sistemil SMDR
= 00E00702D894 Station Message Detail Recorder Communications

=T Line {12} R —

System | LAN1 | LAMZ | DNS || Voicemail | Telephony | Directory Services | System Events | SMTP ISMDR ITwwnn\ng YCM | CCR | Codecs

i1 IP Address (192 . 168 . 50 . 155
Y

L‘ 2 TCP Part [soo1 |

{

T Records bo Buffer (500 3
w5 z

6 Call Splitting For Diverts
9

10

11

12

& 13

y, 17

<2 Control Unit {5}

A Extension {19}

i User {10}

i HuntGroup (1)

B3 Short Code (75)
B Service (0)

ol RAS(1)

@ Incoming Call Route 1)
@ WanPort (0
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5.4. Save Configuration

Once the configuration has been made it must be sent to the IP Office. Click on the Save Icon as
shown below. Once the Save Configuration window opens, click on the Merge radio button
followed by the OK button.

File  Edit Wiew Tools Help

o M7= ' [ _Q | v 28 DOEO07020E9A = System 7 DOEDO7OZDESA =
IP Offices 00E00702DB9A

R B00TR (3) A }-Sy'stem " LANL " Lanz _|!-DN5 " Woicermail " Telephony ii Directary Services " Systemn Events H SMTR | SMDR. |TW|nn|ng ::H"K" E;l
{#e Operator (3) [
[=)-%%3 DDEOQ7OZDE9A Qukput ‘SMDR Cnly w |

=53 System (1) SMDR

‘=) DOEDO7O2DE94
=14 Line (12)
11 1P Address

12 1P Office Settings
T3 pekters =401 O0EOO702DEGH

Station Message Detail Recorder Communicatiop
= Save Configuration

= =
g ; S Configuration Reboot Mode
-6 Call splitting for Diverts ® Merge
: ?D ) Immediate
e 11 3 when Free
: 13 O Timed
. 17 Reboot: Time

[=1-<= Conkrol Unit (5)
= 11500 lsos 2]
2 2 DIGSTAGIATMS
o 3VCMEY
= 4 CARRIER/PRIS E1
= 5 PHOMES
[z Extension (19)
-y 14001
-l 2 4002 [ l
& 34003

-y 4 4004 I (=14 I Cancel Help

-y 5 4005

all Barring

Enter the Administrator password and click on OK to complete the configuration save.

File  Edit  Wew Tools Help
(AE-WHE
IP Offices

R BooTP (3) | system | Lant | Lanz | ons | veicemal | Telephony | Directory Services || System Events | SMTe | SMDR | Twinning [ vem | ccr | codecs|
i Operator (3}

=95 DOEDDTOEDETA Output sMDR orly ]
[=)-55p Systemn (1) MDA,
%y DOEODFO2D89A
= Line (12}
11 IF Address

o 2 'F |} ooeoorozosan 7 System |7 DOE0DTOZDE3A ]
00E00702DB9A

| ¥

Station Message Detail Recorder Communicatiop

Save Configuration
T:r‘ 2 TCF Pork

1P Office Settings
F13 O0EODFO2DEA
4 Recards to Buffer

- 5
e Call Splitting For Diverts

- 9
10
11
-1z
13
w17
(=)= Conkrol Unit (53
< 1P 500
© 2 DIGSTABIATM4
o BYCMES
“2 4 CARRIERPRIS E1
“2 B PHOMES
= 4 Extension (19)
A& 14001
A& 24002 [ l
& 74003
& 44004 [ o [ concel J[ rew |
A& 54005

Configuration Reboot Mods

Service User Login

IP Office : OOEQO7OZDESA - [P 500

Service Lser Name |Administrator |

Service User Password |"““¢uuu |

I QK. I[ Cancel ][ Help ]
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6. Configuration of Protocol Systems Imperium Server

This section outlines the steps necessary to configure the Imperium Server to enable the
collection of CDR records via the SMDR connection on IP Office.

6.1. Imperium PBX connection configuration

Open a web browser and navigate to
http://<ImperiumServerIPAddress>/Imperium/Login.aspx. Once the Login page appears,
enter the User Name Engineer with the suitable Password. Click on the Login button
highlighted below.

2|l = (=2 Imperium - Call Reporting x

Once logged in click on the Utility tab. Once there click on Master tab and the Site Info page is
shown where the Site Name, Location, and contact details are added. Click on the Add New
button once all the details are added correctly.

Sonfouzics

Select Site Name Location Contact Name Contact No

(+] Avaya-Devconnect Ireland Paul 454545

Site Info
Sitelnfo |_PBXInfo | Service Provider || Alertinfo | Trunkinfo |

Site Name Avaya-Devconnect

Location Ireland

Contact Name Paul

Contact Mo 454545

Wl—w ] B ]

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 18
SPOC 12/4/2013 ©2013 Avaya Inc. All Rights Reserved. ProSysIPO81CDR



Click on the PBXInfo tab and enter the following details for the IP Office connection.

PBX Name

Connection Type

Data split
Separator
Fields

This can be any suitable name
Must be set to 1
Must be set to 1

CALL_DATE, DURATION, RING_DURATION,
CALLER_NO,DIRECTION, CALLED_NO, DIALED_NO,
ACC,FLAG1, CALL_ID, FLAG2, FLAG3, FLAG4, FLAGS,
TRUNK_ID, FLAG7, FLAGS, FLAG9, AUTH_CODE,
FLAG10, FLAG11, FLAG12, FLAG13, FLAG14, FLAGI1S,
FLAG16, FLAG17, FLAG1S8, FLAG19, FLAG20

o
o
> <
- e — —
ap® Ty —
e
L it =
ozl = -
b i
Select PBX Name ConnectionType Data Split Separator
Avaya Communication Manager [} a 6,16,1,6,1,51,1,14,1,41231,15141,71313111,1517,141201111
IP Office 1 1
IP Office Server Edifion [} 1
PBX Info
Sitelnfo | PBXInfo || Service Provider || Alertinfo | Trunk
PEX Name 1P Office

Connection Type

1

Data spiit 1
Separator
CALL_DATE DURATION, RING_DURATION,CALLER_NO,DIRECTION, CALLED_NO,DIALED_NO,ACC FLAG1 CALL_ID, ;I
FLAG2, FLAG3,FLAG4,FLAGS TRUNK_ID,FLAG? FLAGS, FLAGS AUTH_CODE FLAG10,FLAG11,FLAG12 FLAG13 FLAG
Fields 14, FLAG15 FLAG16 FLAG17 FLAG18 FLAG1S FLAG20
E
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Click on the Configuration tab highlighted and the PBXCount Info page is shown. Here the
Site Name that was created above is selected along with the PBX Name. The IP address for the
PBX is entered along with the port number for the SMDR output.

Select SITE_NAME PBX_NAME PBX_NO PBX_IP PORT_NO
(V] Avaya-Devconnect 1P Office 1 192.168.30.30 2001
(V] Avaya-Devconnect IP Office Server Edition 1 192 168.10.250 6005

PBXCount Info

pBxCount | Appininfo

Site Name Avaya Devconnect =l Prefix Status Disable =i
PBX Name IP Office = | Extension Max Len 5

PBX No 1 Mis Name MIS1 ;I
PEX_IP 192.168.30.30 Alert Name Failure Alert ;I
Port No 9001 Countrycode 00971

Socket Timeout 20 Areacode L3

Sockel Sleep 10800 Mobilecode o0s

Prefix Value 2 Service Code 1

ANk e T — St ! =

Click on the ApplnInfo tab highlighted. Three Applications must be added here.
e PBXCALLCOSTCALCULATOR
e PBXDATALOGGER
e PBXFILEWATCHER

Add the PBXCALLCOSTCALAULATOR application with the necessary License Key
available from Protocol Systems. Click Add New once added correctly.

Select APPLN_NAME PBX Name LICENSE_KEY
[+ PBXCALLCOSTCALCULATOR IP Office pcH+BSapkl SZINLWW3gCjZIDRsY Shbarz8qg8bvQRadc=
Ed PEXDATALOGGER IP Office pcH=B KISZIMLWW3gCiZIDRS Y Sb: TiRadc=
[+ PEXFILEWATCHER IP Office pcH+BSapkISZNILWW3gCJZIDRs Y Sbarz9qébvRadc=
Application Info
BXCount | Applninfo
Applicafion Name PBXCALLCOSTCALCULATOR
PEX Name IP Office =
License Key pcH+BSapkSZIILWW3gCjZI0Rs Y Sbarz9qabvQRadc=
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 18

SPOC 12/4/2013 ©2013 Avaya Inc. All Rights Reserved. ProSysIPO81CDR



Add the PBXDATALOGGER application with the necessary License Key available from
Protocol Systems. Click Add New once added correctly.

Select APPLN_NAME

PBEX Name
¥} PEXCALLCOSTCALCULATOR 1P Office
(7] PBXDATALOGGER IP Office
¥} PBXFILEWATCHER 1P Office

Application Info
PBXCount | AppinInfo

.
Configuration Master

peH+BSapkISZIILWW3gC/ZIDRs Y Sbarz9g8bvORadc=

LICENSE_KEY

pcH+BSapklSZIILWW3gCjZIDRsY Sbarz9q8bvQRadc=

pcH+BSapkISZIILWW3gCIZIORs Y Sbarz9g8bvORadc=

peH+BSapkISZIILWW3gCiZI0Rs Y Sharz9q8bvaRadc=

Application Name PEXDATALOGGER
PEX. Name 1P Office =
License Key

Add the PBXFILEWATCHER application with the necessary License Key available from
Protocol Systems. Click Add New once added correctly.

Select APPLN_NAME PBX Name
kd PEXCALLCOSTCALCULATOR IP Office
[+ PEXDATALOGGER IP Office
1+ PBXFILEWATCHER IP Dffice

Application Info

FBXCount § Applninfo

Configuration Master

LICENSE_KEY

pcH+B3apkISZILWW3gCiZI0Rs Y Sbarz9q8bvQRadc=
pcH+BEapkISZIILViW3CiZI0Rs ¥ Sbarz9q2bvORadce=

pcH+BSapkl SZIILWW3gCiZI0Rs Y Sbarz9q8bvaRadc=

pcH+BSapklSZILVWW3gCiZIDR:Y SbarzBq8bvQRadc=

Application Name PEXFILEWATCHER
PBX Mame IP Office b
License Key

PG; Reviewed:
SPOC 12/4/2013

Solution & Interoperability Test Lab Application Notes
©2013 Avaya Inc. All Rights Reserved.

13 of 18
ProSysIPO81CDR



7. Verification Steps

This section illustrates the steps necessary to verify that the Imperium Server is connected to the
IP Office correctly in order to receive CDR information.

7.1. Verify that Imperium call logger is retrieving the SMDR data

Open a web browser and navigate to the Imperium login page
http://<ImperiumServerIPAddress>/Imperium/Login.aspx. Once the Login page appears
enter the User Name Admin with the suitable Password. Click on the Login button highlighted
below.

EJ
27

:f"‘-. = — N N
(_- | & I@ http://lecalhost/Imperium/Login. aspx Dj || X (2 Imperium - Call Reporting x | |
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Click on the Reports tab at the top of the page and click on the Reports tab in the Reports main
window. Select the data range and the extension numbers and call types for the report and once
finished click on Generate to continue.

Home Admin Settings Reports Help Logout

Date Opfion: Today i Direction: I Cutgoing > I

From Dt: 8/19/2013 12:00AMm [ Cost Disable -

To Dt &/19/2013 01:12PM @ Highest Duration / Cost: - Top =

Branch : All Branchs J Search By Number: -

Department : All Departments J Group By: I Date = l

Extension : All Extensions J Group By: Select x>

Call Type : All Calls J Order By: I[hte VI

Trunk : All Trunks: J Report Type: @ Detail

AuthCode : All AuthCodes J C Summary

Save Template as Save | Templates - i ISela:t d

=

1 il
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The following screenshot of a report shows calls for Extensions 4001 and 4002.

=l
» oM o172 | 51 |Main Report =| | # [0 =] o
Devconnectl Call Report
Date From : S/2002013 12:00:00 AM Date To : 5/20/2013 11:59:59 PM Direction : B
Call_start Duration Direction Caller Caller Name  Called No Called Name  Call Detail A t A G t
05/20/2013
05/20/2013 12:09:07PM00:00:08 Cutgeing 4101 E4101 92013 0.00 Yes
05/20/2013 12:10:58PMD0:00:03 COutgoing 4101 E4101 2013 0.00 Yes
05/20/2013 2.00:48PM go-00:00  Outgoing 4104 E4101 4101 E4101 0.00 No
05/2002013 2:01:07PM 00:00:00 Incoming 02013 4001 E4001 0.00 No
05/20/2013 2:02:33PM 00:00:03 Cutgeing 4002 E4002 410 E4101 0.00 Yes
05/20/2013 2.05:09PM go-00:00  Outgoing 4002 E4002 4101 E4101 0.00 No
05/20/2013 2.05:14PM go-00:00  Outgoing 4004 E4001 410 E4101 0.00 No
05/20/2013 2:05:23PM 00:00:02 Cutgeing 4001 E4001 410 E4101 0.00 Yes
05/20/2013 2:08:38PM 00:00:00 Cutgeing 4001 E4001 94109 0.00 N
05/20/2013  2:49:15PM 0o-00:00 Cutgeing 4101 E4101 4001 E4001 0.00  nNo Uncbtainable or Busy call
05/20/2013 2:49:24PM 00:00:00 Incoming 02013 4001 E4001 0.00 No
05/20/2013 2:49:29PM 00:00:00 Cutgeing 4002 E4002 92999 0.00 No
05/20/2013 2:49:36PM 00:00:00 Cutgeing 4001 E4001 20090 0.00 No
05/20/2013 2:57:15PM go-00:05 Outgoing 4101 E4101 4001 E4001 0.00 ‘es Answ ered By -4002
05/20/2013 2:57:33PM 00:00:05 Incoming 02013 4002 E4002 0.00 Yes
05/20/2013  3.02:30PM 00:00:08 Cutgeing 4101 E4101 92013 0.00 “es Forw ard uncenditicnal
05/20/2013 3:02:43PM 00:00:00 Incoming 02015 4001 E4001 0.00 No
05/20/2013 3.02:43PM po-00:04 Cutgeing 02015 2013 0.00  Yes Forw ard uncenditional
05/20/2013 3:20:30PM 00:00:02 Cutgeing 4101 E4101 4001 E4001 0.00 Yes
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8. Conclusion

As illustrated in these Application Notes the procedures for configuring Protocol Systems
Imperium Server to interoperate with Avaya IP Office R8.1 connecting to the SMDR port in
order to receive CDR information. In the configuration described in these Application Notes,
various types of calls including intra-switch, PSTN, outgoing and incoming calls were tested.
During compliance testing, all test cases were completed successfully as outlined in Section 2.2.

9. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com.
[1] Avaya IP Office R8.1 Manager 10.1, August 3rd 2012, Issue 290, Document Number
15-601011
[2] IP Office R8.1 Doc library

The following Imperium product documentation can be found at www.protocolsystems-me.com
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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