AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Avaya Aura® Communication
Manager 8.1, Avaya Aura® Session Manager 84nd Avaya
Session Bader Controller for Enterprise 8.0 with Telstra
Enterprise SIP Trunking Service - Issuel.0

Abstract

These Application Notes illustrate a sample configuratioAwdya Aura® Communicatior
Manager Release 8dnd Avaya Aura®Session Manager 8\ith SIP Trunks to the Avay)
Session Border Controller for Enterprigevaya SBCE)8.0 when used to connect tAelstra
EnterpriseSIP Trunkng Service available froriielstra(Australig).

Avaya Aura® Session Manager 8.1 is a core SIP routing and integeatgine that connec
disparate SIP devices and applications within an enterprise. Avaya Aura® Commur
Manager 8.1 is a telephony application server. The Avaya Session Border Contro
Enterprise 8.0 is the point of connection betwterEnterpriseand theTelstraSIP Trunking
service and is used to not only secure the SIP trunk, but also to make adjustments tq
signaling for interoperability.

Readers should pay attention $ection 2, in particular the scope of testing as outlineg
Section2.1as well asanyobservations noted iBection2.2, to ensure that their own use ca
are adequately covered by this scope and results.

Telstrais a member of thAvaya DevConnect Service Provider prograniormation in thesg
Application Notes has been obtained through DevConnect compliance testing and ad
technical discussions. Testing was conducted via the DevConnect Program at the
Solution and Inteperability Test Lab.
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1.l ntroducti on

These Application Notes illustrate a sample configuration Avaya@@ammunication
Manager Releas® 1 andAvaya Aura®Session Manageét.1 with SIP Trunks to the Avaya
Session Border Controller for Enterprisev@yaSBCE) when used to connect thelstra
EnterpriseSIP Trunkng Service available frorelstra(Australia).

Avaya Aura® Session Manag@rlis a core SIP routing and integoat engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® Communication
ManagerB.1is a telephony application server. TheaaSBCE is the point ofonnection
betweerthe Enterpriseand theTelstra Enterpris&IP Trunking Service and is used to not only
secure the SIP trunk, but also to make adjustments to VolP traffic for interoperability.

Theenterprise SIP Trurikg Service available fronfelstrais one ofthe SIP-based Voice over

IP (VoIP) services offered tenterprises irAustraliafor a variety of voice communications

needs. Th@elstra Enterpris&IP Trunkng Service allows enterprises Australiato place

outbound local and long distance calls, receive inbound Direct Inward Dialing (DID) calls from
the PI'N, and place calls betweenemt er pri sebds sites.

Purely as an example, the lab setup is configured in agthmdant configuratiorsiigle Avaya
Aura® Communication ManagesingleAvaya Aura® Session Managand a sgle Avaya
SBCE). Additional resiéncy could be built in as per the standard supported configurations
documented in other Avaya publications.

On the privatednterprise) side, thAvaya Aura®CommunicatiorManageii Pr oces s o r

Et hernet o or 0pr ocAua®CGommueicatiodMarageis tonfiguresl foA v a y a
SIP Trunking and is a SIP entity with associated SIP entity links@atya Aura®Session

Manager Additionally, the AvayaSBCE is also configured as a SIP entity and has associated

SIP entity links assigned within tevaya Aura®Session Manager

I n the documented example, the AiPrAmgaddsraRor Et h
Communication Manage.1is configured for SIP Trunking tAvaya Aura® Session Manager

and the ArayaSBCE utiliang TCP transport. ThevayaSBCE is connected to tielstra

EnterpriseSIP Trunkng Service,andthe SIP signaling connectivity from thevdyaSBCE
towardTelstrausesTCP.

The AvayaSBCEperforms security and topologyding at the enterprise edge. In the sample
configuration, dlSIP signéing and RTP media between tegerprise andhe Telstra Enterprise
SIP Trunkng Service solution flow through thevayaSBCE.
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2.General Test AppResawlht sand Test

DevConnect Compliance Testing is conducted jointly by Avaya and DevCaneedbers. The
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full puotiperformance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

2.1 Interoperability Compliance Testing

The interoperability compliare testing focused on verifying inbound and outbound call flows
betweenTelstra Enterprise SIP Trunking Servened the Customer Premises Equipment (CPE)
containingCommunication Managegession Manager, anide AvayaSBCE (seeSection3 for

lab diagram).

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenttesl evConnect
Application Notedid notinclude the enablement of supported encryption capabilities in the
Avaya products. Readers should consult the appropriate Avaya product documentation for
further information regarding security and encryption capabilities supported by those Avaya
products.

The canpliance testing was based thie standardAvayaGSSCP test plaand the Telstra SIP
Connect Accreditation Test Plafhe testing coverefdinctionality required focomplianceas a
solution supported on thelstra Enterpris&IP Trunk networkCalls weremade to and from the
PSTN across th€elstranetwork. The following standard features were tested as part of this
effort:

1 SIP trunking (incoming and outgoing calls)

1 Passing of DTMF events and their recognition by navigating automated menus
(interactng with Avaya Aura®Messaging 7.1
PBX features such as hold, resume, conference and transfer
EC500i call extending to mobile
G.711A G.729Aand G.72264K high definitionaudio
Network Call Redirection
Basic Call Center scenarios
Faxing G.711passthrough
Remote Worker scenarios
Telstra Enterprise Trunking Redundancy

= =48 -8 _8_49_9_°2_2

DNA; Reviewed: Solution & Interoperability Test Lab Application Note 50f 74
SPOC 8/31/2019 ©2019 Avaya Inc. All RightRkeserved. tASBCEaura8



2.2 Test Results

Interoperability testing of elstra Enterpris&IP Trunking Service was completed with
successful results for all test cases with the exception of the observations/limitations described
below.

Please refer to the test case document for a complete list of solution issues found when tested.

1 Faxingi Telstra Enterprise Trunkin§erviceonly suppors FAX G.711 pasghrough
mode

1 Call Transfer T Upon blind transfer completion, PSTN transferee user does not receive
ring back tone treatment, and keeps receiving hold treatment (with music if enabled).
Thismay be r es ol vMudic (tr Bilerdte) snaltahsierred Trunk Calls i n
Communication Manager system parameter.

9 Call Transfer T oneway voice when Avaya Or¥ Communicator H.323 phone does
blind transfer Telstra TIPT phone to Avaya 96x1 SIP ph®hes issue is specific to the
use case where Avaya OXeCommunicator H.323 phone is the transferor and TIPT is
the transferee. The SIP trace was showing that at the latest step of media renegotiation,
audio stream was supposed to be between Telstra SBA&vaya SBCE. However, the
actual incoming RTP packets were from the Telstra TIPT phone, while Avaya SBCE is
properly sending RTP packets to Telstra SBRls audio issue might be eliminated by
togglingtheS1 P si gnaling gr oup Asudti toi iCpos ncefct i foDior
Al ni tliPalDilrkct Mediad in Communication Mana

1 Network Call Redirection i SIP Network Call RedirectiofNCR) using SIP 302s not
supported in the trunk used for testing, N@R usingREFER was successfully tested

1 EC500 senice with Confirmed Answer enabled- With Initial IP-IP Direct Media
enabled on the SIP signaling group toward to Telstra Enterprise TrunkireCH0€ call
leg is established with twevay voice as soon as EC500 user answers the call on mobile
without pressing a key to confirm. This results in a call drop after the confirmation
timeout (default to 10 second$) EC500 service with Confirmed Answer setting is
required, thdnitial IP-IP Direct Mediamust be disabled on the signaling grougch is
usedfor (or shared with) EC500 service

1 IP-IP Direct Media (Call Shuffling) 7 During testing with Telstra Emergency Simulator
(an IVR system), it is observed that when Avaya Communication Manager sends SIP
reINVITE (without SDP) to do call shuffling, TelstrdFSEnterprise Trunking Service
terminates the calEnablinglnitial IP -IP Direct Media andH.323 Station Outgoing
Direct Media helped tceliminatethe call shuffling (reINVITE without SDP), and thus
helped to avoidhecall drop.

2.3 Support

1 Avaya: Avaya customers may obtain documentation and support for Avaya products by
visiting http://support.avaya.com

9 Telstra: Customers should contact th@elstraBusiness representative or follow the
support links avadble onhttp://telstra.com.au
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3. Reference Configuration

The reference configuration used in these Application Notes is shaWwadiagrambelowand

consists of several components.

Avaya Aura® Communication Meger unning on VMware ESXi 6.0

Avaya Aura® Session Meager running on VMware ESXi 6.0

Avaya Aura® System Maager running on VMware ESXi 6.0

Avaya Aura® Mesaging running on VMware ESXi 6.0

Avaya G450 Media Gateway.

Avaya Aura® Media 8rver running on VMwar&SXi 6.0 The Media Server can act as

a media gateway Gxxx series.

1 Avaya IP phones are represented with Avayel%6eries IP Telephones running SIP

software.

Avayaone-X® Communicator 6.2

Avaya Equinox for Windows 3.5

The Avaya SBCE provided Session Bar@mntroller functionality, including, Network

Address Translation, SIP header manipulation, and Topology Hiding betwebslsha

EnterpriseSIP Trunking Service and the enterprise internal network.

1 Outbound calls were originated from a phone provisicmeAvaya Aura®
CommunicatiorManager Signaling passed frofivaya Aura®Communication
ManagemndAvaya Aura®SessionManagetto the Avaya SBCE, before being sent to
the Telecom network for termination.

1 Inbound calls were sent froiirelstrg through the Avaya SBCE to tiheraya Aura®
SessionManagerandAvaya Aura®CommunicatiorManager CommunicationManager
terminated the call to the appropriate phone extension.

E

= =4 =
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Figure 1: Network Components as Tested
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4. Equi pment

and

Software Val

| dat ed

The following equipment and software were used for the sample configuration provided:

Component

| Version

Avaya

Avaya Aura Communication Manager 8.1 S| 8.1.0.0.89€r5393

Avaya Aura Session Manager 8.1

8.1.0.0.810007

Avaya Aura System Manager 8.1

Build No. - 8.1.0.0.733078
Software Update Revision No:
8.1.0.0.9814

Avaya Aura Messaging 7.1

7.1.0.0.532

Avaya Session Border Controller for
Enterprise 8.0

8.0.0.019-16991

Avaya Media Gateway G450

g450 sw 41 9 0

Avaya Aura Media Server 8.0 8.0.0.205
AvayaOneX Communicator 6.2 6.2.13.2
AvayaEquinox for Windows 3.5 3.5.7.30.1
Avaya OneX Agent H323 2.5.8 2.5.60313.0
Avaya 96x1 series SIP phone 7.1.5

Service Provideri Telstra

Telstra Enterprise SIP Trunking Service | BroadWorks21.x

DNA; Reviewed:
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5 Confi Avagya Alonmnnktuni cati on Manager

This section describes the administration steps for Communication Manager in support of the
reference configuration described in these Application Notes. The steps are performed from the
Communication Manager System Acsd®rminal (SAT) interface. These Application Notes
assume that basic Communication Manager administration has already been performed.

Notei In the following sections, only the parameters that are highlightedlihtext are
applicable to thes@pplicaion Notes. Other parameter values may or may not match based on
local configuratios. The G@mmunicatiorManagelSAT console, theSystem Manageieb Ul

and theAvayaSBCE Web Ul captured in this sections are displaying the configur#tiainhas
been confyured earlier. The actualb@municatiorManagelSAT commandsSystem Manager
Web Ul and AayaSBCE Web Ul to create/add the configurations may vary.

5.1 System-Parameters Customer-Options
This section reviews the Communication Manager licenses and fetitar@se required for the
reference configuration described in these Application Notes.

NOTE - For any required features that cannot be enabled in the steps that follow, contact
an authorized Avaya account representative to obtain the necessary licenses.

Follow the steps shown below
1. Enter thedisplay systemparameters customeroptions command. OrPage 2of the
form, verify that theMaximum Administered SIP Trunks number is sufficient for the
number of expected SIP trunks.

display system - parameters cu  stomer - options Page 2of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 4000 O
Maximum Concurren tly Registered IP Stations: 1000 1
Maximum Administered Remote Office Trunks: 4000 O
Max Concurrently Registered Remote Office Stations: 1000 0
Maximum Concurrently Registered IP eCons: 68 0
Max Concur Reg  Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 2400 O
Maximum Video Capable IP Softphones: 1000 1
Maximum Administered SIP Trunks: 4000 10
Max Administered Ad - hoc Video Conferencing Ports: 4000 O
Max Number of DS1 Boards with Echo Cancellation: 80 0
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2. OnPage 6of the form, verify that th@rivate Networking andProcessor Ethernet
fields are set tg.

display  system - parameters customer - options Page 6 of 12
OPTIONAL FEATURES

Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption?y  Stati on as Virtual Extension? y
Multiple Locations? n
System Management Data Transfer? n

Personal Station Access (PSA)? y Tenant Partitioning? y
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? n Time of Day Routing? y

Posted Messages? y TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y

Private Networking? y Usage Allocation Enhancements? y
Processor and System MSP? y
Processor Ethernet? y Wideband Switching? y
Wireless? n

Remote Office? y
Restrict Call Forward Off Net? y
Secondary Data Module? y

5.2 System-Parameters Features
Follow the steps shown below
1. Enter thedisplay systemparameters featurescommand. OrPage 1of the form, verify
that theTrunk -to-Trunk Transfer is set toall.

display system - parameters features Page 1of 19
FEATURE RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk - to - Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y

Music (or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDN/SIP Intercept Treatment: attendant
Internal Auto - Answer of Attd - Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Be licore
Display Calling Number for Room to Room Caller ID Calls? n
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2. OnPage 9verify that a text string has been defined to replac€tikng Party
Number (CPN) for restricted or unavailable calls. The compliance test used the value of
Restricted for restricted calls andnavailable for unavailable calls.

display system - parameters features Page 9of 19
FEATURE RELATED SYSTEM PARAMETERS

CPN/ANV/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: Restricted
CPN/ANV/ICLID Replacement for Unavailable Calls: Unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FA C?n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

5.3 Dial Plan
The dial plan defines how digit strings will be used locally by Communication Manager. The
following dial plan was used in the referermmmfiguration.

Follow the steps shown below

1 Enter thechange dialplan analysissommand to provision the following dial plan.
o 5-digit extensions with €all Type of ext beginning with:
A The digits506for Communication Manager extensigqmghich is assiged by
Telstraas DID numbers)
o 3-digit dial access code (indicated witiCall Type of dac), e.g., access coddor
SIP Trunk Access Codes (TAC).

display dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type  String Length Type String Length Type
119 4 udp
13 6 udp
1300 10 udp
506 5 ext
6 1 fac
9 1 fac
* 3 dac
# 4 fac
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5.4 IP Node Names

Node names define IP addresses to various Avaya components in the enterprise. In the reference
configuration a Processor Ethernet (procr) based Communication Manager platform is used.

Note that the Communication Manager procr name and IP address ard doterg installation.

The procr IP address was used to define the Communication Manager SIP Erfigesan

6.3.2

Follow the steps shown below
1 Enter thechange nodenames ipcommand, and add a node name and IP address for the
following:
0 Session Manager SIP signaling interface (smg:-yeand10.1.20.7
0 Avaya Media Server interface (e.gmsveand10.1.20.12

display node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
ams- ve 10.1.20.12
default 0.0.0.0
procr 10.1.20.10
procr6 "
sm-ve 10.1.20.7

5.5 IP Interface for Procr
Thedisplay ip-interface procr command can be used to verify the Processor Ethernet (procr)
parameters defined during installation.
1 Verify thatEnable Interface? Allow H.323 Endpoints?, andAllow H248 Gateways?
fields ae set toy.
1 In the reference configuration the procr is assignédietwvork Region: 1
1 The default values are used for the remaining parameters.

display ip - interface procr Page 1lof 2
IP INTERFACES
Type: PROCR
Target socket load: 4800
Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS
Node Name: procr | P Address: 10.1.20.10
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5.6 IP Network Regions

For the compliance testing,-ipetworkregion 1 was created by tbhange ipnetwork-region 1

command with the following parameters:

1 Set theAuthoritative Domain field to match the SIP domain of the enterprise. In the
compliance testing, the domain namsi@nterop.com. This domain name appears in
the AFromd header of SI P message originati

Enter a descriptive name inethlamefield.

= =4

EnablelP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between

IP endpoints without using media resources inAhayaMedia Gateway Avaya Media
Server By default, bothintra -region andinter -region IP-IP Direct Audio are set to
yes Shuffling can be further restricted at the trunk level under the Signaling Group form.

Set theCodec Sefield to the IP codec set defined$®ction5.7.

1
i Default values can be used for all other fields.

display ip - network - region 1 Page 1of 20
IP NETWORK REGION
Region: 1 NR Group: 1
Location: 1 Authoritative Domain: sipinterop.com
Name: telstra Stub Network Region: n
MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes
Codec Set: 1 Inter -region IP - IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 53999
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6

H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5

Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMETERS
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OnPage 4 define the IP codec set to be used for traffieegion 1. In the compliance testing,
Communication Manager, the Avaya S&4Media Gatewaythe Avaya Media ServelR/SIP

phones Session Manager and the Avaya SBCE were assigned to the same region 1. To configure
the IP codec set between regions, enter the desired IP codec setaddbeetolumn of the

table with appropriate destination regiastrgn). Default values may besed for all other

fields.

display ip - network - region 1 Page 4 of 20

Source Region: 1 Inter Network Region Connection Management | M
GA t

dst codec direct WAN -BWIlimits Video Intervening Dyn A G ¢

rgn set WAN Units Total Norm Prio Shr Regions CACRL e

11 all

2

3

4

5

6

7

8

9

10

11

Non-IP telephones (e.g., analog, digital) dettfveir network region frontheIP interface of the
Avaya G40 Media Gateway to which the device is connected. IP telephones can be assigned a
network region based on an IP addrespping.

To define network region 1 for IP interfapeocr, usechange ipinterface procr command as
shown in the following screen.

display ip - interface proc Page 1lof 2
IP INTERFACES
Type: PROCR
Target socket load:
19660
Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS
Node Name: procr I P Address: 10.1.20.10
Subnet Mask: /24
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To define nevork region 1 for the Avaya &0 Media Gateway, usshange mediagateway
command as shown in the following screen.

display media - gateway 1 Page lof 2
MEDIA GATEWAY 1
Type: g450
Name: g450
Serial No: 101S11367055
Link Encryption Type: any - ptls/tls Enable CF? n
Network Region: 1 Location: 1

Site Data:
Recovery Rule: none

Registered? y
FW Version/HW Vintage: 41 .9 .0 /2
MGP IPV4 Address: 10.1.20.20
MGP IPV6 Address:
Controller IP Address: 10.1.20.10
MAC Address: 00:1b:4f:3e:a5:e0

Mutual Authentication? optional

5.7 IP Codec Parameters

Follow the steps shown below
1. Enter thechange ipcodecset xcommand, wherg is the number othe IP codec set
speified in Section5.6. OnPage lof theip-codeesetform, ensure thab.711A,
G.711MU andG.729Aare included in the codec list. Note that the packet interval size
will default to 20ms.

display ip - codec -set 1 Page 1lof 2
IP MEDIA PARAMETERS

Codec Set: 1
Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)

1: G.711A n 2 20

2: G.711MU n 2 20

3:G.729 n 2 20

4.

5:

6:

7
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2. OnPage 2of the ipcodeeset form, seEAX Mode to passthrough.

display ip - codec -set 1 Page 2of 2
IP MEDIA PARAMETERS
Allow Direct - IP Multimedia? y
Maximum Call Rate for Direct - IP Multimedia: 15360:Kbits
Maximum Call Rate for Priority Direct - IP Multimedia: 15360:Kbits
Redun- Packet
Mode dancy Size(ms)
FAX pass - through 0
Modem off 0
TDDI/TTY us 3
H.323 Clear -channel n 0
SIP 64K Data n 0 20

5.8 SIP Trunks

SIP trunks are defined on Communication Manager by provisioning a Signaling Group and a
corresponding Trunk Groum the below example, the same signalimgup and trunk group are
administered for both trunking to SIP Service Provider, and Avaya SIP client access. However, it
is possible to administer separate signaling groups and trunk groups to better tweaking the
settings as required.

5.8.1 Signaling Group

This section describes the steps for administering the SIP trunk to Session Manager. This trunk
corresponds to them-ve SIP Entity defined irbection6.3.2

Enter tle add signaling-group x command, wherg is the number of an unused signaling group
(e.g.,1), and provision the following:

1 Group Typei Set tosip.

1 Transport Method i Set totcp.

1 Verify thatIMS Enabled? is set ton.

1 Verify thatPeer Detection Enabled?s set toy. The systems will auto detect and set
thePeer Serverto SM.
Near-end Node Naméd Set to the node name of theocr noted inSection5.4.
Far-end Node Naméd Set to the node name of Session Manager as administered in
Section5.4 (e.g.,sm-ve).
Near-end Listen PortandFar-end Listen Porti Set to5060
Far-end Network Regioni Set the IP network region g as set irBection5.6.
Far-end Domaini Entersipinterop.com. This is the domain provisioned for Session
Manager inSection6.1
1 DTMF over IP 1 Set tortp -payload to enable Communication Manager to use

DTMF according to RFC 2833.

= =

= =4 =
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T

Direct IP-IP Audio Connectionsi Set toy, indicating that the RTP paths should be
optimized directly to the associated stations, to reduce the use of media resources on
the Avaya Media GatewayAvaya Media Servewhen possible (known as

shuffling).

Enable Layer 3 Testi Set toy. This directs Communication Manager to send SIP
OPTIONS messagds Session Manager to check link status.

Initial IP -IP Direct Media i Set to Y, indicating that the RTP paths shoblel

initially direct between Avaya SIP stations and the internal interface of ASBCE, to
reducethe use of media resources on the Avaya K&hteway / Avaya Media
Server.

H.323 Station Outgoing Direct Mediai Set toy, indicating that the RTP paths
should be also initially direct for th#.323 stationsto avoid the use of media
resources on the Avaya Media Gateway / Avaya Media Server.

Defadt values may be used for all other fields.

display signaling -group 1 Page 1lof 3

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp

IP Video? y Priority Video? n Enforce SIPS URI for SRTP?y
Peer Detection Enabled? y Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/ Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: sm - ve
Near - end Listen Port: 5060 Far - end Listen Port: 5060

Far - end Domain: sipinterop.com

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n

Enable Layer 3 T est?y Initial IP - IP Direct Media? y
H.323 Station Outgoing Direct Media ?y Alternate Route Timer(sec): 6

SIGNALING GROUP

Q SIP?n

Far - end Network Region: 1

Bypass If IP Threshold Exceeded? n

5.8.2 Trunk Group

Enter theadd trunk -group x command, wherg is the number of an unused trunk group (e.g.,
1). OnPage lof thetrunk -group form, provision the following:

T

T
T
1
1

Group Type'i entersip.

TAC 1 Enter a trunk access code that is consistent with the dial plarFQa.g.,
Direction T Set totwo-way.

Service Typei Set topublic-ntwrk .

Signaling Groupi Set to the signalg group administered i5.8.1(e.g.,1).
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1 Number of Membersi Enter the maximum number of simultaneous calls desired on

this trunk group (based on licensing) (eld),.

display trunk -group 1 Page 1lof 4
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: Telstra - Trunk COR: 1 TN: 1 TAC: *01
Direction: two - way Outgoing Display? n

Dial Access? n
Queue Length: 0
Service Type: public

Night Service:

Auth Code? n
Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

- ntwrk

OnPage 2 theRedirect On OPTIM Failure value is the amount of time (in milliseconds) that
Communication Manager will wait f@a response (other than 100 Trying) to a pending INVITE

sent to an EC500 remote endpoint before selecting another route. If another route is not defined,

then the call is cancelled after this interval.

Verify that thePreferred Minimum Session Refreshinterval is set to a value acceptable to the
service provider. This value defines the interval thdNMITES must be sent to keep the active

session alive. For the compliance testMalkeie 0f900secondsvas used.

display trunk -group 1
Group Type: sip

Page 2of 4

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 30000

SCCAN? n Digital Loss Group: 18

Preferred Minimum Session Refresh Interval(sec): 900

Disconnect Supervision - In?y Out?y

XOIP Treatment: auto Delay Call Setup When Acces sed Via IGAR? n

OnPage 3 set thdNumbering Format field to private. This field specifies the format of the

calling party number (CPN) sent to the-éard.

NoteT Telstra Enterprise SIPrunking service screens the calling party number for valid DID

numbers. At the time of testing;digit number format (without leading 0) of calling party

number is sent to Telstra network for validatiSetting theNumbering Format field to public

may res
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Set theReplace Restricted NumberandReplace Unavailable Numberdields toy. This will

allow the CPN displayed on local endpoints to be replaced with the valueSssttion5.2, if

the inbound call enabled CPN block. For outbound calls, these same settings request that CPN
block be activated on the fand destination if a local user requests CPN block on a particular

call routed out this trunk. Default values were used for all other fields.

display trunk -group 1 Page 3of 4
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y
Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Nu mber: no

OnPage 4 seting theNetwork Call Redirection field to n disables use of thelP REFER
message for call transfer-MVITE will be used insteadSetting theNetwork Call Redirection
flag toy enables use of the SIP REFER message for call trairsf@mpliance test, both
mechanisms were tested and successful.

Set theSend Diversion Headeffield toy and theSupport Request Historyfield ton. The

Send Diversion Headeffield provides additinal information to the network if the call has been
redirected. These header modifications are needed to support the call display for call forwarding
of inbound calls back to the PSTN and some Extensiorellol& (EC500) call scenarios.
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display  trunk -group 1 Page 4of 4
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? y
Network Call Redirection? n

Send Diversion Header? y
Support Request History? n
Telephone Event Payload Type: 101

Convert 180 to 183 for Early Media? n
Always Use re - INVITE for Display Updates? n
Identity for Calling Party Display: P - Asserted - Iden tity
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? y
Enable Q -SIP?n

Interworking of ISDN Clearing with In - Band Tones: keep - channel - active
Request URI Contents: may - have - extra - digits
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5.9 Calling Party Information

The calling party number i s sent iUsethehe SI
change pivate-unknown-numbering command to create an entry for each extension which has
a DID assigned. The DID number will bassigned by the SIP service provider. Itis used to
authenticate the caller.

P

In the sample configuratiothe 3539506xxDID numbergprovidedfor testingwereassigned to
theextensionsb06xx Thus, these sani@D numbers were used in the outbound calling party
information on the service provider trunk when calls were originated from thessiexte

display private - numbering O Page lof 2

NUMBERING- PRIVATE FORMAT

Ext Ext Trk Private Total
Len Code Grp(s) Prefix Len
5 506 1 3539 9 Total Adminis  tered: 1

Maximum Entries: 540

5.10 Incoming Call Handling Treatment

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming callnecessaryThe DID numbes sent byTelstracan be

mapped taCommunication Managextensios using the incoming call handling treatment of

the receiving trunigroup. Use thehangeinc-call-handling-trmt trunk -group command to

create an entry for ea@hD.

display inc -call -handling -trmttrunk  -group 1 Page 1of 3
INCOMING CALL HANDLING TREATMENT
Service/  Number Number  Del Insert
Feature Len  Digits
public -ntwrk 9 3539 4
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5.11 Outbound Routing

In these Application Notes, thhutomatic Route Selection(ARS) feature is used to route an
outbound call via the SIP trunk to the service provider. In the compliance testing, a sinde digit
was used as the ARS access code. An enterprise caller wBltdiakach an outside line. To

define feature access codad) 9, use thechange dialplan analysicommand as shown below.

display dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type  Stri ng Length Type String Length Type
119 4 udp
13 6 udp
1300 10 udp
1800 10 udp
1902 10 udp
500 5 ext
506 5 ext
6 1 fac
9 1 fac
* 3 dac
# 4 fac

Use thechange featureaccesscodescommand to defin® as theAuto Route Selection (ARS)
i Access Code 1

display feature - access - codes Page 1of 12
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code:
Auto Route Selection (ARS) - Access Code 1: 9  Access Code 2: 6
Automatic Callback Activation: #002 Deactivation: #003
Call Forwarding Activation Busy/DA: #004 All: #005 Deactivation: #006
Call Forwarding Enhanced Status: #007 Act: #008 Deactivation: #009
Call Park Access Code: #010
Call Pickup Access Code: #011
CAS Remote Hold/Answer Hold - Unhold Access Code: #012
CDR Account Code Access Code: #013
Change COR Access Co de:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:
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Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance testing. All dialed strings are mapped to route pdtferman outbound call which

confins the SIP trunk to the service provider (as defined next).

display ars analysis 0 Page lof 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
000 3 3 1 pubu n
0011 10 18 1 p ubu n
03 10 10 1 pubu n
04 10 10 1 pubu n
13 6 6 1 pubu n
1300 10 10 1 pubu n
1800 10 10 1 pubu n
1902 10 10 1 pubu n
50000 5 5 1 pubu n
*67 11 16 1 pubu n

As mentioned above, the route pattern defines which trunk group will be used for the outbound
calls and performs necessary digit manipulation. Usetiaage routepattern command to

configure the parameteforroute pattern 1 in the following manner.

1 Pattern Name Enter a descriptive name.

1 Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance testing, trunk grodpwvas used.

1 FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to
this trunk for all users that require it. The valu®df the least restrictive level.

1 Numbering Format: unk-unk. See setting of thlumbering Format in the trunk
group form for full details irBection5.8.2

display route - pattern 1 Page 1lof 4
Pattern Number: 1 Pattern Name: sip

SCCAN?n Secure SIP? n  Used for SIP stations? y

Primary SM: sm -ve Secondary SM:

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC

No Mrk Lmt List Del Digits QSIG

Dgts Intw
1:1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA - TSC ITC BCIE Service/Feature PARM Sub Numbering LAR

012M4W Request Dgts Format
l:yyyyynn rest unk -unk none
2:yyyyynn rest none
3yyyyynn rest none
4:yyyyynn rest none
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5.12 Avaya G450 Media Gateway Provisioning
In the reference configuration G450 Media Gateways is provisioned. TG40 is used for
local DSP resources, announcements, Music On Hold, etc.

Notei Only the Media Gateway provisioning associated withGH&D registratian to
Communication Manager is shown below.

1. SSH to the54530 (not shown). Note that the Media Gateway prompt will cor&inif
the Media Gateway is not registered to Communication Managerg459-,
?2?7?(supen¥.

Enter theshow systencommand and note tl&450 serial number (e.g101S1136705h

Enter theset mgc list x.x.x.xcommand where x.x.x.x is the IP address of the

Communication Manager Procr (e.§0.1.20.10.

4. Enter thecopy run copy start commandto save thé&450 configuration.

5. On Communication Manager, enter #dd mediagateway xcommand where X is an
available Media Gateway identifier (e.d)), The Media Gateway form will open (not
shown).

Enter the following parameters:

1 SetType = G450.

1 SetName= Enter a dscriptive name (e.gg450).

1 SetSerial Number = Enter the serial number copied fr@tep 2

1 Set theEncrypt Link parameter as desiredny-ptls/tls was used in the reference
configuration).

1 SetNetwork Region= 1.

wn

When the Media Gateway registers, thédi®®nnection prompt will change to reflect the Media
Gateway ldentifier assigned 8tep 5(e.g.,g450-001(super)#.
6. Enter thedisplay mediagateway 1lcommand, and verify that ti@450 has registered.

display media - gateway 1 Page 1lof 2
MEDIA GATEWAY 1

Type: g450
Name: g450
Serial No: 101S11367055
Link Encryption Type: any - ptisitls Enable CF? n
Network Region: 1 Location: 1
Site Data:
Recovery Rule: none

Registered? y
FW Version/HW Vintage: 41 .9 .0 /2
MGP IPV4 Address: 10.1.20.20
MGP IPV6 Address:
Controller IP Address: 10.1.20.10
MAC Address: 00:1b:4f:3e:a5:e0

Mutual Authentication? optional
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5.13 Avaya Aura® Media Server Provisioning

In the reference configuration, an Avaya Aura® Media Server is provisionedViétia Server
is located in the Main site and is used, along with the G450 Media Gateway, for local DSP
resources, announcements, and Music On Hold

Enter theadd signalinggroup x command, wherg is the number of an unused signaling group
(e.g.,2), ard provision the following:

Group Typei Set tosip.

Transport Method 1 Set totls.

Verify thatPeer Detection Enabled?s set ton

Peer Serverto AMS.

Near-end Node Naméd Set to the node name of theocr noted inSection5.4.

Far-end Node Namé Set to the node name Wlfedia Serverns administered iBection
5.4(e.g.,amsve).

Near-end Listen Porti Set t09061

Far-end Listen Porti Set to5061

Far-end Network Regioni Set the IP network region g as set irBection5.6.

Far-end Domaini Automatically populated with the IP address of the Media Server

= =4 =4 -8 98 -9

= =4 =4 -4

display signaling - group 2 Page 1lof 2
SIGNALING GROUP

Group Number: 2 Group Type: sip
Transport Method: tls

Peer Detection Enabled? n Peer Server: AMS

Near - end Node Name: procr Far - end Node Name: ams - ve
Near - end Listen Port: 9061 Far - end Listen Port: 5061
Far - end Network Region: 1

Far - end Domain: 10.1.20.12
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Enter theadd mediaserver xcommand wherg is an available Media Server identifier (e.g., 1),
and provision the followings:
1 Signaling Group - Enter the gjnalinggroup previously configuredor Media Server
(e.g.,2).
1 Voip Channel License Limiti Enter the number of VoIP channels for this Media
Saver (based on licensing) (e.d0).
91 Dedicated Voip Channel License$ Enter the number of VolP channels licensed
this Media Server (e.gl0)
1 Remaining fields are automatically populated based on the signaling group provisioning
for the Media Server

display media - server 1
MEDIA SERVER

Media Server ID: 1

Signaling Group: 2
Voip Channel License Limit: 10
Dedicated Voip Channel Licenses: 10

Node Name: ams - ve
Network Region: 1
Location: 1
Announcement Storage Area: ANNC - b2bf4cOa - 205a- 41e8- 84cl - 000c2963b6c0

5.14 Save Communication Manager Translations
After the Communication Manager provisioning is completed, enter the consaaed
translation (not shown).

DNA; Reviewed: Solution & Interoperability Test Lab Application Note 270f 74
SPOC 8/31/2019 ©2019 Avaya Inc. All RightRkeserved. tASBCEaura8



6. Confi fuaga Alersas§E on Manager

This section provides the procedures for configuring Session Manager. The procedures include

adding the folbwing items:
1 SIP domain
1 Logical/physical Location that can be used by SIP Entities

1 SIP Entities corresponding to Communication Manager, Session Manager and the Avaya

SBCE
1 Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities
Routing Policies, which control call routing between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed

= =4 =4

Manager

It may not be necessary to configure all the items above when creating a connection to the

Session Manager, corresponding to the Session Manager server to be managed by System

service provider since some of these items would have already been defined as part of the initial

Session Manager installation. This includes items such asnc8iRadomains, locations, SIP
entities, and Session Manager itself. However, each item should be reviewed to verify the
configuration.

Session Manager configuration is accomplished by accessing the bizagselrGUI of System
Manager, using the URhttp: /<ip-address>/SMGR where<ip-address>is the IP address of
System Manager. In tHeog On screen (not shown), enter appropridser ID andPassword
and press thkog On button. Once logged ithe Home screen is displayed. From thi®me
screen, under thelementsheading in the center, seldtbuting.

AVAyA &Usersv  FElements v & Services v Widgets v Shortcuts v cearch A= | admin
Aura® System Manager 8.1
System Resource Utilization Notifications Application State
71 o ot License Status Active
Dep Viiware
] DISABLED
7 - DISABLED
0 — S———— Standar
opt ar mdata t
W Critical 1 Wa =
»
Alarms *|| Information || shortcuts "
t eme: Count  Sync Status
waya 1 a
Sourcel? Descript
[« 1 a
Messaging 1 [ ]
Session Manager 1 [}
System Manager 1 [}
UCH Applications 8 [}
Current Usage:
5/250000
USERS .
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6.1 Configure SIP Domain

Follow the steps shown below

1. SelectDomainsfrom the left navigation menu. In the reference configuration, domain
sipinterop.comwas defined.

2. Click New (not shown). Enter the following values and use default values for remaining
fields.
1 Name Enter the enterprise SIP Domain Name. In the sample screen below,

sipinterop.comis shown.

1 Type: Verify sip is selected.
1 Notes Add a brief description.

3. Click Commit to save (not shown).

Home Routing
Help ?
Routing zlp ?
Domain Management
Domains
New More Actions ~
Locations - .
1 Item gP Filter: Enable
Conditions e Type Notes
sipinterop.com sip
Adaptations Select : All, None

6.2 Configure Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. In the
reference configuration, locatidrelstra is configured.

Follow the steps shown below
1. SelectlLocationsfrom the left navigational menu. Clidkew (not shown). In the
General section, enter the following values and use default values for remaining fields.
1 Name Enter a descriptive name for the Location (egjstra).
1 Notes Add a brief description.
2. Click Commit to save.

Home Routing
Routing Help ?
Location
Domains
Mew More Actions ~
Locations =
1Item & Filter: Enable
Conditions Name Correlation Notes
telstra =
Adaptations Select : All, None
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6.3 Configure SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it which includes Communication Manager and Avaya SBCE.

6.3.1 Co

nfigure Session Manager SIP Entity

Follow the steps shown below
1. Inthe left pane und€touting, click onSIP Entities. In theSIP Entities page click on
New (not shown).
2. In theGeneral section of theSIP Entity Details page, provision the following:

il
il

= =4 =4

Namei Enter a descriptive name (e.gmve).

IP Addressi Enter theP address of Session Manager signaling interfauetie
management interface), provisioned during installation (£0g1,.20.7.

SIP FQDN Optionally, enter the SIP FQDN of Session Manager signaling
interface(e.g.,smve-sm100.sipinterop.net

Type 1 Verify Session Manageis selected.

Location 1 Select locatioTelstra.

Outbound Proxy i (Optional) Leave blank or select another SIP Entity. For calls to
SIP domains for which Session Manager is not authoritative, Session Manager routes
those calls to thi®utbound Proxy or to another SIP proxy discovered through DNS

if Outbound Proxy is na specified.
1 Time Zonei Select the time zone in which Session Manager resides.
3. In theSIP Monitoring section of theSIP Entity Details page configure as follows:
1 SelectUse Session Manager Configuratiofior SIP Link Monitoring field.
1 Use the default valisefor the remaining parameters.

Home Routing
Routing
Domains
Locations
Conditions
Adaptations
SIP Entities

Entity Links

Time Ranges

Routing Polides

Dial Patterns
Regular Expressions

Defaults

DNA; Reviewed:
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SIP Entity Details

General

* Name:

* 1P Address:
SIP FQDN:
Type:

Notes:

Location:

Outbound Proxy:
Time Zone:

Minimum TLS Version:

Credential name:

Monitoring

SIP Link Monitoring:

CRLF Keep Alive Monitoring:

sm-ve
10.1.20.7
sm-ve-sm100.sipinterop.net

Session Manager A

telstra ¥

v
Australia/Melbourne hd

Use Global Setting ¥

Use Session Manager Configuration ¥

Use Session Manager Configuration ¥

Commit|| Cancel

Help ?

Solution & Interoperability Test Lab Application Note
©2019 Avaya Inc. All Right&Rkeserved.

300f 74
tASBCEaura8



6.3.2 Configure Communication Manager SIP Entity
Follow the steps shown below
1. In theSIP Entities page, click orNew (not shown).

2. In theGeneral section of theSIP Entity Details page, provision the following:

1 Namei Entera descriptive name (e.gm-ve).

1 FQDN or IP Addressi Enter the IP address of Communication Manager Processor

Ethernet (procr) (e.d.0.1.20.10.

= =4 =4 -4

Typei1 SelectCM.
Location T Select a Locatioffelstra administered irfSection6.2

Time Zonei Select the time zone in which Communication Manager resides.
In theSIP Link Monitoring section of theSIP Entity Details page select:

0 SelectUse Session Manager Configuratioffior SIP Link Monitoring field,
and use the default values for the remaining parameters.
3. Click onCommit.

Home Routing

Routing

Domains

Locations
Conditions
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Pelides
Dial Patterns
Regular Expressions

Defaults

DNA; Reviewed:
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SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detail Recording:

Loop Detection

Loop Detection Mode:
Loop Count Threshold:

Loop Detection Interval (in msec):

Monitoring

SIP Link Monitoring:
CRLF Keep Alive Monitoring:
Supports Call Admission Control:

Shared Bandwidth Manager:

Primary Session M ger Bandwidth
Association:

Backup Session M ger Bandwidth
Association:

Commit|| Cancel

cm-ve
10.1.20.10

CcM v

v
telstra ¥

Australia/Melbourne r
4

Use Global Setting ¥

none ¥

200

Use Session Manager Configuration ¥

Use Session Manager Configuration ¥

v

v

Help ?
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6.3.3 Configure Avaya SBCE SIP Entity

Repeat the steps Bection6.3.1with the following changes:
1 Namei Enter a descriptive name (e.§BCE_Al).
1 FQDN or IP Addressi Enter the IP address of the Al (private) interface of the
Avaya SBCE (e.g10.1.20.9.
1 Typei Verify SIP Trunk is selected.
1 Locationi Select locationelstra (Section6.2).

Home Routing

Routing

SIP Entity Details Commit||Cancel

LETIETS General

* -
Locations Name: sbce Al

* FQDN or IP Address: 10.1.20.9
Conditions
Type: | SIP Trunk A

Adaptations 5 Notes:

SIP Entities Adaptation: ¥
ErEm Location:  telstra ¥
ntity Links
Time Zone: |Australia/Melbourne hd

Time Ranges * SIP Timer B/F (in seconds): 4

Minimum TLS Version: |Use Global Setting ¥

Routing Polides

Credential name:
Sial Pa 5
Dial Patterns Securable:

_ — v
Regular Expressions Call Detail Recording: | egress

Defaults Loop Detection
Loop Detection Mode:  On Ad

Loop Count Threshold: |5

Loop Detection Interval (in msec): 200

Monitoring
SIP Link Monitoring: | Use Session Manager Configuration ¥

CRLF Keep Alive Monitoring:  Use Session Manager Configuration ¥

6.4 Configure Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
During compliance testingwo Entity Links were createcynefor Communication Manager and
anotheronefor Avaya SBCE. To add an Entity Link, navigateRouting A Entity Links in
the left navigation pane and clitke New button in the right pane (not show#jll in the
following fields in the new row that is displayed:

1 Name: Enter a descriptive name.

1 SIP Entity 1: Select the Session Manager define&attion6.3.1

9 Protocol: Select the transport protocol used for this liREP for the Entity Link to

Communication Manager arfcCP for the Entity Link to the Avaya SBCE.
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1 Port: Port number on which Sessidanager will receive SIP requests from thedad.
For Communication Manager, this must matchRae-end Listen Portdefined on the
Communication Manager.

1 SIP Entity 2: Select the name of the other systems. For Communication Manager, select

the Communiction Manager SIP Entity defined Bection6.3.2 For Avaya SBCE,
select Avaya SBCE SIP Entity definedSection6.3.3
1 Port: Port number on which the other system receives SIP requests from Session
Manager. For Communication Manager, this must matcNéza-end Listen Port
defined on the Communication Manager
1 Connection Policy: SelectTrusted.
1 Click Commit to save.
6.4.1 Configure Entity Link to Communication Manager
Follow the steps shown below
1. In the left pane unddRouting, click onEntity Links , then click orNew (not shown).
2. Continuing in theEntity Links page, provision the following:
1 Namei Enter a descriptive name (or have it created automatically) for this link to
Communication Manager (e.gmve _cm-ve 508 TCP).
1 SIP Entity 171 Select the SIP Entity administeredSection6.3.1for Session
Manager (e.gsm-ve).
1 SIP Entity 1 Porti Enter5060.
9 Protocoli SelectTCP
1 SIP Entity 21 Select the SIP Entity administeredSection6.3.2for the
Communication Manager entity (e.gm-ve).
1 SIP Entity 2 Port - Enter5060.
1 Connection Policyi SelectTrusted.
3. Click onCommit.

Entity Links Commit|[Cancel

1item & Filter: Enable

Select : All, None

Commit||Cancel,
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6.4.2 Configure Entity Link for Avaya SBCE

To configure this Entity Link, repeat the stepsSiction6.4.1, with the following changes:

1 Namei Enter a descriptive name (or have it created automaticallyfifolink to the
Avaya SBCE (e.gsmve_SBCE_Al1 5060 TCB.

1 SIP Entity 1 Porti Enter5060

1 Protocoli SelectTCP

1 SIP Entity 271 Select the SIP Entity administeredSection6.3.3for the Avaya
SBCE entity (e.g.SBCE_Al).

1 SIP Entity 2 Port - Enter5060

Entity Links Commit|[Cancef

1ltem & Filter: Enable
Den

Connection
Adaptations v # Em-ve_sbes_A1_s080_T  *|Qsm-ve

SIP Entities Select : All, None

Entity Links

Time Ranges
e Commit][Cancef

6.5 Configure Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified inSection6.3. Two routing policies were added, one for Communication Manager and
arother for Avaya SBCE. To add a routing policy, navigatBdating A Routing Policiesin

theleft navigation pane and clicke New button in the right pane (not shown). The following
screen is displayed.

In the General section, enter the following values:
1 Name: Enter a descriptive name.
1 Notes:Add a brief description (optional).

In the SIP Entity as Destinationsection, clickSelect.The SIP Entity List page opens (not
shown). Select appropriate SIP entity to which this routing policy applies andGeliekt The
selected SIP Entity is displayed in tReuting Policy Detailspage as shwn below. Use default
values for remaining fields. ClidRommit to save.

6.5.1 Configure Routing Policy for Communication Manager

This Routing Policy is used for inbound calls framsltra
1. In the left pane unddRouting, click onRouting Policies In theRouting Policiespage
click onNew (not shown).
2. In theGeneral section of thdRouting Policy Detailspage, enter a descriptilame for
routing Telstracalls to Communication Manager (e ,cm-ve), and ensure that the
Disabledcheckbox is unchecked teotavate this Routing Policy.
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3. In theSIP Entity as Destinationsection of thdRouting Policy Detailspage, click on
Selectand the SIP Entity list page will open.

4. In theSIP Entity List page, select the SIP Entity administere&acttion6.3.2for the
Communication Manager SIP Entityng-ve), and click orSelect

5. Note that once thBial Patterns are defined they will appear in theal Pattern section
of this form.

6. No Regular Expressionswvere used in the reference configuration.

7. Click onCommit.

Home Routing

Routing Policy Details Commit||Cancel

General
* Name: fo cm-ve
Disabled:
* Retries: [0

Notes:

SIP Entity as Destination
Select
Name FQDN or IP Address Type Notes

10.1.20.10 M

(R Time of Day

6.5.2 Configure Routing Policy for Avaya SBCE
This Routing Policy is used for outbound sadi the service provider. Repeat the steps in
Section6.5.1 with the following changes:
1 Namei Enter a descriptive name for this link to the Avaya SBCE (@ ghcq.
1 SIP Entity List 7 Select the SIP Entity administeredSection6.3.3for the Avaya
SBCE entity (e.g.sbce Al).

Home Routing

Routing Policy Details Commit]|Cancel
General
* Name: |to sbce
Disabled:
Retries: 0
Note:

SIP Entity as Destination

Select

Name FQDHN or IP Address Type Notes
sbee_AL1 10.1.20.9 SIP Trunk
Time of Day
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6.6 Configure Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
testing, dial patterns were needed to route calls from Communication Mandg#sttaand

vice versa. Dial Patterns define which routing policy will be selefcted particular call based

on the dialed digits, destination domain and originating location. To add a dial pattern, navigate
to Routing A Dial Patternsin the left navigation pane and clitlew button in the right pane

(not shown).

In theGeneral sectim, enter the following values:
1 Pattern:Ent er a dial string that -URillol ofe trhaet aha
1 Min: Enter a minimum length used in the match criteria.
1 Max: Enter a maximum length used in the match criteria.
9 SIP Domain: Enter the dstination domain used in the match criteria.
1 Notes:Add a brief description (optional).

In theOriginating Locations and Routing Policiessection, clickAdd. From theOriginating
Locations and Routing Policy Listthat appears (not shown), select the appate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Gedkct

Default values can be used for the remaining fields. @iakmit to save.
Three examples of the dial patterns used for the compliance testing were shown below, one for
outbound calls from the enterprise to the PSTN, one for inbound calls from the PSTN to the

enterprise and another one @nergency calls

The first example shows tha0-digit dialed numberstarting with 0353950 se route policyo
sbceas defined irsection6.5.2

Home Routing

Dial Pattern Details Commit|[Cancel
Domains
General

Locations * Pattern: |0353950xxx

Conditions * Min: [10

* Max: |10
Adaptations

Emergency Call:

SIP Entiics S1P Domain: [-ALL-

Notes: |10 digit TIPT phones

Entity Links

Originating Locations and Routing Policies
Add| [Remove
1ltem & Filter: Enable
Originating Location Name Originating Location Notes Routing Policy Name Rank ' :d = Routing Policy Destination Routing Policy Notes
telstra to shee ] sbee_Al

Select : All, None
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Thesecondexample showthat9-digit pattern that start witB539506s used foinbound calls
from Telstrato DID numbers on Avaya Aura® Communication Manager

Home Routing
Routing Help 7
Dial Pattern Details (Eommit)icageel
Domains
General
femilms * Pattern: [35385060x
Conditions * Min: 9
* Max: 9
Emergency Call:
SIP Entities SIP Domain: | -ALL- hd
Notes: DID Range
Entity Links
. Originating Locations and Routing Policies
Add Remove
Routing Pocies —_— Filter: Enable
el e n Originating Location Name Originating Location Notes Routing Policy Name Rank R“‘;i::b::':“v Routing Policy Destination Routing Policy Nates
-ALL- o em-va [) em-va
Dial Pattems Select : All, None

Thethird exampleshows that 000 dialed number is used for emergency service in Australia.

Home Routing
2
Routing Felp

Dial Pattern Details Commit| | Cancel
Domains

General
Loeations * pattern: 000
Conditians ©Min: 3

* Max: 3
Adaptations
Emergency Call: ¥
SIP Entities * Emergency Priority: [1
ity L= * Emergency Type: All
SIP Domain: [-ALL- v
Time Ranges q
sl s Netes: |emergency simulator

Routing Policies N ) X .

Originating Locations and Routing Policies
Dial Patterns ~ Add| | Remove

1ltem 2 Filter: Enable

Dial Patterns: - =
Originating Location Name Originating Location Notes Routing Policy Nama Rank R°‘;‘::h::‘;"cv Routing Policy Destination Routing Policy Notes
Origination Dial... telstra to shee [ sbea_AfL
Select : All, None

DNA; Reviewed: Solution & Interoperability Test Lab Application Note 370f74
SPOC 8/31/2019 ©2019 Avaya Inc. All RightRkeserved. tASBCEaura8



7.ConfigureedyviBpmad®Gantr ol Eretre rfporri s e

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document.

IMPORTANT! i During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., A1 and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (A1) of the
Avaya SBCE in the Common sitd,((1.20.9, with access to th€elstra site. The connection to
Telstrauses the Avay SBCE public interface B1 (IP addrd$s2.2.30. The following
provisioning is performed via the Avaya SBCE
LAN connection on the chassis.

1. Access t he web htpsthexrx.koa c(ew hbeyr et yxpanagegrerfixP i s t

address of the Avaya SBCE).
2. Enter theUsernameand click onContinue.

o v o o Log In
Username: username|

Continue

WELCOME TO AVAYA SBC

Unauthorized access fo this machine is prohibited. This system is for

Session Border Control Ier the use authorized users only. Usage of this system may be monitored
for Enterprise and recorded by system personnel

Anyone using this system expressly consents to such monitering and
is advised that if such monitering reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitoring te law enfercement officials.

© 2011 - 2019 Avaya Inc. All rights reserved

3. Enter the password and click bog In.

o v Q o Log In
Username username

Password: ~ feeeeesees
Log In
i i AVAYA S
Session Border Controller WELCOME TO AVAYA SEC
for Enterprise Unauthorized access to this machine is prehibited. This system is for
the use authorized users only. Usage of this system may be monitored

and recorded by system personnel

Anyone using this system expressly consenis fo such monitering and
is advised that if such monitoring reveals possible evidence of criminal
aclivity, system personnel may provide the evidence fram such
menitoring to law enforcement officials

© 2011 - 2019 Avaya Inc. All rights reserved.
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The main menu window will open. Note that the installed software version is displayed. Verify
that theLicense Statas OK. The SBCE will only operate for a short time without a valid
license. Contact your Avaya representative to obtain a license.

Device: sbcev Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥  Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Dashboard
pevee lEnagement

Backup/Restore

System Time 082101 PM AEST Refresh EMS
4 System Parameters
DoS / DDoS Version 8.0.0.0-19-16991 e
Scrubber Build Date Sat Jan 26 21:58:11 UTC 2019
User Agents License State @ OK

» Gonfiguration Profiles Aggregate Licensing Overages 0

> Services
Peak Licensing Overage Count 0
» Domain Policies
> TLS Management Last Logged in at 06/25/2019 19:47:08 AEST
> Network & Flows Failed Login Attempts 0
> DMZ Services
> Monitoring & Logging Active Alarms (past 24 hours) Incidents (past 24 hours)
Nane found sbce' Heartbeat Successful, Server is UP

shce: Heartbeat Successful, Server is UP

shee: Heartbeat Successful, Server is UP

shce: Heartbeat Successful, Server is UP

7.1 Device Management i Status

1. SelectDeviceManagementand verify that th&tatuscolumn say€Commissioned If
not, contact youAvaya representative.

Device: sbcev  Alaimms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Device Management

Device Management

Backup/Restore

4 System Parameters Devices ‘ | Updates H SSL VPN H Licensing H Key Bundles ‘
DoS/DDoS Device Name Management IP Version Status
Scrubber 8.0.0.0-
User Agents shce 101208 12:391 Commissioned Reboot Shutdown Restart Application View Edit Uninstal
> Configuration Profiles
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2. Click onView (shown above) to display ti&ystem Information screenNote that DNS
servers are Telstra DNS servers and DNS client must be B1 IP address that is used for
SIP trunk with Telstra

System Information: shce X

r General Configuration Device Configuration —————————————— 1 License Allocation

Appliance Name sbce HA Mode Mo Standard Sessions 100

Requested: 100

Box Type SIP Two Bypass Mode No

Advanced Sessions 100
Requested: 100

Deployment Mode  Proxy

Scopia Video Sessions
Requested: 0

CES Sessions 0

Requested: 0

Transcoding Sessions

Requested: 0

CLID
Encryption
r Network Configuration
P Public IP Network Prefix or Subnet Mask  Gateway Interface
10.1.209 10.1.209 255.255.255.0 10.1.201 Al
10.22.30 10.2.2.30 25b.255.255.128 10.221 B1
r DNS Configuration Management IP(s)
Primary DNS 10.86.113.20 IP #1 (IPv4) 10.1.20.8

Secondary DNS  10.86.114.20
DNS Location DMZ
DNS Client IP 10.22.30

7.2 Server Interworking Profiles

7.2.1 Server Interworking i Session Manager

Server Interworking allows users to configure and manage various SIP callgsedic
capabilities such as call hold and T.38 faxing. This section defingsdfile for theconnection
to Session Manager.

1. SelectConfiguration Profiles A Server Interworking from the lefthand menu.

2. Select the prelefinedavayaru profile and click theClone button.
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Device: sbcev  Alarms  Incidents Statusv  Logsv Settings v Help ¥ Log Out

Diagnostics  Users

Session Border Controller for Enterprise AVAYA

EMS Dashboard

Device Management

Interworking Profiles: avaya-ru

[ Add |
Interworking Profiles Itis not recommended to edit the defaults. Try cloning or adding a new profile instead.

52100

Backup/Restore
4 System Parameters
DoS/DDoS

General H Timers H Privacy H URI Manipulati H Header i i || A |
Scrubber avaya-ru
4 Configuration Profiles Hold Suppert NONE
Domain DoS 180 Handling None
Server 181 Handling None
Interworking
Media Forking 182 Handiing None
Routing 183 Handling None
Tonalos Ui

3. Enter profile name: (e.gSession Managey, and clickFinish.

Clone Profile

Profile Name avaya-ru
Clone Name
Finish

4. The new Session Manager profile will be list8elect it, scroll to the bottom of the
Profile screen, and click dadit.

Device: sbcev  Alarms  Incidents  Status¥  Logsv  Diagnostics  Users

Settings v Help v Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Interworking Profiles: Session Manager
Device Management [Add | Rename || Clone || Delste

Backup/Restore
Interworking Profiles Click here fo add a descripfion.

DoS / DDoS EID

4 System Parameters

General || Timers || privacy | [uRi | Header manipuation || |
Scrubber avaya-iu
User Agents Session Nanger
4 Configuration Profiles Hold Support NONE
Domain DoS 180 Handling None
Server Interworking 181 Handling None
Media Forking 182 Handling None
Routing 183 Handiing MNone
Topology Hidin
.p ‘gy .g . Refer Handling No
Signaling Manipulation
URI Groups URI Group None
SNMP Traps Send Hold No
Time of Day Rules Delayed Offer Yes
FGDN Groups 3x0¢ Handling Mo
Reverse Proxy Policy Diversion Header Support No
Services
Delayed SDP Handling No
Domain Policies
LS Managsment Re-Invite Handling Mo
Network & Flows FEECREriLy [
DMZ Services Allow 18X SDP No
Monitoring & Logging T.38 Support Yes
URI Scheme sIP
Via Header Format RFC3261
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5. TheGeneral screen will open.
1 CheckT38 Support.

1 All other options can be left with default values, and chaksh.

Editing Profile: Session Manager X

Hold Support

180 Handling

181 Handling

152 Handling

183 Handling

Refer Handling
URI Group
Send Hold
Delayed Offer

3xx Handling

Re-Invite Handling
Prack Handling

Allow 18X SDP
T.38 Support

URI Scheme

ia Header Format

=] None
RFC2543 - ¢=0.0.0.0
RFC3264 - a==endonly
* Mone SDP MNo SDF
® None SOP No SDP
* Mone SDP MNo SDF

* Mone SDP MNo SDP

MNone v

Diversion Header Support

Delayed SDP Handiing

L

& SIP TEL ANY

® RFC3261
RFC2543

Finish

6. Leavesettings intheTimer, Privacy, URI Manipulation, Header Manipulation

windows as default
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7. On theAdvancedwindow, configure
1 Record Routes: choo&»nth Sides
1 Include End Point IP for Context Lookup: chooses
1 Has Remote SBC: choo¥es

Editing Profile: Session Manager X

Mone
Single Side
Record Routes % Both Sides
Dialog-Initiate Only (Single Side)
Dialog-Initiate Only (Both Sides)
Include End Point [P for Context Lookup &
Extensions Avaya v
Diversion Manipulation
Diversion Condition None v

Diversion Header URI

Has Remote SEC td
Route Response on Via Port
Relay INVITE Replace for SIPREC

MOBX Re-INVITE Handling

DTMF

* None
SIP Motify
RFC 2833 Relay & SIP Notify
SIP Info
RFC 2833 Relay & SIF Info
Inband

DTMF Support

Finish
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7.2.2 Server Interworking i Telstra

Repeat the steps shown in Secffob.1to add an Interworking Profile for the connection to
Telstravia the public network, with the following changes:
1. Click Add to add a new profile, entd@ielstra then click Next (not shown)
2. TheGeneralscreen will open:
1 All options can be left as default.
1 Click Next.
1 ThePrivacy/DTMF, SIP Timers/Transport Timers scre@s will open (not shown),
accept default values for all the screens by clicking Next

Editing Profile: Telstra X

General
* None
Haold Support RFC2543 - c=0.0.0.0
RFC3264 - a==endonly

180 Handling *= Mone SDP Mo SDP
181 Handling = Mone SDP Mo SDP
182 Handling * Mone SDP No SDP
183 Handling * None SDP No SDP

Refer Handling
URI Group None v
Send Haold
Delayed Offer
¢ Handling
Diversion Header Support
Delayed SDP Handling
Re-Invite Handling
Prack Handling

Allow 18X SDP

T.38 Support
URI Scheme ® SIP TEL ANY
\fia Header Format L een
RFC2543
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The Advancedwindow is configured as below, cli¢knish to save the profile:

Editing Profile: Telstra X

Mone
Single Side
Record Routes * Both Sides
Dialog-Initiate Only (Single Side)
Dialog-Initiate Only (Both Sides)
Include End Point IP for Context Lookup ¢
Extensions Mone v
Diversion Manipulation
Diversion Condition None v
Diversion Header URI
Has Remote SEC td
Route Response on Via Port

Relay INVITE Replace for SIPREC

MOBX Re-INVITE Handling

DTMF

* MNone
SIP Motify
RFC 2833 Relay & SIP Notify
SIF Info
RFC 2833 Relay & SIP Info
Inband

DOTMF Support

Finish
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7.3 Signaling Manipulation Script

A Signaling Manipulation Script is required to:
1 Add theprimaryTrunk Pilot number intolte PAI Header on outgoing calls

T I'f the FROM header -witsthed-ROMVowithytipoimasydrynk t hen r e
Pilot number

Follow below steps to create Signaling Manipulation Sdredstra_pri. Thisscript will be used
in SIP Server configuration for Telstra primary server.
1. SelectConfiguration Profiles A Signaling Manipulation from the lefthand menynot
shown)
2. SelectAdd and theSignaling Manipulation Editor window will open(not shown)
3. Enter the script namiato Title (e.g., Telstra_Pri) (not shown)
4. Copy and paste the content in the below text box into the editor, an®bakek

within session "INVITE"

{
act on request where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"

{
}

%HEADERS[*Asserted - Identity"][1]. URI.USER = "353950607";

}

within session "ALL"

{
act on request where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"

{
if(%HEADERS["FROM"][1].URI.USER = "anonymous")then

{
}

%HEADERS['FROM"][1].URI.USER = "353950607";

DNA; Reviewed: Solution & Interoperability Test Lab Application Note 460f 74
SPOC 8/31/2019 ©2019 Avaya Inc. All RightRkeserved. tASBCEaura8




















































































